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Abstract

Unlearning techniques are proposed to prevent third parties from exploiting unau-
thorized data, which generate unlearnable samples by adding imperceptible per-
turbations to data for public publishing. These unlearnable samples effectively
misguide model training to learn perturbation features but ignore image seman-
tic features. We make the in-depth analysis and observe that models can learn
both image features and perturbation features of unlearnable samples at an early
stage, but rapidly go to the overfitting stage since the shallow layers tend to overfit
on perturbation features and make models fall into overfitting quickly. Based
on the observations, we propose Progressive Staged Training to effectively pre-
vent models from overfitting in learning perturbation features. We evaluated
our method on multiple model architectures over diverse datasets, e.g., CIFAR-
10, CIFAR-100, and ImageNet-mini. Our method circumvents the unlearnabil-
ity of all state-of-the-art methods in the literature and provides a reliable base-
line for further evaluation of unlearnable techniques. The code is available at
https://github.com/CherryBlueberry/ST.

1 Introduction

Deep neural networks (DNNs) significantly boost computer vision techniques in the past decade
and achieve even better capabilities surpassing human beings. One of the most important factors
contributing to the great success comes from the representative and valuable data collected for
training. Not only influential public datasets such as CIFAR [10] and ImageNet [17]] are proposed
for benchmark evaluation, but also huge volumes of scenario-sensitive data are used for real model
training and deployment [215[15]. Data has become one type of important asset and it is crucial to
ensure authorized access to sensitive data.

Previous studies propose “unlearnable sample” techniques aiming to address the issue of unauthorized
access to sensitive data [9; |65 26} 16} 24]]. The unlearnable samples are produced by injecting
carefully-crafted imperceptible perturbations into the training data, which induce models to learn the
meaningless perturbation features instead of the valuable semantic features of nature images. Error-
minimizing (EM) [9] perturbations are produced by an alternating bi-level min-min optimization on

*Corresponding author

Preprint. Under review.


https://github.com/CherryBlueberry/ST

both model parameters and perturbations. However, EM perturbations have no defense on adversarial
training which adds perturbations to input while training to improve the robustness of models. To
solve this problem robust error-minimizing (REM) [6] perturbations implement adversarial training
while generating unlearnable perturbations, which grants perturbations the ability to resist adversarial
training. [26] found that perturbations act as shortcuts to mislead models to a bad state, and proposed
synthetic perturbations (SP) which generate unlearnable perturbations without the optimization of
error-minimization. In order to improve the transferability of unlearnable perturbations, [16] proposed
transferable unlearnable samples which protects data privacy from unsupervised learning. One-pixel
shortcut (OPS) [24] used a perceptible pixel as the perturbation to protect data. The state-of-the-
art study [24] show good protection that lowers the learning accuracy from 92.41% to 21.71% of
ResNet-18 on CIFAR-10.

In this work, we differentiate features learned from un-
learnable samples and nature samples and propose pow- 1001 ——
erful defeat techniques to break the protection from supe- o

rior unlearnable perturbation generators effectively. The 3 801 [ ’ L
analysis sheds light on data property protection and urges g 60 [ 7 — M, Train
new protection mechanisms. There are two kinds of fea- 8 / [ M, Test
tures in unlearnable samples: perturbation features and < 40- / A M, Test
image semantic features. The former achieves serious / [

overfitting, and the latter validly generalizes to test data 20 ]
(Fig.[T). Specifically, we make the following observations: 160 101 107

1) Model training at the early stage learns both the per- Epoch

turbation features and image semantic featur@s. Then the Figure 1: The training and test accuracy of
model quickly overfits to learn the perturbation features ; ResNet-18 trained on clean data (M..) and
only in the subsequent learning processes. 2) Shallow lay- unlearnable data (M.,,).

ers tend to overfit on perturbation features and make the

models fall into overfitting quickly. When shallow layers are overfitting, undesirable activation will
pass through the shallow layers and corrupt deep layers in an overfitting way. The intrinsic reasons
behind this phenomenon are that unlearnable perturbation set up “fake” and simple features, and
model prefers these features rather than image semantic features because that the former is easier to
optimize the learning objective.

Based on the observations, we show insights that models have the ability to learn valid semantic
features from unlearnable samples at the early training stage, and stopping the overfitting of shallow
layers extremely contribute to stopping the overfitting of the whole model. In this case, we propose a
training framework, progressive staged training (ST), to effectively prevent models from overfitting in
learning perturbation features. ST estimates whether the models are in an overfitting state and trains
models with a progressive staged strategy of learning rate adjustment. To quantitatively evaluate
whether the model is in an overfitting state, we propose Activation Cluster Measurement (ACM),
based on the insight that perturbation features have a larger inter-class distance and smaller intra-class
distance [26] in a low dimension space. To demonstrate the efficacy of ST, we conduct comprehensive
experiments with multiple model architectures on CIFAR-10, CIFAR-100, and ImageNet-mini.
Experimental results show that ST significantly defeats existing unlearnable techniques and provides
a reliable baseline for further evaluation of unlearnable samples.

‘We summarize our contributions as follows:

* We show insights that models are capable of learning valid image semantic features from
unlearnable samples at the early stage of training. Preventing overfitting in shallow layers
significantly contributes to mitigating overfitting in the entire model.

* We propose a learning framework, ST, to prevent models from being overfitted to the
features forged by unlearnable perturbations, with the help of ACM metric for quantitatively
evaluating whether the model is in the overfitting state.

* We perform comprehensive experiments to show that our ST framework break all state-
of-the-art unlearning samples in literatures on multiple model architectures across various
datasets.
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Figure 2: (a) The sketch of M S and MP. (b) The training accuracy and test accuracy of M o (green) and M b
(blue) on unlearnable data. (c) The mean value of gradient (GMV) and ACM at each epoch of a shallow layer
when trained on clean data M. and unlearnable data M,,.

2 Related work

Data Poisoning Attack. Data poisoning involves altering the training data in order to negatively
impact the performance of models. Typically, the modified, poisoned examples only make up a
portion of the entire dataset, and are easily identifiable as being notably modified [[1} 255 [185|5].

Unlearnable Sample. As a special case of poison attack, unlearnable sample [9; |6; 26 [165 [24]
shares similar mechanisms of data poisoning attacks. However, unlearnable sample is a kind of
data protection method that adds imperceptible perturbations to the entire dataset. Suppose that
{(xi,yi)}" is the training dataset with the input data x; € X and the associated label y; € Y =
{1,2,---,k}. We assume that the unauthorized parties will use the published training dataset to train
a classifier fg : X — Y with parameter 8. Error-minimizing (EM) [9] perturbations are produced by
an alternating bi-level min-min optimization on both model parameters and perturbations:

argn}ginIE(xi,yi) II(lSinﬁ(fe(Xi +04),yi) 1)

where L is the cross entropy loss and ||0;||c < €. Being induced to trust that the perturbation can
minimize the loss better than the original image features, the model will pay more attention to the
perturbations. However, EM perturbations have no defense on adversarial training which adds random
perturbations to input while training to improve the robustness of models. To solve this problem
robust error-minimizing (REM) [6] perturbations implement adversarial training while generating
unlearnable perturbations, which grants perturbations the ability to resist adversarial training:

arg mein Ex,.y:) r%in maxﬁ (fo(x; +6; +0:),y4) 2)

where ||0; |00 < €4 and ||d;]|co < €4. Yu, et al. found that perturbations act as shortcuts to mislead
models to a bad state, and proposed synthetic perturbations (SP) [26] which generates unlearnable
perturbations without the optimization of error-minimization. In order to improve the transferability
of unlearnable perturbations, Ren, et al. proposed transferable unlearnable samples [16]], which
protects data privacy from unsupervised learning. One-pixel shortcut (OPS) [24] used a perceptible
pixel as perturbations to protect data.

3 Method

We first expose the observations on the training process over unlearnable samples and propose two
insights on the learning process of models trained on unlearnable samples (Sec. [3.1I). Then, based on
these insights, we propose progressive staged training (ST), the first effective training framework to
make unlearnable samples learnable. We further propose Activation Cluster Measurement (ACM), an
indicator to identify whether or not the entire model is overfitting. We also investigate a special color
space transformation (color-jitter and gray-scale) that promotes the performance of ST. The overall
pipeline of ST to defeat unlearnable samples is presented in Sec. [3.2}

3.1 Insights

Insight 1: Model learns both image semantic feature and perturbation features at the early stage
before being trapped in the overfitting status, which provides a "golden window" for image features
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Figure 3: The penultimate layer activation t-SNE results of various models in different epochs. M. is a model
natural trained on clean data. M, is a model natural trained on unlearnable data. M, is a model ST trained on
unlearnable data. Both the x-axis and the y-axis are in the range of [—50, 50].

learning. To demonstrate this insight, we show the learning process of a ResNet-18 on unlearnable
CIFAR-10 in Fig.[T](more results of other models and datasets can be found in Appendix Sec. [B.T).
It is shown that both the training accuracy and test accuracy increase at the first several epochs,
indicating that the model learned valid image semantic features. However, after epoch 3, the training
accuracy increases sharply, while the test accuracy significantly decreases, indicating the model
is overfitting and trapped in the unlearnable perturbation features learning. In summary, a model
is capable of learning the valid semantic features from unlearnable examples at the early stage of
training. Then, the model will learn more perturbations features than valid image semantic features
as the training going, which gets trapped by unlearnable samples eventually.

Although there are several methods to prevent models from overfitting in natural training [205 [115 |45
29; 12775 125 13]], these methods do not consider such stronger unlearnable perturbations and perform
poorly on defeating unlearnable samples (Sec. #.2). In this work, we take the model learning gap
between image semantic features and perturbation features into consideration and train the model
under the monitoring of an overfitting indicator to prevent it from being trapped.

Insight 2: Perturbation features tend to overfit shallow layers rather than deep layers because
the prior can trap the models easily. To show that, we first trained a ResNet-18 [7] model on
clean CIFAR-10 [10] denoted by M., which achieves 92.41% accuracy on CIFAR-10 test data. We
randomly initialized a ResNet-18 and replaced the first two residual blocks with the first two residual
blocks of M,. Then we froze these replaced blocks’ parameters and denoted this ResNet-18 by M.
Similarly, we randomly initialized another ResNet-18 and replaced the last two residual blocks with
the last two residual blocks of M. Then we froze these replaced blocks’ parameters and denoted this
ResNet18 by M P (details in Fig. [2|(a) and more results of other models and datasets can be found in
Appendix Sec.|B.2). Finally, we trained M and M” on CIFAR-10 unlearnable data individually.
Training results are presented in Fig. [2|(b). It is shown that M/ performs better on CIFAR-10 test
data, which proves that shallow layers are capable of learning the correct features at the beginning
of the training (like M/°). However, when shallow layers are overfitting, even if deep layers are in
the right state (like M), shallow layers will pass the wrong activation and corrupt the model to
an overfitting way. In this case, how to prevent shallow layers from overfitting is crucial to break
unlearnable samples’ data protective ability. This phenomenon inspired us to propose a progressive
staged training strategy that adjusts the learning rate to slow down the learning process of shallow
layers gradually to avoid overfitting.



3.2 ST Training Framework

With the insights above, we propose progressive staged training (ST), a progressive staged training
strategy by gradually modifying the learning rate of different layers from shallow layers to deep
layers when the model has the tendency to overfit. To decide when to modify the learning rate of
layers, we propose the Activation Cluster Measurement (ACM) as an indicator to detect the tendency
of overfitting caused by unlearnable perturbations during the training period. Meanwhile, a novel
learning rate schedule algorithm is proposed to gradually reduce the learning process of shallow
layers to resist overfitting.

Overfitting Indicator. We propose a metric to quantitatively estimate whether the model is in a
perturbation overfitting state, based on the observation that unlearnable perturbations construct simple
features, and models are recognized to be “lazy” and prefer to learn simple unlearnable perturbation
features rather than difficult image semantic features [26]].

To make the above analysis clear and visualized, we present the t-SNE [23]] clustering results of the
penultimate layer activation at different training epochs. As shown in Fig.[3] when a model is trained
on unlearnable samples, the activation cluster disorder at early epochs, i.e., the intra-class distance
is large and inter-class distance is small. As training goes on, the activation begins to cluster well
(a small intra-class distance and a large inter-class distance), which is a phenomenon of overfitting
(other t-SNE results can be found in Appendix Sec. [C.6). The visualization results of t-SNE also
reflect the overfitting during training. To quantify this phenomenon, we propose a clustering measure
named Activation Cluster Measurement (ACM) to describe the disorder of activation in different
training epochs. Suppose that D = {D;}*_, is a dataset with k labels, and D; is the set of samples
in class i. We define set AM as the penultimate layer activation of model M when given it with set
D; as inputs. The cluster center of class ¢ is defined as C' (i) = |A71M| Y xe AM X. Then we have the

intra-class distance o for class 7 as:

. 1 .
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i | xeam
And the inter-class distance L between class ¢ and j is as follows:

L (i, 7) = min{[Jx = yll2}xean year )
Then we define ACM of model M on dataset D as:

Ly L(i.j)
K= 1) 2= R@o (i) + R(G)o())
i#j

where k is the number of classes. R(i) is the radius of class i: R(i) = max {|| x — C (4) [[2} ¢ g0
The ACM of the model trained on clean data (M.) and unlearnable data ()M,,) at different training
epochs is shown in Fig. 2] (c). We use Dy, a subset of the training dataset, as the validation set
to calculate ACM metric during staged training (details in[4.T). The ACM of the M, is low at the
beginning, then it goes to a high level, which is consistent with our previous observation in Fig. 3]
that the inter-class distance becomes larger and intra-class distance becomes smaller. Meanwhile,
The gradient mean value (GMV) of the model trained on unlearnable data falls down to a low level,
which illustrates that shallow layers are trapped in overfitting status and hardly learn new knowledge
at late epochs compared to the model trained on clean data.

ACM(M, D) =

(&)

Progressive Staged Training. Based on the ob-
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Algorithm 1 Staged Training (ST)

Input: dataset D, model fo = {fo,, fo,,-- -, fo,}, small data D?, threshold -y, hyperparameter 3,
epoch number F, learning rate 7, attenuation function Atten

Initialize 7. < 0,70 < n, H™? « H° + [a?,09,...,a0] « [1,1,...,1], 6P + @
fore =1to E do
i < Atten(if™h), n§ < aof - it > learning rate attenuation and adjustment
0, < Train(ng, D) > optimize @ = {61, 05, . .., 0;} using back propagation
Calculate ACM( fg, D*) by Eq (E]}
if ACM(fo,D*) > v and 7¢ < 1 then > model tends to overfitting
T —T1°+1
0 < o'™» > load checkpoint from 6P
Calculate of by Eq.
H® « [of,a5,...,of] > using H¢ to adjust learning rate in next epoch
else > model does not tend to overfitting
if 7¢ = 0 then
He «+ [1,1,...,1] > natural training in next epoch
else
He¢ «+ Hi™P > using H!" to adjust learning rate in next epoch
end if
0tmr 6 > save checkpoint to §¢"*P
end if
Htmp «— He¢
end for

propagation and ACM calculation. Once ACM indicates overfitting at the end of an epoch, the model
will roll back to the checkpoint of the last epoch. Then, the learning rate will be further modified by
an adjustment algorithm after learning rate attenuation to slow down the learning process of shallow
layers gradually to resist overfitting. Suppose the initial learning rate of the ith layer of model M is
ﬁ? and Atten is a learning rate attenuation function like momentum [22]], cosine [14], etc. In every
epoch, we first get an attenuated learning rate 771 Atten( ¢~ 1), e for the e-th epoch. Then we get
a new learning rate n{ by adjusting 7§ with of (¢ for the i-th layer) as follows.

n; = af - (6)

01— ™
1+4emret

where 7€ is a counter for how many time ACM larger than a threshold  from the beginning to epoch
e and 3 is a hyperparameter. We use a vector H® = [af, a$, . . ., af] to describe how the learning rate
adjustment algorithm works and defeat overfitting as shown in F1g [ At the beginning of training, we
set H® = [1,1,...,1], which is equivalent to natural training, and all layers have the same learning
rate. As the tralning goes on, the model tends to overfit and the count 7, is increased. Meanwhile,
following the components of H, the learning rate of each layer gradually decreased to zero, which
means the optimization gradually slow down from shallow layers to deep layers to resist overfitting.
The process of ST is described in Alg. [T}

ST Training Pipeline. We also investigate that some data augmentations, e.g., color-jitter and gray-
scale (CG) [[12], could promote the performance of ST. Color-jitter randomly changes the brightness,
contrast, saturation, and hue of an image. Gray-scale randomly converts an image to grayscale. We
analyze that CG makes unlearnable perturbations harder to learn for models and weaker on data
protection, even if including these augmentations into the EoT process of some unlearnable example
generators [6] (details in Appendix Sec.[C.I). In this case, we propose the complete ST training
pipeline. In step 1, we implement progressive staged training with augmentation CG to train a model.
In step 2, we fine-tune the model of step 1 with augmentation CG. With this ST training pipeline, we
achieve state-of-art results to defeat unlearnable samples.



Table 1: CIFAR-10 clean test accuracies (%) for natural training (NT), adversarial training (AT) and ST
in different versions (ours) with various models on four unlearnable sample methods. EM-Sample is for
sample-wise EM perturbations and EM-Class is for class-wise EM perturbations.

METHODS FRAME RESNET-18 RESNET-50 VGG-16-BN DENSENET-121 WRN-28 WRN-34
NT 92.41 91.78 91.57 95.04 94.68 93.69
NT-CG  93.2 ((+0.79) 90.87 (-0.91) 91.90 (+0.33) 86.84 (-8.20) 94.63 (-0.05) 92.01 (-1.68)
CLEAN AT 88.23 (-4.18) 87.96 (-3.82) 85.32 (-6.25) 44.03 (-51.01) 78.18 (-16.50) 84.01 (-9.68)

ST 71.97 (-20.44)  74.33 (-17.45)  56.15(-35.42)  51.81(-43.23) 85.08 (-9.60) 77.13 (-16.56)
ST-CG  73.36 (-19.05)  80.65 (-11.13)  64.55(-27.02)  55.31(-39.73) 87.93 (-6.75) 79.07 (-14.62)
ST-Full ~ 93.88 (+1.47) 93.21 (+1.43) 93.01 (+1.44) 89.28 (-5.76) 95.19 (+0.51) 92.84 (-0.85)

NT 36.16 67.49 33.65 55.88 30.38 58.49
NT-CG  60.03 (+24.72) 70.06 (+2.57) 64.47 (+30.82)  85.01 (+29.13)  78.48 (+48.10)  71.23 (+12.74)
AT 88.62 (+52.46)  89.28 (+21.79)  86.28 (+52.63) 46.02 (-9.86) 71.67 (+41.29)  90.05 (+31.56)

EM-SAMPLE ‘g1 66,03 (429.87)  71.01 (+3.52)  56.40 (+22.75)  50.19 (-5.69)  46.87 (+16.49)  76.80 (+18.31)
ST.CG  70.80 (+34.64) 79.45 (+11.96)  58.54 (+4.89)  57.05 (+1.17)  70.78 (+40.4)  78.31 (+19.82)
ST.Full 87.60 (+51.44) 93.80 (+26.31) 82.48 (+48.83) 88.82 (+32.94) 88.43 (+58.05) 93.49 (+35.00)
NT 32.28 25.15 36.62 47.92 10.54 23.79
NT.CG  78.09 (+45.81) 69.01 (+41.86) 83.47 (+46.85) 69.66 (+21.74)  60.64 (+50.10)  82.09 (+58.30)
EM.CLASS AT 62.09 (+29.81) 45.00 (+19.85)  40.23 (+3.61)  48.52 (+0.60)  66.43 (+55.89) 48.52 (+24.73)
ST 55.77 (+23.49) 38.13 (+12.98) 52.68 (+16.06)  47.68 (-0.24)  31.28 (+20.74) 73.97 (+50.18)
ST.CG  71.04 (+38.76) 78.33 (+53.18) 48.16 (+11.54)  47.34(-0.58)  52.06 (+41.52) 79.04 (+55.25)
ST-Full $1.61 (+49.33) 83.82 (+58.67) 86.72 (+50.10) 75.72 (+27.80) 70.73 (+60.19) 85.54 (+61.75)
NT 21.86 25.30 44.19 32.28 26.43 2037
NT-CG  45.62 (+23.76) 44.59 (+19.29)  35.82(-8.37)  67.09 (+34.81) 70.15 (+43.72)  47.4 (+27.03)
REM AT 48.16 (+26.3)  40.65 (+15.35) 65.23 (+21.04)  32.04(-0.24)  26.92 (+0.49)  48.39 (+28.02)
ST 68.32 (+46.46) 56.71 (+31.41)  49.79 (+5.60)  40.34 (+8.06)  42.75 (+16.32) 74.62 (+54.25)
ST.CG  74.69 (+52.83) 61.72 (+36.42)  52.08 (+7.89)  40.82 (+8.54)  70.53 (+44.10) 79.48 (+59.11)
ST-Full  80.83 (+58.97) 83.09 (+57.79) 75.08 (+30.89) 72.34 (+40.06) 77.93 (+51.50) $1.88 (+61.51)
NT 24.08 26.21 28.45 32.29 24.98 25.73
NT-CG  82.94 (+58.86) 71.88 (+45.67) 82.16 (+53.71) 65.00 (+32.71) 84.66 (+59.68) 83.40 (+57.67)
sp AT 2221 (-1.87)  52.02 (+25.81) 61.12 (+32.67) 47.63 (+15.34) 58.26 (+33.28) 64.41 (+38.68)
ST 52.52 (+28.44) 37.27 (+11.06) 49.06 (+20.61) 45.84 (+13.55) 37.43 (+12.45) 44.87 (+19.14)
ST.CG  68.77 (+44.69) 76.09 (+49.88) 61.19 (+32.74) 50.68 (+18.39) 82.12 (+57.14)  76.00 (+50.27)
ST.Full 81.38 (+57.30) 80.20 (+53.99) 85.16 (+56.71) 69.35 (+37.06) 88.94 (+63.96) 84.32 (+58.59)
NT 2171 19.20 17.25 25.01 31.67 19.69
NT-CG  51.95 (+30.24) 42.88 (+23.68) 41.58 (+24.33) 42.63 (+17.62) 60.13 (+28.46) 51.51 (+31.82)
oPS AT 21.08 (-0.63) 15.2 (-4.00) 18.6 (+1.35)  32.14(+7.13)  48.19 (+16.52) 47.75 (+28.06)

ST 49.79 (+28.08) 74.94 (+55.74)  42.2(+24.95) 48.97 (+23.96) 47.02 (+15.35) 70.39 (+50.70)
ST-CG  69.71 (+48.00) 71.41 (+52.21) 56.21 (+38.96) 56.11 (+31.10) 69.40 (+37.73) 73.77 (+54.08)
ST-Full 57.87 (+36.16) 53.67 (+34.47) 52.2 (+34.95) 52.29 (+27.28) 61.42(+29.75) 55.73 (+36.04)

4 Experiments

4.1 Experimental Setups

Table 3: Notions of different training methods, where
Datasets and model architectures. Three NT denotes "natural training" which is our baseline, ST
benchmarks, CIFAR-10, CIFAR-100 [10], and denotes our "staged training".

ImageNet-mini, a subset of the first 100 classes NT NT.CG ST ST.CG STFull

in ImageNet [17], are used in our experiments, 1 caming rate adjustment - - VAR v

which is consistent with previous works of un- ~ Augmentation CG x v x v v
Fine-tuning with CG - X X X v

learnable sample [9; 16; 26]. We demonstrate
the effectiveness of ST with various model architectures including ResNet-18, ResNet-50 [7],
WideResNet-28-10 (WRN-28), WideResNet-34-10 (WRN-34) [28]], VGG-16-BN [19]], and DenseNet-
121 [8]].

Unlearnable samples. Four state-of-the-art unlearnable samples generation methods are used:
Error-Minimizing perturbation (EM) [9]], Robust-Error-Minimizing perturbation (REM) [6]], Synthetic
Perturbation (SP) [26], and One-Pixel Shortcut (OPS) [24]]. We set the £, bound ||0]|oc < € = %
for EM, REM, and SP to perturb image as much as possible without human perception. For other

hyper-parameters, we follow the default settings according to their official codebases.

Training methods. To show our effectiveness, we compare the natural training method with 3
different settings of ST (as summarized in Table @) We also adopt adversarial training (AT) with a
bound of /o, < 2,, as the baseline, since REM using 2” as the bound. Specifically, we implement
ST with « set to 25% and v set to 2.6 x 10~ 4 We use a subset of the training dataset, D?, containing
1000 samples for CIFAR-10 (each class contains 100 samples) and 5000 samples for CIFAR-100,
ImageNet-mini (each class contains 50 samples) as the validation set to calculate the ACM metric

during staged training. More training details will be found in Appendix Sec. [A]



Table 2: CIFAR-100 clean test accuracies (%) for natural training (NT), adversarial training (AT) and ST
in different versions (ours) with various models on four unlearnable sample methods. EM-Sample is for
sample-wise EM perturbations and EM-Class is for class-wise EM perturbations.

METHODS FRAME RESNET-18 RESNET-50 VGG-16-BN DENSENET-121 WRN-28 WRN-34
NT 70.77 73.69 67.27 61.99 77.31 71.28
NT-CG 73.11 (+2.34) 72.08 (-1.61) 68.68 (+1.41) 59.69 (-2.3) 76.12 (-1.19) 74.22 (+2.94)
CLEAN AT 61.50 (-9.27) 65.81 (-7.88) 56.59 (-10.68) 28.23 (-33.76) 48.72 (-28.59) 64.01 (-7.27)
ST 44.18 (-26.59) 53.9 (-19.79) 37.56 (-29.71)  29.46 (-32.53)  60.12(-17.19)  50.81 (-20.47)
ST-CG  49.45(-21.32)  51.67 (-22.02)  39.39(-27.88)  38.66 (-23.33)  57.04 (-20.27)  52.88 (-18.40)
ST-Full 70.45 (-0.32) 72.45 (-1.24) 71.39 (+4.12) 62.64 (+0.65) 77.64 (+0.33) 70.94 (-0.34)
NT 32.19 64.84 33.50 42.86 17.35 44.22
NT-CG  60.66 (+28.47) 72.33 (+37.49)  68.04 (+34.54) 59.96 (+17.10)  32.70 (+15.35)  69.11 (+24.89)
EM-SAMPLE AT 64.17 (+31.98)  66.43 (+31.59)  56.96 (+23.44)  26.51 (-16.35)  46.15 (+28.8)  68.27 (+24.05)
ST 42.04 (+9.85)  51.74 (+16.90)  41.28 (+7.78) 31.67 (-11.19)  51.02 (+33.67)  51.82 (+7.60)
ST-CG  50.86 (+18.67) 55.54 (+20.7) 34.68 (+1.18) 31.92(-10.96) 59.42 (+42.07) 56.06 (+11.84)
ST-Full 62.73 (+30.54) 72.57 (+37.73) 70.73 (+37.23)  62.56 (+19.7)  42.64 (+25.29) 69.78 (+25.56)
NT 9.39 11.56 11.86 34.54 7.80 13.45
NT-CG  34.22 (+24.83)  72.00 (+60.44) 68.44 (+56.58) 58.20 (+23.66) 42.50 (+34.70)  52.94 (+39.49)
EM-CLASS AT 36.65 (+27.26)  28.12 (+16.56)  33.77 (+21.91) 28.42 (-6.12) 47.64 (+39.84)  52.43 (+38.98)
h ST 34.36 (+24.97) 46.75 (+35.19) 38.98 (+27.12) 30.52 (-4.02) 49.93 (+42.13)  48.86 (+35.41)
ST-CG  48.64 (+39.25) 57.68 (+46.12) 34.59 (+22.73) 37.87 (+3.33) 60.21 (+52.41) 53.21 (+39.76)
ST-Full 48.88 (+39.49) 71.77 (+60.21)  71.30 (+59.44) 60.54 (+26.00) 50.09 (+42.29) 54.02 (+40.57)
NT 8.71 17.28 13.51 16.04 8.83 10.65
NT-CG  47.04 (+38.33) 41.43 (+24.15) 31.30(+17.79) 34.52 (+18.48) 45.61 (+36.78) 47.44 (+36.79)
REM AT 27.10 (+18.39) 26.03 (+8.75) 48.85 (+35.34) 21.18 (+5.14) 39.25 (+30.42) 25.04 (+14.39)
ST 47.91 (+39.20) 38.10(+20.82) 28.79 (+15.28)  21.34 (+5.30)  39.87 (+31.04) 48.26 (+37.61)
ST-CG  51.13(+42.42) 40.38 (+23.10) 23.81 (+10.30)  18.68 (+2.64)  56.01 (+47.18) 54.42 (+43.77)
ST-Full 55.95 (+47.24) 57.66 (+40.38) 37.85 (+24.34) 37.37 (+21.33) 60.39 (+51.56) 59.58 (+48.93)
NT 12.15 15.5 18.12 19.70 19.57 13.29
NT-CG  58.94 (+46.79) 51.09 (+35.59)  62.45 (+44.33)  44.50 (+24.80)  60.96 (+41.39)  51.82 (+38.53)
Sp AT 24.81 (+12.66)  29.84 (+14.34)  28.71 (+10.59)  23.19 (+3.49)  39.11 (+19.54)  43.09 (+29.80)
ST 20.84 (+8.69) 17.43 (+1.93) 25.08 (+6.96) 27.05 (+7.35) 27.82 (+8.25) 16.18 (+2.89)
ST-CG  46.39 (+34.24) 48.15(+32.65) 35.30(+17.18) 32.45(+12.75) 50.11 (+30.54) 48.50 (+35.21)
ST-Full 53.93 (+41.78) 50.41 (+34.91) 64.89 (+46.91) 40.81 (+21.11) 62.52 (+42.95) 59.13 (+45.84)
NT 13.93 12.21 8.90 12.85 14.55 11.34
NT-CG  30.86 (+16.93)  18.79 (+6.58) 12.97 (+4.07) 20.43 (+7.58)  34.11 (+19.56)  30.31 (+18.97)
oPS AT 10.85 (-3.08) 17.07 (4.86) 10.17 (+1.27) 11.15 (-1.7) 21.86 (+7.31)  24.82 (+13.48)

ST 32.06 (+18.13) 52.78 (+40.57) 34.77 (+25.87) 25.98 (+13.13) 29.85 (+15.30) 51.48 (+40.14)
ST-CG  45.86 (+31.93) 49.31 (+37.10) 24.34 (+15.44) 25.86 (+13.01)  46.25(+31.7)  48.72 (+37.38)
ST-Full 37.79 (+23.86) 33.73 (+21.52) 13.31 (+4.41) 23.56 (+10.71)  37.59 (+23.04) 42.52 (+31.18)

Learning Effectiveness. Table[T]and Table 2] show the clean test accuracy of models on CIFAR-10
and CIFAR-100 after being trained with different methods on the perturbed training data. As a
pioneering method, EM-Sample and EM-Class perturbations have limited data protection capabilities,
while methods on improving it like REM and OPS show that the natural training method cannot
work well on perturbed data, most of which are less than 33% on CIFAR-10 and 20% on CIFAR-100.
Adversarial training (AT) works well on EM-Sample, EM-Class and SP perturbations. However,
AT is still trivial compared with our ST training pipeline. Especially, ST-Full trained ResNet-50
gets 93.80% on EM-Sample perturbed CIFAR-10, and ST-Full trained VGG-16-BN gets 71.30% on
EM-Class perturbed CIFAR-100. Meanwhile, ST training pipeline works effectively on clean data as
well as normal training.

Furthermore, to confirm the effectiveness of high-resolution images, we implement the ST training
pipeline on ImageNet-mini. As shown in Table[d] ST works well on four perturbed data (especially,
ST improves ResNet-18 from 11.10% to 63.34% on SP and DenseNet-121 from 6.58% to 48.70% on
EM-Sample). CG augmentation makes supplement the performance of ST, which ST-CG achieves a
good boost to ST. Meanwhile, ST-Full works perfectly on REM and SP perturbation. However, it has
a decreased accuracy on EM-Sample and EM-Class with ResNet-18. This is because the protection
of perturbation on high-resolution images is much stronger (an example: 32.38% for a naturally
trained ResNet-18 on EM-Class perturbed CIFAR-10 in Table[T| while 3.95% for a naturally trained
ResNet-18 on EM-Class perturbed ImageNet-mini in Table ).

4.2 Analysis

ST helps to avoid overfitting. We further illustrate how the ST framework help to avoid overfitting.
We first train a model on REM perturbed data. When this model has a tendency to overfitting
(ACM > ), we either keep ST training (orange lines in Fig.[5)) or natural training (blue, green, red
lines in Fig.[5). The results show that ST performs well in defeating unlearnable samples. Without
the learning rate adjustment algorithm, the model will fall back to overfitting, similar to natural
training, which shows the necessity of learning rate adjustment. We plot the channel-wise activation



Table 4: ImageNet-mini clean test accuracies (%) for natural training (NT), adversarial training (AT), and
our ST in different settings over various unlearnable sample methods. EM-Sample is for sample-wise EM
perturbations and EM-Class is for class-wise EM perturbations.

METHOD MODEL NT NT-CG AT ST ST-CG ST-Full
RESNET-18 80.66 81.50 (+0.84)  65.73(-14.93)  66.29 (-14.37) 71.05 (-9.61) 83.14 (+2.48)

CLEAN DENSENET-121  80.27  80.19 (-0.08)  54.25(-26.02)  52.68 (-27.59)  53.66 (-26.61)  81.50 (+1.23)
EM.SavpLp  RESNET-18 1481  7.85(-6.96)  50.05(+35.24) 3211 (+17.30) 57.34 (+42.53) 4134 (+26.53)
DENSENET-121  6.58  41.13 (+34.55) 37.15 (+30.57) 48.70 (+42.12)  52.92 (+46.34) 57.21 (+50.63)

EMLCLASS RESNET-18  3.95  2.35(-1.60)  50.45 (+46.50) 27.67 (+23.72) 47.77 (+43.82) 26.26 (+22.31)
- DENSENET-121  9.31  26.47 (+17.16) 39.62 (+30.31) = 48.09 (+38.78) 49.84 (+40.53) 54.61 (+45.30)
REM RESNET-18  13.74 68.29 (+54.55) 50.43 (+36.69) = 43.26 (+29.52) 58.16 (+44.42)  69.36 (+55.62)
DENSENET-121  32.00 70.82 (+38.82) 38.63 (+6.63)  41.20(+9.2)  51.04 (+19.04) 72.54 (+40.54)

sp RESNET-18  11.10 78.65 (+67.55) 52.05 (+40.95) = 63.34 (+52.24) 61.32 (+50.22)  79.48 (+68.38)

DENSENET-121  12.58  79.07 (+66.49) 38.29 (+25.71)  48.38 (+35.80) 50.20 (+37.62) 80.30 (+67.72)

magnitudes of different layers (details in Appendix Sec. [C.2)), which verifies that ST successfully
resists overfitting. We also draw the loss landscape [[13]] of a model natural trained and ST trained on
unlearnable samples, which shows that unlearnable samples traps the model in an overfitting way
(details in Appendix Sec.[C.7).

Hyperparameter analysis. We analyzed the 100, .
sensitivity of hyperparameter y and 3 (details in /* a7
Appendix Sec.|C.3). 2.6e~* is a suitable value 80- [ /]

1 - g 7
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(details and results can be found in Appendix 20- /\/ =

Sec.[C4). ST-Full has exceptional performance 10 i
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Figure 5: The training and test accuracy of a RensNet-
50 ST trained on REM perturbed data (orange), and the
Comparison with general counter-overfitting accuracy of not implementing ST (blue, green, red).
methods. We have also verified the efficiency

of different counter-overfitting methods to naturally train a ResNet-18 on REM perturbed CIFAR-10
in Table. [5] (details in Appendix Sec. [C.5). The results reflect that ST beats these counter-overfitting
methods and defeats unlearnable samples.

Table 5: CIFAR-10 test accuracy (%) of different counter-overfitting methods. WD for weight-decay

FRAME CuTouT [4] MiIxUP [29] CuTMIX [27] AUTO-AUGMENT [2] GUASSIAN-FILTER DROP-0UT [20]
TEST AcCC. 21.66 11.24 10.34 28.12 15.95 25.08
FRAME WD [11] (10~%) WD (1073) WD (1072) Lo AT ST ST-FULL
TEST AccC. 23.51 21.99 21.71 48.16 68.32 80.83

5 Conclusion

In this paper, we study the mechanism of the open-source data protection method, unlearnable
samples, which provide “shortcuts” for models by injecting imperceptible perturbations into the
training data, causing it typically to ignore correct semantic features and learn incorrect perturbation
features instead. We observed that unlearnable samples mislead models into a trap of overfitting
to protect the privacy of data. We propose the Activation Cluster Measurement (ACM) to quantify
the overfitting degree of a model. Based on that, we propose progressive staged training (ST), a
novel stage training framework to gradually slow down the learning process from shallow layers
to deep layers and defeat unlearnable samples for the first time. Our ST training pipeline achieves
extraordinary performance and provides a baseline for further studies on unlearnable samples.



Limitations and Broad Impacts In this work, beyond the proposed ST, we also investigate that
some data augmentations, e.g., color-jitter and gray-scale (CG) [12], could promote the performance
of ST. However, why these augmentations work and break the protective capability of unlearnable
perturbations is not clear. We will focus on this problem in further work. Meanwhile, the breaking
techniques for unlearnable samples can potentially cause negative impacts on sensitive data protection.
However, by analyzing the model learning process of image semantic features and perturbation
features, our work contributes important societal impacts and understanding of the rationale in this
research field and provides a reliable baseline for further evaluation of unlearnable samples.
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A Experimental Details

A.1 Data Augmentations

Crop and flip. Following previous work on unlearnable samples (EM, REM and SP), we perform
random flipping on the image in all experiments. Then, we randomly crop the image to 32 x32 size
for CIFAR-10 and CIFAR-100 and 224 x224 size for ImageNet-mini.

Color-jitter and gray-scale Color-jitter randomly changes the brightness, contrast, saturation, and
hue of an image. Gray-scale randomly converts an image to a grayscale one. Following traditional
data augmentation methods in deep learning, we perform color-jitter on images with 80% probability
and gray-scale with 20% probability.

Cutout. Cutout is an augmentation to randomly mask some areas of images, and we set the mask
size to 16.

Guassian-filter. Guassian-filter smooths and blur an image. We implement Guassian-filter with o
set to 1.5 and kernel-size set to 5.

A.2 Training

For NT, we use the SGD optimizer accompanied by the cosine learning rate decay, with momentum
set to 0.9, weight decay set to 10~%, and learning rate set to 0.1. For AT, we use the SGD optimizer
accompanied by the cosine learning rate decay, with momentum set to 0.9, weight decay set to 1074,
and learning rate set to 0.1. For ST series, we use the SGD optimizer accompanied by the cosine
learning rate decay, with momentum set to 0.9, weight decay set to 104, and learning rate set to
0.1 for ST and 0.2 for ST-CG. For fine-tuning with CG, we use the SGD optimizer accompanied by
the cosine learning rate decay, with momentum set to 0.9, weight decay set to 10~4, and learning
rate set to 0.3. All experiments are conducted on 8 GPU (NVIDIA® Tesla® A100®). We set other
hyperparameters to the default value in the open-sourced codes of EM ] REM[] SP[ OPS[]

B Observations

B.1 Observations for Insight 1

We also show the learning process of a ResNet-50 and a WRN34-10 separately on unlearnable CIFAR-
10 and CIFAR-100 in Fig.[6] Both the training accuracy and test accuracy increase at the first several
epochs, indicating that the model learned the correct image features. However, with training goes on,
the training accuracy increases sharply, while the test accuracy significantly decreases, indicating
the model is overfitting and trapped in the perturbation feature learning. These observations provide
direct evidence for our insight 1.

B.2 Observations for Insight 2

We also show the learning process of a ResNet-50 and a WRN34-10 separately on unlearnable
CIFAR-10 and CIFAR-100. As shown in Fig.|7| M* performs better test data, which proves that
shallow layers are capable of learning the correct features at the beginning of the training (like
M*). However, when shallow layers are overfitting, even if deep layers are in the right state (like
MP), shallow layers will pass wrong activation and corrupt deep layers to an overfitting way. These
observations provide direct evidence for our insight 2.

“https://github.com/HanxunH/Unlearnable-Examples
*https://github.com/fshp971/robust-unlearnable-examples
*https://github.com/dayull/Availability-Attacks-Create-Shortcuts
*https://openreview.net/forum?id=p7G8t5FVn2h
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Figure 6: (a) The training and test accuracy of a ResNet-50 trained on clean CIFAR-10 (M.) and REM
perturbed CIFAR-10 (M,,). (b) The training and test accuracy of a WRN34-10 trained on clean CIFAR-10 (M)
and perturbed CIFAR-10 (M,,). (c) The training and test accuracy of a ResNet-50 trained on clean CIFAR-100
(M.) and REM perturbed CIFAR-10 (M,,). (d) The training and test accuracy of a WRN34-10 trained on clean
CIFAR-10 (M.) and perturbed CIFAR-100 (My,).
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Figure 7: (a) The training and test accuracy of M S (green) and M D (blue) with WRN34-10 on REM perturbed
CIFAR-10. (b) The training and test accuracy of M S (green) and M D (blue) with VGG-16-BN on REM
perturbed CIFAR-10. (c) The training and test accuracy of M o (§reen) and MP (blue) with ResNet-18 on REM
perturbed CIFAR-100. (d) The training and test accuracy of M~ (green) and M D (blue) with VGG-16-BN on
REM perturbed CIFAR-100.

C Ablation Study

C.1 Data Augmentation Influences

We propose composite data augmentation strategies to improve the learning effectiveness on unlearn-
able samples in the further step. In this section, we analyze that the CG transformated image data
lowers the chance of overfitting. Such composite data augmentation can work effectively even if the
augmentation strategy is white-box during generating unlearnable examples, because it is hard to
build effective unlearnable examples with more complex perturbation feature space. We implement
augmentation CG while generating REM perturbations, and we denote this perturbations by REM-T
which generate as follows:

arg mgin E(x;,y1) n(lsin max L (fo(t(xi + 0; + 04)),yi) 8)

g4

where ||0i]loo < €as [|di|loo < €, and t is the augmentation CG, L is the loss function.

CG works well even if the augmentation strategy is white-box during generating unlearnable
examples. The reason why REM-T hardly generates effective unlearnable examples is that REM-T
produces much more complex perturbation feature space, hence models have less chance to be trapped
in learning REM-T features. To validate this statement, we introduce the experiments as follows.
We modified a REM perturbations training dataset which adds REM vanilla perturbations to newly
generating perturbations. Then, we trained a ResNet-18 model on this mixed-perturbation dataset,
and separately tested this model on REM vanilla perturbations (REM) and REM-T perturbations
(REM-T). The training dataset contains 45000 mixed-perturbation samples, and each testing dataset
contains 5000 perturbation samples. To prevent data leakage, the training dataset and two testing
dataset have no common perturbation sample. As shown in Table[f] the accuracy of REM is 85.58%
and the accuracy of REM-T is 12.36%, which reflects that REM-T features is harder than vanilla
REM features and weaker on data protection. In this case, the model is "lazy" to learn REM-T
features and prefers REM features.
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Table 6: The different test accuracy of a ResNet-18 trained on REM and REM-T mixed-perturbation dataset.

TESTING DATASET TEST ACC. COMPLEXITY DATA PROTECTION CAPABILITY
REM 85.58% EASY TO LEARN STRONG
REM-T 12.36% HARD TO LEARN WEAK
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Figure 8: (a) to (d) is the channel-wise mean value of output activation form the shallow layers to the deep
layers of model M. and M,,. (e) to (h) is the channel-wise mean value of output activation form the shallow
layers to the deep layers of model M. and M. (a) and (e) is the output activation distribution of the second
residual block layer. (a) and (e) is the output activation distribution of the second residual block layer. (b) and
(f) is the output activation distribution of the fourth residual block layer. (c) and (g) is the output activation
distribution of the sixth residual block layer. (d) and (h) is the output activation distribution of the residual block
layer before full connection layer.

The above analysis provides irrefutable evidence of that augmentation CG makes unlearnable samples
weak on data protection, even if implements CG during the generation process of unlearnable
perturbations.

C.2 Channel-wise Activation Analysis

To verify the effectiveness of ST, we analyses the channel-wise activation of different layers. We
natural trained a ResNet-18 model separately on clean data (M.) and REM perturbed data (MM,,).
Then we ST trained a ResNet-18 on REM perturbed data (M ). We analyses the channel-wise mean
value of output activation form the shallow layers to the deep layers of model M., M, and M, when
feed them with clean data. As shown in Fig. E[, the activation distribution of M is similar with M.,
while the activation distribution of M, is largely different with M, and M. In this case, ST resists
overfitting and leads model to a correct way indeed.

C.3 Hyperparameter Analysis

We analyzed the sensitivity of hyperparameter v and 5. As shown in Fig. El 2.6 x 10~% is a suitable
value for v, and % is a suitable value for 5.

C.4 Different Protection Percentages

There is a more realistic learning scenario, where only a part of the data is protected by the defensive
noise, while the others are clean. We used perturbed CIFAR-10 and CIFAR-100 with different
mixing ratios. The protection percentage (ratio in Table [7] and Table [8) represents the proportion
of unlearnable samples to all samples. As shown in Table [7] and Table 8] ST-Full has exceptional
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Figure 9: (a) The test accuracy of a RensNet-18 ST-CG trained on REM perturbed data. (b) The test accuracy
of a ResNet-18 ST-CG trained on REM perturbed data.

performance on all protection percentages (especially on protection percentage 1.0), which reflects

the reliability of our method on mixed samples.

Table 7: ResNet-18 test accuracies (%) for NT and ST trained on perturbed CIFAR-10 with different protection
percentages (Ratio).

RATIO 0 0.2 0.4 0.6 0.8 1

NT 92.41 93.12 92.04 90.72 83.90 36.16
ST 71.97 73.70 71.23 72.18 72.54 66.03

EM-SAMPLE  ¢10G 7336 77.00 73.65 76.55 76.45 70.80
ST-Full 93.88 93.93 93.70 92.82 92.86 87.60

NT 9241 92.89 91.97 88.95 84.54 32.28

ST 7197 7122 73.83 67.72 69.08 55.77

EM-CLASS  grcG 7336 7236 75.09 76.68 73.51 71.04
ST-Full 93.88 93.80 93.43 93.54 92.55 81.61

NT 9241 92.15 91.75 89.29 84.65 21.86

REM ST 71.97 72.19 7277 7237 69.44 68.32
ST.CG  73.36 74.80 71.54 74.66 74.81 74.69

ST-Full 93.88 81.04 78.11 79.97 78.92 80.83

NT 9241 93.09 91.50 90.11 85.19 24.08

sp ST 71.97 7922 70.95 69.86 64.97 52.52
ST-CG 73.36 76.00 74.83 73.90 72.04 68.77

ST-Full 93.88 93.86 93.32 93.06 91.97 81.38

NT 9241 82.45 8826 89.68 92.02 21.71

OPS ST 71.97 83.11 88.94 91.57 91.06 49.79

ST-CG 73.36 84.09 89.20 91.02 87.79 69.71
ST-Full 93.88 85.15 90.25 92.19 92.79 57.87

C.5 Settings of general counter-overfitting methods

The data augmentations, including cutout, mixup, cutmix, auto-augment, and guassian-filter (some
implementation details in Appendix Sec. [A-T), ineffectively resist unlearnable samples. Then, we
implement drop-out (0.5 probability) and weight-decay (WD) from 10~* to 10~2, both of which
cannot defeat unlearnable samples. Finally, we use adversarial training (AT) with £, < %.

C.6 Activation t-SNE Analysis

We natural trained a ResNet-18 on clean data ().) and unlearnable data (M,,), and compare them
with a ResNet-18 ST trained on unlearnable data (M,). Then we drew the t-SNE cluster results of
the output activation of the fourth residual block layer (Fig.[T0) and the sixth residual block layer
(Fig.[TT) of ResNet-18. The results show that when a raw model is trained on unlearnable data, the
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Table 8: ResNet-18 test accuracies (%) for NT and ST trained on perturbed CIFAR-100 with different protection
percentages (Ratio).

RATIO 0 0.2 0.4 0.6 0.8 1

NT 70.77 73.83 73.26 67.29 56.38 32.19
ST 44.18 44.43 43.68 44.34 44.04 42.04

EM-SAMPLE g0 4945 49.89 49.00 5093 52.00 50.86

ST-Full 70.45 71.54 7238 71.51 70.12 62.73

NT  70.77 74.86 71.83 65.86 57.69 9.39

ST  44.18 47.87 4791 45.89 43.77 34.36

EM-CLASS  grcG 4945 50.04 49.63 48.66 48.70 48.64

ST-Full 70.45 71.86 71.90 69.62 67.13 48.88

NT  70.77 72.75 68.91 63.81 53.57 8.71

REM ST 44.18 44.41 44.02 4449 43.65 47.91

ST-CG  49.45 49.62 5031 47.73 49.53 51.13

ST-Full 70.45 56.36 55.72 54.26 55.32 55.95

NT  70.77 73.68 7137 67.55 57.88 12.15

Sp ST 44.18 49.07 46.77 44.84 40.50 20.84

ST-CG 49.45 54.27 51.13 4827 50.11 46.39

ST-Full 70.45 71.97 70.06 71.48 68.98 53.93

NT  70.77 41.09 5893 6494 69.93 13.93

oPS ST 44.18 42.15 59.06 66.19 63.12 32.06

ST.CG  49.45 50.18 59.75 66.18 57.57 45.86

ST-Full 70.45 51.47 60.93 67.25 68.43 37.79

Epoch 2 Epoch 3 Epoch 10 Epoch 20

s
3
=
S

Figure 10: The t-SNE results of the fourth residual block layer output activation in different epochs. M. is
a model natural trained on clean data. M, is a model natural trained on unlearnable data. M is a model ST
trained on unlearnable data. Both the x-axis and the y-axis are in the range of [—50, 50].

activation cluster disorder at early epochs. As training goes by, the model begins to cluster well,
which is a phenomenon of overfitting. The visualization results of t-SNE also reflect the overfitting
during training.

C.7 Loss Landscape

We drew the loss landscape of a natural trained ResNet-18 and a ST trained ResNet-18 on REM
perturbed ulearnable data. As shown in Fig. the natural trained ResNet-18 falls in a deep (dark
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Figure 11: The t-SNE results of the sixth residual block layer output activation in different epochs. M. is
a model natural trained on clean data. M, is a model natural trained on unlearnable data. M, is a model ST
trained on unlearnable data. Both the x-axis and the y-axis are in the range of [—50, 50].

Figure 12: Loss landscape of a ResNet-18 model natural trained (left) and ST-Full (ours) trained (right) on
ulearnable CIFAR-10. The natural trained model drop into a smoother and deeper trap compared with the
ST-Full trained model.

blue) and smooth trap of global minimum which is hard to get out. While the ST trained ResNet-18
arrives in a shallow (light blue) and sharper local minimum compared with the previous one.
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