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Abstract

Adversarial example detection is known to be an effec-
tive adversarial defense method. Black-box attack, which
is a more realistic threat and has led to various black-box
adversarial training-based defense methods, however, does
not attract considerable attention in adversarial example
detection. In this paper, we fill this gap by positioning the
problem of black-box adversarial example detection (BAD).
Data analysis under the introduced BAD settings demon-
strates (1) the incapability of existing detectors in address-
ing the black-box scenario and (2) the potential of explor-
ing BAD solutions from a data perspective. To tackle the
BAD problem, we propose a data reconstruction-based ad-
versarial example detection method. Specifically, we use
variational auto-encoder (VAE) to capture both pixel and
frequency representations of normal examples. Then we
use reconstruction error to detect adversarial examples.
Compared with existing detection methods, the proposed
method achieves substantially better detection performance
in BAD, which helps promote the deployment of adversar-
ial example detection-based defense solutions in real-world
models.

1. Introduction

Deep neural networks (DNNs) have recently achieved
and sometimes surpassed “human-level” benchmarks
across a wide range of tasks, especially in visual recogni-
tion. However, recent studies [24] have shown that DNN
models are vulnerable to human-imperceptible adversar-
ial perturbations, which causes erroneous model predic-
tions. The existence of adversarial examples exposes a non-
negligible security risk when deploying DNN models in
critical application, such as autonomous driving and facial
recognition system. As a more realistic threat in real-world
applications, black-box attack assume that attackers have
limited access to the DNN model (referred to as the victim
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Figure 1. Detection performance on both white- and black-box ad-
versarial example. Existing detection methods (LID, MD and SID)
manifest significant performance degradation under black-box at-
tacks detection (reflects to the gap to the diagonal). PRD and FRD
are our proposed data reconstruction-based methods, which nar-
row the gap between white- and black-box attacks detection. SM
and EM denote different black-box settings.

model) or its training data. Instead, a substitute model (re-
ferred to as the threat model) is used to improve the attack
efficiency.

In the attack-defense game [12], attackers usually hold
the initiative, thus requiring the defender ought to have
comparable competitiveness. Current defensive techniques
can be categorized into two major groups [1]: (1) robust de-
fense, such as adversarial training, which aims at improv-
ing the robustness of the DNN model and defending against
both white- and black-box attacks [27]; and (2) adversarial
example detection, which aims to identify and reject the po-
tential adversarial examples without modifying the victim
model. Typical detection methods include LID [17], MD
[16] and SID [25]. However, existing detection methods
assume that attackers have full access to the victim model
(e.g., threat model=victim model), making them effective
only against the white-box attacks. This raises concerns
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about the capabilities of existing detection methods when
detecting black-box adversarial examples.

To verify concerns, we first position the problem of
black-box adversarial example detection (BAD) by includ-
ing the black-box adversarial examples into evaluation. We
re-evaluate the performance of some typical detection meth-
ods under two provided black-box settings: (1) single model
(SM) attack and (2) ensemble model (EM) attack. Figure 1
illustrates the detection performance in the white-box set-
ting (y-axis) and two black-box settings (x-axis). All ex-
isting methods manifest significant performance degrada-
tion of more than 12.5%, as evidence by the gaps to the
diagonal (AUCblack−box = AUCwhite−box) in Figure 1.
This indicates an obvious insufficiency of existing methods
in black-box adversarial example detection. We attribute
this performance degradation to the reliance on the victim
model (detailed in Sec. 3), which inspires us to design an
effective detection method from a data-centric perspective.

In this paper, we propose a straightforward yet effective
data reconstruction-based detection method, which consists
of three modules: (1) Data reconstruction module, where
we use a VAE [14] approach to learn the visual representa-
tions from both pixel and frequency domains. (2) Feature
extraction module, where we extract the layer activation of
the images before and after reconstruction from the victim
model. (3) Adversarial example detection module, where
we calculate the reconstruction error and apply it as the
detector features to identify the adversarial examples. We
consider two versions of our method based on the choice of
feature extractor. The base version uses the victim model,
while the online version replaces it with a pre-trained model
to further alleviate the reliance on the victim model.

Our contributions are summarized as follows: (1) We
position the problem of black-box adversarial example de-
tection (BAD) and validate the incapability of existing de-
tection methods in addressing BAD. (2) We propose a data
reconstruction-based method for adversarial example detec-
tion, which can identify the black-box attacks via recon-
structing the pixel and frequency representations. (3) Exten-
sive experiments and analyses demonstrate the effectiveness
of our proposed method, which achieves the state-of-the-art
performance under both white- and black-box attacks de-
tection.

2. Related Works
Adversarial attack: The Fast Gradient Sign Method
(FGSM) [8] is an efficient and fast attack method that per-
forms a one-step attack along the direction orthogonal to the
decision boundary. To improve the attack efficiency, the Ba-
sic Iterative Method (BIM) [22] is designed by performing
an iterative update using FGSM. Similarly, Projected Gra-
dient Descent (PGD) [18], which is the strongest first-order
attack method, further improve the attack efficiency and is

Table 1. The black-box settings in BAD. We consider single model
(SM) attack and ensemble model (EM) attack. For network archi-
tecture, we consider VGG16 [23], ResNet18 [10] and WideRes-
Net28 (WRN28) [31]. For learning strategy, we consider adver-
sarial training (AT) and natural training (NT). & means model en-
semble.

Single Model (SM) Ensemble Model (EM)

NT VGG16/WRN28 VGG16 & WRN28
AT ResNet18 VGG16 & WRN28

often applied in adversarial-training. DeepFool [21] is a
powerful attack method that utilizes the geometric proper-
ties of the model to craft adversarial examples, while C&W
[2] is an optimization-based attack. However, the above five
white-box attacks are often used to evaluate model robust-
ness, rather than considered as practical attack methods [3].
In contrast, black-box attack methods are mainly divided
into two categories: transfer-based attack and query-based
attack. In transfer-based attack, adversarial examples are
crafted via a substitute model [11]. In query-based attacks,
the attacker does not require full knowledge of the victim
model but continuously queries the model outputs to craft
adversarial examples [7].

Adversarial example detection: Most of the existing de-
tection methods are only capable of detecting white-box ex-
amples and are heavily dependent on the layer activation of
the victim model. [6] proposes a logistic regression detec-
tor that utilizes kernel density (KD) and Bayesian uncer-
tainty (BU) features. However, [17] pointed out the limi-
tations of KD and BU features in detecting local adversar-
ial examples and introduced a new detection metric based
on Local Intrinsic Dimensionality (LID). Alternatively, [16]
uses Mahalanobis distance (MD) to detect the adversarial
examples. Furthermore, [25] proposes a Sensitivity Incon-
sistency Detector (SID) that employs a dual classifier with a
transformed decision boundary. To address BAD problem,
this paper focuses primarily on a data reconstruction-based
detection method. Although previous works such as CD-
VAE [30] have considered reconstruction-based methods
and MagNet [20] uses reconstruction error to detect the ad-
versarial examples, none of them have specifically focused
on black-box adversarial example detection.

3. Data Analysis and Motivation Justification

In this section, we formally define the problem of black-
box adversarial example detection (BAD) (Sec. 3.1). We
provide two black-box settings and re-evaluate the perfor-
mance of existing detectors under BAD (Sec. 3.2). We
further analyze between normal and adversarial examples,
which inspires us to explore BAD solutions from a data per-
spective (Sec. 3.3).
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Figure 2. BAD evaluation on existing detection methods. We observe a performance degradation on most of the black-box settings.

3.1. Black-box Adversarial Example Detection
(BAD): Definition and Settings

Definition: Existing detection methods typically focus on
the generalization of adversarial example detection from
one seen attack to other unseen attacks [25, 5, 16]. Nev-
ertheless, those unseen adversarial examples are all gener-
ated by the victim model and do not meet the definition of
black-box adversarial examples. In other words, existing
detection methods are still limited to defending against the
white-box attacks. We believe that including the black-box
adversarial examples in the evaluation of detection methods
can better reflect the real performance. In this view, we for-
mally define BAD with the following two characteristics: 1)
in the training phase, defenders use white-box adversarial
examples (from the victim model) to train the detector; 2)
in the testing phase, defenders evaluate the detector through
black-box adversarial examples (from the threat model that
is different from the victim model).

BAD settings: We provide quantitative measurements for
existing detection methods under BAD by introducing two
settings for black-box adversarial example generation: 1)
signal model (SM) attack and 2) ensemble model (EM) at-
tack. To fully explore the influence of different threat mod-
els, we consider two black-box variables, the network ar-
chitecture and the learning strategy. The detailed settings
are shown in Table 1. We re-evaluate the performance of
LID [17], MD [16] and SID [25] methods on CIFAR-10
and CIFAR-100 dataset [15] (Results of CIFAR-100 are
available in appendix and the key observations are consis-
tent). Each detection method contains six detectors trained
on FGSM [8], BIM[22], PGD (l2 and l∞) [18], DeepFool
[21] and C&W [2] examples, respectively. Unless other-
wise specified, we set ResNet18 (NT) as the default victim
model.

De
ns

ity
He

at
m

ap
Pixel: 0.32 Freq: 0.36 Pixel: 0.34 Freq: 0.49 Pixel: 0.14 Freq: 0.18

(a) white-box (b) Single model (c) Ensemble model

Figure 3. Difference measurements between normal and adversar-
ial examples. The first row shows the Kernel Density Estimation
(KDE) curves of difference. While the second row shows the
heatmap of the difference.

3.2. Performance Degradation on BAD

Observations of BAD evaluation: Figure 2 presents the
detection performance (AUC scores on the y-axis) eval-
uated in various black-box settings (x-axis), as well as
the performance in the white-box setting, where the vic-
tim model provides the adversarial examples for evaluation.
The key observations are as follows: (1) All detectors (rep-
resented by line color) manifest performance degradation
in black-box settings, indicating that the existing detection
methods cannot well transfer to BAD. (2) Detector perfor-
mance shows larger variance in the black-box settings than
in the white-box setting, e.g., in the LID method, the per-
formance difference under SM(NT) setting is much greater
than that in the white-box setting. An intriguing observation
is that, for the LID method, the performance of the FGSM
detector in the SM(NT) is better than in the white-box set-
ting. Moreover, FGSM detector achieves the second-best
performance in SM(NT), surpassing its rank in the white-
box setting (4th place). This reflects the unexposed detec-
tion capability of the FGSM detector in the white-box set-
ting.

Hypothesis behind performance degradation: Based
on the above observations, we hypothesize that the over-
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Figure 4. Overview of the proposed method consisting of (a) Data reconstruction, which reconstructs the original input images; (b) Feature
extraction, which extracts the layer activations of the images before and after reconstruction; and (c) Adversarial example detection, which
discriminates between the normal and adversarial examples through the reconstruction errors.

reliance on the victim model leads to the performance
degradation. We observe that existing methods rely on
the victim models for detector training in two ways:1) the
victim model provides the training adversarial examples,
which contain the victim model knowledge (e.g. the gradi-
ent information) and 2) the victim model provides the layer
activations, which are directly used to design the detector
features. Either way of reliance on the victim model may
result in a failure to detect adversarial examples when the
testing threat model is different from the victim model.

Our BAD settings provide two black-box variables to
demonstrate how the threat model is different from the vic-
tim model (i.e., the architecture and the strategy). We ob-
serve that strategy-based threat models exhibit more signifi-
cant degradation than architecture-based threat models (e.g.
in the MD method, SM(AT) is on average 19.92% lower
than SM(NT)). Moreover, the degradation is more pro-
nounced in the EM setting (e.g. in the MD method, EM(AT)
is on average 22.38% lower than EM(NT)). Considering
that adversarial training hardens the model knowledge (e.g.,
model robustness) and model ensemble increases the di-
versity of model knowledge, these factors directly result in
more differences between the victim and threat model. This
reveals that the performance degradation caused by model
differences reflects the reliance on the victim model.

The above analyses demonstrate the importance of
black-box adversarial examples for detector evaluation and
attribute the performance degradation of existing detectors
to the over-reliance on the victim model. This inspires us to
develop effective BAD solutions by well circumventing the
reliance on the victim models.

3.3. Solution Inspiration

It recent studies, data-based detection methods have
been widely adopted to address the problem of out-of-
distribution (O.O.D) detection [32] and anomaly detection
[26], These methods do not require counterexamples or
layer activations from the victim model during the detector
training phase. Motivated by this, we aim to investigate the
differences between normal and adversarial examples from
a data perspective. The hypothesis behind is that the inher-
ent differences in data patterns between normal and adver-
sarial examples can be leveraged to tackle the BAD prob-
lem. To this end, we conducted preliminary experiments to
analyze these differences in both the pixel and frequency
domains.

{
dDo,i = max{M(x)o −M(x⊕ δDi )o, ξ}
dDt,i = max{M(x⊕ δDi )t −M(x)t, ξ}

(1)

Difference measurement: The difference between normal
and adversarial examples are defined as the change in pre-
diction confidence caused by a perturbation. Specifically,
we measure this impact by calculating the change in log-
its scores with respect to both the correct and target labels.
Following [29], the impact can be decomposed into two as-
pects: (1) the promotion of the target labels (do,i) and (ii)
the suppression away from the correct labels (dt,i). To com-
pute do,i and dt,i for an input image x and its corresponding
adversarial noise δi, we first divide them into m patches.
We define do,i and dt,i according to (1), where M(x) de-
notes the logits value, o, t represent correct and target label,
respectively, and ξ > 0 is a constant value. In the pixel
domain, we add the ith perturbation patch directly onto the



input image. In the frequency domain, we replace the ith

patch of a normal example with the phase and amplitude
spectrums of the corresponding adversarial patch, respec-
tively.

Data Analysis: We explore the differences between white-
and black-box adversarial examples and project the differ-
ence value of each patch onto the original image in the form
of a heatmap, where the activation regions correspond to
the difference. As shown in the bottom panel of Figure 3,
we observe that the difference between normal and adver-
sarial examples is evident in both the pixel and frequency
domains, which confirms our hypothesis. An intriguing ob-
servation is that frequency domain reveals more activation
regions than the pixel domain. To investigate whether this
phenomenon is coincidental or not, we perform Kernel Den-
sity Estimation (KDE) on the difference values across the
dataset. The results, shown in the top panel of Figure 3, re-
veal that the mean value of the difference in the frequency
domain (blue) is greater than in the pixel domain (red). This
phenomenon is consistent across different black-box exam-
ples and may suggest that the frequency domain is a better
choice for detecting adversarial example.

4. Methodology

4.1. Overview and Preliminaries

Overview of data reconstruction-based solution: Previ-
ous analyses have highlighted the potential of exploring
BAD solutions from a data perspective. In this section,
we introduce a data reconstruction-based adversarial exam-
ple detection method. The pipeline of our method is il-
lustrated in Figure 4 and comprises three major modules:
(1) Data reconstruction. We propose a simple yet effec-
tive VAE approach to learn versatile visual representations
of normal examples, i.e., frequency (phase and amplitude
spectrums, marked with blue color) or pixel-based repre-
sentations (marked with green color, see Sec. 4.2). (2) Fea-
ture extraction. This module provides the layer activations,
which are subsequently used to calculate the reconstruction
error (Sec. 4.3). (3) Adversarial example detection. We
employ the reconstruction error to identify the adversarial
examples (Sec. 4.4).

Preliminaries: Regarding frequency-based visual repre-
sentation, two-dimensional images can be converted into
frequency domain by performing the Fourier transform. We
use 2D-Discrete Fourier Transform (DFT) and inverse DFT
(IDFT) for the transformation between the pixel and fre-
quency domains. Given an image x ∈ RH×W , where H
and W denote the height and width of the image, let R(x)
and I(x) be the real and imaginary part of F(x). The
amplitude and phase components of a complex frequency
value can be expressed as: A(x) = (R(x)2 + I(x)2)1/2 ,

P(x) = arctan[ I(x) /R(x) ], respectively. Then we have
F(x) = A(x)⊗ ei·P(x).

4.2. Data Reconstruction

Pixel-based variational auto-encoder (PixelVAE) has an
encoder (parameterized by ϕ) with multiple convolutional
layers, which maps the original pixel signals x to the la-
tent representations z, and a decoder (parameterized by θ),
which reconstructs the original signals from the latent rep-
resentations. Our loss function is defined as:

min
ϕ,θ

Eqϕ(z|x) log pθ(x|z) + βDKL(qϕ(z|x)||p(z)) (2)

where p(z) is the prior of z and DKL(·|·) is the Kullback-
Leibler divergence. This end-to-end training procedure can
effectively encode features of normal examples into the la-
tent space distribution, which is beneficial the downstream
detection task. The rationale is that the PixelVAE module
reconstructs normal examples with minimal reconstruction
errors, indicating that the learned representations are effec-
tive in capturing the features of normal examples. How-
ever, when presented with potential adversarial examples,
the PixelVAE module forces the corresponding latent repre-
sentations shift towards the distribution of normal example,
leading to significant increases in reconstruction errors.

Frequency-based variational auto-encoder (FreqVAE)
aims at reconstructing the original frequency signals of nor-
mal examples. Frequency signals contain the underlying
patterns of images, which are critical for recognizing sub-
tle but systematic modifications such as adversarial pertur-
bations [28]. To achieve this, we perform DFT on normal
examples to obtain the phase and amplitude spectrums. The
amplitude spectrum mainly retains the low-level statistics,
while the phase spectrum mainly captures the high-level
structural information. The phase and amplitude spectrums
are separately reconstructed by two VAE models. For ex-
ample, in the amplitude spectrum reconstruction, we use
the FreqVAE module to obtain the reconstructed ampli-
tude spectrum, which is then combined with the original
phase spectrum. We perform IDFT to obtain the amplitude-
reconstructed image in the pixel domain. The loss function
is similar to Eq. (4.2), where z corresponds to the latent rep-
resentations of the original amplitude spectrum. It is noted
that we compute the mean squared error (MSE) between
the reconstructed and original images in the pixel domain,
which is represented by the first term of Eq. (4.2)). Sim-
ilarly, we keep the amplitude spectrum and reconstruct the
phase spectrum in another FreqVAE module.

4.3. Feature Extraction

We adopt the approach outlined in Sec. 3.3 where the
layer activations from the Convolutional Neural Networks



Table 2. Comparison of detection performance on CIFAR-10 and CIFAR-100 dataset under white- and black-box settings. Bold and
underline denote the best and second-best AUC scores under each setting. Red: the increase compare to the best baseline method, SID

Dataset Method White-box
BAD Evaluation Avg.

SM-AT SM-NT EM-AT EM-NT

CIFAR-10

LID [17] 76.75 57.32 71.19 50.89 59.94 63.22

MD [16] 87.67 60.40 80.32 48.39 70.77 69.51

SID [25] 89.02 57.98 79.69 54.78 77.14 71.72

PRD-base 91.76 67.25 88.94 51.75 85.13 77.22 (+5.50)

PRD-online 87.08 71.52 88.58 66.51 87.56 80.25 (+8.53)

FRD-base (joint) 91.93 67.27 89.89 53.03 85.65 77.55 (+5.83)

FRD-base (amp) 92.14 66.67 90.02 52.88 85.96 77.53 (+5.81)

FRD-base (pha) 92.13 67.24 89.49 55.04 86.69 78.12 (+6.70)

FRD-online (joint) 91.59 73.43 91.53 66.77 91.58 82.98 (+11.26)

FRD-online (amp) 92.91 72.63 92.10 65.47 92.16 83.05 (+11.33)

FRD-online (pha) 90.09 73.73 90.52 66.82 89.59 82.15 (+10.43)

CIFAR-100

LID [17] 67.53 49.24 65.05 53.53 52.12 57.49

MD [16] 82.32 59.02 74.97 61.09 63.04 68.09

SID [25] 80.70 66.01 80.17 63.79 72.27 72.59

PRD-base 90.91 63.41 89.99 75.85 76.76 79.38 (+6.79)

PRD-online 94.82 67.76 93.07 74.54 77.91 81.62 (+9.03)

FRD-base (joint) 92.10 66.48 91.09 78.92 80.91 81.90 (+9.31)

FRD-base (amp) 92.16 66.33 91.16 79.75 81.67 82.22 (+9.63)

FRD-base (pha) 91.09 64.65 89.66 78.20 80.04 80.73 (+8.14)

FRD-online (joint) 93.64 67.72 91.78 77.35 80.00 82.10 (+9.51)

FRD-online (amp) 94.67 68.59 93.43 77.29 79.96 82.79 (+10.20)

FRD-online (pha) 94.13 67.60 92.67 77.86 80.20 82.49 (+9.90)

(CNNs) model aer used as the detector features. It has been
observed that model-driven adversarial perturbations result
in image features being perceived by CNN models, allow-
ing target class information can be easily expressed [24].
However, when the structure of adversarial perturbation is
destroyed, the adversarial examples may fail to attack the
CNN models [13]. Motivated by this phenomenon, we use
a CNN model to extract the features of the images before
and after reconstruction. We believe that this design does
not contradict our original intention of eliminating the re-
liance on the victim model. Therefore, the architecture of
feature extractor can be flexibly served by any CNN models.

4.4. Adversarial Example Detection

The proposed data reconstruction-based detection
method (PRD and FRD) involves three main steps. Firstly,
the input images are reconstructed using the PixelVAE
or FreqVAE module. Secondly, the layer activations of
the images before and after reconstruction are captured
through a feature extraction module. The victim model is
used for feature extraction, resulting in the base version
of the method. To further alleviate the reliance on the
victim model, a pre-trained model (not the victim model)
is used instead, resulting in the online version of the
method. The online version provides a unified protection
for victim models with different structures, making it easier
to deploy real-world models. Finally, the reconstruction

error is calculated using the layer activation, defined as:
∥Ml(xr) −Ml(xo)∥, where xr and xo corresponds to the
image before and after reconstruction. Ml is the lth layer
activation. The reconstruction error is then passed into a
detector, such as a MLP model.

Training details: The training algorithm of proposed meth-
ods is available in the appendix. We obtain two variants of
methods for PRD and FRD, shorten as PRD-base, PRD-
online, FRD-base and FRD-online. For each FRD method,
we consider the following three types of reconstructed
images: (a) phase representations (pha): F−1(Aoe

i·Pr );
(b) amplitude representations (amp): F−1(Are

i·Po); and
(c) joint representations (joint): F−1(Are

i·Pr ), where
Ao,P0,Ar, and Pr denote the amplitude and phase spec-
trums before and after reconstruction. Thus we obtain three
variants of each FRD method, shorten as FRD (pha), FRD
(amp) and FRD (joint). Similar to the prior researches, nor-
mal examples include clean and noisy examples, both of
them are correctly classified by the victim model. The noisy
examples are produced by adding random noises with the
same magnitude of adversarial perturbations. In detector
training phase, we prepare a detection dataset consisting of
examples from the above three classes with labels 0, 1 and
2. In detector testing phase, class 1 and class 2 are merged.



Table 3. Detection performance comparison among different fea-
ture extractors under BAD evaluation. Here we consider three pre-
trained models: ResNet34, MAE[9] and SimCLR[4]

Method White-box
BAD Evaluation Avg.

SM-AT SM-NT EM-AT EM-NT

Baseline 89.02 60.40 80.32 54.78 77.14 72.33

MAE 73.65 70.49 75.69 83.87 81.27 76.99 (+4.66)

ResNet34 97.70 67.12 95.29 67.26 94.20 84.31 (+11.98)

SimCLR 95.97 70.89 92.62 90.62 75.20 85.06 (+12.73)

5. Experiment Results
5.1. Experiment Setup

Datasets and models: We experiment on CIFAR-10 and
CIFAR-100 datasets. Settings of the victim and threat mod-
els are shown in Table 1. For PRD and FRD methods, we
set ResNet18 (victim model) and WideResNet28 (WRN28,
pre-trained model) as the feature extraction module for each
base and online variant, respectively. We consider two
fully-connected layers as the structure of the detector. The
structures of PixelVAE and FreqVAE, and other training de-
tails are available in the appendix.

Baseline models: Performance of PRD and FRD are com-
pared with the state-of-the-art adversarial example detec-
tion methods based on local intrinsic dimensionality (LID),
Mahalanobis detector (MD) and sensitivity inconsistency
detector (SID). Each detection method is implemented with
six detectors trained on FGSM, BIM, PGD-l2, PGD-l∞,
DeepFool and C&W examples (provided by the victim
model). The final detection performance is obtained by av-
eraging the results of the above six detectors.

Evaluation metrics: The metric for evaluation is the
widely used AUC score. For fair comparison, all these
methods share the same evaluation environment and all the
parameters are fine-tuned to achieve the best performance.

5.2. Performance Comparison Under BAD

Table 2 summarizes the performance of all detectors on
CIFAR-10 and CIFAR-100 datasets. On both datasets, our
proposed methods (PRD and FRD) outperform LID, MD
and SID in both black- and white-box settings, providing ef-
fective solutions to address BAD. It is noted that the overall
increase in PRD-base variant is less significant than FRD-
base variants, e.g., the average detection performance of
FRD-base variants (i.e., average among the joint, amp and
pha variants) is increased by 0.61% and 2.24% on CIFAR-
10 and CIFAR-100 datasets. This indicates that the Freq-
VAE module is better at capturing the separability between
normal and adversarial examples, which is also consistent
with our observations in Sec. 3.2. Moreover, we have the
following intriguing and valuable observations:

On frequency representations: We conduct a comparison
among the three FRD variants: FRD (joint), FRD (pha) and

Table 4. Comparison in real-world black-box attack detection.
Each method considers the best detectors in BAD evaluation.

Method CGATTACK[7] TAIG[11]

LID 85.13 61.69

MD 95.59 74.52

SID 84.44 90.46

PRD (ours) 97.90 91.56

FRD (ours) 98.56 93.81

FRD (amp). Here we both consider base and online vari-
ants. We observe that (1) performance of the three detectors
are very close, and (2) the best performance is achieved by
different frequency representations in different black-box
settings. Considering that the FreqVAE module for ampli-
tude and phase spectrum are trained separately, we show
that both of them can explore the separability between nor-
mal and adversarial examples independently, and play criti-
cal roles in solving different black-box settings.

On feature extractor: When applying a pre-trained model
as feature extraction module, PRD- and FRD-online meth-
ods outperform the base versions remarkably on both white-
and black-box settings. For example, in CIFAR-10 de-
tection, the average performance of PRD-online is 3.03%
higher than PRD-base, and FRD-online is 4.89% higher
than FRD-base. This suggests that the online version can
effectively relieve the need for the victim model (regarding
the layer activations, see Sec. 3.2). Therefore, we shed light
on the advantage of our online version in real-world deploy-
ments, which lies in providing unified protection for the vic-
tim models with flexible structures. To further demonstrate
this advantage, Table 3 reports the detection performance
of the other three pre-trained models as feature extraction
modules. We observe that the average detection perfor-
mances of all models outperform than the baseline model.
The detailed settings are available in the appendix.

5.3. Real World Black-box Attack Detection

Previous subsection has shown an excellent detection
performance of PRD and FRD under BAD evaluation. To
further demonstrate the capabilities of PRD and FRD in de-
tecting black-box attacks, we evaluate the real-world black-
box attack detection on CIFAR-10 dataset, using ResNet-
18 as the victim model. Here we consider two advanced
black-box attacks, CGATTACK [7] and TIAG [11]. Table
4 summarizes the detection performance for different meth-
ods. We observe that both PRD and FRD outperform LID,
MD and SID in detecting the above two black-box attacks
detection, which is consistent with the BAD evaluation and
confirms the effectiveness of our method. Although base-
line methods have good detection results in some black-box
attacks, this is not always true, e.x., MD does well in the
CGATTACK detection but almost fails in the TAIG detec-
tion. This further proves the limitation in the existing detec-



Table 5. Performance comparison with CD-VAE detection method
under BAD evaluation.

Method White-box
BAD Evaluation

SM-AT SM-NT EM-AT EM-NT

CD-VAE [30] 95.23 74.16 92.97 58.43 82.99

FreqVAE 98.38 79.02 96.46 78.21 98.53

Table 6. Detection performance FRD-base (pha) variant on differ-
ent perturbation strengths.

Strength White-box
BAD Evaluation Avg.

SM-AT SM-NT EM-AT EM-NT

2/255 81.83 75.06 59.97 87.23 82.61 77.34

4/255 87.19 74.91 76.25 85.67 94.73 83.75

6/255 92.23 75.54 85.30 77.03 95.80 85.18

8/255 95.41 70.66 91.99 57.41 92.58 81.61

Total 85.23 77.25 73.01 86.92 93.02 83.09

CTR-balance 90.06 76.14 83.02 85.99 95.76 86.19

tion methods: the reliance on the victim model.

5.4. Comparison with Other Reconstruction Based
Detection Methods

Here we elaborate on the connections to the most re-
lated reconstruction based detection works CD-VAE [30]
and MagNet [20].
Relation to MagNet: MagNet is an early work to detect
the adversarial examples by reconstruction error. However,
MagNet significantly diverges from our work in two funda-
mental aspects: (1) The assumption on black-box definition
is based on the attacker’s full access to the victim model,
which violates the assumption of our BAD definition. (2)
MagNet is an unsupervised detection approach, where PRD
and FRD are supervised detection method.

Relation to CD-VAE: CD-VAE is another related work
on data reconstruction that proposes a detection-defense
framework. However, CD-VAE cannot be served as a plu-
gin, thus fails to provide detection-based protection for the
deployed models in real-world scenarios. Despite this limi-
tation, we still evaluate the detection performance improve-
ment brought by the reconstruction module. We replace the
FreqVAE module with CD-VAE and conduct the same ex-
periments without changing the feature extraction and de-
tection modules. Table 5 indicates that our method still out-
performs CD-VAE in the BAD problem, confirming its ef-
fectiveness.

5.5. Parameter Influence

To more thoroughly show the performance details of our
proposed methods, in this subsection, we report the analysis
results of parameter influence from the perspective of layer
activations and perturbation strengths. Experiments are car-
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Figure 5. Detection performance of FRD method on different layer
activations. Here we consider the best two detectors: (left) PGD-
l∞ detector in FRD-base (pha) variant and (right) PGD-l2 detector
in FRD-online (amp) variant.

ried out based on the FRD method.

On layer activations: We analyze the effect of activation
from different layers of the feature extraction module on
the detection performance. We compare the best two de-
tectors: PGD-l∞ detector (FRD-base (pha) variant, Figure
5.left) and PGD-l2 detector (FRD-online (amp) variant, Fig-
ure 5.right). The key observation is that features extracted
from the top and middle layers result in a better detection
performance compared to the bottom layers in most cases.
This suggests that the reconstruction errors of low-level fea-
tures (e.g., edge, color) are more sensitive to adversarial per-
turbations than high-level features (e.g., abstract semantic
information). This is in contrast with LID, MD and SID,
whose typical selection is usually at the bottom layers.

On perturbation strengths To select a suitable perturba-
tion for detector training, we set some pre-defined strengths
ranging from 2/255 to 8/255. We report the AUC scores of
PGD-l∞ detector (FRD-base (pha) variant) trained on these
strengths. The detection results on CIFAR-10 dataset are
shown in Table 6. We see that in the case of strategy-based
attacks (e.g., EM(AT) setting), the AUC scores rapidly de-
crease when the perturbation strength becomes larger. How-
ever, this tendency is not observed in the architecture-based
attack (e.g., SM(NT) setting), where a large perturbation
strength achieves superior performance. The perturbation
strength provides the trade-off among different black-box
settings, suggesting that one perturbation training strategy
is not sufficient for addressing BAD.

5.6. Analysis of Data Reconstructed Images

In order to figure out what factors lead to the separability
between normal and adversarial examples, we compare and
analyze the images before and after reconstruction. Experi-
ment will be carried out based on the FreqVAE module.

On feature similarity: We extract the features (layer acti-
vations) of the images before and after reconstruction and
calculate the cosine similarity as shown in Table 7. For nor-
mal examples, the average similarity is approximately 0.9,
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Figure 6. Feature visualization through umap

Table 7. Similarity of images before and after reconstruction.

White-box SM-AT SM-NT SM-AT SM-NT

0.9012 0.8238 0.8560 0.8366 0.8476

indicating the capability of the FreqVAE module in cap-
turing the frequency representations of normal examples.
However, the average similarity of adversarial examples is
much lower for both white- and black-box settings, suggest-
ing that the FreqVAE module modifies adversarial exam-
ples. Such phenomena reveals the capability difference of
the FreqVAE module in image reconstruction, motivating
us to further explore how the capability difference affects
the above separability.

On class transfer rate (CTR): In Figure 6, we visualize
these features through umap [19]. We find that normal ex-
amples (left) mainly exhibit inner-cluster transfer, while ad-
versarial examples (right) exhibit inter-cluster transfer (as
indicated by line density), which supports our observation
on feature similarity. To further illustrate the cluster trans-
fer, we introduce the predicted label information of the vic-
tim model. We observe two cases of class transfer: (1) label
consistency (LC), where the predicted label is same before
and after reconstruction, and (2) label inconsistency (LI)
,where the predicted label changes. Therefore, we define the
CTR scores of LC and LI as LC/(LC+LI) and LI/(LC+LI),
respectively. We analyze the CTR score of the adversar-
ial examples with different perturbation strengths, as shown
in Table 8. For normal examples, the CTR score remains
constant under different strengths and achieves an LC score
of 80.23%, indicating that the reconstructed normal exam-
ples are still correctly classified. Moreover, we observe that
in the case of small perturbation, the CTR score of LC is
higher than that of LI, which suggests a feature shift to-
wards the non-adversarial class distribution. We argue that
the capability of the FreqVAE module reflects on two as-
pects: (1) maintaining the original normal class information
and 2) suppressing the original adversarial class information
in the case of the adversarial examples. The different ways
in which the FreqVAE module handles the class informa-
tion for normal and adversarial examples directly leads to

Table 8. Class transfer rate of normal and adversarial examples.

normal
adversarial

2/255 4/255 6/255 8/255

LC 80.23 36.09 53.01 56.02 60.51

LI 19.77 63.91 46.99 43.98 39.49

the separability. However, we observe that the suppression
effect on the adversarial class information is hindered under
large perturbations. Nevertheless, we demonstrate that the
conclusion still holds (Detailed in the appendix).

Solution improvement: For an ideal reconstruction mod-
ule, any example should satisfy the class transferring rules
(as discussed in previous subsection, i.e., normal examples
exhibit inner-class transfer while adversarial examples ex-
hibit inter-class transfer), which helps to explore the sep-
arability between normal and adversarial examples in the
down-stream detection task. However, based on previous
analyses, we find a decreasing tendency of inter-class trans-
fer rate when the perturbation strength becomes larger. This
reflects a potential limitation of the FreqVAE module, e.g., a
detector trained on large perturbations (CTR score of LC is
60.51% for 8/255) may have a performance degradation on
those adversarial examples with small perturbations (CTR
score of LI is 63.91% for 2/255).

To solve this challenge, we construct a new training
dataset called CTR-balance. The improvement consists of
two aspects: (1) We sample the adversarial examples under
different perturbation strengths; and (2) We perform bal-
anced sampling according to the above class-transfer cases
(LC and LI). To avoid data scale being a confounding fac-
tor (i.e., better performance with more data), we construct
another dataset called total which contains all examples un-
der the four perturbation strengths. Experiment results are
shown in Table 6. The average performance of the CTR-
balance dataset is the best. At the same time, we notice
that data scale does not improve the detection performance.
Within the limitation of FreqVAE reconstruction, we pro-
vide a CTR-balance sampling strategy, which effectively
addresses our concerns and offers empirical guidance for
tackling BAD.

6. Conclusions
In this paper, we have positioned the problem of black-

box adversarial example detection (BAD) and observed
a significant performance degradation of existing detec-
tion methods in BAD. Our observations and analyses
have attributed this degradation to an over-reliance on the
victim model, which has inspired us to design a data
reconstruction-based adversarial example detection method
in both pixel and frequency domains. Extensive experi-
ments have demonstrated the effectiveness of our proposed



method. There are still many problems that need to be ad-
dressed towards a practical BAD solution. Some of them
are: (1) conducting more in-depth analysis regarding the re-
liance on the victim model, which could facilitate a better
understanding of BAD and lead to the development of bet-
ter BAD solutions; and (2) developing more comprehensive
settings for BAD evaluation, such as considering additional
attack-defense combinations as in the robust defense studies
[1].
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A. BAD Evaluation
Figure 7 and 8 show the detection performance (y-axis,

AUC scores) evaluated in various black-box settings (x-
axis). We also compared the performance in white-box
setting. The key observations is that all detectors (line
color) manifest performance degradation in black-box set-
tings, which indicates that the existing detection methods
cannot well transfer to BAD.

B. Algorithm
The training details of our proposed data reconstruction-

based adversarial example detection method is given in Al-
gorithm 1. For the training dataset Xtrain of CIFAR-10
dataset, we capture the pixel or frequency representations
through a VAE model. Given a clean image batch Bc in
the testing dataset Xval, we generate the adversarial image

Table 9. Binary accuracy of images before and after reconstruc-
tion.

normal example adversarial example

78.36% 99.39%

Algorithm 1 Training procedure of our proposed method
Input: Train data:Xtrain and validation data:Xval

Input: M ≜ Feature extraction module with L layers
Output: F ≜ Pixel/FreqVAE module, D ≜ Detector

1: F ≜ train Pixel/FreqVAE module with Xtrain

2: for Bc in Xval do
3: Ba ≜ attack Bc with attack method;
4: Bn ≜ add random noise to Bc;
5: ▷ same perturbation magnitudes with Ba

6: {Ra;Rc;Rn} ≜ F{Ba;Bc;Bn};
7: ▷ image reconstruction through F
8: for l in [1, L] do
9: rd+l ≜ {|Ml(Ra)−Ml(Ba)|};

10: rd−l ≜ {|Ml(Rx)−Ml(Bx)|, x ∈ {c, n}};
11: ▷ get reconstruction error in activation layer l
12: end for
13: D+.append(rd+l ), D−.append(rd−l )
14: end for
15: D ≜ train a binary classifier on {D+, D−}
16: ▷ usually logistic regression (LR) model or MLP.

batch Ba. Similar to prior researches, the normal examples
includes clean examples and noisy examples which are all
correctly classified by the victim model. The noisy image
batch Bn can be readily produced by adding random noises
with the same magnitude of adversarial perturbation. In de-
tector training phase, we capture the layer activations from
the lth layer of the feature extractor module. The recon-
struction error are defined as |Ml(xr) − Ml(xo)|. Then
the reconstruction error will be passed into a detector. Here
we consider two fully-connected layer as the final detector.

C. Experiment Setup
C.1. Black-box and White-box Setting

Victim and threat model settings: For the problem
of adversarial examples detection, we adopt six differ-
ent models for classifying CIFAR-10 and CIFAR-100
datasets. We set ResNet18(NT) as the default victim
model. For single-model (SM) attack, we set VGG16(NT),
WResNet28(NT) and ResNet18(AT) as the threat model.
For ensemble-model (EM) attack, we set VGG16(NT) &
WResNet28(NT) and VGG16(AT)& WResNet28(AT) as
the threat model, where & means model ensemble.

Test attacks settings: We evaluate the detection perfor-
mance on both white-box and black-box setting: (i) For
white-box and SM setting, we consider six adversarial
attacks: FGSM, BIM, PGD-l2, PGD-l∞, DeepFool and
C&W. (ii) For EM setting, we consider only PGD-l∞ at-
tack. Both two settings are performed non-targeted attack
to get the adversarial examples.



(a) LID (b) MD (c) SID
Figure 7. BAD evaluation on CIFAR-10 dataset.

(a) LID (b) MD (c) SID
Figure 8. BAD evaluation on CIFAR-100 dataset.

C.2. Adversarial Example Detector Setting

Pixel & FreqVAE settings: During the training process,
we use SGD with a momentum of 0.9 and weight decay of
1e-4 as the optimizer to minimize Equation 2 in an end-to-
end manner for 50 epochs on CIFAR-10 training set. We
use three VAE models with a few convolutional layers to
capture the phase, amplitude and pixel information of the
normal example, respectively. It is noted that the Freq-
VAE trained on CIFAR-10 is suitable for both CIFAR-10
and CIFAR-100 detection task.

PRD and FRD settings: For PRD and FRD methods, we
set ResNet18 (victim model) and WResNet28 (pre-trained
model) as the feature extractor module for the base and on-
line variants, respectively. We consider two fully-connected
layers as the structure of the detector. On CIFAR-10 and
CIFAR-100 dataset, the batch size is 128 and 256, respec-
tively. Other default settings is available in Table 10,11.

Various feature extractor selections setting: In addition
to the WideResNet28 model (used as feature extraction
module in this paper), we also consider three additional
pre-trained models: ResNet34, SimCLR, where we use
ResNet18 as backbone and MAE, where we use ViT-tiny as
backbone, as a supplement to prove the effectiveness of the
online version. All these methods are trained on CIFAR-10
dataset. The baseline model is defined as the best result in
different settings among LID, MD and SID.

D. Experiment Results
D.1. Performance under BAD Evaluation

We report the detailed performance of each detector on
Table 12, 13. On both CIFAR-10 and CIFAR-100 datasets,
our proposed methods (PRD and FRD) outperform LID,
MD and SID on black-box as well as white-box settings,
which provide effective solutions to address BAD.

D.2. Analysis of Reconstructed Images

We observe that under large perturbations, the features
(corresponds to the images before and after data reconstruc-
tion) exhibit far away from (but not out of) the original ad-
versarial class distribution. We assume that although the
reconstruction errors mainly correspond to the inner-class
transfer in the case of large perturbations (e.x. 8/255 per-
turbation, the CTR score of LC is 60.51%). It is still dis-
tinguishable from normal examples (The CTR score of LC
is 80.23%). To verify our hypothesis, we use a linear re-
gression (LR) model to distinguish those inner-class trans-
fer examples before and after reconstruction (including the
normal and adversarial examples). The binary accuracy can
reflect the difference in inner class transfer. As shown in Ta-
ble9, the feature distinguishability of adversarial examples
before and after reconstruction is significantly better than
that of normal examples. That is, in the case of large pertur-
bations, the reconstructed errors dominated by inner-class
transfer can still guide the detection tasks.



Table 10. FRD setting for CIFAR-10 and CIFAR-100 detection.

CIFAR-10 CIFAR-100

PGD BIM FGSM DeepFool C&W PGD BIM FGSM DeepFool C&W

learning rate 1e-2 1e-2 1e-2 1e-2 1e-2 5e-2 1e-2 1e-2 5e-2 1e-2

momentum 0.9 0.9 0.9 0.9 0.9 0.9 0.9 0.9 0.9 0.9

weight decay 5e-4 5e-3 5e-3 5e-3 5e-3 5e-4 5e-3 5e-3 5e-4 5e-3

Table 11. PRD setting for CIFAR-10 and CIFAR-100 detection.

CIFAR-10 CIFAR-100

PGD BIM FGSM DeepFool C&W PGD BIM FGSM DeepFool C&W

learning rate 1e-2 1e-2 1e-2 1e-2 1e-2 1e-2 1e-2 1e-2 1e-2 1e-2

momentum 0.9 0.9 0.9 0.9 0.9 0.9 0.9 0.9 0.9 0.9

weight decay 5e-4 5e-3 5e-3 5e-3 5e-3 5e-4 5e-3 5e-3 5e-4 5e-3

Table 12. Comparison of detection performance on CIFAR-10 dataset under white-box and black-box settings.

Dataset Method
White-box

BAD Evaluation
SM-AT SM-NT EM-AT EM-NT

FGSM/BIM/PGD-l2 FGSM/BIM/PGD-l2 FGSM/BIM/PGD-l2 FGSM/BIM/PGD-l2 FGSM/BIM/PGD-l2

CIFAR-10

LID 73.52/78.65/74.40 50.46/50.18/50.64 82.15/73.28/54.55 43.73/44.14/46.68 61.84/54.56/47.27

MD 79.43/89.05/89.66 57.06/63.22/63.70 87.57/81.37/74.84 40.22/54.12/53.89 78.31/68.10/65.59

SID 85.93/86.03/90.97 60.42/54.80/55.49 86.69/73.75/75.91 56.83/49.60/54.08 81.72/63.81/77.70

PRD-base 87.29/90.96/95.48 62.75/68.76/69.54 88.84/84.04/94.10 46.97/41.14/56.65 83.40/81.82/90.04

PRD-online 83.45/85.62/92.65 69.29/68.72/72.41 88.41/85.9791.26 62.88/54.43/75.87 86.14/81.25/94.49

FRD-base(joint) 90.23/87.95/97.66 64.03/66.39/68.63 89.86/82.69/95.29 50.34/47.27/54.14 83.85/75.88/94.94

FRD-base(amp) 91.54/87.94/97.68 63.54/66.43/68.63 90.57/82.69/95.34 49.47/47.21/54.16 85.72/75.86/94.84

FRD-base(pha) 91.73/87.68/97.48 64.98/66.58/69.13 91.44/82.47/93.27 51.51/48.40/58.31 86.66/77.21/95.91

FRD-online(joint) 88.47/84.29/97.21 73.08/68.20/74.43 91.34/84.25/95.02 67.26/58.81/70.20 90.05/82.35/98.62

FRD-online(amp) 95.26/84.56/98.49 67.63/66.75/76.40 93.42/84.40/96.50 60.42/58.15/67.72 91.41/83.25/99.59

FRD-online(pha) 90.32/79.98/96.24 70.78/66.65/76.27 91.14/82.60/95.36 63.27/56.08/70.93 88.99/74.80/99.37

PGD-l∞/DF/C&W PGD-l∞/DF/C&W PGD-l∞/DF/C&W PGD-l∞/DF/C&W PGD-l∞/DF/C&W

LID 72.03/80.99/80.93 51.43/72.27/68.93 51.27/80.85/85.05 47.71/64.59/58.49 46.87/75.33/73.75

MD 86.07/92.23/89.58 60.26/62.66/55.53 67.53/82.78/87.82 52.70/50.88/38.53 61.78/71.13/79.71

SID 89.20/91.73/90.28 54.78/64.53/57.84 71.82/84.24/85.74 52.73/61.40/54.05 73.56/84.87/81.17

PRD-base 94.25/96.72/85.83 72.07/72.58/57.79 89.01/92.96/84.69 60.33/64.16/41.27 90.69/88.05/76.79

PRD-online 89.55/89.41/81.81 73.84/77.66/67.21 87.54/90.58/87.72 70.40/77.20/58.47 94.59/91.59/77.27

FRD-base(joint) 95.41/96.93/83.38 70.66/74.38/59.54 91.99/94.13/85.37 57.41/65.23/43.76 92.58/89.67/76.97

FRD-base(amp) 95.42/96.98/83.29 70.58/73.27/57.58 92.00/94.19/85.36 57.44/65.27/43.70 92.59/89.78/76.95

FRD-base(pha) 95.11/97.04/83.73 71.91/72.25/58.29 90.17/95.80/83.81 62.17/65.46/44.41 93.25/91.26/75.83

FRD-online (joint) 96.79/98.43/84.36 79.93/78.56/66.38 94.77/96.48/87.34 66.79/78.07/59.47 99.33/98.66/80.49

FRD-online (amp) 96.55/98.38/84.23 79.71/79.02/66.28 94.51/96.46/87.28 68.41/78.21/59.88 99.27/98.53/80.90

FRD-online (pha) 94.87/95.76/83.37 80.74/80.61/67.31 93.49/94.51/86.02 71.79/78.18/60.68 98.88/96.34/79.18



Table 13. Comparison of detection performance on CIFAR-100 dataset under white-box and black-box settings.

Dataset Method
White-box

BAD Evaluation
SM-AT SM-NT EM-AT EM-NT

FGSM/BIM/PGD-l2 FGSM/BIM/PGD-l2 FGSM/BIM/PGD-l2 FGSM/BIM/PGD-l2 FGSM/BIM/PGD-l2

CIFAR-100

LID 60.56/76.35/70.50 58.81/42.55/38.22 77.63/61.08/52.20 33.22/69.74/71.75 43.61/58.80/59.81

MD 77.17/90.00/86.82 55.11/62.52/62.60 77.48/80.16/73.20 56.35/61.03/59.87 56.55/64.47/64.28

SID 67.73/89.11/88.65 65.54/63.45/66.96 86.99/80.41/76.51 47.82/74.42/81.04 62.91/76.18/84.11

PRD-base 89.03/93.90/97.27 56.02/64.31/64.62 88.79/89.82/95.65 67.12/74.12/91.71 73.09/74.14/91.17

PRD-online 95.12/92.17/99.38 57.40/64.20/74.31 92.21/89.97/97.76 60.77/60.00/90.67 66.13/70.36/92.90

FRD-base(joint) 91.33/90.48/99.03 61.56/66.13/63.91 91.35/88.68/98.49 69.98/70.24/93.12 72.53/72.35/93.68

FRD-base(amp) 91.35/90.48/98.96 61.49/66.14/63.30 91.32/88.65/98.38 75.68/72.75/93.19 77.98/74.54/94.33

FRD-base(pha) 93.48/91.31/97.47 64.36/67.22/55.03 93.08/88.87/95.95 74.61/72.12/94.59 77.24/73.40/95.58

FRD-online(joint) 92.46/90.33/98.96 57.41/65.69/74.05 91.79/88.51/98.39 64.99/61.51/98.29 69.02/66.33/98.54

FRD-online(amp) 95.33/91.54/99.15 57.87/67.62/75.18 93.27/89.88/98.97 69.32/56.63/98.35 73.41/62.41/98.60

FRD-online(pha) 94.81/91.22/98.33 58.79/66.94/69.83 92.25/90.10/96.83 68.71/62.04/98.41 71.22/65.34/98.75

PGD-l∞/DF/C&W PGD-l∞/DF/C&W PGD-l∞/DF/C&W PGD-l∞/DF/C&W PGD-l∞/DF/C&W

LID 63.83/67.90/66.05 40.48/59.77/55.61 43.50/77.87/78.04 71.81/38.15/36.49 60.05/45.82/44.64

MD 73.01/86.02/80.90 58.78/58.15/56.95 57.31/83.24/78.42 65.78/59.79/63.74 66.77/60.66/65.50

SID 77.52/91.22/69.98 64.46/71.25/64.42 62.12/88.29/86.67 76.78/53.61/49.05 76.77/68.71/64.92

PRD-base 90.83/88.57/85.87 77.53/59.78/58.18 88.35/89.09/88.22 93.15/67.97/61.06 89.97/69.57/62.61

PRD-online 97.85/95.77/88.63 82.27/68.75/59.65 97.17/94.07/87.22 99.61/77.40/58.78 99.21/78.23/60.61

FRD-base(joint) 88.68/96.69/86.39 77.22/70.18/59.89 85.84/95.73/86.44 98.43/81.35/60.28 98.14/84.45/64.13

FRD-base(amp) 89.10/96.69/86.40 77.31/69.78/59.96 86.32/95.88/86.42 98.63/81.35/60.31 98.33/84.45/64.16

FRD-base(pha) 81.86/96.07/86.38 76.90/63.90/60.47 78.33/95.29/86.43 97.77/78.69/60.89 97.61/81.72/63.78

FRD-online (joint) 95.60/96.63/87.84 81.07/68.34/59.78 89.20/95.78/87.01 99.88/86.24/52.52 99.79/88.75/57.18

FRD-online (amp) 96.19/97.27/88.55 80.61/69.87/60.38 95.09/96.95/86.42 99.88/86.44/52.54 99.79/88.96/57.19

FRD-online (pha) 94.21/96.90/89.30 79.92/69.59/60.55 92.86/97.00/86.96 99.69/86.55/53.27 99.62/89.43/60.05


