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Abstract. In this work, we initiate the study of network agnostic
MPC protocols with statistical security. Network agnostic MPC proto-
cols give the best possible security guarantees, irrespective of the un-
derlying network type. While network agnostic MPC protocols have
been designed earlier with perfect and computational security, nothing
is known in the literature regarding the possibility of network agnos-
tic MPC protocols with statistical security. We consider the general-
adversary model, where the adversary is characterized by an adversary
structure, which enumerates all possible candidate subsets of corrupt par-
ties. Given an unconditionally-secure PKI setup (a.k.a pseudo-signature
setup), known statistically-secure synchronous MPC (SMPC) protocols
are secure against adversary structures satisfying the Q® condition,
meaning that the union of any two subsets from the adversary struc-
ture does not cover the entire set of parties. On the other hand, known
statistically-secure asynchronous MPC (AMPC) protocols can tolerate
Q® adversary structures where the union of any three subsets from the
adversary structure does mot cover the entire set of parties.

Fix a set of n parties P = {P17 ey Pn} and adversary structures Zs; and
Z,, satisfying the Q®® and Q® conditions respectively, where Z, C Z,.
Then given an unconditionally-secure PKI, we ask whether it is possible
to design a statistically-secure MPC protocol, which is resilient against
Zs and Z, in a synchronous and an asynchronous network respectively,
even if the parties in P are unaware of the network type. We show that
it is possible iff Z; and Z, satisfy the Q") condition, meaning that
the union of any two subsets from Zs and any one subset from Z, is a
proper subset of P. Enroute our MPC protocol, we design several im-
portant network agnostic building blocks with the Q@n condition, such
as Byzantine broadcast, Byzantine agreement (BA), information checking
protocol (ICP), verifiable secret-sharing (VSS) and secure multiplication
protocol, whose complexity is polynomial in n and |Zs]|.

1 Introduction

A secure multiparty computation (MPC) protocol [53,36,13,52] allows a set of n
mutually distrusting parties P = {P,..., P,} with private inputs to securely
compute any known function f of their inputs. This is achieved even if a subset
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of the parties are under the control of a centralized adversary and behave mali-
ciously in a Byzantine fashion during the protocol execution. In any MPC pro-
tocol, the parties need to interact over the underlying communication network.
Two types of networks have been predominantly considered. The more popu-
lar synchronous MPC (SMPC) protocols operate over a synchronous network,
where every message sent is delivered within a known A time. Hence, if a receiv-
ing party does not receive an expected message within A time, then it knows
that the corresponding sender party is corrupt. The synchronous model does not
capture real world networks like the Internet appropriately, where messages can
be arbitrarily delayed. Such networks are better modelled by the asynchronous
communication model [19]. In any asynchronous MPC (AMPC) protocol [12,14],
there are no timing assumptions on message delays and messages can be arbi-
trarily, yet finitely delayed. The only guarantee is that every message sent will
be eventually delivered. The major challenge here is that no participant will
know how long it has to wait for an expected message and cannot distinguish a
“slow” sender party from a corrupt sender party. Consequently, in any AMPC
protocol, a party cannot afford to receive messages from all the parties, to avoid
an endless wait. Hence, to make “progress”, as soon a party receives messages
from a “subset” of the parties, it has to process them as per the protocol, thus
ignoring messages from a subset of potentially non-faulty but slow parties.

SMPC protocols are relatively simpler and enjoy better fault-tolerance (which
is the maximum number of faults tolerable) compared to AMPC protocols. How-
ever, SMPC protocols become completely insecure even if a single message (from
a non-faulty party) gets delayed. AMPC protocols do not suffer from this short-
coming. On the negative side, AMPC protocols are far more complex than SMPC
protocols and enjoy poor fault-tolerance. Moreover, every AMPC protocol suf-
fers from input deprivation [10] where, to avoid an endless wait, inputs of all
non-faulty parties may not be considered for the computation of f.

Network Agnostic MPC Protocols. There is a third category of protocols
called network agnostic MPC protocols, where the parties will not be knowing
the network type and the protocol should provide the best possible security
guarantees depending upon the network type. Such protocols are practically
motivated, since the parties need not have to worry about the network type.

1.1  Our Motivation and Results

One of the earliest demarcations made in the literature is to categorize MPC
protocols based on the computing power of the underlying adversary. The two
main categories are unconditionally-secure protocols, which remain secure even
against computationally-unbounded adversaries, and conditionally-secure MPC
protocols (also called cryptographically-secure), which remain secure only against
computationally-bounded adversaries [53,36]. Unconditionally-secure protocols
can be further categorized as perfectly-secure [13,12] or statistically-secure [52,14],
depending upon whether the security guarantees are error-free or achieved ex-
cept with a negligible probability. The fault-tolerance of statistically-secure MPC



protocols are significantly better compared to perfectly-secure protocols. The
above demarcation carries over even for network agnostic MPC protocols. While
perfectly-secure and cryptographically-secure network agnostic MPC protocols
have been investigated earlier, nothing is known regarding network agnostic
statistically-secure MPC protocols. In this work we derive necessary and suf-
ficient condition for such protocols for the first time.

Existing Results for Statistically-Secure MPC. Consider the threshold
setting, where the maximum number of corrupt parties under the adversary’s
control is upper bounded by a given threshold. In this model, it is known that
statistically-secure SMPC tolerating up to ts faulty parties is possible iff ¢4 <
n/2 [52], provided the parties are given some unconditionally-secure PKI (a.k.a
pseudo-signature setup) [50,34].% On the other hand, statistically-secure AMPC
tolerating up to t, faulty parties is possible iff t, < n/3 [14,2].

A more generalized form of corruption is the general adversary model (also
called non-threshold model) [38]. Here, the adversary is specified through a pub-
licly known adversary structure Z C 27 which is the set of all subsets of poten-
tially corruptible parties during the protocol execution. The adversary is allowed
to choose any one subset from Z for corruption. There are several “merits” of
studying the general adversary model. For example, it provides more flexibility
to model corruption in a fine-grained fashion. A threshold adversary is always a
“special” type of non-threshold adversary. Consequently, a protocol in the non-
threshold setting always implies a protocol in the threshold setting. Also, the
protocols in this model are relatively simpler and based on simpler primitives,
compared to protocols against threshold adversaries based on complex properties
of bivariate polynomials. The downside is that the complexity of the protocols
in the non-threshold model is polynomial in n and |Z], where the latter could
be O(2"™) in the worst case. In fact, as noted in [38,39], this is unavoidable.

Following [38], given a subset of parties P’ C P and Z, we say that Z
satisfies the Q(k)(’P’,Z) condition, if the union of any k subsets from Z does
not “cover” P’. That is, for any subsets Z;,,...,Z;, € Z, the condition (Z;, U
...UZ;,) € P’ holds. In the non-threshold model, statistically-secure SMPC
is possible if the underlying adversary structure Z, satisfies the Q? (P, Z,)
condition, provided the parties are given an unconditionally-secure PKI setup
[40], while statistically-secure AMPC requires the underlying adversary structure
Z, to satisfy the Q) (P, Z,) condition [40,5].

Our Results for Network Agnostic Statistically-Secure MPC. We con-
sider the most generic form of corruption and ask the following question:

Given an unconditionally-secure PKI, a synchronous adversary structure Z
and an asynchronous adversary structure Z, satisfying the @(2)(’P, Z,) and
Q) (P, 2,) conditions respectively, where Z, C Z,, does there exist a
statistically-secure MPC protocol, which remains secure against Z; and Z, in a
synchronous and an asynchronous network respectively?

3 The setup realizes unconditionally-secure Byzantine agreement [49] with t5 < n/2.



We answer the above question affirmatively, iff Z; and Z, satisfy the
QRV(P, Z,, Z,) condition, where by Q-+ (P, Zs, Z,) condition, we mean that
for any Z;,,...,Z;, € Z5 and Z;,,...,Zj,, € Z,, the following holds:

(ZiyU...UZ; UZj,U...UZy) CP.

Our results when applied against threshold adversaries imply that given an
unconditionally-secure PKI, and thresholds 0 < t, < 3 < ts < 7, network
agnostic statistically-secure MPC tolerating ts and ¢, corruptions in the syn-
chronous and asynchronous network is possible, iff 2t; + ¢, < n holds. Our

results in the context of relevant literature are summarized in Table 1.

Network Type Corruption Scenario Security Condition Reference
Synchronous Threshold () Perfect t<n/3 [13]
Synchronous Non-threshold (Z) Perfect Q¥ (P, 2) 38
Synchronous Threshold (t) Statistical t<n/2 52
Synchronous Non-threshold (Z) Statistical QP (P, 2) [40]
Asynchronous Threshold (t) Perfect t<n/4 [12]
Asynchronous Non-threshold (Z) Perfect QW (P, 2) [42]
Asynchronous Threshold (t) Statistical t<n/3 [14,2]
Asynchronous Non-threshold (Z) Statistical Q¥ (P, 2) 5]
Network Agnostic| Threshold (ts,%a) Perfect 0<te<nfd<ts <n/3 [3]
and 3ts +ta <n
Network Agnostic|Non-threshold (25, Z,) Perfect Z, C Z5,Q¥(P, Z,),QW (P, Z,) [4]
and Q®V(P, 2, Z,)
Network Agnostic| Threshold (¢s,t.) |Computational 0<tye<n/3<ts<n/2 [17]
and 2ts +t, <n
Network Agnostic[Non-threshold (Z,, Z,)[ Statistical |Z, C Z.,Q@ (P, Z,),Q® (P, Z.)[This work
and Q®V(P, Z,, Z,)
Network Agnostic| Threshold (ts,ta) Statistical 0<ta<n/3<ts<n/2 This work
and 2ts +t. <n

Table 1: Various conditions for MPC in different settings

1.2 Detailed Technical Overview

We perform shared circuit-evaluation [13,52], where f is abstracted as an arith-
metic circuit ckt over a finite field F and the goal is to securely evaluate each gate
in ckt in a secret-shared fashion. For every value during the circuit-evaluation,
each party holds a share, such that the shares of the corrupt parties do not re-
veal any additional information. Once the function output is secret-shared, it is
publicly reconstructed. We deploy a linear secret-sharing scheme, which enables
the parties to evaluate linear gates in ckt in a non-interactive fashion. Non-linear
gates are evaluated using Beaver’s method [8] by deploying secret-shared random
multiplication-triples which are generated beforehand.

To instantiate the above approach with statistical security, we need the fol-
lowing ingredients: a Byzantine agreement (BA) protocol [49], an information
checking protocol (ICP) [52], a verifiable secret sharing (VSS) protocol [22], a



reconstruction protocol and finally, a secure multiplication protocol. All existing
statistically-secure SMPC [52,26,9,37,40] and AMPC [14,48,24,25 5] protocols
have instantiations of the above building blocks, either in the synchronous or
asynchronous setting. However, in a network agnostic setting, we face several
challenges to instantiate the above building blocks. We now take the reader
through a detailed tour of the technical challenges and how we deal with them.

1.2.1 Network Agnostic BA with Q(2’l)(’P, Zs, 2,) Condition

A BA protocol [49] allows the parties in P with private input bits to agree on a
common output bit (consistency), which is the input of the non-faulty parties,
if they have the same input bit (validity). Given an unconditionally-secure PKI,
synchronous BA (SBA) is possible iff the underlying adversary structure Z satis-
fies the Q(?) (P, Z,) condition [50,33,34], while asynchronous BA (ABA) requires
the underlying adversary structure Z, to satisfy the Q®) (P, Z,) condition [23].
Existing SBA protocols become completely insecure in an asynchronous network.
On the other hand, any ABA protocol becomes insecure when executed in a syn-
chronous network, since Z, need not satisfy the Q©® (P, Z,) condition. Hence, we
design a network agnostic BA protocol with Q1) (P, Zs, Z,) condition. The pro-
tocol is obtained by generalizing the blueprint for network agnostic BA against
threshold adversaries, first proposed in [15] and later used in [3]. While [15] pro-
posed it for computational security with conditions 0 < t, < 3 < s < 7 and
2ts + t, < m in the presence of a computationally-secure PKI, later, [3] modified
it for perfect security and used it with conditions t,,ts < n/3.* We replace the
computationally-secure PKI with an unconditionally-secure PKI and generalize
the building blocks of [15] against non-threshold adversaries and upgrade their
security to unconditional-security. Additionally, we also generalize certain primi-
tives from [3] and adapt them to work with the Q1 (P, Z,, Z,) condition. Since
this part mostly follows the existing works, we refer to Section 3 for full details.

1.2.2 Network Agnostic ICP with Q3 (P, Z,, Z,) Condition

An ICP [52,26] is used for authenticating data in the presence of a
computationally-unbounded adversary. In an ICP, there are four entities, a signer
S € P, an intermediary | € P, a receiver R € P and all the parties in P acting as
verifiers (note that S, | and R also act as verifiers). An ICP has two sub-protocols,
one for the authentication phase and one for the revelation phase.

In the authentication phase, S has a private input s € F, which it distributes
to | along with some authentication information. Each verifier is provided with
some verification information, followed by the parties verifying whether S has
distributed “consistent” information. If the verification is “successful”, then the
data held by | at the end of this phase is called S’s IC-Signature on s for inter-
mediary | and receiver R, denoted by 1CSig(S, 1, R, s). Later, during the revelation

4 Unlike computationally-secure BA, the necessary condition for perfectly-secure BA
is t < n/3 for both SBA as well as ABA, where ¢ is the maximum number of faults.



phase, | reveals 1CSig(S, I, R, s) to R, who “verifies” it with respect to the verifi-
cation information provided by the verifiers and either accepts or rejects s. We
require the same security guarantees from ICP as expected from cryptographic
signatures, namely correctness (if S,| and R are all honest, then R should accept
s), unforgeability (a corrupt | should fail to reveal an honest S’s signature on
s’ # s) and non-repudiation (if an honest | holds some 1CSig(S, I, R, s), then later
an honest R should accept s, even if S is corrupt). Additionally, we need privacy,
guaranteeing that if S,1 and R are all honest, then Adv does not learn s.%

The only known instantiation of ICP in the synchronous network [40] is se-
cure against Q(2) adversary structures and becomes insecure in the asynchronous
setting. On the other hand, the only known instantiation of ICP in the asyn-
chronous setting [5] can tolerate only Q) adversary structures. Our network
agnostic ICP is a careful adaptation of the asynchronous ICP of [5]. We first try
to naively adapt the ICP to deal with the network agnostic setting, followed by
the technical problems in the naive adaptation and the modifications needed.

During authentication phase, S embeds s in a random ¢-degree polynomial
F(z) at x = 0, where t is the cardinality of the maximum-sized subset in Zj,
and gives F'(z) to |. In addition, each verifier P; is given a random verification-
point (a;,v;) on F(x). To let the parties securely verify that it has distributed
consistent information, S additionally distributes a random t-degree polynomial
M (z) to |, while each verifier P; is given a point on M (x) at «;. Each verifier,
upon receiving its verification-points, publicly confirms the same. Upon receiving
these confirmations, | identifies a a subset of supporting verifiers SV which have
confirmed the receipt of their verification-points. To avoid an endless wait, |
waits until P\ SV € Z,. After this, the parties publicly check the consistency of
the F(x), M(x) polynomials and the points distributed to SV, with respect to
a random linear combination of these polynomials and points, where the linear
combiner is selected by |. This ensures that S has no knowledge beforehand about
the random combiner and hence, any “inconsistency” will be detected with a high
probability. If no inconsistency is detected, the parties proceed to the revelation
phase, where | reveals F(z) to R, while each verifier in SV reveals its verification-
point to R, who accepts F'(z) (and hence F(0)) if it sure that the verification
point of at least one non-faulty verifier in SV is “consistent” with the revealed
F(z). This would ensure that the revealed F(x) is indeed correct with a high
probability, since a corrupt | will have no information about the verification point
of any non-faulty verifier in SV, provided S is non-faulty. To avoid an endless
wait, once R finds a subset of verifiers SV’ C SV, where SV \ SV’ € Z,, whose
verification-points are found to be “consistent” with F'(z), it outputs F(0).

5 IC-signatures are different from pseudo-signatures. Pseudo-signatures are “transfer-
able”, where a party can transfer a signed message to other parties for verification
(depending upon the allowed level of transferability), while IC-signatures can be
verified only by the designated R and cannot be further transferred. Due to the same
reason, IC-signatures satisfy the privacy property unlike pseudo-signatures. Most im-
portantly, IC-signatures are generated from the scratch, assuming a pseudo-signature
setup which is used to instantiate the instances of broadcast in the ICP.



A Technical Problem and Way-out. The protocol outlined above will
achieve all the properties in an asynchronous network, due to the Q®) (P, Z,)
condition. However, it fails to satisfy the unforgeability property in a synchronous
network. Namely, a corrupt | may not include all the non-faulty verifiers in SV
and may purposely exclude a subset of non-faulty verifiers belonging to Z,. Let
Hsy be the set of non-faulty verifiers in SV and let Csy be the set of corrupt
verifiers in SV. Due to the above strategy, the condition Q) (Hsy, Z,) may not
be satisfied and SV \ Csy = Hsy € Zs may hold. As a result, during the reve-
lation phase, | may produce an incorrect F'(x) # F(z) and the verifiers in Cgy
may change their verification points to “match” F’(x), while only the verifica-
tion points of the verifiers in Hsy may turn out to be inconsistent with F’(x).
Consequently, SV’ = Csy and if Hsy € Zs, then clearly s’ = F’(0) will be the
output of R, thus breaking the unforgeability property.

To deal with the above issue, we let S identify and announce SV. This en-
sures that all honest verifiers are present in SV, if S is honest and the network
is synchronous, provided S waits for “sufficient” time to let the verifiers an-
nounce the receipt of their verification points. Consequently, now the condition
QW (Hsy, Z,) will be satisfied. Hence, if a corrupt | reveals an incorrect F(z),
then it will not be accepted, as the condition SV \ Csy € Z; no longer holds.

Linearity of ICP. Our ICP satisfies the linearity property (which will be useful

later in our VSS), provided “special care” is taken while generating the IC-

signatures. Consider a fized S, | and R and let s, and s; be two values, such that

| holds ICSig(S, 1, R, s,) and 1CSig(S, 1, R, sp), where all the following conditions

are satisfied during the underlying instances of the authentication phase.

— The set of supporting verifiers SV are the same during both the instances.

— For i = 1,...,n, corresponding to the verifier P;, signer S uses the same «;,
to compute the verification points, during both the instances.

— | uses the same linear combiner to verify the consistency of the distributed
data in both the instances.

Let s def C1-Sq+ C2- Sp, where ¢y, co are publicly known constants from F. It then

follows that if all the above conditions are satisfied, then | can locally compute

ICSig(S, I, R, s) from ICSig(S, 1, R, s,) and 1CSig(S, 1, R, sp), while each verifier in

SV can locally compute their corresponding verification information.

1.2.3 Network Agnostic VSS and Reconstruction

In the network agnostic setting, to ensure privacy, all the values during the
circuit evaluation need to be secret-shared “with respect” to Z, irrespective of
the network type. We follow the notion of additive secret-sharing [41], also used
in the earlier MPC protocols [44,40,5]. Given Z, = {Z1,..., Z|z,|}, we consider
the sharing specification Sz, = {S1,..., S z,}, where each S, = P\ Z,. Hence
there exists at least one subset S; € S|z | which does not contain any faulty party,
irrespective of the network type (since Z, C Z). A value s € F is said to be
secret-shared, if there exist shares s1,..., sz | which sum up to s, such that all
(non-faulty) parties in S, have the share s,. We denote a secret-sharing of s by [s],



with [s], denoting the share corresponding to Sg. If [s]1, ..., [s] z,| are randomly
chosen, then the probability distribution of the shares learnt by the adversary
will be independent of s, since at least one share will be missing for the adversary.
We also note that the above secret-sharing is linear since, given secret-sharings
[a] and [b] and publicly known constants c1, ca € F, the condition ¢; - [a]+c2-[b] =
[c1-a+ ca-b] holds. Consequently, the parties can non-interactively compute any
publicly known linear function of secret-shared values. Unfortunately, the above
secret-sharing does not allow for the robust reconstruction of a secret-shared
value. This is because the corrupt parties may produce incorrect shares at the
time of reconstruction. To deal with this, we “augment” the above secret-sharing.
As part of secret-sharing s, we also have publicly known core-sets Wi, ..., Wz,
where each W, C S, such that Z, satisfies the Q(")(W,, Z;) condition (ensuring
W, has at least one non-faulty party). Moreover, each (non-faulty) P; € W, will
have the IC-signature ICSig(P;, P;, Py, [s]q) of every P; € W, for every Py, & S,
such that the underlying IC-signatures satisfy the linearity property.

We call this augmented secret sharing as linear secret-sharing with IC-
signatures, which is still denoted as [s]. Now to robustly reconstruct a secret-
shared s, we ask the parties in W, to make public the share [s],, along with
the IC-signatures of all the parties in W, on [s];. Any party Py can then verify
whether [s], revealed by P; is correct by verifying the IC-signatures. If P; is
corrupt then, due to the unforgeability if ICP, it will fail to forge IC-signature
of a non-faulty P; on an incorrect [s]q. On the other hand, a non-faulty P; will
be able to reveal the correct [s], and the IC-signature of every P; € W, on [s],,
which are accepted even if P; is corrupt (follows from non-repudiation of ICP).

We design a network agnostic VSS protocol Ilyss, which allows a designated
dealer D € P with input s € F to verifiably generate [s], where s remains private
for a non-faulty s. If D is faulty then either no non-faulty party obtains any output
(if D does not invoke the protocol) or there exists some s* € F such that the
parties output [s*]. To design ITyss, we use certain ideas from the statistically-
secure synchronous VSS (SVSS) and asynchronous VSS (AVSS) of [40] and [5]
respectively, along with some new counter-intuitive ideas. In the sequel, we first
give a brief outline of the SVSS and AVSS of [40,5], followed by the technical
challenges arising in the network agnostic setting and how we deal with them.

Statistically-Secure SVSS of [40] with Q) (P, Z,) Condition. The SVSS
of [40] proceeds as a sequence of synchronized phases. During the first phase, D
picks random shares s1, ..., s|z,| which sum up to s and sends s, to the parties
in S;. To verify whether D has distributed consistent shares to the parties in Sy,
during the second phase, every pair of parties P;, P; € S, exchange the suppos-
edly common shares received from D, along with their respective IC-signatures.
That is P;, upon receiving sq; from D, gives {ICSig(P;, P;, Pk, Sqi)} p,ep to P;
while P;, upon receiving sq; from D, gives {ICSig(P;, P;, Pk, $qj)} P.cp to Pi.
Then during the third phase, the parties in S, publicly complain about any “in-
consistency”, in response to which D makes public the share s, corresponding
to Sy during the fourth phase. Hence, by the end of fourth phase it is ensured
that, for every Sy, either the share s, is publicly known (if any complaint was



reported for S;) or all (non-faulty) parties in S; have the same share (along with
the respective IC-signatures of each other on it). The privacy of s is maintained
for a non-faulty D, since the share s, corresponding to the set S, consisting of
only non-faulty parties is never made public.

Statistically-Secure AVSS of [5] with Q®) (P, Z,) Condition. Let Z, =
{Z1,...,Zz,} and Sz, = {S1,...,S)z,|}, where each S; = P\ Z,. The AVSS
protocol of [5] also follows an idea similar to the SVSS of [40]. However, now the
parties cannot afford to wait for all the parties in S, to report the statuses of
pairwise consistency tests, as the corrupt parties in S, may never turn up. Hence
instead of looking for inconsistencies in S, the parties rather check how many
parties in S, are reporting the pairwise consistency of their supposedly common
share. The idea is that if D has not cheated, then a subset of parties W, where
Sq \ Wy € Z, should eventually confirm the receipt of a common share from D.
Hence, the parties check for core-sets Wi, ..., Wz,|, where each S, \ W, € Z,,
such that the parties in W, have confirmed the receipt of a common share from
D. Note that irrespective of D, each W, is bound to have at least one non-faulty
party, since Z, will satisfy the Q) (W,, Z,) condition.

The existence of Wi,..., W, z,| does not imply that all non-faulty parties in
Sy have received a common share, even if D is non-faulty, since there might
be non-faulty parties outside W,. Hence, after the confirmation of the sets
Wi, ..., Wz,|, the goal is to ensure that every (non-faulty) party in S, \ W,
also gets the common share held by the (non-faulty) parties in W,. For this, the
parties in W, reveal their shares to these “outsider” parties, along with the re-
quired IC-signatures. The outsider parties then “filter” out the correctly revealed
shares. The existence of at least one non-faulty party in each W, guarantees that
the shares filtered by the outsider parties are indeed correct.

Technical Challenges for Network Agnostic VSS and Way Out. Since,
in our context, the parties will not be knowing the network type, our approach
will be to follow the AVSS of [5], where we look for pairwise consistency of
supposedly the common share in each group. Namely, D on having the input
s, picks random shares si,...,8z,| which sum up to s and distributes s, to
each §; € §) ZS|6. The parties in S, then exchange IC-signed versions of their
supposedly common share. To avoid an endless wait, the parties can only afford
to wait till a subset of parties W, C S, have confirmed the receipt of a common
share from D, where S, \ W, € Z, holds. Unfortunately, S, \ Wy € Z, need not
guarantee that W, has at least one non-faulty party, since Z5 need not satisfy
the Q) (W, Z5) condition, which is desired as per our semantics of linear secret-
sharing with IC-signatures.

To deal with the above problem, we note that if D has distributed the shares
consistently, then the subset of parties S € Sz, which consists of only non-
faulty parties will publicly report the pairwise consistency of their supposedly
common share. Hence, we now let D search for a candidate set .S}, of parties from

6 Recall that we need [s] with respect to Zs, irrespective of the network type.



Sz_ which have publicly confirmed the pairwise consistency of their supposedly
common share. Once D finds such a candidate .S, it computes and make public

the core-sets W, as per the following rules, for ¢ = 1,...,|Z|.
— If all the parties in S, have confirmed the pairwise consistency of their sup-
posedly common share, then set W, = 5. (A)

~ Else if Z; satisfies the Q1 (S, N S,, Z;) condition and the parties in (S, NS,)
have confirmed the consistency of their supposedly common share, then set

W, = (S,N8,). (B)
— Else set W, = S, and make public the share s,. (©)
The parties wait till they see D making public some set S, € Sz_, along with
sets Wi, ..., W,z,|. Upon receiving, the parties verify and “approve” these sets

as valid, provided all parties in S, have confirmed the pairwise consistency of
their supposedly common share and if each W, is computed as per the rule
(A), (B) or (C). If Wy,..., W)z, are approved, then they indeed satisfy the
requirements of core-sets as per our semantics of linear secret-sharing with IC-
signatures. While this is trivially true if any W, is computed either using rule
(A) or rule (B), the same holds even if W, is computed using rule (C). This is
because, in this case, the parties publicly set [s]; = s4. Moreover, the parties take
a “default” (linear) IC-signature of s, on the behalf of S;, where the IC-signature
as well as verification points are all set to s,.

If D is non-faulty, then irrespective of the network type, it will always find
a candidate S, and hence, compute and make public Wi, ..., Wz | as per the
above rules. This is because the set S always constitutes a candidate S),. Sur-
prisingly we can show that even if the core-sets are computed with respect to
some different candidate S, # S, a non-faulty D will never make public the share
corresponding to S, since the rule (C) will not be applicable over S, implying
the privacy of s. If the network is synchronous, then the parties in S, as well as
S would report the pairwise consistency of their respective supposedly common
share at the same time. This is ensured by maintaining sufficient “timeouts” in
the protocol to report pairwise consistency of supposedly common shares. Con-
sequently, rule (A) will be applied on S. For an asynchronous network, rule (B)
will be applicable for S, as Z, will satisfy the QY (S, NS, Z,) condition, due to
the Q> (P, Z,, Z,) condition and the fact that S = P\ Z for some Z € Z, in
the asynchronous network.

1.2.4 Network Agnostic VSS for Multiple Dealers with Linearity

Technical Challenge in Ilyss for Multiple Dealers. If different dealers
invoke instances of Ilyss to secret-share their inputs, then the linearity prop-
erty of [-]-sharing need not hold, since the underlying core-sets might be dif-
ferent. In more detail, let D, and D, be two different dealers which invoke in-
stances H\(/Z)S and H\(/?s to generate [a] and [b] respectively. Let Wl(a), ce WI(Z\
and Wl(b), . .,W‘(?S‘ be the underlying core-sets for H\(/?S and H\(/?s respec-
tively. Now consider a scenario where, for some ¢ € {1,...,|Z,|}, the core-sets

Wéa) and Wéb) are different, even though Z, satisfies the Q(l)(Wéa),Zs) and
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Q(l)(W,gb), Z,) conditions. Let ¢ = + b. Then the parties in .S, can compute

[clq = [alq + [blg- As part of [a], every (non-faulty) P; € Wé“’ has the IC-

signature {ICSig(Pj, Pi, Py, [alg)} p oy p.gs,» While as part of [b], every (non-
J q > q

b . .
faulty) P, € Wé ) has the IC-signature {ICSig(Py, P., Py, [b]‘l)}PdeWéb),Pf&Sq’
where the underlying IC-signatures satisfy the linearity property. However, since
Wq(a) # W,gb), it is not guaranteed that we have a core-set W,gc) as part of [],
where Z; satisfies the Q(l)(Wéc),Zs) condition, such that every (non-faulty)
P e Wéc) has the IC-signature {ICSig(P;, P;, Px, [C]q)}Pjewéc),Pksqu' If Wé“) =

W,gb), then the parties could set Wéc) to Wéa) and the linearity of IC-signatures

would have ensured that every (non-faulty) P; € W,§C> non-interactively com-

putes {ICSig(P;, P;, Py, [C]‘I)}Pjewéc),Pk ¢s, from the IC-signatures, held by P; as

part of [a] and [b]. In the absence of any core-set W,§C>, robust reconstruction
of [¢]q will fail, which further implies failure of shared circuit-evaluation of ckt,
where the inputs for ckt are shared by different parties.

Way Out. To deal with the above problem, we ensure that the core-sets are
common for all the secret-shared values during the circuit-evaluation. Namely,
there exist global core-sets GW1,...,GW),z_|, which constitute the core-sets for
all the secret-shared values during the circuit-evaluation, where for each GW,,
Z, satisfies the QY (GW,, Z;) condition. Maintaining common core-sets is chal-
lenging, especially in an asynchronous network and Ilyss alone is not sufficient
to achieve this goal. Rather we use a different approach. We generate a “bunch”
of linearly secret-shared random values with IC-signatures and common core-sets
GW1,...,GW)z,| in advance through another protocol called Ilrang (discussed
in the next section). Later, if any party P; needs to secret-share some z, then
one of these random values is reconstructed only towards P;, which uses it as a
one-time pad (OTP) and makes public an OTP-encryption of 2. The parties can
then take the “default” secret-sharing of the OTP-encryption with IC-signatures
and GW1,...,GW,z | as the core-sets and then non-interactively “remove” the
pad from the OTP-encryption. This results in [z], with GW1, ..., GW)z | as core-
sets. To ensure privacy, we need to generate L random values through ITrang, if
L is the maximum number of values which need to be secret-shared by different
parties during the circuit-evaluation. We show that L < n3-cy+4n?-cpr+n’+n
where c); is the number of multiplication gates in ckt.

1.2.5 Secret-Shared Random Values with Global Core Sets

Protocol Ilrang generates linearly secret-shared random values with IC-
signatures and common core-sets. We explain the idea behind the protocol for
generating one random value. The “standard” way will be to let each P; pick a
random value 7(Y) and generate [r(i)] by invoking an instance of Ilyss. To avoid
an endless wait, the parties only wait for the completion of Ilyss instances in-
voked by a set of dealers P\ Z for some Z € Z;. To identify the common subset
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of dealers for which the corresponding Ilyss instances have completed, the par-
ties run an instance of agreement on a common subset (ACS) primitive [14,19].
This involves invoking n instances of our network agnostic BA, one on behalf of
each dealer, to decide the Ilyss instances of which dealers have completed. Let C
be the set of common dealers identified through ACS, where P\ C € Z;. The set
C has at least one non-faulty party who has shared a random value. Hence, the
sum of the values shared by the dealers in C will be random for the adversary.

Technical Challenges. The above approach fails in our context due to the fol-
lowing two “problems” in the protocol Ilyss, when executed by different dealers.

Problem I: The first challenge is to maintain the linearity of underlying I1C-
signatures. To understand the issue, consider a triplet of parties F;, P;, Py, acting
as S, | and R respectively in various instances of Ilyss invoked by different deal-
ers. Recall that, to maintain the linearity of IC-signatures, it is necessary that P;
selects the same set of supporting-verifiers SV in all the instances of authentica-
tion phase involving P; and Pj. This is possible only if P; knows all the values
on which it wants to generate the IC-signature for P; and P} and starts invok-
ing all the instances of authentication phase. Instead, if P; invokes instances of
authentication phase as and when it has some data to be authenticated for P;
and Py, then it may not be possible to have the same SV in all the instances of
authentication phase, involving P;, P; and Py in the above roles, especially in an
asynchronous network. Since, in Ilyss, IC-signatures are generated on the sup-
posedly common shares (after receiving them from the underlying dealer) and
multiple instances of ITyss are invoked (by different dealers), this means that P,
should first have the data from all the dealers for the various instances of Ilyss
and before invoking instances of authentication phase to generate IC-signatures
on these values for P;. This may not be possible, since P; need not know before-
hand which dealers it will be receiving shares from as part of Ilyss.

Way Out. To deal with the above issue, we now let the dealers publicly commit
their shares for the ITyss instances through secure verifiable multicast (SVM).
The primitive allows a designated sender Sen € P with input v to “verifiably”
send v to a designated set of receivers R C P, without leaking any additional
information. The verifiability guarantees that even if Sen is corrupt, if the non-
faulty parties in R get any value from Sen, then it will be common and all the
(non-faulty) parties in P will “know” that Sen has sent some value to R. Our in-
stantiation of SVM is very simple: Sen acts as a dealer and generates [v] through
ITyss. Once [v] is generated, the parties know that Sen has “committed” to some
unknown value. The next step is to let only the parties in R reconstruct v.
Using SVM, we now let the various dealers distribute the shares during the
underlying instances of ITyss (for IIrand) as follows. Consider the dealer P, who
has invoked an instance of Ilyss with input r©. For this, it picks random shares

rgé), . .,7’|(2| which sum up to 7). Now instead of directly sending send r((zé)
to the parties in Sy, it invokes |Z| instances of SVM with input ng)’ e ,r‘(é) |
and S1,..., 95|z, as the designated set of receivers respectively. This serves two
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purposes. First, it guarantees that all the parties in S, receive a common share
from Py. Second and more importantly, all the parties in P will now know that P,
has distributed shares to each set from Sz,. The parties then run an instance of
ACS to identify a common subset of committed dealers CD C P, where P\CD €
Zs, which have invoked the desired instances of SVM and delivered the required
shares to each group S, € S|z,|. The way timeouts are maintained as part of the
ACS, it will be ensured that in a synchronous network, all non-faulty dealers are
present in CD. Once the set CD is identified, it is guaranteed that every non-
faulty party P; will have the shares from all the dealers in CD. And once it has the
shares from all the dealers in CD, it starts generating the IC-signatures on these
shares for the designated parties as part of the Ilyss instances corresponding to
the dealers in CD and ensures that all the pre-requisites are satisfied to guarantee
the linearity of the underlying IC-signatures. Now instead of selecting the set of
dealers C (for IIrang) from P, the parties run an instance of ACS over the set
of committed dealers CD to select C where CD \ C € Z; holds. We stress that
irrespective of the network type, the set C is still guaranteed to have at least
one non-faulty party. While this is trivially true in an asynchronous network
where Z, satisfies the QY (C, Z,) condition, the same is true in the synchronous
network because CD will have all non-faulty dealers.

Problem II: The second problem (in the proposed IIrang) is that the underlying
core-sets might be different for the values shared by the dealers in CD (and hence
C). Instead, we require every dealer in CD to secret-share random values with
common underlying core-sets. Only then will it be ensured that the random
values generated through ITr.,g are secret-shared with common core-sets.

Way Out. Getting rid of the above problem is not possible if we let every dealer
in CD compute individual core-sets during their respective instances of Ilyss, as
per the steps of ITyss. Recall that in I1yss, the dealer D computes the underlying
core-sets with respect to the “first” set of parties S, from S|z | which confirm
the pairwise consistency of their supposedly common share after exchanging IC-
signatures on these values. As a result, different dealers (in IIrand) may end up
computing different core-sets in their instances of Ilyss with respect to different
candidate S, sets. To deal with this issue, we instead let each dealer in CD
continue computing and publishing different “legitimate” core-sets with respect
to various “eligible” candidate S, sets from Sz . The parties run an instance of
ACS to identify a common subset of dealers C € CD where CD\C € Zj, such that
all the dealers have computed and published “valid” core-sets, computed with
the respect to the same S, € Sz,. The idea here is that there always exists a set
S € Sz, consisting of only non-faulty parties. So if the set of non-faulty dealers
H in CD keep computing and publishing all possible candidate core-sets in their
Ilyss instances, then they will publish core-sets with respect to S. Hence, H and
S always constitute the candidate CD and the common S, set.

Note that identifying C out of CD through ACS satisfying the above require-

ments is non-trivial and requires carefully executing the underlying instances of
BA in “two-dimensions”. We first run | Z,| instances of ITga, one on the behalf of

13



each set in Sz_, where the ¢*" instance is executed to decide whether a subset of
dealers in CD\ Z for some Z € Z, have published valid core-sets with respect to
the set Sy, € Sz,. This enables the parties to identify a common set Sy, € Sz_,
such that it is guaranteed that a subset of dealers in CD \ Z for some Z € Z;
have indeed published valid core-sets with respect to the set S, .. Once the set
Sgere 18 identified, the parties then run |CD| instances of BA to decide which
dealers in CD have published core-sets with respect to S,

core *

1.2.6 Network Agnostic Secure Multiplication

To generate secret-shared random multiplication-triples for evaluating the mul-
tiplication gates in ckt (using Beaver’s trick), we need a network agnostic secure
multiplication protocol which securely generates a secret-sharing of the prod-
uct of two secret-shared values. The key subprotocol behind our multiplication
protocol is a non-robust multiplication protocol ITgasicmuir (standing for basic
multiplication), which takes inputs [a] and [b] and an existing set of globally dis-
carded parties GD, which contains only corrupt parties. The protocol securely
generates [c] without revealing any additional information about a,b (and c¢). If
no party in P\ GD cheats, then ¢ = a - b holds. The idea behind the protocol
is to let each summand [a], - [b]4 be secret-shared by a summand-sharing party.
Then [a-b] can be computed from the secret-sharing of each summand, owing to
the linearity property. Existing multiplication protocols in the synchronous and
asynchronous setting [40,5] also use an instantiation of ITgasicmulr, based on the
above idea. In the sequel, we recall them, followed by the technical challenges
faced in the network agnostic setting and how we deal with them.

Igasiemut: in the Synchronous Setting with Q(?) (P, Z,) Condition [40].
In [40], each summand [a], - [b], is statically assigned to a designated summand-
sharing party through some deterministic assignment, which is possible since
[a], and [b]4 are held by the parties in (S, N Sy). This is non-empty, since the
Q® (P, Z;) condition holds. Since the parties in GD are already known to be cor-
rupted, all the shares [a],, [b], held by the parties in GD are publicly reconstructed
and instead of letting the parties in GD secret-share their assigned summands,
the parties take the “default” secret-sharing of these summands.

IIgasiemure in the Asynchronous Setting with Q) (P, Z,) Condition [5].
The idea of statically designating each summand [a], - [b]; to a unique party in
P\ GD need not work in the asynchronous setting, since the designated party
may be corrupt and need not secret-share any summand, thus resulting in an
endless wait. To deal with this challenge, [5] dynamically selects the summand-
sharing parties for each summand. In more detail, let Z, = {Z1,...,Zz,|} and
Sz, = {S1,...,5)z,|}, where each S, = P\ Z,. Since the Q®)(P, Z,) condition
is satisfied and GD € Z,, it follows that (S, N'Sy) \ GD # 0. This implies that
there exists at least one non-faulty party in (S, N'S,) who can secret-share the
summand [a], - [b],. Hence, every party in P \ GD is allowed to secret-share
all the summands it is “capable” of, with special care taken to ensure that
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each summand [a], - [b], is considered ezactly once. For this, the protocol now
proceeds in “hops”, where in each hop all the parties in P \ GD secret-share all
the summands they are capable of, but a single summand sharing party is finally
selected for the hop through ACS. Then, all the summands which have been
shared by the elected summand-sharing party are “marked” as shared and not
considered for sharing in the future hops. Moreover, a party who has already
served as a summand-sharing party is not selected in the future hops.

Technical Challenges in the Network Agnostic Setting. The asyn-
chronous Igasicmuit based on dynamically selecting summand-sharing parties will
fail in the synchronous network, since the Q) condition need not be satisfied. On
the other hand, synchronous Ilgasicmuir based on statically selecting summand-
sharing parties will fail if a designated summand-sharing party does not secret-
share the required summands, resulting in an endless wait. The way out is to
select summand-sharing parties in three phases. We first select summand-sharing
parties dynamically in hops, following the approach of [5], till we find a subset
of parties from Sz, which have shared all the summands they are capable of.
Then in the second phase, the remaining summands which are not yet secret-
shared are statically assigned and shared by the respective designated summand-
sharing parties. To avoid an endless wait in this phase, the parties wait only for a
“fixed” time required for the parties to secret-share the assigned summands (cor-
responding to the time taken in a synchronous network) and run instances of BA
to identify which of the designated summand-sharing parties have shared their
summands up during the second phase. During the third phase, any “leftover”
summand which is not yet shared is publicly reconstructed by reconstructing the
corresponding shares and a default sharing is taken for such summands.

The idea here is the following: all non-faulty parties will share the sum-
mands which are assigned to them, either statically or dynamically, irrespective
of the network type. Consequently, the first phase will be always over, since
the set consisting of only non-faulty parties always constitutes a candidate set
of summand-sharing parties which the parties look for to complete of the first
phase. Once the first phase is over, the second phase is bound to be over since
the parties wait only for a fixed time. The third phase is always bound to be
over, once the first two phases are over, since it involves publicly reconstructing
the leftover summands. The way summands are assigned across the three phases,
it will be always guaranteed that every summand is considered for sharing once
in exactly one of the three phases and no summand will be left out. The crucial
point here is that the the shares held only by the non-faulty parties never get
publicly reconstructed, thus guaranteeing that the adversary does not learn any
additional information about @ and b. This is obviously true in a synchronous
network because we always have the second phase where every non-faulty party
who is not selected as a summand-sharing party during the first phase will get
the opportunity to secret-share its assigned summands. On the other hand, in
an asynchronous network, it can be shown that all the summands which involve
any share held by the non-faulty parties would have been secret-shared during
the first phase itself. In more detail, let Z* € Z, be the set of corrupt parties and
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let H = P\ Z* be the set of honest parties. Moreover, let Sj, € Sz, be the group
consisting of only non-faulty parties which hold the shares [a];, and [b];,. Consider
an arbitrary summand [a]y, - [b]4. Suppose the first phase gets over because every
party in Sy € Sz, has been selected as a summand-sharing party during the
first phase. Then consider the set (S, N'H NS, ), which is not empty due to the
QEN(P, 2, 2,) condition. Hence, there exists some P; € (H N SN S,), who
would have shared [a], - [b]; when selected as a summand-sharing party during
some hop in the first phase. Due to a similar reason, any summand of the form
[a]q - [b]n, would have been secret-shared during the first phase itself.

1.3 Other Related Works

The domain of network agnostic cryptographic protocols is relatively new and
almost all the existing works have considered threshold adversaries. The work
of [16] presents a network agnostic cryptographically-secure atomic broadcast
protocol. The work of [45] studies Byzantine fault tolerance and state machine
replication protocols for multiple thresholds, including ts and t,. The work of
[35] presents a network agnostic protocol for the task of approximate agreement
using the condition 2¢4 4+ ¢, < n. The same condition has been used to design
a network agnostic distributed key-generation (DKG) protocol in [6]. A recent
work [28] has studied the problem of network agnostic perfectly-secure message
transmission (PSMT) [29] over incomplete graphs.

1.4 Open Problems

There are several interesting directions to explore for network agnostic MPC
protocols. Here we mention few of them. It is not known whether the condi-
tion 3ts + t, < n (resp. QBV(P, Z,, 2,)) is necessary for the network agnostic
MPC with perfect security against threshold (resp. non-threshold) adversary.
An abundant amount of research effort has been spent to improve both the
theoretical as well as practical efficiency of (unconditionally-secure) SMPC and
AMPC protocols. The works of [3,4] and this work just focus on the possibil-
ity of unconditionally-secure network agnostic MPC. Upgrading the efficiency of
these protocols to those of state of the art SMPC and AMPC protocols seems
to require a significant research effort. Even though the complexity of our MPC
protocol is polynomial in n and | Z;|, when instantiated for threshold adversaries
(where | 2] has all subsets of P of size up to t5), it may require an exponential (in
n) amount of computation and communication. This is unlike the case for per-
fect security, where we have a network agnostic MPC protocol against threshold
adversaries with a complexity polynomial (in n) [3]. Hence, designing network
agnostic MPC protocol against threshold adversaries with statistical security and
polynomial complexity is left as a challenging open problem.
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2 Preliminaries and Definitions

We assume the pair-wise secure channel model, where the parties in P are as-
sumed to be connected by pair-wise secure channels. The underlying communi-
cation network can be either synchronous or asynchronous, with parties being
unaware about the exact network type. In a synchronous network, every message
sent is delivered within a known time A. In an asynchronous network, messages
can be delayed arbitrarily, but finitely, with every message sent being delivered
eventually. The distrust among P is modelled by a malicious (Byzantine) ad-
versary Adv, who can corrupt a subset of the parties in P and force them to
behave in any arbitrary fashion during the execution of a protocol. The parties
not under the control of Adv are called honest. We assume the adversary to
be static, who decides the set of corrupt parties at the beginning of the proto-
col execution. As our main goal is to show the possibility of statistically-secure
network agnostic MPC, we keep the formalities to a bare minimum and prove
the security of our protocols using the property-based definition, by listing the
security properties achieved by our protocols. However, our protocols can also
be proven to be secure using the more rigorous Universal Composability (UC)
definitional framework [20], without affecting their efficiency.

Adversary Adv can corrupt any one subset of parties from Z; and Z, in
synchronous and asynchronous network respectively. The adversary structures
are monotone, implying that if Z € Z, (Z € Z, resp.), then every subset
of Z also belongs to Z, (resp. Z,). We assume that Z, and Z, satisfy the
conditions Q) (P, Z,) and Q) (P, Z,) respectively, which are necessary for
statistically-secure MPC in the synchronous and asynchronous network respec-
tively. Additionally, we assume that Z, C Z,. Moreover, Z; and Z, satisfy the
QRV(P, Z,, Z,) condition.

In our protocols, all computations are done over a finite field F, where
[F| > n® - 2% and ssec is the underlying statistical security parameter. Looking
ahead, this will ensure that the error probability in our MPC protocol is upper
bounded by 27%¢¢. Without loss of generality, we assume that each P; has an
input z; € F, and the parties want to securely compute a function f : F* — F,
represented by an arithmetic circuit ckt over F, consisting of linear and non-linear
(multiplication) gates, where ckt has ¢y multiplication gates and a multiplicative
depth of Djy;.

We assume the existence of an unconditionally-secure public-key infrastruc-
ture (PKI), for an unconditionally-secure signature scheme, also called pseudo-
signature [50,34]. We briefly explain the requirements from such a setup and refer
to [34] for complete formal details. There exists a publicly known vector of pub-
lic keys (pk1,...,pky,), where each honest P; holds the generated secret key sk;,
associated with pk;.” A walid signature 7 on message m from P; is one for which
Verify, ... (m,7) = 1, where Verify is the verification function of the underlying
signature scheme. For simplicity, we make the standard convention of treating
signatures as idealized objects during our protocol analysis; i.e., we assume that

" Corrupt parties may choose their keys arbitrarily.
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the signatures are perfectly unforgeable and hence Adv will fail to forge signature
of an honest party on any message, which is not signed by the party. We also
assume that the signatures are transferable and any party upon receiving a valid
signature from a party can send and get it verified by any other party. However,
unlike the standard digital signatures which are computationally-secure and of-
fer arbitrary number of transfers, pseudo-signatures offer a “limited” number of
transfers, which is typically bounded as a function of the number of parties in
the protocol where pseudo-signature is used as a primitive. We assume that the
given setup supports the required number of transfers demanded by our proto-
cols. We use |o| to represent the size of a pseudo-signature in bits. If P; signs a
message m, then we denote the resultant signed message as (m);.

Termination Guarantees of Our Sub-Protocols: As done in [3,5], for sim-
plicity, we will not be specifying any termination criteria for our sub-protocols.
The parties will keep on participating in these sub-protocol instances even after
computing their outputs. The termination criteria of our MPC protocol will en-
sure the termination of all underlying sub-protocol instances. We will be using
an existing randomized ABA protocol [23] which ensures that the honest parties
(eventually) obtain their respective output almost-surely with probability 1. This
means that the probability that an honest party obtains its output after par-
ticipating for infinitely many rounds approaches 1 asymptotically [1,47,7]). That
is:
Tli_r)nooPr[An honest P; obtains its output by local time 7] =1,

where the probability is over the random coins of the honest parties and the
adversary in the protocol. The property of almost-surely obtaining the output
carries over to the “higher” level protocols, where ABA is used as a building
block. We will say that the “honest parties obtain some output almost-surely
from protocol IT” to mean that every honest P; asymptotically obtains its output
in IT with probability 1, in the above sense.

3 Network Agnostic Unconditionally Secure Byzantine
Agreement

We recall the definition of BA from [4], which is adapted from [15,3].

Definition 3.1 (BA). Let IT be a protocol for P, where every party P; has an
input b; € {0,1} and a possible output from {0,1, L}. Moreover, let Adv be a
computationally-unbounded adversary, characterized by adversary structure Z,
where Adv can corrupt any subset of parties from Z during the execution of II.
— Z-Guaranteed Liveness: II has Z-guaranteed liveness if all honest parties
obtain an output.
— Z-Almost-Surely Liveness: II has Z-almost-surely liveness if, almost-
surely, all honest parties obtain some output.
— Z-Validity: II has Z-validity if the following holds: If all honest parties have
input b, then every honest party with an output, outputs b.

18



- Z-Weak Validity: II has Z-weak validity if the following holds: If all honest
parties have input b, then every honest party with an output, outputs b or L.
— Z-Consistency: I has Z-consistency if all honest parties with an output,
output the same value (which can be 1 ).
— Z-Weak Consistency: II has Z-weak consistency if all honest parties with
an output, output either a common v € {0,1} or L.
IT is called a Z-secure synchronous BA (SBA) if, in a synchronous network,
it achieves Z-guaranteed liveness, Z-validity, and Z-consistency. II is called a
Z-secure asynchronous BA (ABA) if, in an asynchronous network it has Z-
almost-surely liveness, Z-validity and Z-consistency.®

To design our network agnostic BA protocol, we will be using a special type of
broadcast protocol. We next review the definition of broadcast from [4] which is
further adapted from [15,3].

Definition 3.2 (Broadcast). Let IT be a protocol, where a designated sender
Sen € P has input m € {0,1}, and parties obtain a possible output, including
L. Moreover, let Adv be a computationally-unbounded adversary, characterized
by an adversary structure Z, where Adv can corrupt any subset from Z during
1.
— Z-Liveness: I has Z-liveness if all honest parties obtain some output.
— Z-Validity: II has Z-validity if the following holds: if Sen is honest, then
every honest party with an output, outputs m.
— Z-Weak Validity: II has Z-weak validity if the following holds: if Sen is
honest, then every honest party with an output, outputs either m or L.
— Z-Consistency: Il has Z-consistency if the following holds: if Sen is cor-
rupt, then every honest party with an output, outputs a common value.
- Z-Weak Consistency: II has Z-weak consistency if the following holds: if
Sen is corrupt, then every honest party with an output, outputs a common
m* € {0,1}¢ or L.
IT is called a Z-secure broadcast protocol if it has Z-Liveness, Z-Validity, and
Z-Consistency.

We next recall a blueprint for network agnostic BA from [15,3].

3.1 A Blueprint for Network Agnostic BA [15,3]

To design our network agnostic BA, we assume the existence of the following

sub-protocols.

— Synchronous BA with Asynchronous Guarantees: we assume the existence of
a protocol IIsga, which is a Zs-secure SBA and which has Z,-weak validity
and Z,-guaranteed liveness in the asynchronous network. At (local) time

& The seminal FLP impossibility result [32] rules out the possibility of any determin-
istic ABA, where there always exists a “bad” execution in which the honest parties
may keep on running the protocol forever, without obtaining any output. To cir-
cumvent this, one can opt for randomized ABA protocols and hope that the bad
executions occur asmptotically with probability 0.
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Tsga, all honest parties will have an output (which could be L), irrespective
of the network type.

— Asynchronous BA with Synchronous Guarantees: we assume the existence of
a protocol Ilaga, which is a Z,-secure ABA. Moreover, in a synchronous
network, the protocol has Z,-validity, with all honest parties computing their
output within time Taga = ¢ - A in this case, for some known constant c.”

Based on ITsga and Ilaga, one can design a network agnostic BA protocol Ilga

as follows, following the blueprint of [15,3]. The parties first invoke an instance

of Ilsga, assuming a synchronous network. If the network is indeed synchronous,
then the (honest) parties should have a binary output at time Tsga. The parties
check the same and either switch their input to the output of Ilsga, if it is not

L, or stick to their original input. The parties then invoke an instance of Ilaga

with “updated” inputs and the output of IIaga is set to be the overall output.

The description of ITga, taken from [3], is presented in Fig 1.

Protocol I1ga

— On having input b;, participate in an instance of IIsga with input b; and wait till
the local time becomes Tsga. Let v; be the output from Ilsga at time Tsga. If
v; # L, then set v; = v;. Else set v = b;.

— Participate in an instance of ITaga with input v}. Output the result of IIaga,
when it is available.

Fig. 1: Network agnostic BA protocol from ITsga and ITaga. The above code is executed
Theorem 3.1, follows from [3], given that ITsga and IIaga achieve the stated
properties. For completeness, the theorem is proved in Appendix A.

Theorem 3.1. Let Z, C Zg such that Z; and Z, satisfy the conditions
QR(P, Z,) and QB)(P, Z,) respectively. Moreover, let Z, and 2, satisfy the
Q(Q’l)(’P,ZS,Za) condition. Then protocol Ilgp achieves the following.'°
— Synchronous Network: the protocol is a Zs-secure SBA, where all honest
parties get their output at time Tga = Tsga + TaBa-
- Asynchronous Network: the protocol is a Z,-secure ABA.

We now proceed to instantiate protocols ITsga and ITaga.

3.2 IIsga: Synchronous BA with Asynchronous Weak Validity and
Guaranteed Liveness

To design protocol ITsga, we again follow the blueprint of [3], which design ITsga
based on three components.

9 Thus ITaga has Z.-guaranteed liveness in the synchronous network, if all honest
parties have the same input. However, if the honest parties have different inputs,
then ITaga need mot provide guaranteed liveness or consistency guarantees in the
synchronous network.

10 As the number of invocations of ITga in our MPC protocol will be independent of
|ckt|, we do not focus on its exact complexity. However, we confirm that it will be
polynomial in n and |Z;].
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3.2.1 SBA with Asynchronous Guaranteed Liveness

The first component for designing ITsga is an SBA protocol, which has just guar-
anteed liveness in an asynchronous network. In [50], the authors have presented
an SBA protocol against threshold adversaries, tolerating up to t; < n/2 faults.
The protocol which we denote as ITpw, modifies the Dolev-Strong BA protocol
[30], by replacing digital signatures with pseudo-signatures. We note that IIpw
can be easily generalized, if Z, satisfies the Q®)(P, Z,) condition. To achieve
guaranteed liveness in an asynchronous network, the parties run the protocol
till the supposed timeout in the synchronous network and check if any output
is computed and in case no output is computed, L is taken as the output. Since
the protocol is an easy generalization of the existing protocol against threshold
adversaries, protocol IIpyw and proof of Lemma 3.1 are available in Appendix A.

Lemma 3.1. Protocol Ilpyw achieves the following, where t is the cardinality of
the mazximum-sized subset in Z.

— Synchronous Network: The protocol is a Zs-secure SBA protocol, where

all honest parties compute their output at time Tpw = (t+1)-A.

— Asynchronous Network: The protocol achieves Z,-guaranteed liveness,
where all honest parties compute their output at time Tpyy.

— Communication Complexity: O(n* - £ - |o|) bits are sent by the honest
parties, if the inputs of the parties are of size £ bits.

3.2.2 Asynchronous Broadcast with Synchronous Guarantees

The second component for designing IIsga is an asynchronous broadcast proto-
col ITacast (also called Acast), which provides liveness, validity and a “variant”
of consistency in a synchronous network. The variant guarantees that if Sen is
corrupt and the honest parties compute an output in a synchronous network,
then they may not do it at the same time and there might be a gap in the time
at which the honest parties compute an output. In [43,4], an instantiation of
ITpacast is provided against Q) adversary structures.'! Unfortunately, the pro-
tocol fails to provide any security guarantees in a synchronous network against
Q® adversary structures. So we provide a different instantiation of Acast for our
setting (see Fig 2). The protocol is obtained by generalizing the ideas used in the
broadcast protocol of [46]. The protocol of [46] uses a computational PKI, which
we replace with an unconditional PKI. The protocol consists of three phases and
each (honest) party executes a phase at most once.

Protocol ITac.s:(Sen,m, Zs, Z, )}

Each P; € P executes each of the following phases at most once.
e (Propose): If P; = Sen, then on having the input m, send ((propose, m))sen to
all the parties.

1 The protocol is a generalization of the classic Bracha’s threshold Acast protocol [18],
tolerating ¢ < n/3 corruptions.
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e (Vote): Upon receiving the first propose message ((propose,m))sen from Sen
with valid signature, send ((propose, m))sen to all the parties and wait till the
local time increases by A. If {(propose,m’))sen is not received from any party
where m’ # m, then send ((vote,m)); to all the parties.

e (Output): Upon receiving a vote message ((vote, m)); with valid signature
corresponding to every P; € P\ Z for some Z € Z;, do the following;:

— Let C(m) denote the collection of signed ((vote,m)); messages.
— Send C(m) to all the parties and output m.

Fig. 2: Asynchronous broadcast with synchronous guarantees. The above code is exe-
cuted by each P; € P including the designated sender Sen

The proof of Lemma 3.2 is available in Appendix A.

Lemma 3.2. Protocol Ilacast achieves the following properties.

— Asynchronous Network: The protocol is a Z4-secure broadcast protocol.

— Synchronous Network: (a) Zs-Liveness: If Sen is honest, then all honest
parties obtain an output within time 3A. (b) Z,-Validity: If Sen is honest,
then every honest party with an output, outputs m. (c¢) Zs;-Consistency:
If Sen is corrupt and some honest party outputs m* at time T, then every
honest P; outputs m* by the end of time T + A.

— Communication Complexity: O(n>-£-|o|) bits are communicated by the honest
parties, where £ is the size of Sen’s input.

Terminologies for Using I1pcst. In the protocol ITacast, any party from P
can be designated as Sen. In the rest of the paper we will say that “P; Acasts
m” to mean that P; acts as Sen and invokes an instance of ITacast with input m,
and the parties participate in this instance. Similarly, “P; receives m from the
Acast of P;” means that P; outputs m in the corresponding instance of ITacast.

3.2.3 Synchronous Broadcast with Asynchronous Guarantees

The third component for designing Ilsga is a broadcast protocol Ilgc, which is
secure in a synchronous network and which also provides liveness, weak validity
and weak consistency in an asynchronous network. Note that the guarantees of
ITgc are different from that of ITacast- The design of ITgc is based on the idea from
[4], by carefully combining protocols ITacast and ITpy. In the protocol, Sen first
Acasts its message. If the network is synchronous, then at time 34, all honest
parties should have an output. To confirm this, the parties start participating
in an instance of Ilpy, with whatever output has been obtained from the ITacast
instance at time 34; in case no output is obtained, then the input is L. Finally,
at time 3A 4+ Tpw, the parties output an m*, if it is the output of the ITacast
instance as well as the output of Ilpy, else the output of the parties will be L.
We recall the description of IIgc from [4] and present it in Fig 3.

Protocol IIgc as a Network Agnostic Secure Broadcast. Protocol Ilgc

only guarantees weak validity and weak consistency in an asynchronous network,
since only a subset of honest parties may receive Sen’s message from the Acast
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of Sen within time 3A+ Tpw. Note that maintaining the time-out is essential, as
we need liveness from Ilgc (irrespective of the network type) when used later in
protocol ITsga. Looking ahead, we will use IIgc in our VSS protocol for broad-
casting values. The weak validity and consistency may lead to a situation where,
in an asynchronous network, one subset of honest parties may output a value
different from L at the end of the time-out 3A + Tpw, while others may output
L. For the security of the VSS protocol, we would require the latter category of
parties to eventually output the common non-_L value if the parties continue par-
ticipating in IIgc. Following [3,4], we make a provision for this in IIgc. Namely,
each P; who outputs | at time 3A + Tpw “switches” its output to m*, if P,
eventually receives m* from Sen’s Acast. We stress that this switching is only
for the parties who obtained L at time 3A + Tpw. To differentiate between the
two ways of obtaining output, we use the terms regular-mode and fallback-mode.
Regular-mode is the process of deciding the output at time 3A + Tpw, while
fallback-mode is the process of deciding the output beyond time 3A + Tpw.
—[ Protocol I1gc(Sen, m, Zs, ZG)J
(Regular Mode)
— Sender Sen on having the input m, Acasts m.
— At time 3A, each P; € P participates in an instance of ITpw, where the input of
Py is m* if m* € {0, 1}2 is received from the Acast of Sen, else the input is L.
(Local Computation): At time 3A + Tpw, each P; € P does the following.
— If some m* € {0,1}" is received from the Acast of Sen and m* is computed
as the output during the instance of ITpw, then output m*. Else output L.
(Fallback Mode)
Each P; € P who outputs L at time 3A + Tpw, changes it to m*, if m* is
received from Acast of Sen.

Fig. 3: Synchronous broadcast with asynchronous guarantees.

Theorem 3.2 follows from [4] and is proved in Appendix A.

Theorem 3.2. Protocol Ilgc achieves the following, with a communication com-
plexity of O(n* - € -|o|) bits, where Tec = 3A + Thw.

— Synchronous network: (a) Z,-Liveness: At time Tgc, each honest party has
an output. (b) Z-Validity: If Sen is honest, then at time Tgc, each honest
party outputs m. (c) Zs-Consistency: If Sen is corrupt, then the output of
every honest party is the same at time Tgc. (d) Zs-Fallback Consistency:
If Sen is corrupt, and some honest party outputs m* £ L at time T through
fallback-mode, then every honest party outputs m* by time T + A.

— Asynchronous Network: (a) Z,-Liveness: At time Tgc, each honest party
has an output. (b) Z,-Weak Validity: If Sen is honest, then at time Tgc,
each honest party outputs m or L. (¢) Z,-Fallback Validity: If Sen is
honest, then each honest party with output 1 at time Tgc, eventually outputs
m through fallback-mode. (d) Z,-Weak Counsistency: If Sen is corrupt,
then there exists an m* # 1, such that at time Tgc, each honest party
outputs m* or L. (e) Z,-Fallback Consistency: If Sen is corrupt, and
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some honest party outputs m* # L at time T > Tgc, then each honest party
eventually outputs m*.

In the rest of the paper, we use the following terminologies while using Ilgc.

Terminologies for IIgc: We say that P; broadcasts m to mean that P; invokes
an instance of Ilgc as Sen with input m, and the parties participate in this
instance. Similarly, we say that P; receives m from the broadcast of P; through
regular-mode (resp. fallback-mode), to mean that P; has the output m at time
Tgc (resp. after time Tgc) during the instance of ITgc.

3.2.4 Ilgc — Ilsga

Finally, using IIgc we instantiate protocol IIsga, following the blueprint of [4]. In
the protocol, every party broadcasts its input bit (for I7sga) through an instance
of Ilgc. At time Tpgc, the parties check if “sufficiently many” instances of Ilgc
have produced a binary output (which should have happened in a synchronous
network) and if so, they output the “majority” of those values. Otherwise, the
network is asynchronous, in which case the parties output L. The description of
Isga is recalled from [4] and presented in Fig 4.

—[ Protocol Tsga(Zs, Za)}

— On having input b; € {0, 1}, broadcast b;.
— Forj=1,...,n,let bz(j> € {0,1, L} be received from the broadcast of P; through
regular-mode. Include P; to a set SV if bgj) # 1.
— If P\ SV € Z,, then compute the output as follows.
— If there exists a subset of parties SV; C SV, such that SV\SV; € Z, and
bﬁj) = b for all the parties P; € SV;, then output b.”
— Else output 1.
— Else output L.

¢ If there are multiple such SV;, then break the tie using some pre-determined rule.

Fig. 4: Synchronous BA with asynchronous guaranteed liveness and weak validity. The
above code is executed by every P; € P.

Theorem 3.3 follows from [4] and is proved in Appendix A.
Theorem 3.3. Protocol Ilsga achieves the following where Tsga = Tgc, incur-
ring a communication of O(n® - |a|) bits.
— Synchronous Network: the protocol is a Zs-secure SBA protocol where honest
parties have an output, different from L, at time Tsga.

— Asynchronous Network: the protocol achieves Z,-guaranteed liveness and Z,-
weak validity, such that all honest parties have an output at (local) time Tspa.

3.3 IIpga: Asynchronous BA with Synchronous Validity

To the best of our knowledge, the only known unconditionally-secure ABA
protocol is due to [23], which generalizes the framework of randomized ABA
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[51,11,21,31] against general adversaries. The protocol of [23] uses a graded agree-
ment (GA) protocol (also known as the vote protocol), along with a secure
coin-flip protocol. Unfortunately, both these primitives provide security (in an
asynchronous network) against Q®) adversary structures and fail to provide any
security guarantees against Q(Q) adversary structures in a synchronous network.
Consequently, the ABA protocol of [23] fails to provide any security guarantees
in a synchronous network against Q(?) adversary structures.'> We give a different
instantiation of ITaga by generalizing a few ideas used in [15]. Our instantiation
of ITaga is based on following two components.

Component I: Asynchronous Graded Agreement with Synchronous
Validity. We assume the existence of a GA protocol ITga, where each party has
a binary input. The output for each party is a value from {0, 1, L}, along with
a grade from {0, 1,2}. The protocol achieves the following properties.

— Asynchronous Network — The following properties are achieved, even if the
adversary corrupts any subset from Z,: (a): Z,-Liveness: If all honest par-
ties participate in the protocol, then each honest party eventually obtains an
output. (b) Z,-Graded Validity: If every honest party’s input is b, then all
honest parties with an output, output (b,2). (¢) Z,-Graded Consistency:
If two honest parties output grades g, ¢’, then |g — ¢’| < 1 holds; moreover,
if two honest parties output (v, g) and (v, g’) with g, ¢’ > 1, then v = v’

— Synchronous Network — The following properties are achieved, even if the
adversary corrupts any subset from Z;: (a): Z;-Liveness: If all honest
parties participate in the protocol with the same input, then after some fixed
time Tga, all honest parties obtain an output. (b) Z,-Graded Validity:
If every honest party’s input is b, then all honest parties with an output,
output (b,2).

Note that we do not require any form of consistency from Ilga in the synchronous

network. We give an instantiation of IIga with the @(2’1)(’P, Z,, Z,) condition,

by generalizing the threshold GA protocol of [15] with condition 2t, + t, <

n, such that Tga = 4 - A. The protocol of [15] uses digital signatures (hence,

is computationally secure), which we replace with pseudo-signatures. For the

description of Ilga and its properties, see Appendix A.

Component II: Asynchronous Coin-Flipping with Synchronous Live-

ness. We assume the existence of a p-coin-flipping protocol IlceinFiip, Where

0 < p < 1 is a parameter. In the protocol, the parties participate with random

inputs and the output of each party is a bit satisfying the following properties.

— Asynchronous Network: The following properties are achieved even if the ad-
versary corrupts any subset from Z,: (a): Z,-Almost-Surely Liveness: If
all honest parties participate in the protocol, then almost-surely, all honest
parties eventually get an output. (b): (Z,,p)-Commonness: With proba-
bility p, the output of all honest parties is a random bit b € {0,1}.

12 Recall that we need validity, coupled with guaranteed liveness from ITaga, when used
in our network agnostic BA protocol ITga.
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— Synchronous Network: The following property is achieved even if the adversary
corrupts any subset from Z;: (a): Z;-Guaranteed Liveness: If all honest
parties participate in the protocol, then all honest parties get an output,
after some fized time TcoinFiip.

In [23], the authors presented an instantiation of IceinFiip, Which achieves Z,-
Almost-Surely Liveness as well as (Z,, p)-Commonness in an asynchronous net-
work, where p = %, provided Z, satisfies the Q(®)(P, Z,) condition. The protocol
incurs an ezpected communication of O(poly(n,|Zs|,log|F|)) bits. Interestingly,
the protocol also achieves Z,-Guaranteed Liveness in a synchronous network, ir-
respective of Z,. Namely, after time TcoinFiip = 20- A, all honest parties will have
an output, with (honest) parties communicating O(poly(n, | Z;|,log |F|)) bits.

3.3.1 Ilga + Iceinriip — IlaBa

Once we have instantiations of IIga and IlceinFiip, We can easily combine it using
the framework of [51,11,21,31] to get the protocol ITaga. The protocol consists of
several iterations, where in each iteration, the parties run two instances of Ilga,
along with an instance of IlcginFiip- Using the first instance of Ilga, the parties
check if they all have the same input. Independent of this finding, they then run
an instance of IlceinFiip- Finally, they again run an instance of IIga, with inputs
being carefully chosen. Namely, if a party obtained an output with the highest
grade from the first instance of Ilga, then it participates with this input, else
it participates with the coin-output. Finally, based on the output received from
the second instance of Ilga, the parties update their input for the next iteration
as follows: if a bit with a non-zero grade is obtained, then it is set as the updated
input, else the updated input is set to the input of the second instance of IIga.
During each iteration, the parties keep a tab on whether they have received an
output bit with the highest grade from the second instance of Ilga, in which
case, they indicate it to the others by sending a signed ready message and the
bit. Once “sufficiently many” parties send the same signed ready bit, it is taken
as the output of the protocol.

The idea here is that if the honest parties start an iteration with the same
input bit b, then the output of IceinFiip is not considered (irrespective of the
network type) and all instances of ITga output (b, 2). Thus, all honest parties will
send a signed ready message for b. Consequently, all honest parties will output
b. This ensures validity, coupled with guaranteed liveness, both in synchronous
and asynchronous networks. On the other hand, if the honest parties start an
iteration with different inputs, then with probability at least p - % = % . %, all of
them will have the same input for the second instance of ITga. And consequently,
all honest parties will have the same input from the next iteration onward and
consistency is achieved (in the asynchronous network). The description of ITaga
based on IIga and HcinFiip is recalled from [23] and presented in Fig 5.
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—[ Protocol I1aga(P, Zs, Za )}

e Initialisation: Set b = b;, committed = false and k = 1. Then do the following.

1. Participate in an instance of Ilga protocol with input b and wait for time Tga.

2. Once an output (b, g) is received from the instance of I1ga, participate in an
instance of ITcoinriip and wait for time Tcoinriip. Let Coing denote the output
received from IcoinFiip.

3. If g < 2, then set b = Coin.

4. Participate in an instance of IIga protocol with input b and wait for time Tga.
Let (v',g") be the output received. If g’ > 0, then set b = b'.

5. If g’ = 2 and committed = false, then set committed = true and send
((ready, b)); to all the parties.

6. Set £k = k+ 1 and repeat from 1.

e Output Computation:

— Upon receiving ((ready, b)); messages with valid signatures corresponding to
every P; € P\ Z for some Z € Z,, send (b,C(b)) to all the parties and
output b. Here C(b) denotes the collection of signed ((ready, b)); messages.

— Upon receiving (b,C(b)) where C(b) has valid signatures corresponding to
every P; € P\ Z for some Z € Z,, send (b,C(b)) to all the parties and
output b.

Fig. 5: The ABA protocol. The above code is executed by every P; € P with input b;

Theorem 3.4 follows from [15] and is proved in Appendix A.

Theorem 3.4. Protocol IIpga achieves the following where Taga = TcoinFiip +
2Tca + A.

— Synchronous Network: If all honest parties have the same input b €
{0,1}, then all honest parties output b, at time Taga. Moreover,
O(poly(n,|Zs|,log|F|)) bits are communicated by the honest parties.

— Asynchronous Network: the protocol is a Z,-secure ABA, incurring an ez-
pected communication of O(poly(n, |Zs|,log |F|)) bits.

4 Network Agnostic Information Checking Protocol

In this section, we present our network agnostic ICP protocol (Fig 6). A de-
tailed overview of the protocol has been already presented in Section 1.2.2. The
protocol consists of two subprotocols ITauh and ITgeveal, implementing the au-
thentication and revelation phase respectively, where the parties participate in
the revelation phase only upon completing the authentication phase. During
the authentication phase, S distributes the authentication and verification in-
formation, followed by parties publicly verifying the consistency of distributed
information and once the consistency is established, the authentication phase is
over. During the revelation phase, | reveals the IC-signature which is verified by
R with respect to the verification information revealed by a “selected” subset of
the verifiers.
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—[ Protocol Iicp(P, Zs, Za, S, |, R)}
Protocol Iauwh(P, Zs, Z24,S,1,R,5): ¢ def max{|Z|: Z € Z,}

— Distributing Data: S executes the following steps.

e Randomly select t-degree signing-polynomial F(x) and t-degree masking-
polynomial M (x), where F(0) = s. For ¢ = 1,...,n, randomly select
a; € F\ {0}, and compute v; = F(o;) and m; = M(ay).

e Send (F(z),M(x)) to l. For : = 1,...,n, send (o, v;, m;) to party P;.

— Confirming Receipt of Verification Points: Each party P; (including S, |

and R), upon receiving (a;, vi, m;) from S, broadcasts (Received, ).

— Announcing Set of Supporting Verifiers: only S does the following.

e Initialize the set of supporting verifiers SV to 0, and wait till the local time
is A+ Tgc. Upon receiving (Received, 7) from the broadcast of P;, add P; to
SV. Once P\ SV € Z;, broadcast the set SV.

— Announcing Masked Polynomial: only | does the following.

e Wait till the local time is A+ 2Tgc. Upon receiving SV from the broadcast of
S such that P\SV € Z;, wait till (Received, ¢) is received from the broadcast
of every P; € SV. Then randomly pick d € F\ {0} and broadcast (d, B(x)),
where B(x) = dF(z) + M(x).

— Announcing Validity of Masked Polynomial: only S does the following.

e Wait till the local time is A + 37gc. Upon receiving (d, B(z)) from the
broadcast of I, broadcast OK, if B(z) is a t-degree polynomial and if
dvj + mj = B(«;) holds for every P; € SV.

Deciding Whether Authentication is Successful: each P; € P (including

S, 1 and R) waits till the local time is A+47Tgc. Upon receiving SV and (d, B(x))

from the broadcast of S and | respectively, where P\ SV € Z,, it set the variable

authCompleted s | gy to 1 if OK is received from the broadcast of S. Upon setting

authCompleted g | r) to 1, | sets ICSig(S,I,R, s) = F(x).

Protocol reveal (P, Zs, Za,S,1, R, s)

— Revealing Signing Polynomial and Verification Points: Each party P;
(including S, 1 and R) does the following, if authCompleted s ¢y is set to 1.
e If P, =1 then send F'(x) to R, if ICSig(S,I, R, s) is set to F(x) during ITauth.
o If P; € SV, then send («,vi, m;) to R.

— Accepting the IC-Signature: The following steps are executed only by R, if
authCompIeted(s’,’R) is set to 1 during the protocol I1auth.
— Wait till the local time becomes a multiple of A. Upon receiving F(x) from I,

where F(x) is a t-degree polynomial, proceed as follows.

1. If (e, vi, m;) is received from P; € SV, then accept (i, vi, m;) if either
v; = F(ay) or B(os) # dvi + m;, where B(z) is received from the
broadcast of | during ITauh. Otherwise, reject (o, vi, m;).

2. Wait till a subset of parties SV’ C SV is found, such that SV \ SV’ € Z,
and for every P; € 8§V, the corresponding revealed point (a;,v;, m;) is
accepted. Then, output s = F(0).

Fig. 6: The network-agnostic ICP

The proof of Theorem 4.1 is available in Appendix B.
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Theorem 4.1. Protocols (IIauth, IReveal) Satisfy the following properties, except

with probability at most €cp = m,"l—il, where t = max{|Z| : Z € Z}.
— IfS,1 and R are honest, then the following hold.

- Zs-Correctness: In a synchronous network, each honest party sets
authCompIeted(sJyR) to 1 during Hauwn at time Taywh = A + 4Tgc. More-
over R outputs s during Ilreveal which takes Treveal = A time.

— Z,-Correctness: In an asynchronous network, each honest party eventu-
ally sets authCompIeted(SJ)R) to 1 during Hauwh and R eventually outputs
s during IlRreveal -

— Privacy: The view of Adv is independent of s, irrespective of the network.

— Unforgeability: If S,R are honest, | is corrupt and if R outputs s’ € F
during IReveal, then s’ = s holds, irrespective of the network type.
— If S is corrupt, |,R are honest and if | sets 1CSig(S,1,R,s) = F(x) during

I auth, then the following holds.

- Z,-Non-Repudiation: In a synchronous network, R outputs s = F(0)
during during IReyeal, which takes TReveal = A time.

- Z,-Non-Repudiation: In an asynchronous network, R eventually out-
puts s = F(0) during during IlReyeal-

— Communication Complexity: Irrespective of the network type, Iaun in-
curs a communication of O(n® -log |F| - |o|) bits, while IIReveal incurs a com-
munication of O(n -log |F|) bits.

Looking ahead, in our VSS protocols, there will be several instances of ICP
running, with different parties playing the role of S, | and R. It will be convenient
to use the following notations while invoking instances of ICP.

Notation 4.2 (for ICP) While using (IIauth, [Reveal), we will say that:

— “P; gwes ICSig(P;, P;, Py,s) to P;” to mean that P; acts as S and invokes
an instance of Ilawn with input s, where P; and Py play the role of | and R
respectively.

— “P; receives ICSig(P;, P;, Py,s) from P;” to mean that P;, as |, has set
authCompleted p, p, p,) to 1 and ICSig(P;, Pj, Py, s) to some t-degree poly-
nomaal with s as the constant term during the instance of Ilaun, where P;
and Py play the role of S and R respectively.

— “Pj reveals |CSig(P;, Pj, P, s) to P,” to mean Pj, as |, invokes an instance
of HReveal, With P; and Py playing the role of S and R respectively.

— “Py accepts |CSig(P;, Pj, Py, s)” to mean that Py, as R, outputs s during the
instance of IReveal, tnvoked by P; as |, with P; playing the role of S.

4.1 Linearity of IC Signature

Our ICP satisfies the linearity property, provided “special care” is taken while
generating the IC-signatures. In more detail, consider a fized S, | and R and let s,
and sp, be two values, such that | has received ICSig(S, I, R, s, ) and ICSig(S, I, R, s3)
from S, through instances IT X:ih and I7 /(\Z)th of ITaun respectively, where all the
following conditions are satisfied.
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— Supporting verifiers SV, and SVy, during I1, Xﬁh and 11 Szl)th, are the same.

— For i = 1,...,n, corresponding to the verifier P;, S has used the same «; €

F\ {0}, to compute the verification points, during I7 X:ih and I7 /(\l;)th

— | has used the same linear combiner d € F \ {0} during the instances IT X:ih

and I1 /(f;)th, to compute the linearly-combined masked polynomials.

d .
Let s e/ c1+ Sq + Cc2 - Sp, Where ¢y, co are publicly known constants from F.

It then follows that if all the above conditions are satisfied, then | can lo-
cally compute ICSig(S, |, R, s) from ICSig(S, |, R, s,) and ICSig(S, I, R, sp). Namely,
| can set ICSig(S,1,R,s) = ¢1 - 1CSig(S, I, R, s4) + ¢2 - 1CSig(S, I, R, sp). On the
other hand, let the verifier P; € SV, hold the verification points (o, vg,i, M)
and (ay, vy, ms,;), corresponding to ICSig(S, 1, R, s,) and ICSig(S, I, R, s) respec-
tively. Then P; can locally compute (a;,v;,m;) as its verification point corre-
sponding to ICSig(S, I, R, s), where v; = ¢1-vq ;+c2-vp,; and m; = ¢1-Mg i+C2-Mmp ;.
During the protocol ITreveal, to reveal ICSig(S, |, R, s), the intermediary | can re-
veal ICSig(S, I, R, s) to R, while each verifier P; € SV, can reveal the verification
information (a;, v;, m;). To accept (o, v;, m;), the receiver R either checks for the

“consistency” of (ay,v;) with ICSig(S, I, R, s), or the “inconsistency” of masked

polynomial B(x) = c1-Ba(x) +c2- Bp(x) with (d, v, m;); here B, (x) and By(z)

denote the masked polynomials, made public by |, during the instances IT Xzih

and 17 g;)th

Looking ahead, we will require the linearity property from ICP, when used
in our VSS protocols, where there will be multiple instances of IIayh running,
involving the same (S,1,R) triplet. To achieve this, we will ensure that in all
the ITauh instances invoked during VSS involving the same triplet (S, I, R), the
signer uses the same non-zero evaluation point asr,; for the verifier P;, while
distributing verification information to P;, as part of the respective ITpun in-
stances. Similarly, S should find and make public a common set of supporting
verifiers SV, on behalf of all the instances of ITauh. And finally, | should use the
same non-zero random linear combiner d, to compute the masked polynomials
for all the instances of ITaun and once computed, it should together make public
d and the masked polynomials for all the instances of ITayth-

In the rest of the paper, we will use the term “parties follow linearity principle
while generating IC-signatures”, to mean that the underlying instances of ITaun
are invoked as above.

respectively, both computed with respect to the linear combiner d.

4.2 Default IC Signature

In our VSS protocols, we will also encounter situations where some pub-
licly known value s and a triplet (S,l,R) exist. Then | can locally compute
ICSig(S, I, R, s) by setting ICSig(S,I, R, s) to the constant polynomial F(z) = s.
Each verifier P; € P locally sets (as 1 r,i, Vi, m;) as its verification information,
where v; = m; = s. Moreover, the set of supporting verifiers SV is set as P.
Notice that the way in which ICSig(S, |, R, s) and the verification information is
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set guarantees that, later, if an honest | reveals ICSig(S, |, R, s) to an honest R
during IIgeyveal, then R always outputs s.

In the rest of the paper, we will use the term “parties set ICSig(S,1,R, s) to
the default value”, to mean the above.

5 Network Agnostic Verifiable Secret Sharing (VSS)

This section presents our network-agnostic VSS protocol, which allows a desig-
nated dealer to generate a linear secret-sharing with IC-signatures for its input.
We first define the notion of linear secret-sharing with IC-signatures.

Definition 5.1 (Linear Secret Sharing with IC-Signatures). A value s €
F is said to be linearly secret-shared with IC-signatures, if there exist shares
51,...,5z, € F where s = s1 4 ... + s)z,|. Moreover, for q =1,...,|Z,|, there
exists some publicly-known core-set W, C Sy, such that all the following hold.

- 2, satisfies the QU (W,, Z,) condition and all (honest) parties in the set S,
have the share s,.

— Every honest P, € W, has the IC-signature |CSig(P;, P;, Py, sq) of every
P; € Wy for every P, & S,. Moreover, if any corrupt P; € Wy has
ICSig(Pj, Pi, Py, s,) of any honest P; € Wy for any Py & Sy, then s, = s4
holds. Furthermore, all the underlying IC-signatures satisfy the linearity
property.

The wvector of information corresponding to a linear secret-sharing with I1C-
signature of s is denoted by [s], which includes the share sy, ..., s|z,|, the core
sets Wi, ..., Wz, and IC-signatures {ICSig(P}, Pi, Py, sq)}p; P.ew,,P,gs,- For
convenience, we denote the ¢t share of s, corresponding to Sqs by [s]g-

A wvector of values S = (s, ..., s where L > 1 is said to be linearly
secret-shared with 1C-signatures, if each s®) € S is linearly secret-shared with
IC-signatures and if there exist common core sets Wi, ..., W, z_|, corresponding
to the secret-sharings [s(V)],. .., [s)].

If S = (s, ..., 5(1)) are linearly secret-shared with IC-signatures, then the
parties can locally compute any publicly-known function of these secret-shared

values. In more detail, let ¢q,...,c; € F be publicly-known constants and let
s def cr-sW 4+ 4 ep - s, Then the following holds:

e[SV + . +en - [sP] = 3],
where the core-sets corresponding to [s] are Wi, ..., Wz |. And corresponding

to each S, € Sz,, the share [s], for each (honest) party in S, can be computed
locally as ¢; - [s(V], + ... + ¢¢ - [s¥)],. Moreover, every (honest) P, € W, can
compute the IC-signature 1CSig(P;, P;, Pk, [s]4) of every P; € W, for every Py, ¢
S,, from ICSig(P;, P;, Pi, [s"M],), . .., ICSig(P}, P;, Py, [sY],). In the rest of the
paper, we will say that the “parties in P locally compute [c; - s 4 s(é)]
from [sM],... [s(D]” to mean the above.
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5.1 The VSS Protocol

We present a network-agnostic VSS protocol Ilyss (Fig 7). In the protocol, there
exists a designated dealer D € P with input s (the protocol can be easily gener-
alized if D has L inputs). The protocol allows D to “verifiably” generate a linear
secret-sharing of s with IC-signatures. In a synchronous network, the (honest)
parties output [s] after a “fixed” time, while in an asynchronous network, they
do so eventually, such that s remains private. The verifiability here guarantees
that if D is corrupt and some honest party gets an output, then there exists
some value, say s* (which could be different from s), such that s* is linearly
secret-shared with IC-signatures. Note that in this case, we cannot bound the
time within which s* will be secret-shared, since a potentially corrupt D may de-
lay sending the required messages and the parties will not be knowing the exact
network type. A detailed overview of the protocol has been already presented in
Section 1.2.3 and so we directly present the protocol.

—[ Protocol Hvss(D, Zs,24,8,5z, )}

— Distribution of Shares: D, on having input s, randomly chooses s1,...,5|z,| €
F, such that s = s14---+s5|z,|. It then sends s to all P; € Sy, forg=1,...,|Z,|.

— Exchanging IC-Signed Values: Each P; € P (including D), waits till the local
time becomes A. Then, for each S; € Sz, such that P; € S;, upon receiving
sqi from D, give ICSig(P;, P;, Py, $q4:) to every P; € Sy, for every P, € P, such
that the parties follow the linearity principle while generating IC-signatures (see
Section 4.1).

— Announcing Results of Pairwise Consistency Tests: Each P; € P (includ-
ing D) waits till the local time becomes A + Taun and then does the following.
— Upon receiving ICSig(Pj, P;, Py, sq;) from P; for each Sq € S such that P;, P; €

Syq, corresponding to every Pj, € P, broadcast OK(%, ), if sq; = s4; holds.

— Corresponding to every P; € P, participate in any instance of Ilgc initiated
by P; as a sender, to broadcast any OK(P;, ) message.

— Constructing Consistency Graph: Each P; € P (including D) waits till the
local time becomes A+Taun +7Tsc and then constructs an undirected consistency
graph G with P as the vertex set, where the edge (Pj, Pr) is added to GW,
provided OK(j, k) and OK(k,j) is received from the broadcast of P; and P
respectively (through any mode).

— Identification of Core Sets and Public Announcement by the Dealer:
D waits till its local time is A + Tawn + Tsc, and then executes the following
steps to compute core sets.

— Once any S, € Sz, forms a clique in the graph G® thenforqg=1,..., |Zs],
compute core-set W, and broadcast-set BS with respect to S, as follows,
followed by broadcasting (CanCS, D, Sp, {Wq}qe=1,..., |21, BS, {54 }qeBs).*

— If S4 constitutes a clique in the graph G® | then set Wq = Sq.

— Else if (S,NS,) constitutes a clique in G and Z, satisfies the QY (S, N
Sq, Zs) condition, then set Wy, = (S, NSy).

— Else set W, = S, and include g to BS.

— Identifying Valid Core Sets: Each P; € P waits till its local time is A +
Tauwn + 278c and then initializes a set C; = 0. For p = 1,...,|Z;|, party P;
includes (D, Sp) to C; (initialized to @), provided all the following hold.
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— (CanCS, D, Sp, {Wy}g=1,....|2,1» BS, {54 }qeBs) is received from the broadcast
of D, such that for ¢ =1,...,|Z], the following hold.

— If g € BS, then the set W, = S,.

— If (¢ € BS), then W, is either S, or (Sp N Sy), such that:

- If W, = S, then S, constitutes a clique in G,
— Else if W, = (5,NS,), then (S,NS,) constitutes a clique in G and
Z, satisfies the QW (S, N Sy, Z,) condition.
— Computing Output: Each P; € P does the following, once C; # (.

— For every Sy € Sz, such that P; € W,, corresponding to every P; € Wy,
reveal ICSig(Pj, P;, Pk, [s]q) to every P, € Sq\ W, upon computing [s], and
ICSig(P;, Pi, Py, [s]q) as follows.

— If ¢ € BS, then set [s]; = sq, where s4 is received from the broadcast of
D, as part of the message (CanCS, D, Sp, {W;}q=1,...,|z.], BS, {84 }qeB5).
Moreover, for every P; € S, and every Py, € P, set ICSig(P;, P;, P, [s]q)
to the default value.

— Else, set [s]q to sqi, where sq was received from D. Moreover, for
every P; € W, and every P, € P, set ICSig(Pj, P;, Py,[s]q) to
ICSig(P;, Pi, Py, sqj), received from P;.

— For every Sy € Sz, such that P; € S; \ Wy, compute [s], as follows.

— Check if there exists any P; € W, and a value sq;, such that P; has
accepted 1CSig(Px, Pj, P;, sq5), corresponding to every P, € W,. Upon
finding such a Pj, set [s]q = Sq;-

— Wait till the local time becomes A + Tauh + 278c + TReveal- Upon set-
ting {[s]q}p,es, to some value, output Wi,..., Wiz |, {[s]¢}p;es, and
ICSig(Pj, P, Pi, [s]q) p;.Piewg. Pogs,-

“ If there are multiple S, from Sz, which constitute a clique in G®), then consider
the one with the smallest index.

Fig. 7: The network agnostic VSS protocol

The properties of I1yss as stated in Theorem 5.1 are proved in Appendix C.

Theorem 5.1. Protocol Ilyss achieves the following, except with a probability
of O(|Sz.| - n% - eicp), where D has input s € F for Ilyss and where Tyss =
A+ Tauth + 21Bc + TReveal -

— If D is honest, then the following hold.

— Zs-correctness: In a synchronous network, the honest parties output [s]
at time Tyss.

— Z,-correctness: In an asynchronous network, the honest parties eventu-
ally output [s].

— Privacy: Adversary’s view remains independent of s in any network.

— If D is corrupt, then the following hold.

- Zs~-commitment: In a synchronous network, either no honest party com-
putes any output or there exists some s* € F, such that the honest parties
output [s*]. Moreover, if any honest party computes its output at time
T, then all honest parties compute their required output by time T + A.
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- Z,-commitment: In an asynchronous network, either no honest party
computes any output or there exists some s* € F, such that the honest
parties eventually output [s*].

— Communication Complexity: O(|Z,|-n® - log|F| - |o]) bits are communi-
cated by the honest parties.

6 Network Agnostic Reconstruction Protocols and
Secure Verifiable Multicast

Let s be a value which is linearly secret-shared with IC-signatures and let S, €
Sz,. Moreover, let R C P be a designated set. Then protocol IIrecshare ([s], Sq, R)
allows all the (honest) parties in R to reconstruct the share [s], without disclos-
ing any additional information. For this, every P; € W, reveals [s], to all the
parties outside W,, who are in R (the parties in W, who are in R already have
[s]q). To ensure that P; does not cheat, P; actually reveals the IC-signature of
every party in W, on the revealed [s],. The idea here is that since W, has at
least one honest party (irrespective of the network type), a potentially corrupt
P; will fail to reveal the signature of an honest party from W, on an incorrect
[s]q- On the other hand, an honest P; will be able to reveal the signature of all
the parties in W, on [s],.

Based on ITrecshare, we design another protocol ITgec([s], R), which allows all
the (honest) parties in R to reconstruct s. The idea is to run an instance of
IIRecshare for every S, € Sz, . Since the protocols are standard, we present them
and prove there properties (Lemma 6.1 and Lemma 6.2) in Appendix D.

Lemma 6.1. Let s be a value which is linearly secret-shared with IC signatures,
let S, € Sz, be a designated set and let R C P be a designated set of receivers.
Then protocol Ilrecshare aChieves the following.

- Zs-correctness: In a synchronous network, all honest parties in R output

[s]g after time Trecshare = TReveal, €xcept with a probability of O(n* - eicp).

- Z,-correctness: In an asynchronous network, all honest parties in R even-
tually output [s],, except with a probability of O(n? - eicp).
Privacy: If R consists of only honest parties, then the view of the adversary
remains independent of [s],.
~ Communication Complexity: O(|R|-n? - log|F|) bits are communicated.

Lemma 6.2. Let s be a value which is linearly secret-shared with IC signatures
and let R C P be a set of designated receivers. Then protocol Ilgec achieves the
following.
— Zs-correctness: In a synchronous network, all honest parties in R output s
after time Trec = TRecshare; €xcept with probability O(|Sz,| - n? - eicp).
- Z,-correctness: In an asynchronous network, all honest parties in R even-
tually output s, except with probability O(|Sz,| - n? - eicp).
— Privacy: If R consists of only honest parties, then the view of the adversary
remains independent of s.
— Communication Complexity: O(|Z,|-|R|-n®-log|F|) bits are communi-
cated.
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6.1 IlIyss and Reconstruction Protocol for Superpolynomial | Z]

From Theorem 5.1 and Lemma 6.2, the error probability of Ilyss and Ilrec
depend linearly on [Sz,|, which is the same as |Z|. This is because there are
2(]Z;]) instances of ITayth/ITReveal in which the unforgeability/non-repudiation
properties might get violated with probability €,cp. This might be problematic for
a “large-sized” Z,. To avoid this, we use the idea of local dispute control used in
[40,4], which ensures that irrespective of the number of instances of ITauth /IReveals
the overall error probability is only O(n3-€cp). This is done by ensuring that the
unforgeability /non-repudiation properties get violated only O(n?) times across all
these instances. The idea here is that the parties start locally discarding corrupt
parties the “moment” they are caught cheating during any instance of ITau or
IIReveal- Once a party Pj is locally discarded by any party F;, then P; “behaves”
as if P; has certainly behaved maliciously in all the “future” instances of Ilauth
or IlReveal, €ven if this is not the case. This restricts the number of attempts of
cheating for the adversary to a “fixed” number and consequently, the total error
probability of arbitrary many instances of ITauth/ITreveal Will no longer depend on
| Z5]. To incorporate the above idea, each party P; now maintains a list of locally
discarded parties E’D(i), which it keeps populating across all the instances of
I auth and ITReveal, as soon as P; identifies any party cheating. It will be ensured
that an honest P; never includes an honest P; to L£DW. We next discuss the
modifications in Ilaun and ITreveal and how the parties populate their LD sets
across instances of Iaun and IlReyeal-

Populating £D Sets During Instances of ITa,n. In any instance of ITaun,
if P; is present in the corresponding set of supporting verifiers SV (i.e. P; € SV),
then P; includes the corresponding signer P; of the ITau instance to LD if
the following condition holds during ITaun:

(P; broadcasts OK) A (B(a;) # dv; +my),

where B(xz) is the masked polynomial broadcasted by the corresponding | of
the ITaun instance. The idea here is that if P; is honest and if the above con-
dition holds, then clearly the signer P; is corrupt and is trying to break the
non-repudiation property. Once P; € ED(i), then in any pair of (IIauth, ITReveal)
instances involving P; as the signer, if P; is present in the corresponding set SV,
then in the ITgeveal instance, P; reveals | as its verification information to the
corresponding receiver R.'3 Upon receiving L as the verification information, the
strategy for R is to always accepts it without doing any verification, irrespective
of the polynomial F(z) revealed as ICSig by the corresponding I.

The above modification ensures that if in any instance of ITa,, involving a
corrupt signer P; and an honest |, P; distributes an inconsistent verification point
to an honest verifier P; from the corresponding SV set and still broadcasts an OK
message during ITauh, then P; will locally be discarded by the verifier P;, except
with probability €cp (follows from the non-repudiation property of ICP). From

13 This serves as an indicator for R that P; is in conflict with the signer P;.
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then onwards, in all the instances of (IZauth, IIReveal ), involving P; as the signer, if
the verifier P; is added to the SV set, then the “special” verification information
revealed by P; during I1reveal Will always be considered as accepted, irrespective
of what verification information it actually receives from P; during ITauh. Hence,
P; will not have any chance of cheating the verifier P; in any ITauh instance.
By considering all possibilities for a corrupt S and an honest verifier P;, along
with an honest |, it follows that except with probability at most O(n? - €cp), the
verification-points of all honest verifiers from corresponding SV, will be accepted
by every honest R, during all the instances of ITreyveal, in any instance of Ilyss or
IIRec. Consequently, except with probability at most O(n? - €cp), the signatures
revealed by all honest | will be always accepted.

We stress that the above modification does not help a corrupt | to break
the unforgeability property for an honest S and an honest R, with the help of
potentially corrupt verifiers.

Populating £D Sets During Instances of Ilreea. Consider an instance
of IlReveal involving P; as R and P; as I|. If P; finds that P; has tried to forge
signature on an incorrect value, then P; adds P; to LD To achieve this goal,
during IReveal, P; (as R) now additionally checks if there exists a subset of verifiers
SV" C 8V, where SV \ SV € Z,, such that the verification-points of all the
parties in SV are rejected. If such a subset SV exists, then clearly P; (as |) has
cheated and tried to break the unforgeability property, since SV" is bound to
contain at least one honest verifier. If the verification point of an honest verifier
is rejected, then clearly P; is corrupt. Once P; € ﬁD(i), from then onwards, in
any instance of Ilreveal involving P; as | and P; as R, party P; always rejects any
IC-signature revealed by F;.

The above modification ensures that if in any instance of ITreyeal involving an
honest signer, a corrupt intermediary P; and an honest receiver P;, P; tries to
reveal an incorrect signature during ITreveal, then except with probability €cp,
the intermediary P; will be locally discarded by the receiver P; (follows from
the unforgeability property of ICP). From then onwards, in all the instances of
(ITauth, TReveal), involving P; as the intermediary and P; as the receiver, the
signature revealed by P; during Ilreveal Will always be rejected, irrespective of
what data is actually revealed by P;. Hence, by considering all possibilities for a
corrupt |, honest S and honest R, it follows that except with probability at most
O(n3 - ecp), no corrupt | will be able to forge an honest S’s signature to any
honest R, in any instance of IIgeyeal, during any instance of Ilyss or IlRec.

6.2 Network Agnostic Secure Multicast

Based on protocols Ilyss and Ilrec, we design a secure verifiable multicast pro-
tocol IIsym. In the protocol, there exists a designed sender Sen € P with input
v € F and a designated set of receivers R. The goal is to let every party in R
receive v, without revealing any additional information to the adversary.!* While

14 Note that the requirements here are different from broadcast since we need the
privacy of v if Sen is honest and if R consists of only honest parties.
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in a synchronous network, the (honest) parties in R get v after a “fixed” time,
in an asynchronous network, they do so eventually. Note that if Sen is corrupt,
then the parties need not obtain any output, as Sen may not invoke the protocol.
However, if any honest party in R computes an output v* (which could be differ-
ent from v), then all honest parties in R will also output v*. The “verifiability”
here guarantees that in case the honest parties in R get any output, then all the
(honest) parties in P will be “aware” of this; namely there will be a Boolean
variable flagt>"®) | which all the honest parties will set to 1.

The idea behind IIsym is very simple. The parties participate in an instance
of Ilyss, where Sen plays the role of the dealer with input v. Once any (honest)
party computes an output during ITyss (implying that Sen is committed to some
value v* which is the same as v for an honest Sen), then it turns flag®®™™ to 1.
Once flag(se"’R) is turned to 1, the parties invoke an instance of ITgec to let only
the parties in R reconstruct the committed value. Protocol IIsyym and proof of
its properties (stated in Lemma 6.3), are available in Appendix D.

Lemma 6.3. Protocol IIsym achieves the following, where Sen participates with
input v and where each honest party initializes flag(se""R) to 0.

— Synchronous Network: If Sen is honest, then all honest parties set
flag(sen’R) to 1 at time Tyss and except with probability O(n® - ecp), all
honest parties in R output v, after time Tsym = Tyss + Trec. Moreover, if
R consists of only honest parties, then the view of Adv remains independent
of v. If Sen is corrupt and some honest party sets flag(se"’R) to 1, then there
exists some v* such that, except with probability O(n - eicp), all honest par-
ties in R output v*. Moreover, if any honest party sets flag(sen’R) to 1 at
time T, then all honest parties in R output v* by time T + 2A.

— Asynchronous Network: IfSen is honest, then all honest parties eventually
set flag®™ ™ to 1 and except with probability O(n? - ecp), all honest parties
i R eventually output v. Moreover, if R consists of only honest parties,
then the view of the adversary remains independent of v. If Sen is corrupt
and some honest party sets flag(sen’R) to 1, then there exists some v* such
that , except with probability O(n> - eicp), all honest parties in R eventually
output v*.

— Communication Complexity: O(|Z,|-n® - log|F| - |o]) bits are communi-
cated.

7 Network Agnostic Protocol for Generating Linearly
Secret-Shared Random Values with IC-Signatures

In this section, we present a network agnostic protocol IIrand, which allows
the parties to jointly generate linear secret-sharing of random values with IC-
signatures. To design the protocol IIrang, we first design a subprotocol IIypyss.
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7.1 Network Agnostic VSS for Multiple Dealers

Protocol ITmpyss (Fig 8) is a multi-dealer VSS. In the protocol, each party Py € P
participates as a dealer with some input s©). Then, irrespective of the network
type, the protocol outputs a common subset of dealers CORE C P, which is
guaranteed to have at least one honest dealer. Moreover, corresponding to every
dealer P, € CORE, there will be some value, say s*(l), which will be the same
as s(¥) for an honest Py, such that the values {S*(l)}pZGCORE are linearly secret-
shared with IC-signatures. While in a synchronous network, {[s*“]} p,ccore is
generated after a “fixed” time, in an asynchronous network, {[s*“]} p,ccore is
generated eventually.

The high level overview of Ilypyss has been already discussed in detail in
Section 1.2.5.'® The idea is to let every dealer P, to invoke an instance of Ilyss
to secret-share its input. However, we need to take special care to ensure that
the inputs of all the dealers in CORE are secret-shared with common core-sets.
For this, each individual dealer in its instance of IIyss computes and publishes
as many “legitimate” core-sets as possible and the parties run instances of agree-
ment on common subset (ACS) to identify whether “sufficiently many” dealers
have published the same legitimate core-sets in their respective instances of ITyss.
Moreover, to ensure that all the underlying IC-signatures satisfy the linearity
property, we first need to identify the dealers who distribute shares as part of
their respective Ilyss instances. For this, we let each dealer distribute shares
in its instance of Ilyss through instances of ITsyy. This enables the parties to
identify a set of committed dealers CD who have indeed distributed shares as
part of their Ilyss instances through instances of Ilsyu.

—[ Protocol ITvpvss(P, Zs, Za, (sM,...,s™),Sz, )}
— Committing Shares: Each P; € P executes the following stegq)s.

— On having input sm, randomly choose s<1l),...,s‘zﬁl, such that
sO = s§i> + -+ S\(;)s\' Act as Sen and invoke instances

HSVM(Pi7 Sgi), 51), ey HSVM(Pi7 Sl(iz)g‘, S\ZS|) Of HSVM~

— Corresponding to every dealer Py € P, participate in the instances of sy,
invoked by P, as a Sen and wait till the local time becomes Tsym. For ¢ =
1,...,]2s], let flag>5¢) be the Boolean flag, corresponding to the instance
Hsym(P, 557, 8,), invoked by P;.

— Identifying the Set of Committed Dealers Through ACS: Each P, € P
does the following.

— For £ =1,...,n, participate in an instance Héﬁ) of ITga with input 1, provided
P; has set flagf%) =1, forg=1,..., |Zs].

— Once there exists a subset of dealers CD; where P\ CD; € Z, such that
corresponding to every dealer P, € CD;, the instance Hé‘;\) has produced
output 1, then participate with input 0 in all the BA instances Hé;), for
which no input is provided yet.

15 Actually, the overview was for the protocol I1rand, but the same idea is also used in
the protocol ITvpvss.-
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— Once all the n instances of 17, éz) have produced a binary output, set CD to be
the set of dealers P, such that IT, éi) has produced output 1.

Exchanging IC-Signed Values: Each P; € P waits till the local time becomes

Tsym + 2Tga. Then corresponding to each dealer P, € CD, does the following.

— For each Sq € Sz, such that P; € S;, upon computing an output sl(l? during
HSVM(Pg,sff),Sq), give ICSig(Pi,Pj,Pk,sg?) to every P; € S, for every
P, € P, where the parties follow the linearity principle while generating
IC-signatures.

Announcing Results of Pairwise Consistency Tests: Each P; € P waits

till the local time becomes Tsym + 278a + Tawh and then does the following,

corresponding to each dealer P, € CD.

— Upon receiving ICSig(Pj,Pi,Pk,sL(I?) from P; for each S; € S such that
P;,P; € Sg, corresponding to every P, € P, broadcast OK“)(i,j), if
sé? = séi-) holds.

— Corresponding to every P; € P, participate in any instance of Ilgc initiated
by P; as a sender, to broadcast any OK“) (P}, ) message.

Constructing Consistency Graphs: Each P, € P waits till the local time

becomes Tsym + 278a + Thauth + Tec and then does the following, corresponding

to each dealer P, € CD.

— Construct an undirected consistency graph G? with P as the vertex
set, where the edge (Pj, P) is added to G'“? provided OK“)(j, k) and
OK Y (k, §) is received from the broadcast of P; and Py respectively (through
any mode).

Public Announcement of Core Sets by the Committed Dealers: Each

dealer P, € CD waits till its local time is Tsym + 278 + Tauth + Tsc, and then

executes the following steps to compute core sets.

— VS, € Sz,, once S, forms a clique in G then for g=1,...,|2,|, compute
core-set Wﬁ; and broadcast-set BS ;Z) with respect to S as follows, followed
by broadcasting (CanCS, P, Sy, {Wﬁ?g}qﬂwq‘zsh BSsY, {ség)}qegs(@).

P

— If S, constitutes a clique in the graph G| then set Wff,)l =5q.
— Else if (S,NS,) constitutes a clique in G** and Z, satisfies the Q) (S, N
Sy, Zs) condition, then set W) = (S, N S,).
— Else set WI(,Q =S4 and include g to BSI(OZ).
Identifying Valid Core Sets: Each P, € P waits for time Tsym + 275a +
Tauth + 2Tsc and then initializes a set C; = (). Corresponding to P, € CD and
=1,...,|Zs|, party P; includes (P, Sp) to Ci, provided all the following hold.
— (CanCS, P, Sy, {Wﬁ;}qﬁw,@s‘,BS;,['), {S‘(le)}qess“)) is received from the
broadcast of Py, such that for ¢ =1,...,|Z], thpe following hold.
~ If g € BS'Y, then the set W) = S,.
— If (¢ & BSY), then WY') is either S, or (S, N S,), such that:
- If W,(,Q = S, then S, constitutes a clique in G“¥),
— Else if Wé@ = (Sp N Sy), then (S, N S,) constitutes a clique in G*?
and Z; satisfies the Q) (S, N S,, Zs) condition.
Selecting the Common Committed Dealers and Core Sets through
ACS: Each party P; € P does the following.
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— For p = 1,...,|2|, participate in an instance Hékp) of ITga with input 1,
provided there exists a set of dealers A, ; C CD where CD \ A, ; € Z, and
where (P, Sp) € C; for every Py € Ap ;.

— Once any instance of 1] ék*) has produced an output 1, participate with input

0 in all the BA instances [T, ék*), for which no input is provided yet.
— Once all the | Z;| instances of HélA’*) have produced a binary output, set gcore

to be the least index among {1,...,|Zs|}, such that Hékq““) has produced
output 1.
— Once geore is computed, then corresponding to each P; € CD, participate in

an instance Héi’j) of Ilga with input 1, provided (P;, Sq.) € Ci-

— Once there exists a set of parties B; C CD, such that CD\ B; € Z5 and Héi’j)
has produced output 1, corresponding to each P; € B;, participate with
input 0 in all the instances of HéZA’*), for which no input is provided yet.

— Once all the |CD| instances of IT, Eﬁ’*) have produced a binary output, include

all the parties P; from CD in CORE (initialized to @), such that Héi’j) has
produced output 1.
— Computing Output: Each P; € P does the following, after computing CORE

and geore-

~ If (CanCS, Pr, Sier {Wiiorera Yam1,.. 2.1 BSfmes {7} st ) i mot yet re-
ceived from the broadcast of P, for for any P, € CORE, tqffgn wait to receive
it from the broadcast of P, through fallback-mode.

~ Once (CanCS, Pr, Sy Wit Yamt..ooi 2.1 BSicdes {55

Gcore »

} () ) 1s available
9€BS geore
for every P, € CORE, compute W, for ¢ = 1,...,| 2| as follows.
- If Wéfo),e,q = S, for every P, € CORE, then set W, = 5.
— Else set Wy = (Sgeore N S4q)-
— Corresponding to every P, € CORE and every S; € Sz, such that P; € S,
compute the output as follows.
~If ¢ € BSY., then set [s¥], = s{, where s\ was re-
ceived from the broadcast of P, as part of (CanCS, Py, Sq..,

¢ ) ¢
{Wécﬁ,e,q}qzl,,_,,‘zshBSSI) {Sé)}qelssgﬁ,,e)' Moreover, for every P; €

core )

W, and every Py € P, set |CSig(P;, Pi, Py, [s”],) to the default value.
— Else, set [s(z)]q to sffi), where s, was computed as output during
Hsvm (Pg,sgz),Sq). Moreover, if P; € W,, then for every P; € W, and
every P, € P, set ICSig(P;, P, Py, [s],) to ICSig(Pj,Pi,Pk,sg?), re-
ceived from Pj.
Output CORE, the core sets Wi, ..., W,z,|, shares {[s“)]q}pgeco;ag A P;eS,

and the IC-signatures ICSig(FP;, P;, Py, [S(Z)]q)PZGCORE A Pj,Pi€Wq,PLEP-

Fig. 8: The statistically-secure VSS protocol for multiple dealers to generate linearly
secret-shared values with IC-signatures

The properties of IIppyss, stated in Theorem 7.1 are proved in Appendix E.

Theorem 7.1. Protocol IIypvss achieves the following where each Py partici-
pates with input s and where Twmpvss = Tsym + Tauth + 21sc + 61BA.

40



- Zs-Correctness& Commitment: If the network is synchronous, then ex-
cept with probability O(n® - eicp), at time Tvpyss, all honest parties output
a common set CORE C P such that at least one honest party will be present
in CORE. Moreover, corresponding to every P, € CORE, there exists some
s*(l), where s*0) = s®) for an honest Py, such that the values {S*(Z)}PEGCORE
are linearly secret-shared with IC-signatures.

- Z,-Correctness&Commitment: If the network is asynchronous, then ex-
cept with probability O(n> - eicp), almost-surely all honest parties output a
common set CORE C P eventually such that at least one honest party will
be present in CORE. Moreover, corresponding to every P, € CORE, there
erists some s*(e), where s*© = 5O for an honest Py, such that the values
{5*(2)}P@€CORE are eventually linearly secret-shared with 1C-signatures.

— Privacy: Irrespective of the network type, the view of the adversary remains
independent of s, corresponding to every honest P, € CORE.

— Communication Complexity: O(|Z,|? - n® - log |F| - |o|) bits are commu-
nicated by the honest parties. In addition, O(|Zs| +n) instances of Ilga are
invoked.

Protocol II\ypyss with L Values for Each Dealer. In protocol ITypyss, each
dealer P, € P participates with a single input. Consider a scenario where each

Py participates with L inputs S() = (s(&D ... s(6.L)) where L > 1. The goal is
to identify a common subset of dealers CORE C P which is guaranteed to have at
least one honest dealer, irrespective of the network type. Corresponding to every

dealer P, € CORE, there exist L values, say S’*(e3 = (s*(“), ceey s*(e’L)), which

will be the same as Sﬁ for an honest Py, where all the values in {S*(l } P,cCORE
are linearly secret-shared with IC-signatures. To achieve this, we run the protocol
ITvpvss with the following modifications, so that the number of instances of ITga
in the protocol still remains to be O(|Zs| + n), which is independent of L.

Corresponding to each s() € S(F), the dealer P, will pick |Z,| random shares
(which sum up to s(¥)) and the shares corresponding to the group Sy €8z, are
communicated through an instance of ITsym; hence |Z| - L instances are invoked
by P, as a Sen. Then, while identifying the set of committed dealers CD, parties
vote 1 for P, in the instance HéZA) provided the underlying flag variable is set to
1 in all the |Zs| - L instances of ITsym invoked by P;. The rest of the steps for
identifying CD remains the same. This way, by executing only O(n) instances of
IIga, we identify the set CD.

Next, the parties exchange IC-signatures on their supposedly common shares
for each group, corresponding to all the L values shared by each dealer from CD.
However, each P; now broadcasts a single oK® (i,7) message, corresponding
to each P; € Sy, provided P; receives IC-signed common share from P; on
the behalf of all the L values, shared by P,;. This ensures that, for each Py,
every P; constructs a single consistency graph. Next, each dealer P, computes
and broadcasts the candidate core-sets and broadcast-sets, as and when they are
ready. The parties identify the CORE set by running O(| Z,|+n) instances of Ilga.
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To avoid repetition, we do not present the formal steps of the modified IImpyss
protocol. The protocol incurs a communication of O(|Z;]? - L - n? - log [F| - |o])
bits, apart from O(|Z,| + n) instances of ITga.

7.2 Protocol for Generating Secret-Shared Random Values

Protocol Irand (Fig 9) allows the parties to jointly generate linear secret-sharings
of L values with IC-signatures, where L > 1, which are random for the adversary.
For this, the parties invoke an instance of the (modified) ITupyss where each
dealer P, € P participates with a random vector of L values. Let CORE be
the set of common dealers identified during the instance of IIypyss. Then for
[ =1,...,L, the parties output the sum of [ value shared by all the dealers
in CORE. Since there will be at least one honest dealer in CORE whose shared
values will be random for the adversary, it follows that the resultant values also
remain random for the adversary.

In the rest of the paper, we will refer to the core sets Wi, ..., W,z | obtained
during I1rand as global core-sets and denote them by GWhq, .. .,QW|ZS‘. From
now onwards, all the secret-shared values will be generated with respect to these
global core-sets.

—[ Protocol ITrand(P, Zs, Za,Sz., L)}

— Secret-Sharing Random Values: Each Py, € P picks L random values ]W; =

(r(“), A T(Z’L)) and participates in an instance of ITmpyss with input R and
waits for time Tmpvss.

— Computing Output: Let (CORE,W1,..., Wz, {([r**Y,.. ., [T*(Z’L>])}PZGCORE
be the output from the instance of IImpvss. For [ = 1,..., L, the parties locally
compute [r] = Z [r* (Z’[)] from {[r*(é’l)]}peecORE. The parties then output

P,ECORE

(GWi, .., GW 2, {[rV ]} iz1,...1), where GW, =W, for ¢ = 1,...,|Z,|.

Fig. 9: Protocol for generating linearly secret-shared random values with IC-signatures
Theorem 7.2 follows easily from the above discussion.

Theorem 7.2. Protocol IIrang achieves the following where Trand = TMbvss =
Tsym + Tauth + 2Tsc + 61a and L > 1.

— Zs-correctness: If the network is synchronous, then except with prob-
ability O(n3 - eicp), at the time Trand, there ewist values r )
which are linearly secret-shared with IC-signatures, where the core-sets are
GWi,....,GWz,.

— Z,-correctness: If the network is asynchronous, then except with probability
O(n3-ecp), there exist values r () which are almost-surely linearly
secret-shared with IC-signatures, where the core-sets are GWi,...,GW)z,|.

— Privacy: Irrespective of the network type, the view of the adversary remains
independent of ¥V, ... r(F),

— Communication Complexity: The protocol incurs a communication of
O(|Zs|2-L-n® -log|F| - |o]) bits, apart from O(|Zs| + n) instances of Ilga.
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8 Network Agnostic Protocol for Generating Random
Multiplication Triples

In this section, we present our network-agnostic triple-generation protocol, which
generates random and private multiplication-triples which are linearly secret-
shared with IC-signatures. The protocol is based on several sub-protocols which
we present next. Throughout this section, we will assume the existence of global
core-sets GW1,...,GW),z |, where Z; satisfies the Q<1>(gwq, Z,) condition for
g = 1,...,|Z4|. Looking ahead, these core-sets will be generated by first run-
ning the protocol Ilrang, using an appropriate value of L, which will be de-
termined across all the sub-protocols which we will be discussing next. All
the secret-shared values in the various sub-protocols in the sequel will have
GW1,...,GW,z,| as underlying core-sets.

8.1 Verifiably Generating Linear Secret Sharing of a Value with
IC-signatures

In protocol sy (Fig 10), there exists a designated dealer D € P with private
input s. In addition, there is a random value r € [, which is linearly secret-shared
with IC-signatures, such that the underlying core-sets are GW1i,...,GW)z,| (the
value r will not be known to D at the beginning of the protocol). The protocol
allows the parties to let D verifiably generate a linear secret-sharing of s with
IC-signatures, such that the underlying core-sets are GW1i,...,GW,z,|, where
s remains private for an honest D. The verifiability guarantees that even if D
is corrupt, if any (honest) party computes an output, then there exists some
value, say s*, which is linearly secret-shared with IC-signatures, such that the
underlying core-sets are GW1,...,GW)z,|.

The protocol idea is very simple and standard. We first let D reconstruct the
value r, which is then used as a one-time pad (OTP) by D to make public an
OTP-encryption of s. Then, using the linearity property of secret-sharing, the
parties locally remove the OTP from the OTP-encryption.

—[ Protocol HLSh(D,S,ZS,Za,SZS, [7‘], gWhy,.. .,QW‘ZH)}

— Reconstructing the OTP Towards the Dealer: The parties in P invoke an
instance Irec([r],{D}) of IIrec to let D reconstruct r and wait for time 7Tgec.

— Making the OTP-encryption Public: D, upon computing the output r from
the instance of I1gec, broadcasts s = s + 7.

— Computing the Output: The parties in P wait till the local time becomes
TRec+T&c. Then upon receiving s from the broadcast of D, the parties in P locally
compute [s —r] from [s] and [r]. Here [s] denotes the default linear secret-sharing
of s with IC-signatures and core-sets GW1,...,GW),z, |, where [s]; = s and [s]z =

= [s]|z,| = 0, and where the parties set ICSlg(PJ,PZ,Pk, [slg) p;,Picowy,PreP
to the default value. The parties then output (GW4y,...,GW) =, [s —r]).

Fig. 10: VSS for verifiably generating a linear secret-sharing of a value with IC-
signatures with respect to given global core-sets
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The properties of the protocol I1 g, stated in Lemma 8.1 are proved in Ap-
pendix F.

Lemma 8.1. Let r be a random value which is linearly secret-shared with IC-
signatures with GW1,...,GW,z_| being the underlying core-sets. Then protocol
Il sy achieves the following where D participates with the input s.

— If D s honest, then the following hold, where Tisp = Trec + TBc-

- Zs,-Correctness: If the network is synchronous, then except with prob-
ability O(n3 - eicp), the honest parties output [s] at the time Tisn, with
GWi,...,GW,z,| being the underlying core-sets.

— Z,-Correctness: If the network is asynchronous, then except with prob-
ability O(n® - ecp), the honest parties eventually output [s], with
GW1,...,GW)z,| being the underlying core-sets.

- Privacy: Irrespective of the network type, the view of the adversary re-
mains independent of s.

— If D is corrupt then either no honest party computes any output or there
exists some value, say s*, such that the following hold.

- Zs~-Commitment: If the network is synchronous, then except with prob-
ability O(n3 - eicp), the honest parties output [s*], with GW1, .. ., gWwz,
being the underlying core-sets. Moreover, if any honest party computes
its output at the time T, then all honest parties will have their respective
output by the time T + A.

- Z,-Commitment: If the network is asynchronous, then except with
probability O(n? - eicp), the honest parties eventually output [s*], with
GW1,...,GW,z,| being the underlying core-sets.

— Communication Complexity: O(|Z|-n?-log [F|+n*-log|F|-|o|) bits are
communicated by the honest parties.

We end this section with some notations which we use while invoking the protocol
Il s, in the rest of the paper.

Notation 8.1 (Notations for Using Protocol II\s,) Let P, € P. In the
rest of the paper we will say that “P; invokes an instance of Il sy
with input s” to mean that P; acts as D and invokes an instance
IIisp(D, s, 25, 24,8z, [r], GW1,...,GW)z,|) of Ilsn. Here, r will be the cor-
responding random “pad” for this instance of Il sn, which will already be lin-
early secret-shared with 1C-signatures, with GW1,...,GW,z_| being the underly-
ing core-sets. If there are multiple instances of Il sy invoked by D, then corre-
sponding to each instance, there will be a random secret-shared pad available to
the parties beforehand. The parties will be knowing which secret-shared pad is as-
sociated with which instance of Il sn. This will be ensured by upper-bounding the
mazimum number of Il sy instances Lmax tnvoked across all our protocols. The
parties then generate Lmax number of linearly secret-shared random values with
IC-signatures, with GW1,...,GW,z,| being the underlying core-sets, by running
the protocol Ilrang beforehand with L = Lpax.
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8.2 Non-Robust Multiplication Protocol

Protocol ITgasicmuir (Fig 11) takes input a and b, which are linearly secret-shared
with IC-signatures, with GWs,...,GW),z | being the underlying core-sets and a
publicly known subset GD C P, consisting of only corrupt parties. The parties
output a linear secret-sharing of ¢ with IC-signatures, with GWi,...,GWz
being the underlying core-sets. If all the parties in P\ GD behave honestly, then
c=a-b,else c=a-b+ J, where § # 0. Moreover, the adversary does not learn
anything additional about a and b in the protocol. The protocol also takes input
an iteration number iter and all the sets computed in the protocol are tagged
with iter. Looking ahead, our robust triple-generation protocol will be executed
iteratively, with each iteration invoking instances of ITgasicmult-

A detailed overview of the protocol IIgasicmuir has been already presented in
Section 1.2.6. The idea is to let each summand [a], - [b], be linearly secret-shared
by exactly one summand-sharing party. A secret-sharing of a-b then follows from
the secret-sharing of each summand [a], - [b]; owing to the linearity property of
the secret-sharing. To deal with the network agnostic condition, the summand-
sharing parties are selected in two phases: first, we select them dynamically,
without pre-assigning any summand to any designated party. Once there exists a
subset of parties from Sz, who have served the role of summand-sharing parties,
we go to the second phase, where each remaining summand is designated to
the left-over parties through some publicly known assignment. Strict timeouts
are maintained to ensure that we don’t stuck forever during the second phase.
Finally, if there are still any remaining summands which are not yet secret-
shared, they are publicly reconstructed and the default sharing is taken on their
behalf. Throughout, the parties in GD are not let to secret-share any summand,
since they are already known to be corrupt and at the same time, it is ensured
that the shares of the honest parties are never publicly reconstructed.

—[ PI‘OtOCOl HBasicMuIt(ZS, Za, SZ;, [a]7 [b], ng, DRI gW|Zs| ) gD, iter)}

— Initialization: The parties in P do the following.
e Initialize the summand-index-set of indices of all summands:

SISiter = {(P7 q)}p,qzl,...,\st |-

Initialize the summand-indez-set corresponding to each P; € P\ GD:

Slsi(t]e)r = {(», Q)}Pjespmsq-
e Initialize the summand-indez-set corresponding to each Sy € Sz,:

s .
Slsi(terq) = UPjESqSBi(tJe)r'
e Initialize the set of summands-sharing parties:

Selectediter = 0.

e Initialize the hop number:

hop = 1.
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Phase I: Sharing Summands Through Dynamic Assignment

— While there exists no Sq € Sz,, where SIstSe) = (), the parties do the following:

iter

e Sharing Sum of Eligible Summands: Every P; ¢ (Selectedite:UGD) invokes
(%)

iter?

o= lalpbl,

(p,q)esis?)

iter

. hl,hop, i Sy
an instance I'[Egh‘ op,%) of Il sy with input ¢ where

Corresponding to every P; ¢ (Selectediter UGD), the parties in P participate
in the instance Hlfg:"hop’ﬂ, if invoked by P;.
e Selecting Summand-Sharing Party for the Hop Through ACS: The
parties in P wait for time 7is, and then do the following.
— For j =1,...,n, participate in an instance Hé’;hl‘h')p‘j) of ITga correspond-
ing to P; € P with input 1 if all the following hold:

— P; ¢ (Selectediter U GD);

— An output [cft]ez] is computed during the instance HEE:I’hOP’j).
— Upon computing an output 1 during the instance Hé’;hl’h')p’]) corresponding

to some P; € P, participate with input O in the instances Hé’;hl‘h')p‘k)

corresponding to parties Py ¢ (Selectediter UGD), for which no input has
been provided yet.

— Upon computing outputs during the instances Héihl’hw’i) corresponding to
each P; ¢ (Selectedier UGD), let P; be the least-indexed party, such that
the output 1 is computed during the instance Hé‘l)\hl’hop’ﬂ. Then update
the following.

— Selectediter = Selectediter U {P; }.

SISiter = SlSier \ SISY).

~ VP, € P\ {GD U Selectedire, }: SIS = SISP) 1\ 5159

~ For each S, € Sz, SIS%? = 51550\ 515

— Set hop = hop + 1.

Phase II: Sharing Remaining Summands Through Static Assignment
e Re-assigning the Summand-Index-Set of Each Party: Corresponding to
each P; € P\ Selecteditr, the parties in P set SISY) a5

iter

SIS = SISier N {(p, @)} Pj=min(5,NS,)

where min(S, N Sq) denotes the minimum indexed party in (S, N S).
e Sharing Sum of Assigned Summands: Every party P; ¢ (Selectediter U GD)
(4)

iter?

o= > lalble-

(p,q)esist)

iter

. . hil, i Sy
invokes an instance Hlfgh ) of Ili sy with input ¢ where

Corresponding to every P; € P\ (Selectedier U GD), the parties in P participate
in the instance Hég:”‘j), if invoked by P;.

e Agreeing on the Summand-Sharing parties of the Second Phase: The
parties in P wait for Tisy time after the beginning of the second phase. Then for
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each P; € P, participate in an instance Hé‘;h”’j) of IIga with input 1, if all the

following hold, otherwise participate with input 0.

— P; ¢ (Selectediter U GD);

— An output [cft]e)r] is computed during the instance Hég:”‘j).

e Updating the Sets for the Second Phase: Corresponding to each P; ¢
(Selectediter UGD), such that 1 is computed as the output during Hé?\h“’j), update
~ SISiter = SlSiter \ SISY;

— Selectediter = Selectediter U {P; }.

Phase III: Reconstructing the Remaining Summands

e Reconstructing the Remaining Summands and Taking the Default
Sharing: The parties in P do the following.
— Corresponding to each [a], such that (p,*) € SISier, participate in the instance
HRecshare([a], Sp, P) of Irecshare to publicly reconstruct [a],
— Corresponding to each [b], such that (x,q) € SISier, participate in the instance
IRecshare ([b], Sq, P) of IRecshare to publicly reconstruct [b]q.
— Corresponding to every P; € P \ Selectediter, take the default linear
()

secret-sharing of the public input ¢,

GWi,...,GW,z,|, where”

with IC-signatures and core-sets

= > [al[bl-

(p,q)esisy)

iter

e Output Computation: The parties output (GW1,...,GW z |, [ci(tleZ], ey [cft:r)],
def (1)

[citer]), Where citer = ) 4+ ... 4.

* The default linear secret-sharing of ci(ti:

the protocol ITrang for s (see Fig 9).

is computed in a similar way as done in

Fig. 11: Network-agnostic non-robust multiplication protocol

The properties of the protocol IIgasicmuir are claimed in the following lemmas,
which are proved in Appendix F.

Lemma 8.2. During any instance Ilgasimui(Zs, Za,Sz,,[al, [b],GWh1, ...,
GW)z,|,GD,iter) of Ilgasiemutr, if Pj € Selectediter then P; ¢ GD, irrespective of
the network type.

Lemma 8.3. Suppose that no honest party is present in GD. If the honest par-
ties start participating during hop number hop of Phase I of Igasicmuir with
iteration number iter, then except with probability O(n® - ecp), the hop takes
Tish + 21Ba time to complete in a synchronous network, or almost-surely com-
pletes eventually in an asynchronous network.

Lemma 8.4. If no honest party is present in GD, then in protocol IIgasicMult,
except with probability O(n>-ecp), all honest parties compute some output by the
time Tgasicmuit = (2n+ 1) - Tea + (n+ 1) - Tish + Trec in a synchronous network,
or almost-surely, eventually in an asynchronous network.
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Lemma 8.5. If no honest party is present in GD, then the view of the adver-
sary remains independent of a and b throughout the protocol, irrespective of the
network type.

Lemma 8.6. If no honest party is present in GD and if all parties in P\ GD
behave honestly, then in protocol Ilgasicmult, the honest parties output a linear
secret-sharing of a - b with 1C-signatures, with GW1,...,GW),z,| being the un-
derlying core-sets, irrespective of the network type.

Lemma 8.7. Protocol Ilgasiemut incurs a communication of O(| 24| -n®-log [F|+
n® -log |F| - |o|) bits and makes O(n?) calls to Ilga.

As a corollary of Lemma 8.7, we can derive the following corollary, which
determines the mazimum number of instances of Il s, which are invoked dur-
ing an instance of ITgasicmule- Looking ahead, this will be useful to later calcu-
late the maximum number of instances of I}, which need to be invoked as
part of our final multiplication protocol. This will be further useful to deter-
mine the number of linearly secret-shared values with IC-signatures and core-
sets GW1, ... ,QW|ZS‘, which need to be generated through the protocol ITrang
beforehand.

Corollary 8.1. During any instance of Hpasicmule, there can be at most n®> +n
instances of Il sn invoked.

Protocol Ilgasicmuie for L Pairs of Inputs. Protocol Ilgasicmuir can be eas-
ily generalized, if there are L pairs of inputs {(a*,b")}s=1.. 1, all of which are
linearly secret-shared with IC-signatures, with GWi,...,GW),z | being the un-
derlying core-sets. However, with a slight modification during Phase I and Phase
II, we can ensure that the number of instances of ITga remain only O(n?), which
is independent of L. Consider Phase I. During hop number hop, every party
P; ¢ (Selectediter UGD) invokes L instances of I sy, to linearly secret-share L can-
didate summand-sums. Now while selecting the summand-sharing party through
ACS for this hop, the parties vote for a candidate P; ¢ (Selectediwer U GD), pro-
vided an output is computed in all the L instances of Il sy invoked by P;.
Consequently, the number of instances of ITga during Phase I will be O(n?).
Similarly during Phase II, each party outside (Selectediter U GD) invokes L in-
stances of Il s, to linearly secret-share L candidate re-assigned summand-sums.
And then the parties vote for a candidate P; as a summand-sharing party, if an
output is computed in all the L instances of II s, invoked by P;. Finally, during
Phase III, the default linear secret-sharing with IC-signatures is taken for the
sum of all the summands, which are not yet secret-shared by any party, by mak-
ing public all these summands. The resultant protocol incurs a communication
of O(|Z4|> - n* - L -log|F| + |Z] - n® - L -log|F| + n% - L - log|F| - |o]) bits and
makes O(n?) calls to ITga. We also note that there will be at most n?-L+mn- L
instances of I} g, invoked in the generalized protocol. To avoid repetition, we do
not present the steps of the generalized protocol here.
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8.3 Network Agnostic Random Triple Generation with Cheater
Identification

The network-agnostic protocol ITranamurct (Fig 12) takes an iteration number
iter and a publicly known subset of parties GD, who are guaranteed to be cor-
rupt. If all the parties in P \ GD behave honestly, then the protocol outputs
a random linearly secret-shared multiplication-triple with IC-signatures, with
GWi,...,GW,z, being the underlying core sets. Otherwise, with a high proba-
bility, the honest parties identify a new corrupt party, which is added to GD.

Protocol ITrandmuitcl is based on [40] and consists of two stages: during the first
stage, the parties jointly generate a pair of random values, which are linearly
secret-shared with IC-signatures, with GW1i,...,GW,z | being the underlying
core sets. During the second stage, the parties run an instance of ITgasicmult
to compute the product of the pair of secret-shared random values from the
first stage. To check whether any cheating has occurred during the instance of
Igasicmult, the parties then run a probabilistic test, namely the “sacrificing trick”
[27], for which the parties need additional secret-shared random values, which
are generated during the first stage itself.

_[ Protocol ITrandmultci (7), Zs, Za,Sz,,GW1, ..., gW|Zs B gnp, iter)}

— Generating Linear Secret Sharing of Random Values with IC-
signatures: Each P; € P does the following.
— Invoke instances of Il sp with randomly chosen inputs al(te)r, bl(t?r, b:t(er), |(tze>r cF.

Corresponding to every P; € P, participate in the instances of Il sy invoked
by P; (if any) and wait for time 7{sh. Initialize a set C; = 0 after local time
Tish and include P; in C;, if any output is computed in all the instances of
I sh invoked by P;.

— Corresponding to every P; € P, participate in an instance of Héi) of ITga with
input 1, if P; € C;.

Once 1 has been computed as the output from instances of IIga corresponding
to a set of parties in P\ Z for some Z € Z,, participate with input 0 in all
the IIga instances Héﬂ), such that P; & C;.

— Once a binary output is computed in all the instances of ITga corresponding

to the parties in P, compute CS, which is the set of parties P; € P, such

that 1 is computed as the output in the instance Hé{:
Once CS is computed, the parties in 7D locally compute [diter], [biter]; [biter] AN [Fiter]

from {[a{)]}p;ccs, {[bSA]} pyccs, {16 ]} p,ecs and {[r{)]}p,ccs respectively as
follows:

laier] = > 0], [l = D D], Bhed = > B, [rieed = > 2.

P;ecs Pjecs Pjecs P;ecs

— Computing Secret-Shared Products: The parties in P do the following.
— Participate in instances Hpasicmuit(Zs, Za, Sz, , (Giter], [biter], GW1, ..., GW|z,|,
gD, iter) and HBasicMult(Zs> Za, SZS, [a], [bi/ter] ng, .. QW‘ZH, QD, iter) of
Ilgasiemur to compute the outputs (GWa,...,GW)z,), [c(l)] 1, [eiter])

iter iter 17

and (GW1,...,GWz,, ¢ 1 [, [c,te,]) respectively. Let Selectediter,c

iter iter
and Selected,ter,cl be the summand-sharing parties for the two in-
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stances respectively. Moreover, for each P; € Selectediter,.c, let SISi(ti)nC
be the set of ordered pairs of indices corresponding to the sum-
mands whose sum has been shared by P; during the instance
Igasiemut(Zs, Za, Sz, , [Giter], [biter], GW1, ..., GW) 2|, GD, iter). And similarly,
for each P; € Selectedite, o, let SISi(tQ,c, be the set of ordered pairs of indices
corresponding to the summands whose sum has been shared by P; during
the instance Igasicmutt(Zs, Za, Sz,, [al, [bier], GW1, ..., GW)z,|, D, iter).
— Error Detection in the Instances of Ilgasicmuir: The parties in P do the

following.

— Upon computing outputs from the instances of Ilgasicmuit, participate in an
instance ITrec([Titer], P) of Ilrec to publicly reconstruct riter.

— Locally compute [€iter] def Titer|biter] + [biter] from [biter] and [bi,]. Participate in

an instance Irec([€iter], P) of IIrec to publicly reconstruct eiter.

— Locally compute [djter] def Eiter|Qiter] — Titer [Citer] — [Chrer] from [@iter], [Citer] and [Clrer]-
Participate in an instance 11 Rec([diter], P) of Ilgrec to publicly reconstruct diter.
— Output Computation in Case of Success: If diter = 0, then set the boolean
variable flag;,, = 0 and output (GW1,...,GW,z,}, [iter], [Diter], [Citer]).-
— Cheater Identification in Case of Failure: If diter # 0, then set the boolean
variable flag;,., = 1 and proceed as follows.
— For each S; € Sz, participate in instances IIrecshare([Giter], Sq,
P), HRecShare([biter]7 Sq,P) and HRecShare([bi/ter]a SQ7P) of ITRrecShare tO pUb-
licly reconstruct the shares {[aiter]q, [biter]q, [Diter]q } 5,5 -, - In addition, for
i = 1,...,n, participate in instances HRec(ci(ti)r,P) and HReC(c/“) P) to

iter
publicly reconstruct ¢! and /")

e Set GD = GDU{P;}, if P; € Selectediter,c U Selectedi, - and the following
holds for P;:

Titer * Ci(ti)r + Ci/t(ejr) 7£ Titer * Z [aiter]p[biter]q + Z [aiter]p[bilter]lr
(pa)esisy) waesis?

iter,c

Fig. 12: Network-agnostic protocol for generating secret-shared random
multiplication-triple with cheater identification.

The properties of the protocol IIrandmurrci are claimed in the following lem-
mas, which are proved in Appendix F.

Lemma 8.8. In protocol IlrandMmuiccl, the following hold.

— Synchronous Network: Ezcept with probability O(n> - ecp), honest parties
will have linearly secret-shared diter, Diter, lyo, and Tirer with IC-signatures, with
GW1,...,GW)z,| being the underlying core-sets, by the time Tisp + 2TgA.
Moreover, adversary’s view is independent of Giter, iter, Uy, aNd Titer-

— Asynchronous Network: Ezcept with probability O(n>-ecp), almost-surely,
honest parties will eventually have linearly secret-shared aiter, biter, lye, and
Titer with IC-signatures, with GWh,...,GW),z,| being the underlying core-
sets. Moreover, adversary’s view is independent of Giter, biter; blyo, aNd Titer-

Lemma 8.9. Consider an arbitrary iter, such that all honest parties participate
in the instance Hranamuirct(Ps Zs, Za,Sz,,GWh1, ..., GWz,,9D, iter), where no
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honest party is present in GD. Then except with probability O(n3-ecp), all honest
parties reconstruct a (common) value diter and set flagye, to a common Boolean
value, at the time Tish + 2T8A + TBasicMult + 3T Rec i1 a synchronous network, or
eventually in an asynchronous network.

Lemma 8.10. Consider an arbitrary iter, such that all honest parties participate
in the instance IRandmucl(P, Zs, Z4,Sz,,GWh, ..., GW,z,|,GD, iter), where no
honest party is present in GD. If no party in P\ GD behaves maliciously,
then dier = 0 and the honest parties output ([Giter], [biter], [Citer]) at the time
Tish + 2T8A + TBasicMult + 3TRec in a synchronous network or eventually in an
asynchronous network, where Cier = Giter * biter and where GW1, . . ., QW‘ZS‘ are
the underlying core-sets

Lemma 8.11. Consider an arbitrary iter, such that all honest parties participate
in the instance Hranamuicct(Ps Zs, Za,Sz,,GWh1, ..., GWz.,9D, iter), where no
honest party is present in GD. If diwer # 0, then except with probability O(n3-6|cp),
the honest parties update GD by adding a new maliciously-corrupt party in GD,
either at the time TrandMuitct = Tish + 2T8A + TBasicMult + 4T Rec i1 a synchronous
network or eventually in an asynchronous network.

Lemma 8.12. Consider an arbitrary iter, such that all honest parties participate
in the instance Hranamuicct(Ps Zs, Za,Sz,,GWh1, .. ., GWz,,9D, iter), where no
honest party is present in GD. If diwee = 0, then the honest parties output linearly
secret-shared (@iter, biter, Citer) with IC-signatures with GW1,...,GW,z | being the
underlying core-sets, at the time Tish+2TsA + TBasicMult + 3T Rec 1 @ sSynchronous
network or eventually in an asynchronous network where, except with probability
\T«l"\ the condition Cier = Giter * biter holds. Moreover, the view of Adv will be
anependent Of( Aiter, |teraciter)-

Lemma 8.13. Protocol Ilranamuitct incurs a communication of O(|Zs| - n®
log |F| + n® - log [F| - |o|) bits and makes O(n?) calls to Ilga.

Protocol IIrinamuirct for L Triples. Protocol ITrandmultct can be easily general-
ized to generate L triples with cheater identification, such that the number of in-
stances of Ilga is independent of L. To begin with, every party P; now picks 3L+1
random values (r!’ |ter’ {a Ié:), blé:), b/lé:)}g 1.....) and invokes 3L + 1 instances of
Il sy to generate linear secret-sharing of these values with IC-signatures, with
GWi,...,GW,z,| being the underlying core-sets. Next, to determine CS, the
parties invoke only n instances of ITga, where the j*" instance is used to decide
whether P; should be included in CS, the criteria being whether some output is
computed in all the 3L + 1 instances of ]| sy invoked by P;. Once CS is decided,

the parties locally compute {[afg -1, .o, {Bal}emr,..L (Vo) bema,..c and
e from {101} pyces otz {1 ]}PJECSZ . {[b’,(t;,’ D} pecs.i-t,...L
and {[r iter]} p,ecs respectively. The parties then 1nv0ke two instances of (gen-

eralized) Igasicmuie protocol with L pairs of secret-shared inputs to compute
{le .ter]}l 1., and {[C/-(é)]}zzlﬁ__”[/ respectively. Note that this requires only

iter
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O(n?) instances of ITga, apart from n? - L +n - L instances of I s,. The rest
of the protocol steps are then generalized to deal with L inputs. The resultant
protocol incurs a communication of O(|Zs| - n® - L -log|F| +n® - L -log [F| - |o])
bits and makes O(n?) calls to IIga. We also note that there will be at most
n?. L +4n- L+ n instances of Il s, invoked overall in the generalized protocol.
To avoid repetition, we do not present the steps of the generalized protocol here.

8.4 The Multiplication-Triple Generation Protocol

Protocol Iltipcen for generating a single secret-shared multiplication-triple is
presented in Fig 13. The idea of the protocol is very simple and based on [40]. The
parties iteratively run instances of ITrandmuitct, till they hit upon an instance when
no cheating is detected. Corresponding to each “failed” instance of ITrandmultcl,
the parties keep updating the set GD. Since after each failed instance the set GD
is updated with one new corrupt party, there will be at most (¢ + 1) iterations,
where t is the cardinality of the largest-sized subset in Zj.

_[ Protocol ITripcen(P, Zs, Za,Sz,,GWr, ..., GW,z., )}

— Initialization: The parties in P initialize GD = () and iter = 1.

— Triple Generation with Cheater Identification: The parties in P par-
ticipate in an instance ITrandamutci(P, Zs, Za,Sz,,GW1,...,GW|z,|,GD, iter) of
HRrandmuitc and wait for its completion. Upon computing output from the in-
stance, the parties proceed as follows.

e Positive Output: If the Boolean variable flag;,,, is set to 0 during the instance
of IRandamutect, then output (GW1,...,GW,z ), [aiter], [biter], [Citer]), computed
during the instance of ITrandMuitci-

e Negative Output: Else set iter = iter + 1 and go to the step labelled Triple
Generation with Cheater Identification.

Fig. 13: Network-agnostic protocol to generate a linear secret sharing with IC-signature
of a single random multiplication-triple.

The properties of the protocol Iltipcen are claimed in the following lemmas,
which are proved in Appendix F.

Lemma 8.14. Let t be the size of the largest set in Z5. Then except with prob-
ability O(n3 - €eicp), the honest parties compute an output during ITtiipGen, by
the time Tripgen = (t + 1) - TRandMmuiect i @ synchronous network, or almost-
surely, eventually in an asynchronous network, where TrandMultct = Tish +2Tsa+
TBasicMuIt + 4TRec-

Lemma 8.15. If the honest parties output (GW1, ..., GW)z |, [Giter], [biter]; [Citer])
during the protocol IltvipGen, then Giter, biter and citer are linearly secret-shared with
IC-signatures, with GWh,...,GW,z | being the underlying core-sets. Moreover,
Citer = Qiterbiter holds, except with probability ITll' Furthermore, the view of the
adversary remains independent of Giter, biter and Citer -

Lemma 8.16. Protocol IItripgen incurs a communication of O(|Zs|-n8-log |F|+
n” -log|F| - |o|) bits and makes O(n®) calls to Ilga.

52



Protocol IItipgen for Generating L Multiplication-Triples. To generate L
multiplication-triples, the parties now need to invoke an instance of the general-
ized (modified) ITrandmuitci protocol in each iteration, which generates L triples
with cheater identification. The rest of the protocol steps remain the same. To
avoid repetition, we do not present the formal details here. The protocol incurs
a communication of O(|Zs| - n% - L -log |[F| + n" - L -log |F| - |o|) bits and makes
O(n3) calls to Iga.

On the Maximum Number of Calls of IIisy in Iltipcen- As discussed in
the previous section, each instance of IIrandmuirc) for L triples requires at most
n?. L+ 4n - L + n instances of Il s,. Now as there can be up to t + 1 ~ n
such instances of IIrandmuitci in the protocol Ilyipgen, it follows that at most
n3 - L +4n? - L + n? instances of Il s, are invoked in the protocol IvipGen for
generating L multiplication-triples.

9 Network Agnostic Circuit-EvaluationProtocol

The network-agnostic circuit-evaluation protocol Ilkgval is presented in Fig 14.
The idea behind the protocol is to perform shared circuit-evaluation, where each
value remains linearly secret-shared with IC-signatures and common core-sets
Once the function-output is secret-shared, it is publicly reconstructed. To achieve
this goal, the parties first secret-share their respective inputs for the function f
through instances of I1| si. The parties then agree on a common subset of parties
CS, where P\ CS € Z, such that the inputs of the parties in CS are linearly
secret-shared with IC-signatures. If the network is synchronous then it will be
ensured that all honest parties are present in CS and hence the inputs of all
honest parties are considered for the circuit-evaluation. The linearity of secret-
sharing ensures that the linear gates in ckt are evaluated non-interactively, while
Beaver’s trick is deployed for evaluating multiplication gates in ckt. For the latter,
the parties need to have cp; number of random multiplication-triples apriori,
which are linearly secret-shared with IC-signatures. This is achieved by apriori
calling the protocol Iltyipgen With L = cps, which in turn will require at most
n3-cpr+4n2-cpr+n? number of instances of IT| . As the total number of instances
of Il sh across IITipgen and the input-phase is at most nd-ep+4n? ey +n’+n,
the parties first invoke an instance of IlIrang by setting L = n? - cpr + 4n? -
ey +n? 4+ n, to generate these many linearly secret-shared random values with
IC-signatures, with GW1,...,GW,z | being the underlying core-sets. This will
ensure that all the values during the circuit-evaluation are linearly secret-shared
with IC-signatures, with GW1,...,GW),z_| being the underlying core-sets.

Notice that if the network is asynchronous then different parties may be in the
different phases of the protocol. And consequently, a party upon reconstructing
the function output cannot afford to immediately terminate, as its presence may
be required in the other parts of the protocol. Hence there is also a termination
phase, which is executed concurrently, where the parties check if it is “safe” to
terminate the protocol.
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—[ Protocol 1eeval (P, Zs, Za,Sz,, ckt, cm )}

Pre-Processing Phase

— Generating Linearly Secret-Shared Random Values with IC-
signatures: The parties invoke an instance ITrand(P, Zs, Za,Sz,, L) where L =
n®-ear+4n®-car+n®+n and compute output (GWh, ...,GW,z,|, {rY=1,..1)

— Generating Linearly Secret-Shared Random Multiplication-Triples
with IC-signatures: Upon computing an output in the instance of I1rand, the
parties invoke an instance IItipgen(P, Zs, Za,Sz,,GWi,...,GW)z,|) with L =
e and compute output (GWh, ..., GW,z |, {[a®], [b9], [¢"]}¢=1.....c\, ). During
the instance of IITipcen, the secret-shared values {[r"]},_; nBcpg+An2 ey +n2
are used as the corresponding pads in the underlying instances of I/ sh, invoked
as part of IItipGen-

Input Phase

Upon computing an output during the instance of IItipgen, €ach P; € P does the
following.

— On having the input ¥, invoke an instance of IT sy with input z(?.%

— Corresponding to every P; € P, participate in the instance of Il sy invoked by
P; and wait for local time Tis, after starting the input phase. Then initialize a
set C; = 0 and include P; in C;, if any output is computed in the instance of
HLSh invoked by Pj.

— Corresponding to every P; € P, participate in an instance of Héﬁ) of Ilga with
input 1, if P; € C;.

— Once 1 has been computed as the output from instances of Ilga corresponding
to a set of parties in P\ Z for some Z € Z,, participate with input 0 in all the
IIga instances Héﬂ), such that P; & C;.

— Once a binary output is computed in all the instances of IIga corresponding to
the parties in P, compute CS, which is the set of parties P; € P, such that 1 is
computed as the output in the instance HéjA) .

Once CS is computed, corresponding to every P; ¢ CS, the parties set 2z =0 and
take the default linear secret-sharing of 0 with IC-signatures, with GW1,...,GW),z,
being the underlying core-sets.

Circuit-Evaluation Phase

— Evaluate each gate g in the circuit according to the topological ordering as follows,
depending upon the type.
— Addition Gate: If g is an addition gate with inputs x,y and output z, then
the parties in P locally compute [z] = [z + y] from [z] and [y].
— Multiplication Gate: If g is the /" multiplication gate with inputs ,y and
output z, where £ € {1,..., M}, then the parties in P do the following:
— Locally compute [d¥] = [z —a'?] from [z] and [a'P] and [eP] = [y —b¥)
from [y] and [b)].
— Participate in instances HREC([d(Z)],P) and HRec([e“)], P) of Ilrec to pub-
licly reconstruct d® and e, where d'*) © r—a® and e & y—b".
~ Upon reconstructing d'“ and e take the default linear secret-sharing of
d®.e® with IC-signatures, with GWy, . . ., GW,z,| being the underlying
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core-sets. Then locally compute [z] = [d\©-e©]4+dO - [pD]+e® . [aD]+
[¢D] from [d® - e®)],[a®], [pP] and [¢“)].
— Output Gate: If g is the output gate with output y, then participate in an
instance ITrec([y], P) of IIrec to publicly reconstruct y.

Termination Phase

Every P; € P concurrently executes the following steps during the protocol:

— Upon computing the circuit-output y, send the message (ready, P;,y) to every
party in P.

— Upon receiving the message (ready, Pj,y) from a set of parties A such that Z
satisfies Q™ (A, Z;) condition, send (ready, P;,y) to every party in P, provided
no (ready, P;, x) message has been sent yet.

— Upon receiving the message (ready, P;,y) from a set of parties W such that
P\ W € Z,, output y and terminate.

3. 2. 2., .
® The secret-shared random value r(% cM+4n"-ear+n"+j)

instance of I sy invoked by P; in this phase.

serves as the pad for the

Fig. 14: Network agnostic secure circuit-evaluation protocol.

The properties of the protocol Ilkeval stated in Theorem 9.1, are proved in
Appendix G.

Theorem 9.1. Let Z, and Z, be monotone adversary structures where Z, C
Z,, the set Z, satisfy the condition Q) (P, 2,), the set Z, satisfy the condition
QUN(P, 2,) and 2, Z, together satisfy the Q2 (P, Z,, Z,) condition. Let F
be a finite field such that |F| > n® - 25 where ssec is the statistical security
parameter. Moreover, let y = f(x(l), e ,:v(")) be a publicly known function over
F represented by an arithmetic circuit ckt over F, where each P; € P has the
input ). Furthermore, let cpr and Dy be the number of multiplication gates and
the multiplicative depth of ckt respectively. Then given an unconditionally-secure
PKI, protocol Il.eval achieves the following, where every honest P; participates
with the input ) and where t denotes the cardinality of the mazimum sized
subset in Zs.

— Synchronous Network: Ezcept with probability 27°¢¢, all honest parties
output y = f(xM, ..., 2) at the time [(3n + 5)t> + (74n + 140)t + 69n +
Dy + 438] - A, where 9 = 0, for every P; ¢ CS and where every honest
party is present in CS, such that P\ CS € Z;.

— Asynchronous Network: Ezcept with probability 275, almost-surely, all
honest parties eventually output y = f(:zc(l), . ,x(")) where 9 = 0, for
every P; & CoreSet and where P\ CS € Z;.

The protocol incurs a communication of O(|Z|? - n*? - log |F|) bits and makes
O(n?) calls to Ign. Moreover, irrespective of the network type, the view of the
adversary remains independent of the inputs of the honest parties in CS.
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10 Impossibility Result

Here we show the necessity of the Q1) (P, Z,, Z,) condition for network agnos-
tic MPC. In fact we show that the condition is even necessary for network ag-
nostic BA. For this, we generalize the impossibility proof of [15] which shows the
impossibility of network agnostic BA against threshold adversaries if 2ts+t, > n.

Theorem 10.1. Let Z, and 2, satisfy the Q@) (P, Z,) and QB (P, Z,) con-
ditions respectively, where Z, C Z,.'® Moreover, let the parties have access to
the setup of an unconditional PKI. Furthermore, let II be an n-party protocol,
which is a Zs-secure SBA protocol in the synchronous network and which is a

Z,-secure ABA protocol in the asynchronous network (as per Definition 3.1).
Then IT exists only if Z, and 2, satisfy the QZV(P, Z,, Z,) condition.

Proof. The proof is by contradiction. Let IT exist, even if Z; and Z, do not
satisfy the Q(Q’l)(P,ZS,Za) condition. Then, there exist sets, say Zy, Z1 € Z;
and Z, € Z, such that Zy U Z; U Z3 O P holds. For simplicity and without loss
of generality, assume that Zy, Z; and Z> are disjoint. Now consider the following
executions of II. In all these executions, parties in Z; participate with input 0,
and parties in Z; participate with input 1.

— Execution Fj: In this execution, the network is synchronous. All the parties
in Zy are corrupted by the adversary and simply abort, and all parties in Z5
participate with input 1. Since all the honest parties (namely the parties in
Z1UZs) have input 1, from the Z,-validity of IT in the synchronous network,
the parties in Z; U Z5 should output 1 after some fixed time, say T;.

— Execution Fs: In this execution, the network is synchronous. All the parties
in Z; are corrupted by the adversary and simply abort, and all parties in Z5
participate with input 0. Since all the honest parties (namely the parties in
ZyUZs) have input 0, from the Z,-validity of IT in the synchronous network,
the parties in Zy U Z5 should output 0 after some fixed time, say T5.

— Execution FEj3: In this execution, the network is asynchronous, the adversary
corrupts all the parties in Zs and behave as follows: the communication
between the parties in Zy and Z; is delayed by at least time max(T1,Ts).
The adversary communicates with parties in Zy and Z1, such that the views
of the parties in Zy and Z; are identical to F; and Fs respectively. For this,
the adversary runs II with input 0 when interacting with the parties in Zj
and runs I with input 1 when interacting with the parties in Z;. Hence, the
parties in Zy output 0, while the parties in Z; output 1, which violates the
Z,-consistency of Il in the asynchronous network. This is a contradiction
and hence, I does not exist.

16 The necessity of the Q® (P, Z,) and Q® (P, Z,) conditions follow from the existing
results on the impossibility of unconditionally-secure SBA and ABA respectively,
without these conditions. The condition Z, C Z; is also necessary since any potential
corrupt subset which is tolerable in an asynchronous network should also be tolerable
if the network is synchronous.
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A Properties of the Network Agnostic BA Protocol

In this section, we prove the properties of the network agnostic BA protocol
(see Fig 1 for the protocol). We first formally present the sub-protocol IIpyw and
prove its properties.

A.1 Protocol IIpy: Synchronous BA with Asynchronous
Guaranteed Liveness

Protocol Ilpy is presented in Fig 15, where for simplicity we assume that the
input of each party is a bit. The protocol is very simple. Each party P; uses
a Dolev-Strong (DS) style protocol [30] to broadcast its input b;. The protocol
runs for ¢ + 1 “rounds”, where ¢ is the size of the largest set in Z,. Each party
P; accumulates values on the behalf of every party P; in a set ACC;;. A bit
b is added to ACC;; during round r only if P; receives signatures on b from r
distinct parties including P;. Party P; computes the final output by taking the
“majority” among the accumulated values. This is done by computing a final
set FIN; of values based on each ACC;; set. Since the DS protocol is designed
for the synchronous network, for convenience, we present the protocol IIpy in a
round-based fashion, where the parties set the duration of each round to A and
will know the beginning and end of each round.

—[ Protocol ITpw(P, Zs, Z, )}

— Initialization: Initialize the following sets.
— For j =1,...,n: the set of values accumulated on the behalf of P;, ACC;; = 0.
— t: size of the largest set in Z;.
— The final set of values to be considered while computing the output FIN; = .
— Round 0: On having input bit b;, sign b; to obtain the signature o;;. Set SET; =
{oii} and send (b;,4,SET;) to every party P; € P.
— Round r» = 0 to ¢+ 1: On receiving (b, §,SET;) in round r, check if all the
following hold.
— SET; contains valid signatures on b from r distinct parties, including Pj;
— b ¢ ACC;;.
If all the above hold, then do the following.
— Add b to ACC;;.
— If r # (t+ 1), then compute a signature o;; on b and send (b, j,SET; U {04;})
to every party Pr € P.
Output Computation: At time (¢t + 1) - A, do the following.
— If ACC;; contains exactly one value b, then add (7, ) to FIN;. Else, add (j, L)
to FIN;.
— 1If there exists a set Z € Z, and a value b # L such that, for every P; € P\ Z,
(4, b) belongs to FIN;, then output b. Else, output L.

Fig. 15: Synchronous BA with asynchronous guaranteed liveness. The above code is
executed by every party P; with input b;.

We next prove the properties of the protocol ITpyw, which are a straightfor-
ward generalization of the properties of the DS protocol.
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Lemma A.1. Protocol Ilpyw achieves Z4-Consistency in a synchronous net-
work.

Proof. We claim that each honest party P; computes the same set ACC;; cor-
responding to every party Pj, by time (¢t + 1) - A. Assuming the claim is true,
the proof then follows from the fact that FIN; is computed deterministically at
the time (¢ + 1) - A, based on the sets ACC;;. To prove the claim, consider an
arbitrary honest party P; and an arbitrary P;. If P; includes b to ACC;;, then we
show that by the time (¢ + 1) - A, the value b will be present in the set ACCy; of
every honest party Pg. For this, we consider the following two cases.

— Case 1 - P, added b to ACC;; during round r where r < ¢: In this
case, P; must have received (b, 5,SET;) in round r, where SET; contained
valid signatures on b from r — 1 distinct parties apart from P;. Party P; then
computes o;;, adds this to SET ;, and sends (b, j, SET;) to every party. When
P, receives this during round r + 1, it will find that SET; contains r valid
signatures on b apart from party P;’s, including o;;. Hence, P will add b to
ACCy;. Since 7 + 1 < t + 1, this happens by time (¢t + 1) - A.

— Case 2 - P; added b to ACC;; during round r =t + 1: In this case F;
must have received (b, 7,SET;) in round ¢ + 1, where SET; contained valid
signatures on b from ¢ distinct parties apart from P;. This means that, in
total, P; has received valid signatures on b from ¢+ 1 distinct parties. Among
these, at least one party, say Pj, must be honest, as there can be at most
t corrupt parties. This means that P, must have added b to ACCy; during
some round 7/, where 7’ < t. Thus, as argued in the previous case, each party
Py, also adds b to ACCy; by round ¢ + 1 and hence time (¢ + 1) - A.

Lemma A.2. Protocol Ilpw achieves Z,-Validity in a synchronous network.

Proof. Suppose that all honest parties have the same input b. Corresponding
to each honest party P;, every honest P; sets ACC,;; = {b}. This is because P,
would receive a valid signature on b from P; during round 0, and adds b to ACC;;.
Further, P; will not add any b # b to ACC;; during any of the rounds, since
the adversary cannot forge a signature on b’ on the behalf of P;. Thus, for each
honest P;, party P; adds (j,b) to FIN;. Let Z* € Z, be the set of corrupt parties
and let H = P\ Z* be the set of honest parties. Hence corresponding to every
P; € H, then value (4,b) is added to FIN; of every P; € H by time (¢t + 1) - A.
Moreover, since Q) (P, Z,) conditions holds, P\ Z* ¢ Z,. Consequently, as per
the “majority” rule, every party in H outputs b.

Lemma A.3. In protocol Ilpw, irrespective of the network type, all honest par-
ties obtain an output at the time (t+ 1) - A.

Proof. The proof follows from the fact that irrespective of the network type, the
parties compute an output (which could be L) at the local time (¢t 4+ 1) - A.

If the inputs of the parties are of size ¢ bits, then we invoke ¢ instances
of IIpw. The following lemma describes the communication cost incurred while
doing this.
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Lemma A.4. If the inputs of the parties are of size £ bits, then protocol Ilpy
incurs a communication of O(n* - £ - |a|) bits from the honest parties.

Proof. During round 0, each party signs its input and sends this to every other
party, incurring a total communication of O(¢ - n? - |o|) bits. During the next t
rounds, each party P; sends (b, j,SET;) to every other party Py at most once.
This is because P; sends this only if b ¢ ACC;; holds, and does not do this once
it adds b to ACC;;. Considering all possibilities for b, 7, j and k, and taking into
account that SET; will contain O(n) signatures, the communication cost of this
will be O(¢ - n* - |o]) bits.

The proof of Lemma 3.1 now follows from Lemma A.1-A 4.

A.2 Protocool ITpcsi: Asynchronous Broadcast with Synchronous
Guarantees

In this section, we prove the properties of the protocol ITacst (see Fig 2 for the
protocol description).

Lemma 3.2. Protocol IIacst achieves the following properties.

— Asynchronous Network: The protocol is a Z,-secure broadcast protocol.

— Synchronous Network: (a) Zs;-Liveness: If Sen is honest, then all honest
parties obtain an output within time 3A. (b) Zs-Validity: If Sen is honest,
then every honest party with an output, outputs m. (c) Zs-Consistency:
If Sen is corrupt and some honest party outputs m* at time T, then every
honest P; outputs m* by the end of time T + A.

— Communication Complexity: O(n3-£-|o|) bits are communicated by the honest
parties, where £ is the size of Sen’s input.

Proof. We first consider a synchronous network, followed by an asynchronous
network.

Properties in the Synchronous Network. Let Z* € Z; be the set of corrupt
parties and let H = P\ Z* be the set of honest parties. Suppose Sen is honest.
Then by time A, each party in H receives ((propose,m))sen from Sen and no
honest party ever receives ((propose, m’))sen from any party by time 2A, for any
m’ # m, since signature of an honest Sen cannot be forged. Thus, every P; € H
sends ((vote,m)); by time 2A. Consequently, by time 34, every P; € H will
have a quorum C(m) of legitimately signed ((vote,m)); messages corresponding
to every P; € H. The parties P, € Z* may send signed ((vote, m’))) messages
where m’ # m and consequently the parties in H may also have a quorum
C(m’) of legitimately signed ((vote, m’)); messages corresponding to every Py €
Z*. However, since Z, satisfies the Q2 (P, Z,) condition, P\ Z* = H ¢ Z,.
Consequently, the parties in H outputs m by time 34, as the condition for
outputting an m’ # m will be never satisfied for the parties in H. This proves
the Z,-liveness and Z-validity.
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We now consider Sen to be corrupt. We first show that no two parties in H
can vote for different messages. On the contrary, let P; € H sends (vote,m'));
at time T;, and let P; € H sends ((vote,m”)); at time Tj, where T; > T;.
This implies that P; must have received ((propose, m’))sen from Sen within time
T; — A, and would have sent ((propose, m’))sen to Pj. And P; would have received
((propose, m'))sen from P; within time T;. Now since T; < Tj, it implies that P;
would not have sent ((vote,m”)); at time T}, and this is a contradiction.

Now based on the above fact, we proceed to prove that Zs-consistency holds.
Let P, € H outputs m* at time 7. This implies that at time 7', there exists
a subset Z, € Z, such that P, has a quorum C(m*) of legitimately signed
((vote, m)); messages, corresponding to every P; € P\ Z,. Now since Z, satisfies
the Q) (P, Z,) condition, it follows that H N (P \ Z,) # 0. This implies that
there exists at least one party in H, say Py, who has voted for m* by sending a
((vote,m))) message. Consequently, no other party in #H every votes for m** #
m*. The parties in Z* may vote for m** # m*. But since P\ Z* ¢ Z;, it follows
that no party in H will ever have a sufficiently large quorum of legitimately
signed vote messages for m** to output m**. Since Py, sends C(m*) to all parties
at time T, every other party in H will receive C(m*) by time T+ A. Consequently,
all the parties in H will output m*, latest by time 7'+ A.

Properties in the Asynchronous Network. We now consider an asyn-
chronous network. Let Z* € Z, be the set of corrupt parties and let H = P\ Z*
be the set of honest parties. We first consider an honest Sen. Each party in H
eventually receives ((propose, m))sen from Sen. Furthermore, no party in H ever
receives ((propose, m’))sen from any party, for any m’ # m, since the signature
of an honest Sen cannot be forged. Hence, each party in H eventually sends a
signed vote message for m, which is eventually delivered to every party in H.
The parties in Z* may send signed vote messages for m’ # m. However, since
Z, satisfies the @(3)(’P, Z,) condition, it follows that each party in H eventually
outputs m and the conditions for outputting m’ # m will be never satisfied for
any party in H. This proves the Z,-liveness and Z,-consistency.

Next, consider a corrupt Sen. Let P, € H outputs m*. This implies there
exists a subset Z,, € Z;, such that P}, has a quorum C(m*) of legitimately signed
vote messages for m*, corresponding to every party in P\ Z,. Now consider an
arbitrary P; € H, where P; # P,. We claim that for any Z € Z, party P;
will never have a quorum C(m**) of legitimately signed vote messages for m**,
corresponding to the parties in P\ Z. On the contrary, let P; eventually have
a quorum C(m**) of legitimately signed vote messages for m**, corresponding
to every party in P\ Zg, for some Zz € Z,. Now since the QRV(P, Z,, 2,)
condition is satisfied, it follows that H N (P \ Za) N (P \ Zg) # 0. This implies
that there exists at least one party from H, say Py, such that P, has voted both
for m*, as well as m**, which is a contradiction. Consequently, P; will never
output m**. Now, since Py sends C(m*) to all the parties, party P; eventually
receives C(m*) and outputs m*. This proves Z,-consistency.
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Finally, the communication complexity follows from the fact that irrespective
of the type of network, every party may have to send a quorum of up to O(n)
signed vote messages, to every other party.

A.3 Properties of the Protocol Ilgc

In this section, we prove the properties of the protocol IIgc (see Fig 3 for the
formal description).

Theorem 3.2. Protocol Ilgc achieves the following, with a communica-
tion complexity of O(n*- £ -|o|) bits, where Tgc = 3A + Tpw.
— Synchronous network:

- (a) Z,-Liveness: At time Tgc, each honest party has an output.

- (b) Z,-Validity: If Sen is honest, then at time Tgc, each honest party
outputs m.

- (¢) Z,-Consistency: If Sen is corrupt, then the output of every honest
party is the same at time Tgc.

- (d) Z,-Fallback Consistency: If Sen is corrupt and some honest party
outputs m* # L at time T through fallback-mode, then every honest party
outputs m* by time T + A.

— Asynchronous Network:

- (a) Z,-Liveness: At time Tgc, each honest party has an output.

- (b) Z,-Weak Validity: If Sen is honest, then at time Tgc, each honest
party outputs m or L.

- (¢) Z,-Fallback Validity: If Sen is honest, then each honest party with
output L at time Tgc, eventually outputs m through fallback-mode.

- (d) Z,-Weak Consistency: If Sen is corrupt, then there exists some
m* # L, such that at time Tgc, each honest party outputs either m* or
L.

- (e) Z,-Fallback Consistency: If Sen is corrupt, and some honest party
outputs m* # 1 at time T where T > Tgc, then each honest party
eventually outputs m*.

Proof. The Z,-liveness and Z,-liveness properties follow from the fact that every
honest party outputs something (including L) at (local) time Tgc, irrespective of
the type of the network. We next prove the rest of the properties of the protocol
in the synchronous network.

Properties in the Synchronous Network. If Sen is honest, then due to
the Z,-liveness and Z,-validity properties of ITacast in the synchronous network
(see Lemma 3.2), all honest parties receive m from the Acast of Sen at time
3A. Consequently, all honest parties participate with input m in the instance
of Ilpw. The Z;-guaranteed liveness and Zs-validity properties of IIpy in the
synchronous network (see Lemma 3.1) guarantees that at time 3A + Tpw, all
honest parties will have m as the output from the instance of Ilpyw. As a result,
all honest parties output m at time Tgc, thus proving the Z,-validity property.
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To prove the Z;-consistency property, we consider a corrupt Sen. From the
Z,-consistency property of Ilpw in the synchronous network (see Lemma 3.1), all
honest parties will have the same output from the instance of IIpw at time Tgc.
If all honest parties have the output L for ITgc at time Tgc, then Z,-consistency
holds trivially. So, consider the case when some honest party, say P;, has the
output m* # L for IIgc at time Tgc. This implies that all honest parties have
the output m* from the instance of IIpyw. Moreover, at time 3A, at least one
honest party, say Py, has received m* from the Acast of Sen. If the latter does
not hold, then all honest parties would have participated with input L in the
instance of Ilpyw, and from the Z,-validity of IIpyw in the synchronous network
(see Lemma 3.1), all honest parties would compute L as the output during the
instance of ITpy, which is a contradiction. Since P}, has received m* from Sen’s
Acast at time 3A, it follows from the Z;-consistency property of ITacas in the
synchronous network (see Lemma 3.2) that all honest parties will receive m*
from Sen’s Acast by time 4A. Moreover, 4A < 3A + Tpw holds. Consequently,
at time 3A + Tgc, all honest parties will have m* from Sen’s Acast and as the
output of Ilpy, implying that all honest parties output m* for Ilgc.

We next prove the Z-fallback consistency property for which we again con-
sider a corrupt Sen. Let P, be an honest party who outputs m* # L at time T
through fallback-mode. Note that T' > Tgc, as the output during the fallback-
mode is computed only after time Tgc. We also note that each honest party has
output L at time Tgc. This is because, from the proof of the Z;-consistency
property of Ilgc (see above), if any honest party has an output m’ # L at time
Tgc, then all honest parties (including Pj,) must have computed the output m’
at time Tgc. Hence, P, will never change its output to m*.!” Now since Py
has obtained the output m*, it implies that at time 7', it has received m* from
the Acast of Sen. It then follows from the Z;-consistency of IIacast in the syn-
chronous network that every honest party will also receive m* from the Acast
of Sen, latest by time T' 4+ A and output m*. This completes the proof of all the
properties in the synchronous network.

Properties in the Asynchronous Network. The Z,-weak validity property
follows from the Z,-validity property of ITacast in the asynchronous network (see
Lemma 3.2), which ensures that no honest party ever receives an m’ from the
Acast of Sen, where m’ # m. So, if at all any honest party outputs a value differ-
ent from 1 at time Tpc, it has to be m. The Z,-weak consistency property follows
using similar arguments as used to prove Z,-consistency in the synchronous net-
work; however we now rely on the Z,-validity and Z,-consistency properties of
ITpcast in the asynchronous network (see Lemma 3.2). The latter property en-
sures that for a corrupt Sen, two different honest parties never end up receiving
my and msg from the Acast of Sen, where mj # ms.

For the Z,-fallback validity property, consider an honest Sen, and let P; be an
arbitrary honest party who outputs L at (local) time Tgc. Since the parties keep

17 Recall that in the protocol ITgc, the parties who obtain an output different from L
at time Tgc, never change their output.
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on participating in the protocol beyond time Tgc, it follows from the Z,-liveness
and Z,-validity properties of ITacst in the asynchronous network (see Lemma
3.2) that party P; will eventually receive m from the Acast of Sen, by executing
the steps of the fallback-mode of ITgc. Consequently, party P; eventually changes
its output from L to m.

For the Z,-fallback consistency property, we consider a corrupt Sen. Let P; be
an honest party who outputs some m* different from L at time 7', where T' > Tgc.
This implies that P; has obtained m* from the Acast of Sen. Now, consider an
arbitrary honest P;. From the Z,-liveness and Z,-weak consistency properties
of ITgc in asynchronous network proved above, it follows that P; outputs either
m* or L at local time Tgc. If P; has output L, then from the Z,-consistency
property of ITacast in the asynchronous network (see Lemma 3.2), it follows that
P; will also eventually obtain m* from the Acast of Sen, by executing the steps of
the fallback-mode of I1gc. Consequently, party P; eventually changes its output
from L to m*.

The communication complezity (both in the synchronous as well as asyn-
chronous network) follows from the communication complexity of ITpw and
HAcast-

A.4 Properties of the Protocol ITsga

In this section, we prove the properties of the protocol IIsga (see Fig 4 for the
formal description).

Theorem 3.3. Protocol Ilsgp achieves the following where Tsga = Tgc,

incurring a communication of O(n® - |al|) bits.

— Synchronous Network: the protocol is a Zs-secure SBA protocol where honest
parties have an output, different from L, at time Tsga.

— Asynchronous Network: the protocol achieves Z,-guaranteed liveness and Z,-
weak validity, such that all honest parties have an output at (local) time
Tspa.

Proof. The communication complexity simply follows from the fact that n in-
stances of IIgc are invoked in the protocol. The guaranteed liveness, both in the
synchronous and asynchronous network trivially follows from the Z;-liveness and
Z,-liveness of IIgc (see Theorem 3.2), which ensures that all the n instances of
IIgc produce some output within (local) time Tgc, both in a synchronous as
well as an asynchronous network, through reqular mode. Hence, at local time
Tsga = Tgc, all honest parties will have some output. We next prove the rest of
the properties in a synchronous network.

Properties in the Synchronous Network. Let Z* € Z; be the set of corrupt
parties and let H = P\ Z* be the set of honest parties. In a synchronous network,
the instances of Ilgc corresponding to the senders in H, result in an output
different from L for all honest parties (follows from the Z;-validity property
of ITgc in the synchronous network, Theorem 3.2). Hence H C SV will hold.
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Moreover, from the Z;-consistency property of IIgc in the synchronous network
(Theorem 3.2), all the parties in H obtain a common output from the i** instance
of Ilgc, for i = 1,...,n, at time Tgc. Hence, all honest parties output the same
value, different from 1, at time Tgc, proving the Z;-consistency of IlIsga. Finally,
if all parties in H have the same input bit b, then only the instances of IIgc
corresponding to the parties in SV\ H may output b = 1 —b. However, SV\ H €
Z,. Moreover, SV \ Z* ¢ Z, (since Z, satisfies the Q? (P, Z,) condition). Tt
then follows that all honest parties output b, proving Z-validity of IIsga.

Properties in the Asynchronous Network. Let Z* € Z, be the set of
corrupt parties and let H = P\ Z* be the set of honest parties. Suppose all
the parties in H have the same input bit b. Let P; € H be an arbitrary party,
that obtains an output ¢, different from 1, at time Tgc. This implies that there
exists a subset of parties SV for P;, where P\ SV € Z,, such that P; has

obtained a Boolean output bl(-J ) from the IIgc instances, corresponding to every
P; € SV. Moreover, there also exists a subset of parties SV; C SV, where
SV \ 8V; € Z, such that the output bz(-J) = ¢, corresponding to every P; € SV;.
Now since the @(2’1)(’P, Z,, Z,) condition is satisfied, it follows that Z, satisfies
the Q(SV;, Z,) condition and hence SV; N'H # (. Consequently, ¢ = b holds.
This proves the Z,-weak validity in the asynchronous network.

A.5 Protocol IIga: Asynchronous Graded Agreement with
Synchronous Validity

To design protocol I1ga, we first design a sub-protocol Ilpy, for proposing values.

A.5.1 Ilpyp: A Network Agnostic Protocol for Proposing Values

Protocol ITpp takes an input value from each party from the set {0,1,A\} and
outputs a set prop of proposed values for each party. Liveness is ensured in an
asynchronous network as long as each honest party holds one of two inputs. In
an asynchronous network, it will be ensured that each value in the output prop
must be the input of some honest party. Moreover, if any two honest parties
output a singleton set for prop, then they must output the same set. In a syn-
chronous network, validity and liveness are ensured as long as each honest party
participates with the same input. Protocol IIp,, is presented in figure 16.

—[ Protocol IIpwp(P, Zs, Za )}

1. Set vals = prop = 0.

2. On having the input v € {0, 1, A}, send (prepare, v) to every party P; € P.

3. Onreceiving (prepare, b) for some b € {0, 1, A} from a set of parties S® satisfying
QY(S®, 2,) condition, send (prepare, b) to all P; € P, if not sent earlier.

4. Upon receiving the message (prepare, b) for some b € {0, 1, A} from parties in set
PrepareSet®) = P\ Z for some Z € Z;, set vals = vals U {b}.

5. Upon adding the first value b to vals, send (propose, b) to every party P; € P.
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6. Upon receiving (propose, b) messages from a set of parties ProposeSet = P \ Z
for some Z € Z, on values b € vals, let prop C vals be the set of values carried
by those messages. Output prop.

Fig. 16: Sub-protocol to propose values. The above code is executed by every party P;
with input v € {0,1, A\}

The guarantees provided by Ilp,p are proven in a series of lemmas below. In
the below proofs, we assume that Z* is the set of corrupt parties.

Lemma A.5. Suppose that the network is asynchronous. If two honest parties
P; and P; output {b} and {V'} respectively, then b =1V

Proof. Since P; outputs {b}, it must have received (propose, b) from a set of par-
ties ProposeSet = P\ Z for some Z € Z,. Similarly, since P; outputs {b'}, it must
have received (propose, b’) from a set of parties ProposeSet’ = P\ Z’ for some Z' €
Z;. Let ProposeSet,, and ProposeSet,, be the set of honest parties in ProposeSet
and ProposeSet’ respectively. Since Z,, Z, satisfy the QV(P, Z,, Z,) con-
dition and Z* € Z,, it follows that ProposeSet,, N ProposeSet), # (. Let
Py, € ProposeSet,, N ProposeSety,. If b # I/, this would mean that P, has sent
both (propose, b) and (propose, b’), which is a contradiction, since an honest party
sends at most one propose message as per the protocol.

Lemma A.6. Suppose that the network is asynchronous. If no honest party has
iput v, then no honest party outputs prop containing v.

Proof. If v was not input by any honest party, then no honest party sends
(prepare,v) in step 2. Hence, no honest party receives (prepare,v) from a set
of parties S(*) which satisfies the Q'(S("), Z,) condition during step 3, since
such a set must contain at least one honest party. Consequently, no honest party
sends (propose, v). Thus, no honest party adds v to vals and no honest party
outputs prop containing v.

The following lemmas help prove liveness.

Lemma A.7. Suppose that the network is asynchronous. If all honest parties
hold one of two inputs, say vo and vi, then all honest parties eventually compute
an output.

Proof. We first show that every honest party eventually sends a propose message.
Let Hg and H; be the sets of honest parties holding inputs vy and vy respectively
and let H be the set of honest parties. We know that due to the Q(Q’l)(’P, Z5,Z4)
condition, Z, satisfies the @(2)(7-[,25) condition. Now, consider the following
cases.
— Case 1 - H, satisfies the Q'(Ho, Z;) condition: In this case, H is a
candidate for the set S(“0), since all the parties in Ho send (prepare,vg) in
step 2.
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— Case 2 - H, does not satisfy the Q'(Ho, Z;) condition: In this case,
Z, must satisfy the Q' (#,, Z,) condition, since Z, satisfies the Q2 (#, Z,)
condition. Then similar to what was argued in the previous case, H; is a
candidate for the set S(¥1).

Let vy, be the input corresponding to the candidate set S(“). Every honest party
will now eventually send (prepare, vp) in step 3. This would mean that the set of
honest parties H = P\ Z* is a candidate for the set PrepareSet("). Thus, every
honest party eventually adds v, to vals and sends a propose message for some
value vp. This way, every honest party eventually receives propose messages from
every other honest party for v, and thus, the set H also forms a candidate for
the set ProposeSet. Thus, all honest parties eventually compute an output.

Lemma A.8. If the network is synchronous and if all honest parties participate
with input v, then all honest parties output prop = {v} at time 2A.

Proof. Let H =P\ Z* be the set of honest parties. Then in step 2, every party
in H sends (prepare,v) to every party, which is delivered within A time. Thus,
at time A, all the parties in H receive (prepare,v) from the parties in H and
add v to vals. Further, no other value v* will be added to vals, since only the
parties in Z* may send a prepare message for v* and Z, does not satisfy the
QM (Z*, 2,) condition. Thus, all the parties in # send (propose,v) in step 5,
which gets delivered to all the parties in H at time 2A. Consequently, all the
parties in H output prop = {v}.

Lemma A.9. Protocol Ilpp incurs a communication of O(n2) bits.

Proof. The proof follows from the fact that each party sends (prepare, b) to every
other party at most once for any value of b € {0, 1, A}.

A.5.2 The Graded Agreement Protocol

We now present protocol IIga (Figure 17) based on protocol IIpy,. The protocol
cleverly “stitches” together two instances of Ilpp, by defining the input for
the second instance based on the output from the first instance. Each party,
with input either 0 or 1, participates in the first instance of Ilp,,, with their
input. Since the parties participate with one of two inputs, this instance will
eventually complete (in an asynchronous network), and the parties obtain an
output, say prop;. Only if prop; is a singleton set, say {b}, for some party,
then that party participates in the second instance of Ilp,, with the input
b. Otherwise, it participates in the second instance with a default input of .
Since no two honest parties can output different singleton sets for prop;, this
ensures that each honest party participates with an input of either b or A (in
an asynchronous network). Thus, the second instance of ITprp also eventually
completed with an output, say prop,. This also ensures that prop, can contain
only values b and A. If prop, contains only b for some honest party, then that
party outputs b with a grade of 2. If prop, contains b along with A, then the
party outputs b with a grade of 1. Else, if prop, contains only A, then the party
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outputs L with a grade of 0. If the network is synchronous and all honest parties
start the protocol with the same input, then both prop; as well as prop, will be a
singleton set containing that value and hence all honest parties will output that
value with the highest grade.

—[ Protocol ITa(P, Zs, Za )}

1. On having the input v € {0,1}, set by = v. Participate in an instance of the
protocol Ilp,p with input by and wait for its completion. Let prop; be the output
computed during the instance of prop.

2. If prop; = {b} for some b € {0,1}, then set by = b. Else, set bo = A. Then
participate in an instance of the protocol Ilpyp, with input be and wait for its
completion. Let prop, be the output computed from this instance of prop.

3. If prop, = {b'} and b’ # A, then output (¥',2). If prop, = {b’, A} where b’ €
{0, 1}, then output (¥, 1). Else, if prop, = {A}, then output (L,0).

Fig. 17: Asynchronous graded agreement with synchronous validity. The above code is
executed by every party P; with input v € {0, 1}.

We now proceed to prove the properties of the protocol Ilga.

Lemma A.10. Protocol Ilga achieves the following in a synchronous network,
where Tga = 4A.
- (a) Zs-Liveness: If all honest parties participate in the protocol with the
same input, then at time Tga, all honest parties obtain an output.
- (b) Z;-Graded Validity: If every honest party’s input is b, then all honest
parties with an output, output (b,2).

Proof. If all honest parties participate in the protocol Ilga with the same input
b, then from Lemma A.8, all honest parties output prop; = {b} at time 2A.
Thus, all honest parties participate with input by = b in the second instance of
IIga and, once again from Lemma A.8, output prop, = {b} at time 4A. Thus,
all honest parties output (b, 2).

Lemma A.11. Protocol Ilga achieves the following in an asynchronous net-
work.
- (a) Z,-Liveness: If all honest parties participate in the protocol with a binary
input, then each honest party eventually obtains an output.
- (b) Z,-Graded Validity: If every honest party’s input is b, then all honest
parties with an output, output (b,2).
- (¢) Z,-Graded Consistency: If two honest parties output grades g,g’, then
lg — g'| <1 holds; moreover, if two honest parties output (v,g) and (v',g’)
with g,g' > 1, then v =1'.

Proof. Since each honest party participates with a binary input, from Lemma
A.7, each party eventually outputs some value for prop; during the first instance

of prop. Now there are two possible cases.
— Case 1 - Some honest party outputs {b} as its value for prop; where
b € {0,1}: From Lemma A.5, no honest party can output {0}, where b # V',
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as prop;. Thus, each honest party participates with input either b or A for

the second instance of prop.

— Case 2 - No honest party outputs {b} as its value for prop; for any
b € {0,1}: In this case, all honest parties participate with input A in the
second instance of prop.

In either case, the honest parties participate in the second instance of Ilpy, with
no more than two different inputs. Thus, from Lemma A.7, all parties eventually
compute some value for prop, during the second instance of prop and hence
compute some output for protocol Ilga. This proves the Z,-Liveness.

We next prove the Z,-Graded Consistency. We first show that the grades
output by any two parties differ by at most 1. For this, suppose that some honest
party P; outputs (b, 2). We show that no other honest party P; can output (L, 0).
Since P; output (b,2), from Lemma A.5, P; cannot output prop, = {A}. Thus, P;
cannot output (L, 0). Next, we show that any two honest parties which output
non-zero grades must output the same value. Similar to what was argued for the
proof of Z,-Liveness, there exists a bit b such that each honest party participates
in Ilprop with input b or A during step 2. Thus, prop, C {b, A} for every honest
party. This means that any honest party which outputs a non-zero grade must
output it along with the bit b.

We finally prove the Z,-Graded Validity. Suppose that each honest party
participates with the same input bit b. From Lemma A.7, we know that all
honest parties output some value for prop;. From Lemma A.6, all honest parties
must output prop; = {b}. Hence, all honest parties participate in Ilprp in step
2 with input b. By the same argument, all honest parties output prop, = {b}.
Hence, all honest parties output (b, 2).

Lemma A.12. Protocol Ilgp incurs a communication of O(n?) bits.

Proof. The proof follows from Lemma A.9, since Ilp.p is invoked twice in the
protocol.

A.6 Properties of the Protocol ITpga

In this section, we prove the properties of the protocol ITaga (see Fig 5 for the
protocol steps). We start with the properties in the asynchronous network first,
which mostly follows from [23] and are recalled from [23]. We start with the
validity property.

Lemma A.13. In protocol Ilaga, if the network is asynchronous and all honest
parties have the same input bit b, then all honest parties eventually output b.

Proof. Let Z* € Z, be the set of corrupt parties. If every honest party has the
same input bit b, then from the Z,-Graded Validity of Ilga in the asynchronous
network (Lemma A.11), all honest parties eventually output (b,2) at the end
of the first as well as the second instance of the IIga protocol during the first
iteration. Consequently, every honest party eventually sends a signed (ready, b)

message to all the parties and only the parties in Z* may send a signed (ready, b)
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message. [t now follows easily from the steps of the output computation stage

that no honest party ever sends a signed (ready, b) message and all hence honest
parties eventually output b.

We next prove the consistency property.

Lemma A.14. In protocol Ilpga, if the network is asynchronous and if any
honest party outputs b, then every other honest party eventually outputs b.

Proof. Let P; be the first honest party who sends a signed ready message for
some bit b € {0, 1}, during some iteration, say iteration r. We show that no
honest party ever sends a signed (ready, b) message during iteration r or in the
subsequent iterations. Since P; has sent a signed ready message for b, it implies
that P; outputs (b, 2) in the second instance of the ITga protocol during iteration
r and sets committed to true. Then, from the Z,-Graded Consistency of Ilga
in the asynchronous network (Lemma A.11), every other honest party outputs
either (b,2) or (b,1) in the second instance of the ITga protocol during iteration
r. Consequently, no other honest party sends the signed (ready, b) message during
iteration r. Also, from the protocol steps, all honest parties update their input to
b for the next iteration. This further implies that all honest parties will continue
to input b to each subsequent invocation of IIga, ignoring the output of I1coinFiip,
for as long as they continue running. Consequently, no honest party ever sends
a signed (ready, b) message.

Now let some honest party, say P, computes the output b during iteration
k. This implies that P}, receives the signed (ready,b) message from a set of
parties, say T, such that P\ T € Z,. The set T is bound to have at least one
honest party, due to the Q1 (P, Z,, Z,) condition, implying that at least one
honest party has sent a signed (ready,b) message, either during the iteration
k or some previous iteration. From the protocol steps, P, sends C(b), the set
of signed (ready,b) messages of the parties in 7 to all other parties, which get
eventually delivered. Moreover, as shown above, no honest party will ever send a

signed (ready, b) message. Consequently, every honest party eventually receives
sufficiently many numbers of signed (ready, b) messages and outputs b.

We next prove that at the end of each iteration, the updated value of all
honest parties will be the same with the probability at least %

Lemma A.15. In protocol Ilaga, if the network is asynchronous and if all hon-
est parties participate during iteration k, then with probability at least %, all
honest parties have the same updated bit b at the end of iteration k.

Proof. To prove the lemma statement, we consider an event Agree, which denotes
that all honest parties have the same input for the second instance of I1ga during
iteration k. If the event Agree occurs, then from the Z,-Graded Validity of Ilga
in the asynchronous network (Lemma A.11), all honest parties will have the
same updated bit at the end of iteration k. We show that the event Agree occurs
during iteration k with a probability of at least % For this, we consider two
different possible cases with respect to the output from the first instance of ITga
during iteration k.
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— Case I: No honest party obtains an output (b,2) for any b € {0,1}
during the first instance of Ilga. In this case, all honest parties set
the output from the instance of IlcginFiip during iteration k as the input for
the second instance of ITga. From the (Z,,p)-commonness of IcoinFiip in
asynchronous network [23], all honest parties will have the same output bit
Coiny, from the instance of IlcginFiip With a probability of at least p = % > %

— Case II: Some honest party obtains an output (b,2) during the first
instance of Ilga. In this case, the Z,-Graded Consistency of Ilgp in the
asynchronous network (Lemma A.11) ensure that all honest parties obtain
the output (b,2) or (b,1) from the first instance of ITga. Moreover, from
the protocol steps, the output of the instance of IlceinFii, during iteration
k is not revealed, until the first honest party generates an output from the
first instance of Ilga during iteration k. Consequently, the output bit b from
the first instance of Ilga is independent of the output of IlcginFiip. From
the (Z,,p)-commonness of HcoinFiip i asynchronous network [23], all honest
parties will have the same output bit Coin, from the instance of IlceinFiip
with a probability of at least p = % Then the probability that Coing = b
holds is at least % e % and with this probability, all honest parties will

n
have the same input for the second instance of Ilga.

We next derive the expected number of iterations required in the protocol ITaga
for the honest parties to produce an output. This automatically gives the ex-
pected running time in an asynchronous network, since each iteration takes a
constant time.

Lemma A.16. If the network is asynchronous, then in protocol Ilaga, it Te-
quires expected O(n?) iterations for the honest parties to compute an output.

Proof. To prove the lemma, we need to derive the expected number of iterations,
until all the honest parties have the same input during the second instance of
Ilga of an iteration. This is because once all the honest parties have the same
input during the second instance of Ilga of an iteration, then all honest parties
will set committed to true at the end of that iteration and start sending signed
ready messages, followed by computing an output. Let 7 be the random variable
which counts the number of iterations until all honest parties have the same
input during the second instance of IIga in an iteration. Then the probability
that 7 = k is given as:

Pr(r=k)=Pr(r#1)-Pr(r#2|7#41)-...-Pr(tr£4 (k=1)|7#1Nn...N
T#(k=2))-Pr(r=k|7#1n...Nn7# (k—-1)).
From Lemma A.15, every multiplicand on the right-hand side in the above equa-

tion, except the last one, is upper bounded by (1 — %) and the last multiplicand
is upper bounded by % Hence, we get

Pr(r =) < (1 - 5 ()
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Now the expected value E(7) of 7 is computed as follows:

I
S
M8
=
|
Sl
=

= 2n + 4n? — 2n = 4n?

The expression for E(7) is a sum of AGP up to infinite terms, which is given by
= + Uf—’;)z, where a = 1, r = 1 — 5~ and d = 1. Hence, we have E(7) < 4n?

We finally prove the properties of the protocol IIaga in a synchronous net-
work.

Lemma A.17. If the network is synchronous and if all honest parties have the
same input b € {0,1} during ITaga, then all honest parties output b, at time
Tasa = TcoinFiip + 21Ga + A.

Proof. Let Z* € Z, be the set of corrupt parties and let H = P\ Z* be the set
of honest parties. If all the parties in ‘H participate with input b, then from the
Z,-liveness and Z4-Graded Validity of Ilga in the synchronous network (Lemma
A.10), all the parties in H output (b, 2) during the first instance of IIga at time
Tca in the first iteration. The Z¢-Guaranteed Liveness of Ilga in the synchronous
network [23] ensures that all honest parties compute some output from the in-
stance of IlceinFiip during the first iteration at the time Tga + TcoinFiip- Since the
parties in H output (b, 2) during the first instance of ITga, they participate with
input b during the second instance of ITga. Consequently, from the Z;-liveness
and Z4-Graded Validity of Ilga in the synchronous network, all the parties in H
compute the output (b,2) during the second instance of IIga in the first itera-
tion at the time 27¢a + TcoinFiip- Hence every party in ‘H sends a signed ready
message for b at the time 27Ga + TcoinFiip, Which gets delivered at the time Taga.
Moreover, only the parties in Z* may send a signed ready message for b. Since
P\H = Z* € Z, and since H ¢ Z, (due to the Q) (P, Z,) condition), it follows
that all the parties in H will have sufficiently many signed ready messages for b
at the time Thaga to output b.

The proof of Theorem 3.4 now follows from Lemma A.13-A.17. The commu-
nication complexity follows from the communication complexity of coiniip [23]
and the communication complexity of ITga (Lemma A.12) and the fact that in a
synchronous network, only a constant number of invocations of IIga and IcoinFiip
are involved, while in an asynchronous network, there are poly(n) invocations of
Ilga and HcoinFiip in expectation.
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B Properties of Our Network Agnostic ICP

In this section, we prove the properties of our network-agnostic ICP (see Fig
6 for the formal details). Throughout this section, we assume that Z; and Z,
satisfy the conditions Z, C Z,, Q) (P, Z,), Q®)(P, Z,) and QZV(P, Z,, Z,).

Lemma B.1. IfS,| and R are honest, then the following hold during protocol
I aueh and IlReveal -
— Zs,-Correctness: In a synchronous network, each honest party sets
authCompIeted(SJ)R) to 1 during Iaun at time Tawn = A + 4Tgc. Moreover
R outputs s during Ilgevear which takes Treveal = A time.
- Z,-Correctness: In an asynchronous network, each honest party eventually
sets authCompIeted(sJ_’R) to 1 during IIaun and R eventually outputs s during
IRreveal -

Proof. We first start with the synchronous network. Let Z* € Z; be set of corrupt
parties and let H = P\ Z* be the set of honest parties. During ITa,h, S chooses
a random t-degree signing-polynomial F'(z) such that s = F(0) holds, a random
t-degree masking-polynomial M (z), and computes verification points (o, v;, m;)
such that v; = F(a;) and m; = M («;) hold. S then sends the signing-polynomial
F(z) and masking-polynomial M(z) to |, and the corresponding verification-
point (g, v;,m;) to each verifier P;. Consequently, each verifier in H receives
its verification-point by time A, and indicates this by broadcasting (Received, 7).
Since P\ H = Z* € Z;, from the Z,-validity of IIgc in the synchronous network
(see Theorem 3.2), it follows that at time A + Tgc, S will find a set SV, such
that P\ SV € Z,, where each verifier in SV has indicated that it has received its
verification-point. Consequently, S will broadcast SV at time A+ Tgc. From the
Z¢-validity of ITgc in the synchronous network, | will receive SV at time A+2Tpc.
Moreover, due to the Z-Consistency and Z,- Validity of Ilgc in the synchronous
network, party | would have gotten (Received, i), corresponding to every verifier
P, € SV, by time A + 2Tgc. Furthermore, P\ SV € Z; will hold. Hence, | will
randomly select d € F, compute B(z) = dF(x)+ M (x), and broadcast (d, B(x)).
From the Z;-validity of Ilgc in the synchronous network, this will be delivered
to every honest party, including S, by time A + 3Tgc. Moreover, S will find
that B(c;) = dv; + m; holds for all the verifiers P; € SV. Consequently, S will
broadcast an OK message, which is received by every P; € ‘H at time A + 4Tpc,
due to the Z,-validity of Ilgc in the synchronous network. Thus, each P; € H
sets authCompleted s | gy to 1, while | additionally sets ICSig(S, 1, R, s) to F'(z) at
time A + 47Tgc.

During ITreveal, | will send F(z) to R, and each verifier P, € H N SV will
send its verification point (a;,v;,m;) to R. These points and the polynomial
F(z) are received by R within A time. Moreover, the condition v; = F(o;) will
hold true for these points, and consequently, these points will be accepted. Since
SV\(HNSV) C Z* € Z,, it follows that at time A, receiver R will find a subset
SV' C 8V where SV \ 8V’ € Z,, such that the points corresponding to all the
parties in SV’ are accepted. This implies that R will output s = F(0) within
time A.

75



The proof for the asynchronous case is similar as above, except that each
“favourable” event occurs eventually, and follows from the fact that every set in
Z, is a subset of some set in Z,. Moreover, we rely on the properties of Ilgc in
the asynchronous network.

We next prove the privacy property, for which we again need to consider an
honest S, | and R.

Lemma B.2. IfS,| and R are honest, then the view of Adv remains independent
of s during Hauth and Ilgeveal, irrespective of the network type.

Proof. We prove privacy in a synchronous network. The privacy in an asyn-
chronous network automatically follows, since Z, is a subset of Z,. Let ¢ =
max{|Z|: Z € Z;} and let Z* € Z; be the set of corrupt parties. For simplicity
and without loss of generality, let |Z*| = t. During ITauh, the adversary Adv
learns ¢ verification-points {(«;,v;, m;)} p,cz+. However, since F(x) is a random
t-degree polynomial with F'(0) = s, the points {(a;,v;)}p,ez+ are distributed
independently of s. That is, for every candidate s € F from the point of view
of Adv, there is a corresponding unique t-degree polynomial F(z), such that
F(a;) = v; holds corresponding to every P; € Z*.

During ITauth, the adversary Adv also learns d and the blinded-polynomial
B(z) = dF(x) + M(z). However, this does not add any new information about
s to the view of the adversary. This is because M(z) is a random t¢-degree
polynomial and Adv learns ¢ points on M (z), corresponding to the parties in Z*.
Hence, for every candidate M (z) polynomial from the point of view of Adv where
M (e;) = m; holds for every P, € Z*, there is a corresponding unique t-degree
polynomial F(z), such that F(«;) = v; holds corresponding to every P; € Z*,
and where dF(xz) + M(x) = B(z). Finally, Adv does not learn anything new
about s during IlReyeal, since the verification-points and the signing-polynomial
are sent only to R, who is honest as per the lemma conditions.

We next prove the unforgeability property, for which we have to consider a
corrupt |.

Lemma B.3. If S,R are honest, | is corrupt and if R outputs s’ € F during

. . d
IReveal, then ' = s holds except with probability at most ecp lef |]F7|li1’ where

t =max{|Z|: Z € Z5}, irrespective of the network type.

Proof. Let H be the set of honest parties in P and let Z* = P \ H be the set of
corrupt parties. Since R outputs s’ during IReveal, it implies that during ITay,
the variable authCompleted(s gy is set to 1 by R. This further implies that S
has broadcasted an OK message during [T, which also implies that during
ITauth, | had broadcasted a t-degree blinded-polynomial B(z), and S broadcasted
the set SV. Furthermore, S has verified that B(«;) = dv; + m; holds for every
verifier P; € SV. Now during ITreveal, if | sends F(z) as ICSig(S, I, R, s) to R,
then s’ = s holds with probability 1. So, consider the case when | sends F'(z) as
ICSig(S, I, R, s) to R, where F'(x) is a t-degree polynomial such that F'(x) # F(x)
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and where F/(0) = s'. In this case, we claim that except with probability at most

m"‘—il, the verification-point of no honest verifier from SV will get accepted by R

during ITreveal, With respect to F’(z). Now, assuming that the claim is true, the
proof follows using the following arguments, depending upon the network type.

— Synchronous Network: In this case, all the verifiers in H will be present in
SV. This is because, each verifier P; € H would have received its verification-
point from S during ITauh, within time A and indicates this by broadcasting
(Received, i), which is received by S at time A + Tgc. Let SV’ be the set
of verifiers from which R receives verification points which it accepts. Since
the verification point of none of the honest verifier will be accepted. Hence
(HNSV') = 0 and so H C SV \ 8V’ must hold. Since H satisfies the
QY(P, Z,) condition, SV \ SV’ € Z, will never hold true. Hence, R will not
output s’ # s.

— Asynchronous Network: In this case, we first note that Z; and Z, satisfy the
Q(8V, Z,, Z,) condition. This is because P \ SV € Z, and Z, and Z,
satisfy the Q@1 (P, Z,, Z,) condition. From the steps of ITreveal, it follow
that for R to output F”(0), R should find a subset of verifiers SV’ C SV,
where SV \ SV’ € Z,, such that the verification-points of all the verifiers in
SV’ are accepted by R. This further implies that SV' NH # 0, as Z, satisfies
the QM (SV', Z,) condition. And hence SV’ has at least one honest verifier,
whose verification-point is accepted with respect to F’(z). However, from
the above claim, it is not possible and hence R will not output s’ # s.

We now prove the claimed statement. So consider an arbitrary verifier P; €
H NSV from whom R receives the verification-point (a;, v;, m;) during ITreveal-
This point can be accepted with respect to F’(x), only if either of the following
holds.

e v; = F'(a;): This is possible with probability at most |1F|+1' This is because
F'(z) and F(z), being distinct t-degree polynomials, can have at most ¢
points in common. And the evaluation-point a; corresponding to P;, being
randomly selected from F — {0}, will not be known to I.

e dv; +m; # B(«;): This is impossible, as otherwise S would have not broad-
casted OK during ITaun, which is a contradiction.

As there could be up to n — 1 honest verifiers in SV, it follows from the union
bound that except with probability at most ‘F"’il, the verification-point of no
honest verifier from SV will get accepted by R during ITreveal, With respect to
F'(z).

We next prove the non-repudiation property, for which we have to consider
a corrupt S.

Lemma B.4. IfS is corrupt, |,R are honest and if | sets ICSig(S,|,R, s) during

I auth, then the following hold, except with probability at most “F‘%l.

- Zs,-Non-Repudiation: In a synchronous network, R outputs s during
ITReveal, which takes Treveal = A time.

- Z,-Non-Repudiation: In an asynchronous network, R eventually outputs

s during during IIreveal -
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Proof. Let H be the set of honest parties in P and Z* be the set of corrupt
parties, where H = P\ Z*. Since | has set 1CSig(S, I, R, s) during Ty, it implies
that | has set the variable authCompleted s | gy to 1. This further implies that |
has broadcasted (d, B(z)), where B(z) = dF(xz) + M (z), and where F(z) and
M (z) are the t-degree signing and masking-polynomials received by | from S.
Moreover, | also received the set of supporting verifiers SV from the broadcast of
S, and verified that P\ SV € Z, holds. Furthermore, S has broadcasted an OK
message. Consequently, from the consistency properties of IIgc (see Theorem
3.2), irrespective of the network type, all honest parties including R eventually
set authCompleted(s | gy to 1. Moreover, | sets ICSig(S,I,R,s) to F(z), where
s = F(0). During IIreyeal, | sends F(z) to R. Moreover, every verifier P, € HNSV
sends its verification-point (a;, v;,m;) to R. In a synchronous network, these will
be received by R within time A, while in an asynchronous network, these will be
eventually received by R. We claim that except with probability at most IJFIL*l’
all these verification-points are accepted by R. Now, assuming that the claim is
true, the proof follows from the fact that HNSY = SV\ Z*, and Z* € Z; holds,
irrespective of the network type (since Z, C Z). Consequently, R accepts the
verification-points from a subset of the verifiers SV’ C SV where SV \ SV e Z,.
And hence it outputs s, either within time A in a synchronous network, or
eventually, in an asynchronous network.

We now proceed to prove the claim. So consider an arbitrary verifier P; €
HNSY whose verification-point (v, v;,m;) is received by R during Ireyeal- Now,
there are two possible cases, depending upon the relationship that holds between
F(a;) and v; during ITayeh.

— v; = F(ay;) holds: In this case, according to the protocol steps of IIreyeal, the
point («;,v;,m;) is accepted by R.

— v; # F(ay;) holds: In this case, we claim that except with probability at most
|1F|+1’ the condition dv; + m; # B(a;) will hold, implying that the point
(v, v, my;) is accepted by R. This is because the only way dv; + m; = B(«;)
holds is when S distributes (a;,v;,m;) to P; where v; # F(«;) and m; #
M (c;) holds, and | selects d = (M (a;) — m;) - (v; — F(a;))~t. However, S
will not be knowing the random d from I\ {0} which | is going to pick, while
distributing F'(z), M (x) to |, and (a;,v;, m;) to P;. Hence, the probability
that | indeed selects d = (M (a;) — m;) - (v; — F(a;)) 7 is Ml‘"\;—l'

As there can be up to n — 1 honest verifiers in SV, from the union bound, it
follows that except with probability at most ——, the verification-point of all

[F[-1°
honest verifiers in SV are accepted by R.

We finally derive the communication complexity.

Lemma B.5. Protocol Iauh incurs a communication of O(n®-log|F|-|a]) bits.
Protocol Ireyeal incurs a communication of O(n -log|F|) bits.

Proof. During ITau, signer S sends t-degree polynomials F'(z) and M (z) to |,
and verification-points to each verifier. This requires a communication of O(n -
log |F|) bits. Intermediary | needs to broadcast B(z) and d using protocol IIgc,
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while S needs to broadcast the set SV using Ilgc. Moreover, S may need to
broadcast s using ITgc. By substituting the communication cost of IIgc (see
Theorem 3.2), the overall communication cost of ITaup turns out to be O(n® -
log |F| - |o|) bits. During ITreveal, | may send F(z) to R, and each verifier may
send its verification-point to R. This incurs a communication of O(n - log |F|)
bits.

The proof of Theorem 4.1 now follows easily from Lemma B.1-B.5.

C Properties of Network Agnostic VSS

In this section, we prove the properties of the protocol ITyss (see Fig 7). Through-
out this section, we assume that Z; and Z, satisfy the conditions Z, C Zj,
QR(P, 2,), QB)(P, 2,) and QZV(P, Z,, Z,). We start with the properties in
a synchronous network and first consider an honest D. We first show that an
honest D will broadcast some candidate core-sets, which will be accepted by all
honest parties. Moreover, adversary will not learn any additional information
about s.

Lemma C.1. If the network is synchronous and D is honest, participating in
Ilyss with input s, then all the following hold, where H is the set of honest
parties.

— There exists some S, € Sz, such that D broadcasts a message
(CanCS, D, Sy, Wy tg=1..... 2.1, BS, {84 }qens) at time A + Taun + Tac, and
every P; € H includes (D, Sp) to the set C; at time A+ Tauh + 2Tsc. More-
over, all the following hold for ¢ =1,...,|Z,]|.

— If Sq =H, then ¢ & BS.

~ W, will be either S, or (S,NS,). Moreover, Z4 will satisfy the QM (W, Z5)
condition.

— Corresponding to every Sy € Sz_, every honest P; € W, will have the IC-
signature |\CSig(P;, P;, Py, s4) of every P; € W, for every Py & Sy, such
that the underlying signatures will satisfy the linearity principle. Further-
more, if any corrupt P; € Wy has the IC-signature 1CSig(P;, Pj, Py, s,)
of any honest P; € Wy for any P, € P, then s, = sq holds and the
underlying signatures will satisfy the linearity principle.

— Corresponding to every S, € Sz_, every honest P; € S, will have the share
Sq, except with a probability O(|Sz,|-n?-ecp), at time A+ Tayh+2Tsc+
TReveal, where s =51+ ...+ 5|z,

— The view of the adversary will be independent of s.

Proof. Let Z* € Z, be the set of corrupt parties and let H = P\ Z* be the set
of honest parties. We note that H € Sz_. Since D is honest, it picks the shares
81,...,8|z, such that s = s1 + -+ + 5/z| and sends s, to each party P; € S,
corresponding to every S; € Sz . These shares are delivered within time A.
Now consider an arbitrary S; € Sz,. At time A, each party P; € (S, NH) starts
giving ICSig(P;, P;, P, sqi) to every P; € Sy, for every P, € P, where sq; = 54
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holds. Moreover, the linearity principle is followed while generating these IC-
signatures. Then from the Z,-correctness of Ilaun in the synchronous network
(Theorem 4.1), it follows that at time A + Taun, each party P; € (Sq NH) will
receive |CSig(Pj, P;, Py, 5qj) from every P; € (SqNH), for every P, € P, such that
8¢j = Sqi = Sq holds. Since S, is arbitrary, it follows that at time A+Tayuth, every
party P; € H broadcasts an OK(4, j) message, corresponding to every P; € H.
From the Z;-validity of ITgc in the synchronous network (Theorem 3.2), it follows
that these OK(i, j) messages are received by every party in H through regular-
mode at time A + Taun + Tec. Consequently, the set H constitutes a clique in
the consistency graph of every party in H at time A 4 Tauh + Tec. Now since
the set H € Sz,, it follows that at time A + Tauh + Tie, there exists some S, €
Sz,, such that D computes the core-sets {W,},—1,.. |z, and broadcast-set BS,
followed by broadcasting (CanCS, D, Sy, {W,}q=1,....|z., BS, {54} qeBs) at time
A+ Tpaunh +Tc. Moreover, since D is honest, it computes the sets {Wg}q=1,..., |2
and BS honestly, satisfying the following conditions, for ¢ = 1,...,|Z;|.

— If S, constitutes a clique in the graph G®) then Wy =94
~ Else if (S, N S,) constitutes a clique in G(®) and Z; satisfies the Q(*)(S, N
Sq, Zs) condition, then W, = (5, N .Sy).

— Else W, = S, and ¢ € BS.

Note that for each W,, the condition Q") (W,, Z;) holds. This is obviously true
if W, = (S,N8,), since in this case D also checks that Q()(S,NS,, Z5) condition
holds. On the other hand, even if W, = S, the condition Q(l)(Wq, Z,) holds,
as QM(S,, Z) holds due to the Q) (P, Z,) condition. We also note that if
Sq = H, then g ¢ BS and consequently, D does not make public the share s,.
This is because as shown above, at time A + Taun + Tgc, the parties in S,
constitute a clique in the graph G(®).

Since D broadcasts (CanCS, D, Sy, {Wy }g=1.....| 2|, BS, {54 }qeBs) at time A+
Tauth + Tsc, from the Zg-validity of IIgc in the synchronous network, it follows
that all the parties in H will receive (CanCS, D, Sy, {Wg }g=1.....2.|, BS, {54} qeBs)
from the broadcast of D, at time A+Tauh+27Tsc. To show that every P; € H will
include (D, Sp) to the set C;, we need to show that all the conditions which hold
for D in its graph G(®) at time A4+Tauh+Tgc, are bound to hold for every P; € H,
at the time A+ Taun + 27c. Namely, all the edges which are present in G®) at
time A + Tauth + Thc, are bound to be present in the graph G®) every P; € H,
at the time A+ Tauh + 27sc. However, this simply follows from the Z-validity,
Zs-consistency and Zg-fallback consistency of Ilgc in the synchronous network
(see Theorem 3.2) and the fact that edges are added to consistency graphs, based
on the receipt of OK(*,x) messages, which are broadcasted through various I1gc
instances. Consequently, any edge (4,j) which is included in G(®) at the time
A + Tauh + Tie, is bound to be included in the graph G of every P; € H,
latest by time A + Tauh + 275c.

We next note that corresponding to every S; € Sz_, every honest P, € W,
will have the share s;, which is either made public by D as part of the CanCS
message or received from D. Each honest P; € W, will thus set [s], to s4 at time
A+ Tauh + 2Tsc. We next show that each P; € H will have ICSig(P;, P;, P, sq)
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corresponding to every Sy € Sz, where P; € W,, for every P; € W, and every
P, ¢ S,. This also is set at time A + Tauth + 27Bc. This is because there are
two possible cases with respect to q. If ¢ € BS, then from the protocol steps,
W, is publicly set to S, and ICSig(P;, P;, Px, sq) is set to the default value. On
the other hand, if ¢ ¢ BS, then also P; will possess |CSig(P;, P;, P, sq). This is
because as per the protocol steps, since P;, P; € W, it follows that P; must have
verified that the edge (P;, P;) € G, which further implies that P; has received
ICSig(P;j, P;, Py, sq;) from P;, where sq; = $4; holds. And since D is honest, sq; =
sq holds, implying that 1CSig(P;, P;, Py, s4j) is the same as 1CSig(P;, P;, Pk, sq)-
On the other hand, in the protocol, P; gives ICSig(P;, P;, Py, s4;) to every P; € S,
for every P, € P, where s4; = s4 holds. Hence if any corrupt P; € W, has
ICSig(P;, Pj, P, s;,) of any honest P; € W, for any Py, € P, then s, = s, holds.

We now show that, corresponding to each S, € Sz, every honest party
P, € S, \ W, sets [s], to sq, except with a probability of O(|Sz.| - n? - ecp),
at time A + Tauth + 278 + TReveal- For this, we first show that P; sets [s], to
some value. Since Z; satisfies the Q(l)(Wq, Z,) condition, the set W, contains
at least one honest party, say P;. Since P; follows the protocol steps honestly, it
reveals |CSig(Py, Pj, P;, [s]q) of every P, € W, to P;, at time A + Tauh + 27T5c.
From the Z;-correctness of ICP in the synchronous network (see Theorem 4.1), it
follows that P; will accept these signatures after time TRreyveal- On the other hand,
even if P, € W, is corrupt, then also from the Z;-non-repudiation property of
ICP in the synchronous network (see Theorem 4.1), it follows that P; accepts
ICSig(Px, Pj, Pi, [s]q), except with a probability €cp, after time Treveal. As there
can be O(n) corrupt parties in W, from the union bound, it follows that except
with a probability O(n - ecp), party P; will find a candidate party from W,,
who reveals [s],, along with the IC-signature of all the parties in W,, after time
TReveal- Now as there can be O(n) parties in S, \ W, it follows that except with
probability O(n? - €cp), every honest party P; € S, \ W, will find a candidate
party from W,, who reveals [s], along with the IC-signature of all the parties in
Wq at time A + TAuth + 2T'BC + TReveaI-

We next show that P; € S, \ W, indeed sets [s], to sq. Suppose that P; sets
[s]; to some value s’. From the protocols steps, this implies that there exists
some P; € W,, such that P; has accepted ICSig(Py, P;, P;, s') of every P, € W,
revealed by P;. If P; is honest, then indeed s’ = [s]q, as one of the IC-signatures
ICSig(Px, Pj, P;,s') is the same as ICSig(Py, P;, P;, [s]q), corresponding to the
honest P, € Wy, which is guaranteed to exist. So consider the case when P; is
corrupt. Moreover, let P, € W, be an honest party (which is guaranteed to exist).
In order that s’ # [s],, it must be the case that P; accepts ICSig(Py, P;j, P;, s'),
revealed by P;. However, from the unforgeability property of ICP (see Theorem
4.1), this can happen only with probability €cp. Now as there can be up to O(n)
corrupt parties in W, from the union bound, it follows that the probability that
P; outputs s’ # [s], is at most O(n - €icp). Since there can be up to O(n) parties
in S, \ W,, it follows that except with probability at most O(n?-€cp), the output
of every honest party in S, is indeed s,. Now, there can be [Sz,| possibilities
for S,. From the union bound, it follows that corresponding to each S, € Sz_,
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every honest party P, € S, \ W, sets [s]; to sq, except with a probability of
O(|st| . TL2 . €|Cp).

Finally, the privacy for s follows from the fact that throughout the protocol,
the view of the adversary remains independent of the share s,, corresponding
to the group S;, where S, = H. This is because as shown above, ¢ ¢ BS
and consequently, D does not make public the share s,. Moreover, during the
pairwise consistency tests, the view of the adversary remains independent of
sq, when the parties in H exchange IC-signed s,, which follows from the pri-
vacy property of ICP (see Theorem 4.1). Further, while computing the output,
ICSig(Px, Pj, P;, sq) is revealed by party P; € W, only to each party P; € S, \W,.
Hence, the adversary does not learn s,.

An immediate corollary of Lemma C.1 is that if D is honest, then the parties
output [s] at time A 4+ Tauh + 278c + TReveal, Which follows from the definition
of []-sharing.

Corollary C.1. If the network is synchronous and D is honest and participates
in Ilyss with input s, then the parties output [s] at time A+Tauh +2Tsc +TReveal s
except with a probability of O(|Sz,| - n? - eicp).

We next consider a corrupt D in the synchronous network and show that if
any honest party computes an output at time 7', then there exists some s* € F
such that the (honest) parties output [s*] by time T+ A, except with probability
O(|st| . n2 . €|cp).

Lemma C.2. If the network is synchronous and D is corrupt and if any honest

party computes an output at time T', then there exists some s* € F, such that the

honest parties output [s*] by time T + A, except with a probability of O(|Sz,| -
2

n’ - ecp).

Proof. Let Z* € Z, be the set of corrupt parties and let H = P\ Z*
be the set of honest parties. Let P, € H be the first honest party which
computes an output at time 7. The way in which the core sets are defined
ensures that each set in {W,},—1, . |z, must contain at least one honest
party. Since IIreveal takes at least Tgrevear time to complete, this means that
there exists S, € Sz, such that some honest party P, receives a message

(CanCS, D, Sp, Wy} g=1..... 2,1, BS, {54 }qeBs) from the broadcast of D by the

time T — TReveal and includes (D, Sp) to Cp,. This further implies that P,, has

verified that the following hold, for ¢ = 1,...,|Z|, by time T — Treveal-

— If ¢ ¢ BS, then W, is either S, or (S, N Sy). Moreover, Z, satisfies the
QWW,, Z,) condition and the parties in W, constitute a clique in the
graph G(™).

— If ¢ € BS, then D has made public s4, as part of the CanCS message. More-
over, W, is set to S.

From the Z;-consistency and Z,-fallback consistency of Ilgc in the synchronous

network (see Theorem 3.2), it follows that every party in H will receive

(CanCS, D, Sp, {Wy}g=1,...,|2.|, BS, {54 }qeBs) from the broadcast of D, latest by

time T — TReveal + A. We next show that each P; € A will include (D, S,) to
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C;, latest by time T — Treveal + A. For this, it is enough to show that all the
edges which are present in G™) at time T — TReveal, are bound to be present in
the graph G every P; € H, by the time T — Treyeal + A. However, this sim-
ply follows from the Zg-validity, Zs-consistency and Z,-fallback consistency of
Ipc in the synchronous network (see Theorem 3.2) and the fact that edges are
added to consistency graphs, based on the receipt of OK(*,x) messages, which
are broadcasted through various ITgc instances. Consequently, any edge (i, 7)
which is included in GU™ at the time T, is bound to be included in the graph
G of every P; € H, latest by time T — Treveal + A.

We next show that by time 7" — TReveal + 4, corresponding to every S; € Sz_,
every P; € W, will have a common share, say s;. If ¢ € BS, this is trivially true,
since in this case, D makes public the share s, and hence s7 = s,. On the other
hand, consider the case when ¢ ¢ BS and consider arbitrary P;, P; € Wy NH).
Since F; and P; are part of a clique, it follows that P; and P; have broadcasted
the messages OK(i, j) and OK(j, 1) respectively. Moreover, these messages were
broadcasted, latest by time T" — Treveal — IBc, since it takes at least Tgc time
to compute any output in an instance of Ilgc in the synchronous network (see
Theorem 3.2). Now since P; and P; have broadcasted OK(¢,j) and OK(j, 1)
messages, it implies that they have verified that s,; = s4; holds, where sy and
54 are the shares, received by P; and P; respectively, from D. Let sq; = 545 = s

We define
s* def Z s;.

=1,..,| Zs|

*
q°

Till now we have shown that there exists some s* € F, such that by time 7" —
TReveal + 4, all the parties in H will have the core-sets Wi, .. s W)z,|, where
Sq\ Wy € Z,, for ¢ = 1,...,|Z,| and where each P, € (W, N H) will have a
common share [s*],. We need to show that by the time T'— Treveal + 4, the parties
in H will have the required IC-signatures, as part of [s*], satisfying the linearity
property. Namely, each P; € H will have ICSig(P;, P;, Pk, [s*]q), corresponding
to every Sy € Sz, where P; € W,, of every P; € W, and for every P, € P.
There are two possible cases with respect to ¢. If ¢ € BS, then from the protocol
steps, Wy is publicly set to S, and ICSig(P;, P;, Py, [s*]q) is set to the default
value of ICSig(P;, P;, Py, sq), where s, is made public by D. As per our notations,
sq = s, for every ¢ € BS. On the other hand, if ¢ ¢ BS, then also P; will possess
ICSig(P;j, P;, Py, [s*]4). This is because as per the protocol steps, since P;, P; €
Wy, it follows that P; must have verified that the edge (P;, P;) € G which
further implies that P; has received ICSig(P;, P;, Pk, $q;) from P;, where s4; = S¢;
holds. Here s, is the share received by F; from D and as per our notation,
sqi = 5. Hence ICSig(P;, Pi, Py, 54;) is the same as ICSig(P;, P, P, [s*]). On
the other hand, in the protocol, P; gives |CSig(P;, P;j, Py, sq:) to every P; € S,
for every P, € P, where sq; = [s*]; holds. Hence if any corrupt P; € W, has
ICSig(P;, P}, P, sy,), of any honest P, € W, for any P, € P, then s = [s*];
holds. It is easy to see that all the underlying IC-signatures will be linear since
the parties follow the linearity principle while generating IC-signatures.
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Finally, we now show that every honest party P; € S, \ W, gets [s*], ex-
cept with a probability of O(|Sz,| - n? - eicp), at time T+ A. For this, we first
show that P; computes some share on the behalf of S;. Since Z; satisfies the
Q(l)(Wq,ZS) condition, the set W, contains at least one honest party, say P;.
Since P; follows the protocol steps honestly, it reveals |CSig( Py, P;, P, [s*]4) of
every P, € W, to F;, at time T — TReveal + A. From the Z,-correctness of ICP
in the synchronous network (see Theorem 4.1), it follows that P; will accept the
IC-signatures 1CSig(Py, P;, P;, [s*]q), revealed by P;, after time TReveai. On the
other hand, even if P, € W, is corrupt, then also from the Z;-non-repudiation
property of ICP in the synchronous network (see Theorem 4.1), it follows that P,
accepts 1CSig(Py, Pj, P;, [s*]4), except with a probability €cp, after time Treyeal-
As there can be O(n) corrupt parties in W,, from the union bound, it follows
that except with a probability O(n - €cp), party P; will find a candidate party
from Wy, who reveals [s*],, along with the IC-signature of all the parties in W,
after time TReveal.- Now as there can be O(n) parties in S, \ W, it follows that
except with probability O(n? - €icp), every honest party P; € S, \ W, will find
a candidate party from W,, who reveals [s*], along with the IC-signature of all
the parties in W, at time T'+ A.

We next show that P; € S, \ W, indeed sets [s*], as the share corresponding
to S,. Suppose that P; sets the share to some value s'. From the protocol steps,
this implies that there exists some P; € W,, such that P; has accepted the
IC-signatures |CSig(Py, Pj, P;,s') of every P, € W,, revealed by P;. If P; is
honest, then indeed s’ = [s*],, as one of the IC-signatures 1CSig(Py, P;, P;, s')
is the same as ICSig(Py, P;, P;,[s*]q), corresponding to the honest P, € W,
which is guaranteed to exist. So consider the case when P; is corrupt. Moreover,
let P, € W, be an honest party (which is guaranteed to exist). In order that
s # [s*]q, it must be the case that P; accepts |CSig(Py, P;, P;, s'), revealed by
P;. However, from the unforgeability property of ICP (see Theorem 4.1), this
can happen only with probability €cp. Now as there can be up to O(n) corrupt
parties in W, from the union bound, it follows that the probability that P;
outputs s’ # [s*], is at most O(n - €cp). Since there can be up to O(n) parties in
S, \ Wy, it follows that except with probability at most O(n?-€cp), the output of
every honest party in Sy is indeed [s*],. Now, there can be |[Sz,| possibilities for
Sq. From the union bound, it follows that corresponding to each S, € Sz_, every
honest party in S, outputs [s*],, except with a probability of O(|Sz,|-n? - eicp).

We next consider an asynchronous network and prove the analogue of Lemma
C.1 by showing that if D is honest, then the parties eventually output [s] except
with a probability of O(|Sz, |- n? - eicp). Further, the adversary learns no addi-
tional information about s. The proof of the lemma follows closely the proof of
Lemma C.1, except that we now rely on the properties of IIgc, and ICP in the
asynchronous network.

Lemma C.3. If the network is asynchronous and D is honest, participating
in Ilyss with input s, then the honest parties eventually output [s] except with
a probability of O(|Sz,| - n? - ecp), with the view of the adversary remaining
independent of s.
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Proof. Let Z* € Z, be the set of corrupt parties and let H = P\ Z* be the set
of honest parties. We note that H € Sz_, since Z* € Z5 as 2, C Z;. Since D is
honest, it picks the shares s1, ..., 5|z, such that s = s;+- - -+s|z,| and sends s, to
each party P; € S,, corresponding to every S; € Sz_. These shares are eventually
delivered. Now consider an arbitrary S, € Sz,. After receiving the share s4; from
D, each party P; € (S; N'H) starts giving ICSig(P;, P}, Pk, sqi) to every P; € S,
for every P, € P, where s4; = s4 holds, such that the linearity principle is
followed while generating these IC-signatures. Then from the Z,-correctness of
ITayeh in the asynchronous network (Theorem 4.1), it follows that each party P; €
(SqNH) will eventually receive ICSig(P;, P;, Py, sq;) from every P; € (S;NH), for
every P, € P, such that s;; = s4 = s4 holds. Since S, is arbitrary, it follows that
eventually, every party P; € H broadcasts an OK(4,j) message, corresponding
to every P; € H. From the Z,-weak validity and Z,-fallback validity of Ilgc in
the asynchronous network (Theorem 3.2), it follows that these OK (i, j) messages
are eventually received by every party in H. Consequently, the set H eventually
constitutes a clique in the consistency graph of every party in H. Now since
the set H € Sz_, it follows that eventually, there exists some S, € Sz_, such
that D computes the core-sets {W;},—1....|z,| and broadcast-set BS, followed
by broadcasting (CanCS, D, Sy, {Wy}e=1..... 2., BS, {54 }¢eBs). Moreover, since
D is honest, it computes the sets {Wg}4=1,...,|z,| and BS honestly, satisfying the
following conditions, for ¢ = 1,...,|Z]|.

— If S, constitutes a clique in the graph G(D), then W, = S,

~ Else if (S, N S,) constitutes a clique in G(®) and Z; satisfies the Q*)(S, N
Sq, Zs) condition, then W, = (5, N .Sy).

— Else W, = S, and ¢ € BS.

Note that for each W, the condition @(1)(Wq, Z,) holds. This is obviously true
if W, = (S, N S,), since in this case D also checks that Q™) (S, N S,, Z;) holds.
On the other hand, even if W, = S, the condition Q(l)(Wq,ZS) holds, since
Q(l)(Sq, Z) holds. We also note that if S, = H, then ¢ ¢ BS and consequently,
D does not make public the share s,. This is because the parties in .S, N .S, will
constitute a clique and the Q) (S, N S,, Z) condition will be satisfied due to
the Q1 (P, Z, 2,) condition. Hence W, will be set to S, N S,.

Since D eventually broadcasts (CanCS, D, Sy, {W,}q=1..... 2.1, BS, {54} qeB5 ),
from the Z,-weak wvalidity and Z,-fallback walidity of Ilgc in the asyn-
chronous network, it follows that all the parties in H will eventually receive
(CanCS, D, Sy, Wy} g=1.....| 2., BS; {54} qeBs) from the broadcast of D. We next
show that every P; € H will eventually include (D, S,) to the set C;. For this, we
need to show that all the conditions which hold for D in its graph G(®) when it
broadcasts the CanCS message, are bound to eventually hold for every P; € H.
However, this simply follows from the Z,-weak validity, Z,-fallback validity, Z,-
weak consistency and Z,-fallback consistency of Ilgc in the asynchronous net-
work (see Theorem 3.2) and the fact that edges are added to consistency graphs,
based on the receipt of OK(%,*) messages, which are broadcasted through var-
ious ITgc instances. Consequently, any edge (i,7) which is included in G® s
bound to be eventually included in the graph G of every P; € H.

.....
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Note that corresponding to every S, € Sz_, every honest F; € W, will have
the share s4, which is either made public by D as part of the CanCS message or
received from D. Next, we note that each P, € H will have ICSig(P;, P;, Pk, sq),
corresponding to every S, € Sz, where P; € W, from every P; € W, and for
every P, € P. On the other hand, if any corrupt P; € W, has ICSig(P;, P}, Py, s,)
of any honest P; € W, for any P;, € P, then s’q = 54 holds. The proof for this is
exactly the same as that of Lemma C.1.

We now show that every honest party P; € S, \ W, eventually sets [s], to sq,
except with a probability of O(|Sz, |- n?-ecp). We first show that P; sets [s], to
some value. Since Z, satisfies the Q(l)(Wq, Z,) condition, this means that W,
contains at least one honest party, say P;. Since P; follows the protocol steps
honestly, it reveals ICSig(Py, P;, P, [s]q) of every P, € W, to P;. From the Z,-
correctness property of ICP in the asynchronous network (see Theorem 4.1), it
follows that P; will eventually accept these signatures. On the other hand, even
if P, € W, is corrupt, then from the Z,-non-repudiation property of ICP in the
asynchronous network (see Theorem 4.1), it follows that P; eventually accepts
ICSig(Px, Pj, Pi, [s]q), except with a probability €cp. From the union bound, it
follows that except with probability O(n?-ecp), each party P; € S, outputs some
value for [s]. Further, this value must be s,. The proof of this follows from what
was shown in C.1. Now, there can be |Sz,| possibilities for S;. From the union
bound, it follows that corresponding to each S; € Sz_, every honest party in S,
eventually outputs [s],, except with a probability of O(|Sz,| - n? - eicp).

Finally, the privacy for s follows from the fact that throughout the protocol,
the view of the adversary remains independent of the share s, corresponding
to the group S;, where S, = H. This is because as shown above, ¢ ¢ BS
and consequently, D does not make public the share s,. Moreover, during the
pairwise consistency tests, the view of the adversary remains independent of
sq, when the parties in H exchange IC-signed s,4, which follows from the pri-
vacy property of ICP (see Theorem 4.1). Further, while computing the output,
ICSig(Px, Pj, P;, sq) is revealed by party P; € W, only to each party P; € S, \W,.
Hence, the adversary does not learn s,.

Finally, we consider a corrupt D in the asynchronous network and prove the
analogue of Lemma C.2, whose proof is very similar to that of Lemma C.2.

Lemma C.4. If the network is asynchronous and D is corrupt and if any honest
party computes an output, then there exists some s* € F, such that the honest
parties eventually output [s*], except with a probability of O(|Sz,|-n? - eicp)-

Proof. Let Z* € Z, be the set of corrupt parties and let H = P \ Z* be the
set of honest parties. Let P,, € H be the first honest party, who computes an
output in the protocol IIyss. This implies that there exists some S, € Sz_, such
that P, receives a message (CanCS,D, Sy, {Wy}¢=1...., 2.1, BS, {54} qeBs) from
the broadcast of D, and includes (D, Sp) to Cp,. This further implies that P, has
verified that the following hold, for ¢ =1,...,|Z;].
— If ¢ ¢ BS, then W, is either S, or (S, N S;). Moreover, Z, satisfies the
QWW,, Z,) condition and the parties in W, constitute a clique in the
graph G(™),
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— If ¢ € BS, then D has made public s4, as part of the CanCS message. More-
over, W, is set to .S.
From the Z,-weak consistency and Z,-fallback consistency of Ilgc in the asyn-
chronous network (see Theorem 3.2), it follows that every party in H will even-
tually receive (CanCS,D, Sy, {Wq}q=1....,2.|, BS,{5¢}qeBs) from the broadcast
of D. We next show that each P; € H will eventually include (D, S,) to C;. For
this, it is enough to show that all the edges which are present in G("™ when
(D, Sp) is included in C;, are bound to be eventually present in the graph G
of every P; € H. However, this simply follows from the Z,-weak validity, Z,-
fallback validity, Z,-weak consistency and Z,-fallback consistency of Ilgc in the
asynchronous network (see Theorem 3.2) and the fact that edges are added to
consistency graphs, based on the receipt of OK(*,x) messages, which are broad-
casted through various Ilgc instances.
Next, it can be shown that corresponding to every S, € Sz_, every P, € W,
will have a common share, say s3. The proof for this is the same as Lemma C.2.

We define
def
* ag€J *
s* = E sy
q:l,...,‘Zs‘

Now similar to the proof of Lemma C.2, it can be shown that each party P; in
(H NW,) will eventually have the required IC-signatures on [s*], as part of [s*]
and will reveal these to parties in S, \ W,. Consequently, each party in H will
eventually set [s*], as the share corresponding to S, and hence, s* will eventually
be secret-shared, except with a probability of O(|Sz,| - n? - eicp).

We next derive the communication complexity of the protocol ITyss.

Lemma C.5. Protocol Ilyss incurs a communication of O(|Zs|-n®-log|F|-|a|)
bits.

Proof. In the protocol, D needs to send the share s, to all the parties in
Sg. This incurs a total communication of O(|Z;| - n - log |F|) bits. There are
O(|Zs] - n?) instances of ITauh invoked, to exchange IC-signed values, during
the pairwise consistency tests. From Theorem 4.1, this incurs a total commu-
nication of O(|Z;| - n® - log|F| - |o|) bits. There are O(n?) OK messages which
need to be broadcasted, which from Theorem 3.2, incurs a total communica-
tion of O(n® - logn - |o]) bits, since each OK message encodes the identity of
two parties, requiring logn bits. Finally, D needs to broadcast a candidate
(CanCS, D, Sp, {Wy}g=1,...,|2.|, BS, {54 }qeBs) message, where S, BS and each
W, can be represented by O(n) bits. And corresponding to the indices in BS,
the dealer D may end up broadcasting O(|Z|) shares. From Theorem 3.2, this
incurs a total communication of O(|Z| - (n® - |o| + n* - log|F| - |o|)) bits. While
computing the output, O(n?-|Z,|) instances of ITreveal are involved, which incur
a communication of O(|Z,| - n* - log [F|) bits.

Theorem 5.1 now follows from Lemma C.1-C.5.
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Theorem 5.1. Protocol Ilyss achieves the following, except with a proba-
bility of O(|Sz.| - n? - eicp), where D has input s € F for Ilyss and where
Tyss = A+ Tauth + 2T8c + TReveal -

— If D is honest, then the following hold.

— Zg-correctness: In a synchronous network, the honest parties output [s)
at time Tyss.

— Z,-correctness: In an asynchronous network, the honest parties eventu-
ally output [s].

— Privacy: Adversary’s view remains independent of s in any network.

— If D is corrupt, then the following hold.

- Zs~-commitment: In a synchronous network, either no honest party ob-
tains any output or there exists some s* € F, such that the parties output
[s*]. Moreover, if any honest party computes its output corresponding to
[s*] at time T, then all honest parties compute their output corresponding
to [s*] by time T + A.

- Z,-commitment: In an asynchronous network, either no honest party
obtains any output or there exists some s* € F, such that the honest
parties eventually output [s*].

~ Communication Complexity: O(|Z;|-n®-log |F|-|o|) bits are communicated
by the honest parties.

D Network Agnostic Reconstruction Protocols and
Secure Multicast

This section presents our network-agnostic reconstruction protocols and se-
cure multicast protocol, along with their properties. We start with the

protocol ITrecshare for reconstructing a designated share, presented in Fig
18.

—[ Protocol HRecShare([S]a qu R)]

— Sending IC-signed Share to the Parties: If P, € W,, then reveal
ICSig(P;, Pi, Py, [s]q) of every P; € W, to every P, € R\ W,. Here W, de-
notes the publicly known core-set corresponding to Sq € Sz, as part of [s].

— Computing Output: If P, € (R NW,), then output [s],. Else if P; € R \ Wy,
then check if there exists any P; € W, and a value sq;, such that P; has accepted
ICSig(Px, P;, Pi, sqj) of every P, € Wy. Upon finding such a P;, output [s], =
qu.a

“ If there are multiple such parties Pj, then consider the one with the smallest index.

Fig. 18: Network agnostic reconstruction protocol to reconstruct a designated share
[s]g- The above code is executed by each P; € P.

We next prove the properties of the protocol ITrecshare-

Lemma 6.1. Let s be a value which is linearly secret-shared with IC sig-
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natures, let Sq € Sz_ be a designated set and let R C P be a designated set of

receivers. Then protocol Ilgecshare achieves the following.

- Zs-correctness: In a synchronous network, all honest parties in R output
[s]y at time Trecshare = TReveal, €xcept with a probability of O(n? - eicp).

— Z4-correctness: In an asynchronous network, all honest parties in R even-
tually output [s],, except with a probability of O(n? - eicp).

— Privacy: If R consists of only honest parties, then the view of the adversary
remains independent of [s],.

- Communication Complexity: O(|R|-n? - log|F|) bits are communicated.

Proof. We first note that all honest parties in (RNW,) output [s], correctly. So
consider an arbitrary honest P; € R\ W,. We first show that P; indeed computes
an output in the protocol, irrespective of the network type.

Since Z satisfies the Q™) (W,, Z) condition, it contains at least one hon-
est party, say P;. Since P; follows the protocol steps honestly, it reveals
ICSig(Px, Pj, Pi, [s]4) of every P, € W, to P;. From the correctness proper-
ties of ICP (see Theorem 4.1), it follows that P; will accept the IC-signatures
ICSig(Px, Pj, P;, [s]q), revealed by P;, after time Treveal in & synchronous net-
work, or eventually in an asynchronous network. On the other hand, even if
P, € W, is corrupt, then also from the non-repudiation properties of ICP, it fol-
lows that P; accepts ICSig(Py, P;, P;, [s]4), except with a probability ecp, after
time TReveal in a synchronous network, or eventually in an asynchronous network.
As there can be O(n) corrupt parties in Wy, from the union bound, it follows
that except with a probability O(n - €cp), party P; will find a candidate party
from W,, who reveals [s]q, along with the IC-signature of all the parties in W,
after time TReveal in & synchronous network, or eventually in an asynchronous
network. This is because the honest party in W, always constitutes a candidate
party. Now as there can be O(n) parties in R \ W,, it follows that except with
probability O(n? - eicp), every honest party in R \ W, will find a candidate party
from W,, who reveals [s]4, along with the IC-signature of all the parties in W,
after time TReveal in & synchronous network, or eventually in an asynchronous
network. Hence all honest parties in R compute an output, after time Treyeal in
a synchronous network, or eventually in an asynchronous network, except with
a probability O(n? - €cp).

We next show that the output computed by all the honest parties is indeed
correct. While this is trivially true for the parties in (R NW,), consider an arbi-
trary honest party P; € R\ W,. The above argument shows that P; computes an
output in the protocol, irrespective of the network type. So let P; output s’. We
wish to show that s = [s],. From the protocol steps, since P; outputs s', it implies
that there exists some P; € W, such that P; has accepted |CSig(Py, Pj, P, s)
of every P, € W,, revealed by P;. If P; is honest, then indeed s’ = [s],, as
one of the IC-signatures |CSig(Py, P;, P;, ') is the same as |CSig(Px, P, P;, [s]q),
corresponding to the honest P, € W,, which is guaranteed to exist. So consider
the case when P; is corrupt. Moreover, let P, € W, be an honest party (which is
guaranteed to exist). In order that s’ # [s],, it must be the case that P; accepts
ICSig(Px, Pj, P;, s'), revealed by P;. However, from the unforgeability property of
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ICP (see Theorem 4.1), this can happen only with probability ¢;cp. Now as there
can be up to O(n) corrupt parties in W, from the union bound, it follows that
the probability that P; outputs s’ # [s]q is at most O(n - eicp). And since there
can be up to O(n) parties in R \ W,, it follows that except with probability at
most O(n? - €icp), the output of every honest party in R is indeed [s],.

Communication complexity follows from the communication complexity of
IIReveal (Theorem 4.1) and the fact that O(|R| - n?) instances of ITreyeal are
involved. And privacy follows from the privacy of ICP.

Protocol I1gec for reconstructing s by a designated set of receivers is presented
in Fig 19.

—{ Protocol Ir(]. )]

— Reconstructing Individual Shares: Corresponding to each S, € Sz, par-
ticipate in an instance ITrecshare([S]; Sq; R) Of ITrecshare, to let the parties in R
reconstruct [slq.

— Computing Output: If P, € R, then output s = Z [s]q-

Sq€s

Fig.19: Network agnostic reconstruction protocol to reconstruct a secret-shared value
with IC signatures. The above code is executed by each party P; € P.

The properties of the protocol ITgec are stated in Lemma 6.2.

Lemma 6.2. Let s be a value which is linearly secret-shared with IC sig-

natures and let R C P be a set of designated receivers. Then protocol Ilrec

achieves the following.

— Zg-correctness: In a synchronous network, all honest parties in R output s
at time Trec = TRecShare, except with probability O(|Sz.| - n? - eicp).

- Z,-correctness: In an asynchronous network, all honest parties in R even-
tually output s, except with probability O(|Sz,| - n? - eicp).

— Privacy: If R consists of only honest parties, then the view of the adversary
remains independent of s.

~ Communication Complexity: O(|Z;| - |R| - n? - log [F|) bits are communi-
cated.

Proof. The proof follows from Lemma 6.1, and the fact that |Sz,| instances of
ITRecShare are invoked.

D.1 Network Agnostic Secure Multicast

Protocol Ilsym is presented in Fig 20.

Protocol ITsym(Sen, v, R)}

— Sending the Value to the Parties: Sen on having the input v, invokes an
instance of Ilyss with input v and the parties in P participates in this instance.
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— Verifying if Sender has Committed Any Value: Each P; € P waits till its
local time becomes Tyss, initializes a Boolean variable flag(se"’R) to 0 and then
do the following.

— Upon computing an output in the [Tyss instance, set flag®®™™ to 1.
— Upon setting flag®®™®) to 1, participate in an instance Hgec([v], R) of Igec to
let the parties in R reconstruct v

— Computing Output: Each P; € R upon computing an output v during the

instance ITrec([v], R), outputs v.

Fig. 20: The network agnostic SVM protocol

We next prove the properties of the protocol IIsym.

Lemma 6.3. Protocol Ilsym achieves the following, where Sen participates with

input v and where each honest party initializes flag(se"’R) to 0.

— Synchronous Network: If Sen is honest, then all honest parties set
flag(sen’R) to 1 at time Tyss and except with probability O(n® - ecp), all
honest parties in R output v, after time Tsym = Tyss + Trec. Moreover, if
R consists of only honest parties, then the view of Adv remains independent
of v. If Sen is corrupt and some honest party sets flag(se”’R) to 1, then there
exists some v* such that, except with probability O(n3 - eicp), all honest par-
ties in R output v*. Moreover, if any honest party sets flag(sen’R) to 1 at
time T, then all honest parties in R output v* by time T + 2A.

— Asynchronous Network: If Sen is honest, then except with probability O(n>-
€icp), all honest parties in R eventually output v. Moreover, if R consists of
only honest parties, then the view of the adversary remains independent of v.
If Sen is corrupt and some honest party sets flag(sen’R) to 1, then there exists
some v* such that, except with probability O(n3 - eicp), all honest parties in
R eventually output v*.

— Communication Complexity: O(|Z,|-n®-log |F|-|o|) bits are communicated.

Proof. Let us first consider an honest Sen. If the network is synchronous, then
from the Z;-correctness of Ilyss in the synchronous network (Theorem 5.1), at
time Tyss, all honest parties will output [v]. Consequently, each honest party will
set flag(se"’R) to 1 and start participating in the instance of ITgec. Hence, from
the Zs-correctness of Ilgec in the synchronous network (Lemma 6.2), coupled
with the modifications presented in Section 6.1, it follows that all honest parties
in R output v, except with probability O(n3-ecp), after time Teym = Tyss +TRrec-
The privacy of v follows from the privacy of Ilyss (Theorem 5.1) and privacy
of ITrec (Lemma 6.2). The proof for the case of honest Sen in an asynchronous
network is the same as above, except that we now rely on the Z,-correctness
of Ilyss in the asynchronous network (Theorem 5.1) and the Z,-correctness of
IIRec in the asynchronous network (Lemma 6.2).

Next consider a corrupt Sen. Let us first consider a synchronous network. Let
P; be the first honest party who sets flag(se"’R) to 1. This implies that there
exists some v*, such that P; outputs [v*]. Let T' be the time when P; outputs
[v*] during the instance of Ilyss (and hence sets flag®®™™ to 1). From the

91



Zs-commitment of Ilyss in the synchronous network, it follows that all honest
parties will output [v*] (and hence set flag®™™ to 1), latest by time T + A.
Hence all honest parties will start participating in the instance of ITgec, latest by
time T+ A. Hence, from the Z,-correctness of Ilgec in the synchronous network
(Lemma 6.2), coupled with the modifications presented in Section 6.1, it follows
that all honest parties in R output v*, except with probability O(n® - €cp), by
time T+ 2A.

The proof for the case of a corrupt Sen in an asynchronous network is the
same as above, except that we now rely on the Z,-commitment of Ilyss in
the asynchronous network (Theorem 5.1) and the Z,-correctness of ITgec in the
asynchronous network (Lemma 6.2).

The communication complexity follows from the communication complexity
of H\/ss and HRec-

E Properties of the Protocol Ilypyss

In this section, we prove the properties of the protocol IImpyss (see Fig 8 for the
formal description).

We first show that if the network is synchronous, then all honest parties
will compute a common candidate set of committed dealers CD set by time
Tsvm + 2Tga, such that all honest dealers are guaranteed to be present in CD.

Lemma E.1. If the network is synchronous and Py, € P is an honest dealer
participating with input s, then all the following hold in ITypyss, where H is
the set of honest parties.

— Except with probability O(n® - eicp), all the parties in H will have a common

CD set by time Tsym + 2Tsa, where H C CD. 18
— Ezcept with probability O(n? - ecp), corresponding to every dealer Py € CD
and every Sy € S|z,), every party in (HNS,) will have a common share, say
*(0) (£)

q 7’ q
Proof. Let Z* € Z4 be the set of corrupt parties and let H = P \ Z* be the
set of honest parties. From the properties of IIsyym in the synchronous network
(Lemma 6.3), it follows that every P; € H will set flag(P’f’SQ) to 1 at time Tyss,
corresponding to every P, € H and every S, € Sz,. Moreover, at time Tsywm,
corresponding to every Py, € H and every S, € Sz,, each P, € (HNS,) com-

S which is the same as sq°, for an honest P;.

putes the output 31(1? during the instance Hé\ljﬁ,’lsq). Furthermore, except with

probability O(n? - €cp), the value sé? will be the same as s((f). Hence, corre-

sponding to every Py € H, every P; € H will start participating with input 1
during the instance HégA), at time Tsym. Hence from the Z-validity of Ilga in

the synchronous network (Theorem 3.1), at time Tsym + Tga, all the parties in H

will obtain the output 1 from the I7, él;\) instances, corresponding to each Py, € H.
Since P\ H € Z,, it follows that at time Tsym + Tga, all the parties in H start

18 This automatically implies that P\ CD € Z.
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participating with input 0 in any remaining instance I é*A) of Ilgp, for which no

input is provided yet. Hence from the Z,-security of Ilga in the synchronous
network (Theorem 3.1), all the parties in H will compute some output in all the
n instances of IT, é;) by time Tsym + 2Ta. Moreover, the outputs will be common
for the parties in H. Consequently, all the parties in H will have a common
CD set at the time Tsym + 2Tga. Moreover, H C CD, since CD includes all the
dealers P, such that HéeA) outputs 1. And as shown above the Héi) instances
corresponding to P, € H outputs 1.

Next, consider an arbitrary P, € CD. This implies that at time Tsym +
Tga, at least one party from H, say Py, has participated with input 1 during
the instance HéZA). If not, then from the Z,-validity of Ilga in the synchronous
network (Theorem 3.1), all the parties in H would have obtained the output
0 from the instance HéeA) at the time Tsym + 27ga and hence P, ¢ CD, which
is a contradiction. This implies that by the time Tsym + Tga, party P has set
flag(P‘”S‘Z) to 1 during the instance HSVM(Pg,s((f),Sq), for g = 1,...,]|Z|. So
consider an arbitrary S; € Sz,. From the properties of IIsym in the synchronous
network (Lemma 6.3), it follows that there exists some value s*((f), which is the

same as sff) for an honest P, such that except with probability O(n3-€cp), all the

parties in H output s*l(f) during the instance Hé\};ﬁ,’ls") by time Tsym+Tga+2A <
Tsym + 2TA.

We next show that if the network is synchronous and if an honest dealer
from CD broadcasts any set of candidate core-sets, then all honest parties will
“accept” the core-sets. Moreover, the dealer will never make public the share cor-
responding to the group from Sz, consisting of only honest parties while making
public these core-sets. Furthermore, each honest dealer in CD will start making
public at least one candidate set of core-sets, namely the one computed with
respect to the group from Sz, , consisting of only honest parties. A consequence
of all these properties is that if the dealer is honest, the adversary will not learn
any information about the dealer’s input.

Lemma E.2. If the network is synchronous and P, € CD is an honest dealer
participating with input s, then all the following hold in IIwpvss except with
probability O(n® - eicp), where H is the set of honest parties.

~If S, = M, then Py will broadcast (CanCS, Py, Sy, {(Whiatae1,. 2.1, BSY,
{Sél)}qess,(f)) at time Tsym + 2TA + Tauth + Tc-

— If Py broadcasts any (CanCS, P, Sp, {Wﬁ%}q:17,,,,‘gs|,BSﬁf’, {S‘(Ié)}qezs‘sg)) at
time T, then every honest P; € P will include (P, Sp) to C; at time T+ Tac.
Moreover, the following will hold.
~ If Sq="H, then q ¢ BSY.

- Forq=1,...,|2,|, each Wg& will be either S, or (S, N Sy). Moreover,
Zs will satisfy the Q(l)(WISQ, Zs) condition.

- Ifqé¢ BSg), then every honest P; € Sy will have the share s((f). Moreover,
every honest P; € WZ()Q will have ICSig(Pj,Pi,Pk,s((f)) of every P; €
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WZ()Q for every P, € P. Furthermore, if any corrupt P; € WZ(),{; have

ICSig(Pi,Pj,Pk,s;(e)) of any honest P; € Wg& for any P, € P, then
s;(l) = S,(f) holds. Also, all the underlying IC-signatures will satisfy the
linearity property.

— The view of the adversary will be independent of s*).

Proof. Let Z* € Z, be the set of corrupt parties and let H = P\ Z* be the set

of honest parties. Since the dealer Py is honest, from Lemma E.1 it follows that
(@)

corresponding to every S, € Sz,, every party in (HNS,) will have the share s qi >
by time Tsym +2Tsa, except with probability O(n?-€cp), where sfzf) = s((f). Now
consider an arbitrary Sy € Sz,. At time Tsym + 27Tga, each party P; € (S, N'H)
starts giving ICSig(Pi,Pj,Pk,s(é)) to every P; € Sy, for every P, € P, where

qi
St(;? = st(f) holds. Then from the Zg-correctness of Ilawn in the synchronous

network (Theorem 4.1), it follows that at time Tsym + 278a + Tauth, €ach party
P, € (SyNH) will receive ICSig(P;, P;, Py, s(e‘)) from every P; € (S,NH), for every

aj
Py, € P, such that sé? = sé? = s,(f) holds. Since S, is arbitrary, it follows that at
time Tsym + 278a + Tauth, €very party P; € H broadcasts an OK® (i, ) message,
corresponding to every P; € ‘H. From the Z,-validity of IIgc in the synchronous
network (Theorem 3.2), it follows that these OK(E)(i, Jj) messages are received
by every party in H through regular-mode at time Tsym + 21ga + Tauth + TBc.
Consequently, the set H constitutes a clique in the consistency graph G(¢9 of
every party P; € ‘H at time Tsym+2TsA+Tauth+1Bc. Note that the set H € Sz, .
Let S, be the set from Sz, such that S;, = H. From the protocol steps, it then
follows that at time Tsym + 27sa + Tauth + Tac, the dealer P, will compute
core-sets Wg& for g =1,...,|2| and broadcast-set BSI(f) with respect to S, as
follows.

— If S, constitutes a clique in the graph GUH | then W,S,ég is set as .Sj.

~ Else if (S, N S,) constitutes a clique in G**) and Z; satisfies the Q™ (S, N

Sq, Zs) condition, then W,S,eg is set as (Sp N Sy).

— Else W,Sﬁ} is set to S, and ¢ is included to BS](f).
After computing the core-sets and broadcast-set, P, will broadcast
Tauth + Tec. This proves the first part of the lemma.

We next proceed to prove the second part of the lemma. So con-

sider an arbitrary S, € Sz, such that P, compute core-sets W,Sﬁ} for
qg = 1,...,]2,| and broadcast-set BSZ(,Z) with respect to S, and broadcasts

(CanCS,Pg,Sp,{ngg}q:17,,,)‘gs|,BS](f), {S‘(Zé)}qEBS(Z)) at time T'. This means at

time 7', the parties in S}, constitute a clique in the graph G We also note
that T' > Tsym + 2T8a + Tauth + Tac. This is because any instance of ITgc takes
at least Tgc time in a synchronous network to generate an output. And the
parties in H start participating in any Ilgc instance invoked for broadcasting
any OK® (%, +) message, only after time Tsym + 2Tga + Taun- Consequently, any
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OK® (%, %) message received by Py, must be after time Tsym +2Tsa+ Tauth +Tsc-
We also note that any edge (P;, P;) which is present in the graph GO of P,
at time 7', is bound to be present in the graph G¢%) of every P; € H, latest by
time T+ A. This is because the edge (P}, Py) is added to G upon the receipt
of OKY(j, k) and OK“(k, j) messages from the broadcast of P; and Py respec-
tively. And from the Z,-validity, Zs-consistency and Z-fallback consistency of
IIgc in the synchronous network, these OK® (%, *) messages will be received by
every party P; € H, latest by time T + A. Since Py is assumed to be honest, it
follows that the sets {Wg&}q:17,,.)‘ z,| and BSI(f) satisfy the following properties.

— If S, constitutes a clique in the graph GUY | then W,S,eg is set as .S,.
~ Else if (S, N S,) constitutes a clique in G**) and Z; satisfies the Q™M (S, N

Sq, Zs) condition, then W,Sﬁ} is set as (Sp NSy).
~ Else Wyl is set to S, and ¢ is included to BS(.
We also note that if S; = H, then ¢ ¢ BS](f) and consequently, P, will not make

the share s((f) public. This is because T' > Tsym + 218a + Tauth + Iec. And as
shown in the proof of the first part, the set H will constitute a clique in the
graph GO at time Tsym + 2T8a + Tawth + Tc. Since Py is honest, from the
Zs-validity of Ilgc in the synchronous network, it follows that all the parties in

.....

regular-mode at time T+ Tgc. Moreover, each party P; € H will include (P, Sp)
to the set C; at time T + Tgc. This is because since P, has computed the sets
{W,ng}q:l,,,,w and BSI(f) honestly, these sets will pass all the verifications for
each P; € H at time T + A.

Next consider an arbitrary q & BS](f). This implies that P, has set WISQ as
(S,NS,) because the parties in (S,NS,) constitutes a clique in the graph G(%).
@
during the instance ITsym (P, s,(f), Sq) at time Tsym, which will be the same as
s((f), since P is honest. Next consider arbitrary P;, P; € Wg&, such that P; # P;.
This implies that the edge (i,7) is present in the graph G which further
implies that P; has broadcasted the message oK® (i,7). This further implies that

P; must have received 1CSig(P;, P;, Px, 351?) from P;, for every P, € P, such that
(¢

qi) holds. Since 81(1? = s((f), it follows that ICSig(P;, P;, Px, sé?) is the same

as 1CSig(P;, P;, Py, s((f)). On the other hand, consider an arbitrary P; € WI(),{;,

such that P; is corrupt and where P; has received ICSig(P;, P;, Py, s;(l)) from P;,

;(E) = 5((;?7 since P;

© ()

qi =5q

Now consider an arbitrary P; € (N Sy). This implies that P; has computed s

0=

for any P, € P. Then from the protocol steps, it follows that s
0

qr
it follows that ICSig(Pl-,Pj,Pk,s;(g)) is the same as ICSig(R-,Pj,Pk,st(f)). The
linearity of the underlying 1C-signatures follow from the fact the parties follow
the linearity principle while generating IC-signatures.

Finally, the privacy of s follows from the fact that throughout the proto-

col, adversary does not learn anything about the share s((f), provided S, = H.

gives the IC-signature on the share s,.’, received from P;. And since s
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Namely, during the instance ITsym(P;, s((f), Sy) where (S, N Z*) = 0, the view
of the adversary remains independent of st(f), which follows from the privacy
of IIsym (Lemma 6.3). Moreover, as shown above, Py never makes public the
share s((f), as q & BSZ(,Z). Furthermore, since the set H will consists of only honest
parties, from the privacy of ICP (see Theorem 4.1), it follows that the adver-

sary does not learn any additional information about s((f), when the parties in

‘H exchange 1C-signed s((f) during the pairwise consistency tests.

We next show that if the network is synchronous, then any candidate set of
core-sets “accepted” on the behalf of a corrupt dealer by any honest party at the
time T, is bound to be accepted by all honest parties, latest by time T + A.

Lemma E.3. If the network is synchronous and if in Iluypvss any
honest party P; receives (CanCS,Pz,Sp,{Wg&}q:17,,,)‘gs|,BSZ(,Z),{S((f)}qessée))
from the broadcast of any corrupt dealer P, € CD and includes
(P, Sp) to Ci at time T, then all honest parties P; will receive
,,,,, }quS(f)) from the broadcast of P,
and include (Py,Sp) to C; by time T + A. Moreover, for ¢ = 1,...,|2|, the
following holds, except with probability O(n? - eicp).
- W,Sﬁ} is either Sy or (Sp N'Sy). Moreover, Z4 satisfies the Q(l)(W,(,,eg,ZS)
condition.
- Ifq¢ BSI()E), then every honest P; € S, will have a common share, say s*((f).
Moreover, every honest P; € WISQ will have 1CSig(Pj, P;, P, s*((f)) of every
P; € Wﬁ; and for every P, € P. Furthermore, if any corrupt P; € Wéﬁ}
has ICSig(Pi,Pj,Pk,s;(e)) of any honest P; € Wg& for any P, € P, then
s;(e) = s*((f) holds. Also, all the underlying IC-signatures will satisfy the
linearity principle.

Proof. The proof follows very closely the proof of Lemma E.2. Let Z* € Z;
be the set of corrupt parties and let H = P \ Z* be the set of honest parties.
Now consider an arbitrary corrupt dealer P, € CD and an arbitrary P; € H,
. ¢ ¢

such that P; receives (CanCS, P, Sp, {Wzﬂ,g}q:l,,,,m‘,BSSZ), {s((]) 1eBSY
the broadcast of P, and includes (P, Sp) to C; at time T. Now consider another
arbitrary P; € H, such that P; # P;. From the Z-consistency and Z,-fallback
consistency of Ilgc in the synchronous network, it follows that P; is bound to
receive (CanCS, Py, Sp, {W,(,’fg}qzlw_,@,BS;“, {S‘(ZE)}quSL“) from the broadcast
of Py, latest by time 7'+ A. We wish to show that P; will include (P, Sp) to
C;, by time T + A. For this, we note that since P; has included (P, S,) to C; at
time T, all the following conditions hold for P; at time T, for ¢ = 1,...,|Z]|.
~Ifge BSI(f), then the set Wg& =5,

~If (g ¢ BS](DZ)), then WISQ is either S, or (S, N Sy), such that:

— W) = S, then S, constitutes a clique in G,

) from
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~ Else if W) = (S, N 5,), then (S, N S,) constitutes a clique in GV and
Z, satisfies the QM (S, N Sy, Z5) condition.

We claim that all the above conditions will hold even for P; by time T'+ A. This
is because all the edges which are present in the consistency graph G at time
T are bound to be present in the consistency graph G7) by time T+ A. This
follows from the Z;-validity, Zs-consistency and Z-fallback consistency of Ilgc
in the synchronous network (see Theorem 3.2) and the fact that the edges in
the graph G¢% are based on OK® (%, %) messages, which are received through
various Ilgc instances.

Next consider an arbitrary q ¢ BSZ(,Z). This implies that Wg& is set as (SpNS,)
and all the parties in (S, N S,) constitute a clique in the consistency graph of
every party in H. From the properties of IIsym in the synchronous network, all
honest parties in S, compute a common output, say s*((f), during the instance

Hsym (P, sff), Sq). Next consider an arbitrary P; € (H ﬂng) and any arbitrary

P; e Wg&. This implies that P; has broadcasted the message oK® (i,7), after

receiving ICSig(P;, P;, Py, sél;-)) from P;, for every P}, € P, and verifying that the

. . . P58
((1? is the same as the one, computed during the instance Hévﬁ,,sq «)

Since the share computed by P; during Ilsym (Pg,s((f),Sq) is s*((f), it follows
that ICSig(Pj,Pl-,Pk,s(g)) is the same as ICSig(Pj,B,Pk,s*ff)). On the other

aj
hand, since P; gives its IC-signature on s*l(f) to every P; € S, it follows that
if any corrupt P; € ngg has ICSig(Pi,Pj,Pk,sfz(Z)) from P; for any P, € P,
then sfz(g) = s*gl) holds. The linearity of the underlying IC-signatures follow
from the fact that the parties follow the linearity principle while generating the

IC-signatures.

share s

Now based on the previous two lemmas, we show that in a synchronous
network, all honest parties will output a “legitimate” set of parties CORE after
time Tsym + Tauth + 2T8c + 618a, such that at least one honest party is present in
CORE. And corresponding to every party in CORE, there exists some value, which
is linearly secret-shared with IC-signatures. Moreover, the values corresponding
to the honest parties remain private.

Lemma E.4. If the network is synchronous, then in IIypyss, except with prob-
ability O(n3 'EICP)7 at the time Tvpvss = Tsym + Tauth + 218c + 618A, all honest
parties output a common set CORE, such that at least one honest party will be
present in CORE. Moreover, corresponding to every P, € CORE, there exists
some s*(g), where s*© = 50 for an honest P, which is the input of Py for
Ilvmpvss, such that the values {S*(Z)}PEGCORE are linearly secret-shared with 1C-

signatures. Furthermore, if Py is honest, then adversary’s view is independent of
(@)
s\,

Proof. Let Z* € Z, be the set of corrupt parties and let H = P\ Z* be the

set of honest parties. From Lemma E.1, except with probability O(n? - ¢cp), all
the parties in H will have a common set of committed dealers CD by the time
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Tsvm + 21ga, where H C CD. Moreover, corresponding to every dealer P, € CD
and every S, € S|z, every party in (H N.S,) will have a common share, say

s*((f), which is the same as sff), for an P,. We begin by showing that once the

set of committed dealers CD is decided, then all the |Z| instances Hék*) of ITga

and then all the |CD| instances Héi*) of IIga will produce some output, for all
the parties in H, by time Typvss.

Consider the set S, € Sz, such that S, = H. Then -cor-
responding to each P, € (H N CD), every P, € H will receive

(CanCS,Pg,Sp,{Wg&}q:17,,,,‘gs|,BS](DE), {Sz(;é)}qezssg)) from the broadcast of P,

and includes (P, Sp) to C; at time Tsym + 2T8A + Tauth + 276c (see Lemma
E.2). Since P\ H € Z; and H C CD, it follows that at the time Tsym + 2Tsa +
Tautn + 2Tc, every party P; € H will have a set A, ; (namely A, ; = H), where

CD\ A, ; € Z; and where (P, S,) € C; for every P, € A, ;. Consequently, each

P, € H starts participating in the instance Hékp ) with input 1, at the time

Tsum + 21A + Tauth + 21sc. From the Zg-security of Ilga in the synchronous
network (see Theorem 3.1), it follows that at the time Tsym+Tauth+2T8c+371EA,

every P; € H obtains the output 1 from the instance 17, é},\’p ), Consequently, at
the time Tsym + Tauth + 2Tsc + 31Ba, every party in H will start participat-
ing in the remaining Hék*) instances for which no input has been provided yet
(if there are any), with input 0. And from the Z,-security of IIga in the syn-

chronous network, these I1 ék*) instances will produce common outputs, for every
party in H, at the time Tsym + Tauth + 278c + 418A. As a result, at the time
Tsym + Tauth + 2Tsc + 4T8a, all the parties in H will compute a geore. Moreover,
Geore Will be common for all the parties in H, since it corresponds to the least-
indexed Hék*) instance among Hékl), ey Hék‘zsn, which produces output 1.
And from the Z-security of Ilga in the synchronous network, each HéXQ) in-
stance produces a common output for every party in H. We also note that geore
will be indeed set to some value from the set {1,...,|Z4|}. This is because as

shown above, the index p where S, = H always constitute a candidate gcore-
We next claim that corresponding to Sg,., there exists a subset of parties
By, where CD \ B € Z,, such that corresponding to every P; € B,
the ordered pair (Pj,Sq..) is present in the set C; of every P; € #, at the
time Tsym + Tauwth + 2T78c + 4Ta. Assuming that the claim is true, it implies
that all the parties in H will participate with input 1 in the instances Héi] ),
corresponding to every P; € By, at the time Tsym + Tauth + 27 +478a. And
hence from the Z-security of the Ilga in the synchronous network (Theorem

Gcore Qcore?

3.1), all the parties will obtain the output 1 in the I7 éi” ) instances, corresponding
to every P; € By,,., at the time Tsym + Tauth + 278c + 5T8A. As a result, at time
Tsvm + Tauth + 218 + 51Ba, all the parties in H will start participating in the
remaining Héi*) instances for which no input has been provided yet (if there
are any), with input 0. Consequently, from the Z,-security of the ITga in the
synchronous network (Theorem 3.1), at the time Typyss, all the parties in H will

have some output from all the |CD| instances of Hé%*). Moreover, the outputs
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will be common for all the parties in H. Furthermore, the parties in H will
have a subset CORE, which corresponds to all the Héij ) instances, which have
produced output 1. Note that (% N CORE) # (). This is because B, C CORE
and H C CD. Consequently, (X N By,.,.) # 0, as otherwise Z, does not satisfy
the Q?) (P, Z,) condition, which is a contradiction.

We next proceed to prove our claim. Since the instance I1, ékq“"e) has produced
output 1, it follows that at least one party from #, say Py, have participated

with input 1 in the instance Hé},\’qm). This is because if all the parties in H

participates with input 0 in the instance Hékq“"e), then from the Z-validity of
Iga in the synchronous network (Theorem 3.1), all the parties in H would have

obtained the output 0 from the instance Hékq“"e), which is a contradiction. We
also note that P, would have started participating with input 1 in the instance

Hé},\’qm), latest by time Tsym + Tauth + 218c + 3Ta. This is because as argued

above, by time Tsym +Tauth +2T8c+3TBAa, all the parties in H would have started
participating in all the | Z4| instances of Hék*), with some input. Now since P

has participated with input 1 in the instance I1 ékqm), it follows that at the time
Tsym + Tauth + 2T + 3TBA, there exists a subset of parties Ag . &, where CD'\
Agee i € Zs, such that (Py, Sg..) is present in the set Cy, corresponding to every
P, € Ay, k- We show that the set Ay, constitutes the candidate B, . For

this, note that for any P, € Aq. &, party Py includes (P, Sy.,.) to C;, only after

receiving a message (CanCS,Pg,chore,{Wéfo),e,q}qzl |Zs‘,BS(6) {s((f)}quS(z) )

from the broadcast of P, and verifying it. Moreover, P, must have re-
. [ ¢ ¢
ceived the message (CanCS,Pg,chore,{Wém)re,q}q:l _____ IZs\7BSt(1che={S‘(I)}qegsgﬁgre)
from each P, € chore7k, latest by time Tsym + Tauwth + 218c + 31BA.
It then follows from Lemma E.4 that by time Tsym + Tauwh + 27Bc +
3Tea + A < Tsym + Tauwh + 2Tsc + 4TBa, every party in H would have
. [ ¢ ¢
received (CanCS,Pg,chore,{Wéco),e,q}qzl _____ |Zs|,BS((1C2re,{sg)}quS%gre) from each
P, € Ag,. k- And hence each party P, € H would include (P, Sy..) to the
set C;, corresponding to every Py € Ag.,. k, by time Tsym + Tauth + 2Tc +4TBA.
This proves our claim.

----- Gcore’?

We next claim that at the time Twupyss, corresponding to ev-
ety P, € CORE, every P, € H would have received a message

(CanCS,Pg,Sqm,{Wéi),eyq}qzl),wzs‘,BS(Z) {S‘(IZ)}quSEZQE) from the broadcast

Geore?
of P;. The proof for this is very similar to the proof of the previous claim
and relies on the properties of Ilga. So consider an arbitrary P, € CORE.
This implies that the instance Héil) has produced output 1 for all the par-
ties in ‘H, which further implies that at least one party from H, say P, has
participated with input 1 during the instance Héig). If not, then from the Z-
validity of IIga in the synchronous network (Theorem 3.1), the instance Héié)
would have produced output O for all the parties in H, which is a contradic-
tion. We also note that P,, must have started participating in the instance

Héié), latest by time Tsym + Tauth + 278c + 5Ta. This is because as shown
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above, by time Tsym + Tauth + 278c + 51Ba, all the parties in ‘H would have
started participating in all the |CD| instances of Héi*), with some input. Now

since P, participates with input 1 in the instance Héiz), it follows that by

time Tsym + Tauth + 2T8c + 5TBa, party P, must have received a message
‘ 0

(CanCS, P, Suaes Wit Ya=1,...12.15 BSY) {547} s ) from the broadeast

of Py and included (P, S,,.) to Cp,. It then follows from Lemma E.4 that by time

Tsvm+Tauth -1-2T|3c-i-5TBq/:o r—ei-A < Tsym+Tauth+2Tsc+6T8A, every party P; in H

would have received (CanCS, Py, Sq.... {Wéfu)re,q}qzl)wgs‘,BS((Zere, {S‘(IZ)}qus(“ )

from P, and would include (P, Sy..) to C;. -
Till now we have shown that all the all the |Z;| instances Hék*) of Ilga

and then all the |CD| instances Hé%*) of Ilgp will produce some output, for
all the parties in H, by time Tmpvss. Moreover, at the time Twpyss, all the
parties in H will have a common gere € {1,...,|Z;|} and a common set
CORE C P, where CORE has at least one honest party. Furthermore, corre-
sponding to every P, € CORE, each P, € H would have received a message

_____ S GeBSY ) from the broadcast

core

of Py. Furthermore, from Lemma E.4, corresponding to each P, € CORE, the set
W,gfje,q will be either the set S, or (Sg.,..NSy), forg=1,...,|Z,|. If W,gfo)mq =5,

Gcore

for every P, € CORE, then all the parties in H will set W, to S;. On the other

hand, if ngj,e,q = (Sg.NSy) for any P, € CORE, then all the parties in H will set
Wy t0 (Sgee N Sq)- Irrespective of the case, all the parties in H would set W, to

Gcore

a common subset. We also note that irrespective of the case, S;\ W, € Z, holds.
0)
€2,

core, 4

This is because from Lemma E.4 and Lemma E.3, the condition S, \W,g
holds, corresponding to every P, € CORE.

Finally consider an arbitrary P, € CORE and an arbitrary S, € Sz,. We claim
that at the time Tupvss, all the parties in (HN.S;) will have a common share, say

s*((f), where s*ff) = sgl) for an honest P;. For this, we consider two possible cases.

Ifqg e BSc(zQ,ev then each P; € (HNS,) would have received s((f) from the broadcast
of Py, as part of the (CanCS, Py, S,..., {Wzgfo)re,q}qzl |zs\,BS(5) ,{s((f)}quSm )
Qcore

----- Gcore

message. Consequently, in this case S*l(f) is the same as s((f), received from the

broadcast of P,. On the other hand, if ¢ ¢ BSgQre, then from Lemma E.3, each
P, € (HNS,) would have a common share, say s(*)l(f)

E.2, if Py is honest, then s(*)((f) = sff) holds. We define

; moreover, from Lemma

q:l,...,‘Zs‘
where s*© = s for an honest P;. Hence at time Tupyss, each party in (H N
S,) has [s*(],. We also note that if ¢ € BSY) | then every P; € W, sets

Gcore
ICSig(P;, P;, Py, [s*),) to the default value, corresponding to every P; € W,

and every P; € P. On the other hand, if ¢ ¢ BS'") | then every P; € (HNS,) will
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have ICSig(P;, P;, Py, S*((f)) of every P; € W, and for every P;, € P. Furthermore,
if any corrupt P; € W, has ICSig(P;, P;, Py, s;(l)) of any P; € (HNSy) for any
P, € P, then s;(é) = s*((f) holds. Moreover, from Lemma E.3, if P, is honest,

then s*l(f) in the IC-signatures mentioned above will be the same as s((f). It then

follows that s*“) will be linearly secret-shared; the linearity of the underlying
IC-signatures follows since the (honest) parties follow the linearity principle,
while generating the IC-signatures.

The privacy of s) for an honest P, follows from Lemma E.3.

We next consider an asynchronous network. We first prove an analogue of
Lemma E.1 in the asynchronous network.

Lemma E.5. If the network is asynchronous and Py € P is an honest dealer
participating with input s, then all the following hold in Iypyss, where H is
the set of honest parties.
— Except with probability O(n® - eicp), almost-surely, all the parties in H will
eventually have a common CD set, where P\ CD € Z;.
— Except with probability O(n? - eicp), corresponding to every dealer P, € CD
and every S, € S|z,|, every party in (HNS,) will eventually have a common

share, say s*l(f), which is the same as sff), for an honest Py.

Proof. Let Z* € Z, be the set of corrupt parties and let H = P \ Z* be the

set of honest parties. Note that H € Sz,, since Z, C Zs. From the proper-
ties of IIsym in the asynchronous network (Lemma 6.3), it follows that every

P; € H will eventually set flag(P“SQ) to 1 during the instance sym (P, sff), Sq),
corresponding to every P, € H and every S, € Sz,. Moreover, corresponding
to every P, € ‘H and every S; € Sz,, each P, € (H N S,) eventually computes

an output sfzf) during the instance Hsym((P, s((f), Sq). Furthermore, except with

probability O(n? - eicp), the value 5((;? will be the same as s((f).

We first claim that there always exists a subset of parties D, where P\D € Z,,

such that the Ilga instance I7, éf\) eventually produces output 1 for all the parties
in ‘H, corresponding to every P, € D. Assuming that the claim is true, it implies
that all the parties in ‘H will eventually participate with some input in the IIga
instances Hé},\), ... ,Hé:i). This is because from the protocol steps, once the Hé}?
instances corresponding to the parties in D produce output 1, all the parties in
‘H will start participating with input 0 in the remaining instances 17, é*A) of Iga (if
any), for which no input has been provided yet. And hence from the Z,-security
of ITga in the asynchronous network, it follows that almost-surely, all these IIga
instances will eventually produce some output for all the parties in H. Moreover,
the outputs will be the same for all the parties in H. Consequently, all the parties
in H will eventually obtain a common CD set. Moreover, P\ CD € Z, since CD
consists of all those parties P, such that the instance HE(fA) produces output 1.
And according to our claim, D C CD holds. We now proceed to prove our claim.

There are two possible cases. Consider the case when some P; € H starts

participating with input 0 in any Hé*A) instance. This implies that for P;, there
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exists a subset of parties CD; where P\ CD; € Z, such that corresponding to
every P, € CD;, the instance HéZA) has produced output 1 for P;. In this case,
the set CD; is the candidate D set, whose existence we want to prove. Next,
consider the case when no party in H has started participating with input 0 in
any of the Hé;) instances. In this case, the set H constitutes the candidate D set.
This is because as shown above, every P; € H will eventually set flag(P ©:84) 1o 1,
corresponding to every P, € H and every Sy € Sz,. And hence every P; € ‘H will
eventually start participating with input 1 in the HéeA) instances, corresponding
to Py € H. Consequently, the Z,-validity of IIga in the asynchronous network
(Theorem 3.1) will guarantee that the HéZA) instances, corresponding to P, € H
eventually produce output 1 for all the parties in H.

Next, consider an arbitrary P, € CD. This implies that at least one party
from H, say Py, has participated with input 1 during the instance HééA). If not,
then from the Z-validity of ITga in the asynchronous network (Theorem 3.1),
all the parties in H would have obtained the output 0 from the instance Héi)
and hence Py ¢ CD, which is a contradiction. This implies that party Py has
set flag(P‘”S‘Z) to 1 during the instance ITsym (P, sff), Sq), forg=1,...,]24]. So
consider an arbitrary Sy € Sz_. From the properties of IIsym in the asynchronous
network (Lemma 6.3), it follows that there exists some value s*((f), which is the
same as s,(f) for an honest P;, such that except with probability O(n3 - €icp), all
the parties in H eventually output s*((f) during the instance Isym (P, s,(f), Sq)-

We next prove the analogue of Lemma E.2 in the asynchronous network.

Lemma E.6. If the network is asynchronous and Py € CD 1is an honest dealer
participating with input s, then all the following hold in ITypvss except with
probability O(n> - eicp), where H is the set of honest parties.
p HCTh T T CUCRIMALY Droaneast (-at=, 76 op, 17¥pafe=1,...,
BSY), {s )}quS(p“)'

— If Py broadcasts any (CanCS,PZ,Sp,{Wﬂ}q:17,,,,‘gs|,BSZ(f),{sff’}quS;@)
then every honest P; € P will eventually include (Py,Sp) to C;. Moreover,
the following will hold.
~ If Sq="H, then q ¢ BSY.

- Forq=1,...,|2|, each WISQ will be either Sy or (S, NSy) such that Zg
satisfies the Q(l)(WZ()Q, Z,) condition.

- Ifqé¢ BS;Z), then every honest P; € Sy will have the share s((f). Moreover,
every honest P; € W,S,eg will have ICSig(Pj,Pi,Pk,sge)) of every P; €
W,Sﬁ} for every P, € P. Furthermore, if any corrupt P; € W,Sﬁ} have
ICSig(Pi,Pj,Pk,s;(é)) of any honest P; € Wﬁ; for any P, € P, then
s;(l) = s,(f) holds. Also, all the underlying IC-signatures will satisfy the
linearity property.

— The view of the adversary will be independent of s
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Proof. Let Z* € Z, be the set of corrupt parties and let H = P\ Z* be the set
of honest parties. We first note that H € Sz_, since Z* € Z; as Z, C Z;. The
proof for the first part of the lemma is similar to the proof of the first part of
Lemma E.2, except that all the “favourable” conditions hold for an honest Py
eventually. In more detail, consider an arbitrary S, € Sz,. Then each P; € (SgN

H) eventually computes the share s during the instance Ilsym (Pg,s,(f),Sq),

qi
((1? = s((f) holds, except with probability O(n? - €cp). Consequently, P;

starts giving ICSig(PZ-,Pj,Pk,s;?) to every P; € Sg, for every P, € P. Then
from the Z,-correctness of IIaun in the asynchronous network (Theorem 4.1), it

follows that each party P; € (S;N#H) will eventually receive |ICSig(P;, P;, Py, sg?)
from every P; € (SqNH), for every P, € P, such that sé? = sé? = s holds.

Since S, is arbitrary, it follows that eventually, every party P; € H broadcasts an

where s

OK®) (4, j) message, corresponding to every P; € H. From the Z,-weak validity
and Z,-fallback validity of ITgc in the asynchronous network (Theorem 3.2), it
follows that these OK(*) (i,7) messages are eventually received by every party in
H. Consequently, the set H eventually becomes a clique in the consistency graph
G of every party P, € H. Let Sp be the set from Sz_, such that S, = H. From
the protocol steps, it then follows that the dealer P, will eventually compute
core-sets WISQ for g =1,...,|2,| and broadcast-set BS](f) with respect to S, as
follows,

— If S, constitutes a clique in the graph G@H | then W,S,ég is set as .Sj.
~ Else if (S, N S,) constitutes a clique in G and Z; satisfies the Q™M (S, N

Sq, Zs) condition, then W,S,ég is set as (Sp NSy).
£)

— Else W,(,,q is set to S, and ¢ is included to BS](f).
After computing the core-sets and broadcast-set, P, will eventually broadcast
‘ ¢
(CanCS, P, Sps {W;&g}q:Lm,\Zsl’ BS](JE)’ {51(1 )}qusg))'

We next proceed to prove the second part of the lemma, whose proof is again
similar to the proof of the second part of the Lemma E.2, except that all the
“favourable” conditions which hold for P, are guaranteed to hold eventually for
all the parties in H. In more detail, consider an arbitrary S, € Sz_, such that F;

compute core-sets Wg& for g =1,...,|2Z4| and broadcast-set BSZ(,Z) with respect
to S, and broadcasts (CanCS, Py, Sp, {ngg}qzl ,,,,, ‘Zs|,88g), {s,(f)}qusu)). This
P

means the parties in S}, constitute a clique in the graph GH We note that all
the edges which are present in the graph G} when Sp constitute a clique
in G®Y are bound to be eventually included in the graph G®? of every
party P; € H. This is because the edges are included by P, based on various
OK ) (x, ) messages, which are received by P, through various Ilgc instances.
Consequently, due to the various properties of IIgc in the asynchronous net-
work, these oK® (%, *) messages are bound to be eventually delivered to every
party in H. As a result, all the properties which hold for P, in the graph G
when S, constitute a clique in G%9 are bound to hold eventually for every
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P; € H in the graph G, Since P, is assumed to be honest, it computes the

~ If S, constitutes a clique in the graph G, then W,Sﬁ} is set as .S,.
~ Else if (S, N S,) constitutes a clique in G** and 2, satisfies the Q") (S, N

Sq, Z5) condition, then W,S,ég is set as (Sp N Sy).
— Else W,S,ég is set to S, and ¢ is included to BSI(f).

We also note that if S; = H, then ¢ ¢ BS](f) and consequently, P, will not make

the share sff) public. This is because P, will set W,S,ég to (SpN.Sy). In more detail,

the parties in (S, NS,) will constitute a clique in GUH | since Sp constitutes a

over, Z, will satisfy the QY (S, NS, Z5) condition, due to the Q> (P, Z,, Z,)
condition.

Since Py is honest, from the Z,-weak validity and Z,-fallback validity of Ilgc
in the asynchronous network (see Theorem 3.2), it follows that all the parties

. . . ‘ ¢

in H will eventually receive (CanCS, P, Sp, {Wﬁ,g}q:17,,,,‘gs| , BSZ(,Z), {s((z )}quS;e))
from the broadcast of P,. Moreover, each party P; € H will eventually in-
clude (P, Sp) to the set C;. This is because since Py has computed the sets

{W,g,eg}qzl _____ |z, and BSI(f) honestly, these sets will eventually pass all the veri-
fications for each P; € H. The last statement is true because as shown above, all
the properties which hold for P, in the graph G} when Sp constitute a clique
in G%9 are bound to hold eventually for every P; € # in the graph G2,
The proof for the rest of the properties stated in the lemma is similar to that
of Lemma E.2, except that we now rely on the security properties of ICP in the
asynchronous network; to avoid repetition we do not produce the details here.
The linearity of the underlying IC-signatures is ensured since the parties follow

the linearity principle while generating the IC-signatures.

We next prove an analogue of Lemma E.3 in the asynchronous network.

Lemma E.7. If the network is asynchronous and if in Ilmpyss any hon-

.....

from the broadcast of any corrupt dealer P, € CD and includes
(P, Sp) to Ci, then all honest parties Pj will eventually receive

.....

P; and include (P, Sp) to C;j. Moreover, for g =1,...,|2|, the following holds,
except with probability O(n3 - ecp).
- ,()2 is either Sy or (Sp N'Sy). Moreover, Z4 satisfies the Q(l)(WI(),eg,Zs)
condition.
-Ifq ¢ BS](DE), then every honest P; € S, will have a common share, say
s*l(f). Moreover, every honest P; € W,S,eg will have ICSig(Pj,Pi,Pk,s*ge)) of
every P; € ngg for every Py, € P. Furthermore, if any corrupt P; € W;SQ

has ICSig(Pi,Pj,Pk,s;(é)) of any honest P, € Wéﬁ} for any Py, € P, then
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s;(é) = s*((f) holds. Also, all the underlying IC-signatures will satisfy the
linearity property.

Proof. The proof is very similar to the proof of Lemma E.3, except that we
now rely on the properties of Ilgc in the asynchronous network. Let Z* € Z,
be the set of corrupt parties and let H = P\ Z* be the set of honest parties.
Now consider an arbitrary corrupt dealer P, € CD and an arbitrary P; € H,
such that P; receives (CanCS, P, S, {W;(,,ég}qzl,“,st‘,BSff), {st(f) eBSY
the broadcast of P, and includes (P, Sp) to C;. Now consider another arbitrary
P; € H, such that P; # P;. From the Z,-weak consistency and Z,-fallback
consistency of Ilgc in the asynchronous network, it follows that P; is bound
to eventually receive (CanCS, Py, Sy, {Wg&}q:17,,,,‘gs‘,BSZ()Z), {Sy)}qe&sé@)
the broadcast of P;. We wish to show that P; will eventually include (P, Sp) to
C;. For this, we note that since P; has included (P, S,) to C;, all the following
conditions hold for P;, for ¢ =1,...,|Z]|.
- Ifge BS](DE), then the set Wﬁﬁ} =55

- If (¢ ¢ BSI(f)), then Wg& is either Sy or (S, N Sy), such that:

- If WISQ = S,, then S, constitutes a clique in G*?.

~ Else if W) = (S, N 5,), then (S, N S,) constitutes a clique in G and

Z, satisfies the QM (S, N Sy, Z5) condition.

We claim that all the above conditions will hold eventually even for P;. This
is because all the edges which are present in the consistency graph G** when
P; includes (P, Sp) to C; are bound to be eventually present in the consistency
graph G4, This follows from the Z,-weak validity, Z4-fallback validity, Z,-
weak consistency and Z,-fallback consistency of IIgc in the asynchronous net-
work (see Theorem 3.2) and the fact that the edges in the graph G are based
on OK® (%, *) messages, which are received through various ITgc instances.

The proof regarding the IC-signatures is exactly the same as Lemma E.3 and
to avoid repetition, we do not produce the formal details here.

) from

) from

Finally, based on the previous two lemmas, we prove an analogue of Lemma
E.4 and show that in an asynchronous network, all honest parties will eventually
output a “legitimate” set of parties CORE.

Lemma E.8. If the network is asynchronous, then in Ilypvss, except with prob-
ability O(n® - eicp), almost-surely all honest parties eventually output a common
set CORE, such that at least one honest party will be present in CORE. Moreover,
corresponding to every P, € CORE, there exists some s*(l), where s*9) = §©
for an honest Py, which is the input of Py for Ilmpvss, such that the values
{s*(é)} p,ecoRe are linearly secret-shared with I1C-signatures. Furthermore, if Py
is honest, then the adversary’s view is independent of s

Proof. The proof structure is very similar to that of Lemma E.4, except that we
now rely on the properties of IIga and Ilgc in the asynchronous network and
Lemma E.5-E.7. Let Z* € Z, be the set of corrupt parties and let H = P\ Z* be
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the set of honest parties. From Lemma E.5, except with probability O(n? - €cp),
almost-surely all the parties in H will eventually have a common set of committed
dealers CD, where P\CD € Z,. Moreover, corresponding to every dealer P, € CD
and every S, € S|z,|, every party in (% N S,;) will eventually have a common
share, say s*((f), which is the same as s,(f), for an P;. We begin by showing that
once the set of committed dealers CD is decided, then almost-seurely, all the
|Z5] instances Hék*) of ITga and then all the |CD| instances Héi*) of ITga will

eventually produce some output, for all the parties in H.

We first claim that irrespective of way messages are scheduled and the order

in which the parties in H participate in various Hék*) instances, there will be

some instance 17, ékp ) corresponding to some S;, € Sz_, which will eventually pro-

duce output 1 for all the parties in H. For this, consider the set S, € S|z,|, such
that S, = H (such an S, is bound to exist since Z* € Z; also holds, as Z, C Zj).
If there exists some P; € H which starts participating with input 0 in the in-

stance 1] ékp ), then the claim is true, because P; participates with input 0 during

17, ékp ), only after receiving the output 1 from some other instance of I1, ék*), say

Hékq). And hence from the Z,-consistency of Ilga in the asynchronous network

(Theorem 3.1), all the parties in H will eventually obtain the output 1 from

the instance Hék‘n, thus proving our claim. On the other hand, consider the

case when no party has yet started participating with any input in the instance

11 ékp ). Then corresponding to each Py € (HNCD), every P; € H will eventually

receive (CanCS, Py, S, {W,ng}q:17,,,,‘zs|,BSSZ), {s((f) quS(z)) from the broadcast
P

of Py and includes (P, S,) to C; (see Lemma E.G). Since CD \ H C Z* and
Z* € Z, (due to condition Z; C Z,), it follows that every party P; € H will
eventually have a set A, ; (namely A, ; = H), where CD \ A, ; € Z, and where
(P, Sp) € C; for every Py € A, ;. Consequently, each P; € H will eventually start

participating in the instance 17, é},\’p ) with input 1, if they have not done so. And

from the Z,-validity of IIga in the asynchronous network (see Theorem 3.1), it
follows that all the parties in H eventually obtain the output 1 from the instance

17, é},\’p ), thus proving our claim in this case as well.

Now from the above claim, it follows that every party in H will eventually
start participating in the remaining I7, ék*) instances for which no input has been
provided yet (if there are any), with input 0. And from the Z,-security of Ilga in
the asynchronous network, almost-surely, these 17, ék*) instances will eventually
produce common outputs, for every party in H. As a result, all the parties in ‘H
will eventually compute a geore € {1,...,|Zs|}. Moreover, geore Will be common

(1,%)

for all the parties in H, since it corresponds to the least-indexed 17, Bk instance

among Hékl), ey Héwzs”, which produces output 1. And from the Z,-security
of Ilga in the asynchronous network, each Hék*) instance produces a common
output for every party in H. We also note that geore Will be indeed set to some
value from the set {1,...,|Z4|}. This is because as shown above, the index p

where S, = H always constitute a candidate gcore.
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We next claim that corresponding to Sy, € Sz, there exists a subset of
parties B, where CD\ By,,. € Z5, such that corresponding to every P; € B
the ordered pair (P}, Sq.,.) is eventually included in the set C; of every P; € H.
Assuming that the claim is true, we next show that there always exists a set of
parties B where CD \ B € Z;, such that the Hé%] ) instance eventually produce
output 1 for all the parties in H, corresponding to every P; € B. For this, we
consider two possible cases. If any P; € H has started participating with input 0

in any instance 17, éi’*), then it implies that for P;, there exists a subset B; where

CD\ B; € Z, and where corresponding to each P; € B;, the instance Héij ) has
produced output 1. Hence from the Z,-consistency of Ilga in the asynchronous

Geore?

network (see Theorem 3.1), all these Héij ) instances will eventually produce
output 1 for all the parties in H. On the other hand, consider the case when no
party in ‘H has started participating with input 0 in any instance Hé%*). Then
as per the claim, all the parties in H will eventually start participating with
input 1 in the instances I éi” ), corresponding to every P; € By_.. Hence from
the Z,-security of the IIga in the synchronous network (Theorem 3.1), all the
parties will eventually obtain the output 1 in the I éi’J ) instances, corresponding
to every P; € Bg,,.. Thus irrespective of the case, the set B is guaranteed. As a
result, all the parties in H will eventually start participating in the remaining
Héi’*) instances for which no input has been provided yet (if there are any),
with input 0. Consequently, from the Z,-security of the IIga in the asynchronous
network (Theorem 3.1), almost-surely, all the parties in H will eventually have
some output from all the |CD| instances of IT, éi*). Moreover, the outputs will be
common for all the parties in H. Furthermore, the parties in A will have a subset
CORE, which corresponds to all the Héi” ) instances, which produces output 1.
Note that CD\ CORE € Z; holds, since we have shown that the Héij) instances,
corresponding to the parties P; € B will produce output 1, implying B C CORE.
And CD\ B € Z; holds. Now since P\ CD € Z, and CD\ CORE € Z;, it follows
that (H N CORE) # 0, since the Q1 (P, Z,, Z,) condition is satisfied.

We next proceed to prove our claim about the existence of B Since the
instance 17, ékqm) has produced output 1, it follows that at least one party from

Geore *

‘H, say Pj, must have participated with input 1 in the instance I1 ékq“’“). This is

because if all the parties in H participates with input 0 in the instance I7, ékq“’“),

then from the Z,-validity of IIga in the asynchronous network (Theorem 3.1),

all the parties in ‘H would have obtained the output 0 from the instance I1, ékq“"e),

which is a contradiction. Now since Py has participated with input 1 in the in-
stance Hékq“"e), it follows there exists a subset of parties Ay, x, where CD \
Ageoe e € Zs, such that (Py, Sg..) is present in the set Cj, corresponding to every
P, € A,k We show that the set Ag,. r constitutes the candidate By, . For

this, note that for any P, € Aq.. &, party Py includes (P, Sy.,.) to C;, only after
receiving a message (CanCS, Py, S, {Wéfo)re,q}qzl)wgs‘,BS((Zere, {S‘(IZ)}quS(“ )
dcore

from the broadcast of P, and verifying it. It then follows from
Lemma E.8 that eventually, every party in H would have received

107



(CanCS, Pr, Sy {Witduia Ya=1,... 2.1 BSE A5} jepsin ) from each P, e
Ageore,s- Hence each party P; € ‘H would eventually include (P, Sy..) to the
set C;, corresponding to every P, € Aq. k-

We next claim  that corresponding  to  every Py €
CORE, every P; € H  eventually receives a  message
(CanCS, P;, S, {W,gfo),e7q}q:1 _____ IZs\vBSéQ,ev {S‘(Jl)}qGBSéﬁim) from the broad-
cast of Py. The proof for this is very similar to the proof of the previous claim
and relies on the properties of Ilga in the asynchronous network. So consider
an arbitrary P, € CORE. This implies that the instance Héig) have produced
output 1, which further implies that at least one party from H, say P,,, have
participated with input 1 during the instance Héi’e). If not, then from the
Z,-validity of Iga in the asynchronous network (Theorem 3.1), the instance

Héié) would have produced output 0, which is a contradiction. Now since P,,

participates with input 1 in the instance Héié), it follows that P,, must have

received a message (CanCS,Pg,Sqm,{Wéfu)re,q}qzl)”,st‘,BS((Zere,{sy)}qelgs(u )
from the broadcast of P, and included (P, Sy..) to Cp. It then follows
from Lemma E.8 that eventually, every party P; in H would receive
(CanCS, Pr, Sguper Wieaoia a1, 2.1, BSY {54} st ) from Pp and in-
cludes (P, Sy.,.) to C;. -

Till now we have shown that almost-surely, all the |Z;| instances Hék*)

of IIga and then all the |CD| instances Héi*) of IIga will eventually pro-
duce some output, for all the parties in H. Moreover, all the parties in
‘H will eventually have a common gere € {1,...,|2s|} and a common set
CORE C P, where CORE has at least one honest party. Furthermore, corre-
sponding to every P, € CORE, each P; € H would eventually received a mes-

sage (CanCS, Pr, Sy (Wi ta=1....12.1: BSS, . {54} cssto ) from the broad-
cast of Py. The rest of the proof will be now same as Lemma E.4, except that we
now rely on Lemma E.6 and Lemma E.7. To avoid repetition, we do not produce

the formal details here.

We finally derive the communication complexity of the protocol.

Lemma E.9. Protocol IIvpyss incurs a communication of O(|Zs]? -n? -log |F| -
|o|) bits. In addition, O(|Zs| + n) instances of Iga are invoked.

Proof. The number of IIga instances follows easily from the protocol inspection.
The communication complexity of the protocol is dominated by the instances of
Hsym and ITayn invoked in the protocol. There are O(| Z5|-n) instances of Ilsym
and O(|Z,|-n*) instances of Taup invoked. The communication complexity now
follows from the communication complexity of IIsym (Lemma 6.3) and ITauth
(Theorem 4.1).

Theorem 7.1 now follows from Lemma E.4, Lemma E.8 and Lemma E.9.
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F Properties of the Triple-Generation Protocol

In this section, we prove the properties of the triple-generation protocol and
related sub-protocols.

F.1 Properties of the Protocol Il s,

We first prove the properties of the protocol I sy (see Fig 10 for the formal
description).

Lemma 8.1. Let r be a random wvalue which is linearly secret-shared with
IC-signatures with GWh,...,GW)|z,| being the wunderlying core-sets. Then
protocol Il sy achieves the following where D participates with the input s.

— If D is honest, then the following hold, where Tisp = Trec + TBC-

— Zs-Correctness: If the network is synchronous, then except with prob-
ability O(n3 - eicp), the honest parties output [s] at the time Tisn, with
GW1,...,GW,z,| being the underlying core-sets.

— Z,-Correctness: If the network is asynchronous, then except with prob-
ability O(n® - ecp), the honest parties eventually output [s], with
GWi,...,GW,z,| being the underlying core-sets.

- Privacy: Irrespective of the network type, the view of the adversary re-
mains independent of s.

— If D is corrupt then either no honest party computes any output or there exists
some value, say s*, such that the following hold.

- Zs-Commitment: If the network is synchronous, then except with prob-
ability O(n3 - eicp), the honest parties output [s*], with GW1, .. ., gWwz,
being the underlying core-sets. Moreover, if any honest party computes
its output at the time T, then all honest parties will have their respective
output by the time T + A.

- Z,-Commitment: If the network is asynchronous, then except with
probability O(n® - eicp), the honest parties eventually output [s*], with
GW1,...,GW,z,| being the underlying core-sets.

~ Communication Complexity: O(| 24| -n3 - log [F| +n*-log [F| - |o|) bits are
communicated by the honest parties.

Proof. Let us first consider an honest dealer. Moreover, we consider a syn-
chronous network. Form the Z,-correctness of Ilgec in the synchronous network
(Lemma 6.2), after time Trec, the dealer D will reconstruct r, except with proba-
bility O(n?-eicp). Moreover, from the privacy property of ITrec, r will be random
from the point of the view of the adversary. Since D is honest, from the Z,-validity
of ITgc in the synchronous network (Theorem 3.2), all honest parties will receive
s from the broadcast of D at the time Trec + Tc, Where s = s + r. The parties
then take the default linear secret-sharing [s] of s with the IC-signatures, with
GWi,...,GW,z,| being the underlying core-sets. Since r is also linearly secret-
shared with IC-signatures, with GW1, ..., GW,z | being the underlying core-sets,
from the linearity property of the secret sharing, it follows that [s — r] will be the
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same as a linear secret-sharing of s with IC-signatures, with GWi,...,GW z
being the underlying core-sets. This proves the Z;-correctness. The privacy of
s follows since r remains random for the adversary and hence s does not reveal
any information about s to the adversary. The Z,-correctness and privacy for
an honest dealer in an asynchronous network follows using similar arguments
as above, except that we now rely on the Z,-correctness of Ilgec in the asyn-
chronous network (Lemma 6.2) and the Z,-validity of IIgc in the asynchronous
network (Theorem 3.2).

We next consider a corrupt dealer and a synchronous network. Let Pj, be
the first honest party which computes some output in the protocol, at the time
T. This implies that P, has received some value s from the broadcast of D.
From the Z;-consistency and Z,-fallback consistency of Ilgc in the synchronous
network (Theorem 3.2), it follows that all the honest parties will receive s from
the broadcast of D, latest by the time T' + A. We define

de
%

-
Since the (honest) parties take the default linear secret-sharing [s] of s with
the IC-signatures, with GW1,...,GW),z | being the underlying core-sets and
since 7 is also linearly secret-shared with IC-signatures, with GWi,...,GW z
being the underlying core-sets, from the linearity property of the secret sharing,
it follows that [s — r] will be the same as a linear secret-sharing of s* with IC-
signatures, with GW1, ..., GW,z | being the underlying core-sets. This completes
the proof of the Z;-commitment in the synchronous network. The proof of the
Z,-commitment in the asynchronous network is similar as above, except that
we now rely on the Z,-weak consistency and Z,-fallback consistency of Ilgc
in the asynchronous network (Theorem 3.2) and Z,-correctness of ITrec in the
asynchronous network (Lemma 6.2).

In the protocol, one instance of ITgec with |R| = 1 and one instance of Ilgc
with ¢ = log|F| bits are invoked. The communication complexity now follows
from the communication complexity of ITrec (Lemma 6.2) and communication
complexity of ITgc (Theorem 3.2).

F.2 Properties of the Protocol ITgasicMult

In this section, we prove the properties of the protocol IMTgasicmure (see Fig 11
for the formal details). While proving these properties, we will assume that no
honest party is present in the set GD; looking ahead, this will be ensured in the
protocol ITranamuiect (presented in Section 8.3), where the set GD is maintained.

We begin by showing that no summand-sharing party during the first two
phases are from the discarded set of parties.

Lemma 8.2. During any instance Ipgasimuit(Zs, Za,Sz., [a], [b], GW1, ...,

GW)z,|,9D,iter) of Ipasiemutt, if Pj € Selectediter then P; & GD, idrrespective of
the network type.
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Proof. Let P;j be an arbitrary party belonging to the set Selectediter. This implies

that P; is included to Selecteditr, either during Phase I or Phase II. If P; € gD,

then no honest party will participate with input 1 in the instance Hé‘:‘l’hc}p’j )

during Phase I for any value of hop and instance I7, é‘:‘”’j ) during Phase II. Con-

sequently, from the Z,-validity and Z,-validity of IIgp (Theorem 3.1), party P;
will not be added to Selectedit,, which is a contradiction.

We next show that the first phase will get over for the honest parties after
a fixed time in a synchronous network and eventually in an asynchronous
network. Towards this we show that if the honest parties start any hop during
the first phase, then they will complete it after a fixed time in a synchronous
network and eventually in an asynchronous network.

Lemma 8.3. Suppose that mno honest party is present in GD. If the hon-
est parties start participating during hop number hop of Phase I of Igasicmult
with iteration number iter, then except with probability O(n® - eicp), the hop
takes Tish + 2Tsa time to complete in a synchronous network, or almost-surely
completes eventually in an asynchronous network.

Proof. Let Z* be the set of corrupt parties and let H = P\ Z* be the set of
honest parties. We note that since Z, C Zs, irrespective of the network type,
there exists some set in Sz_, say Sp, such that Sp, € Sz, . Since the honest parties
participate in hop number hop, it implies that there exists no S, € Sz_, such

that SIS = . Particularly, this implies that SISt # (). Hence there exists

iter iter

some P; € H, such that P; ¢ Selectediter. This is because if H C Selecteditr,
S_(Sh,)

ier” = 0 and hence the parties in H will not participate in hop

then clearly Sl
number hop.
Let us first consider a synchronous network. During the hop number hop,
every P; € H such that P; ¢ Selectedit, will invoke an instance of ITj sy with
|(tje)r Then from the Z,-correctness of Il sy in the synchronous network
(Lemma 8.1), after time 7Tjsp, the parties in H output [ci(fe)r], except with prob-
ability O(n? - eicp). Since (H N GD) = ), all the parties in H will participate in

the instance HépAhl’hOp’j) with input 1. Hence from the Z,-validity of IIga in the

synchronous network (Theorem 3.1), all the parties in H output 1 during the

the input ¢

instance Hép:l’ho"’] ), after time Tisn + Tga. Consequently, the parties in H start
participating with input 0 in the remaining Ilga instances HépAm’hOp’k) (if any),
for which no input is provided yet. Hence from the Z;-security of Ilga in the
synchronous network, at the time Tisy + 27ga, the parties in H compute some
output during the Ilga instances invoked during hop number hop and hence
complete the hop number hop.

Next, consider an asynchronous network. From the Z,-correctness of Il sy

in the asynchronous network (Lemma 8.1), corresponding to every P; € H such

(4)

that P; ¢ Selecteditr, the parties in H eventually output [c;], except with

probability O(n? - ¢cp), during the instance HEEEI’hOP’j). Now there are now two

cases.

iter
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— Case 1 - There exists some P; € H where P; ¢ Selecteditr and some
party P; € H, such that P, has started participating with input 0

in the instance Hé‘:‘l"hc’p’j ). This implies that P; has computed the output

1 in some Ilga instance during the Phase I, say HépAr'I"hOp"m). And hence P;

starts participating in all the remaining IIga instances of hop number hop

of Phase I (if any) with the input 0. From the Z,-consistency of IIga in the

asynchronous network, all the parties in ‘H will also eventually compute the

output 1 during the instance Hé‘:‘l’hc}p"m) and will start participating in all
the remaining Ilgp instances of hop number hop of Phase I (if any) with
the input 0. Consequently, from the Z,-security of IIga in the asynchronous
network (Theorem 3.1), almost-surely, the parties in H eventually compute
some output during all the IIga instances of hop number hop and hence
complete the hop number hop.

— Case 2 - No honest party has yet started participating with input 0
in any of the BA instances of Phase I corresponding to the honest
parties: In this case, the honest parties will eventually start participating
with input 1 in the Ilga instances Hé":l"hc’p"] ), corresponding to the parties

P; € H where P; & Selectediter. Hence from the Z,-validity of IIga in the

asynchronous network (Theorem 3.1), it follows that eventually, there will be

some P; € H where P; ¢ Selectedir, such that all the parties in H compute

Hép)Afll,hop,j)

the output 1 during the instance . The rest of the proof is similar

to what is argued in the previous case.

We next show that in protocol ITgasicmult, the honest parties compute some
output, after a fixed time in a synchronous network and eventually in an
asynchronous network.

Lemma 8.4. If no honest party is present in GD, then in protocol IlgasicMult,
except with probability O(n® - eicp), all honest parties compute some output by
the time Tgasiemut = (2n + 1) - Tga + (n + 1) - Tish + TRec in a synchronous
network, or almost-surely, eventually in an asynchronous network.

Proof. In the protocol ITgasicmult, t0 compute an output, the (honest) parties need
to complete the three phases. We first show that irrespective of the network type,
the honest parties will complete Phase II, provided they complete Phase I. This
is because the honest parties will participate in all the IIga instances HépAh”’J )
of phase II with some input, after waiting ezactly for time Tis,. Consequently,
once phase I is completed, from the Z,-security of Ilga in the synchronous net-
work (Theorem 3.1), it takes Tish + Tga time for the honest parties to compute
outputs in the IIga instances during phase II in a synchronous network. On the
other hand, the Z,-security of IIga in the asynchronous network (Theorem 3.1)
guarantees that almost-surely, all honest parties eventually compute some out-
put during the Ilga instances during phase II in an asynchronous network. Now
once Phase I and Phase II are completed, it takes Trec time for the parties to
complete Phase IIT in a synchronous network (follows from Lemma 6.2), while
in an asynchronous network, it gets completed eventually (see Lemma 6.2).
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We now show that Phase I always gets completed for the honest parties.
Lemma 8.3 guarantees that if the honest parties start any hop during Phase
I, then it gets completed for all the honest parties after time Tisn + 27ga in
a synchronous network or eventually in an asynchronous network. From the
protocol steps, it follows that there can be at most n hops during Phase I. This
is because once the set of honest parties are included in the set of summand-
sharing parties Selectedjier during Phase I, then the parties will exit Phase I.

We next show that the adversary does not learn anything additional about
a and b during the protocol.

Lemma 8.5. If no honest party is present in GD, then the view of the
adversary remains independent of a and b throughout the protocol, irrespective
of the network type.

Proof. Let Z* be the set of corrupt parties and let H = P \ Z* be the set
of honest parties. The view of the adversary remains independent of a and b
during Phase I and Phase II. This is because the privacy of II sy (Lemma 8.1)
ensures that the view of the adversary remains independent of the summand-
sums shared by the honest summand-sharing parties during Phase I and Phase
IT. Let Sp € Sz, be the group consisting of only honest parties; i.e. (S,NZ*) = (.
To prove that the view of the adversary remains independent of a and b during
Phase III, we show that irrespective of the network type, any summand of the
form (h, q) or (p, h) will not be present in SIS;, during this phase corresponding
to any p,q € {1,...,|2Zs|}, implying that the shares [a]; and [b]; does not get
publicly reconstructed. Note that (h, q) & SISi(tJe)r for any P; € Z*, as otherwise it
would imply that a corrupt P; € (S, N Z*), which is a contradiction. Similarly,

(p,h) & SISY) for any P; € Z*

iter
Let us first consider a synchronous network and consider an arbitrary ordered
pair (h, ¢). Consider the case when (h, ¢) has not been removed from SIS;ie, during
Phase I in any of the hops. Then, during Phase II, the pair (h, ¢) will get statically

re-assigned to the SISY) set of some P; € H, such that P; & Selectediter. From the

iter :
protocol steps, P; will include the summand [a]y, - [b], while computing ) and

iter
(4)

share ¢, through an instance of Il s,. From the Z,-correctness of Il s, in the

synchronous network, the parties in ‘H will output [cl(fe)r] during the instance of
II s invoked by P;. Since P; ¢ (Selectediter U GD), it follows that all the parties
in H will participate in the instance HépAh”’] ) with input 1 and compute the
output 1. Consequently, (h,q) will be removed from the updated SIS;ter during
Phase II, if not removed during Phase I. By the same logic, any ordered pair of
the form (p, k) will also be removed from SlS;ier, by the end of Phase II.

Next, consider an asynchronous network and an arbitrary (h,q). In this case,
we show that (h, q) will eventually be removed from SIS, during Phase I itself.
Let the parties in H complete Phase I. This implies that there exists some
S¢ € Sz, such that SISi(tif) = () when Phase I gets over. We show that (h, q) was

S_(Se)

present in SISi(t“Zf) at the beginning of Phase I, when the parties initialize SIS, .
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That is, at the time of initialization, there was some P; € (S¢ NH N S,) such
that (h,q) € SISY) For this, it is enough to show that (SeNHNS,) # B, which

iter’
follows from the fact that Z5 and Z, satisfy the condition @(2’1)(’P, Z,2,) and
(SeNHNSy) =P\ (Z,UZ*UZ,), where Z* € Z, (because we are considering an

asynchronous network) and Z,, Z, € Z, (follows from the construction of Sz,).
Let P; € (S¢eNHNS,). Hence at the time of the initialization, (h,q) € SIS

iter?
which further implies that (h,q) € SISi(t]e)r - SISi(tzf) at the time of initialization.
And hence (h, ¢) must have been removed from SIS; by the end of Phase I,
since P; would have been selected as the summand-sharing party in one of the
hops during Phase I. The same logic also applies to any arbitrary (p, h), implying

that (p, h) would have been removed from SIS, by the end of Phase I itself.

We next show that if all the parties behave honestly in the protocol, the
parties output a linear-secret sharing of a - b with IC-signatures.

Lemma 8.6. If no honest party is present in GD and if all parties in
P\ GD behave honestly, then in protocol Igasicmult, the honest parties output a
linear secret-sharing of a - b with IC-signatures, with GWh,...,GW),z | being the
underlying core-sets, irrespective of the network type.

Proof. Note that (Selecteditey N GD) = @), which follows from Lemma 8.2. Now
Consider an arbitrary (p,q) € SlSiter. We claim that irrespective of the network
type, if all the parties behave honestly, then the summand [a], - [b], is considered
on behalf of ezxactly one party while secret-sharing the summand-sums. That is
there is ezactly one P; across the three phases, such that the following hold:

D= lalbly

Assuming that the claim is true, the proof then follows from the linearity prop-
erty of secret-sharing and the fact that cjer = ci(t?r + ...+ ci(tzz holds. That is,
corresponding to each P; € Selectediter, the value ci(tje)r is secret-shared through
an instance of Ilish, with GWi,...,GW|z | being the underlying core-sets,
which guarantees that cl(tje)r is linearly secret-shared with IC-signatures, with
GWi,...,GW,z,| being the underlying core-sets. Moreover, by the end of Phase
II, the parties will be publicly knowing the set Selectediter, which follows from
the security properties of Ilga. Furthermore, after Phase II, the parties will
be publicly reconstructing the shares [a], and [b], corresponding to every (p, ¢),
which are still present in SISje,. Since corresponding to each P; € P\ Selectediter,
the parties take the default linear secret-sharing of ci(fe)r with IC-signatures and
GWi,...,GW,z,| being the underlying core-sets, it follows that ¢ will be lin-
early secret-shared with IC-signatures and GWh, ..., GW)|z,| being the underly-
ing core-sets. Moreover, ¢ = a-b holds, since each summand [a], - [b], is considered
exactly once, as per our claim. We now proceed to prove our claim.

We first show that there exists at least one P; in one of the three phases,
such that the following holds:

= alpbl,



For this, consider the following cases.
— Case 1 — During Phase I, there is some P; € Selecteditr, such that

(p,q) was present in the set SISi(tJe)r when P; was added to Selectedite:
In this case, there is nothing to show.

— Case 2 — At the end of Phase I, (p,q) is still present in SlS;:
This implies that at the end of Phase I, (Selectedier NS, N'Sy) = 0.

Since Z, and Z, satisfy the condition QY (P, Z,, Z,), it follows that

(Sp N Sq) # 0. Let P; def min(S,, Sq). Note that P; ¢ Selectediter at the end
of Phase I, otherwise (p,q) would have been removed from SlSi,, which is
a contradiction. Now if P; ¢ GD, then clearly the summand [a], - [b], will

be present in ) shared by P; during the Phase II. Else, during Phase III,

iter?
the parties will publicly reconstruct [a], and [b], and consequently [a], - [b]4

will be present in the default secret-sharing of ¢ taken on the behalf of P;.

iter?

To complete the proof of our claim, we next show that (p,q) cannot be
present in the summand-sum of more than one party across the three phases.
On contrary, let P; and Py, be two distinct parties, such that the following holds
across the three phases:

D= bl A D = albly+ -
Now there are three following cases.

— Case 1 - P;, P, € Selecteditr at the end of Phase I: From the security
properties of Ilga, the parties will agree on which party to add to Selected;ie,
during every hop during Phase I. Moreover, from the protocol steps, exactly
one party is selected as a summand-sharing party and added to Selected;te, in
each hop. Suppose that P; was added to Selectediter during hop(j ), and that

Py, was added to Selected;ie, during hop(k). Moreover, without loss of general-
ity, let hop(j) < hop(k). From the protocol steps, it follows that P;, P, & GD,
as otherwise no honest party would have voted for P; and P, as a candidate
summand-sharing party and consequently, P;, P, ¢ Selectediter. Now as per
the lemma conditions, all the parties (including Pj) behave honestly. Hence,
the ordered pair (p,q) would be removed from SISi(tIZZ at the end of hop?.
Consequently, Py will not include the summand [a], - [b]; while computing
ci(tlzz during hop number hop(k), which is a contradiction.
— Case 2 — P; € Selectediter at the end of Phase I and Py ¢ Selectedite
at the end of Phase I: In this case, (p,q) will be removed from SIS, at
the end of Phase I. Hence, it cannot get re-assigned to any other party Py

after Phase I and hence cannot belong to SISt

iter- Consequently, the summand

[a]p-[b]q Will not be considered while computing ci(tiz, which is a contradiction,
— Case 3 - P, ¢ Selectediter and Py, ¢ Selectediier at the end of Phase I:
In this case, the summand [a], - [b], is deterministically and statically re-
assigned to the least-indexed party from the set (S, N Sy), as per the min

function. Hence (p, ¢) will be re-assigned to either P; or Py, but not both.

115



Consequently, the summand [a], - [b]; will be considered while computing
) (k)

iter OF G

+er» DUt nOt both, which is a contradiction.

either ¢

Lemma 8.7. Protocol Igasicmute incurs a communication of O(|Zs] - n® -
log |F| + n® - log [F| - |o|) bits and makes O(n?) calls to Ilga.

Proof. During Phase I, there can be O(n) hops, where during each hop, a party
from P\ GD secret-shares a field element through an instance of I, sp,. Moreover,
n instances of IIga are invoked to agree upon the summand-sharing party of the
hop. Hence, O(n?) instances of Il sy and O(n?) instances of IIga are required
during Phase I. During Phase II, O(n) instances of II| sy and O(n) instances
of ITga are required. Finally during Phase III, up to O(]|Z;|) shares need to
be publicly reconstructed. The communication complexity now follows from the
communication complexity of I1 s, (Lemma 8.1) and communication complexity
of ITrecshare With |R| =n (Lemma 6.1).

As a corollary of Lemma 8.7, we derive the following corollary, which
determines the mazimum number of instances of I1; sy, which are invoked during
an instance of ITgasiemuie- Looking ahead, this will be useful to later calculate
the maximum number of instances of I} s, which need to be invoked as part
of our final multiplication protocol. This will be further useful to determine
the number of linearly secret-shared values with IC-signatures and core-sets
GWi,...,GW,z,), which need to be generated through the protocol Ilrand
beforehand.

Corollary 8.1. During any instance of Ilgasicmult, there can be at most
n? 4+ n instances of Il sp invoked.

Proof. The proof follows from the fact that during Phase I, there can be up to
n? instances of I s, if GD = 0 and during Phase II, there can be up to n — 1
instances of I} gy, if only one party is added to Selectedjte, during Phase I.

F.3 Properties of the Protocol ITrandmultci

In this section, we prove the properties of the protocol ITrandmultci (see Fig 12 for
the formal description). We begin by showing that irrespective of the network
type, the (honest) parties compute linearly secret-shared aiter, biter, blye, and Titer
with IC-signatures, which are random from the point of view of the adversary.

Lemma 8.8. In protocol IlrandMmuiccl, the following hold.

— Synchronous Network: Ezcept with probability O(n® - eicp), honest parties
will have linearly secret-shared aiter, iter, blyo, and Titer with IC-signatures, with
GWi,...,GW)z,| being the underlying core-sets, by the time Tisp + 2TpA-
Moreover, adversary’s view is independent of Giter, iter, by, aNd Titer.

— Asynchronous Network: Ezcept with probability O(n®-ecp), almost-surely,
honest parties will eventually have linearly secret-shared aiter, iter, e, and
Titer with IC-signatures, with GWh,...,GW),z | being the underlying core-
sets. Moreover, adversary’s view is independent of Giter, biter, biye, aNd Titer.
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Proof. We first consider a synchronous network. Let Z* € Z; be the set of
corrupt parties and let H = P\ Z* be the set of honest parties. Corresponding

to each P; € H, the honest parties compute the output [ai(tjgr], [bl(tje)r], [bi/t(gr)] and

[rl(ti)r] during the instances of IT sy invoked by P; at the time Tisp, except with
probability O(n? - ecp). This follows from the Z,-correctness of Ilsy in the
synchronous network (Lemma 8.1). Consequently, at the time T} s, all the parties
in H will be present in the set C; of every P; € H. Hence corresponding to

each P; € H, each P; € H starts participating with input 1 in the instance

HéjA) at the time Tish. Hence from the Z;-validity and Z,-guaranteed liveness
properties of ITga in the synchronous network (Theorem 3.1), it follows that at
the time Tisp+Tga, all the parties in # compute the output 1 during the instance

HéJA) , corresponding to every P; € H. Consequently, at the time Tisp + Tga, all
the parties in H will start participating in the remaining IIga instances for
which no input has been provided yet (if there are any). And from the Z,-
guaranteed liveness and Zs-consistency properties of Ilga in the synchronous
network (Theorem 3.1), these ITga instances will produce common outputs for
every honest party by the time Tisn + 27ga. Hence, at the time Ti s, + 27ga, the
honest parties will have a common CS, where P \ CS € Z; and where H C CS.
We next wish to show that corresponding to every P; € CS, there exists some
quadruplet of values, which are linearly secret-shared with IC-signatures, with
GW1,...,GW,z,| being the underlying core-sets.

Consider an arbitrary party P; € CS. If P; € H, then whatever we wish
to show is correct, as shown above. Next, consider a corrupt P; € CS. Since

P; € CS, it follows that the instance 11 éJA) produces the output 1 for all honest
parties. This further implies that at least one honest P; must have computed
some output during the instances of II sy invoked by P;, by the time Tisp 4 Tga
(implying that P; € C;) and participated with input 1 in the instance II éJA). Oth-
erwise, all honest parties would participate with input 0 in the instance I1 éJA) at
the time T sh+Tga and then from the Z,-validity of IIga in the synchronous net-
work, every honest party would have computed the output 0 in the instance 17, éJA)
and hence P; will not be present in CS, which is a contradiction. Now if P; has
computed some output during the instances of Il sy invoked by P; at the time
Tish + Tga, then from the Z;-commitment of Il sy in the synchronous network
(Lemma 8.1), it follows that except with probability O(n? - €cp), there exist val-
ues (ai(tje)r, bi(t{e)r, bi/t(ejr), rl(t]e)r), which will be linearly secret-shared with IC-signature,
with GW1, ..., GW),z,| being the underlying core-sets, by the time Tisp+Tpa+A.
Since A < Tga, it follows that by the time Tisp + 27ga, the honest parties will

have [ai(tje)r], [bi(tje)r], [bi/t(gr)] and [rl(ti)r] From the linearity property of secret-sharing,
it then follows that by the time Tish + 2Tga, the values Giter, biter, blre, a0d Titer
will be linearly secret-shared with IC-signatures, with GWy,...,GW),z | being
the underlying core-sets.

From the privacy of Il sy (Lemma 8.1), the view of the adversary will be
() @) (@) .9

independent of the values (a;;s,, Dijer» Dirar » Titer)» COrTesponding to the parties P; €

H. As (HNCS) # 0, it follows that aiter, biter, blye, a01d Titer Will be indeed random
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from the point of view of the adversary. This completes the proof for the case of
synchronous network.

We next consider an asynchronous network. Let Z* € Z, be the set of corrupt
parties and let H = P\ Z* be the set of honest parties. Notice that P\ H € Z;,
since Z, C Z,. Now irrespective of the way messages are scheduled, there will be
eventually a subset of parties P\ Z for some Z € Z,, such that all the parties in
H participate with input 1 in the instances of IIga, corresponding to the parties
in P\ Z. This is because, corresponding to every P; € H, all the parties in
H eventually compute some output during the instances of I sp invoked by P;
except with probability O(n? - €cp), which follows from the Z,-correctness of
I sh in the asynchronous network (Lemma 8.1). So even if the corrupt parties
P; do not invoke their respective instances of Il sp, there will be a set of IIga
instances corresponding to the parties in P\ Z for some Z € Z;, in which all
the parties in ‘H eventually participate with input 1. Consequently, from the Z,-
almost-surely liveness and Z,-consistency properties of IIga in the asynchronous
network (Theorem 3.1), these IIga instances eventually produce the output 1
for all the parties in H. Hence, all the parties in H eventually participate with
some input in the remaining IIga instances, which almost-surely produce some
output for every honest party eventually. From the properties of Ilga in the
asynchronous network, it then follows that all the honest parties output the
same CS.

Now consider an arbitrary P; € CS. It implies that the honest parties com-
puted the output 1 during the instance I éJA), which further implies that at least
one honest P; participated with input 1 in I7, éJA) after computing its output in the
instances of II sy invoked by P;. If P; is honest, then the Z,-correctness of II sh
in the asynchronous network guarantees that except with probability O(n3-ecp),
the values (ai(tje)r, bi(t{e)r, bi/t(ejr), rl(ti)r) will be eventually linearly secret-shared with I1C-
signatures, with GWi,...,GW,z | being the underlying core-sets. On the other
hand, even if P; is corrupt, the Z,-commitment of Il sp in the asynchronous net-

work (Lemma 8.1) guarantees that there exist values (ai(tje)r, bi(tje)r, bilt(gr), rl(t]e)r) which
are eventually linearly secret-shared with IC-signatures, with GWi,...,GW z
being the underlying core-sets, except with probability O(n3 - €cp). From the
linearity property of secret-sharing, it then follows that eventually, the values
Giter, Diter, Uy, a0 Titer Will be linearly secret-shared with IC-signatures, with
GWi,...,GW,z,| being the underlying core-sets. The privacy of aiter, biter, fer
and 7iter is similar as for the synchronous communication network and the fact
that (£ NCS) # 0 still holds in the asynchronous network.

We next claim that all honest parties will eventually agree on whether the
instances of ITgasicmult In IIRandmulrct have succeeded or failed.

Lemma 8.9. Consider an arbitrary iter, such that all honest parties par-
ticipate in the instance Ilrandmuieci(P, Zs, 24,8z, GWi,...,GW,z,|,GD, iter),
where no honest party is present in GD. Then except with probability O(n?-ecp),
all honest parties reconstruct a (common) value dier and set flag., to a common
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Boolean wvalue, at the time Tisy + 2TsaA + TBasicMult + 31Rec in a synchronous
network, or eventually in an asynchronous network.

Proof. From Lemma 8.8, the honest parties have [Giter|, [biter]s [Dier] and [Fiter]
at the time Tisy 4+ 27ga in a synchronous network, or eventually in an asyn-
chronous network, except with probability O(n?3 - cp), with GW, ..., gWwz,
being the underlying core-sets. From Lemma 8.4, it follows that the honest par-
ties have {[cul,- -, [che) [ener]} and {[ci/], -, [ [ehe]} from the corre-
sponding instances of I1gasicmult, €ither after time Tgasiemur Or eventually, based
on the network type, where GW1, ..., GW),z | are the underlying core-sets. From
Lemma 6.2, the honest parties reconstruct 7, from the corresponding instance
of ITrec after time Trec in a synchronous network or eventually in an asyn-
chronous network, except with probability O(n? - €cp). From the linearity prop-
erty of secret-sharing, it then follows that the honest parties compute [ejter] and
hence reconstruct ej, from the corresponding instance of IIgec, after time Trec
in a synchronous network or eventually in an asynchronous network, except with
probability O(n?-ecp). Moreover, GW1, .. ., GW),z,| will be the underlying core-
sets for [eiter]. Again, from the linearity property of secret-sharing, it follows that
the honest parties compute [diter] With GW1,...,GW),z | being the underlying
core-sets, followed by reconstructing dji, from the corresponding instance of
IIRrec, which takes Trec time in a synchronous network or happens eventually in
an asynchronous network. Thus, the honest parties will have dj, either at the
time Tish + 2T8A + TBasicMult + 3TRec in a synchronous network, or eventually
in an asynchronous network. Now depending upon the value of dj,, the honest
parties set flag,, to either 0 or 1.

We next claim that if no cheating occurs, then the honest parties output a
multiplication-triple, which is linearly secret-shared with IC-signatures.

Lemma 8.10. Consider an arbitrary iter, such that all honest parties participate
in the instance IlRanamuict(P, Zs, Za,Sz,,GWh,...,GW,z,|,GD, iter), where
no honest party is present in GD. If no party in P\ GD behaves maliciously,
then dier = 0 and the honest parties output ([aiter], [Diter], [Citer]) at the time
Tish + 2T8A + TBasicMult + 3TRec in a synchronous network or eventually in an
asynchronous network, where Cier = Giter * biter and where GW1, . . ., QW‘ZS‘ are
the underlying core-sets

Proof. If no party in P \ GD behaves maliciously, then from Lemma 8.6, the
honest parties compute [citer] and [c,,] from the respective instances of ITgasicMmult
such that Citer = Giter - biter and Cjye, = Giter - Uiy, holds and where GW1,...,GW z |
are the underlying core-sets. Moreover, from Lemma 8.9, the honest parties
will compute djer at the time Tish + 278A + TBasicMult + 3T Rec in & synchronous
network or eventually in an asynchronous network. Furthermore, if cjter = Giter -
biter and cly,, = Giter + by, holds, the value diter will be 0 and consequently, the
honest parties will output ([@iter], [biter], [Citer])- Furthermore, it is easy to see that
GWi,...,GW,z, will be the underlying core-sets. This is because all the secret-
shared values in the protocol are linearly secret-shared with IC-signatures, with

GW1,...,GW,z,| being the underlying core-sets.
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We next show that if dije, # 0, then the honest parties include at least one new
maliciously-corrupt party in the set GD.

Lemma 8.11. Consider an arbitrary iter, such that all honest parties participate
in the instance IlRanamuicl(P, Zs, Za,Sz,,GWh,...,GW,z,|,GD, iter), where
no honest party is present in GD. If dier # 0, then except with probability
O(n3 - ecp), the honest parties update GD by adding a new maliciously-corrupt
party in GD, either at the time Trandmuitct = Tish + 218a + TBasicMult + 4T Rec i
a synchronous network or eventually in an asynchronous network.

Proof. Let diwer # 0 and let Selected;ier be the set of summand-sharing parties
across the two instances of IIgasicmure €xecuted in IIrangmuitcr- That is:

d
Selected;ier e/ Selectediter, . U Selectediter, /-

Note that there exists no P; € Selecteditr such that P; € GD, which follows from
Lemma 8.2. We claim that there exists at least one party P; € Selecteditr, such

that corresponding to ¢ and Y, the following holds:

iter iter ?

Titer * Ci(tj,;)lf + Cilt(gr) ?é Titer * Z [aiter]p[biter]q + Z [aiter]p[bi/ter]Q'
(p,q)ESIS-(j) (p,q)ESIS.(j) ,

iter, c iter,

Assuming the above holds, the proof now follows from the fact that once
the parties reconstruct dj, # 0, they proceed to reconstruct the shares
{[aiter] ¢» [biter) g» [Dter)a } S €52, through appropriate instances of ITrecshare and
the values ci(tle)r, el I(tzz , ilt(elr), .. .,ci/t(;:) through appropriate instances of ITgec.
From Lemma 8.9, Lemma 6.1 and Lemma 6.2, this happens by the time
Tish + 218 + TBasicMult + 4TRec in a synchronous network or eventually in an
asynchronous network, except with probability O(n?-¢cp). Upon reconstructing
these values, party P; will be included in the set GD. Moreover, it is easy to see
that P; is a maliciously-corrupt party since, for every honest P; € Selectediter,

the following conditions hold:

Cl(tje)r = Z [aiter]p[biter];  and ci/t(ejr) = Z [iter]p [Viterq-
(p,a)ESISY) (pa)esisy)

iter,c iter,c

We prove the above claim through a contradiction. Let the following condition
hold for each P; € Selectedite:

Firer - er + ) = v > Janelpbiedg Y. [aie]p el
(p,q)esIsy) (p,q)€SISY)

iter,c iter,c’

Next, summing the above equation over all P; € Selectediter, we get that the
following holds:

S et = 3 e Y lakedplbiedat Y. [aiedpbhrero-

P; €Selectediter P; €Selectediter (p,q)ESlS(j) (p,q)ESlS(j)

iter,c

iter,c’
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This implies that the following holds:

Titer- ci(tjé)|'+cgt(gr) = Titer* [Giter |p[Diter] g+ [Giter]p [Diterq-
>

Pj €Selectediter Pj €Selectedier (p,q)GSIS(j) (p,q)GSIS.(j) ,

iter,c iter,c

/

iter are defined, the above implies

Now based on the way aiter, Diter, lyer Citer and ¢
that the following holds:

Titer * Citer 1 Citer = 1" * Giter * Diter + Giter - Diger
This further implies that
Titer * Citer T Ci/ter = (Titer * biter + bilter) * Qiter
Since in the protocol ejer def Titer * Diter + Dlye,, the above implies that

/ /
Titer * Citer T Citer = Eiter * Aiter = Eiter * Aiter — Titer * Citer — Citer — 0 = diter = 07

. . def
where the last equality follows from the fact that in the protocol, diter lef Citer *
Giter — Titer * Citer — Clyep- HOWever direr = 0 is a contradiction since, according to

the hypothesis of the lemma, we are given that djw, # 0.

We next show that if the honest parties output a secret-shared triple in the
protocol, then except with probability ﬁ, the triple is a multiplication-triple.
Moreover, the triple will be random for the adversary.

Lemma 8.12. Consider an arbitrary iter, such that all honest parties participate
in the instance Hranamuiect(Ps Zs, Za,Sz,,GWh1, ..., GWz,,9D, iter), where no
honest party is present in GD. If diwee = 0, then the honest parties output linearly
secret-shared ([Giter], [Diter], [Citer]) with IC-signatures with GW1,...,GW),z | being
the underlying core-sets, at the time Tisp + 2TBA + TBasicMult + 3TRec N a
synchronous network or eventually in an asynchronous network where, except
with probability \Tl"\’ the condition Citer = Giter * biter holds. Moreover, the view of

Adv will be independent of (aiter, biter, Citer ) -

Proof. Let diter = 0. From Lemma 8.4, all honest parties will agree that dite, = 0,
either at the time Tisy + 278a + TBasicMult + 3TRec in & synchronous network or
eventually in an asynchronous network. Then, from the protocol steps, the honest
parties output ([aiter], [Diter], [Citer]), With GW1,...,GW),z | being the underlying

def def
core-sets. In the protocol diter = €iter * Giter — Titer * Citer — Clyey, WHETE Eiter =

Titer = Diter + Ulyo,- Since diter = 0 holds, it implies that the honest parties have
verified that the following holds:

/ /
Titer(aiter . biter - Citer) = (Citer — Qiter * biter)'

We note that rier will be a random element from F and will be unknown to
Adv till it is publicly reconstructed, which follows from Lemma 8.8 We also note
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that riter will be unknown to Adv, till the outputs for the underlying instances
of Hgasicmute are computed, and the honest parties have [citer] and [c/,,]. This is
because, in the protocol, the honest parties start participating in the instance
of ITrec to reconstruct rir, only after they compute [citer] and [c},,]. Now we
have the following cases with respect to whether any party from P\ GD behaved
maliciously during the underlying instances of IIgasicmult-

— Case I: Citer = Qiter * biter and Ci/ter = Qiter * b
is a multiplication-triple.

— Case II: Citer = GiterDiter, DUt i, 7 Giter-blyo, — This case is never possible, as
this will lead to the contradiction that rier (Giter - Diter — Citer) 7 (Clyey — Giter - Dlyer)
holds.

— Case III: Citer # Giter - Diters DUt ¢ly, = Giter - by, — This case is possible only
if rier = 0, as otherwise this will lead to the contradiction that 7iier(Giter -
biter — Citer) 7 (Clyey — Giter - by, ) holds. However, since riter is a random element
from F, it implies that this case can occur only with probability at most ‘Tl“.

/ .
iter In this case, (aiter; biteh Citer)

— Case IV: Citer # iter * biter as well as cl,,, 7 aiter - blyo, — This case is possible
Only if Titer = (Ci/ter — Qiter * bi/ter) : (aiter : biter - Citer)ila as otherwise this will
lead to the contradiction that riter(@iter - biter — Citer) 7 (Clyer — Giter - Dlye,) holds.
However, since 7t is a random element from F, it implies that this case can
occur only with probability at most ﬁ.

Hence, we have shown that except with probability at most ITll’ the triple

(Giter, biter, Citer) 18 a multiplication-triple. To complete the proof, we need to
argue that the view of Adv in the protocol will be independent of the triple
(@iter, Diter, Citer). For this, we first note that Giter, biter and b/, will be random
for the adversary at the time of their generation, which follows from Lemma
8.8. From Lemma 8.5, Adv learns nothing additional about diter, biter and bl,.,
during the two instances of Ilgasicmuie- While Adv learns the value of ejier, since
b\, is a uniformly distributed for Adv, for every candidate value of b/, from
the view-point of Adv, there is a corresponding value of bj, consistent with the
eiter learnt by Adv. Hence, learning eji, does not add any new information about
(Giter, biter, Citer) t0 the view of Adv. Moreover, Adv will be knowing beforehand
that djter will be 0 and hence, learning this value does not change the view of

Adv regarding (a/itEH biter, Citer)-
We next derive the communication complexity of the protocol IIrandMultcl-

Lemma  8.13. Protocol Ilrandmuirct incurs a  communication  of
O(|Zs] - n® - 1log [F| 4+ nS - log |F| - |o|) bits and makes O(n?) calls to Ilga.

Proof. To generate [aiter), [biter], [Dlye,] and [Fiter], O(n) instances of Il sp and Ilga
are invoked. To compute [citer] and [¢l,,,], two instances of IIgasicmule are invoked.
To publicly reconstruct ejie, and diter, two instances of Ilge. are invoked with
|R| = n. Finally, if diter # 0, then 3-|Sz_ | instances of IIrecshare and 2n instances of
IRec are invoked, with |R| = n. The communication complexity now follows from
the communication complexity of IT; sp (Lemma 8.1), communication complexity
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of ITgasicmuir (Lemma 8.7), communication complexity of ITrecshare (Lemma 6.1)
and communication complexity of ITgec (Lemma 6.2).

F.4 Properties of the Protocol Iltipgen

In this section, we prove the properties of the protocol ITripgen (see Fig 13 for
the formal details.) We begin by showing that each party computes an output
in the protocol.

Lemma 8.14. Let t be the size of the largest set in Zs;. Then except
with probability O(n® - ecp), the honest parties compute an output dur-
ing Iripcen, by the time Tripgen = (t + 1) - TrandMuitcl i a synchronous
network, or almost-surely, eventually in an asynchronous network, where
TRandMuitct = Tish + 27BA + TasicMult + 47 Rec-

Proof. From Lemma 8.9, except with probability O(n® - cp), the honest par-
ties will know the outcome of each iteration iter, since all honest parties set
the Boolean variable flagj,, to a common value. For every iteration iter where
flag, is set to 1, from Lemma 8.11, a new corrupt party is added to GD. Thus,
after at most ¢ iterations, all the corrupt parties will be included in GD and
the parties will set flag;,., to 0 in the next iteration. Moreover, they will out-
put (GWi,...,GW,z,|; [Giter], [Diter], [Citer]), computed during the corresponding
instance of ITRandMultCl-

We next claim that the output computed by the honest parties is indeed a
multiplication-triple.

Lemma 8.15. If the honest parties output (GW1,...,GW,z |, [Giter], [biter]; [Citer])
during the protocol ITyipGen, then Giter,biter and citer are linearly secret-shared
with  1C-signatures, with GW1,...,GW|z,| being the wunderlying core-sets.
Moreover, Citer = iterbiter holds, except with probability ﬁ. Furthermore, the
view of the adversary remains independent of aiter, biter aNA Citer -

Proof. Follows from Lemma 8.12.

We finally derive the communication complexity of the protocol ItyipGen-

Lemma 8.16. Protocol IItipgen incurs a communication of O(|Zs| - n® -
log [F| +n" -log [F| - |o|) bits and makes O(n?) calls to Ilga.

Proof. The proof follows from the communication complexity of ITrandMultCl
(Lemma 8.13) and the fact that O(n) instances of ITrandmuirci are invoked in
the protocol.

G Properties of the Circuit Evaluation Protocol

In this section, we prove the properties of the protocol Hkeval (see Fig 14 for
the formal description). We begin by showing that the honest parties compute
some output during the pre-processing phase.
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Lemma G.1. Protocol Ilqgval achieves the following during the pre-processing
phase.
— Synchronous Network: Ezcept with probability O(n® - eicp), at the time
TRand, the honest parties have {r([)};:17,,,,L, which are linearly secret-shared
with IC-signatures, with GW1,...,GW,z,| being the underlying core-sets,

d .
where L n3. ey +4n? - ey +n? 4+ n. Moreover, the view of the adversary

remains independent of the values {r(’)}[zl,,,,7L. At the time Trand + TTripGen,
the honest parties have triples {(a(f),b(f),c(é))}gzl,,,,7cM, which are linearly
secret-shared with IC-signatures, with GW1, ..., GW,z_| being the underlying
core-sets, where ¢) = a© . b | except with probability ITll' The view of the
adversary will be independent of the multiplication-triples.

— Asynchronous Network: Ezcept with probability O(n>-ecp), almost-surely,
the honest parties eventually have {r(‘)}[zl,,,,)L, which are linearly secret-
shared with IC-signatures, with GW1,...,GW),z,| being the underlying core-

d .
sets, where L ef n3 - ey + 4n? - car + n? + n. Moreover, the view of the

adversary remains independent of the values {r(’)}[zl,,,,7L. Furthermore, the
honest parties eventually have triples {(a),b) )Y,y .., which are
linearly secret-shared with IC-signatures, with GWh,...,GW),z_| being the
underlying core-sets, where ¢ = a© . ) | except with probability ﬁ. The
view of the adversary will be independent of the multiplication-triples.

Proof. The proof follows from the Z;-correctness, Z,-correctness and privacy
of the protocol ITrang (Theorem 7.2) and from the properties of ITyipgen in the
asynchronous and asynchronous network (Lemma 8.14 and Lemma 8.15). We
also note that the multiplication-triples will be linearly secret-shared with IC-
signatures, with GW1i, ..., GW,z | being the underlying core-sets. This is because
there will be at most n> - cpr + 4n? - cpr + n? instances of IT s, invoked as part
of Iltipcen for generating cp; multiplication-triples. And prior to invoking the
instance of II1yipgen, the honest parties would have already generated n3-cp+4n?-
¢y + n? + n number of linearly secret-shared random pads with IC-signatures
with GWi,...,GW),z,| being the underlying core-sets through the instance of
ITrand, which can serve n® - cas + 4n? - car + n? + n instances of IT sp.

We next show that during the input phase, the inputs of all honest parties
will be linearly secret-shared with IC-signatures in a synchronous network and
in an asynchronous network, the inputs of a subset of the parties will be linearly
secret-shared with IC-signatures.

Lemma G.2. Protocol Ileval achieves the following during the input phase.
~ Synchronous Network: Except with probability O(n® - ecp), at the time
TRrand + TrripGen + Tish + 2T8a, the honest parties will have a common sub-
set CS where P\ CS € Z,, such that all honest parties will be present in
CS. Moreover, corresponding to every P; € CS, there will be some value,
say 2V ), which is the same as ), which will be linearly secret-shared with
IC-signatures, with GW1,...,GW,z,| being the underlying core-sets. Fur-
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thermore, the view of the adversary will be independent of the x\9) values,
corresponding to the honest parties P; € CS.

~ Asynchronous Network: Ezcept with probability O(n3-eicp), almost-surely,
the honest parties will eventually have a common subset CS where P\ CS €
Zs. Moreover, corresponding to every P; € CS, there will be some value,
say :C*(j), which is the same as x9) | which will be eventually linearly secret-
shared with IC-signatures, with GW1,...,GW,z | being the underlying core-
sets. Furthermore, the view of the adversary will be independent of the x(9)
values, corresponding to the honest parties P; € CS.

Proof. We first consider a synchronous network. From the protocol steps,
the honest parties start participating in the input phase, only after com-
puting output during the instance of IIfipgen, Which from Lemma G.1
happens at the time TRand + TrripGen. We also note that there can be
at most n3 - cpr + 4n? - ¢y + n? instances of Il sn, invoked as part
of the instance of Iltipgen, Which will utilize the secret-shared values
{T([)}(:1,...,713»01\4-‘,—477,2-cM-i-n2 as pads. Consequently, the remaining linearly secret-
shared values {r(‘)}[:na,CM+4nz,0M+n2+1)...7n3,cM+4nz,cM+nz+n will be still avail-
able to the honest parties for being used as pads in up to n instances of I1 s,
since these pads will be random from the adversary’s point of view.

Let Z* € Z be the set of corrupt parties and let H = P \ Z* be the set of
honest parties. We claim that by the time TRand + TTripGen + Tish + 271BA, except
with probability O(n? - ecp), all the parties in H will have a common subset CS,
where P\ CS € Z; and where H C CS. The proof for this is exactly the same as
that of Lemma 8.8. Namely, at the time Trand + 7 TripGen +71Lsh, all the parties in H

would start participating with input 1 in the BA instances HéJA) , corresponding
to the parties P; € H, since by this time, the instances of II| s invoked by the
parties in ‘H will produce output for all the parties in H. Consequently, these BA
instances will produce output 1 at the time Trand + TripGen + Tish + TBa, after
which all the parties in H will start participating with input 0 in the remaining
BA instances (if any). Consequently, by the time Trand +1ripcen +T1sh+21gA, all
the n instances of IIga will produce some output and the parties in H will have
a common CS. Next, it can be shown that corresponding to every P; € CS, there
exists some value, say U ), which is the same as 27, such that the parties in
have a linear secret-sharing with IC-signatures of x*(j), with GWh,...,GW,z,
being the underlying core-sets. The proof for this follows similar lines as that of
Lemma 8.8. It is easy to see that z* @) will be linearly secret-shared with IC-
signatures with GW1, ..., GW),z | being the underlying core-sets. This is because
the instance of Ilisp invoked by P; utilizes @’ enrtan®cn+n®+5) 4o the pad,
which is linearly secret-shared with IC-signatures with GW1y,...,GW,z_| being
the underlying core-sets.

The proof of the lemma for an asynchronous network is almost the same as
above and follows using similar arguments as used to prove Lemma 8.8 for the
case of asynchronous network.
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Finally, the privacy of the inputs () of the parties P; € (HNCS) follows from
the privacy of Il sy and the fact that the underlying pads r(n°-car+4n®-cartn®+j)
used in the corresponding instances of Il sp are still random for the adversary,
after the instance of IItripGen-

We next show that the honest parties compute an output during the circuit-
evaluation phase.

Lemma G.3. Protocol Ileval achieves the following during the circuit-
evaluation phase, where Dy; denotes the multiplicative depth of ckt.
— Synchronous Network: Ezcept with probability O(n? - ecp), at the time
TRand + TrripGen + Tish + 2T + (Dar + 1) - Trec, the honest parties will have
y, where y = f(*V . 2*™), such that 2*9) = ) for every honest
party P; € CS and where 2*) =0 for every P; & CS. Moreover, all honest
parties will be present in CS. Furthermore, the view of the adversary will be
independent of the \9) values, corresponding to the honest parties P; €CS.
— Asynchronous Network: Except with probability O(n3-eicp), almost-surely,
the honest parties will eventually have y, where y = f(a:*(l), e ,:c*(")), where
2*0) = 2@ for every honest party P; € CS and where 270 =0 for every
P; & CS. Furthermore, the view of the adversary will be independent of the
29 walues, corresponding to the honest parties P; €CS.

Proof. Let us first consider a synchronous network. Let Z* € Z; be the
set of corrupt parties and let H = P \ Z* be the set of honest parties.
From Lemma G.1, at the time Trand + T7ripGen, the parties in H will have
the triples {(a®,b®) c®)}y—y .., which are linearly secret-shared with IC-
signatures, with GW1,...,GW,z | being the underlying core-sets and where
c® = a® . pO) except with probability ITll' Moreover, from Lemma G.2; at
the time Trand + TrripGen + Tish + 27BA, the honest parties will have a common
subset CS where P\ CS € Z;, such that all honest parties will be present in
CS. Furthermore, corresponding to every P; € CS, there will be some value,
say x*(j), which is the same as /) for an honest P;, which will be linearly
secret-shared with IC-signatures, with GW1i,...,GW,z | being the underlying
core-sets. At the end of the input phase, the parties take 0 as the input on be-
half of the parties P; ¢ CS and take the default linear secret-sharing of 0 with
IC-signatures, with GW1,...,GW,z, | being the underlying core-sets. To prove
the lemma, we show that all the gates in ckt are correctly evaluated. Namely,
for every gate in ckt, given the gate-inputs in a linearly secret-shared fashion
with IC-signatures with GWi,...,GW),z | being the underlying core-sets, the
parties compute the gate-output in a linearly secret-shared fashion with IC-
signatures with GWi,...,GW,z | being the underlying core-sets. While this is
true for the linear gates in ckt, which follows from the linearity of the secret-
sharing, the same is true even for the multiplication gates, except with probabil-
ity O(n? - eicp). This is because, for every multiplication gate, the parties deploy
a linearly secret-shared multiplication-triple from the pre-processing phase and
apply Beaver’s method. And the masked gate-inputs are correctly reconstructed
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through instances of ITgec, except with probability O(n3-€cp). Since all the inde-
pendent multiplication gates at the same multiplicative depth can be evaluated
in parallel, to evaluate the multiplication gates, it will take a total Dps - Trec
time. Finally, once the circuit-output is ready in a secret-shared fashion, it is
publicly reconstructed through an instance of IIgec, which takes Tgec time and
produces the correct output, except with probability O(n3 - €icp). The privacy of
the inputs of the honest parties in CS follows from the privacy of I\ sn (Lemma
8.1) and the fact no additional information is revealed during the evaluation of
multiplication gates. This is because the underlying multiplication-triples which
are deployed while applying Beaver’s method are random for the adversary.

The proof for the case of asynchronous network follows similar arguments as
above and depends upon the properties of the pre-processing phase and input
phase in the asynchronous network (Lemma G.1 and Lemma G.2).

We finally show that the honest parties terminate the protocol.

Lemma G.4. If the network is synchronous, then except with probability O(n3 -
€icp), the honest parties terminate the protocol at the time Trand+TrripGen+Tish+
2Tsa + (D + 1) - Tree + A. If the network is asynchronous, then except with
probability O(n3-eicp), almost-surely, the honest parties eventually terminate the
protocol.

Proof. Let us first consider a synchronous network. Let Z* € Z be the set of
corrupt parties and let H = P\ Z* be the set of honest parties. From Lemma
G.3, except with probability O(n? - ecp), at the time Trang + TrripGen + Tish +
2Tsa + (Das + 1) - Trece, all the parties in H will have y. Hence every party in H
will send a ready message for y to all the parties, which gets delivered within A
time, while the parties in Z* may send a ready message for some 3’ where ' # 3.
Now since Z, does not satisfy the QM) (Z*, Z,) condition, it follows that no party
in H will ever send a ready message for any ¢y’ where 3/ #y. As P\ H € Z,, it
follows that at the time TRang + TTripGen + Tish + 21ga + (DM + 1) - Trec + 4, all
the parties in H will have sufficient number of ready messages for y and hence
they terminate with output y.

Next, consider an asynchronous network. Let Z* € Z, be the set of corrupt
parties and let H = P\ Z* be the set of honest parties. Note that P\ Z* € Z,
since Z, C Z,. From Lemma G.3, except with probability O(n? - €cp), almost-
surely, all the parties in H will eventually compute y. Hence every party in H will
eventually send some ready message. We claim that no party in ‘H will ever send
a ready message for any y’ # y. On the contrary, let P, € H be the first party,
which sends a ready message for 3’ # y. From the protocol steps, it follows
that P; sends the ready message for y’ after computing 3’ during the circuit-
evaluation phase. Otherwise, there should exist a subset of parties A where Z;
satisfies QM) (A4, Z,) condition (implying that A has at least one party from H),
who should have sent the ready message for 3y’ to P;, which is not possible, since
we are assuming P; to be first party from H to send a ready message for y'. From
Lemma G.3, P; will not compute ¢’ and hence will not send a ready message for
y'. Now since every party in H eventually computes y in the circuit-evaluation
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phase, it eventually sends a ready message for y. And since P\ Z* € Z, and
P\ Z* & Z,, it follows that irrespective of the behaviour of the corrupt parties,
the parties in H will eventually receive a sufficient number of ready messages for
y, to terminate with output y.

Let Py, be the first party from H, who terminates with output y. This implies
that there exists a subset of parties W with P\ W € Z;, who sends a ready
message for y to Pj,. Now consider the set (HNW). The set satisfies the QY (HN
W, Z,) condition, due to the QY (P, Z,, Z,) condition. The ready messages of
these parties (for y) get eventually delivered to every party in H. Consequently,
every party in H (including P,) who has not yet sent any ready message will
eventually send the ready message for y, which gets eventually delivered to all
the parties. And as a result, every party in H will eventually have a sufficient
number of ready messages for y, to terminate with the output y.

We next derive the communication complexity of the protocol.

Lemma G.5. Protocol Ilyugyal incurs a communication of O(|Zs|?-n'2-log|F|-
lo|) bits and makes O(n?) calls to Igp.

Proof. The communication complexity is dominated by the instance of IIrang to

generate L def 3. ey + 4n? - ey + n? + n random secret-shared values and the
instance of IItipgen to generate L = cjr number of secret-shared multiplication-
triples. The proof now follows from the communication complexity of ITrang
(Theorem 7.2) and the communication complexity of the (generalized) IripGen
protocol (Lemma 8.16).

Theorem 9.1 now easily follows from Lemma G.1-G.5.
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