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Abstract. Safety validation is a crucial component in the development and de-
ployment of autonomous systems, such as self-driving vehicles and robotic sys-
tems. Ensuring safe operation necessitates extensive testing and verification of
control policies, typically conducted in simulation environments. High-fidelity
simulators accurately model real-world dynamics but entail high computational
costs, limiting their scalability for exhaustive testing. Conversely, low-fidelity
simulators offer efficiency but may not capture the intricacies of high-fidelity sim-
ulators, potentially yielding false conclusions. We propose a joint falsification and
fidelity optimization framework for safety validation of autonomous systems. Our
mathematical formulation combines counterexample searches with simulator fi-
delity improvement, facilitating more efficient exploration of the critical environ-
mental configurations challenging the control system. Our contributions encom-
pass a set of theorems addressing counterexample sensitivity analysis, sample
complexity, convergence, the interplay between the outer and inner optimization
loops, and regret bound analysis. The proposed joint optimization approach en-
ables a more targeted and efficient testing process, optimizes the use of available
computational resources, and enhances confidence in autonomous system safety
validation.
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1 Introduction

In the development of autonomous systems, such as autonomous vehicles (AVs), ensur-
ing their safe and efficient operation is critical. AVs must navigate various complex ur-
ban driving scenarios, including intersections, highway merges, and lane changes, with
their control systems being based on learning-enabled policies. These policies must un-
dergo rigorous testing and verification before deployment. Simulators that can generate
different traffic scenarios are employed for testing the AV control systems. However,
extensive tests using high-fidelity simulators can be computationally expensive, time-
consuming, and may not cover all possible scenarios [8].

The joint falsification and simulator optimization approach addresses these chal-
lenges by introducing a joint learning framework that streamlines the exploration pro-
cess for identifying potential failure scenarios. This framework concentrates on the most
critical environmental configurations that pose difficulties for the control system. The
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joint learning framework, which concurrently optimizes simulator fidelity and carries
out falsification, facilitates more effective use of computational resources during the
search process.

One key advantage of jointly learning falsification and simulator optimization is
the adaptive control of simulator fidelity settings. The simulator can adjust its fidelity
based on the specific scenario or region of the environment, leading to more targeted and
efficient testing. As the simulator’s fidelity increases, it becomes better at replicating the
behavior of the high-fidelity simulator, allowing for a more accurate representation of
the environment. This enables the falsification process to focus on the regions of the
environment space where the system is more likely to fail, which are the most critical
areas to explore.

The joint learning framework integrates the search for failure scenarios with the en-
hancement of simulator fidelity. This synergy allows for efficient exploration by utiliz-
ing information gathered from both processes. For instance, if a low-fidelity simulator
displays a substantial discrepancy compared to the high-fidelity simulator in a particular
region, a joint optimization approach can prioritize refining the simulator fidelity in that
area. This not only aids in more accurate identification of potential failure scenarios but
also conserves computational resources by preventing unnecessary exploration in less
relevant regions. Generalization is another important aspect to consider when develop-
ing a joint optimization method. By incorporating multiple tasks during the optimiza-
tion process, such an approach can identify fidelity settings that excel across various
scenarios. This ensures that the optimized fidelity settings are not overly specialized for
a single task, but rather strike a balanced trade-off between computational efficiency
and accuracy over a wider range of situations.

Related Work. Falsification of learning-enabled systems has garnered considerable
interest recently due to the growing complexity and safety-critical nature of such sys-
tems [1]. The primary goal of falsification is to pinpoint scenarios that could lead to sys-
tem failure or breaches in safety specifications. Various techniques have been proposed
to tackle the falsification problem, including optimization-based methods [11,19,6],
search-based algorithms [12,15,20], and reinforcement learning approaches [18,16,10].
These methods strive to efficiently explore the state and parameter space in order to
discover potential failure scenarios, ultimately enabling system design refinement and
enhanced safety assurances. Researchers have also recently developed algorithms that
consider the fidelity of simulators when identifying failure scenarios due to the com-
putational expense of high-fidelity simulators [9,13,4]. These methods trade between
the accuracy of high-fidelity simulators and the computational efficiency of low-fidelity
simulators to decrease the overall cost of safety validation. While there has been notable
progress in falsification of learning-enabled systems, the literature on joint falsification
and fidelity setting optimization remains scarce. Our work aims to bridge this gap by
presenting an approach that jointly conducts falsification alongside simulation fidelity
optimization. By combining these two aspects, our objective is to improve the efficiency
of safety validation in learning-enabled decision-making systems.

Contributions. We present a mathematical formulation for joint falsification and
fidelity setting optimization for the safety validation of autonomous systems. Our pri-
mary contribution is the development of a theoretical framework that unifies the two
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key aspects of the problem: falsification of learning-enabled systems and optimization
of simulator fidelity settings. The main contributions of this paper are as follows:

— We propose a mathematical formulation that jointly addresses falsification and fi-
delity setting optimization, enabling a more efficient exploration strategy to search
for potential failure scenarios.

— We prove six key theorems that establish the fundamental properties and relation-
ships in the joint optimization problem. These theorems cover a range of important
aspects, including sensitivity analysis, sample complexity, convergence, the inter-
play between the outer and inner loops, and the regret bound analysis when em-
ploying Bayesian optimization for the outer loop. The insights gained from these
theorems provide a foundation for the joint falsification and fidelity optimization
framework.

2 Problem Formulation

Our objective is to efficiently combine falsification and fidelity optimization for safety-
critical systems, aiming to minimize computational cost while preserving accuracy. We
aim to identify environment configurations that violate safety specifications while si-
multaneously optimizing the fidelity settings to minimize discrepancies between low-
fidelity and high-fidelity simulators. This joint optimization problem is formulated as a
nested optimization framework with two components: an inner loop and an outer loop
optimization [5].

2.1 Inner Loop Optimization (Falsification)

The inner loop optimization aims to identify environment configurations that minimize
the robustness value of a given safety specification ¢ under a specific fidelity setting f.
The simulator operates within a given environment e € €. It takes a configuration e as
input and produces a finite-horizon trajectory denoted by &. If a trajectory satisfies the
safety specification, the robustness function p,, evaluates to a positive value; otherwise,
it returns a negative value. As a result, the falsification problem can be formulated as
the following optimization problem:

e*(f) = argmin py(e; f) )
ecé

The goal is to search for an environment configuration e* (f) that minimizes the robust-
ness value within the considered environment space &, given the fidelity setting f.

2.2 Outer Loop Optimization (Fidelity Setting Optimization)

The outer loop optimization focuses on finding the optimal fidelity settings f* that min-
imize discrepancies between high-fidelity and low-fidelity simulators across a variety
of tasks while considering the environment configurations obtained from the inner loop
optimization. To efficiently explore the search space, we sample from the space of tasks
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and their parameters. Let T denote the number of sampled tasks, and M; represent
the number of sampled parameter configurations for each task. For each task T}, we
have access to a high-fidelity simulator generating ground-truth trajectories, denoted as
EH (t;;pij). Additionally, a low-fidelity simulator produces approximate trajectories,
represented by &F (¢ pij, f)- The outer loop optimization problem can be formulated
as:

T M
fr= argrfneigZZE (& (tispig) &8 (tispigs £)) 2
TS =1

where J represents the set of possible simulator fidelity settings, ¢; is the ith sampled
task, and p;; is the jth sampled parameter configuration for task . The optimization
objective is to minimize the discrepancy, measured by the loss function ¢, between
high-fidelity simulator £ and low-fidelity simulator £ for the sampled tasks and pa-
rameter configurations. The loss function £(-,-) measures discrepancies between the
high-fidelity and low-fidelity simulators. One option for the loss function is the mean
squared error (MSE) between both sets of trajectories over a fixed time interval:

N
(e =5 [ 1€ - e )| ®

where NV is the length of the time interval over which the MSE is computed.

3 Theoretical Insights and Results

After establishing the problem formulation for the joint optimization of falsification
and fidelity settings, we now delve deeper into the theoretical results that guide our ap-
proach. In this section, we present a series of theorems that offer insights into the joint
optimization framework, providing an understanding of the interplay between the inner
and outer loop optimizations, sensitivity analysis of counterexamples, sample complex-
ity, and convergence properties.

3.1 Lipschitz continuity of inner and outer loop objectives

In this section, we investigate the Lipschitz continuity of the inner and outer loop ob-
jectives. Lipschitz continuity is a crucial property that guarantees the stability of an
optimization algorithm and enables us to derive convergence guarantees. We begin by
introducing a theorem that establishes Lipschitz continuity for both inner and outer loop
objectives under certain conditions.

Theorem 1. Let p,(e; f) and £(£F, €L be the inner and outer loop objective func-
tions, respectively. Suppose that there exist constants L, > 0 and Ly > 0 such that

Ipo(er; f) — polea; f)] < Lpller — ea, “4)
(R eb) —e(el el < Lo(|eF — elf|) + || ek — €5, (5)

foranyei,es € &, f € F, and 7 M L ¢k € X, where X represents the space of all
possible trajectories generated by the high-fidelity and low-fidelity simulators.
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PROOF. The proof of Theorem 1 follows from the definitions of Lipschitz continuity
and the properties of the inner and outer loop objective functions. We need to show that
the conditions stated in the theorem hold for the given objective functions.

For the inner loop objective function p,(e; f), we assume that it is Lipschitz contin-
uous with respect to the environment configurations e. This property can be established
by showing that the specification robustness value changes smoothly with respect to
changes in the environment configurations, given a fixed fidelity setting f. This as-
sumption is typically valid where the system behavior is continuous with respect to the
environment configurations. Similarly, for the outer loop objective function £(£7, £F),
we assume that it is Lipschitz continuous with respect to the trajectories £ and ¢7.
The Lipschitz continuity of ¢ implies that the discrepancy measure changes smoothly
with respect to the trajectories obtained from high-fidelity and low-fidelity simulators.
The basis for this property lies in the smooth dynamics of the simulator and the continu-
ous dependency of the discrepancy measure on the trajectories. Assuming the Lipschitz
continuity of both inner and outer loop objective functions, we can establish Theorem
1.0

The Lipschitz continuity of the inner and outer loop objectives, as established in
Theorem 1, has significant implications for the convergence properties of the joint op-
timization algorithm. In particular, it enables us to derive convergence guarantees for
both the inner and outer loop optimization problems, which we will explore in the fol-
lowing sections.

3.2 Convergence of Joint Optimization

Now we study the convergence properties of the joint optimization problem for falsi-
fication and fidelity optimization. We present a theorem that shows the convergence
of the joint optimization problem under specific conditions, leveraging the Lipschitz
continuity properties from Theorem 1.

Theorem 2. Suppose that the inner and outer loop objectives are Lipschitz contin-
uous with constants L, and Ly, respectively, as stated in Theorem 1. Under suitable
conditions on the optimization algorithm, the joint optimization problem converges to
an optimal solution.

PROOF. The proof of Theorem 2 relies on the properties of the optimization algo-
rithm and the Lipschitz continuity of the inner and outer loop objectives. For the inner
loop optimization problem, we assume that the optimization algorithm converges to
a stationary point under suitable conditions. This is a standard assumption for many
optimization algorithms, such as gradient-based methods, when applied to Lipschitz
continuous objective functions. Since the inner loop objective function p,(e; f) is Lip-
schitz continuous, the convergence of the inner loop optimization can be guaranteed
under suitable conditions. In a similar vein, for the outer loop optimization problem, we
assume that the optimization algorithm converges to a stationary point under standard
conditions. The Lipschitz continuity of the outer loop objective function £(¢7 , ¢1) en-
sures that the optimization algorithm converges when applied to this objective function.
By combining the convergence properties of the inner and outer loop optimization prob-
lems, we can establish the convergence of the joint optimization problem to an optimal
solution. [J
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Theorem 2 provides a convergence guarantee for the joint optimization problem,
which is essential for the practical application of the proposed joint optimization frame-
work. The convergence properties ensure that the algorithm will find an optimal solu-
tion, given that the optimization algorithm and the objective functions satisfy the re-
quired conditions.

3.3 Interplay between Inner and Outer Loop Optimization

The joint optimization framework for falsification and fidelity optimization involves
a nested structure, with an inner loop optimization focused on finding counterexam-
ples and an outer loop optimization aiming to identify optimal fidelity settings. In this
section, we discuss the interplay between these two optimization problems and the im-
plications for the design and analysis of joint optimization algorithms.

The nested optimization dynamics of the inner and outer loop problems are intrinsi-
cally linked due to their shared dependence on environment configurations and fidelity
settings. The outer loop relies on the counterexamples generated by the inner loop to
evaluate the performance of different fidelity settings, as shown in the objective func-
tion. In turn, the fidelity settings chosen by the outer loop influence the search space
and complexity of the inner loop optimization, as reflected by the inner loop objective
function py(e; f). As a result, the interplay between these two optimization problems
creates a complex search process, where improvements in one loop can potentially im-
pact the performance of the other.

The joint optimization framework must balance the need for exploration and ex-
ploitation in both the inner and outer loop optimization problems. In the inner loop,
exploration involves searching for new environment configurations that can potentially
lead to counterexamples, while exploitation focuses on refining the current counterex-
amples to maximize their impact on the outer loop optimization. Similarly, in the outer
loop, exploration entails experimenting with different fidelity settings to identify promis-
ing configurations, whereas exploitation aims to fine-tune the fidelity settings to min-
imize the discrepancy between high-fidelity and low-fidelity simulations, as measured
by the loss function ¢.

The interplay between the inner and outer loop optimization problems also enables
the development of adaptive fidelity management strategies. By monitoring the progress
of the inner loop optimization and the quality of the generated counterexamples, the
outer loop can adaptively adjust the fidelity settings to focus on regions of the search
space where the discrepancies between high-fidelity and low-fidelity simulations are
the most significant. This adaptive fidelity management can lead to more efficient joint
optimization algorithms that dynamically allocate computational resources to the most
critical aspects of the problem.

Understanding the interplay between the inner and outer loop optimization prob-
lems is crucial for the design and analysis of joint optimization algorithms for falsifi-
cation and fidelity optimization. Leveraging the insights gained from the interplay be-
tween the inner and outer loop objectives, such as the Lipschitz continuity established in
Theorem 1 and the convergence properties from Theorem 2, enables the development of
algorithms that effectively balance exploration and exploitation. These algorithms can
adaptively manage fidelity settings, leading to more efficient and effective solutions for
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safety-critical systems. The relationship between the quality of counterexamples and
fidelity settings, as analyzed in Theorem 3, along with the relationship between fidelity
settings and counterexamples quality, as explored in Theorem 4, further enhance our
understanding of the complex dynamics present in the joint optimization framework.

3.4 Sensitivity analysis of counterexamples to fidelity settings

We analyze the relationship between the quality of counterexamples and fidelity settings
in the context of the joint optimization framework for falsification and fidelity optimiza-
tion. The quality of a counterexample is typically characterized by the robustness of the
system specification violation, as measured by the robustness value p,(e; f). We aim
to understand how the choice of fidelity settings affects the quality of counterexamples
generated by the inner loop optimization.

Theorem 3. Given a set of fidelity settings f € F and environment configurations
e € &, there exists a constant C > 0 such that:

lpo(e1s f1) — polers f2)| < Cllfr = fal, (6)

forany e, € Eand fi1, fa € F.

PROOF. The proof of this theorem relies on the Lipschitz continuity of the inner loop
objective function p (e; f) with respect to fidelity settings, as established in Theorem
1. Given the Lipschitz continuity property, the difference in robustness values between
two fidelity settings f; and f, can be upper-bounded by a constant C' times the distance
between the fidelity settings in the fidelity space. This result highlights the sensitivity of
counterexample quality to the choice of fidelity settings, which has important implica-
tions for the joint optimization process. Let us denote the Lipschitz constant of the inner
loop objective function with respect to fidelity settings as Ly > 0. Then, according to
the Lipschitz continuity of p (e; f), we have:

lpp(ers f1) — polers f2)| < Lyl f1 — fall, (7

for any e; € € and f1, fo € J. This inequality establishes an upper bound on the dif-
ference in robustness values for a fixed environment configuration e; and two different
fidelity settings f1 and f,. Now, let C' = Ly, where C' > 0. Then, we can rewrite the
inequality as:

lpo(e1s f1) — polers f2)| < Cllfr = fal, ®)

for any e; € € and f1, fo € . This completes the proof of Theorem 3. [J

This Theorem highlights the sensitivity of counterexample quality to the choice of
fidelity settings by providing an upper bound on the difference in robustness values for
different fidelity settings.

3.5 Sensitivity analysis of fidelity settings to counterexamples

This section focuses on understanding the sensitivity of the counterexamples obtained
by the inner loop optimization to changes in the fidelity settings. This sensitivity anal-
ysis will provide insights into how the joint optimization process is affected by the
fidelity settings and the trade-offs between fidelity and counterexample quality.



8 A. Babheri et al.

Theorem 4. Given the Lipschitz properties of the inner loop objective function
po(e; f) and the outer loop objective function !, the sensitivity of the counterexam-
ples obtained by the inner loop optimization to changes in the fidelity settings can be
characterized by sensitivity function S(f).

PROOF. Let S(f) be a sensitivity function defined as:

_ Oppe"(f)i f)
S(f) = af ) €))
where e¢*(f) represents the optimal environment configuration obtained by the inner
loop optimization for a given fidelity setting f. The sensitivity function S(f) quan-
tifies the rate of change of the robustness value with respect to the fidelity settings. A
high sensitivity indicates that the quality of counterexamples is significantly affected by
changes in fidelity settings, whereas a low sensitivity implies that the counterexamples
are relatively insensitive to such changes.

To understand the relationship between the sensitivity function and the optimization
process, we can analyze the gradient of the outer loop objective function with respect

to the fidelity settings:

T U o (eH i) > EF (tis fpig,

i=1 j=1 of
Studying the gradient of the outer loop objective function and its relation to the sensitiv-
ity function S(f) provides insights into the influence of changes in fidelity settings on
the optimization process and the quality of counterexamples produced by the inner loop
optimization. This information can be useful for understanding the trade-offs between
fidelity and counterexample quality in the joint optimization framework.

3.6 Sample Complexity of Joint Optimization

In this section, we analyze the sample complexity of the joint optimization problem,
focusing on the relationship between the number of samples and the convergence prop-
erties of the optimization process. Sample complexity is an important consideration in
optimization problems, as it quantifies the number of samples required to achieve a
desired level of accuracy or convergence.

Theorem 5. Given the strong convexity and Lipschitz continuity properties of the
inner and outer loop optimization problems, the total number of samples N required
for the joint optimization problem can be expressed as a function of the number of
iterations in both loops and the number of samples per iteration: N = nK1 Ko

PROOF. The number of iterations required for the inner and outer loop optimiza-
tion problems to converge depends on the strong convexity and Lipschitz continuity
properties of the objective functions. However, we cannot directly derive a closed-form
expression for K; and K based on these properties. To determine the total number
of samples required, we consider the number of iterations in both the inner and outer
loop optimization problems. Suppose the inner loop optimization takes K; iterations
to converge, and the outer loop optimization takes K iterations to converge. Then, the
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total number of iterations, [, is the product of the iterations in both loops: K = K; K.
Now, if we assume that the number of samples per iteration is constant and equal to
n, then the total number of samples required, IV, can be expressed as a function of the
total number of iterations, . We have: N = nK = nK; K.

Now we apply concentration inequalities to bound the deviation between the true
objective function and its empirical estimate. For simplicity, we will assume that both
the inner and outer loop optimization problems have finite domains, and their objective
functions are Lipschitz continuous. Let p(e; f) and 7 be the empirical estimates of
the inner loop objective function and the outer loop objective function, respectively,
computed using n samples. By Lipschitz continuity, we have:

lpg(e: f) = po(e; /)l < Lplle — ]| (1D
(67, €7) = (6", €5) [ < Lellg™ = 7)1 + Lellg™ — £”] (12)
Applying Hoeffding’s inequality, we can bound the probability that the deviation be-

tween the true objective function and its empirical estimate is larger than a given thresh-
old. Specifically, we can show that:

TL€2
B0 ) pples ) > ) < 2exp (-3 ) (13
P
~ 62
P(|e(e™€5) £ (e",€5)] > €) < 2exp <—;—L?> (14)

To achieve an e-approximate solution with probability at least 1 — J, we can set the
right-hand side of these inequalities to be less than or equal to ¢ and solve for n. This
gives us:

2 2

n > % log (;) and n > 26# log (;) (15)
These bounds can be used to inform the choice of the number of samples per iteration,
n. However, we cannot directly derive a closed-form expression for the total number of
samples from these bounds. Instead, we can use these bounds as guidelines to choose
the number of samples per iteration, and then use the relationship N = nK; K> to
compute the number of samples required for joint optimization.

4 Regret Bounds Analysis for Bayesian Optimization

Building upon the theoretical foundations discussed previously, we will now further ex-
plore the performance of our approach, with a particular emphasis on using Bayesian
optimization for the outer loop optimization problems. The selection of an optimization
algorithm can greatly impact the efficiency of the proposed joint optimization frame-
work. [7,14]. Its utilization of a probabilistic model to estimate the objective function
and an acquisition function to guide the search makes it particularly effective when
dealing with costly or noisy evaluations. This has led to its successful application in
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various domains, including hyperparameter tuning in machine learning [17], design op-
timization in engineering [3], and decision-making under uncertainty [2].

Theorem 6. When using Bayesian optimization with the GP-UCB acquisition func-
tion for the outer loop optimization (fidelity settings optimization), the optimization
process converges to the optimal fidelity settings f* with high probability, and the cu-
mulative regret after T iterations is bounded by O (\/T)

PROOF. We begin by stating the GP-UCB acquisition function as follows:

ar(f) = me(f) + VB (f) (16)

where y;(f) and o7 (f) are the posterior mean and variance of the Gaussian process
at fidelity settings f after ¢ iterations, and [; is the exploration parameter. We define
the instantaneous regret at iteration ¢ as the difference between the optimal objective
function value and the value obtained at the chosen fidelity settings:

re=L(f") = L(ft) a7

where f* is the optimal fidelity settings and f; is the fidelity settings chosen by Bayesian
optimization at iteration ¢. The cumulative regret after 7" iterations is given by: Ry =
Zthl r¢. To bound the cumulative regret, we use the following inequality based on the
GP-UCB acquisition function:

o< VR (1) + 5 G (77) = () 1s)

This inequality follows from the fact that the GP-UCB acquisition function balances ex-
ploration and exploitation. By summing both sides of this inequality overt = 1,...,T,
we obtain a bound on the cumulative regret:

Ry < Z ( Broe (fe) + ( (") — (ft))) 19

Now, we use the following properties of Gaussian processes:

1. The posterior variance of the Gaussian process at the optimal fidelity settings f*
decreases monotonically with the number of iterations: o441 (f*) < o¢(f*).

2. The posterior mean of the Gaussian process converges to the true objective function
value at the optimal fidelity settings lim;_, o0 1t (f*) = € (f*)

Using these properties, we can show that Zthl (VBioe(fo) + 5 (me(f*) — pe(f2)))
converges to a finite value as T' — oo. Specifically, we can upper-bound the sum by
O(v/T). This implies that the cumulative regret is bounded by:

Rr < O(VT) (20)

This result shows that, with high probability, the Bayesian optimization process
converges to the optimal fidelity settings f*, and the cumulative regret is bounded by
O(V/T) after T iterations.
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S Additional Insights

In this section, we will delve further into the insights we have gained from our nested
optimization framework. Specifically, we will explore three key areas: adaptive fidelity
management, stability analysis, and robustness analysis. Together with the theorems we
have discussed, these insights help us better comprehend the intricate dynamics at play
within our joint optimization framework.

5.1 Adaptive Fidelity Management

One important feature of our joint optimization approach is its ability to dynamically ad-
just fidelity settings. During the optimization process, our algorithm adapts the fidelity
based on information from both the inner and outer loop optimizations. This flexibility
helps the algorithm balance between exploring new options and making the most of
known options, all while keeping computational costs low. In practice, this means the
algorithm focuses on parts of the search space that seem promising or uncertain.

5.2 Stability Analysis

We could also analyze stability to learn more about the convergence and stability of our
joint optimization framework. The insights from Theorem 1 and Theorem 2, which deal
with Lipschitz continuity and convergence properties, help us understand the stability
of our proposed approach. With these insights, we can study the stability of both the
inner and outer loop optimization processes under different conditions, such as changes
in fidelity settings and different environment configurations. In the end, this analysis
helps us create algorithms that are more robust against uncertainties.

5.3 Robustness Analysis

Robustness analysis is about evaluating how our joint optimization framework performs
when faced with varying levels of uncertainty and environmental noise, both in terms of
configurations and simulator dynamics. By studying how our framework behaves un-
der these conditions, we can pinpoint potential vulnerabilities to bolster its robustness.
To carry out this analysis, we assess the impact of noise and uncertainty on the per-
formance of both the inner and outer loop optimization processes. This might involve
deriving robustness bounds or establishing worst-case performance guarantees, as well
as exploring how fidelity settings affect the sensitivity of the optimization process to
noise and uncertainty. Through comprehensive robustness analysis, we can confidently
assert that our proposed approach is well-equipped to handle uncertainties in environ-
ment configurations and simulator dynamics.

6 Conclusions

We presented a mathematical formulation for joint falsification and fidelity setting op-
timization, which addresses the challenge of efficiently validating the safety of au-
tonomous systems. The proposed framework brings together the two critical aspects of
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the problem, namely, the falsification of learning-enabled systems and the optimization
of simulator fidelity settings. Our approach enables a more efficient exploration strategy
for searching potential failure scenarios by focusing on the most critical environmen-
tal configurations that challenge the control algorithms. We have derived a set of six
key theorems to establish the fundamental properties and relationships in the joint opti-
mization problem. These theorems encompass a range of important aspects, including
sensitivity analysis, sample complexity, convergence, the interplay between the outer
and inner loops, and the regret bound analysis when employing Bayesian optimization.
The insights gained from these theorems provide a foundation for the development of
efficient algorithms in this domain. As a future direction, we aim to conduct extensive
empirical evaluations of our approach on various autonomous systems to demonstrate
its practical applicability and effectiveness in improving safety validation.
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