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Abstract
A digital twin (DT) monitors states of the physical twin (PT) counterpart and provides
a number of benefits such as advanced visualizations, fault detection capabilities, and
reduced maintenance cost. It is the ability to be able to detect the states inside the DT
that enable such benefits. In order to estimate the desired states of a PT, we propose the
use of a Kalman Filter (KF). In this tutorial, we provide an introduction and detailed
derivation of the KF. We demonstrate the use of KF to monitor and anomaly detection
through an incubator system. Our experimental result shows that KF successfully can
detect the anomaly during monitoring.

Keywords: state estimate, kalman filter, runtime monitoring, anomaly detection

1 Introduction
Since systems are getting increasingly complex, models are needed to better compre-
hend their behaviors. Models can assist with understanding and optimizing the overall
system, discovering causes and effects, measuring consequences of changes, and com-
municating among engineers. Once the system is deployed, the models used to build it
should not be discarded. Instead, they should be integrated into a DT.

A DT is a system that monitors its PT counterpart, and can reconfigure it [1, 2].
The DT employs calibration algorithms to update the models of the PT with estimates
of the parameters. The calibration is carried out through (co-)simulation inside the DT.
The resulting data is then used to inform experts that check whether the system is per-
forming safely and optimally. DTs enable advanced visualizations, reconfigurability,
safety, predictability, and reduced maintenance. However, these benefits do not come
without challenges.

Accurately estimating the states of a PT is the basis for any other visualization and
self-adaptation algorithms, but it needs to overcome noise in data, network delays, and
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the potential lack of sensor signals. Fortunately, the use of prediction models enables
us to overcome these challenges. This can be achieved by correlating the measured
behaviors of the PT with the one predicted by the model, as well as by estimating
missing measurements based on the existing ones. To this end, the Kalman Filter (KF)
[3] can be used. The KF provides a way to estimate the state of a dynamic system
based on its past behavior, as it is expressed by multiple sequential measurements from
sensors, that is better than the estimate obtained by using only one measurement alone.

In this tutorial, we provide an introduction and detailed derivation of the KF, as-
suming that the reader is familiar with basic statistics. We use, as a running example,
an incubator system [4]: a simple styrofoam insulated container with the ability to
reach a certain temperature within a box and regulate it regardless of the content. We
demonstrate the use of KF to estimate the states of the air inside the incubator and the
heatbed (a heating unit inside the incubator) in the scenario that only the measurement
data of the air inside the box is accessible.

The ability to predict the states of the system also enables anomaly detection. This
can be done by the DT by detecting that the predictions from its models are no longer
aligned with the data from the PT indicate. In our work, we opened the lid of the incu-
bator, which we can detect as a fault in the system. By comparing the states estimated
by the KF and the measurements from the sensor, the fault is detected.

The rest of the paper is organized as follows: section 2 describes the incubator
system including the PT and the DT, and section 3 presents the derivation of the KF.
Section 4 demonstrates the use of KF for anomaly detection in the incubator system.
Finally, we provide the conclusions in section 5.

2 Incubator Digital Twins
Incubator DTs system consists of a PT and a corresponding DT. The DT replicates the
essential features of the PT and enables some techniques increasing the value of the
PT.

Physical Twin. The incubator is a system with the ability to hold a desired tempera-
ture within an insulated container. The physical components include a controller and a
plant. The controller is running on a Raspberry PI, and the plant includes a Styrofoam
box, a heater, a fan, and three temperature sensors. The overall systematic diagram
of the Incubator is shown in fig. 1. For more details, please refer to the report in [4]
and the online documentation at https://github.com/INTO-CPS-Association/
example-incubator.

Digital Twin In a DT, we highlight the following important parts [1] (inspired by
autonomic computing [5]): Data: collected from the PT through sensors and actua-
tors over time; Models: representing knowledge about different aspects of both the
cyber and the physical of the PT and its environment; and Algorithms: representing
techniques that use data and models, manipulating those to generate more data and
knowledge (e.g., fault detectors, supervisory controllers, state estimators, optimizers).
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Figure 1: Schematic overview of the Incubator.

The data in the PT are transmitted through the Raspberry PI using a RabbitMQ
server, which makes it easily accessible to other algorithms. In order to study the dy-
namics of temperature inside the incubator, a dynamic model is necessary. It is worth
noting that models can be described at different levels of abstraction, and typically,
accurate models are also very slow to simulate. We experimented with different mod-
els, which can be found online, and selected the one that offered the best compromise
between accuracy and performance.

Usually a physical dynamic system is modeled in the form of differential equations
organized in a state-space model in continuous time. However, in order to represent
such system as a discrete process that produces samples at some finite frequency, it is
necessary to transform the continuous-time state space model to a discrete-time state
space model, based on a well known process called discretization. We therefore focus
on linear discrete-time dynamical systems, and refer the reader to [6] for details on
discretization.

The general form of a linear discrete-time dynamical system is

xk = Axk−1 +Buk, yk =Cxk, (1)

where xk and xk−1 are state vectors, uk is the input vector, and yk is the measurement
vector. The subscripts indicate the time step. In addition, A, B, and C are matrices
expressing the rule of how the system states advances and how the measurements relate
to the state.

The dynamics model described below mainly focuses on describing the temperature
behaviors inside the Styrofoam box, and assume that: the temperature inside the box
is distributed uniformly; the box walls do not accumulate heat; and the specific heat
capacity of the air inside the box is constant. For the full definition of the model please
refer to [4].
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Example 1. The incubator system is described by the following linear discrete time
system: [

T h
k

T b
k

]
= A

[
T h

k−1
T b

k−1

]
+B

[
Pk
T r

k

]
, yk =

[
0 1

][T h
k

T b
k

]
= T b

k , (2)

where T h, T b, and T r are the temperature of heater, the temperature of the air inside
the incubator, and the temperature of the room, respectively. P represents the power
supply on/off function. A and B are 2 by 2 matrices.

As can be seen from example 1, the measurements consist only of the temperature
T b, but the state of the model consists of both T b and T h. We will now explore different
ways to estimate the state in example 1.

State Estimation under Exact State. Let us assume that we know exactly the initial
state of the system T b

0 ,T
h

0 , and the initial input P1,T r
1 . We can then simply apply the

expressions in example 1 to obtain the next predicted state T b
1 ,T

h
1 . If we want to know

the k-th state, and we have the history of inputs, denoted as u1:k = u1,u2,u3, . . . ,uk−1,
then we simply have to apply the expressions in example 1 iteratively, from the given
initial state. This is no different that simulating the system.

State Estimation under Uncertain State with No Measurement. Now imagine
that the initial state T b

0 is known exactly, but T h
0 is not known exactly. Instead,

we know that it follows a Gaussian distribution with mean µT h
0

, and variance ΣT h
0

:

T h
0 ∼N (µT h

0
,ΣT h

0
). Suppose we want to estimate the most likely state T b

1 ,T
h

1 . If we
have no access to output measurements, then we could simply apply the expressions
in example 1 to the most likely initial state. Since we know that the most likely out-
put of a Gaussian process is its mean (recall that the Gaussian distribution resembles a
bell-shaped distribution), we would then apply eq. (2) to the initial state µT h

0
,T b

0 .

State Estimation under Uncertain State with Measurement. Following on the pre-
vious paragraph, imagine that a measurement for T b

1 is given, in addition to the initial
state T b

0 and inputs P1,T r
1 . Can we do better than just use µT h

0
? The answer is yes,

because T b
1 provides us with some extra information to try to find what the real ini-

tial state was. We can insert the known values into eq. (2) and estimate the unknown
value T h

0 . Expanding the 2×2 matrices, and focusing on the expression T b
1 , we obtain

T b
1 = A21T h

0 +A22T b
0 +B21P1 +B22T r

1 , which can be solved to yield the solution to T h
0 .

Then we insert the values of T h
0 , T b

0 , and inputs P1,T r
1 into eq. (2) to acquire the value

of T h
1 . Here we can see that T h

1 is dependent on T b
1 . If the measurement T b

1 is noisy,
then T h

1 is noisy as well. In addition, if the model contains process noises as well,
this makes the uncertainty of T h

1 larger. In practice, it is not likely for measurements
and models to be noise free. This leads to the third situation where measurements and
models are noisy.

State Estimation under Process Noise. Now imagine that there is noise in the state
transition function, and in the measurements, as summarized in the following example.
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Example 2. The incubator system with noise is described by the following linear dis-
crete time system:[

T h
k

T b
k

]
= A

[
T h

k−1
T b

k−1

]
+B

[
Pk
T r

k

]
+ εk, yk = T b

k +δk, (3)

where εk and δk are random variables representing process noise and measurement
noise, satisfying εk ∼N (0,Rk) and δk ∼N (0,Qk), respectively.

Given values for the initial states T b
0 ,T

h
0 , inputs P1,T r

1 , and measurement T b
1 , we

want to estimate the value of T h
1 . In this case we cannot simply apply eq. (3) because

the measurement and the model are noisy.

Goal of the Kalman Filter. Applied to the incubator case, the KF combines mea-
surements T b

k , inputs Pk,T r
k , Gaussian distribution parameters µT h

k−1
,ΣT h

k−1
, and a model

in eq. (3), to estimate the parameters µT h
k
,ΣT h

k
:[

µT h
k

ΣT h
k

]
= KF(

[
µT h

k−1
ΣT h

k−1

]
,

[
Pk
T r

k

]
,T b

k ), with T h
K ∼N (µT h

k
,ΣT h

k
). (4)

In the following section, we discuss how to derive KF.

3 Kalman Filter for state estimation
We derive the KF from the perspective of probability theory. We therefore start with a
small review of the background concepts. The reader who is familiar with probability
theory may skip them and resume in section 3.2.

3.1 Basic Probability Theory
A random variable, for example X , may be assigned a value representing the outcomes
of an experiment. We use p(X = x) to denote the probability that the random variable
X has value x. The probabilities of all outcomes sum up to 1. Sometimes we write p(x)
instead of p(X = x), for brevity.

As we will show later, one of the important problems in state estimation is the com-
putation of a conditional probability function. For instance, if x is the state vector we
want to estimate, and y is the measured data, the conditional probability p(X = x|Y = y)
(or p(x|y)) represents what is the probability of state X = x given the measurement y.
The following represent well known equations involving the conditional probability.

p(x|y) = p(x∩ y)
p(y)

=
p(x,y)
p(y)

, p(x|y) = p(y|x)p(x)
p(y)

. (5)

where p(x) is called the prior (probability of state X = x without any additional infor-
mation); p(x|y) is called the posterior; p(y|x) is called the likelihood; and p(y) is called
the marginal likelihood which is the total probability of observing Y = y.
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Remark 1. For a continuous random variable, we use p(x) to denote a Probability
Density Function (PDF) of random variable X = x and the probability of X = x is
Pr(x) = p(x)∆x, where ∆x > 0 is a sufficient small value. In this tutorial, we will
mostly use p(x) to represent the PDF for a continuous random variable.

The joint probability can be generalized to multiple random variables. According
to the definition of conditional probability in eq. (5), we obtain

p(xn|xn−1, . . . ,x1) = p(xn,xn−1, . . . ,x1)/p(xn−1, . . . ,x1) (6a)
p(xn,xn−1, . . . ,x1) = p(xn|xn−1, . . . ,x1)p(xn−1, . . . ,x1). (6b)

An example of a PDF for a continuous random variable is the Gaussian distribution,
commonly used to model process and measurement noise. One of the advantages of
Gaussian distribution is that if the prior and the likelihood are Gaussian distributed,
the posterior is also Gaussian distributed. Such distribution makes the calculation of
expectation and variance simpler, which makes possible the derivation of the KF. The
univariate Gaussian distribution with a mean µ and variance σ2 is defined as

p(x) = (2πσ
2)−

1
2 exp{−1

2
(x−µ)2

σ2 }. (7)

If the mean µ and variance σ2 are unknown, we define a conditional probability of
X = x conditioned on µ and σ2 with the notation p(x|µ,σ2). In addition, we write
X ∼ N (µ,σ2) to denote that X follows a Gaussian distribution with a mean µ and
variance σ2. The multivariate Gaussian distribution is characterized by a mean vector
µ with the same dimension of state vector x and a covariance matrix Σ, having the form
of

p(x) = det(2πΣ)−
1
2 exp{−1

2
(x−µ)T

Σ
−1(x−µ)}. (8)

3.2 Linear Discrete-Time Dynamical System with Gaussian Uncer-
tainty

As introduced in section 2, and exemplified in example 2, the general form of a linear
discrete-time dynamical system with noise is given as:

xk = Axk−1 +Buk + εk, yk =Cxk +δk, (9)

where xk and xk−1 are state vectors, uk is the input vector, and yk is the measurement.
This means that previous states such as xk−2 or xk−8 do not contribute directly to the
calculation of state xk and measurement yk, but they contributed implicitly through
xk−1. In addition, we have the following assumption:

• Equation (9) is the best predictor of state xk.
• The process error εk and measurement error δk satisfy εk ∼N (0,Rk) and δk ∼

N (0,Qk), respectively.
• The initial state x0 satisfies x0 ∼N (µx0 ,Σx0).
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We now proceed to show that, under the above assumptions, all quantities in eq. (9)
follow Gaussian distributions. This is an important result because it is very easy to
obtain the most likely value of a Gaussian distribution, i.e. its mean. If presented with
an analytical expression as in eq. (7), we can obtain the mean by differentiating the
expression and equating it to zero. Moreover, the covariance is obtained by calculating
the second derivative of eq. (7).

We rewrite eq. (9) in terms of εk and δk:

εk = xk− (Axk−1 +Buk), δk = yk−Cxk. (10)

According to eq. (8), the PDF of δk is

p(δk) = det(2πQk)
− 1

2 exp{−1
2
(δk−0)T Q−1

k (δk−0)}. (11)

Substituting eq. (10) into eq. (11) yields

p(δk) = p(yk−Cxk) = det(2πQk)
− 1

2 exp{−1
2
(yk−Cxk)

T Q−1
k (yk−Cxk)} (12)

Which is the expression for the Gaussian distribution yk ∼N (Cxk,Qk). Since xk is an
unknown, we write p(yk|xk). Applying the same reasoning to εk, we get the expression
for xk ∼N (Axk−1+Buk,Rk). This shows that the states, measurements, and noise, are
all Gaussian distributions.

Remark 2. All variables in eq. (9) are Gaussian distributed, with parameters:

εk ∼N (0,Rk)

δk ∼N (0,Qk)

xk ∼N (Axk−1 +Buk,Rk)

yk ∼N (Cxk,Qk)

(13)

3.3 Maximum A Posteriori Estimation
One of the tasks of state estimation is to calculate the most likely value of an unknown
quantity, given its probability distribution (recall section 2). For example, in the incuba-
tor system, the unknown quantity can be the state of the incubator system (temperature
of the heater and the air inside the box), and the known quantity is the measured air
temperature. Maximum a posteriori (MAP) estimate is the estimation of an unknown
quantity from a distribution of the unknown quantity. It is the most probable state x
given measurement data y, formulated as:

x̂ = argmax
x

p(x|y). (14)

Note that, according to remark 1, when the random variable X is continuous, the es-
timation becomes x̂ = argmax x p(x|y)∆x. However, since ∆x does not depend on x,
argmax x p(x|y)∆x is equivalent to argmax x p(x|y).
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If we do not have an analytical expression for eq. (14), we may attempt to refor-
mulate it into an equivalent problem, comprised of terms for which we have analytical
expressions. Substituting Bayes rule in eq. (5) into eq. (14), we obtain the MAP objec-
tive function

x̂ = argmax
x

p(y|x)p(x)
p(y)

, (15)

and because p(y) is independent of X , eq. (15) is simplified to

x̂ = argmax
x

p(y|x)p(x). (16)

3.4 Objective Function of Kalman Filter
Suppose we have collected a series of historical inputs, u1:k = u1,u2,u3, . . . ,uk−1, and
measurement outputs, y1:k−1 = y1,y2,y3, . . . ,yk−1, from a linear discrete time system
as in eq. (9). At time step k, we apply an input uk to the system. Then the state of
the system advances to the state xk from state xk−1, and we obtain measurement data
yk. The ultimate outcome of the KF is the most probable state x using the posterior
distribution given all data.

Applying the MAP discussed in section 3.3, we formulate the following

x̂k = argmax
xk

p(xk|y1:k,u1:k). (17)

In what follows, we describe the procedure to turn eq. (17) into a form similar to
eq. (16). Based on eq. (6) and eq. (16), we expand eq. (17) to

x̂k = argmax
xk

p(xk|yk,y1:k−1,u1:k) = argmax
xk

p(yk|xk,y1:k−1,u1:k)p(xk|y1:k−1,u1:k)

p(yk|y1:k−1,u1:k)

= argmax
xk

p(yk|xk,y1:k−1,u1:k)p(xk|y1:k−1,u1:k).

(18)

According to remark 2, the distribution of current measurement yk only depends on
the current state xk. We can therefore conclude that p(yk|xk,y1:k−1,u1:k) = p(yk|xk) and
simplify eq. (18) to:

x̂k = argmax
xk

p(yk|xk)p(xk|y1:k−1,u1:k). (19)

Our goal is to derive a recursive calculation of the KF. So we aim at reducing
the problem in eq. (17) to something that involves the term p(xk−1|y1:k−1,u1:k−1). In
eq. (19), the term p(yk|xk) is already at its simplest form, since it matches exactly the
distributions in remark 2, so we will focus on the term p(xk|y1:k−1,u1:k). Based on
remark 2, we can see that xk depends on xk−1 and uk, so we are looking for a way
to relate y1:k−1 to xk−1. This is where Chapman-Kolmogorov equation [7] comes into
play. Applying this equation to p(xk|y1:k−1,u1:k) gives:

p(xk|y1:k−1,u1:k) =
∫

p(xk,xk−1|y1:k−1,u1:k)dxk−1. (20)

8



Applying Bayes theorem, the term inside the integral can be simplified to

p(xk,xk−1|y1:k−1,u1:k) = p(xk|xk−1,y1:k−1,u1:k)p(xk−1|y1:k−1,u1:k)

= p(xk|xk−1,uk)p(xk−1|y1:k−1,u1:k).
(21)

Because future input uk can not affect the past state xk−1, we can safely omit it from
p(xk−1|y1:k−1,u1:k), therefore obtaining the term p(xk−1|y1:k−1,u1:k−1). To summarise,
eq. (20) can be simplified to:

p(xk|y1:k−1,u1:k) =
∫

p(xk|xk−1,uk)p(xk−1|y1:k−1,u1:k−1)dxk−1. (22)

Finally, we insert eq. (22) into eq. (19), obtaining the following equivalent formu-
lation:

x̂k = argmax
xk

p(xk|y1:k,u1:k)

= argmax
x

p(yk|xk)
∫

p(xk|xk−1,uk)p(xk−1|y1:k−1,u1:k−1)dxk−1.
(23)

The derivation above shows the objective function for KF based on MAP. Here we
summarize what we know about this problem: • p(yk|xk) is the PDF of N (Cxk,Qk)
(remark 2); and • p(xk|xk−1,uk) is the PDF of N (Axk−1 +Buk,Rk) (remark 2). In ad-
dition, here is what we need to know in order to solve the problem: does p(xk|y1:k,u1:k)
match the PDF of a Gaussian distribution? If it does, the solution is just its mean.

In the interest of solving the problem, let us for now assume that p(xk|y1:k,u1:k) in-
deed matches the PDF of a Gaussian distribution with mean µxk and Σxk : N (µxk ,Σxk).
It follows that the term p(xk−1|y1:k−1,u1:k−1) in eq. (23) matches the PDF of
N (µxk−1 ,Σxk−1). As section 3.5 will show, these facts are instrumental in showing
that the integral term in eq. (23) will match the PDF of a Gaussian distribution scaled
by a factor η , with mean and covariance as follows: N (µxk

= Buk +Aµxk−1 ,Σxk =

(Rk +AΣxk−1AT )−1).
Then, in section 3.6, we show how under the above conclusions, the mean µxk and

covariance Σxk are computed, from the knowledge of µxk−1 ,Σxk−1 . This calculation is
the KF.

3.5 Prediction Phase
In this section, we focus on the term

∫
p(xk|xk−1,uk)p(xk−1|y1:k−1,u1:k−1)dxk−1.

This term represents the prediction phase of KF because it utilizes the previous
estimates state xk−1 with state transition function to predict state xk. The term
p(xk−1|y1:k−1,u1:k−1) is the posterior of state xk−1 given historical data.

Regarding the initial state x0, the posterior is simply p(x0) since we do not have ac-
cess to historical data. According to eq. (23), the posterior of state x1 is p(x1|y1,u1) ∝

p(y1|x1)
∫

p(x1|x0,u1)p(x0)dx0, where ∝ means proportional to. Based on our as-
sumptions in section 3.2, all the terms, p(y1|x1), p(x1|x0,u1), and p(x0) , are Gaussian
distributed. Thus the posterior of state x1 is also Gaussian distributed. By induction,
all the posterior of states are Gaussian distributed as well as p(xk−1|y1:k−1,u1:k−1).
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Let us assume the mean and covariance of p(xk−1|y1:k−1,u1:k−1)
to be µxk−1 and Σxk−1 . Furthermore, we use the Gaussian dis-
tribution in

∫
p(xk|xk−1,uk)p(xk−1|y1:k−1,u1:k−1)dxk−1 and let x̃k =∫

p(xk|xk−1,uk)p(xk−1|y1:k−1,u1:k−1)dxk−1, leading to

x̃k =
∫

p(xk|xk−1,uk)p(xk−1|y1:k−1,u1:k−1)dxk−1

= γ

∫
exp{−1

2
(xk−Axk−1−Buk)

T R−1
k (xk−Axk−1−Buk)

− 1
2
(xk−1−µxk−1)

T
Σ
−1
xk−1

(xk−1−µxk−1)}dxk−1,

(24)

where γ = det(2πRk)
− 1

2 detΣ
− 1

2
xk−1 . Such γ plays the role of normalization.

Let Lk = 1
2 (xk − Axk−1 − Buk)

T R−1
t (xk − Axk−1 − Buk) + 1

2 (xk−1 −
µxk−1)

T Σ−1
xk−1

(xk−1−µxk−1). Then, we have

x̃k = γ

∫
exp{−Lk}dxk−1,where Lk is quadratic in xk−1 and xk. (25)

We can express Lk in terms of loss(xk−1,xk) and loss(xk), then we obtain

Lk = loss(xk−1,xk)+ loss(xk), (26)

where loss(xk−1,xk) incorporates terms relative to xk−1 and xk, loss(xk) only contains
items about xk. The decomposition of Lk separates the terms xk and xk−1. Such decom-
position simplifies eq. (25) to

x̃k = γ

∫
exp{−Lk}dxk−1 = γ

∫
exp{−loss(xk−1,xk)− loss(xk)}dxk−1

= γ exp{−loss(xk)}
∫

exp{−loss(xk−1,xk)}dxk−1.
(27)

loss(xk) and loss(xk−1,xk) are both quadratic in xk and xk−1, which have the form
of a Gaussian distribution but without normalization. Thus we will rearrange loss(xk)
and loss(xk−1,xk) in terms of mean and covariance of a Gaussian distribution.

First, we analyze loss(xk−1,xk). The covariance of xk−1 in loss(xk−1,xk) is the
inverse of coefficient of x2

k−1 in Lk. By taking the second derivative of Lk with respect
to xk−1, we acquire the covariance of xk−1 in loss(xk−1,xk). Setting the first derivative
of Lk with respect to xk−1 to zero gives the mean value of xk−1 in loss(xk−1,xk). Then,
loss(xk−1,xk) is expressed as

loss(xk−1,xk) =
1
2
(xk−1− (AT R−1

k A+Σ
−1
xk−1

)[AT R−1
k (xk−Buk)+Σ

−1
xk−1

µxk−1 ])
T

(AT R−1
k A+Σ

−1
xk−1

)−1(xk−1− (AT R−1
k A+Σ

−1
xk−1

)[AT R−1
k (xk−Buk)+Σ

−1
xk−1

µxk−1 ]).

(28)

We know that the integral of a Gaussian distribution of eq. (8) should equal to
1. Furthermore, the covariance of xk−1 in loss(xk−1,xk) is Ψ = AT R−1

k A + Σ−1
xk−1

.
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Thus we conclude that
∫

det{2πΨ}− 1
2 exp{−Lk(xk−1,xk)}dxk−1 = 1 and therefore∫

exp{−Lk(xk−1,xk)}dxk−1 = det{2πΨ} 1
2 . Because det{2πΨ} 1

2 has no contribution
in maximizing the probability of estimated state xk in eq. (23), we incorporate it into
the γ in eq. (26). Equation eq. (27) then becomes x̃k = γ exp{−loss(xk)}.

Now we look at loss(xk). Since we already know the function of loss(xk−1,xk), we
can obtain the function of loss(xk) = Lk− loss(xk−1,xk). The first derivative of loss(xk)
with respect to xk−1 is

∂ loss(xk)

∂xk
= [R−1

k −R−1
k A(AT R−1

k A+Σ
−1
xk−1

)−1AT R−1
k ](xk−Buk)−R−1

k A

(AT R−1
k A+Σ

−1
xk−1

)−1
Σ
−1
xk−1

µxk−1 .

(29)

According to the inversion lemma [8], (R + PQPT )−1 = R−1 − R−1P(Q−1 +

PT R−1P)−1PT R−1, so we simplify eq. (29) to ∂ loss(xk)
∂xk

= (Rk + AΣxk−1AT )−1(xk −
Buk)−R−1

k A(AT R−1
k A+Σ−1

xk−1
)−1Σ−1

xk−1
µxk−1 .

Setting the first derivation to zero gives us the mean value of xk in loss(xk):

(Rk +AΣxk−1AT )−1(xk−Buk) = R−1
k A(AT R−1

k A+Σ
−1
xk−1

)−1
Σ
−1
xk−1

µxk−1 (30a)

xk = Buk +(Rk +AΣxk−1AT )R−1
k A(AT R−1

k A+Σ
−1
xk−1

)−1
Σ
−1
xk−1

µxk−1

= Buk +A(I +Σxk−1AT R−1
k A)(Σxk−1AT R−1

k A+ I)−1
µxk−1 = Buk +Aµxk−1 .

(30b)

The second derivation of loss(xk) leads us to the inverse covariance of xk in
loss(xk):

∂ 2loss(xk)

∂x2
k

= (Rk +AΣxk−1AT )−1 = Σ
−1
xk
. (31)

Finally, the prediction x̃k in eq. (24) becomes a scaled Gaussian distribution. Such
distribution has a mean of µxk

=Buk+Aµxk−1 and a covariance of Σxk =Rk+AΣxk−1AT .
Our goal is the solve eq. (23). So far we have solved the prediction phase of eq. (24)

in eq. (23). Next, we focus on solving p(yk|xk) in eq. (23) that is the measurement
phase.

3.6 Measurement Phase
From section 3.2, we know that p(yk|xk) follows a Gaussian distribution. Furthermore,
we concluded that the x̃k in section 3.5 is also a scaled Gaussian distribution. Thus we
can expand eq. (23) using the Gaussian distribution as

x̂ = argmax
x

p(yk|xk)
∫

p(xk|xk−1,uk)p(xk−1|y1:k−1,u1:k−1)dxk−1

= argmax
x

η exp{−1
2
(yk−Cxk)

T Q−1
k (yk−Cxk)}exp{−1

2
(xk−µxk

)T
Σ
−1
xk
(xk−µxk

)},

(32)

where the η incorporates the scalar coefficients of the Gaussian distributions, µxk
and

Σxk are the mean and the covariance in eq. (30b) and eq. (31) from prediction phase.
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Let
Jk =

1
2
(yk−Cxk)

T Q−1
k (yk−Cxk)+

1
2
(xk−µxk

)T
Σ
−1
xk
(xk−µxk

), (33)

then the objective function has the form of x̂ = argmax x η exp{−Jk}. Be-
cause η exp{−Jk} is the product of a Gaussian distribution with a scalar, x̂ =
argmax x η exp{−Jk} is the mean value of the distribution. Our goal boils down to
obtain the mean value. In addition, in the prediction phase we also utilized the covari-
ance. Therefore we need to calculate the covariance for next iteration as well.

By calculating the first and second derivatives of eq. (33) with respect to xk, we
acquire the mean µxk and covariance Σxk :

Σ
−1
xk

=
∂ 2J
∂x2

k
=CT Q−1

k C+Σ
−1
xk
,

∂J
∂xk

=−CT Q−1
k (yk−Cxk)+Σ

−1
xk
(xk−µxk

) = 0

(34a)

µxk = xk = µxk
+ΣxkC

T Q−1
k (yk−Cµxk

). (34b)

So far we get the most probable estimated state xk in eq. (34b). Moreover we have the
covariance in eq. (34a) for next iteration.

In practice solving for the inversion of eq. (34a) might be time-consuming. To avoid
calculating the inversion we change the way to calculate the covariance. According to
Inversion Lemma [8], the expression of eq. (34a) is rewritten to Σxk = (CT Q−1

k C +

Σ
−1
xk
)−1 = Σxk − ΣxkC

T (Qk +CΣxkC
T )−1CΣxk = [I − ΣxkC

T (Qk +CΣxkC
T )−1C]Σxk =

(I −KkC)Σxk , where Kk = ΣxkC
T (Qk +CΣxkC

T )−1. Furthermore, it can be proven
that Kk = ΣxkC

T (Qk +CΣxkC
T )−1 = ΣxkC

T Q−1
k , hence eq. (34b) is xk = µxk

+Kk(yk−
Cµxk

).

Summary. The goal of KF is to estimate the current state of a system given historical
measurements and inputs. By utilizing Bayes rule and MAP, we obtain the objective
function of eq. (23) in a recursive form. To solve the maximization problem, we split it
into two phases, a prediction phase and a measurement phase. In the prediction phase
we concluded that x̃k is Gaussian distributed. Combining such Gaussian distribution
with another Gaussian distribution of p(yk|xk) in the measurement phase gives us the
result of the solution to eq. (23). The KF steps are summarized in algorithm 1.

Algorithm 1: The Kalman filter algorithm.

1 Given µxk−1 , Σxk−1 , uk, yk ;
2 µxk

= Buk +Aµxk−1 ;
3 Σxk = (Rk +AΣxk−1AT );
4 Kk = ΣxkC

T (Qk +CΣxkC
T )−1;

5 µxk = µxk
+Kk(yk−Cµxk

);
6 Σxk = (I−KkC)Σxk ;
7 return µxk and Σxk ;
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4 Anomaly Detection for incubator digital twin
In this section we demonstrate the use of KF for anomaly detection for an incubator
system. In the incubator system, we have the model predicting the states of the system.
Furthermore, we have three sensors to measure the room and air temperature inside the
incubator. In the meanwhile, the KF is used to estimate and the states of the system
using the measurement data and the predicted states from the DT. Furthermore, if an
anomaly occurs in the system, the assumption that the process noise is Gaussian no
longer holds true. This makes the predictions from KF no longer align with the sensory
data from the physical twin indicate. Thus KF can be used for anomaly detection.

In our case, we completely opened the lid of the incubator system when it was
running. We viewed such an action as an anomaly happening in the system, because
the model we used to do the state estimation only represents the behaviors of the system
with a closed lid. Opening it causes the system to violate the physical principles the
model was originally built on, on, and will therefore make the KF fail to track what is
happening. The result can be seen in fig. 2. The orange line is the control signal of
the heated, “high” means turning on the heated and “low” is turning off. Green line,
purple line, and blue line are predicted state form the model, estimated state from KF,
and measurement from the sensors respectively.

Figure 2: results of anomaly detection for incubator digital twin

During the experiment, we opened the lid at 14 : 59 : 58 and 15 : 09 : 19. After
opening the lid for around 1 minute, we closed the lid at 15 : 00 : 58 and 15 : 10 : 25
respectively. As can be seen in fig. 2, after opening the lid at 14 : 59 : 58, the anomaly
was detected since there was a discrepancy between the estimated state from KF and
the sensory data.

After closing the lid, the purple line and the blue line were merging gradually, i.e.
the discrepancy reduced gradually. Before they converge together we opened the lid
again, the discrepancy started to increase again. Should we have waited longer before
opening the lid again, the discrepancy would have become virtually zero.

Through the running example, the KF successfully demonstrated the ability of state
estimation. Such estimation succeeds in detecting an anomaly in the incubator system.
Furthermore, this ability can be extended to other applications such as system monitor-
ing.

5 Conclusion
In this tutorial, we provided the derivation of the KF from the perspective of probability
theory. We started with a linear dynamical system. Based on MAP, maximizing the
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posterior of the state xk is objective function. We split it into a prediction phase and
measurement phase for the derivation of the posteriori. We proved that the each of the
phases resulted a Gaussian distribution. Thus the posterior of the estimated state is
Gaussian distributed. Such Gaussian distribution enables us to obtain best estimation
of state xk which is the expectation of the distribution.

We demonstrated the use of KF through a running example, the incubator system.
We modeled our incubator system as a linear dynamical system in the matrix form.
Such form can be substituted into eq. (9). We applied the KF to estimate the states of
the system and to detect a system anomaly. In the experiments, we completely opened
the lid of the incubator system when it was running and the KF successfully detected
the anomaly, which is illustrated in fig. 2. This feature can be further used for more
advance applications.
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