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ABSTRACT

Modern machine learning (ML) models are capable of impressive

performances across numerous domains. However, their prowess

is not due only to the improvements in their architecture and train-

ing algorithms, but also to the drastic increase in computational

power available to them.

Such a drastic increase led to a growing interest in distributed

ML algorithms, and, as adversarial attacks became an increasingly

pressing concern, the emergence of their byzantine-resilient ver-

sions. While distributed byzantine resilient algorithms have been

proposed in a differentiable setting, none exist in a gradient-free

setting.

The goal of this paper is to address this shortcoming. For that,

we first introduce amore general definition of byzantine-resilience

in ML - the model-consensus, that extends the definition of the

classical distributed consensus. We then leverage this definition

to show that a general class of gradient-free ML algorithms - (1, _)-

Evolutionary Search - can be combined with classical distributed

consensus algorithms to generate gradient-free byzantine-resilient

distributed learning algorithms. We provide proofs and pseudo-

code for two specific cases - the Total Order Broadcast and proof-

of-work leader election.

To our knowledge, this is the first time a byzantine resilience in

gradient-free ML was defined, and algorithms to achieve it - were

proposed.

CCS CONCEPTS

• Computing methodologies → Genetic programming; Ma-

chine learning algorithms;Machine learning; • Theory of compu-

tation → Distributed algorithms.

∗Corresponding author; Now at HES-SO Valais-Wallis, Sierre, Switzerland

Permission to make digital or hard copies of all or part of this work for personal or
classroom use is granted without fee provided that copies are not made or distributed
for profit or commercial advantage and that copies bear this notice and the full cita-
tion on the first page. Copyrights for components of this work owned by others than
ACMmust be honored. Abstracting with credit is permitted. To copy otherwise, or re-
publish, to post on servers or to redistribute to lists, requires prior specific permission
and/or a fee. Request permissions from permissions@acm.org.

GECCO ’23, July 15–19, 2023, Lisbon, Portugal

© 2023 Association for Computing Machinery.
ACM ISBN 978-x-xxxx-xxxx-x/YY/MM. . . $15.00
https://doi.org/10.1145/nnnnnnn.nnnnnnn

KEYWORDS

Evolutionary Search, Gradient-free optimization, Distributed ma-

chine learning, Byzantine Fault Tolerance

ACM Reference Format:

Andrei Kucharavy, Matteo Monti, Rachid Guerraoui, and Ljiljana Dolamic.

2023. Byzantine-Resilient Learning Beyond Gradients: Distributing Evolu-

tionary Search. In Proceedings of The Genetic and Evolutionary Computa-

tion Conference 2023 (GECCO ’23). ACM, New York, NY, USA, 10 pages.

https://doi.org/10.1145/nnnnnnn.nnnnnnn

1 INTRODUCTION

Over the last decade, the machine learning field underwent trans-

formative growth, achieving and surpassing human capabilities

in a variety of domains, ranging from image classification and fa-

cial recognition to image generation to strategy games [31, 33, 47,

48]. Beyond impressive performance in the academic setting, Ma-

chine Learning (ML) and Artificial Intelligence (AI) progressively

became central to numerous tasks, ranging from translation to au-

tonomous driving [29, 64]. Perhaps the most impressive recent de-

velopment is the arrival of conversational agents driven by Large

Neural Language Models (LLMs) [20, 43, 52].

However, the emergence of ML and AI as powerful and widely

accessible tools is not only due to the discovery of better model

architectures and algorithms to train them but also due to the in-

creasing computational capabilities and data volumes available to

train them. Empirical demonstrations of the performance of sto-

chastic gradient descent (SGD) applied to artificial neural networks

(ANNs) were already available by mid-1980s [35, 59], and theo-

retically explained by early 1990s [28]. However, it wasn’t until

sufficient computational power became affordable and sufficiently

large training datasets were accumulated that the machine learn-

ing revolution truly started [36]. This joint scaling of models and

dataset sizes and resources invested in training them still drives

ML progress today, notably for LLMs [19, 27, 30].

1.1 Gradient-Free Learning

The ongoing machine learning revolution has not affected all the

domains equally, given that best-performing algorithms rely on

ANNs and gradient descent. Image processing was one of the first

domains that saw early breakthroughs [33],more recently followed

http://arxiv.org/abs/2304.13540v1
https://doi.org/10.1145/nnnnnnn.nnnnnnn
https://doi.org/10.1145/nnnnnnn.nnnnnnn
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by natural language processing as means to make text interpreta-

tion and generation continuous through word embedding and po-

sitional encoding were perfected [40, 58]. However, a number of

problems have so far evaded conversion to a continuous formula-

tion, notably in the control theory domain.

A set of approaches have been developed for such problems,

with empirical gradients and reinforcement learning (RL) being

two major examples. However, neither of the approaches scales

to large, overparameterized models, known to be needed to train

models solving complex problems [37]. Empirical gradient estima-

tion struggles in high dimensions and around saddle points, and

is hard to parallelize due to the need for a synchronized round of

gradient evaluations pooling, which is expensive computation and

communication-wise for larger models.

Similar problems exist as well in reinforcement learning. De-

spite some of its impressive achievements, such as super-human

performance in the game of Go [47], RL suffers from fundamental

limitations. Notable failure modes are the cases where the obser-

vations ("rewards") are sparse ("long time horizons") and noisy. In

such settings, the policy reward estimator’s variance will increase

to the point where the learning process becomes unstable. Such

instability is not limited to pathological settings - even in cases

it performs well, RL requires a hyperparameter space search to

find a working training regime even for problems where it per-

forms well [10, 46]. Such instability is not a fluke either. There are

theoretical reasons why approaches that reduce learning in a non-

differentiable setting to a differentiable one would underperform

compared to gradient-free black-box optimization approaches [39,

46].

This is particularly relevant now, given that the latest develop-

ment in the LLM field is conversation agents, which rely on op-

timization based on discrete feedback to align their behavior on

user expectations and non-differentiable layers of hard attention to

solve the issues with rule-following that plague them [20, 43, 51].

1.2 Evolutionary Search

Limitations of RL and empirical gradients approaches led to an in-

creased interest in gradient-free black-box optimization algorithms,

notably Evolutionary Algorithms (EAs). Introduced shortly after

the SGD itself, [17], EAs are expected to scale well with more com-

putational power, just like the SGD itself. This was confirmed ex-

perimentally, including on ranges of control tasks where they out-

performed RL approaches, all while allowing better scaling [10, 46,

53, 55]. These empirical results led to a renewed interest in EAs in

ML and discovery of cases where they out-performed RL and other

black-boxes approaches, such as model architecture design [44].

Despite its simplicity, the first evolutionary algorithm proposed

by [17] in 1966 is still able tomatch and out-performRL approaches

on complex problems [44, 53, 55]. Akin to SGD, it is an iterative

optimization algorithm, however, instead of calculating the local

gradient, it samples the neighborhood of the current model param-

eters to find a better solution and retains the single best one among

all sampled ones. Formally known as (1, _)-Evolutionary Search

((1, _)-ES) 1

1Given multiple conflicting names for different EA algorithms, we have here adopted
the taxonomy from [24]. Notable cases are the use of the "Genetic Algorithm" name to

In addition to their reasonable performance, (1, _)-ES class al-

gorithms have an additional advantage - scalability. As a popula-

tion algorithm, every parameter sample can be evaluated indepen-

dently, and an optimal parameter update - shared among all work-

ers once a desired population of candidate updates has been sam-

pled. Here we focus on the simplest implementation of the (1, _)-ES

class, which we will refer to as (1, _)-ES for simplicity. A modifica-

tion of that algorithm by [46] reduces the message size to about a

dozen bytes regardless of themodel size, by leveraging the fact that

random parameter perturbations can be deterministically derived

by a pseudo-random number generator from a random seed, mean-

ing that sharing only the random seed is sufficient. Unlike gradient-

based learning, (1, _)-ES allows any worker to verify the validity of

an update proposed by another vector with a single forward pass,

which is the property we leverage to combine classical distributed

consensus algorithms with (1, _)-ES to create byzantine-resilient

distributed versions of (1, _)-ES.

Finally, since at no point (1, _)-ES requires a back-propagation,

it allows for non-differentiable layers, such as hard attention or

deterministic rules, to be included in the model architecture [61].

This makes it interesting even in the setting allowing for gradient-

based learning because, unlike differentiable layers, deterministic

rules can provide deterministic guarantees on AI model decisions,

which is critical in high-stakes applications. In particular, for LLMs,

it has a potential of solving the long-term instruction retaining

problem, currently limiting their application [20, 51].

1.3 Byzantine-Resilience in Machine Learning

The increasing size of ML models has also made them impossible

to train or even run on single machines, making model paralleliza-

tion and distribution an increasingly pressing issue [4].With the in-

crease of the computing nodes involved in the training, the chances

for an arbitrary complex error to occur increase, making fault tol-

erance a prime concern. In the field of distributed computing, the

tolerance to such faults is known as "Byzantine Tolerance", with

the name derived from the seminal paper that introduced that type

of faults [34].

The field ofmachine learning allowing for such "Byzantine" fault

tolerance led to the emergence of the field of byzantine-resilient

machine learning [7, 8]. Unfortunately, the definition introduced

in the process is specific to differentiable manifolds and focuses

on the setting where every node trains the same model, only has

partial access to the data, and shares non-verifiable gradients cal-

culated on that data. By introducing novel gradient aggregation

rules (GARs) for the parameter server, they were able to prove that

a byzantine fault impact could be limited to at most a deviation of

angle U on the final parameter update for the fraction 5 of Byzan-

tine workers ((U , 5 )-Byzantine Resilience).

The reason authors had to introduce a new definition of byzantine-

resilience rather than to re-use existing ones, is that the latter are

poorly suited to the distributed learning setting. If approached from

designate (1, _)-ES in prior literature, that we reserve to algorithms including "chro-
mosomes" or "recombination" as per the original article [21], or use of Evolutionary
Search for Natural Evolutionary Search (NES), that is closer to empirical gradient ap-

proach than ES proper [60].
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the Do-All problem perspective [15], parameter update vectors can-

not be verified without repeating the whole computation, mean-

ing that byzantine-resilience would require several workers to per-

form redundant update calculation. In the setting where training a

single model can cost millions in electricity costs alone (cf eg [1]),

direct redundancy is an unrealistic assumption.

In the distributed gradient-based learning, the (U , 5 )-Byzantine

Resilience hence remained the predominant paradigm and has been

further expanded to provide guarantees for models trained in a

more general distributed setting than federated learning [13, 14,

23, 62, 63].

1.4 Our Contribution

Our main contribution is to show that Evolutionary Search is can

be adapted to work as a byzantine-resilient distributed optimiza-

tion algorithm in a non-differentiable setting.

Specifically, we show that by introducing a new definition of

distributed consensus in the ML setting, we can leverage the ex-

isting literature on byzantine-resilient distributed computing. In

turn, by using the established primitives of the total order broad-

cast and proof-of-work probabilistic consensus primitives [9, 45]

we propose two algorithms for distributed evolutionary search -

in permissioned (closed) and permissionless (open) settings, and

prove the bounds on the computational overhead imposed by dis-

tributing the Evolutionary Search.

Interestingly, our new definition of distributed consensus - the

Model-Consensus generalizes the (U , 5 )-Byzantine Resilience intro-

duced by [7, 8] and directly interfaces with the more general defi-

nition of computational consensus.

2 PRELIMINARIES

2.1 Learning Setting

Our problem consists in learning a general function 5 ∈ F, map-

ping inputs G ∈ X to outputs ~ ∈ Y, determined by parame-

ters ) , noted 5 (., ) )2. A scalar performance metric L is associ-

ated to the function and can be compute for each input/output

pair in the training and validation sets L( 5 (G, ) ), ~). We denote

L\ , an aggregate performance metric on all input-output pairs.

Without loss of generality, L can correspond conversely to loss,

accuracy, total reward, fitness, or another metric of the model per-

formance. The goal of learning is to find parameters that optimize

that value. This process can be referred to as parameter optimiza-

tion, parameter space search, or training. For the sake of simplicity,

we adopt the convention that L is a loss that we seek to minimize,

although, in the context of evolution, −L will be occasionally re-

ferred to as fitness due to historical reasons. {L\ } will be referred

to as loss landscape (conversely fitness landscape). Finally, ER\
will refer to the loss vector obtained by concatenating the losses

for all the input/output pairs (G,~) ∈ X × Y in the training set

for model parameters ) . While we assume a non-differentiable set-

ting, we still assume a smooth loss landscape, ie ∃: ∈ R such that

∀()8 , ) 9 ),
|L\8

−L\ 9
|

‖) 8−) 9 ‖
< : .

Given that we are interested in distributing the training phase,

L\ without further additional notation designate the aggregated

2For machine learning, we follow the common notation introduced in [22].

performancemetric on the training dataset.We assume aswell that

every worker has access to all of the training data and that L\ is

computed in a deterministic manner by each worker, given \ . This

setting is different from the one used in distributing the gradient

computation, given that the difficulty for the (1, _)-ES algorithm is

to find a valid update.

2.2 Model-Consensus and n-Optimality

Inmachine learning context, the consensus problem is for a set pro-

cesses ? ∈ Π to decide on a common value of model parameters )

based on model values correct processes can evaluate individually

)? . A correct process can decide on a value at most once every

training session.

For the sake of readability, given the process-worker equiva-

lence, we will be referring to processes ? as workers and the en-

semble of workers trying to solve the machine learning consensus

problem for a given task Π - as worker pool.

A machine learning consensus protocol must satisfy the follow-

ing conditions:

• Liveness: Each correct worker must eventually decide on a

value of )

• Consistency: No two correct workers can decide on a differ-

ent ) .

• Validity (Extended): For all correct workers, only a ) pro-

posed by a correct process can be decided upon.

Given that ML model training is distributed to improve parame-

ter space search, we expect the workers to propose different values

)? , so the extended validity is essential. Moreover, we expect some

parameters to correspond to a better loss value, and we want our

workers to decide on a value of parameters that leads to the lowest

loss possible. This leads us to introduce a new constraint on the

model-consensus:

• n-optimality: If ) satisfies L\ ≤ <8=? ∈Π (L\? ) + n, where

n ≥ 0, the consensus is n-optimal.

A special case of n-optimality is the case where n = 0, in which

case we will refer to the consensus simply as optimal. The two

algorithms we propose here are optimal for each update with high

probability, whereas (U , 5 )-Byzantine Resilience [7, 8] is n-optimal

with n = B8=(U) · ;A ·:;8?Bℎ8CI, where ;A is the effective learning rate

and :;8?Bℎ8CI - the Lipschitz constant of the loss landscape.

2.3 (1, _)-ES Algorithm

Similar to SGD, algorithms of the (1, _)-ES class search for optimal

model parameters \ through a series of steps performing an em-

pirical descent of the loss landscape [25]. At each step 8 , the value

of the parameters \8 is perturbed by a vector #3 sampled from a

normal distributionN(0, � ) and scaled to a learning rate f . A num-

ber (: ∈ [1, .., # ]) of # values are tested. The one that improves

the model the most (:D?30C4 = 0A6min: L(\8 + f#k )) is retained

and becomes the base for the next search (\8+1 := \8 + f#kupdate
).

We refer to f#kupdate
as an update vector, f#k as candidate update

vectors and ) 8 +f#k as candidate parameters. No update will occur

if no tested vectors have improved loss, so only vectors such as

3Other works tend to use n to denote it, whereas we use a greek letter close to the

neighborhood notation in topology to avoid confusion with n of n-optimality
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L(\8 + f#k ) < L(\8 ) + a , where a ≥ 0 is a parameter controlling

for a trade-off between random noise due to sampling and gradient

descent - a minimal improvement to be achieved before an update

is triggered. We will refer to f#k for which this property is true a

valid update vector.

2.4 Adapting (1, _)-ES for Distributed Setting

As we mentioned in the introduction, an important improvement

to the (1, _)-ES is for nodes to share only the random seeds used

to derive candidate update vector deterministically with a pseudo-

random numbers generator, allowing update sharing with short

messages (given that randoms seeds are <16 bytes for most ML

libraries), and once bundled with the loss parameter, allows any

correct node to verify the proposed candidate update vector. In all

that follows, we will assume that mode of derivation and refer to

such a random seed as a candidate update vector seed, noted asSV: .

Formalizing the section above, we assume as well that we have an

access to a random generator that is capable to turn a random seed

into a non-scaled update vector ('� :SV: → V: ).

To facilitate the proofs for the permissionless setting, we intro-

duce an additional modification of the (1, _)-ES algorithm that is

run by the workers ? . Specifically, to ensure strategy-proofness

and more closely match existing proof-of-work, we add a com-

bined hashing of the loss and update vector seed, assumed to be

a positive integer below a certain maximal value B<0G (eg. the

largest integer that can be encoded with the number of bits in a

hash). We refer to the hash of (SV: , R\: ) as \-block score B\: . In

the proof-of-work consensus, it is used as a scheduler for leader

election, which is triggered when B\ < BC0A64C , where BC0A64C is

the value set to control the frequency of leader election given the

size of the worker pool and the frequency of evaluation.

The pseudo-code for the complete evolutionary search algorithm

is presented in the listing 1.

3 PERMISSIONED DISTRIBUTED
EVOLUTIONARY SEARCH

The intuition behind the permissioned setting is to leverage the

verifiability of proposed update vectors in (1, _)-ES to re-use ex-

isting results in classical distributed algorithms. Specifically, given

the iterative nature of (1, _)-ES, we need the total order broadcast

to be able to order the iterative steps between all correct workers.

Theorem 3.1. The algorithm in listing 2 implements a machine

learning consensus protocol that is Byzantine-resilient under the same

assumptions as the Total Order Broadcast algorithm used, and is op-

timal with probability bound from above by
Δ |Π |

#)4E0;,0E4A064
, where Δ

is the time needed to perform a Total Order Broadcast, # - the ex-

pected number of tries to find a valid update seed and)4E0;,0E4A064 is

the average time needed by a worker to evaluate a candidate update

seed.

Proof. The Total Order Broadcast ensures that the valid update

seeds SV: are delivered to all correct workers in the same order,

after the workers were initialized to the same starting parameters

value \0. Assuming that a valid update seed exists ∀8 ∈ [0../ − 1],

it will be eventually found and broadcasted by a correct worker.

Ab s t r a c t i o n :

Evo lu t i ona r ySe a r che r , I n s t a n c e es

I n t e r f a c e :

− Request <es . S t a r t | \8 >: s t a r t s s e a r ch

− Request <es . Stop > : ends s e a r ch

− Ind icat ion <es . BestHash | \8 , SV:
, L\8 +fV:

>:

a new seed with a v a l i d hash was found

− Ind icat ion <es . Be s tL o s s | \8 , SV:
, L\8 +fV:

>:

a new v a l i d upda te v e c t o r seed was found

− Procedure es . f o l l ow (\8 , SV:
) −> \8 + fV:

d e r i v e c a nd i d a t e pa r ame t e r s f o r a seed

− Procedure es . e v a l u a t e (\8 , SV:
) −>

(B\8 +fV:
, L\8 +fV:

) : e v a l u a t e s the

hash and l o s s o f a c a nd i d a t e seed

Algor i thm :

Implements :

Evo lu t i ona r ySe a r che r , i n s t a n c e es ;

Parameters :

L : l o s s f u n c t i o n ;

f : s e a r ch r a d i u s ;

a : minimal l o s s s c o r e improvement ;

BC0A64C : t a r g e t hash t h r e s h o l d ;

procedure r e s e t ( ) :

t a r g e t = ∅ ;

b e s t _ha sh = { seed : ∅ , s c o r e : +∞ } ;

b e s t _ l o s s = { seed : ∅ , s c o r e : +∞ } ;

upon <es . S t a r t | \8 >:

r e s e t ( ) ;

t a r g e t = \8
upon < es . Stop > :

r e s e t ( ) ;

procedure es . f o l l ow (\8 , SV:
) :

I f SV:
== ∅ :

r e tu r n \8 ;

Else :

V: = RG(SV:
) ;

r e tu r n \8 + fV: ;

procedure es . e v a l u a t e (\8 , SV:
) :

L\8 +fV:
, ER\8 +fV:

= e v a l ( 5\8 +fV:
) ;

B\8 +fV:
= hash ( L\8 +fV:

, ER\8 +fV:
) ;

r e tu r n (B\8 +fV:
, L\8 +fV:

) ;

upon t a r g e t != nu l l :

seed = rand ( ) ;

B\8 +fV:
, L\8 +fV:

= es . e v a l u a t e (\8 , SV:
) ;

I f B\8+fV:
< BC0A64C :

b e s t _ha sh = { seed : SV:
, s c o r e : B\8+fV:

} ;

t r i g g e r <es . BestHash | \8 , SV:
, B\8+fV:

;

I f L(\8 + fV: ) < L(\8 ) + a :

b e s t _ l o s s = { seed : SV:
, s c o r e : L\8 +fV:

} ;

t r i g g e r <es . Be s tL o s s | \8 , SV:
, L\8 +fV:

>;

Listing 1: Single Worker Evolutionary Search

Liveness: Each correct worker will eventually decide on the fi-

nal \/ = \0 +
∑/−1
8=0 fV8,5 8ABC , where fV8,5 8ABC is the update vector

derived from the first valid update seed for point \8 .

Consistency: Thanks to the Total Order Broadcast, ∀8 ∈ [0../ −

1]V8,5 8ABC are same values for all workers and hence for each cor-

rectworker the final parameters of themodel\/ = \0+
∑/−1
8=0 fV8,5 8ABC

are identical.

Extended Validity: By construction, the first correct worker to

have its proposed seed successfully broadcast will have its update
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Ab s t r a c t i o n :

Pe rm i s s i onedEvo lu t i ona r ySe a r ch , i n s t a n c e ps

Uses :

− Evo lu t i ona r ySe a r che r , i n s t a n c e es ,

p a r ame t e r s ( L , f , a , _ )

− To t a lO r de rB r oadc a s t , i n s t a n c e tob

I n t e r f a c e :

− Ind icat ion <ps . Output | po int > :

p a r ame t e r s found by the e v o l u t i o n a r y s e a r ch

Algor i thm :

Implements :

P e rm i s s i onedEvo lu t i ona r ySe a r ch , i n s t a n c e ps

Parameters :

L : l o s s f u n c t i o n ;

f : s e a r ch r a d i u s ;

a : l o s s t h r e s h o l d f o r upda te ;

\0 : s t a r t i n g po i n t o f the s e a r ch ;

Z : number of s e a r ch s t e p s ;

upon <ps . I n i t > :

t a r g e t = \0 ;

s t e p s = 0 ;

t r i g g e r <es . S t a r t | t a r g e t > ;

upon <es . Be s tL o s s | \8 , SV:
, L\8 +fV:

>:

I f \8 == t a r g e t And L(\8 + fV: ) < L(\8 ) + a :

t r i g g e r < tob . B r oa dc a s t |

[ " Va l i dLo s s " , \8 , SV:
] > ;

upon < tob . D e l i v e r |

s ou r c e_e s [ " Va l i dLo s s " , \8 , SV:
] > :

I f \8 == t a r g e t :

( _ , L\8 +fV:
) =

es . e v a l u a t e (\8 , SV:
) )

/ / v e r i f y t h a t t h e s e e d i s v a l i d i n d e e d

I f L\8 +fV:
< L\8

+ a :

t a r g e t = es . f o l l ow (\8 , SV:
) ;

/ / i s a c t u a l l y \8+1 = \8 + fV:
s t e p s = s t e p s + 1 ;

I f s t e p s < Z :

t r i g g e r <es . S t a r t | t a r g e t > ;

Else :

t r i g g e r <es . Stop > ;

t r i g g e r <ps . Output | t a r g e t > ;

Else :

t r i g g e r < tob . Ban | source_es > ;

/ / o p t i o n a l p e n a l t y f o r m i s b ehav i ng

Listing 2: Permissioned Distributed Search

vector fV8,5 8ABC accepted. A seed that has not been successfully

broadcasted cannot be accepted.

Probabilistic Optimality: By construction, at every step, upon

the reception of a valid update seedSV8,5 8ABC through Total Order

Broadcast, a correct worker will switch to searching for a valid up-

date vector for the new parameters \8 + 1 = \8 + fV8,5 8ABC . The

only way a better update at a given step becomes available with-

out being broadcast first is if one becomes available during the

total broadcast. The probability of that happening is proportional

to the number of seed evaluations occurring before the broadcast

completes times the probability of finding a seed above the thresh-

old and better than the seed in the broadcast. The former is bound

by the number of evaluations a worker pool can perform during

the broadcast (
|Π |Δ

)4E0;,0E4A064
), whereas the second is bound by the

chance of finding a valid seed, which, in case if the seed in broad-

cast is equal exactly to the validity threshold is 1
# .

�

4 PERMISSIONLESS DISTRIBUTED
EVOLUTIONARY SEARCH

4.1 Proof-of-Work Mechanism for Probabilistic
Consensus

The probabilistic consensus algorithm through proof-of-work (PoW)

was initially proposed in the Bitcoin blockchain whitepaper [41],

as a mechanism to achieve a probabilistic consensus through a

leader election process tied to the amount of computational power

actively committed to the election process. The principle of the

election mechanism leverages the cryptographically secure hash

function partial inversion. Based on the information provided by

the prior leader election (often the hash of the prior block head),

information to be broadcast by the next leader (often the root of

the Merkle tree of transactions to be cleared), correct workers try

to guess a random string (nonce) that once added to those two

values would lead to a hash in the desired domain (for simplicity,

0 < B < BC0A64C < B<0G ). In turn, once a node finds a valid

nonce, its leadership can be validated by other nodes by perform-

ing a single hash with the found nonce. This process is referred

to as "mining" and each new leader election as a "block minting",

and assuming sufficient time between leader elections to allow the

previous block value to propagate (BC0A64C is adjusted based on

the number of workers for that reason), ensuring an eventual elec-

tion of a correct worker as a leader with high probability, assuming

that the majority of computational power is controlled by correct

workers [42, 45].

Unfortunately, the increasing popularity of PoW-based blockchains

led to a combination of a large number of computationally power-

ful workers joining it and consequently to the difficulty threshold

being increased to the point where PoW became a serious environ-

mental problem [54]. This led to heavy criticism of PoW consensus

and other protocols - such as proof-of-stake [32] - to be promoted

as less harmful alternatives for permissionless distributed consen-

sus.

An alternative approach consisted in trying to highjack the proof

of work to instead perform some useful work that would absorb

computational resources independently of PoW-based blockchains.

Such algorithms - useful proof-of-work (UPoW) - has unfortunately

been hard to find, given the volume of computational power cur-

rently invested into PoW they would need to absorb and strict con-

straints on PoW to be usable: provably hard-to-find easy-to-verify

updates, low communication complexity, and message weight and

easily adjustable puzzle difficulty.

4.2 Permissionless Distributed Evolutionary
Search as Proof-of-Work

However, given the ever-growing demand for computational power

in machine learning, parameter space search problems are suffi-

ciently common to leverage the computational power available to

PoW consensus algorithms. Conversely, the distributed (1, _)-ES

seems to fit the constraints on the UPoWs, given that while hard
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to find, valid update vectors are straightforwards to validate and

that communication overhead in-between iterative steps of (1, _)-

ES only contains (SV: , R\: ) - candidate update vector seed and

associate loss.

To simplify the proofs and enable a direct mechanism for com-

plexity adjustment, rather than using a valid update itself as a proof

for leader election, we instead use the \-block score B\: , while

propagating the best found valid update seed and associated loss

(SV:D?30C4
, LV:D?30C4

) with the same mechanisms as Merkel tree

roots. Intuitively, this is a distributed equivalent of (1, _)-ES with

a set sampling population, except with the size decided by the ex-

pected candidate update samples between leader elections.

Given the variety of available blockchain protocols, we will ab-

stract them away in the same we abstracted the total order broad-

cast in the permissioned setting and assume they implement an

interface described in listing 4.

Theorem 4.1. Algorithm in Listing 3 is a valid proof-of-work and

is a machine learning consensus protocol optimal with probability

bound from above by
Δ |Π |

#)4E0;,0E4A064
+ 4Ω (X2623) ∀X > 0 if 62U >

(1 + X)W after 3 block added on top of the block minted during the

step Z. Δ and is the time needed to propagate a block or a value,

respectively4, # - the expected number of tries to find a valid update

seed, and )4E0;,0E4A064 is the average time needed by a worker to

evaluate a candidate update seed, U and W - collective minting rates

of correct and faulty nodes and 6 = 4−UΔ, the propagation delay

penalty for correct nodes.

Proof. The algorithm in the listing 3 is a valid proof-of-work

because the block minting mechanism is equivalent to a partial in-

version of a cryptographic function with an unavoidable loss func-

tion evaluation overhead.

Since the algorithm in the listing 3 is a valid proof-of-work, the

Nakamoto consensus regarding the block propagated at the step Z

of ps after 3 blocks were added on top of it will not change with

probability 1 − 4Ω (X2623) for any X > 0 as long as 62U > (1 + X)W ,

as per [42, 45].

The Nakamoto consensus blockchain blocks are available to all

correct workers and are ordered in a unique way for all correct

workers. By replacing Total Order Broadcast in the proof of by the

blockchain segment read containing blocks corresponding to steps

0 to Z, the proof for 3.1 applies.

�

The intuitive explanation of proof is that the algorithm in listing

3 will fail to register the best random seed with the best candidate

update loss in only two cases. First, if the blockchain forked and the

bock with the best candidate update random seed finding itself on

the dead branch. This case occurswith the probability 1−4Ω (X2623) .

Second, if the candidate update seed with the best loss is found

within the time X from the block update, accounted for by term
Δ |Π |

#)4E0;,0E4A064
. While this is possible if the task supplied is too easy

for the size of the blockchain, there is likely a tighter bound, given

4Given that the propagation of a value and block involves evaluating a candidate
update, depending on the neighbor propagation topology, �4;C01;>2:/E0; can be

$ ( |Π | · )4E0;,0E4A064 ) , $ (;>6 ( |Π |) · )4E0;,0E4A064 ) or $ ()4E0;,B;>F4BC ) . For the

sake of generalizability, we keep the same notation as previously

Ab s t r a c t i o n :

P e rm i s s i o n l e s s E v o l u t i o n a r y S e a r ch , i n s t a n c e ps

Uses :

− Evo lu t i ona r ySe a r che r , i n s t a n c e es ,

p a r ame t e r s ( L , f , a , BC0A64C )

− B lockcha in , i n s t a n c e b l

I n t e r f a c e :

− Ind icat ion <ps . Output | po int > :

p a r ame t e r s found by the e v o l u t i o n a r y s e a r ch

− Procedure ps . processNewBlock ( [\8 , t a r g e t , s t e p s ,

e s . bes t_hash , e s . b e s t _ l o s s ] )

Algor i thm :

Implements :

P e rm i s s i o n l e s s E v o l u t i o n a r y S e a r c h , i n s t a n c e ps

Parameters :

/ / same as i n p e rm i s s i o n e d

upon <ps . I n i t > :

/ / same as i n p e rm i s s i o n e d

procedure processNewBlock ( [\8 , t a r g e t , s t e p s ,

e s . bes t_hash , e s . b e s t _ l o s s ] ) :

I f s t e p s < Z :

t r i g g e r <es . S t a r t | t a r g e t > ;

Else :

t r i g g e r <es . Stop > ;

t r i g g e r <ps . Output | t a r g e t > ;

t r i g g e r < b l . loadNext > ;

upon <es . Be s tL o s s | \8 , SV:
, L\8 +fV:

>:

I f {\8 == t a r g e t And L(\8 + fV: ) < L(\8 ) + a :

t r i g g e r < b l . s endVa lue |

[ " Va l i dLo s s " , \8 , SV:
, L(\8 + fV: ) ] > ;

upon <b l . d e l i v e r V a l u e |

s ou r c e_e s [ " Va l i dLo s s " , \8 ,

SV:
, L342;0A43 (\8 + fV: ) ] > :

I f \8 == t a r g e t

And L342;0A43 (\8 + fV: ) < es . b e s t _ l o s s [ s c o r e ] :

( _ , LE0;830C43\8 + fV: ) =

es . e v a l u a t e (\8 , SV:
) ) ;

/ / v e r i f y t h a t t h e s e n d e r i s n o t l y i n g

I f L342;0A43 (\8 + fV: ) == LE0;830C43 (\8 + fV: ) :

es . b e s t _ l o s s = { seed : SV:
, s c o r e : L\8 +fV:

} ;

t r i g g e r < b l . s endVa lue |

[ " Va l i dLo s s " , \8 , SV:
, L(\8 + fV: ) ] > ;

upon <es . BestHash | \8 , SV:
, B\8+fV:

>:

I f \8 == t a r g e t And B\8+fV:
< BC0A64C :

t a r g e t = es . f o l l ow (\8 , e s . b e s t _ l o s s [ s eed ] ) ;

s t e p s += 1 ;

t r i g g e r b l o ck = <b l . mintB lock |

[\8 , t a r g e t , s t e p s ,

e s . bes t_hash , e s . b e s t _ l o s s ] > ;

t r i g g e r < b l . p r opaga t eB lo ck | b lock > ;

ps . ProcessNewBlock ( b l o ck ) ;

upon < b l . d e l i v e r B l o c k |

s ou r c e_e s [\8 , t a r g e t , s t e p s ,

s ou r c e_e s . bes t_hash , s ou r c e_e s . b e s t _ l o s s ] > :

I f \8== t a r g e t :

(B\8 +fV:
, _ ) =

es . e v a l u a t e (\8 , s ou r c e_e s . b e s t _ha sh [ seed ] ) ;

I f {\8 == t a r g e t And B\8 +fV:
< BC0A64C :

t a r g e t = t a r g e t ;

s t e p s = s t e p s ;

t r i g g e r < b l . p r opaga t eB lo ck | b lock > ;

ps . ProcessNewBlock ( b l o ck ) ;

Listing 3: Permissionless Distributed Search
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Ab s t r a c t i o n :

B lockcha in , i n s t a n c e b l

I n t e r f a c e :

− Procedure b l . s endVa lue :

worker proposes to i t s ne ighbour s a v a lu e to be

i nc luded in the next b l o ck

− Procedure b l . d e l i v e r V a l u e :

d e l i v e r s a v a lu e proposed f o r i n c l u s i o n i n t o the

next b l o ck from a ne ighbour

− Procedure b l . mintB lock :

a l l ows a worker to mint a new b lo ck t h a t would

i n c l u d e the b e s t v a l i d upda t e s r e c e i v e d

− Procedure b l . p ropagageBlock :

a l l ows a worker to s u g g e s t s a newly found b lo ck

to be propaga ted a ne ighbour s

− Procedure b l . d e l i v e r B l o c k :

d e l i v e r s a b l o ck proposed f o r p r opaga t i on from

a ne ighbour

− Procedure b l . loadNext :

l o a d s the next d i s t r i b u t e d s e a r ch t a s k queued

in b l o ck cha i n

Listing 4: Expected Blockchain interface

that if many valid update seeds were found as a single block was

mined, the last one is not necessarily the one that will reach the

best loss.

5 DISCUSSION AND RELATED WORK

5.1 Byzantine-Resilient Distributed Machine
Learning

As we mentioned in the introduction, while multiple mechanisms

to distribute machine learning algorithms were proposed, the only

one accounting for Byzantine faults is the (U, 5 )-Byzantine Resilient

learning proposed by [7, 8]. While initially formulated in the con-

text of federated learning with a centralized parameter aggregation

server, it has been developed to allow byzantine fault tolerance in

a general distributed setting, under realistic assumptions [13].

Compared to our approach, a downside of the (U, 5 )-Byzantine

Resilience is their dependence on direct gradients and a require-

ment for the model to be sufficiently small for the gradient vector

sharing to not become a bottleneck. Modern ML and AI models

are often sufficiently large for data transfer time to not be negligi-

ble and need to be synchronized often enough to avoid parameter

drift between models. For instance, the GPT-3 generative language

model has several hundreds of GBs of parameters, and even when

split into single attention heads requires each parameter synchro-

nization to transfer several GBs of parameter values.

Conversely, an advantage of (U, 5 )-Byzantine Resilience is its

ability to train on the data that’s different on each worker node,

assuming the data is uniform across workers. While this assump-

tion is not necessarily true in all settings, our distributed (1, _)-ES

does not natively support the data distribution5. Themain problem

addressed by distributing (1, _)-ES is the difficulty to find a single

5Given the linear nature of the loss wrt to data, it is possible to design variants of
distributed (1, _)-ES that would require a sufficient number of nodes to confirm that a
candidate update vector achieves an acceptable loss improvement on their data aswell.
This would however require additional assumptions and a more restrictive learning

setting and is out of the scope of this paper.

valid update at each step of the optimization task, particularly in

cases where the parameter space is in a very high dimension, lead-

ing to long valid update vector search, even when single candidate

update vector evaluation is itself fast. This setting is specifically

the one in which EAs have been successfully applied in modern

machine learning [10, 53, 55]. Notably, the permissionless UPoW

(1, _)-ES version only makes sense in that setting, complemented

with a high iteration number to ensure that most of the communi-

cation is carrying only candidate update seeds and associated loss

values and minimize training data transfer.

Finally, while there are other distributed approaches to gradient-

free optimization, notably for SupportVectorMachines (SVMs) [18,

57] and theGenetic Algorithm [5, 21], none to our knowledge allow

for byzantine faults.

5.2 Useful proof of work

Given that the computational and energy costs of PoW consen-

sus were already well-known by mid-2010s [54], multiple attempts

were made to leverage the PoW for useful work. The first proposal

was made in 2017, leveraging a set of problems in computational

geometry for which the search of a solution is $ (=2) hard and ver-

ification is $ (=) hard [3]. Unfortunately, insufficient demand and

lack of difficulty adjustment mechanism meant that this PoW was

impractical. The same year another set of problems - partitioned

linear algebra on very large non-sparse matrices was proposed by

[50]. Unfortunately, that PoW did not take either, given the rarity

of problems involving such matrices and amounts of data (TBs)

that would need to be transferred in the process. Finally, still the

same year, a highly general framework for turning any computa-

tionally intensive task into PoW challenges has been proposed [65].

Relying on the trusted hardware - Intel SGX - it initially showed

a great performance but was rapidly rendered obsolete by the rar-

ity of hardware supporting Intel SGX and then the demise of Intel

SGX in the wake of Spectre vulnerabilities [11, 12].

The next iteration of the search for a useful proof ofwork started

in 2019, focusing on NP-hard problems, notably the traveling sales-

man problem and machine learning. While some success has been

achieved in by using TSP in the context of the container ship sail-

ing route optimization [26], despite being NP-hard TSP has sev-

eral probabilistic heuristics available and no initial estimation of

hardness for a specific problem, making it non-strategy-proof and

hence not a suitable PoW for blockchain purposes.

Machine learning PoW has been attempted as well, however, all

the approaches we are aware of tried to use gradient-based ma-

chine learning and ran into the fundamental issue of non-verifiability

of gradient calculation, leading them to waste resources through

replication or to leave their PoW non-strategy-proof and often to

have the model training itself to be vulnerable to adversaries. Ex-

amples of such approaches are Proof of Learning (PoLe) [38], which

is essentially a race to a predefined accuracy, and model hyperpa-

rameter sweep PoW [2], neither containing replication, leavingML

model vulnerable to attackers, and not being strategy-proof, given

that a worker withmore computational resources or a good heuris-

tic could consistently "win" each of those competitions.

Proof of Search [49] occupies an interesting spot among the pro-

posed useful PoW in that it doesn’t propose a useful PoW per se,
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but rather away to transform suitable useful PoW into a blockchain.

In that, it is complementary to our approach, since it provides a

blueprint to implement the blockchain interface described in the

listing 4.

Perhaps most relevantly to the evolutionary search aspect of

our algorithm, two evolutionary proofs of useful work have been

proposed, both using the genetic algorithm [6, 56]. One focuses

on solving the TSP problem by using a genetic algorithm directly,

whereas the other one tries to create a framework similar to the

Proof of Search, but using genetic algorithms specifically and ap-

plied to NP-hard problems such as TSP and Knapsack. Not only the

approaches are vulnerable to the issues mentioned in the context

of TSP blockchains mentioned above, but the genetic algorithm

also implies a collaborative phase of parameter mixing during the

"chromosome" "cross-over"6 , which runs against the competitive

nature of the Proof-of-Work and adds a layer of communication

complexity. In addition to that, both approaches require messages

between workers to carry whole parameter update vectors, adding

a communication bottleneck for larger models.

6 CONCLUSION

In this paper, we present a new definition of distributed machine

learning consensus - theModel-Consensus, that generalizes the pre-

viously proposed (U , 5 )-Byzantine Resilience and is applicable both

in differentiable and non-differentiable settings.

We then present two distributed versions of the (1, _)-Evolutionary

Search algorithm, both reaching a model-consensus in a gradient-

free setting. One leveraged the classical distributed algorithms ab-

straction of Total Order Broadcast to achieve a consensus in a per-

missioned setting, whereas the other used the Proof-of-Work leader

election consensus to achieve the same result in a permissionless

setting.

To our knowledge, our model-consensus definition is the first

definition of Byzantine resilient consensus in machine learning

that covers both gradient-free and gradient-based learning, while

generalizing the previously proposed (U, 5 )-Byzantine Resilience

and allowing for direct compatibility with the classical distributed

algorithms consensus definition.

To our knowledge, the two algorithms we propose are the first

Byzantine-resilient gradient-free learning algorithms and the first

byzantine-resilient evolutionary algorithms. Likewise, our permis-

sionless distributed evolutionary search algorithm is the first use-

ful proof-of-work algorithm thatminimizes the overhead compared

to traditional proof-of-work.

While proposed algorithms work for any black-box optimiza-

tion problems, they are most suited for high-dimensional optimiza-

tion problems where the evaluation of a single updated parameter

set is quick, but the sheer number of dimensions makes the search

for a valid update excessively slow for a single worker, with a no-

table application being the neuroevolution of large ANNs. We fore-

see that such a setting is of particular relevance to multipurpose

super neural networks, such as PathNet [16], as well as for conver-

sational agents derived from LLMs [20, 51].

6As we mention in the introduction, we use Genetic Algorithm only to designate EAs
that has "chromosome" and "cross-over" phases, consistently with the nomenclature

introduced in [24]

Finally, more accessible and reliable byzantine-resilient machine

learning allows a variety of entities to poll together their compu-

tational resources to train models they could not have trained in-

dividually, which has the potential of democratizing the state-of-

the-art ML research in a non-differentiable setting.
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