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Abstract—The Metaverse offers a second world beyond reality, where boundaries are non-existent, and possibilities are endless through
engagement and immersive experiences using the virtual reality (VR) technology. Many disciplines can benefit from the advancement of
the Metaverse when accurately developed, including the fields of technology, gaming, education, art & culture, socialization, commerce,
and businesses. Nevertheless, developing the Metaverse environment to its full potential is an ambiguous task that needs proper
guidance and directions. Existing surveys on the Metaverse focus only on a specific aspect and discipline of the Metaverse and lack a
holistic view of the entire process. Moreover, most surveys refrain from providing detailed guidance about the development process of
the metaverse, including its impact on technologies, businesses, existing challenges, and potential research directions due to their lack
of a macro and micro perception of such a topic. To this end, a more holistic, multi-disciplinary, in-depth, and academic and industry-
oriented review is required to provide a thorough study of the Metaverse development pipeline and fill the gap in existing Metaverse
surveys. To address these issues, we present in this survey a novel multi-layered pipeline ecosystem composed of (1) the Metaverse
computing, networking, communications and hardware infrastructure, (2) environment digitization, and (3) user interactions. For every
layer, we discuss the components that detail the steps of its development. Also, for each of these components, we examine the impact
of a set of enabling technologies and empowering domains (e.g., Artificial Intelligence, Security & Privacy, Blockchain, Business, Ethics,
and Social) on its advancement. In addition, we explain the importance of these technologies to support decentralization, interoperability,
user experiences, interactions, and monetization. Our presented study highlights the existing challenges for each component, followed
by research directions and potential solutions. To the best of our knowledge, this survey is the most comprehensive and allows users,
scholars, and entrepreneurs to get an in-depth understanding of the Metaverse ecosystem to find their opportunities and potentials for
contribution.

Index Terms—Metaverse, Augmented Reality, Virtual Reality, Mixed Reality, AI, Networking, Communications, Edge Computing,
Security, Privacy, Blockchain, Digital Twins, Avatars, Rendering, 3D Modeling, User-to-User and User-to-Business Interactions.
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1 INTRODUCTION

THe Second life is the expression used to describe what
the Metaverse has to offer. The Metaverse is a shared

virtual space benefiting from the new waves of technologies
to gather all the aspects of the physical world into virtual
entities and bring them to life [1]. It is the common space for
combining all the attempts to empower virtualism, where a
user represented as an avatar, can create homes or other
spaces, and can interact with the virtual environment and
other users [2]. A verse, short of universe, refers to the
virtual environment created technologies, such as virtual
games or simulations. The Metaverse was first mentioned

0*Equal contribution.

in a novel in 1992 [3] where it referred to a virtual world or
verse for people to escape. Due to the advancements in Vir-
tual Reality (VR) technology, computer vision, computing
power, networking infrastructure,and communications, the
term Metaverse got resurrected [4]. With a focus on social
connections and experiences, the Metaverse is empowered
by the new generation of virtual and augmented reality
(VR/AR) enabled through wearable devices [5]. Although
people are already familiar with the concept of the virtual
world through some applications, the Metaverse is offering
instead a shared virtual space with a combined set of
applications and advanced technologies in one place. The
Metaverse can benefit from the Digital Twin (DT) concept
[6], where a virtual replica of the physical world is con-
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structed and manipulated by reading data from sensors or
Internet of Things (IoT) devices. Using DT, it is possible to
understand and optimize the complexity of physical entity.

During the recent COVID-19 pandemic, many things
could have been easier if the Metaverse had been accessible
to everyone [7]. Using an avatar, a user participates in differ-
ent activities that mirror their preference to do things with-
out leaving the room. Examples of practical Metaverse ap-
plications include virtual schools, teleworking in a company,
or performing factory work. These environments empower
higher quality education, ease of communications, and the
ability to perform more complicated work in less effort
and time. In Fig. 1, we illustrate a view of the Metaverse
experience between three people sharing the same house
but engaging in different virtual environments with vari-
ous objectives. Building virtual schools in the Metaverse is
promising for the future of education by designing a digital
copy or DT of schools for teachers and students to join
[8]. Students attend classes with instructors and colleagues
virtually while being able to discover places and perform
scientific experiments. This motivates students to learn and
widen their capabilities through a live and engaging expe-
rience with the topic of study. Some demonstrations of use
cases can be supported by visual aids with live interactions.
For instance, demonstrations of virtual operations in medi-
cal schools help save time and effort for the professors and
students while obtaining the needed experience [9]. In an-
other context, a factory DT can be developed and deployed
in the Metaverse using physical sensors and actuators that
are bound to the factory [10]. Performing operations using
the replicated factory’s equipment in the virtual world is
reproduced in the physical world in real-time. The verse
can also be shared among employees who cannot attend the
company physically and instead do their job virtually.

Despite the promising opportunities for businesses, most
applications are still concepts and under development.
There are many challenges to address before fully realizing
the Metaverse. On the level of a single environment or entity
within the Metaverse (i.e., one virtual verse), there still exist
challenges in the computing and networking infrastructures
that can affect the building and rendering of an environment
in real-time [11]. Furthermore, security, privacy, and trust
are the main concerns of the users to start accepting the idea
of integration in the Metaverse [1]. In addition, different
Metaverse environments can be built to resemble various
user experiences depending on the interest and activity
to perform. Subsequently, a user represented as an avatar
should have access to the different virtual spaces and can
interact with others and objects in real-time without delays.
In order to address these requirements, the infrastructure
should be ready with optimized architectures, sufficient re-
sources, and advanced technologies. Synchronizing between
various environments in a smart and secure manner is
another major challenge. Thus, a clearly structured study is
essential for the development pipeline of Metaverses while
building and combining these environments into a globally
distributed paradigm.

With many attempts to survey the current advance-
ments in the Metaverse, a well-defined structure to develop,
render, interact, and manage the content is still widely
needed in the research community. Such a structure can

highlight the main characteristics of the Metaverse, as well
as the needs and challenges facing it in various sectors.
Represented as a sequence or workflow of development
tasks, the Metaverse can be defined as a pipeline ecosys-
tem to identify each stage and its enabling domains. The
literature comprises multiple Metaverse surveys in which
some of them are addressing specific domains and others
are multidisciplinary. The domain-specific surveys focus on
the main enabling technologies of the Metaverse, such as
Artificial Intelligence (AI) [12], Blockchain [13], [14], and
wireless technologies (5G and 6G) [15]. Other work reviews
the market and business advancement in the Metaverse in
various countries and the applications offered [16]. Existing
Metaverse multidisciplinary surveys focus on describing
the concepts solely while ignoring the coherence of the en-
abling technologies and their challenges of deployment [17],
[18]. Besides, there is no standard of structured and well-
defined realization guidelines and development workflow
or pipeline ecosystem for Metaverse in any of the existing
surveys. Finally, the Metaverse offers opportunities for both
the academic research and business communities, thus it
is important to address and discuss each perspective with
regards to the Metaverse pipeline ecosystem and existing
challenges. All of the aforementioned problems can slow
down and hinder the realization of the Metaverse.

1.1 Survey Contributions

The purpose of this survey is to summarize all the efforts in
a structured, well-defined, and sequential manner to allow
the realization of the Metaverse by relying on experts in
miscellaneous fields to engage in the process. Therefore, our
main objective is to propose a Metaverse pipeline ecosystem
that consists of several development stages with the inte-
gration of enabling technologies and empowering domains.
Similar to the concept of any project development lifecycle,
an environment should be developed after passing through
several stages or a well-defined pipeline (i.e., workflow).
Each part of that pipeline requires a combination of tech-
nologies that ensure the addressability of various user con-
cerns and the delivery of the desired experiences. In this sur-
vey, we present a benchmark of a comprehensive pipeline
ecosystem of Metaverse environments combined with a set
of enabling technologies. Furthermore, we study what the
businesses and academia offer as solutions in the current
literature, and present them as test cases with state-of-
the-art Metaverse-based architectures and solutions. There-
fore, this survey offers for the first time a clear and well-
structured realization guidelines and pipeline ecosystem
for the Metaverse. In addition, a set of enabling technolo-
gies is integrated within each component of the pipeline,
providing a multi-class classification of different scientific
literature work and business solutions described by func-
tionalities, applications, limitations, and future works. With
this pipeline, we address most of the disciplines that are
involved in the Metaverse through a holistic view of the
ecosystem, as well as the possible technologies that are used
or have the potential in augmenting this workflow and ad-
dressing existing Metaverse problems. The main objectives
of this survey are summarized as follows:



3

Fig. 1: Multi-Disciplinary Metaverse Use-cases

• Provide an in-depth, holistic view, multi-disciplinary,
academic, and industry-related review of the Meta-
verse development ecosystem.

• Tailor this survey to offer guidelines and benefit
a wide range of audience, including field experts,
businesses, and Metaverse users.

• Devise a multi-layered pipeline ecosystem composed
of nine main stages while integrating enabling tech-
nologies, empowering domains, and social enablers
within each stage.

• Present a multi-class classification of various litera-
ture works by reviewing the impact of each enabler
on its development.

• Identify new opportunities in the Metaverse within
each component by deducing challenges and existing
issues that are linked to research directions.

We believe that this survey will constitute a major step
towards standardizing the pipeline ecosystem and the in-
tegration of various enabling and advanced technologies
at each stage for realizing the Metaverse. It will also offer
opportunities, well-defined guidelines, and taxonomies, for
investors, business owners, and researchers in order to find
their fitting spot within the booming diverse Metaverse
disciplines.

1.2 Survey Methodology and Organization
In this survey, we collect the most recent surveys and
reviews about the Metaverse in the past few years and
study their contributions and limitations. In addition, most
of the scientific papers that contribute to the Metaverse since
2018 are studied. Using the Metaverse keyword and the
set of enabling technologies, we locate the articles using
Google Scholar and Scopus. This survey contains hundreds
of scientific articles that are grouped and classified de-
pending on the contributions, disciplines, and use cases
applied. Furthermore, we include a list of businesses and
study their solutions offered for the Metaverse market as

well as the technologies utilized. The methodology used in
this survey is to identify the key enabling technologies and
study their integration with a Metaverse pipeline ecosystem.
This pipeline is sequentially ordered and organized as (1)
Infrastructure, (2) Environment Digitization, and (3) User
Interactions. The Infrastructure is composed of the hardware
and equipment, frameworks, and platforms. Environment
Digitization consists of avatar modeling, environmental ren-
dering, and sessions. Furthermore, interactions from the
user perspective are user-to-user, user-to-objects, and user-
to-business in the Metaverse. For each layer and component,
we devise a multi-layer classification of the existing liter-
ature and business efforts. Furthermore, we study the list
of existing issues and challenges behind each component
and outline the potential future research directions and
solutions.

1.3 Survey Outline
The remainder of this survey is organized as follows. Section
II presents the comparative studies with the list of existing
literature surveys. The Metaverse trends and projects are
illustrated and analyzed in Section III. Section IV describes
the Metaverse foundation through timelines of enabling
technologies. Afterward, we present a novel Metaverse
pipeline ecosystem in Section V. Then, we elaborate on the
main three layers of the Metaverse foundation, i.e. Infras-
tructure, Environment Digitization, and User Interactions,
in Sections VI, VII, and VIII, respectively. Lists of challenges
and future directions extracted from the discussions and
analysis of each Metaverse component are presented in
Section IX. Finally, we conclude the survey in Section X.
A detailed organization of our survey is depicted in Figure
2.

2 COMPARATIVE STUDY

In this section, we provide a review of the current Metaverse
surveys. We highlight their points of discussion and analysis
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Fig. 2: Survey Outline

in relation with the necessary Metaverse components of the
development pipeline from a user or entrepreneur perspec-
tive. The Metaverse gained wide attention from its academic
aspect since it became widespread. In terms of surveys,
tens of diverse works were published in the last couple of
years to summarize the recent advancements in this topic.
Such surveys were addressing it from the perspective of
various enabling technologies. Therefore, a comparison of
surveys that do not address the same technologies cannot
be conducted. In this context, we employ several metrics
relevant to the Metaverse components and their enabling
technologies. We rely on evaluating the literature work by
referring to a double-edged metric system that can reveal
the direction and focal points of these surveys. To further
demonstrate the points of evaluation, we anticipate the
following Metaverse components: (1) Hardware and Equip-
ment, (2) Frameworks, Libraries, and Platforms, (3) Avatar
and Object Modeling, (4) Environment Rendering, (5) Ses-
sions and User Authentication, (6) User to User Interaction,
(7) User to Business Interaction, and (8) User to Objects In-
teraction. In terms of relevant topics and enabling technolo-
gies, we use the following list to distinguish the contribution
of the surveys: (A) Artificial intelligence, (B) Blockchain, (C)
Networking, (D) Computing, (E) Business, (F) Privacy & Se-
curity, (G) Ethics, and (H) Sociopsychological aspect. The list
presents the backbone of the Metaverse in terms of enabling
technologies as well as social enablers. From this list, AI and
Blockchain are the two pillars for achieving intelligence, se-

curity, transparency, and distributed storage. Furthermore,
the Computing and Networking enablers form the Meta-
verse infrastructure to support and host the applications and
technologies. In addition, the Business enabler forms a con-
tainer of companies and products in the Markets supporting
and offering solutions for the Metaverse. Moreover, the
Privacy & Security are the crucial factors for the Metaverse
success by protecting personal information, digital assets,
and online reputation. Besides, social enablers are the Ethi-
cal and Sociopsychological implications behind developing
and using the Metaverse. We adopt these components in our
evaluation to demonstrate the Metaverse technologies and
enablers for users and entrepreneurs who are interested in
particular topics. After identifying the comparison metrics
(technologies and social enablers), we carefully study each
relevant Metaverse survey in the literature and highlight
their focal points and depth. Figure 3 shows in-depth feature
extractions of the Metaverse surveys. Generally speaking,
surveys address the Metaverse by summarizing and ana-
lyzing the literature works of how an enabling technology
was able to assist/serve a certain component. To distinguish
the surveys’ level of contribution, we refer to the depth of
discussion by pinpointing with sized circles None (no circle
.), Low (small circle o), Medium (medium circle 0), or High
(big circle O) to each paper regarding each combination of
technology and component, as can be noticed in the figure.
For instance, the work in [19] offers a Metaverse discussion
regarding its networking aspect, and how Blockchain can
aid in its development. From a macro point of view, they
decently address the Hardware and equipment component,
in addition to the Rendering and User-to-objects interactions
in terms of multiple enabling technologies. Furthermore,
other components, such as avatar modeling, authentication,
and platforms, are slightly discussed. Similarly, [11] focuses
on communications and networking in Metaverse. Precisely,
their discussion comprises sensors, DT, edge computing,
and Blockchain. Most of the provided information is limited
to the authors’ opinions. Nevertheless, reflecting back on
our evaluation mechanism, their main contribution remains
limited. From a Blockchain perspective, the survey in [13]
provides a thorough discussion on Metaverse and the im-
pact of Blockchain on other enabling technologies, including
AI and the concept of DT. The discussion provides a deeper
technical flavor than other surveys, however, the overall
Metaverse ecosystem is not explored in their work. In par-
allel, a survey on security and privacy in Metaverse was
formulated in [1]. The authors focus on detailing security
threats in different domains and their countermeasures in
the Metaverse paradigm. Nonetheless, their mature contri-
bution was limited to the privacy and security aspects only,
while the enablers of Metaverse were somehow ignored.
A recent survey [20] approaches the Metaverse from a
computational arts perspective to describe novel artworks
in blended virtual-physical realities. The paper neglects
however many important fundamentals of the Metaverse,
thus, it does not qualify as an instructive survey about
its enablers and advanced technologies. The survey in [7]
examines the practices and ethics of the Metaverse while
emphasizing its privacy and sociopsychological aspects of
certain components. Nevertheless, their approach has no
clear study of the technologies behind Metaverse. AI was



5

Survey Tag R1 R2 R3 R4 R5 R6 R7 R8 R9 R10 R11 R12
Survey Reference [11] [19] [18] [12] [1] [7] [16] [15] [17] [14] [13] [20]

Fig. 3: Literature surveys’ focus of metaverse: the contribution level of each survey in certain domains

also addressed in several Metaverse surveys. To name a
few, [14], [15], and [12] are reviewing the AI vision in
Metaverse, with a prominent flavor. In [14], the authors
tackled how Blockchain and AI fuse with the Metaverse.
Their work considers many recent advancements in the
literature. Nevertheless, they do not address other impor-
tant aspects and technologies, as summarized in Figure 3.
Secondly, the survey in [15] focuses on the role of AI in
realizing the Metaverse while considering the networking
requirements. However, they lack the mature AI discussion
for components other than the platform and hardware, in
addition to not bearing in mind the privacy and security
aspects. The work in [12] provides an overall review of AI
inside Metaverse. Although their AI discussion is covering
many aspects of the Metaverse, the information is not deep
enough for a reader to comprehend how the Metaverse

functions. From a multidisciplinary point of view, there are
other diverse Metaverse surveys approaching Metaverse,
among which stand out the following works: [18], [17], [16].
These three surveys review the state-of-the-art technologies
of the Metaverse. Nonetheless, the one thing that should
be highlighted about these works is also their discontin-
ued flow of information and the ambiguity to connect the
Metaverse components into one complete and structured
ecosystem due to addressing each component individually.

In summary, the current surveys in the literature lack a
coherent architecture for identifying its components and the
role of enabling technologies for each particular component.
Hence, they are still limited in terms of contribution and are
not consistent with the Metaverse workflow. Therefore, a
refined pipeline ecosystem for defining the components of
the Metaverse should be devised and discussed in order to
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ease its realization and bring experts from multidisciplinary
backgrounds.

3 METAVERSE TRENDS & PROJECTS IN
ACADEMIA AND INDUSTRY: STATISTICAL
ANALYSIS

In this section, we highlight and discuss the trend surround-
ing the hype as well as the rise of Metaverse. In the past
couple of years, the Metaverse trend has taken an acute
upward spiral. Several factors and enabling technologies
have contributed to its rise, such as (1) Faster and cheaper
computing, (2) better graphics, and (3) faster internet con-
nectivity. However, with all trendy technologies, the future
of Metaverse will be decided by the amount of disruption
it will cause in mainstream domains, the newer arenas and
paths it will pave, as well as the number of use-cases it
will facilitate. The ultimate question for any up-and-coming
technology remains: Will it improve the Quality of Life
(QoL) of its users?

3.1 Market Growth & Trend Increase

The Metaverse has seen tremendous market growth and
trend increase in both industry and academic circles. It is
worth noting that several of the industry leaders, who work
largely on Metaverse-related projects, rely on academia.
Some, even have their own academic research departments
internally. A good example of this is Meta’s internal research
department [21] where it conducts academic research, as
well as hosts Ph.D. programs such as ‘Meta Research Ph.D.
Fellowship Program’.

With more people throughout the world getting to know
about the Metaverse and getting acquainted with its details
and potential, it is expected that the trends regarding the
Metaverse will keep on increasing. The marketing research
and consulting firm Ipsos conducted research for the World
Economic Forum [22] spanning across 29 countries in May
2022 and came up with the following. On average, 80% of
the population knew what virtual reality was, 52% knew
about the Metaverse (Figure 4), and 50% had positive feel-
ings about dealing with and using extended reality in their
everyday lives. The same research asked the participants
about their perceptions of how the Metaverse and its ap-
plications will impact people’s lives, and more than 50%
believed that different Metaverse applications will change
people’s lives in the next 10 years. Furthermore, the research
highlighted the percentage of people’s beliefs about differ-
ent domains in which the Metaverse will play a significant
role. Virtual learning had the biggest result while virtual
travel and tourism had the lowest perception rate. We show
the results from the research for all the domains in Figure
5. From the statistics shown in this figure, we can realize
that the vision for the Metaverse is multidisciplinary, which
brings more complexity and challenges to meet the users’
expectations. Specifically, each of these domains requires the
use of different technologies to handle, render, and offer the
needed experiences.

Fig. 4: Metaverse Familiarity Throughout the World in 2022
[22]

Fig. 5: Human Perception of Metaverse Uses in Different
Domains, May 2022 [22]

3.1.1 Trend Increase in Industry
Despite the fact that the notion of Metaverse has been
around for 30 years, however, it was only in the last 10 years
that it started getting commercial attention. This reached its
peak in October 2021, when one of the behemoths of modern
social media companies, Facebook, announced that it will
rebrand as Meta and focus on Metaverse-related applica-
tions. With such a big announcement from a company that
has more than 2.8 billion users, people were curious to know
what the Metaverse was really about. This can be easily seen
in Figure 6, where in the past 5 years, interest and search for
Metaverse was almost with a ranking of 0, which suddenly
gets boosted to 100 (the highest possible ranking) upon the
news of Facebook’s new strategy.

Fig. 6: Google trends for the keyword Metaverse search
between years 2017 and 2022

This does not mean that the Metaverse did not exist
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before, or major corporations did not take it seriously. On
the contrary, the notion of Metaverse has been around for
a while, especially on the gaming front. Matter of fact, the
gaming sector has been the front face of Metaverse for a
while and the initial rise for it mainly came from games
[12]. Games and platforms such as Fortnite, Minecraft, and
Roblox existed way before the term Metaverse was commer-
cialized. Furthermore, Fortnite was one of the first compa-
nies that held a virtual concert in its gaming sphere, where
DJ Marshmellow performed a DJ-ing set in early 2019. Other
platforms followed where major artists performed virtually
in different Metaverse platforms put forward by different
companies [23].

Given Facebook’s nature as a social platform, their goal
was to create social universes through ’Meta Horizons‘
where users could join using special headsets. These head-
sets are produced by the company and allow users to hang
out with other users, meet new people, play games with
each other, and participate in events. Meta’s new strategy
also attempts to change what a normal day at the office
looks like. A more corporate and business aspect of their
vision is geared towards a service dubbed ‘Meta Horizons
Workrooms’. Another tech giant, Microsoft, who already
has been in the Metaverse loop for a while with its very
own Hololens virtual reality gear and its ‘Microsoft Mesh’
platform for virtual reality, purchased a very large gaming
company named Activision Blizzard which is the owner
and the developer of several successful games such as Call
of Duty, World of Warcraft, and Guitar Hero. Microsoft’s
purchase was a big message to the entire industry that big
firms were now spending millions of dollars and betting
on Metaverse’s future. Microsoft CEO’s message was clear
regarding the acquisition and the position of one of the
biggest software companies, he has been quoted saying
‘Metaverse is essentially about creating games.’.

To become a major player in the Metaverse space, an en-
tity needs to be highly technical, engineering-oriented, and
have interdisciplinary knowledge of the technological en-
ablers for it. Multiple domain expertise and know-how, such
as physics, hardware engineering, software engineering,
graphics, and AI are required. To overcome such hurdles
and make Metaverse accessible to the general public with no
technical knowledge, some companies such as bit.country
1, Propel 2, Touchcast 3, Metaversebooks 4 have started
to provide services in the form of Metaverse-as-a-Service
(MaaS) where users do not need to worry about deployment
and technical arrangements to own their Metaverse, rather
worry only about content and moderation. These services
include Metaverse engine deployment, hosting services for
Metaverse needs as well as technical support. We can
consider such a service analogous to the cloud services
presented by cloud providers where companies do not host
or develop their own software or host their own servers
anymore. Instead, they subscribe to and utilize the services
of these SaaS and IaaS providers. From an economic point of
view, a MaaS can save large amounts of money for compa-

1https://bit.country/
2https://propel.xyz/maas
3https://touchcast.com/
4https://metaversebooks.com/

nies and entities that do not possess the digital expertise to
develop their own Metaverses. It can also allow for smaller
as well as mid-sized firms to enter the scene in a fast manner.

In addition, with the advent of decentralization and Web
3.0, we are seeing more Metaverse-oriented systems and
applications that are working hand in hand with other Web
3.0-based enabling technologies such as blockchains [24].
For example, major commercial Metaverse platforms such
as Decentraland 5, and The Sandbox 6 facilitate the purchase
of virtual lands, alongside unique virtual items such as
paintings and wearable in their platform, offer their own
financial tokens as a means for financial transactions and
purchases [25].

The financial and media company Bloomberg expects
the potential market of Metaverse to reach around $800
billion by 2024, where online gaming, as well as AR and
VR hardware production taking around 50% of the market
share. The rest of the market share will be distributed be-
tween entertainment, ads, live events, concerts, films, sports,
and social media applications. This is a big surge from the
market share of Metaverse from 2020 where the total market
share of all Metaverse-related applications was around $400
billion [26].

3.1.2 Trend Increase in Academia & Research
The trend for Metaverse in academia has increased remark-
ably too. A quick search for the keyword ‘Metaverse’ in
Google Scholar returns around 22,900 results (November
2022). What is worth noting is that the last couple of years
saw a tremendous increase in the publication of academic
works pertaining to the Metaverse topic. We searched for
academic publications that contain the keyword ‘Metaverse’
on Google Scholar 7 in 5-year increments starting the year
1990 and showcase our findings in Figure 7.

0 1000 2000 3000 4000 5000 6000 7000 8000

Number of Publications

2020-onwards 2015-2020 2010-2015 2005-2010 2000-2005 1995-2000

Fig. 7: Google Scholar results for Metaverse keyword publi-
cations starting 1990

We can notice from the graph in Figure 7 that in only
the past couple of years, i.e., 2020 and onward, around 7400
academic works were published, while during the 5 years
before, this number was only around the half value, which
was around 3480 publications. Such a spike in the number
of publications highlights the amount of interest the topic
of Metaverse has brought up in Academia. Furthermore,
while searching for the keywords ‘virtual reality’, which is
a major aspect of the Metaverse and considered one of its

5https://decentraland.org/
6https://www.sandbox.game/en/
7https://scholar.google.com/
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core components, we were able to locate more than 3,000,000
academic works, with 50,000+ works just published in 2022.
As the industry interest in the Metaverse increases, we
believe that academia will follow the track and we will
witness more publications around the topic.

In parallel, we are also witnessing a rise in academic con-
ferences that target the Metaverse. While in the past, virtual
reality or Metaverse-related conferences took place under
the umbrella of other conferences, these days we can see the
term ‘Metaverse’ being used in the name of the conference,
and the entire conference would target Metaverse and its
related applications. Some of these conferences are orga-
nized by subdivisions of well-known academic bodies such
as IEEE (Institute of Electrical and Electronics Engineers)
which is organizing the ‘IEEE-TLT-Metaverse 2023: IEEE
Special Issue on Metaverse and the Future of Education’ 8, a
conference especially dedicated for the topic of education
in the realm of the Metaverse, as well as ‘International
Conference on Metaverse Computing, Networking, and Ap-
plications’ 9, and IEEE Metaverse Congress 10. Logically,
such a conference would produce and allow the publication
of several Metaverse-related publications, which will further
fuel the research in academia, where researchers will build
on the work done by other researchers.

In addition to academic conferences, the amount of
industry, or industry-academia hybrid conferences is also
on the rise. Conferences that gather Metaverse industry
experts and speakers are happening more frequently across
the globe. For instance, the worldwide famous journal
Economist is organizing a Metaverse Summit 11 as part of
its Economist Impact initiative with more than 100 guest
speakers. The event is happening both in-person and vir-
tually to secure a large number of attendees. Other events
include ‘Global Metaverse Carnival’ 12, ‘Metaverse Global
Congress’ 13 and ‘Augmented Enterprise Summit’ 14. Such
conferences are used as a bridging tool to connect different
stakeholders including industry experts, entrepreneurs, en-
gineers, researchers, as well as academics around the topics
of Metaverse.

3.2 Metaverse Projects
Companies, organizations, start-ups, and even cities have
started to apply the Metaverse in several different domains
by coming up with various projects and applications. In
general, we have started seeing projects revolving around
Metaverse to be focused in the following several domains:
gaming, industrial applications, entertainment, art (muse-
ums, shows, galleries), finance (DeFi), e-commerce, smart
cities, real-estate, healthcare, manufacturing, and education.

Current top leading Metaverse projects in the consumer
space are usually environments in which they aggregate
several domains and applications under one roof. These

8https://ieee-edusociety.org/ieee-special-issue-metaverse-and-
future-education

9https://www.ieee-metacom.org/2023/
10https://engagestandards.ieee.org/IEEE-Metaverse-Congress-

Series.html
11https://events.economist.com/metaverse/
12https://metaverse-club.net/
13https://www.sensorsconverge.com/
14https://augmentedenterprisesummit.com/

include the notion of gaming, socializing, decentralized
finance, entertainment, and ownership. For example Meta-
verse platforms like Axie Infinity, Decentraland, and Roblox,
make it possible for the user to purchase and own properties
and land, and even rent it to others through tokens that run
using blockchain technology. Users can also purchase and
trade certain memorabilia such as paintings or wearables
as NFTs (Non-Fungible Tokens) or even fantasy characters
through smart contracts and hold on to them or resell them
later for a higher value. Concerts and art exhibitions are also
possible in these environments. Such games also include im-
mersive experiences, however, the majority of such games
at the moment can be played without any special AR or VR
equipment.

71%
65%

48%
44%

27%

1%

Training Meetings &
Events

Marketing Industrial use
cases

Leisure other

Metaverse B2B Use Cases

Fig. 8: Metaverse B2B Use Cases Survey Result by Nokia
(extracted from [27])

Metaverse has also found a place in the B2B space where
companies are investing a lot. Uses of Metaverse in the
B2B spectrum include training, product design, HR-related
tasks such as employee hiring and onboarding processes,
virtual guidance for hands-on labor work as well as cor-
porate gatherings and meeting events. Professional services
company Accenture 15 has created its own Metaverse for
onboarding new employees as well as using it for corporate
events and team-building meetings called the N-th Floor.
Nokia and Gartner joined forces and conducted a survey
[27] about the biggest use cases for B2B-related Metaverse
applications that seemed the most compelling, and the
domain of training led the poll. The results of their survey
are highlighted in Figure 8. VR-based training is becoming
more practical since it can bring so many people together
from different parts of geographical locations for training
sessions by cutting down traveling time and expenses. The
advantage of such training sessions using different kinds of
augmented and virtual reality systems and gears is that, in
addition to the regular training that would have happened
in a 2D environment, participants can engage in hands-
on technical and multi-step based training. Such types of
training are safer, interactive, and can be more engaging,
which makes the training more fun. In addition, training
can happen in difficult and technically challenging environ-
ments which are hard to recreate, such as rescue and fire-
fighting missions. Companies such as Nokia and Walmart
are already relying on Augmented and Virtual reality-based
approaches for their staff training. Nokia developed an in-
ternal training platform based on augmented reality during
the Covid19 pandemic called Nokia Learning Space to train

15https://www.accenture.com/
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staff on how to deploy Nokia equipment. Participants even
got certifications at the end of the training session [27].
On the other hand, Walmart has purchased around 17,000
Oculus go VR headsets to train around 150,000 employees
in customer service and management [28]. Other industry
leaders are also making big use of augmented and virtual
reality. The engineering firm Bosch has developed its own
system known as Augmented Reality Platform (CAP) which
allows quickly preparing and creating virtual content in
augmented reality. Bosch claims that CAP applications save
15% in average time pertaining to tasks that involve repairs
[29].

Another major domain where Metaverse is being used
in several applications is the health industry. A big use is
still taking place in the training aspect of healthcare. 2D
images of body parts are converted into 3D floating objects
and used for training purposes to prepare better surgeons
without risking real lives during a training session. Compa-
nies like Enhatch 16 have started to provide services known
as Intelligent Surgeries where a combination of enabling
technologies such as robotics, navigation, and augmented
reality provide surgeries to be more cost effecting and faster.
Another major event where virtual reality was a core ele-
ment in healthcare procedure was during the preparation of
the complex conjoined twins’ separation operation. Doctors
and medical team taking part in the operation spent months
using virtual reality projections of the twins resulting from
MRI and CT scans. Surgeons from different countries, by the
use of VR headsets, worked as if they are in the same room.
The result was a successful operation that the surgeons
attribute to the assistance of the VR [30].

Cities have also entered the race toward the Metaverse.
The city of Seoul in South Korea has been developing a
Metaverse platform [31]. It will be the first municipality
government to accomplish this. Dubbed as Metaverse Seoul,
the platform will be built in stages over the course of the
next couple of years. The procedure will be used for tasks
currently conducted by the city including economic policies,
as well as civil complaints. The Seoul Fintech Lab will be
reproduced in the Metaverse to assist in the economical
domain. This will also help the companies to attract foreign
investments. The city believes this domain will also be reju-
venated with the help of the Metaverse after it shrunk due
to Covid19 pandemic. The educational sector will also find
a large place in Seoul’s Metaverse plans, as it will include
a virtual campus of the Seoul Open University. Immersive
courses, lectures, and programs will be conducted. Tourist
locations and landmarks will also be converted into virtual
sports that people would be able to visit. Tourists will be
able to hop on virtual buses and tour the city. Seoul’s most
attractive concerts and festivals will also be a part of the
Metaverse. Parts of public services for the general public
and citizens will also be produced in the Metaverse. These
will include consultancy, civil complaints, and reservation
of public facilities. Furthermore, a Metaverse version of
the mayor’s office will be created and used as a com-
munication platform between the residents and the city’s
representatives. Metaverse will play a big role in urban
management too. VR, AR, and XR technologies will be used

16https://www.enhatch.com/

to adapt to the disabled as well for their convenience and
safety. Finally, the Seoul Metaverse will be big on events,
conferences, and working space. It will be used as the main
communication channel for events, as well as it will feature
remote working environments. The city of Seoul is keen on
making the Metaverse project become reality. This shows
how the Metaverse can be used by large cities to facilitate
the different aspects of their citizens and increase their QoL.
Other than Seoul, several other cities such as Dubai [32]
as well as several Chinese cities and provinces such as
Shanghai, Zhejiang, Anhui, and Wuhan have shown interest
in also having their virtual versions of their cities in the
Metaverse space. Despite the fact that these cities do not
have concrete timelines by the time of the writing for their
Metaverse ambitions, they are positioning themselves for
such advancements in the future.

Projects have also been spun up to govern the Metaverse
to make it more interoperable and safe. Such an initiative
was proposed during the World Economic Forum’s yearly
meeting in Davos [33]. Dubbed as ’Defining and Build-
ing the Metaverse’, the initiative will provide assistance
in creating an ethical and inclusive Metaverse in which
several organizations across the public and private sectors
can partake in a plethora of domains such as civil society,
academia, business, regulators· The initiative will mainly
focus on 2 main areas: The first is the governance of the
Metaverse. This part of the initiative will focus on how
different technologies can be used to create environments in
the Metaverse in a secure, safe, inclusive, and interoperable
manner. The second area is the value creation from the
Metaverse, as well as identifying the risks and the incen-
tives of those different stakeholders, such as individuals,
businesses and society in general will face as the Metaverse
progresses. The initiative will also highlight how Metaverse
can transform industries, how it can disrupt current value
chains, and how it can aid in the creation of new assets
and the protection of their rights accordingly. More than
100 entities such as Meta, Microsoft, Lego, Sony, Walmart,
Stanford University, and NYU across different industries
and academia have committed to partner with World Eco-
nomic Forum on this initiative. Other initiatives such as the
Metaverse Standards Forum 17 are trying to unite different
stakeholders, companies, and organizations in the realm
of the Metaverse to make it more open and interoperable.
The Forum itself will not create standards, however, it will
provide resources and coordinate and consult the creation
standards with the help of other standards organizations
working for a better and open Metaverse.

As stated, art has also been finding a big role in the
Metaverse, especially from the perspective of NFTs which
are digitally created pieces of art and are being sold through
blockchain-enabled technologies. This has led to several so-
called mini-museums being created inside well-established
Metaverse platforms such as Decentraland. Others have
created their own Metaverse platforms that are purely ded-
icated to becoming digital museums such as Musee Dezen-
tral 18. This virtual museum is considered to be the first
decentralized museum in the world. People can purchase

17https://metaverse-standards.org/
18https://musee-dezentral.com/
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or rent frame space in the museum to exhibit and sell their
work. Prominent art broker Sotheby’s also launched its own
Metaverse 19 which serves as a destination for NFT-based art
sales. Furthermore, traditional brick-and-mortar museums
are shifting to digital versions to re-grow sales which have
been in decline due to Covid19 restrictions from one side,
and to keep up with the new emerging trends such as AR
and VR from the other side. In fact, many museums are
using their own or collaborating with AR and VR applica-
tions and offering their art in virtual or augmented reality.
For example, the infamous museum Louvre, which hosts
Leonardo Da Vinci’s Mona Lisa painting, has released an
app in which you can enjoy the Mona Lisa painting in 360
degrees [34].

A very important aspect for companies is to drive more
and further sales of their products. Promoting user pur-
chases is the ultimate goal for such companies. With the
emergence of the Metaverse, more companies are utilizing
it to provide immersive shopping experiences and promote
their products. With the advent of online selling, and its
promotion to live commerce, in which items are showcased
via video broadcasts and presented using chat for potential
buyers, the Metaverse is playing more of a complimentary
role to combine the advantages of live commerce with the
immersive nature of experiences. In this regard, the authors
of [35] present a business model on how to incorporate
Metaverse with live commerce to provide a better purchas-
ing experience for users. Shoppers can immerse themselves
into the Metaverse and can see items in 3-dimensional space
from every possible angle. They can also try and test the
product virtually on different surfaces and different possible
combinations with other products. Such advantages can
further assist the purchaser to make an informed decision
before buying an item. Based on these, companies are de-
veloping newer applications and services for their potential
customers to further grow their sales and provide better
shopping experiences.

4 ADVANCEMENT OF ENABLING TECHNOLOGIES

This section introduces and explores the technological de-
velopment that gave rise to the Metaverse. The Metaverse
development workflow or pipeline employ these enabling
technologies to augment the user experience. As presented
in Figure 9, the most recent Metaverse development has
been made possible by technologies including AI, IoT, AR,
VR, Blockchain, Three-Dimensional Modeling, and Edge
Computing. It’s critical to understand the history of the
technology that gave us the right tools and software to build
the Metaverse. Each supporting technology’s timeline and
an overview are presented in this section and illustrated in
Figure 9. For easier tracking, major technologies and sub-
components are highlighted in bold.

4.1 Artificial Intelligence
At a conference at Dartmouth University in 1956, the term
”Artificial Intelligence” was formally used for the first time.
Researchers started their contributions of simulating human
intelligent activities using machines by learning human

19https://metaverse.sothebys.com/

behavior [36]. AI is a synthesis of numerous academic
disciplines, leading to a wide range of internal sub-fields,
components, and applications. With a more than 70-year
history, AI has undergone a prolonged development process
that produced numerous smart technologies, which can be
employed to construct the Metaverse. AI and its approaches
are heavily used in the Metaverse, and its development can
be broken down into various parts which are highlighted in
the following paragraphs.

Machine learning (ML) [37] is a trendy name we hear
everywhere. Businesses are getting competitive and prof-
itable advantages in markets by adopting ML algorithms.
Many mathematicians in the 18th century developed and
employed statistical and probability theories such as the
Bayes theorem, which is still in use today. Turing machine
tests were introduced afterward in 1950. Researchers sought
to establish whether a machine can think by demonstrating
that it can respond to a query and convince a human. The
term ”perceptron” was initially used in 1957 to describe a
method of creating a neural network [38] using a rotating
resistor. Parallel Computing was originally utilized in 1986.
As processing power increased, Parallel Computing aided
in the adoption of Neural Network models that can han-
dle large datasets of information generated. In the 1990s,
Support-Vector Machines (SVMs) and Recurrent Neural
Networks (RNNs) became popular. Afterward, Deep Learn-
ing (DL) [39] was first presented to explain new techniques
in 2006. DL can offer a lot of services to the Metaverse such
as Transformers, which help machines to work with natural
language. In the 2000s, kernel methods and Unsupervised
Learning became widespread. In addition to that, ML algo-
rithms and recent technological breakthroughs have made
it possible for Image Classification [40] and Computer
Vision (CV) [41] approaches to solve problems. Google
began to assist in testing Robot cars on roadways after MIT
initially presented a facial identification framework in 2001.
Modern government and business sectors made extensive
and sophisticated use of CV, which plays a significant role in
improving humans’ ability to interact with the virtual world
and gesture recognition in the Metaverse. Moreover, People
began to see the value of employing a machine to translate
across languages after World War II. Natural Language
Processing (NLP) [42] has been studied and improved since
this period to address more challenging issues like topic
discovery and modeling, sentiment analysis, text-to-speech
and speech-to-text conversion, and machine translation. In
the beginning, NLP used a technique called ”Bag-of-Words”
to count the occurrences of each word. Following that, the
”Word2Vec” and ”FastText” algorithms were used. Along-
side these breakthroughs, the 2019 publications ”XLNet”
and ”Transformer Models” were popular among scholars.
Such techniques aid in the development of speech recogni-
tion, allowing users to voice-navigate the Metaverse. This
can enhance machine understanding, creative collaboration,
and realism in AI storytelling, among other things. With
such advancements, Expert systems [43], which mimic hu-
man decision-making abilities and seek to resolve compli-
cated problems using knowledge-based reasoning, started
to be well used to solve complex problems, especially while
using Fuzzy logic, which is a method for representing and
changing ambiguous information by evaluating how likely
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Fig. 9: Overview of the Metaverse Enabling Technologies

the hypothesis is to be true.
To complete a task, AI relies on 5 key elements. (1) Learn-

ing, which consists of rote, unsupervised, and supervised
learning. (2) Reasoning, often known as logic, can be either
deductive or inductive. There are special purpose methods
and general purpose approaches for (3) problem-solving.
(4) Perception, which provides the AI agent with informa-
tion about its surroundings, such as sensors and cameras. (5)
Knowledge representation transfers the incoming informa-
tion from sensors to a standard format to process. NLP is an
example that translates the input language into a legitimate
format to be processed.

As these techniques developed, applications of AI began
to emerge. The first robot, ”UNIMATE,” which replaced
humans on an assembly line in the industrial sphere in 1961,
was one such application. A chess machine player from IBM
named ”DEEP BLUE” defeated the world champion in 1997.

Apple developed ”Siri” in 2011, and today we have ”Alexa”
by Amazon and many more sophisticated and intelligent
AI applications that assisted in creating some Metaverse
environments and continue to aid in improving upcoming
Metaverses.

4.2 Blockchain

Blockchain is a distributed and decentralized digital ledger.
It operates entirely in a decentralized manner with no
need for a central authority. As a result, Blockchain-based
applications and architectural designs benefit from high
levels of data availability, security, and privacy [44]. In
1991, the Blockchain technology concept began when re-
search scientists W. Scott Stornetta and Stuart Haber were
developing a workable technique to maintain the backup of
digital information [45]. They described the use of a chain
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to cryptographically secure blocks in order to preserve the
accuracy of earlier data. Afterward, multiple advancements
and techniques were proposed under Blockchain. Due to
these advances, the Blockchain has emerged as one of the
fundamental pillars of the Metaverse, allowing for the use
of cryptocurrencies and NFTs to establish a virtual economy
that is fully operational and allows for the buying and sell-
ing of any virtual good. In this paragraph, various aspects
of how Blockchain has evolved and developed are covered.

The secure construction of decentralized blocks was a
top priority for academics and developers. To gather in-
formation and documents into a single block, they created
the Merkle Trees concept in 1992. Later, Proof-of-Work
(PoW) [46] was adopted to safeguard these blocks against
network abuses. The introduction of Reusable Proof of
Work (RPoW) and the subsequent Peer-to-Peer E-cash sys-
tem” known as Bitcoin [47] proposed by the pseudonym
Satoshi Nakamoto marked the 20th century as the ”golden
period” for the rise of Blockchain. PoW method, which is
used to send and verify transactions among decentralized
nodes, was made popular by Bitcoin [47]. Consequently,
Blockchain will allow Metaverse enterprises to provide their
clients with integrated services that will merge their 2D and
3D digital presences, transforming how clients engage and
transact in a secure way. During that period, people began
to create decentralized applications, and in 2014, Ethereum
[48] was published as a cryptocurrency and a decentralized
platform that helps users in the Metaverse to exchange
assets and funds. Moreover, with such advancement and
the use of Blockchain, smart contracts [49] were introduced
as one of Blockchain’s most significant applications in 2015.
People began to adopt Blockchain applications during that
time and up until 2021, which prompted major corporations
like Facebook and Amazon to develop Blockchain services
and currencies. To address some limitations, Ethereum 2.0
was introduced. In 2021 and 2022, NFT saw the lights [50]
where owning digital assets became possible and trendy.
Users of the Metaverse can sell their NFTs for fiat currency
at any time or exchange them for cryptocurrencies to acquire
other Metaverse objects. Many software programs, such as
”OpenSea” were introduced until reaching the Metaverse,
which was motivated by the COVID-19 epidemic. During
this period, the culture of working from home started to be
extended and became more convenient. Recently in Septem-
ber 2022, Ethereum completed the Blockchain’s transition
from PoW to Proof of Stake 20.

Due to its developments and dependability, Blockchain
is used to create and suggest new cryptocurrencies.
Blockchain-based smart contracts have recently become
widely used to initiate processes and execute them automat-
ically. Blockchain technology has been adopted by banks all
around the world to boost productivity and cut expenses. It
is currently utilized by several game companies and supply
chain management like Walmart to monitor some of their
products with the help of IBM’s cloud servers. Moreover, it
serves nowadays as a main pillar in addressing efficiency
and security in the Metaverse.

20https://ethereum.org/

4.3 Network infrastructure

Networks and interconnected components attracted peo-
ple’s interest after computers became mainstream. The year
1969 was the first milestone where ARPANET (Advanced
Research Projects Agency Network) connected the first com-
puter to the network [51]. Onward, General-Purpose Main-
frame computers became widely available in the middle
of the 20th century, which prompted the development of
server computing that offers services to client computers.
Early in the 1990s, cloud and mobile [52] computing became
popular. After that, a World Wide Web (www) proposal was
produced in 1989, which sparked the creation of numerous
www protocols and search engines. From then on, network
infrastructure saw rapid advancements in the realm of ca-
bles, ranging from Ethernet to the development of WiFi in
1997. Since the Metaverse is being constructed on top of the
internet, it will need the internet and advanced protocols
in order to run and offer services to users. Beginning with
MQTT in 1999 and moving on to AMQP and STOM in
2005, meaning messaging protocols have been improved.
Inter and Intra System Protocols, such as UART, USART,
USB, I2C, SPI, and CAN, have also become popular. The
networking and cellular 21 infrastructure was also incor-
porated in the advancement trend by introducing 1G in
the 1970s to offer voice services. It was later extended to
serve voice, data, and web mobile service with low speed
under the 2, 2.5, and 2.75 Generations. Then, 3G and 3.5G
were released to speed up streaming, video calling, and web
surfing. In 2010 we saw the arrival of 4G, which allows users
to use services at fast speeds, with high-quality HD video
conferencing, and with global roaming. We are currently in
the 5G era, which provides extraordinarily fast mobile inter-
net, supports the Internet of Things, autonomous driving,
smart cities, and intelligent healthcare systems, paving the
way for the creation of the 6G network-based Metaverse to
further improve the experience. Moreover, the solution to
sustaining the Metaverse lies in edge and fog computing
which were first introduced by Cisco 22 in 2012. In essence,
edge and fog computing [53] improve response times, save
bandwidth, and minimize latency, making it ideal for many
Metaverse use cases. Additionally, it places data and appli-
cations as near to consumers as feasible, providing them
with the necessary local computing capacity while reducing
network-based latency and congestion risk.

4.4 3D reconstruction

3D reconstruction is the act of recreating the form and ap-
pearance of genuine items in three dimensions. It all started
in the 15th Century, when the famous artist, Leonardo da
Vinci drew the first accurate 3D drawing on paper. James
Joseph Sylvester created the matrix mathematical notation
[54] later on in the 18th century. This was a key building
block for the creation of computer software and 3D images
that enabled the development and expansion of the Meta-
verse applications, which heavily relies on 3D rendering
and visualization. Various 3D reconstruction models and
programs have been created over the years and improved.

21https://www.rfpage.com/evolution-of-wireless-technologies
22https://www.cisco.com/
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Aspects of software and methods for 3D reconstruction will
be covered in this paragraph.

People have been drawn to 3D modeling for ages. With
the development of resources and technology, 3D software
has become more prevalent. In the early 1960s, Sketchpad,
the first 3D sketching program, was proposed and released.
Following that, 3D graphics companies began to emerge
in 1968 to create new tools for drawing 3D shapes, which
led to the emergence of depth buffering or Z buffering by
Ed Catmull. Later, other software appeared, including Au-
todesk 3D, Adobe Photoshop, Redshift, Octane, and many
others. Such technology can create a 3D scene from a series
of 2D photos collected from various perspectives in seconds,
which motivates the idea of having better 3D objects in the
Metaverse. People started by forming the model using the
Rasterisation technique, which treated the model as a poly-
gon mesh with embedded information in the vertices. After
that, Ray Casting was invented to address various issues
and drawbacks with the earlier method. Ray Tracing was
later proposed to accurately simulate object shadows. Then,
when those technologies were being developed, a number of
rendering engines [55] were suggested, including Lumion,
KeyShot, Corona Renderer, and V-Ray.The speed at which
the Metaverse is being built can be greatly improved due to
the advancements in this discipline, where it is now possible
to create 3D spaces and objects by simply taking several 2D
photographs.

Character animation was limited to fairly rigid move-
ments due to complex resource issues [56]. Motion capture,
then, implemented intricate facial rigs in games, adding a
whole new level of realism to the experience. Additionally,
developers began to give video game characters more mo-
tions and moves. The development that happened in 2014,
brought a considerably more realistic feels to the game by
using animations other than the usual walk, run, attack,
and jump actions. Today’s 3D animations have advanced
to the point that, in a game, for instance, the player feels
as fluid as they would in a movie. Additionally, major
corporations like Meta are working to create 3D objects with
more realistic free motions and capabilities. Applications
like VR, AR, MR, and the Metaverse are now applicable
due to the advancements made in this discipline.

4.5 Extended Reality

Extended reality is the term provided for the immersing
technology of the combination between Augmented Reality
and Virtual Reality. The extension of the physical world
to virtual reality is achieved by the modern world dig-
italization in our day-to-day needs and wants. With the
XR’s advanced technology, people can now achieve higher
dimensions of immersing their characters in the Metaverse.
The term virtual reality first appeared in a science fiction
story in 1930, in which the writer predicted that a pair of
goggles that users can wear would allow them to experience
the fictional world through smell, touch, and taste [57]. To
further describe VR, we can refer to it as a 3D environment
entirely generated by computer technology [58]. Users can
immerse their presence inside it using attachable devices
capable of generating visual and sensible scenes. Some VR
apps are in the form of hand painting, in which users can use

their imagination to be creative, using the tips of their hands
to draw and paint without the need for physical brushing
and painting tools [59]. In addition, this technology allows
users to interact with their surroundings through a narrative
that can provide contextual information about a product
or place [60]. Many other real-world applications are today
benefiting from this technology, such as Beat Saber 2018 23,
E-bay VR Commerce 2016 24, Quill 2016 25 and VR Chat
2014 26.

In contrast to VR, augmented reality does not create
a new reality; instead, it augments the physical reality to
add more components to an existing reality and enrich the
content we see. AR, since its existence back in 1990, has
been seen in several aspects of the real world. One aspect
of the usage is in location-aware geospatial computing, in
which a system is used to compute and track a location of a
moving target. Astronauts are using the technology to assist
in repairs to space stations, such as the T2 augmented reality
(T2AR) project 2016 27. Other uses include interior mapping
to map and plan venues with FME AR 2020 28. Another
AR application is sketching, where users can follow virtual
lines to draw physical ones on a piece of paper using a
smartphone application Sketchar 2017 29. In addition, AR is
also used in creating emojis for users’ faces on smartphone
devices, as well as many other usages 30. Floating menus
and icons have also taken part in augmented reality simu-
lations, where users can interact with buttons and menus
to perform some actions [61]. Other real-world examples of
the usage of AR include the Google maps AR feature 2019 31,
Pokémon Go 2016 32 and world lens AR translator 2010 33.

A blend of VR and AR is created through a term called
Mixed Reality (MR) first used in work published dated
back to 1994 [62]. The interaction between the physical and
virtual worlds is possible, allowing users to introduce both
worlds into their comprehension through attachable devices
like a headset with a clear lens or a camera. MR’s earliest
applications are motion picture projection dated back to
1895, holograms in 1948, and volumetric displays in 1945
[63]. The usages of holograms consist of using virtual 3D
images. The visibility of these images depends on some light
beams to visualize the properties and details of the items
projected.

4.6 Gateways
Infrastructure availability and the Internet of Things (IoT)
devices are the basis of the creation and utilization of the
Metaverse. For us to have connected virtual worlds, a basic
infrastructure should assemble the Metaverse. The compu-
tation power represented in the chips and processors is vital
to run the simulations of the virtual worlds. Companies

23https://beatsaber.fandom.com
24https://www.ebay.com/
25https://www.quill.org/
26https://hello.vrchat.com/
27https://tinyurl.com/T2ARnasa
28https://www.safe.com/
29https://sketchar.io/
30https://www.apple.com/ca/augmented-reality/
31https://arvr.google.com/ar/
32https://pokemongolive.com/
33https://www.xda-developers.com/
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like Qualcomm, Nvidia, Samsung, Intel, and AMD (1970-
1995) are the major suppliers of the chips and processes,
providing us with different central processing units (CPU)
and graphics processing units (GPU) that are critical to
the performance improvement of the virtual world. The
advancement and the powerful processing units created
are contributing to the creation of a virtual environment.
In addition to the processing units, the Voice over Internet
Protocol (VoIP) creation in 1973, and the first software using
this technology appeared in 1995 [64]. The adoption of VoIP
enriches the connected users’ communication layer through
the Metaverse. Therefore, users can communicate over the
voice channel using a microphone and audio device to speak
and listen to others while in the Metaverse.

The reliability of the Metaverse is measured by its
security to identify systems that provide access only to
legitimate personnel and help protects against adversaries’
malicious activities. In addition, access to data storage is
crucial to offer scalability and simplicity for individuals
to access their digital information across the Metaverse.
Furthermore, containerization and orchestration are helping
developers and programs to better build and deploy their
software over multiple devices and operating systems to
offer a service for all individuals. Some of the leading giants
provide such services such as VMware 34, AWS 35, Azure 36,
Google cloud 37 and Alibaba cloud 38 (1999-2009). These
services contribute to creating and managing the apps on
the Metaverse. In addition to the infrastructural components
of the Metaverse, individuals need IoT devices to connect
and experience the sensations inside the virtual worlds. Ex-
tended reality IoT devices are several, and they are built in a
way capable of engaging with all the different sensations of
individuals. The user can now interact with the Metaverse
through different devices, such as Mobile input techniques,
Hand-based input, Head Mounted Displays (HMD), Haptic,
Audio, Brain attachable sensors, Holographic, and Smart
Glasses. More details about these technologies and their
usage are provided in Section 6.1.

The aforementioned technological developments result
in significant cooperation in creating more effective and de-
pendable infrastructures, which serve as the main building
blocks of the Metaverse creation.

5 NOVEL METAVERSE PIPELINE ECOSYSTEM

In this survey, we present a unique pipeline ecosystem
consisting of a stream of sequential workflows that con-
tributes significantly to this survey and elevates it to a wider
and more comprehensive level. The proposed pipeline will
provide the necessary knowledge that allows the users to
fully grasp the Metaverse concept in a clear and direct
manner to fit it into their own perspective. The novelty of
the devised pipeline is twofold. On the one hand, it places
the building blocks behind the realization of the Metaverse
concept and puts it into reality. On the other hand, it pro-
vides valuable guidelines for people from different domains

34https://www.vmware.com/
35https://aws.amazon.com/
36https://azure.microsoft.com/
37https://cloud.google.com/
38https://www.alibabacloud.com/

(e.g., Academic, Industrial, and Business) to find themselves
within the Metaverse paradigm, and allow their expertise to
further enhance its foundation.

The pipeline represents the workflow sequencing be-
tween the Metaverse’s connected entities. This effective
sequential design creates a clear order for the Metaverse
development process and decomposes it into phases that
can simplify its realization. Such pipeline, illustrated in
Fig. 10, comprises three layers/tiers. Starting from the bot-
tom tier of the pipeline, the essential Infrastructure is set
to host the Metaverse. The second tier encloses the steps
for the Metaverse Environment Digitization. And the top
tier defines the User Interactions within the constructed
environment. Such a design reflects the system’s elegance
while also allowing for simpler, but more efficient, system
analysis.

Each layer is composed of a set of entities. The infras-
tructure layer is the class responsible for the collaboration
between hardware and software. It contains all of the fun-
damental components required for Metaverse digitization
and functioning. This layer is made up of three entities, i.e.,
Hardware, XR Frameworks, and Platforms & Metaverse-
as-a-Service (MaaS). Environment Digitization is the sec-
ond tier in charge of creating Metaverse worlds; it ranges
from copying real-world objects to human representation as
avatars. This layer includes the following entities: Avatar
Modeling, Rendering, and Sessions. The aforementioned
tiers combined will emerge a Metaverse world that is ready
for deployment and usage. Finally, the third tier comprises
the interaction components. This layer represents a set of
interactions that can happen among actors within the Meta-
verse. It incorporates three interactive scenarios: User-User,
User-Business, and User-Objects.
Figure 11 presents an overview of each of the components
in our multi-layered pipeline ecosystem while connecting
them to some of their use cases within the metaverse. In the
following, we briefly describe each of the aforementioned
entities:

• Hardware: a wide range of hardware and sensors
can be used in the Metaverse. The such component
includes everything from cameras and microphones
to more complex equipment like haptic feedback
devices and motion controllers. In precise, the hard-
ware and sensors used depend on the type of Meta-
verse experience being created. In general, the main
objective is to create a realistic and immersive experi-
ence for the user. For this purpose, VR and AR are the
two main components that tailor the Metaverse expe-
rience. VR allows users to be completely immersed
in a computer-generated world, while AR provides
the ability to promote the digital world inside the
real world in a more realistic way. Further, Computer
Vision can be infused with the available frameworks
to simulate real-world experiences inside the Meta-
verse or provide the necessary means to enhance the
experience’s quality. Moreover, Hardware usage may
differ based on the intended application usage. For
instance, a VR game will use different hardware and
sensors than a social VR platform. Such technologies
can perceive realism for the users.



15

Fig. 10: Metaverse Pipeline

• XR Frameworks: unlike the hardware entity, which
provides means to access the Metaverse, frameworks
can be defined by the tools used within the Meta-
verse itself. In this context, XR frameworks play a
major role in its development [65]. They provide
a complete skeleton to build interactive solutions
where users can directly engage and communicate
with their environment. Furthermore, AI technolo-
gies have proven their capacities in this domain. For
instance, Deep Machine Learning can enhance users’
tracking systems, improve the rendering quality and
reduce the bandwidth cost while increasing latency
which is a major concern for users in the Metaverse.

• Platforms & MaaS: is usually capital and consis-
tent with the rest, which is referred to as a col-
lection of technologies, software, and services that
enables the realization of Metaverse projects and
concepts. The Metaverse is expected to serve as a
globally scaled interactive and immersive platform
for individuals worldwide [66]. The new fully de-
centralized version of the internet allows you to
experience the replicated world in real life and
vice versa. Metaverse platforms often stand for the
big organizations/companies that work on financ-
ing and developing the Metaverse projects to be
realized [67]. These projects include Meta, Decen-
traland, The Sandbox, AXIE INFINITY, GALA, Enjin
Coin, Metahero, and others. All the aforementioned
projects serve as Metaverse key enablers, by offering
Metaverse-as-a-Service (MaaS) solutions.

• Avatar Modeling: one of the advantages of the Meta-
verse is the immersive experience it provides for its
users to interact with each other. Thus, Metaverse
individuals expect a level of realism when creating
their avatars to represent themselves. In this context,
Avatars can be customized to look like the person’s
real-world appearance, or they can be completely dif-
ferent depending on the platform. Multiple methods
can be employed to create avatars. These methods
include using photogrammetry or AI technologies.

Each method has its benefits and drawbacks. For
instance, photogrammetry is a popular method for
creating realistic and accurate avatars. However, it
can be time-consuming since it requires the average
user to capture and provide all the required details
manually. Furthermore, 3D software can be expen-
sive and require prior experience to use effectively.
In this regard, AI technologies offer flexibility by au-
tomatically mapping humans to shaped and skinned
avatars while sacrificing some accuracy of the final
results.

• Rendering: is creating and displaying an environ-
ment in a three-dimensional representation. It enti-
tles the Metaverse to a high degree of control over the
environment. Rendering can be used immersively to
visualize the virtual world or to simulate real-world
experiences that are difficult to generally achieve
such as flying through space or visiting other planets.
Examples include rendering a realistic representation
of a location for an immersive virtual reality experi-
ence or creating a stylized environment for a specific
application context. There are a variety of different
techniques that can be used for such tasks, which
depend on the look and feel of the final product. For
realistic environments, lighting and shading tech-
niques can be used to create a believable atmosphere.
However, for stylized environments, more abstract
approaches may be taken to create a unique look
depending on the targeted audience, such as the
color brightness and geometric shapes. One of the
challenges in this context is the balance between
realism and performance. Too much realism can be
computationally expensive, while too little realism
can ruin the experience. Finding the right balance is
usually based on trial and error and depends on the
project’s specific goals. Another challenge is dealing
with the vast amount of data required to create
a realistic environment. This data can come from
a variety of sources, such as photographs, satellite
images, and on-site measurements. Organizing and
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Fig. 11: Metaverse Pipeline Layers and Components

managing this data can be daunting, but it is neces-
sary to create immersive and realistic environments.

• Session Management: Sessions allow users to con-
nect jointly to the Metaverse and explore the virtual
worlds. There are a variety of session-based activities
that users can participate in, ranging from simple
socializing activities to more complex, cooperative,
and interactive ones. In this context, session man-
agement is a crucial component that requires careful
planning and designing. There are many factors to
consider, such as security, performance, scalability,
and resource management. For instance, managing
sessions in a cluster of distributed servers might re-
quire specific considerations to allow a large number
of users to interact smoothly without causing delays.
Moreover, sessions also provide a way for a system
to track a user’s activity. The system provider can use
this information for auditing and security purposes
or to improve the user experience by understanding
how users interact with the system.

• User-User Interaction: this type of interaction refers
to the different means of communications between
users. Users are active members and actors of the
system. Everything users do in the Metaverse has
a reaction and an effect elsewhere on the ecosys-
tem. It is a fundamental guideline that designers
must follow. User-user or peer-peer interaction is one
pivotal aspect of the Metaverse experience. People
can join the virtual world and interact with each

other, similarly to our physical world. They are able
to enjoy their daily digital life such as attending
a virtual conference with other peers/avatars or
simply chatting and gossiping together with friends
and strangers. Users can also form parties to dis-
cover new areas or team up to overcome gaming
challenges. In addition, boundaries and relationships
come to life in the Metaverse. For instance, users
can apply some restrictions like blacklisting other
users or authorizing each other to enter their own
properties/zones.

• User-Business Interaction: an interaction that re-
sembles the business services consumed by virtual
users. the Metaverse is still in its infancy, but it
has the potential to grow into a large and thriving
market. Numerous businesses are already operating
within the Metaverse, and many more are expected
to enter the market in the future. Business owners
supply their customers with different services such
as virtual real estate and online stores where it offers
the capacity of selling or purchasing virtual goods.
Several factors can contribute to the growth of the
Metaverse economy. For instance, the Metaverse is
being marketed as a substantial prospective con-
tributor to business, entertainment, and educational
advancement. Another factor can be connected to
the increasing number of people who can access the
Metaverse thanks to its availability, low hardware
cost, and the recent improvement in the communi-
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cation technologies such as the presence of 6G. This
accessibility is expected to increase the Metaverse’s
popularity, guiding more opportunities to join the
market while making the Metaverse more attractive
to businesses and individuals alike.

• User-Object Interaction: the meaning behind in-
teracting with objects is generally to manipulate
things inside the Metaverse. Objects in the Metaverse
may represent a digital replica of real-world objects.
Hence, these digital objects must abide by the same
physical rules as they do in real life. The state of the
digital objects should be modified by a user’s input,
such as being moved, molded, or any other events
that may occur in real life to empower an immersive
user experience. Digital entanglement of physical-
virtual objects is also a critical part of this component.
Through the latter, manufacturing, operations, and
other physical experiences may take place virtually
using digitally entangled IoT and enabling the con-
cept of Digital Twins. Metaverse users can buy/own
lands and assets using crypto-currency. Hence, many
use cases for user-object interaction can be wrapped
up in this component.

In this layered pipeline ecosystem, each of the compo-
nents is empowered by a set of enabling technologies (i.e.,
AI, Blockchain, Networking, and Computing) and empow-
ering domains of the Metaverse (i.e., Privacy and Security,
Business, Ethics, and Social-psychology) to realize its full
potential for serving the Metaverse. A detailed taxonomy
is presented in Figure 12. The taxonomy shows the compo-
nents of the Metaverse, branching their relevant topics that
are categorized by their appropriate technologies. Hence, in
the following sections, we survey each of the pipeline com-
ponents against the enabling technologies and empowering
domains, including top-of-the-line academic and industrial
solutions and efforts.

6 METAVERSE INFRASTRUCTURE

The hardware and equipment form the Metaverse infras-
tructure and the backbone for building immersive, secure,
efficient, scalable, cost effective, and secure environments.
Guaranteeing a well designed and supported environments
empowers the development of additional layers in the
Metaverse pipeline, including environment digitization and
advanced applications for users interactions. Therefore, in
this section, we survey the latest advancements for building
a powerful and promising Metaverse Infrastructure, which
forms the first layer in the proposed multi-layered Meta-
verse pipeline ecosystem. Our review includes the latest
scientific papers and articles targeting one or more of the
following infrastructural components: Hardware & Equip-
ment, XR Frameworks, and Platforms & MaaS. In Figure 13,
we refer to the different supporters of the Metaverse Infras-
tructure. Examples of such supporters include XR headsets,
haptic devices, VR cameras, computing machines, cloud,
edge, fog devices, third-party services, and technological
platforms.

6.1 Hardware & Equipment

In this section, we focus on devices and equipment that are
built to enable and facilitate the use and immersion into the
Metaverse and its related applications. Different experiences
in the Metaverse require different types of enabling
hardware. For example, for non-immersive experiences, the
Metaverse can be explored using traditional day-to-day
computing devices (laptops, smartphones), software (web
browsers, mobile apps), and traditional sensors (cameras,
webcams, and microphones). For immersive experiences,
a special type of hardware and equipment is needed that
is dedicated and specially built for Metaverse-related
applications. These tools provide an entrance into the realm
of the Metaverse for the user.

6.1.1 Categories of Metaverse Hardware
In general, Metaverse-related applications are resource
hungry. This is true in the case of networking-related
resources such as bandwidth and latency, as well as
graphical and computing resources. For example, to have
an avatar running inside a Metaverse, at least, rates of
30 frames or more per second are needed to provide an
enjoyable level of graphics [68]. At the same time, to avoid
motion and graphical delays, since these can cause dizziness
and sensory disarray to the user, the software running on
the device should match the hardware [69]. In the sequel,
we present the various main categories of hardware for
serving the Metaverse, including Audiovisual, Hand-based
Input, Contact Lenses & Glasses, and Wristbands. Each
category is based on the type of machinery needed and the
purpose to support immersiveness.

Audiovisual
The primary sensory aspect of the Metaverse is audiovisual.
At the moment, the majority of immersive Metaverse-
related applications are provided entry using head-mounted
displays (HMDs) such as the one in figure 14a. Size, field-
of-view, resolution, latency, audio quality, and battery life
are some of the important factors that make a HMD device
perform better than another. Despite the fact that modern
HMD models cater to Metaverse-related applications,
the notion of HMDs has been proposed a while ago in
different augmented reality-related applications such as
two head-mounted monocular displays (HMMD) and a
held-to-head binocular display (HHBD) in the domain of
air-traffic controllers [70]. The way HMDs function is they
track the orientation of the movement of the head while
it moves, and proportionally adjust the movements of the
images and the environment inside the Metaverse. Many
works in the literature highlight and discuss the notion
and the uses of HMDs. For example, in [71], the authors
focus on the optical engineering aspect of such devices
and divide them into three categorical optical solutions,
(1) macro-optics, (2) micro-optics, and (3) nano-optics and
highlight the characteristics of each. The authors of [72]
provide a survey of HMDs in terms of requirements and
goals to build interfaces that make the real and virtual
worlds submerge. The authors also focus on the challenges
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Fig. 12: Taxonomy: The Metaverse Development Ecosystem

such as spatial, temporal, and visual realism that make
building such devices and interfaces, not a straightforward
process. In [73], the authors perform a review of how HMDs
in VR can assist and make engineering education better for
students and prepare them for engineering careers. In [74],
the authors study the practical aspects of the effectiveness
as well as the advantages and the limitations of conducting
training with the help of HMDs in advancing professional
skills and safety. Similarly, in [75] the authors measure the
impact of VR in the domain of construction design and
perform comparisons between the use of HMDs against
regular desktop monitor usage. The authors of [76] also
provide a practical work by comparing the eye-tracking
latencies between currently commercially available HMDs

in the market, while the authors of [77] research how the
distance perception would differ between users wearing a
HMD compared to people without a one.

By now, it is a known fact that the use of HMDs in
immersive VR and AR can sometimes cause dizziness
and headaches known as cybersickness, which provides a
non-enjoyable experience for users of such head-mounts.
In fact, cybersickness is one of the main reasons that drive
away users from the use of VR. The notion of cybersickness
has been studied and reviewed a lot in the literature. In
[78], [79], the authors review and highlight the works done
in terms cybersickness caused by the use of modern HMDs
and their effects on the user, while the authors of [80]
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Fig. 13: Metaverse Infrastructure

focus on cybersickness from the perspective of individual
susceptibility. Finally, the authors in [81] study the effect
of various virtual terrains perceived from a HMD, which
could lead to cybersickness.

Hand-based Input
Another major hardware enablers for the Metaverse are the
hand-based input devices [85] [86]. As the name suggests,
these devices are mainly controlled by the hands. Based on
the design and the objective of the device, they can be held
by the hand such as handles or controllers (figure 14b), or,
they can be based on haptic sensors and installed/worn on
the hand (figure 14c). Haptic-based input devices add the
feeling of the physical presence of certain objects as they
can be touched and felt in the virtual space from one side,
and allow the user to sense the changes happening in the
virtual environment, such as moving objects or accordingly
taking physical actions such as pressing a button from the
other side. Such devices can facilitate several actions, as
well as interactions. For example, these devices can assist in
(1) navigation tasks, such as panning, pointing, teleporting,
and virtual walking. Haptic-based input devices also assist
in (2) interactions by performing the exact hand-based
tasks users do in real life such as sensing and real touch.
Another aspect the haptic-based devices aid in is the (3)
exploration. This allows the users to touch items in the
environment and understand their nature as well as their
details, such as the shape of the object. Exploration is
mainly done through cues, either tactile or kinesthetic.
Another aspect that haptic-based input devices facilitate
is the (4) manipulation of objects, such as changing the
direction, orientation, or position of a certain object in the
virtual reality world. Another aspect is the (5) modification
of objects. This is usually referred to as altering properties
of objects other than their position or direction [86] (e.g.,
physical properties). Furthermore, actuated haptic devices
can assist in replicating social scenarios that can elevate
one’s feelings and emotions by touching and interaction
[87], as well as enabling users to feel experiences similar to

what they would feel in real life such as tension, force, and
resistance.

Hand-based haptic and sensory notions have been
around for a while [88], [89] [90] [91], but with the advent of
the Metaverse, more haptic-based and HMD VR concepts
are being proposed to provide near real-life experiences
for users in virtual reality settings and in the Metaverse.
For example, [92] proposed a novel system called ’Haptic
Around’ which is a hybrid system that can replicate
multiple tactile sensations in VR. The system uses basic
tools such as a hot air blower, a fan, and a tool that can
create mist as well as lighting to provide a fully immersive
experience and mimic sensations such as desert heat or
snow cold. Another idea is in [93] where the authors
come up with a proposal dubbed as ’Altered touch’ in
which a small form factor fingertip-based haptic display is
developed. The Altered touch can sense force, thermal, and
tactile feedback and integrate with augmented reality. The
display then is used to modify properties of real objects
such as soft, hard, hot, and cold sensations in augmented
reality. In [85] the authors propose ’Armstrong’ which is
an arm-anchored augmented 3D virtual User Interface
(UI) that can be seen with the help of a HMD. Users can
view the content of the virtual display with the HMD and
interact with the content such as scrolling or pinching by
using hand-based input devices. Research in this regard
is also taking place in the industry in cooperation with
universities. Meta has collaborated with Carnegie Mellon
University to work on an open-source skin called ReSkin
[94]. ReSkin can be categorized as a generic tactile-based
skin that can mimic sources of contact and assist in haptic AI
research. Producing ReSkin is quite inexpensive and Meta
is offering with it a much broader open-source ecosystem
for the touch processing domain which will include tactile
hardware, simulators, data sets, and benchmarks for the AI
community to benefit from.

Contact Lenses & Glasses
Other types of input devices such as AR contact lenses and
glasses allow bypassing the usage of smartphone cameras
or even a HMD to access the Metaverse [95]. Users need
only to wear the lens the way they wear contact lenses. In
addition to providing a gateway to the Metaverse, the lens
also corrects the vision of its user. Users can control it with
simple eye movements. Another tool for augmented reality
outside HMDs and hand-based sensors is the use of smart
glasses. A major advantage for these Metaverse enablers
is that they shift away from big and large form-factor
head-mount devices and provide similar services that the
large-sized devices provided in much smaller and compact
factors [96]. In that sense, they are a pleasant upgrade for
what users actually now already use in their daily life such
as contact lenses and glasses.

Wristband
Furthermore, a newer category of hardware has emerged
recently which is the usage of wristbands. These are
small devices, worn similarly to watches, and can detect
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(a) Head Mounted Display [82] (b) Hand Touch Controller [83] (c) Haptic hand-base controller [84]

Fig. 14: Examples of different hardware categories for enabling the Metaverse

and process slight finger movements and accordingly
convert them into other types of inputs and commands.
Such wristbands are being integrated more into AR
systems where users can type without any actual physical
keyboards, by just tapping on any surface, or play games
without any physical controllers by just moving their
fingers [97].

6.1.2 A Review of Business Driven Hardware
Depending on the type of experience, (i.e., AR, VR, MR),
different types of gears would provide different levels of
accommodation. For example, for immersive experiences
such as going to concerts or museums, VR headsets are
needed, while for online shopping and e-commerce AR
experiences, different types of equipment might be more
adequate. It is noteworthy that even software and web
companies such as Microsoft and Meta have jumped on
the wagon of producing Metaverse-related hardware. As
time passes, and more companies enter the Metaverse race,
the challenge is no more producing any Metaverse gear,
but rather producing affordable and lightweight Metaverse
gear to mass people to purchase and use. Furthermore,
in addition to producing hardware, companies are also
trying to provide Metaverse-related environments and
platforms for developers so that apps, games, and different
kinds of software can be written to derive a Metaverse
App community which will indirectly increase the usage
of the produced hardware. To this end, we showcase in
Table 1 some of the current Metaverse-related gear and
equipment that is being worked on. For each type of device,
we mention the company behind it, the product’s name,
its type, what subdomain of extended reality it serves, and
the price. In the remainder of this section, we review the
existing market products provided by major companies
interested in developing hardware for the Metaverse. We
highlight the name of the company in bold, and italicize the
product name.

HMD Devices
After purchasing the Metaverse headsets producing com-
pany Oculus, Meta revamped the headset line and currently
offers the Meta Quest 39 series of head-mount devices in

39https://www.meta.com/quest/

two forms. The Meta Quest Pro as well as the Meta Quest
2 series. The difference lies in the hardware specifications
between the devices. The Quest Pro version uses thinner
lenses than the Quest 2 version as well as it has better
resolution. However, both provide an immersive experience
and entrance to the Metaverse world. The devices can be
used in end-user applications such as games and creative
apps, as well as enterprise-level applications such as doing
meetings and other work tasks in the Metaverse.

Lenovo has been releasing Metaverse-related equipment
and gear since 2018. Their latest release is called ThinkReality
VRX 40 and offers solutions for immersive collaborations
and training on the enterprise level. An interesting notion
about the device is that it supports an open ecosystem for
developers to write customized software for the ThinkReal-
ity VRX headsets through its XR developer program called
Snapdragon Spaces using their openXR based SDK (Software
development kit).

Even though Microsoft is a software company at heart,
they also have been manufacturing and offering hardware
for a while such as laptops, mouses, keyboards, head-
phones, and webcams. They have also been manufactur-
ing Metaverse-related equipment through their Hololens 41

line of headsets. Currently, their Hololens comes in three
different editions that caters to different target audiences.
The base edition which is the Hololens 2 can be used in
regular environments, while the Hololens 2 Industrial edition
and the Trimble XR10 with HoloLens 2 editions are geared
more towards industrial settings. Microsoft also offers a
development edition that developers can use it to build MR-
based applications for the device.

HP has been producing computing hardware since its
inception in 1939, that’s why it is no shocker that they are
also producing Metaverse-related equipment. Their prod-
uct is called HP Reverb G2 42 and is a HMD with hand-
controllers which can be utilized for VR-related applications
in the domains of Architecture and engineering, healthcare,
education and training.

Magic Leap was founded in 2010 as a dedicated vi-
sual gear-producing company. They produce head-mount
base equipment geared towards enterprise and industrial

40https://www.lenovo.com/thinkrealityvrx
41https://www.microsoft.com/hololens
42https://www.hp.com/us-en/vr/reverb-g2-vr-headset.html
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TABLE 1: Metaverse Related Gears & Equipment

Brand Name Device Type Domain Price
Meta Meta Quest Pro Headset/Controllers VR Starting $1,700.00 USD

Lenovo ThinkReality VRX Headset/Controllers VR To be announced later
Meta Meta Quest 2 Headset/Controllers VR Starting $400.00 USD
Sony PS VR 2 Headset/Controllers VR Starting $549.00 USD
Valve Valve Index Headset/Controllers VR Starting $730.00 USD

Microsoft Hololens 2 Headset AR/MR $3,500.00 USD
Microsoft Hololens 2 Industrial Headset AR/MR $4,950.00 USD
Microsoft Trimble XR Hololens 2 Headset AR/MR $5,199.00 USD

HP Reverb G2 Headset/Controllers VR $599.00 USD
Magic Leap Magic Leap 2 Headset/Smartglasses AR Starting $3,299.00 USD

HTC Vive Flow Headset VR Starting $500.00 USD
HTC Vive Pro Headset/Controllers VR Starting $1370.00 USD
HTC Vive Focus 3 Headset VR Starting $1300.00 USD
HTC Vive Cosmos Headset VR Starting $500.00 USD

HaptX HaptX Gloves G1 Haptics/Gloves Hand-based Starting $5,495.00 USD
Google Glass 2 smartglasses AR $999.00 USD
Epson Moverio 2 smartglasses AR $699.00 USD
Vuzix M400 smartglasses AR Starting$1800.00 USD
Vuzix BLADE 2 smartglasses AR Starting $1300.00 USD

Mojo Vision Mojo Lens Smart Contact Lenses AR To be announced later
TAP TAP XR Wristband AR/VR $249.00 USD

Metaverse-related applications called Magic Leap 2 43. It has
a much compact and simpler form factor than traditional
head-mount equipment in the sense that it can be worn
as eyewear, although it is bigger than a regular eyeglass
size. They also provide tools for programmers so they can
develop software for the device.

Phone maker HTC is also producing Metaverse-related
headsets. Their series is named Vive 44 and contains sub-
ranges of products with varying hardware capabilities. Valve
also has its own Metaverse called Viverse 45 which is a
full-fledged Metaverse where users can join and partake in
events as well as purchase digital artwork.

Gloves, Glasses, Contact Lenses, & Wristbands
The company HaptX 46 provides haptic gloves to achieve
touching and haptic sensory-related tasks in the Metaverse.
Their G1 gloves line provides micro-fluid-based technology
geared toward industrial and mission-critical applications.
HaptX also provides a library of tools in the form of an
SDK where developers can write applications for Unreal
and Unity engines for the Metaverse.

Moreover, Google produces AR-related gear through
their Google Glass 2 47 product which is geared towards
enterprises. Unlike traditional HMDs, Glass 2 is lightweight
and compact which uses a transparent display and allows
for hands-free work, which can prove to be useful in some
industrial tasks.

Similar to Google’s Glass 2, Epson and Vuzix provide
lines of AR enablers through eyeglasses. Epsons’s Moverio 48

provides AR gateways and usability in different industries,
while Vuzix 49 has several sub-range models which integrate
with various MDM (mobile device management) software
to provide ease of use.

43https://www.magicleap.com/magic-leap-2
44https://www.vive.com/
45https://www.viverse.com/
46https://haptx.com/
47https://www.google.com/glass/start/
48https://tinyurl.com/nh49sy4d
49https://www.vuzix.com/

Apart from HMDs and smartglasses, some companies
such as Mojo Vision 50 are producing smart contact lenses
that can be worn on the eye and provide AR experiences for
the user. This is similar to wearing a traditional contact lens.
In addition to enabling AR experiences for the wearer, The
Mojo lenses provide also prescriptive features for the eye in
case the user had to wear contact lenses anyhow.

Finally, the wristband from TAP dubbed as TAP XR 51

provides a solution to the Metaverse which eliminates the
need for physical or even virtual keyboards and controllers
by enabling the user on tapping any surface or even
pointing to a direction and accepting that as an input
command. Furthermore, Meta developed the Metaverse
Wristband [97], which tracks the communication between
the nerves and the brain once worn. The purpose of this
device is to understand and adapt to user movements.

Gaming Consoles

Sony’s Play Station game consoles have been major sellers
in the electronic gaming industry. To this end, it is no
surprise that Sony has also joined the Metaverse hardware
race and now offers its own VR headsets known as PS VR
2 52. The VR headsets which also come with controllers
are geared more towards gaming and integrate with the
games in the PlayStation game consoles. Game developers
can develop their games and add immersive experiences for
the players.

The company Valve has been developing some of the
most played games in the industry since its formation
such as Half-Life, Dota, and Counter-Strike. They also own
and operate one of the biggest game portals in the world
known as Steam. Similar to Sony, they have also been
producing their own VR headset that accommodates their
games to provide more immersive VR experiences to their

50https://www.mojo.vision/
51https://www.tapwithus.com/product/tap-xr/
52https://www.playstation.com/ps-vr2/
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users. Their model is called Valve Index 53 and presents an
entire VR kit that comes equipped with a headset and hand
controllers.

6.1.3 Hardware Enabling Technologies
We study in this section the list of enabling technologies that
support Hardware development and growth in the market
of the virtual world as part of the Metaverse pipeline.

AI. With the rise of AI applications, its subdomains
such as machine and deep learning (ML & DL) have found
their way to also being used inside hardware equipment
pertaining to Metaverse-related applications such as HMDs.
It is worth mentioning that several of the points discussed
and highlighted in this section are used in conjunction
with each other. For example, when Federated Learning
(FL) is used with Metaverse-related hardware, privacy
is also applied alongside computing factors. Thus, we
can say that many of these criteria are intermingled and
work together to provide common goals to the users.
For instance, these devices are in need of access control
and authentication. Works such as [98] and [99] use DL
techniques for authentication and access control purposes.
In [98], the authors make use of DL to provide better
authentication mechanisms for the distorted iris regions
in HMDs, while in [99] the authors also make use of
different DL techniques for iris recognition. The authors
of [100] leverage the advantages of Neural Networks
(NN) and propose a lightweight framework, dubbed as
SurgeonAssist-Net, which provides virtual assistance for a
predefined set of surgical tasks. The proposed framework
can be used on commercially available HMDs such as
Microsoft’s Hololens. The authors of [101], also make use of
NNs in HMDs, however, this time, in the domain of speech
and sound feedback, especially for the deaf and people with
listening difficulties. Their approach relies on Convolutional
Neural Nets and is called ’HoloSound’ which utilizes deep
learning for classifying and visualizing the identity of
the sound and its location alongside providing speech
transcription for the users.

User interface and interaction. Given the wearable
nature of these devices, the way they are designed and
the way the users will interact with them make all the
difference in these devices’ usability and adaptability. For
example, hardware might be compact in size and have
small form factors. To achieve this, the internal components
of these devices should be smaller. This is becoming easier
to be achieved because semiconductors are also becoming
smaller. Furthermore, smaller micro-electromechanical
systems (MEMS) and compact batteries which have longer-
lasting capabilities are also a requirement for designing
more user-friendly Metaverse gear [102]. The effects of
user interfaces with HMDs are highlighted in [103], where
the authors discuss the impact of various interfaces in the
realm of interactive narratives on AR-related hardware
such as HMDs. There are several types of interfaces that
can be used in AR, such as Natural User Interfaces (NUI),
Tangible User Interface (TUI), and Graphical User Interfaces

53https://store.steampowered.com/valveindex

(GUI). Providing users with enjoyable interfaces for AR/VR
hardware has been the goal of several research works.
For example, the authors of [104] propose an asymmetric
interface for HMD (direct interaction) and non-HMD
(multi-viewpoint interaction) users that provide a better
experience with respect to their virtual reality environment.
The authors of [105] propose a novel collaboration-based
interaction method between users wearing HMDs in
virtual reality environments. This is achieved through a
communication interface that allows the users to exchange
information and feedback with their hands and feet.

Computing & Power. Given HMDs aim to provide more
immersive experiences, they render and contain multiple
views per instance as opposed to 2D imaging. Accordingly,
this requires more computing power from the HMD. The
authors of [106] compare the power consumption of HMDs
that offer 3D rendered views to traditional 2D views and
provide statistical analysis as to which modules of the HMD
consume more power and provide a couple of power-saving
mechanisms. Since HMDs are getting smaller in size, their
components are also becoming smaller in size. Several
attempts to ease the burden on the internal components
of the HMDs (i.e., CPU, GPU) in terms of computing and
rendering are being moved to software-based techniques.
For example, the authors of [107] use foveated rendering
which is a method that reduces the rendering computation
of the GPU inside a HMD. Besides, the authors of [108]
try to overcome the problem of optical distortions on the
level of GPU in real-time using a software-based approach
where a distortion map is built to fix the distortion and
fix the quality of the images. Finally, in [109], the authors
convert the process of asynchronous time warping (ATW)
that reduces the motion-to-photon latency in HMDs into a
programmatic one by proposing a field-programmable gate
array (FPGA) based approach which handles the temporal
quality compensation without the need for any ATWs.

Security. Just like any network-oriented component,
HMDs, and other Metaverse-related hardware and
equipment are vulnerable to several security risks. These
real-time devices create and capture large amounts of input
that can be sensitive. For example, hackers can change
the perceived reality and inject poisonous data that can
have a detrimental effect on the usability of the AR or VR
application, such as the driver’s focus on a road. Other
attacks can include displaying falsified information and
causing cybersickness [110]. Another important security
aspect in Metaverse-related hardware is the issue of
authentication. Recently, biometric authentication has come
to the surface given its little memory load [111]. The
authors of [112] propose a novel method of authentication
for HMDs called ’Oculock’ which is a human visual system
(HVS) based approach. The proposal works through an
electro-oculography (EOG) driven human visual system
sensing framework and fast authenticating scheme in which
different physiological and behavioral features, which are
extracted to assist in the authentication. In [113], the
authors present a different authentication approach called
’LookUnlock’, which uses passwords made from spatial
and virtual targets from the environment. This approach
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can circumvent shoulder-surfing attacks and provide an
additional layer of security for HMD users. Finally, the
authors of [114] use iris and periocular recognition to
authenticate users through the HMDs, which capture the
eye image. By using score-level fusion for the iris and
the periocular regions, the authentication performance is
improved.

Privacy. As these wearables become more ubiquitous
and easily affordable commercially, users are more
concerned about their privacy during their usage. On
the hardware level, unlike other attacks such as the one
targeting the application layer, the concern is to keep the
low-level code that makes the hardware run safe, secure,
and easily available for patches in case of a compromise.
Attackers can use hardware-level attacks to take over
a device, and later work their way into other layers of
the hardware and siphon information. Furthermore, the
amount of data captured by these devices makes them
interesting platforms to perform different types of learning
(i.e., ML, DL). However, these models would entail access
to private data. Several works have tried to tackle this
issue by proposing the usage of FL [115] with HMDs. For
example, in [116], the authors propose a new framework
that preserves the user’s privacy and uses FL in online
viewport prediction in 360-degree streaming. Unlike other
learning scenarios, collected and captured data does not
leave the HMD towards 3rd party storage for analysis,
rather the learning takes place on the HMD. In [117], the
authors also use FL coupled with RL to solve the multi-user
AR output strategy problem. In their approach, the RL
model gets trained on individual AR devices to produce an
output strategy, which is aggregated on federated servers.

Ethics and Sociopsychology. Various literature efforts
have studied the ethical implications of this hardware as
they directly interact and intersect with different social,
behavioral, and cognitive aspects of humans in general.
For example, the authors of [118] supply an overview of
various ethical principles in research especially pertaining
to child development. The authors of [119], also discuss
and explore the ethical as well as safety effects of using
existing hardware in low-income high schools, especially
in information technology and science classes. Moreover,
immersive experiences through various AR/VR glasses
and HMDs have had social and psychological impacts. For
example, the authors of [120] provide a systematic review
regarding the use of HMDs in the education of autistic
individuals. Moreover, the authors of [121], highlight the
benefits of performing a virtual field trip using HMDs,
against showing parts of the trip in regular 2D videos. The
reviews reveal that using immersive experiences via the
HMDs has more positive effects in terms of self-efficacy
and interest near the students even after a couple of
weeks from the experiment. The authors of [122] examine
the effects of VR in the domain of sport psychology
practice. Their work discusses some of the practicalities
of using VR technologies through HMDs and provides
recommendations to stakeholders that work in the domain
of sports psychology as to how they can use it in their
practice.

6.2 XR Frameworks
XR Framework is the second component in the Metaverse
Infrastructure layer of the pipeline. An extended reality (XR)
framework is a software development kit (SDK), toolkit,
or engine used to create a decentralized Metaverse for
augmented reality and virtual reality devices. It allows
individuals to easily create and develop applications for
the Metaverse by combining various open-source tools and
engines. Individuals and business owners can use an XR
framework to create 2D/3D environments, manage and
coordinate interactions with XR devices, and establish net-
working connections using client-server technology, among
other things. It helps to alleviate the burden of building
these tools from scratch and can provide a range of benefits
for those looking to develop applications for the Metaverse.
54 55 56 57 58 59 60 61 62 63 64 65 66 67

An XR framework typically includes hardware and
software components that work together to create and
manage immersive virtual experiences. When creating a
system architecture to develop an XR framework, several
development phases need to be considered to have a
complete framework infrastructure that could address
the different needs of developers and artists in creating
the Metaverse applications. For instance, individuals
should consider what technologies the framework will
address, where the application will work and using
which technology, what hardware devices are required
to run, and how we could visualize and interact with
it. The technologies concerning the development of such
an application need to address audio, video, text chat,
client-server communication, graphical editors, and digital
avatar creations. In addition to these hardware and software
components, an XR framework may also include guidelines
and standards for developers to follow when creating
immersive virtual experiences within the framework.
These guidelines may cover user experience, performance,
security, and other issues. We have listed the XR tools,
engines, and frameworks in Table 2. The table includes a
list of popular and widely-used technologies and a brief
description of their features and capabilities. Additionally,
in Table 3, we have included literature proposed references
for further research and development in the field of XR.

Communication and Networking. In terms of
networking and communication, frameworks should

54https://www.nvidia.com/en-us/design-
visualization/technologies/holodeck/

55https://www.meetup.com/colorado-vr-ar/
56https://unity.com/
57https://www.microsoft.com/en-us/mesh
58https://www.spatial.com/
59https://www.infinitecanvas.gg/
60https://create.roblox.com/docs/reference/engine
61https://developer.oculus.com/
62https://www.blender.org/
63https://store.steampowered.com/steamvr
64https://docs-multiplayer.unity3d.com/
65https://www.photonengine.com/
66https://www.openmined.org/
67https://aframe.io/
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TABLE 2: Emerging XR Tools, Engines, and Frameworks in the Market

Tool/Engine/Framework Usage
NVIDIA Holodeck 54 Photorealistic Collaborative Design in VR
CoVAR 55 Remote collaboration tool for AR/VR applications
Unity 3D engine 56 Creating 2d/3d materials, rendering, physics,. . .
Microsoft Mesh 57 Tools for spatial rendering, holoportation technology and avatar creation
Spatial 3D technologies 58 3D modelling and data interop tools
Infinite Canvas 59 Tools for development, engineering and supporting for gaming
Roblox rendering 3D engine 60 3D development engine for texturing, environment rendering
Meta AR/VR developer tools 61 Supports designing, building, and supporting AR and VR applications
Blender 62 Provide necessary tools for creating visual effects, animated films, 3d models, and motion graphics
SteamVR 63 Decouples input logic from individual controllers and VR headsets for user social interaction
Unity Multiplayer Networking (MLAPI) 64 Client-server connections and maintain connectivity for the clients
Photon Engine 65 Support multiplayer game development in cross platforms
OpenMinded 66 Open source framework for tools, resources, and libraries related to privacy
A-Frame 67 An open source web framework for tools, strategies, and engines related to business implementations

TABLE 3: Comprehensive Overview of XR Tools, Engines and Frameworks Available in the Literature Works

Tool/Engine/Framework Usage
Kim, et al. 2020 [123] Create a virtual environment in collaboration between its different entities using various XR devices
Chua, et al. 2022 [124] Allocate resources efficiently for vehicle users in the virtual world
Xu, et al. 2022 [125] Encryption model for the addresses of the users, their devices and services based on Blockchain technology
Kang, et al. 2022 [126] Privacy-preserving connection for the connected devices based on Blockchain
Zhu, et al. 2022 [127] MetaAID: enrich language and semantic technologies in creating digital avatars and twins
Yang, et al. 2022 [128] Protect the security and privacy of the user data
Chu, et al. 2022 [129] Optimize resources utilization and improve the users’ quality of service
Steinau, et al. 2019 [130] Systematically estimating and comparing data-centric procedures for business lifecycle processes
Canhoto, et al. 2020 [131] Map AI components in identifying the value of artificial intelligence and machine learning for businesses
Lee, et al. 2021 [132] E3XR: Analyze the design of an XR system based on the ethics and learning theory of the human aspects
Gong, et al. 2021 [133] Improve future XR systems’ usability and user acceptance
Rompapas, et al. 2021 [134] Project Esky: Collaboration in creating high-fidelity XR experiences among different XR devices
Kern, et al. 2021 [135] OTSS: 2D/3D Drawing and sketching with XR devices
Cannavo, et al. 2020 [136] Facilitate decentralized ownership and management of virtual assets using Blockchain technology
Bouachir, et al. 2022 [137] Usage of AI for Metaverse intelligent agents to create, explore and distribute content over the Metaverse
Yu, et al. 2021 [138] Usage of AI technology by recommending a personalized learning path or feedback on the user’s performance
De, et al. 2019 [139] Security controls that can be used for XR frameworks to enrich security aspects of XR applications
Chang, et al. 2022 [140] Continuous authentication approach to authenticate users continuously while in the Metaverse
Cai, et al. 2022 [141] Studies the acceleration of the Metaverse development on data storage, processing and streaming
Han, et al. 2022 [142] Propose tools to overcome the challenges of the limited power source and networking bandwidth speed
Dagher, et al. 2018 [143] Address privacy and security issues in the healthcare industry
Nair, et al. 2022 [144] Address the privacy risks associated with the Metaverse applications
Bibri, et al. 2022 [7] Provide practices to maintain an ethical and private Metaverse interactions

maintain a smooth communication layer between the user
interaction with the Metaverse and the users’ interaction
with themselves in the virtual environment. As such, XR
devices request intensive resources, and 5G may face
performance limitations. Therefore developers should be
able to identify the network challenges and deliver an
AR/VR capability in the networks. Some infrastructure
technologies can be considered for the matter, such as
caching, multi-casting, traffic engineering, quality of service
(QoS) optimizations, etc. Other solutions, such as Unity
Multiple Networking (MLAPI) 56, and Photon Engine 65 can
serve as client-server connections and maintain connectivity
for the clients with the usage of Remote Procedure Calls
(RPC). Such tools can enrich the networking layers, and
developers widely use them. Furthermore, protocols should
adapt for updating user positions with low latency or
receiving audio/visual sequences with minimal delays,
for that matter. A work in [124] addresses the issue of
transmission latency and provides a potential solution for
the system to allocate resources efficiently for vehicle users
in the virtual world.

AI. AI has been constantly used in application

development, and Metaverse creation using XR frameworks
can benefit from the digital intelligence it provides. AI
capabilities can enhance realism and immersion, facilitating
natural language interaction between users and enabling
intelligent agents for an immersive and interactive
experience. Examples of potential AI applications for XR
frameworks include chatbots, natural language processing,
avatar creation, efficient resource optimization, and image
and object detection. AI will be working behind the scenes
in creating customized avatars to connect people from
different cultures by minimizing the language barriers
between them and helping with user interaction and object
visualization in the virtual world. Specialized models in
each field will need to be trained to adapt to the problem
in every possible aspect, where intelligence is critical for
developing the Metaverse. For instance, the work in [127]
proposes a framework named metaAID that enriches
language and semantic technologies in creating digital
avatars and twins. It enables the Metaverse application’s
content creation while addressing the users’ preferences and
needs. The framework uses AI in the creation of intelligent
agents. In addition, the proposed framework allows
humans to customize and personalize the surrounding
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environment based on their preferences. A different work
in [137] discusses the usage of AI to build Metaverse
intelligent agents to create, explore and distribute content
over the Metaverse. While another work in [138] discusses
using an intelligent virtual reality interactive system to learn
how to brew pour-over coffee. The system is based on the
ADDIE model, a widely used instructional design model
for Analysis, Design, Development, Implementation, and
Evaluation. The system leverages AI technology to allow
the VR environment to adapt to the users by recommending
a personalized learning path or feedback on the user’s
performance.

Blockchain. Blockchain technology can facilitate
new immersive experiences and interactions in an XR
framework. Specifically, Metaverse communication and
enabling transparent and secure tracking of user activity
could be developed based on Blockchain technology,
in what capability and features it could provide for
users’ privacy and security. One work that considers
Blockchain in XR frameworks [125] in which it proposes
an encryption model for the addresses of the users, their
devices and services based on Blockchain technology,
which adds anonymity over the connectivity of physical
and virtual entities across the users and devices used with
the connection. The system leverages the distributed and
secure nature of Blockchain to create and exchange virtual
assets. Furthermore, the work in [136] proposes the usage
of Blockchain and XR technologies to enable decentralized
marketplaces for trading virtual goods and services within
the XR environment, facilitate decentralized ownership and
management of virtual assets, and enable the invention and
distribution of immersive content.

Security. Introducing security techniques into any
XR framework can help users verify and authenticate
themselves when they need access to the Metaverse
or while meeting other avatars. Authentication and
recognition of the users must be a top priority in any
XR framework development to ensure that this data is
protected from unauthorized access. Some tools that can be
used to protect against such malicious activity are using
authentication factors, including face and voice recognition
and two-factor authentication using physical and behavioral
biometrics. A work in [128] introduces an XR framework
where two-factor authentication can be used based on
chameleon signature and biometric-based authentication
to protect the security and privacy of the user. The paper
discusses developing a secure authentication framework
to ensure the traceability of avatars in the Metaverse. The
authors proposed a framework that combines Blockchain
technology with biometric authentication to enable the
traceability of avatars within the Metaverse. Furthermore,
the framework uses Blockchain to store users’ biometric
data and facilitate the creation of unique identities for their
avatars. This would allow the avatars to be traced back to
their real-world counterparts. Another work that discusses
the security aspect of an XR framework is presented in
[139], where a study is done on XR security and the system’s
privacy. The authors identified several security controls that
can be used for supporting XR frameworks, including data

encryption, access controls, firewalls, intrusion detection
systems, secure transmission protocols, and secure boot
and firmware update procedures. In addition, introducing
Blockchain and AI technologies can boost the security
of XR systems. Furthermore, the work in [140] uses a
continuous authentication approach to authenticate users
continuously while in the Metaverse. The system uses an
acoustic channel for authentication based on the ear shape
of the users and the sounds they emit while interacting in
the XR environment. Moreover, The system uses ear shape
recognition and audio processing techniques to verify users
in the background continuously.

Computing. Edge and fog computing can boost the
development process of XR framework. Such technologies
are being used in XR frameworks to enable real-time
processing and interaction with virtual environments and
objects and to support the expansion of intelligent XR
frameworks. A work in [141] shows how the acceleration
of the Metaverse development will result in excessive
demands on data storage, processing and streaming. The
demands of such Metaverse applications will increase the
merging of the cloud into the network and integration
of the edge and fog computing. Furthermore, the work
in [142] proposes a framework that provides various
tools to overcome the challenges of the limited power
source and networking bandwidth speed through the
usage of multi-use motion prediction, encode/decode
architecture for creating collaborative content, facilitate
rendering through cooperation in local and remote tasks.
In addition, to address the high demand for resources and
computing power, a work in [129] proposes admission
control algorithms powered by AI to optimize resource
utilization and improve the users’ quality of service.

Business. An XR framework for business can be used in
marketing and sales to demonstrate the effectiveness of a
product and engage further with customers. Furthermore,
the XR framework can be used for training and education
to create a simulated environment where users can practice
operations and procedures safely. In addition, collaboration
and teamwork will be gained through the immersive
experience. Some literary works propose a framework
for systematically estimating and comparing data-centric
procedures for business lifecycle processes aiming at
improving the efficiency and effectiveness of the business
management process [130]. The system consists of a set of
evaluation methods and criteria to be flexible and adaptable
to different management processes. Another framework is
proposed to map AI components in identifying the value
of AI and machine learning for ML [131]. The framework
consists of identifying business objectives using AI and
ML, assessing the risks and challenges, evaluating value
creation and destruction, and developing strategies to
mitigate potential risks. In addition, Unity and Unreal
engine offer visual edits, networking communication
tools, and physics engines that can help developers create
immersive and interactive customer experiences to enrich
business applications. Furthermore, A-Frame [145] is an
open-source web framework that can be used for XR
framework development, which offers a wide range of
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tools for developers to enrich their business products. Such
strategies, tools, and engines can be leveraged to integrate
with the development of an XR business to facilitate
business growth.

Privacy. The individual should be able to assess how
the information is collected and for what reason, avoid
any unnecessary data collection or user privacy-preserving
tools when necessary, and integrate them into their
framework development. In [126], the authors propose
an XR framework based on Blockchain technology, which
uses FL to provide a privacy-preserving connection for the
connected devices so that it uses model weights instead of
private row data with a third party—enabling decentralized
machine learning for the industrial Metaverse. Such
techniques can be used when developing an XR framework
to enrich its privacy and security capabilities. A work in
[143] is proposed, aiming at analyzing how the framework
could address persistent privacy and security issues in
the healthcare industry, in addition to the interaction
with the various needs of patients, providers, and third
parties. Furthermore, a different work in [144] discusses the
privacy risks associated with the Metaverse regarding how
adversaries can gain access to personal data from a popular
Metaverse application like VRChat. The Metaverse hosts
a massive amount of personal data that can be collected
and processed. Such data may include location, biometric,
behavioural, and financial data. The authors highlight
effective measures to protect user privacy in this emerging
virtual space. In addition, OpenMinded 66 is an open-source
framework that offers a variety of tools, resources, and
libraries to create privacy-preserving XR applications that
aim to protect the privacy of users.

Ethics & Sociopsychology. The Metaverse ethics reg-
ulation can be made at a framework level by integrating
some regulations into the development process. Govern-
ments can take specific regulations for engines, tools, and
frameworks to ensure ethical procedures are called upon
when designing such systems. For instance, a framework
introduced in [132] named E3XR aims to analyze the design
of an XR system based on the ethics and learning theory
of the human aspects. In addition, a study in [7] sheds
light on paying more attention to privacy and focuses on
the ethical practices of the Metaverse and how it can affect
surveillance in terms of the data, location and capitalism.
Such practices and best ethical practices must exist in any
XR framework to maintain a high level of privacy for the
user by having moral rules to follow. Furthermore, several
non-profit organizations and institutions [146], [147], [148]
are already studying how emerging technologies such as
XR affect the social and ethical considerations of humans.
Moreover, they propose a wide range of resources, legal
guides and policies to enhance the ethical considerations
of XR frameworks.

Some efforts are integrated into an XR framework’s de-
sign and development process. A framework is developed
in [133] to improve future XR systems’ usability and user
acceptance. Furthermore, several institutions in [146], [147],
[148] are also studying the sociopsychological impacts of
emerging technologies on the users, such as how the tech-

nology can affect the user level of social presence, empathy
and social interaction.

6.3 Platforms & MaaS

On top of the previous two discussed components, the
Hardware and XR Frameworks, enterprises can start imple-
menting platforms that offer the base or infrastructure for
Metaverse applications, including Metaverse-as-a-Service
(MaaS) solutions. They are virtual platforms and ready-
to-use solutions that combine AR, VR, and many other
technologies to produce virtual experiences. Platforms and
MaaS form the third component in the Metaverse pipeline.
This component comprise development and scripting tools,
hosting and networking tools, as well as tools for mon-
etization and commerce. MaaS companies may also offer
supplementary services such as analytics, user interaction,
and community management. This can enable new types of
social interaction, entertainment, and commerce, as well as
provide new chances for invention and experimentation by
motivating companies and people to develop and operate
their own virtual worlds without investing in the infrastruc-
ture. Decentraland and other Metaverse platforms facilitate
the construction, trading, and exploration of virtual envi-
ronments. The growing gaming and entertainment sectors
have played a significant role in the evolution of Illuvium,
Roblox, and Sandbox. Blocks of virtual real estate can be
found on the Metaverse platform Bloktopia, and social
networks can be found on ZEPETO. Major corporations are
working to develop such platforms with the aid of MaaS
so people can utilize the Metaverse for their employment,
education, and social relationships. Metaverse platforms are
also now widely used in the domains of education and
medicine.

Several factors need to be taken into account when
MaaS businesses offer their services and when deploying
such enormous platforms to be efficient, trustworthy, safe,
and most significantly, to target user requests since every
platform must have specific targeted users. To achieve this,
people must first specify the platform’s intended users, the
technology that must be utilized to fulfill the demands, the
kind of computing power required to manage it, and the
security and ethics measures that must be taken.

AI. Metaverse platforms employ AI algorithms to
personalize the Metaverse experience for users by
providing customized information, recommendations,
and experiences, as well as by recommending virtual items
for purchase based on their particular preferences and
conduct. In [149], the author argues that NLP and data
sharing technologies together with data visualization and
sentiment analysis can enhance customer satisfaction and
expectations in the Metaverse. In addition, AI can be used
to automate repetitive tasks and streamline processes,
such as content production, moderation, and analytics, to
boost productivity [150]. Moreover, Metaverse platforms
may face numerous risks and frauds in the present day;
therefore, Metaverse platforms and MaaS use AI to detect
and prevent security threats and fraud in the Metaverse
by, for example, detecting and blocking dangerous bots
and identifying and warning of suspicious behavior. AI
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TABLE 4: List of platforms and industrial solutions

Founder Tool/Engine/Framwork Usage
Verizon BlueJeans Video Platform
Nicolas Julia and Adrien Montfort Sorare Fantasy Football Games
Animoca Brands The Sandbox Own and Monetize Assets
David Baszucki and Erik Cassel Roblox Multiplayer Online
Ariel Meilich and Esteban Ordano Decentraland 3D Virtual World
Kieran and Aaron Warwick Illuvium Play-To-Earn Game
Robert Gryn Metahero Gaming, Profile Pictures, and Social Media
Michael Wagner Star Atlas Conquer and Gather Game
Ross Tavakoli Bloktopia Study and Meet New People

plays a crucial role in customizing Metaverse environments
and typologies, for instance by adjusting the difficulty of a
game or the layout of a virtual environment to the user’s
preferences. However, as with any other system, the use
of technology can be advantageous in many ways but
dangerous if certain factors are ignored. Implementing AI
into Metaverse platforms and MaaS can be challenging,
sophisticated, and knowledge-intensive. If AI is utilized
to create lifelike avatars and objects, MaaS and platform
owners must verify that these items are not exploited for
malicious purposes, such as phishing and impersonation.

Blockchain. Blockchain technology is predominantly
employed by MaaS companies and Metaverse platforms to
enable new forms of ownership, monetization, and gov-
ernance. Blockchain facilitates the storage and transfer of
avatars and assets between platforms in the Metaverse.
Utilizing Blockchain technology lends credibility and trust
to such transactions. By connecting the Metaverse, [151] is
pursuing the ability to move or teleport avatars from one
platform to another. As stated earlier, Blockchain technology
adds a layer of security to platforms, allowing for the secure
storage of assets on such platforms. MetaRepo is a new
solution proposed in [152] that enables users to easily and
securely store and utilize assets in the Metaverse. Using
Blockchain and its designed structure, they intended to
provide users with a novel way for interacting with other
Metaverse universes without the need for additional veri-
fication and security checks. Moreover, Blockchain enables
the implementation of smart contracts for the execution of
functions and the automatic management of the transfer of
digital assets [153].

Networking. The network plays a significant part in
evaluating the experience quality of every Metaverse
platform and MaaS services. The emergence and
development of the 6G network infrastructure enables
Metaverse systems to benefit from ultra-reliable and low-
latency communications and the support for huge numbers
of connected devices; Metaverse is now widely recognized
as the Internet fuel of the next-generation Internet [154]. The
vast amount of user interactions with numerous streams
must be gathered and handled in real-time. Specifically,
Metaverse platforms must take into account end-to-end
latency requirements, while certain Metaverse systems
apply 7 to 15 ms end-to-end delay limits [155] and it must
be less than 1 ms in critical applications such as a surgery.
The authors of [156] suggest a model for optimizing
Metaverse applications end-to-end and offer dynamic
control.

Computing. Power is an essential part to take into
consideration when deploying services by MaaS and
Metaverse platforms on the servers. Intel states that
Metaverse requires a 1,000-fold increase in processing
power68. With the development of computing and
supercomputers, it is now feasible to have a fully functional
Metaverse platform. However, standard and conventional
computing power cannot support the adoption of the
Metaverse, as Metaverse platforms require supercomputers
while measuring processing speed in terms of floating-point
operations per second (FLOPS) rather than the conventional
Gigahertz (GHz). Companies that host such platforms must
guarantee the availability of power and cooling systems.
This deployment has a significant influence on hardware
and energy consumption [157] since the Metaverse requires
extensive simulations and rendering tasks. Emulations
in a number of Metaverse platforms, such as Second
Life, are centralized and cloud-based [158]. In [159], the
authors proposed a new concept for Fog and Edge hybrid
computing architecture to use the computing capacity of
edge devices in order to perform intensive computational
tasks. In addition, [160] emphasizes the usage of mobile
edge computing (MEC) by delivering resources close to
endpoints in the Metaverse by comparing it to centralized
mobile cloud computing.

Business. Companies responsible for Metaverse
platforms and MaaS must limit the cost of their services
by balancing the expected input with the cost incurred
by users. On Metaverse, it is possible to develop new
company concepts, allowing users to integrate and profit
from innovative and new types of businesses. In addition,
modern firms are utilizing the Metaverse to improve their
products and minimize costs. The authors of [161] explain
why businesses should advertise in the Metaverse. The
Nike-Roblox case study was examined to demonstrate
the importance of advertising and communication in the
Metaverse, as well as how this affects their business, in
particular the interactions with regional and local markets.
Moreover, Disney is constrained by its users and customers,
thus it is partnering with the Zepeto Metaverse to extend
its consumer base by employing data mining techniques
[162]. Aside from that, large corporations are pursuing
the usage of Metaverse to lower costs by utilizing tele-
learning and creating virtual prototypes, which are less

68https://www.thehindu.com/sci-tech/technology/intel-
says-Metaverse-needs-a-1000-times-computing-power-
boost/article37977295.ece
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expensive to create virtually than physically. The authors of
[163] targeted the mobility in the Metaverse while taking
scenarios of meta-empowered advanced driver-assistance
systems to illustrate how Metaverse will shape the future
of the existing architectures. Furthermore, company cars
can use the Metaverse to simulate real-life car crashes to
improve their cars while spending a lot less money on such
simulations.

Security & Privacy. Security and privacy issues related
to data generated from the Metaverse are of major concern
for users. Having access to such data raises many concerns
regarding the manner in which these platforms utilize
the data [164]. AI models can be developed to anticipate
unreported information about users, such as their political
and sex tolerance. Multiple levels of synthetic data
dependability must be considered by platform owners.
By eliminating data biases and ensuring data privacy,
authenticating synthetic data can improve the fairness and
safety of AI algorithms [165]. Such sensitive information
must be secured and kept private. Implementing ”Know
Your Customer” (KYC) [166] in which businesses check
the identities of their clients and identify potential
hazards for money laundering or financing terrorism
is a wonderful way to improve customer experience
[167]. Implementing anonymization techniques to secure
users and their data is an effective strategy to empower
privacy. Furthermore, MaaS cooperation raises doubts
regarding their trust. Therefore, Metaverse platforms
should implement security and trust safeguards through
the service providers. In addition, before implementing
a service or platform, owners must examine the security
measures that a Metaverse platform enforces to protect the
safety of users and the quality of their experience, as a
large number of attacks are aimed at these platforms. For
instance, adversaries can compromise wireless access to the
Metaverse by altering the inputs to the learning algorithms
used for user authentication [168].

Ethics & Sociopsychology. Ethical considerations are
essential for maintaining a safe and clean environment for
user interactions. The users of these platforms might expe-
rience misbehavior, spam, harassment, and conflicts with
other users [169]. The software code of the Metaverse can
constrain the shape of the Metaverse, similar to the physical
laws of nature. Online surroundings and user behavior are
influenced by code [170]. Businesses and developers can
select which features will be included on the web platform
[171]. In addition, the personal boundary function is sig-
nificant since it was developed on the Horizon platform
after an avatar was sexually attacked by a group [172]. In
addition, the platform must be founded on the principle
of complete democratization in order to be open and fair.
The authors of [173] emphasized the need for moderators
to resolve community issues in the platform. In addition,
they proposed an incentive structure to encourage beneficial
user behavior. Users’ inappropriate actions must be dealt
with instantly. Misconduct on the platforms must be strictly
regulated and punished.

Fig. 15: Environment Digitization

7 METAVERSE ENVIRONMENT DIGITIZATION

Building on top of the infrastructural developments, the
next step is to start forming the virtual components and
representation in the Metaverse, which we refer to as Envi-
ronment Digitization. The Metaverse Environment Digitiza-
tion layer, the second layer of the pipeline, is responsible
for the creation and management of the virtual world’s
pieces. It ranges from copying real-world objects to human
representation as avatars. The main components of this layer
are Avatar Modeling, Rendering, and Sessions. Below we
detail each one of them. The first entry point to users in
the Metaverse is their avatar representation. Afterwards,
rendering the avatar representation as well as objects and
surroundings is the role of rendering engines. Consequently,
sessions are a result of data generated from rendered en-
vironment, that requires careful data handling, including
storage and query operations. To this end, we study in this
section existing advancement and state-of-the art research
and industrial achievements in each of the components
forming the Metaverse environment digitization. In Figure
15, we present an overview of some of the characteristics of
environment digitization as part of existing research focus.

7.1 Avatar Modeling

This section discusses the various technologies involved in
creating Metaverse avatars as part of the Environment Dig-
itization layer of the pipeline. Such a procedure is complex
by nature due to an expected level of realism. Metaverse
allows its users to represent themselves as avatars while
giving them new abilities to control and interact with their
environment. Moreover, new types of motions, including
leg and hand contraction, are newly introduced by the
Metaverse in which avatars should be able to replicate one-
to-one physical users’ motion. Thus, we instigate a unique
sub-pipeline, presented in Fig. 16, dedicated to the available
Metaverse’s avatar methodologies while Table 5 aggregates
the references used in this section for each category. The
pipeline considers the following: 1) Avatar Creation, 2) DT,
3) Interoperability, and finally, 4) Privacy and Security.

Avatar creation. Avatar creation is a significant aspect
of the Metaverse as it gives a capacity for a high level of
realism which affects the user experience. Users expect a
level of self-representation and the capability of portraying
themselves as they do in real life. In contrast, some others
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Fig. 16: Avatars in the Metaverse

TABLE 5: Avatar Modeling References

Category References

Avatar Creation [174], [175], [176], [177], [178], [179]
[180], [181], [182], [183]

Digital Twin (DT) [184], [185], [186], [187], [188]
Interoperability [189], [190], [191], [192]
Privacy and Security [193], [17]

want an unorthodox creation of their avatars, given the nec-
essary tools to complete this process. This domain includes
three fundamentals: Rigging, Skinning, and Shaping.

Rigging: is the process of creating a skeletal structure for
a 3D model. The skeleton is typically made up of bones
connected by joints and can be used to control the model in
the virtual environment.

Skinning: is creating a digital skin of avatars that can be
deformed to match the motion of a real-world counterpart.
This allows the avatar to mimic the appearance and move-
ment of the user convincingly. Once the rigging is in place,
the skinning process uses the skeleton as the foundation for
the skinned mesh. The skinned mesh is typically created by
starting with a basic shape followed by adding vertices to
match the skeleton.

Shaping: is the process of modifying the avatar’s look
to match its motion. When rigging and skinning take place,
Shaping is when skinned mesh uses the underlying skeleton
as a guide to enable deformations.

Currently, avatar creation can be done by either a manual
[174] or a model-based procedure. Manual creation is the
most commonly used technique and can be categorized
into three types: Photogrammetry [175], [176], [177], 3D
Scanning, and Character Creation Toolkits. The final results
of these processes are a complete avatar that includes the
three principles mentioned above.

Photogrammetry: can be used to create realistic and accu-
rate 3D models of users’ shapes. It is done by taking a series
of photographs from different angles and then using them
as input to reconstruct a 3D model from these photos. The
major limitation in Photogrammetry is the high dependency
on the quality of the given images. Such can be affected
by many factors, including the type of camera used, angle,

lighting, and distance from the subject. Time can also be a
factor, as Photogrammetry can take a Long duration to get a
suitable model, depending on the complexity of the image.

3D Scanning: is a process of collecting digital data on
the shape and appearance of a person in order to build
its complementing avatar. This data can be collected using
a device, such as a laser scanner, to record measurements
and take them as input for the digital 3D model creation.
Similar to Photogrammetry, 3D scanning is time-consuming,
requires some level of expertise and is expensive for the
typical Metaverse consumer.

Character Creation Toolkit: can be taken from two per-
spectives, either in the form of consumers or designers.
Consumer kits are business models that build avatars for
users in return for monetary value. In this case, users are
given a minimum set of tools to hand-pick their avatars
based on predefined assets 69 70 71. These toolkits usually
include various customization options, such as face shape
(eyes, nose, mouth, jaw), body style (skinned, fat, tall, short)
and colours (hair, body, eyes). However, this technique has
a major constraint in terms of realism as it limits the possi-
bilities of replicating the user’s intentions. As for designers,
creating avatars for the Metaverse requires a considerable
amount of manual labor and a high level of expertise in
avatar design domains 72 73.

The main challenges in manual creation are the time,
required knowledge, and material, which might not be
convenient when targeting typical Metaverse consumers.
As such, the Model-Based techniques address these issues.
These techniques employ AI-Based technologies to create
a highly realistic one-to-one avatar from a single image. A
machine learning algorithm analyzes a collection of images
to learn what features are common, including faces and
shapes, and then creates a model that can be used to
generate new avatars from a given image. This approach
has several advantages:

• It can be used to create realistic avatars that look like
the person they are meant to represent.

• It is possible to create remarkably expressive avatars
showing a wide range of emotions.

• It takes less time and effort than the manual ap-
proach.

Different AI technologies are employed to address the
aforementioned principles. For instance, most studies con-
sider Linear blend skinning (LBS) [194], a technique used to
deform a character’s mesh based on the latter bone structure
movement. In LBS, a character’s mesh is represented as a
set of weighted points (vertices) that are connected by lines
(edges). Each vertex is assigned a weight which determines
how much it will be affected by the movement of the bone
structure. The bone structure is represented by a set of
bones connected in hierarchical structures. Each bone has
a position and orientation in 3D space. When a bone moves,
all the vertices connected to it will also move according to
its weight. In [178], the authors trained a model based on a

69https://xr-marketplace.com/en/makeavatar
70https://readyplayer.me/
71https://maketafi.com/
72https://docs.unity3d.com/Manual/AvatarCreationandSetup.html
73https://www.unrealengine.com/en-US/metahuman
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generic 3D human body template. It uses a combination of
linear blend skinning and pose-dependent blend shapes to
represent the shape and pose of a human body. The model
is designed to capture the joint angles of a human body
and is composed of a set of parameters that can be used
to animate the Metaverse’s avatars. The model is created by
fitting 3D scans to a template, which is then used to generate
a set of parameters that can be used to generate an avatar.
The model consists of a set of joints and a set of joint angles
determined by fitting real people’s body scans to a template.
The work in [179] trains a facial shape and expression model
from 4D scans. The model is based on a deep convolutional
neural network and is trained on a large dataset of 4D
scans. The model can accurately map 3D coordinates onto
facial features such as eyes, nose, and mouth. In addition, it
is also capable of predicting facial expressions, including
emotions and expressions of surprise, based on the scan
data. In [180], the authors propose a modeling scheme for
capturing hands. Their scheme uses a combination of 3D
scans of various hand positions to train their model to
capture the geometry of hands. Different works followed
a similar architecture but with incremental advances in
accuracy and efficiency. For instance, in [182], the authors
extended the SMPL model and combined it with FLAME
[179] and MANO [180] to generate a mesh geometry with
higher fidelity from a single image. Conversely, the focus
in [181] was on avatar clothing. The authors used 3D scans
of clothed humans to train a model capable of generating a
pose-aware deformable clothed avatar. The authors in [183]
propose an auto-rigging approach by matching morphable
models to 3D scans. Once the rigged model is identified,
the authors apply the skeleton and then the skin to the
model. The results are similar to the handmade 3D meshes.
Additionally, using morphable models gives the capability
of reshaping the results to cope with the intended shape.

Digital Twin. The DT represents the physical entity as
a digital asset in the Metaverse context. According to [184],
DT can be either one-one direct control from the physical
entity or a model-based simulation trained from the inter-
actions of the physical entities. Regarding direct control,
the state of the arts focuses on sensor-based technologies
and pose estimation based on image stream input. Section
6.1 depicts some of the sensor-based avatar motions. Re-
garding pose estimation technologies, the challenge can be
summarized as predicting the 3D keypoints from an image
while projecting it on the avatar. [185] provides a survey
on the existing approaches of pose estimation-based avatar
controls while detailing the advantages and disadvantages
of each work. For instance, in [186], the authors provide a
scheme able to predict the 3d keypoints of an image even
when it is incomplete or truncated. [187] aims to solve
another problem where keypoints that do not have equal
weighted visibility should not have a similar effect during
the training procedure. In [188], rather than motions based
on a single image, the authors build a context in which pre-
diction is based on a fusion of images taken from multiple
views. By contrast, model-based motion does not require
the existence of physical entities once the predictive model
is trained. Such a technology can be used to simulate virtual
interaction between the Metaverse’s avatars as predictive
models of the physical world or to improve the in-verse

interaction between users’ avatars and their environment.
Interoperability. No matter where Metaverse users are

located or what technology they use, virtual applications
should allow free movement between the different worlds.
Interoperability is essential to complete this task as it allows
users to keep their avatars while efficiently transferring
them between digital worlds. For instance, in [189], the
author emphasizes the interoperability usage of seamlessly
transferring avatars and getting access to any environment
without compromising or changing the existing creden-
tials. However, interconnecting multiple virtual worlds will
suffer from different standards in the contexts of iden-
tity management, currency, modeling, and communication
protocols. Blockchain technologies can address all of these
issues. In this context, blockchain-based enabling technol-
ogy supports the interoperability of user avatars into any
Metaverses bypassing the hardware and software limita-
tions. However, placing all available technologies under
one blockchain network is far-fetched. As such, the usage
of cross-chain technologies is crucial for enabling interop-
erability in the Metaverse. For instance, [190], [191], [192]
discusses the benefits of blockchain interoperability, includ-
ing improved scalability, interoperability of avatars, and
improved security. Additionally, it enables the development
of more complex transactions, as well as the ability to access
a wider range of environments.

Security & Ethics. Technologies and advancements in
the Metaverses avatar allow for intricate and deep represen-
tation of the physical users on their avatar counterparts. For
instance, recent technologies can accurately project users’
expressions on their avatars by either their context (spoken
or written) or from a stream of image input. As such,
these technologies open opportunities for various security
risks, fraud, identity theft, and psychological manipulation.
For instance, a user can deploy an ML agent to analyze
the avatar’s facial expressions and interactions to predict
the physical user’s personality. As such, an outcome of
interaction can be predicted beforehand. Additionally, since
an avatar is the identity of its users in the Metaverse,
stealing an avatar is equivalent to stealing the original user’s
identity, which can be employed for impersonation and ma-
nipulation schemes. Thus, avatar authentication has a major
impact on the Metaverse. In this case, avatar interactions,
such as voice, text, and behaviors, can be used for identifi-
cation. However, it is challenging without having a custom
scheme or authority of control over the created avatars. In
this case, adversaries can create a model of the physical
entities capable of accurately simulating the physical users
[193], [17]. Consequently, such authority requires additional
personal information that breaches users’ privacy.

7.2 Rendering

The second component of Environment Digitization layer in
the pipeline is rendering. Rendering is a crucial component
of computer graphics that transforms 3D models into
images and animations, thereby playing a key role in
developing immersive Metaverse environments. This
customization enhances the user experience by providing
a personalized space. Various techniques and machine
learning models can be used to create multi-dimensional
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models, adjusting the lighting and shadows on objects
and surfaces. Despite its importance, rendering can be
computationally expensive, and there is a trade-off between
the texture quality and the models’ performance. The
primary goal of rendering is to achieve real-time realism
and stylization for an immersive experience. The techniques
aim to create vivid views, showcasing the features of visual
context and enabling customization of the 3D environments
to meet the user’s preferences [195].

Modeling, animating, and composing differ from ren-
dering in that they focus on creating geometric shapes or
objects in a 3D scene or moving specific frames to create
animations and compositions, in which are created by com-
bining multiple layers of images. To create 3D models and
images, algorithms, mathematical equations, and AI tools
are used to consider material, lighting, brightness, contrast,
and other visual elements. The output of these models can
be used in VR/AR games, movies, and applications.
Various tools, techniques, and software are used to create
high-quality images and animations to improve the visual
aspect of the Metaverse environment. One such technique
is generating high-quality environment maps for use in
front-facing AR applications, as demonstrated in [196].
Another approach, proposed in [197], uses real-time AR
technology for environmental acquisition and rendering
on mobile devices. Other tools for modeling and environ-
ment simulation include Unity3D [198], Auto-CAD [199],
Blender [200], ZBrush [201], and others. The development
of computer graphics has seen significant growth with the
use of rendering techniques, particularly in the movement
from 2D to 3D environments and in the Metaverse. Ad-
vances in hardware, such as the CPU and GPU, have en-
abled high-performance rendering and the creation of high-
quality models, images, and videos. In [202], a technique
for two-field lighting reconstruction is proposed for gener-
ating high-quality environmental maps for a limited field
of view (FoV) captured from a camera. Such methods can
address the challenges of mobile devices’ limited sensing
capability and mobility-induced noise. Popular rendering
techniques for environments include ray tracing, rasteriza-
tion, and global illumination. The Metaverse allowed indi-
viduals with disabilities to freely move within and explore
its virtual environment [203]. Responsive subtitling is also
provided to offer a personalized experience for each user.
In [204], a method to improve occlusions in the blending-
based method by predicting visibility and utilizing modular
image information is proposed. In addition to the visual
aspect, the acoustic aspect is also essential for providing an
immersive experience for users. For example, [205] proposes
a positional audio playback with extended coverage and
resolution in rendering, using a flexible configuration for
loudspeakers and encoding and rendering audio scenes in
Ambisonic format.

Realistic and Stylized Environments. Rendering in the
Metaverse can be divided into two main approaches: realis-
tic and stylized environments. Realistic environments aim to
simulate the physical structure of objects and environments
realistically, including the behavior of light, lighting, shad-
ing, and texture. Creating a realistic environment involves
data capturing, preprocessing, modeling, and rendering. Re-

alistic environments are typically used in video games, real-
world simulations, surgeries, and architectural simulations.
In [206], a rendering-aware learning scheme for efficient loss
computation and photo-realistic virtual object rendering
is proposed. Stylized environments aim to create a unique
environment for each simulation to provide an immersive
experience for the user. Such environments do not have to
follow realistic physics, allowing for custom color palettes,
shading, and ambient environments. The creation of stylized
environments involves specialized software for 3D mod-
eling, with artists creating initial shapes and appearances
tailored to a custom-made scene. Stylized techniques are
used in sci-fi-related games, dream-like simulations, and
fantasy environments.

AI. Intelligence is a major player in rendering, especially
for simulating lights reflections, study the physics of sur-
faces, improve image quality, generate virtual content, in
addition to applying styles and completing missing parts of
images. First, Ray tracing is a rendering technique that uses
AI for simulating light reflection in the Metaverse as a result
of interacting with objects. Examples of existing solutions
applying Ray tracing techniques using AI are the Nvidia’s
RTX platform and Microsoft DirectX Ray Tracing (DXR)
[207]. In addition, Deep Learning Super Sampling (DLSS) is
a promising application for rendering that uses AI and has a
potential for improving rendering engines in the Metaverse.
DLSS uses AI to upscale low resolution images, which can
reduce the computation required for rendering scenes in
the Metaverse with realistic and high quality results. The
Nvidia’s RTX platform utilizes DLSS [208]. Moreover, AI has
been adopted to perform style transfer between images, thus
it can be applied to produced effects and style objects with
reduce computation [209]. Furthermore, neural rendering is
another application of AI for improving rendering engines
supporting the Metaverse. In neural rendering, AI is used
for completing missing parts with realistic results using
incomplete or low quality images [210].

Networking and Computing. The 3D simulation is
more complex when considering the Metaverse. Different
3D objects that will change depending on the situation
will need to be rendered. It will need many resources to
render a detailed 3D space. Right now, none of the products
on the mass market can perform that74. The main idea
behind resource management revolves around resource
allocation, workload balance, task scheduling, and QoS to
achieve performance improvements [211]. One solution to
the complexity problem is outsourcing rendering tasks to
external servers while sending them back as a video stream
to the user’s device. Adopting this strategy can be beneficial
to reduce the costs for the consumers. Also, a delay problem
in rendering while using wireless VR devices persists
because of the intensive computation and communications.
The following paper [212] proposed a mobile augmented
reality MAR-based connection model for the Metaverse
and proposes a communication resources allocation
algorithm based on outer approximation (OA) to achieve
the best utility. Such a solution reduces communication and
computation costs. Furthermore, fog servers will also help

74https://uxplanet.org/metaverse-design-guide-part-3-
5e2f4fc6cd61
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to solve the problem of latency and high delay because
these servers can be located closer to the user to minimize
network latency.

Blockchain.Rendering tasks are highly dependent on
both central and graphical processing units. The server that
handles the rendering tasks will be unable to maintain a
sustainable rendering speed due to the increasing demand.
One solution can integrate a decentralized network of
computers to achieve cumulative rendering power; one
such network is the Render Network. It is a distributed
GPU power empowered by the Blockchain; it provides a
platform for sharing GPU power across users. By relying
on such a Platform, users can join the network and offer
their idle GPU resources in exchange for monetary profit.
Render calls the clients needing GPU power ”Creators” and
the providers available on the network ”Node Operators.”
When creators need something rendered, they send their
files to the network, and a job is created. The Node
Operators are then given these tasks, and those who render
are given Render Tokens (RNDR)75. The key advantage
for creators is the low overall cost of generating their
extremely complex files because they do not need to buy
and maintain the computers and to optimize the resources.
Moreover, in the concept of Blockchain, the stakeholders
need to access and hold assets in different virtual worlds.
Data interoperability across these virtual worlds is limited
due to the different environments in which they are built.
It is possible to exchange data on two or more blockchains
located in distinct virtual worlds using a cross-chain
protocol. Users can migrate more easily between these
virtual worlds because of a cross-chain protocol in the
Blockchain’s interoperability. This protocol allows the
exchange of possessions like avatars, NFTs, and payment
between virtual worlds, and it will provide the groundwork
for widespread Metaverse adoption [13].

Security and Privacy. The main objective of the Meta-
verse is to provide a shared environment that simulates the
physical world, allowing for personalized digital assets to be
rendered publicly in front of multiple users. Nevertheless,
Such a shared environment makes it a potential target
for security and privacy attacks and increases the risk of
malicious activities such as hacking, fraud, and abuse. Thus,
it is essential to have strong security measures in place to
prevent such incidents and guarantee a safe and secure
experience for all users.

Access control checks during asset rendering are a tra-
ditional way of ensuring security and privacy in a virtual
environment. In this context, integrating an access control
mechanism limits the visibility and control of information
and assets to authorized entities only. Furthermore, com-
plex access control also includes authorization levels that
benefit specific types where the shared environment is a
critical aspect of the application. Such an environment in-
cludes virtual teaching space [213], social apps, and other
entertainment platforms. Typical access control integration
is done through Access Control List [214]. However, this

75https://www.gemini.com/cryptopedia/render-network-3d-
rendering-software-render-token-rndr-token

mechanism incurs serious drawbacks, such as a lack of
delegation capabilities and forcing a central authority which
might incur performance and scalability bottlenecks.

An improved version of access control is proposed in
[215]. The authors present a spatial-based mechanism that
benefits from simulating the location of entire worlds in the
Metaverse applications to limit access based on boundaries.
Such boundaries include access limitation to either a spe-
cific place inside a region or the whole region. The main
advantage of this approach is shifting access from a basic
access check to conditional access based on object location,
where the access or denial is given by going through a
sequence of boundaries where the object is located. How-
ever, considering only the object’s location produces issues
when virtual environment places are rendered in different
altitudes [213]. In [216], boundaries are accessed through ID
cards, keys that can open areas within the Metaverses. Such
keys can be shared with others allowing access delegation
with multiple parties. Such a methodology is indicated by
object-capability security, as such an object is unique and can
be interacted with in a specific way. In addition to previous
approaches, the authors presented a visual implementation
of their work by simulating their mechanism in a real virtual
environment. Furthermore, patents regarding data privacy
have been registered. For instance, [217] propose a block-
listing mechanism that allows users to ignore others. The
main advantage is the avoidance mechanism that depends
on the location of blocked users. Rather than denying access
to a user in a specific location, the system will notify the
primary user of the existence probability of the blocked user
in a location. Moreover, in [218], another patent is deployed
to protect the Metaverse universe from malicious users and
the damage incurred from their existence. Such damage
includes damaging virtual world properties or affecting
account reputation. Thus, a rollback mechanism is proposed
in an attempt to restore the virtual world to a previous state
prior to the damage incurred.

7.3 Sessions

The last component of the Environment Digitization in
the Metaverse pipeline is Sessions. This section focuses
on Metaverse sessions’ data allocation, collection, security,
and usability. Sessions indicate the user’s engagement in
the Metaverse and the location where the user’s sensitive
data is handled. For that, session management should be
treated carefully. Sessions are created while launching the
application prior to logging in. They manage data such
as object state that represents the environment object po-
sition, status, and the user’s personal data. As a result,
controlling Metaverse session data is critical for various
reasons, including customer experience, data and security
regulation, and marketing effectiveness. Depending on the
session activities, we can differentiate between two kinds
of sessions. A private session belongs to a specific user. It
takes on a more personal tone. In contrast, sessions can
be public between multiple users where they can join the
same environment and interact with each other and with
the environment’s objects. In such cases, if the state of an
object has been manipulated by a user, the object state
should be edited for all the other users. Thus, sessions play
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a significant role in the real-time synchronization between
users.

AI. Session structure development and optimization
have been studied in the literature using AI from different
aspects. By applying AI for decision-making, the commu-
nication, computing, and caching resources can be collab-
oratively optimized [219]. Moreover, AI can play a major
role in session data access management in general. Through
resource optimization and data learning, AI can influence
the user experience and increase user engagement. Dealing
with dynamic data sizes, such as session data, usually re-
quires a combination of resource allocation, including cloud,
fog, and edge computing technologies [220]. In terms of
session optimization, AI plays a significant role by apply-
ing data categorization and then distributing the session
to multiple destinations/servers based on the classification
results. Thus, observing and analyzing the data traffic of
sessions is essential. Depending on the data priority level, AI
contributed to resource allocation, which is beneficial in the
case of stream processing scenarios [221]. Another problem
in the session data is scalability. Sessions are dynamic re-
garding the number of joiners, which is positively correlated
to session resource availability. AI can contribute to resource
allocation through on-demand-based scalability [222].

Blockchain. Critical aspects in the Metaverse are re-
lated to the session data storing, privacy, and integrity.
The considerable amount of personal data generated from
sessions raises a lot of privacy and security concerns [144].
Blockchain might be a suitable solution for session data
threats due to its unique characteristics such as data in-
tegrity, transparency, and decentralization [13], [126]. More-
over, blockchain can facilitate communication between ses-
sions from different spaces and platforms. Therefore, apply-
ing cross-chain for better data flow and transmission enables
the communication between various types of Blockchain
and offers better scalability [223].

Networking & Communication. The Metaverse relies
heavily on session networking and communication. The
immersive experience requires stable connectivity which
is prone to numerous unexpected communication issues.
The rising complexity and volume of session data for new
Metaverse applications, in particular, pose a tremendous
barrier to data sharing security [224]. In order to ensure
the quality of user experience in session communication,
ultra-high capacity and reliability for the wireless system
are needed, which the existing 5G system cannot provide. A
revolution in networking and communication is required to
attain the Metaverse paradise. For instance, the 6G wireless
technology appears to be a potential answer due to its ubiq-
uitous connectivity, ultra-low latency, ultra-high capacity
and dependability, and tight security [11].

Business. User data are beneficial due to the immersive
nature of the technology and the amount of time it will
be utilized. Metaverse platforms capture considerably more
sensitive information about consumers [225]. This level of
detail will be tremendously beneficial to brands. Through
session data, business owners analyze users’ behavior to
drive targeted materials in front of people in the Metaverse.
For example, billboards along a virtual street or a non-
playable figure standing on the sidewalk enjoying the prod-
uct enhance product positioning and marketers on a grand

scale. Moreover, businesses may investigate intimate and
intrusive aspects of their consumers’ lives [226]. In addition,
similar to social media, business owners may share data
with marketers, who could subsequently display related
product advertisements [227]. Furthermore, this data might
be utilized to feed applications’ algorithms to maintain users
on their platform for a longer time [228].

Privacy & Security. Privacy and security of session data
should be protected. Despite the benefits of session data and
the improvements that may be brought to the Metaverse,
several forms of data in the Metaverse must be protected
based on the user’s activity and type. In the case where
the user is a business, the size and type of data to deal
with are substantially larger and different from those of a
regular user, who just has his personal data [229], [230].
Metaverse content, personal data, analytical data, and quali-
tative data are all examples of Metaverse data that should be
secured [164], [231]. For instance, some basic solutions can
be applied such as data classification and terms continuous
updates. Additionally, more novel and reliable methods can
be applied such as the use of federated learning, which will
work as a promising solution for data privacy [232].

Sociopsychological & Ethics. Since session data are
very sensitive. Thus companies should be using all the
information gained from sessions ethically [233], [7]. From
a Sociopsychological perspective, the disclosure of sensitive
session data, like the visited places and Metaverse’s activ-
ities, can negatively affect the user’s psychological attitude
and may affect the user’s trust in the Metaverse. It can
impact the user mentally and emotionally [234], since users
trust the data collectors to secure their data while respecting
their privacy.

TABLE 6: Sessions References

Category References
AI [220], [219], [221], [222]
Blockchain [144], [13], [126], [223]
Networking & Communication [224], [11]
Business [225], [226], [227], [228]
Privacy & Security [229], [230], [164], [231], [232]
Sociopsychological & Ethics [233], [7], [234]

8 METAVERSE USER INTERACTIONS

Using the Metaverse infrastructure and building effective
rendering engines, the last layer of the Metaverse pipeline is
building user applications to empower immersiveness and
engagement. These applications present different types of
interactions involving the user. In this section, we complete
our proposed architecture with the last layer, i.e., the Inter-
action layer. The main types of interactions in the Metaverse
from a user perspective are categorized as (1) user-to-user
interactions, (2) user-to-business interactions, and (3) user-
to-object interactions. In Figure 17, we present an overview
of existing applications characteristics presented in the liter-
ature, including digital entanglement, digital stalking, busi-
ness transactions management, as well as security measures.

8.1 User-User Interactions
As part of the user interactions layer in the Metaverse
pipeline, we present the User-User interactions. A user-to-
user interaction mainly refers to the interaction that involves
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Fig. 17: Metaverse User Interactions

a user - represented by his/her avatar - with one or numer-
ous others. These interactions can take the form of various
virtual social encounters. Below, we name a few types:

• Socializing: Users in the Metaverse can socialize with
each other in many ways, including chatting, form-
ing groups, and attending virtual events and parties.
Such a category is the main key to enabling most of
the Metaverse applications.

• Gaming: Gaming is a popular form of user-to-user
interaction in the Metaverse. As Virtual reality games
are already approved by the users in the gaming
world, it is very likely that these games will be in-
tegrated into the Metaverse to allow a smooth expe-
rience for Metaverse gamers. A variety of games will
be offered through the Metaverse, which will vary
from First-person shooter (FPS) games to massively
multiplayer online role-playing games (MMORPGs)

• Virtual events: Events and concerts can take place
virtually without diminishing the user experience.
Avatars can interact at virtual concerts, conferences,
or exhibitions in the same manner they do physically.
This can entail many advantages such as reducing
costs and increasing user accessibility, in addition
to allowing a customized experience for each user
individually.

AI. AI is one of the main technological pillars that can
enhance the user experience of user-user interaction. First
of all, it enables a sophisticated personalization experience
where avatars can be recommended for attending virtual
events or training sessions according to their preferences. In
addition, it can ease up communications between linguis-
tically diverse users. The authors in [235] expect that the
AI technologies utilized in nowadays applications for au-
tomated translation (e.g., Facebook) can be further adopted
seamlessly in the Metaverse concept to facilitate commu-
nication. Some recent research in the literature took this
aspect a step further when they addressed the problem of
socializing with people with hearing loss. The authors in
[236] proposed that avatars can be trained to mimic the

Fig. 18: Avatar mimicking a letter [236]

Fig. 19: Interoperable Blockchain Gaming Framework
Across Multiple Games and Chains [238]

gesture of the speaking person using an AI system (Figure
18).

Blockchain. Furthermore, Blockchain can enforce the
Metaverse with a diverse of advantages in such a com-
ponent. Many works emphasized the importance of inte-
grating Blockchain within the Metaverse to enable powerful
features such as data security, privacy, and interoperability
in multiple user interaction scenarios [12]. To demonstrate,
Blockchain can be helpful in offering cross-game compatibil-
ity, where users can interact with other users while preserv-
ing their progress across games [237]. For instance, the work
in [238] devised a framework that offers interoperability
using Blockchain across multiple games and chains. The
authors claim that their framework (Figure 19) is capable of
facilitating next-generation Blockchain games. They empha-
sized deploying avatars on smart contracts to enable their
growth during the game’s progress. In addition to utilizing
the Genesis interface to allow games to share the avatar
while facilitating an asynchronous gaming experience.

Networking. The need for enabling connectivity for
interactions rises as the users connecting to the networks
are distributed in a highly dynamic, distributed, and ultra-
massive network [15]. Most MMORPGs and virtual events
will require a solid networking infrastructure where users
can feel the presence of others regardless of where they
connect from. State-of-the-art emphasized the role of these
networking technologies to enable an immersive experience
for the users using Beyond 5G and 6G. For instance,
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Fig. 20: Marshmello’s Virtual Concert inside Fortnite

Holographic Telepresence was addressed in several works
where researchers studied how a 6G of 0.1ms, backed by
terabits of bandwidth per second, is needed to allow such
an experience [239].

Computing. Moreover, any social event in the Metaverse
requires computing resources depending on the level of
realism the app seeks. According to [240], the majority of
the VR games’ minimum requirements are a processor Intel
i5-4590 (or AMD Ryzen 5 1500X), 8GB RAM, and an Nvidia
GeForce GTX 1060 (or AMD Radeon RX 400 Series) in order
to provide an adequate session for the users where they can
interact within it.

Business. Virtual events are gaining a lot of attention
lately and companies are racing toward attracting viewers to
boost their visibility. Many artists, singers, and performers
are collaborating with VR companies to advertise online.
To emphasize, one of the biggest events that took place
virtually in 2019 was a concert inside Fortnite featuring
the artist Marshmello [241]. Such a virtual event gathered
10.7M players to see that artist. The official recap on
Youtube acquired 62M views as of February 2023. It is
worth mentioning that the event had colorful effects and
holograms that are not possible yet in our physical world
(Figure 20). Moreover, the famous Canadian singer Justin
Bieber collaborated with the virtual entertainment company
‘Wave’ to perform his first live show as an avatar [242].

Ethics & Social. Many threats that already exist in our
physical world are subject to carrying their burden into the
digital one. Threats that may result from interactions among
people can be augmented in the Metaverse. Virtual stalking,
for instance, is considered a violation of the user’s personal
life. Stalkers with mental health disorders might track the
victim’s avatar to spy and collect data for mal-intension
purposes. The effect of such kinds of crimes and harassment
may have an amplified effect as well on the physical world
even when they take effect in the Metaverse [1].
While a lot of research was done on the previously
mentioned enabling technologies, there is an urge to study
more the relation between the user-to-user interactions with
the social enablers, including users’ privacy and security,
ethical, and psychosociological aspects as the current
literature are limited. We address some of these issues in
Section IX.

8.2 User-Business Interactions
The second type of interactions we study as part of the
Metaverse pipeline is the User-Business Interactions. In this
section, we describe the set of services offered by businesses
to users represented as digital avatars in the Metaverse. For
instance, a user can request to ride a car, purchase land or a
house, buy clothes, ask for a real-time language translator, or
attend universities and get trained. In this current literature,
there are no precedented attempts to categorize the User
to Business interactions based on the types of applications.
Therefore, we conducted a literature review to categorize
the groups of applications tailored for offering services
to avatars in the Metaverse based on the purpose of the
applications and underlying technology used. The resulting
categories include (1) Acquisition, (2) Employment, (3) Ed-
ucation, and (4) Entertainment. In the sequel, we present
the set of services provided in the Metaverse for each of
these categories. Afterward, we describe a common set of
enabling technologies that are shared across the different
applications offered by businesses.

• Acquisition: Purchase a property, such as land, build-
ing, house, apartment, car, clothes, etc., and convert
it to a digital asset.

• Employment: Attend the virtual twin of the companies
and perform the tasks required. From one perspec-
tive, the avatar is part of the business providing
services to other avatars in the Metaverse. From
another perspective, the avatar works for a company
or opens a business that is handled by a service
provider. In this case, the job of the service provider
is to offer the infrastructure needed to manage a
proper work environment such as handling tasks
and organizing meetings, delivering supplies, and
facilitating coordination and communications among
employees and customers.

• Education and training: Another form of user-business
interaction will be offered for education and train-
ing purposes. Avatars will be able to attend virtual
classes and training sessions. Furthermore, they can
work cooperatively to resolve assignments and dis-
cuss projects.

• Entertainment: attend a sporting event, concert,
casino, cinema, and theater virtually from the com-
fort and safety of their own homes.

Business applications simplify and relieve virtual users be-
yond worries about the underlying complexity, trust, pri-
vacy, and security. Services offered by businesses to avatars
are created, maintained, and optimized through a set of
enabling technologies that are customized in favor of the
Metaverse environment.

AI. AI is at the core of most of the services provided by
businesses in the Metaverse. Through the data generated
from various user interactions in the Metaverse, the volume
of generated data is enormous and can be employed
to reinforce knowledge and enhance intelligence by
personalizing experiences and services to improve user
satisfaction. Such data is the target of many business
owners to increase their market value by investing in the
Metaverse and developing applications pointing to the
richness of AI solutions. Digital Twin (DT) is one of the
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driving forces behind building applications in various
Metaverse environments [243]. In this context, DT is used
as a service offered by businesses. For instance, the authors
in [244] and [245] provide an example of how to build a
DT of a university inside the Metaverse. More precisely,
the authors described existing efforts in the business
sector to create virtual universities for improving learning
quality and overcoming spatial and temporal limitations to
perceive knowledge. Bright opportunities exist to improve
students’ immersiveness in learning through learning by
doing, either through virtual simulations or a deeper view
of their heritage and culture by visiting historical places
and sites and traveling through time. Furthermore, the
authors in [246] present a DT for building manufacturers
and automated supply chains, which offer services for
customers digitally and deliver the products to their homes.
In terms of using AI for growing business and serving users,
the possibilities are endless and include building virtual
robots inside the Metaverse to serve virtual users, either by
offering chatbots, real-time translation, tour guides, event
management, and tasks automation on-demand [12].

Blockchain. Multiple businesses in the Metaverse
attempt to use Blockchain as part of their services for
transparent management and increased value by gaining
the trust of users [247]. As part of the AI ecosystem, it is
important to use trustworthy data, which can be guaranteed
through the use of Blockchain [248]. An important aspect
to offer a business to users is to allow them to pay for
it. Through Blockchain, users can use the digital wallet
of cryptocurrencies (e.g., Bitcoin, Ethereum, Dogecoin,
etc) to pay for services and transfer funds safely and
securely [249]. The Blockchain in the Metaverse is also
used for holding the ownership of digital assets such
as lands, houses, or other digital objects. The work in
[250] studies the importance of using Blockchain in the
Metaverse for businesses while focusing on the importance
of cyberattacks detection and improvement of intra and
inter-organizational communications among manufacturers
through the Blockchain [251].
Moreover, businesses are more likely to target a variety
of interconnected Metaverse environments, or parallel
Metaverse, to offer their services. For the user’s
convenience, the same subscriptions, digital wallets,
ownerships, and benefits should be shared across multiple
environments. To this end, it is important to utilize the
cross-chain concept to facilitate teleportation and maintain
high standards of security and transparency. For instance,
the authors in [126], propose the use of cross-chain-
empowered federated learning solutions to improve the
security and privacy in the industrial Metaverse.

Networking. The increasing volume of data generated
through the IoT devices and users’ interactions with
Business services raises the need for producing faster
network connectivity for real-time application response
[141]. For instance, real-time digital asset rendering
and physical world synchronization for supporting DT
require higher network resources [11]. Furthermore, data
aggregation for processing and conducting intelligent
inferences requires networking support. Furthermore, it is

vital to maintain seamless transitions or teleportation of
the same service across multiple Metaverse Environments
when the user moves [154]. With the development of 5G,
these network requirements are slightly relieved, due to
the high internet speed and scalability offered compared
to previous generations [252]. Since a high data rate for
rendering is required, where computation is more likely
not performed on the headsets or locally, the use of fog
and edge computing is becoming handy. Supporting the
immersiveness, immediacy, consistency, and reliable API
requests between the users and applications is possible
through the 5G [253].

Computing. Computing requirement is tremendous
in the Metaverse due to the need for data processing, AI
solutions, XR, and content creation in general. Suitable
computing infrastructure that must be adopted by
businesses include cloud computing, fog and edge
computing, and computing first network (CFN) [253]. While
cloud computing offers massive computing power allowing
fast processing of large volume of data and handling a
vast number of API and service calls, networking delays is
the main issue behind relying solely on cloud computing
to support the Metaverse [16]. Consequently, edge and
fog computing can complement the cloud computing
power by offering additional computing resources near
the user, eliminating the issue of high delays for virtual
rendering and real-time response [19]. However, fog
and edge computing have limited computing power to
support the Metaverse, especially when the number of
users increases while counting more on interoperability
across different environments. Finally, a business can
resort to CFN, which improves computing and networking
availability by leveraging more servers from within the
edge computing layer but at different locations, thus
empowering distributed edge computing [254].

Privacy and Security. Businesses must deal with ma-
licious users attempting to steal users’ data and attack
services and applications in the Metaverse [1]. Privacy
and security risks are connected to each of the enabling
technologies supporting the Metaverse. Through attacks on
authentication mechanisms, malicious users might attempt
to impersonate an avatar and steal the access credentials
through simple techniques such as email phishing or by
imitating voice, behavior, and appearance [231]. As a result
of the huge volume of data from users’ interactions which
are mainly transferred for analysis and AI model updates,
such data can be accessed by the attacker through the
network for stealing valuable information or tampering.

Business. Business in the virtual world has a different
feel following all the advancements of technologies, more
importantly, AR, MR, and AI [255]. Marketing and branding
using AI with the help of generated data from interactions
and the existence of intelligent virtual assistants. To this
end, more opportunities exist for businesses to scale and
grow by offering more flexibility for the users to check
the products in AR mode. While the user is in a virtual
shopping store, the computing machines in the background
hold the history of data related to all interactions and
time spent looking for certain categories, allowing the
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development of more robust marketing. All these factors
lead businesses to invest millions of dollars in developing
Metaverse applications to widen their market and benefit
from the hype of virtual technology and intelligence [225].

Ethical & Social. Ethical and social aspects are of im-
mense importance in the Metaverse where businesses can
develop and serve applications without precautions of the
impacts on human lives [256]. A major issue is related to
data collection, where concerns are raised about the amount
of data collected, the sensitivity of such data, and the
privacy implications [172]. Furthermore, aligned with the
objectives of Metaverse to offer immersiveness and near-
real-life experience, some applications offered by businesses
can have a negative impact on users’ lives (e.g gaming in-
dustry). Furthermore, lack of awareness and cyberbullying
are major concerns that can increase with the circumstances
and freedom of behavior provided in the virtual world [257].
From another perspective, when utilized for the correct pur-
poses, the Metaverse is a great opportunity for expanding
businesses and providing opportunities for users to develop
economies and earn living by making money as they work
[256].

The Metaverse offers a golden opportunity for busi-
nesses to grow and increase their profit and market value by
embracing the new advancement in virtual technologies and
intelligence. Despite the growing trend towards building
more applications for serving users in the Metaverse, it is
challenging to account for the concerns related to trusting
AI, securing user data and transactions, mitigating security
issues and vulnerability, and respecting ethical guidelines
and social implications on human lives.

8.3 User-Object Interactions
Finally, another type of interactions as part of the User
Interactions layer of the Metaverse pipeline is the User-
Object Interactions. The user-to-object interactions represent
any sort of interaction where the avatar is in contact with
virtual models or a digital environment in the Metaverse.
These interactions can take various forms in the Metaverse
such as owning objects, using objects, and having DTs of IoT
devices. Furthermore, object rendering and manipulation
can be affected by the rendering features used and the types
of applications, such as having non-static environments, a
custom field of view or viewport, and offering advanced
texturing and sensations. Users are assumed to be able to
manipulate any of these digital objects as they do in the
physical world in order to provide immersion. Below, we
discuss these categories and highlight the research efforts
toward enabling this type of interaction.

• Owning objects: This is where users can exclusively
possess and control items in the Metaverse. Items
may include real-estates, cars, pictures, or cosmetics.

• Using objects: This category refers to the ability of
the user being able to manipulate the item state
by triggering a certain action or to use it for other
purposes, such as user relocating.

• DT IoT devices: Some devices integrated within the
Metaverse can represent a real-world IoT device
that could be controlled in a similar manner. Digital

smartwatches are an example where a user can track
his progress while completing a task (e.g., gam-
ing, health-related, or work-related tasks) inside the
Metaverse. Strong interaction occurs when such de-
vices exhibit real-time manipulation on both physical
and digital ends.

• Custom field of view: Personalized features and objects
based on the user preferences, such as manipulating
the surrounding object colors and shapes for helping
colorblind users, or for adjusting stress and depres-
sion levels.

• Textures and sensations: Capture tactile features to
virtualize the sense of touch and playback sensations
following the user interaction with the object. An
example is to be able to sense the texture of clothes
in fashion stores inside the Metaverse.

• Non-static environments: Environments that change
over time as a result of object manipulation and user
interaction. Specifically, the virtual world should re-
semble the physical life, therefore objects are affected
by metabolism and metamorphosis depending on
the environment and surrounding conditions.

AI. In the Metaverse, the environment is composed
of virtual objects, that are either built manually using
advanced visualization software or constructed using AI.
Following the advancements in AI, it is now possible to
build meshes of different objects in the Metaverse [12].
These objects (even human body parts) are rendered and
manipulated by the users, thus the resulting shape, rotation,
direction, and movement can also be handled using AI
solutions through an automated and intelligent workflow.
Nvidia proposed GANverse3D, which takes images of ob-
jects in the physical world and transforms them into 3D
virtual objects with impressive accuracy [258]. There also
exist other attempts to handle object manipulation through
shape update and texture learning using generative models
[259]. In the same context of object rendering and ma-
nipulation in the Metaverse, DT requires synchronization
between the physical and virtual worlds depending on
the action applied to the object in either direction. Using
AI and DT, it is possible to achieve this synchronization
through state analysis, movement prediction, task learning
and autonomous completion, risk reduction, and predictive
maintenance [260].
Furthermore, businesses focus on the development of DT
tools and frameworks, which are empowered by AI for
object modeling and simulation. For instance, DT is utilized
in the manufacturing industry through the Siemens Digital
Twin tool 76. This tool offers means for simulation, mod-
eling, data analytics, and visualization. Similarly, Microsoft
Azure Digital Twin77 offers a cloud-based DT creation and
integration for object modeling and simulation. Besides, the
Digital Twin sotware by GE 78 is another platform offering
DT solutions for managing models of industrial assets.

Blockchain: Providing immutability is also one of the
main pillars to have a reliable environment. Blockchain is

76https://www.plm.automation.siemens.com/global/en/
our-story/glossary/digital-twin/24465

77https://azure.microsoft.com/en-us/products/digital-twins/
78https://www.ge.com/digital/applications/digital-twin

https://www.plm.automation.siemens.com/global/en/our-story/glossary/digital-twin/24465
https://www.plm.automation.siemens.com/global/en/our-story/glossary/digital-twin/24465
https://azure.microsoft.com/en-us/products/digital-twins/
https://www.ge.com/digital/applications/digital-twin
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Fig. 21: Digitally entangled IoT device

envisioned to be integrated within the core of the Metaverse
even at the level where users are interacting with objects.
NFTs on the one hand are derived from smart contracts to
appear as tradeable objects that are preserved by Ethereum.
It offers immutability, decentralization, and interoperability
to the objects to be utilized across platforms [25]. Further-
more, many concerns arose from the centralization of differ-
ent objects, such as games and their rules, where privacy,
latency, and rules manipulation were not accepted to be
handled by central authorities. These concerns motivated
the research industry to investigate a decentralized com-
putation and token management infrastructure empowered
by Blockchain [261]. They also claimed that the proposed
framework can give further consistency to the NFT trading
system across players and games.

Networking. Creating a seamless and integrated
experience inside the Metaverse is a step toward achieving
immersion. A DT of a certain object may truly reflect its
real-world counterpart if it was digitally entangled. A user-
to-object interaction provides a sense of sight and control
to the digital replica of a certain IoT device. DT Network
relies on advanced telecommunication technologies to
achieve seamless connectivity among multiple objects
and their digital replicas [262]. The entanglement of such
devices must rely on several factors to operate properly. For
instance, the physical device needs to be connected through
either (1) Bluetooth 5, (2) Wifi 6, or (3) LoRa in order to
transmit data. In parallel, using high-speed network links
(e.g. optical fiber) is essential while relying on optimal data
compression techniques in order to enable real-time data
communication and reduce latency [263]. In such a manner,
alternating the state of the object, digitally or physically,
may result in real-time changes to its counterpart. Figure
21 reflects how IoT devices can be connected through the
network.

Computing. More objects to render results in the
need for more computing power to achieve real-time
immersive interaction between users and the surrounding
environment. The creation of the environment at first

requires powerful machines to render the whole scene,
which is usually done by cloud computing. Following
user-to-object interactions, fog and edge computing can
be used to offer sub-rendering as a consequence of object
manipulation [264]. Furthermore, fog and edge computing
can be used to empower personalized experiences which
require separate computing power for the user that usually
resides nearby. There exist some efforts in the literature
to pre-render the scenes before the users ask them, such
as loading the scene by predicting the next angle from
the field of view or viewport the user would look at
from the headset [116]. This mechanism can reduce the
delay that the user should wait to have the environment
rendered. In addition, considering different preferences or
customized fields of view for users raises the burden on
computing requirements to handle the increasing volume
of requests [265]. Moreover, Data generated following
object manipulation that is either shared or owned by users
requires real-time digestion and inference using AI. Hence,
more computing and storage are needed to handle the data.

Business. Trading virtual objects is something very
common nowadays. There exist businesses that function
on the idea of advertising and trading for NFTs which can
vary from virtual real estate to in-game items. One of the
well-known companies is NBA Top Shot 79 which offers
a platform to trade officially licensed highlights from the
NBA. A lot of users are already supporting the NFT concept
to the extent that some items are being sold for millions of
dollars. As of 2021, an artist named Pak sold his artwork
for $91.8M, the most expensive NFT to ever be purchased
[266].

Ethics & Social. Users and businesses of the Metaverse
should follow certain rules when it comes to object creation,
rendering, and personalization. For instance, personalizing
the experience for the user based on some preferences could
affect this person’s personality and demands for the same
objects or experiences in real-life [172]. If every user in the
Metaverse has the power to control the objects, then there
is no control over the whole environment due to the lack of
proper policies. Proper control over the types of objects and
manipulation permitted should take place, which requires
a careful study of the implications on the psychology of
users, in the long run [256].

Security & Privacy Just as in real life, the Metaverse
is assumed to offer freedom for interacting with objects
while conserving the physical laws as much as possible.
However, owned objects in the Metaverse should not be
stolen or sabotaged by others. NFTs can empower such a
feature while preserving the state of the object in case it was
modified by a nonauthorized user. Furthermore, Federated
Learning can also be applied to this field to study how
users are reacting to object manipulation, and to extract
knowledge from their sensors in a secure manner.

79https://nbatopshot.com/
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Fig. 22: List of challenges per component in the Metaverse
ecosystem

9 EXISTING CHALLENGES & RESEARCH DIREC-
TIONS

The world is not yet ready for the full adoption of the
Metaverse. The literature still requires a careful study of lim-
itations and requirements to elevate the user experience and
achieve the Metaverse objectives. Following our detailed
literature review for each of its components, we study in
this section the existing challenges of academia and industry
facing the Metaverse realization. In Figure 22, we summa-
rize the list of challenges per component in the proposed
pipeline and multi-layered Metaverse architecture.

For each set of challenges per component, we present a
detailed study of potential impactful and effective research
directions. Our presented directions are a result of a thor-
ough study of the current demands to empower immersive-
ness and realism in the Metaverse ecosystem. In Figure 23,
we summarize these directions.

In the sequel, each section contains a list of challenges
followed by potential research directions.

Fig. 23: Future directions per component in the Metaverse
ecosystem

9.1 Hardware & Equipment

Despite the major benefits that the hardware and equipment
enable the end users, entities, and organizations, there are
some challenges that need to be tackled in the future. One
of those challenges is lowering the production costs of these
devices so that they can be more affordable to the public,
especially since Metaverse-related applications rely heavily
on these devices to provide richer experiences to end users.
Another challenge is to encompass or fit more computing
and networking power as well as more graphical abilities
alongside more features while keeping the device size
as compact as possible. Furthermore, existing hardware
still faces many limitations in supporting technological
advancements. These limitations include the field of view,
rendering resolution, and battery life [267]. Some hardware
also still lack the support for advanced features that
empower immersiveness, such as eye tracking and haptic
feedback capabilities. In terms of compatibility and cross-
platform support, most of the hardware and equipment
are not compatible when deployed for supporting cross-
platforms or applications across different Metaverse
environments. In addition, these devices require constant
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updates to cope with the technological and software-based
advancements to adjust and upgrade their capacities. Such
upgrades require constant maintenance and are expensive
and time-consuming.

Existing Hardware and Equipment for supporting the
creation, development, and deployment of the Metaverse
are still in their infancy. Research is required to develop
new display technologies, such as holographic and light-
field displays, to improve realism and immersiveness using
VR and AR technologies [268]. In addition, research on
new technologies for building input devices is required,
such as gloves or full-body suits. In addition, accessibility
should be addressed by research on new techniques to
support people with disabilities to use the Metaverse. This
is possible through improving haptic feedback and utilizing
eye-tracking technologies. It is also important to support
voice recognition and control by improving its accuracy
and responsiveness. Moreover, sensors on hardware and
equipment require additional improvement to maintain
stable accuracy by improving calibration algorithms and
utilizing machine learning. Furthermore, the sensors’ range
and flexibility should be improved, which is important
for motion-capturing devices. Range and flexibility can be
increased by improving the speed and quality of the signal
processing algorithms while incorporating and optimizing
the use of additional sensors [269]. Concerning manufac-
turing, hardware and equipment production must adhere
to sustainability and eco-friendly requirements. Moreover,
the energy utilization of devices should be further studied
by investigating the use of low-power components, such as
processors and displays. It is also possible to reduce the
energy usage on the devices by resorting to the cloud or fog
for faster computing and developing power management
software on these devices.

9.2 XR Frameworks

Several aspects are negatively reflected regarding the
challenges of creating and adopting an XR framework.
There exist several challenges in relation to the use
of these frameworks, due to the limited features and
capabilities offered. These limitations are represented as
the inability to access and use the XR experience since XR
frameworks may not operate with all devices and operating
systems, causing communication or interaction delays.
In addition, the overall complexity of XR frameworks
for the users would make them less likely to use or
interact with the XR experience. Furthermore, in terms of
communication, the XR experience’s reliance on networked
communication to enable real-time interactions could
impair its quality, restricting its ability to gather and
analyze data in real time [270]. These challenges limit the
possibility of integration between the XR frameworks and
any of the pipeline components related to the Metaverse
development ecosystem. This includes limited support for
rendering and user interactions. In addition, applications
offered or supported by these frameworks are exposed
to various limitations affecting user immersiveness. For
instance, existing XR frameworks have poor tracking and
spatial understanding, leading to imperfect rendering and

processing of the surroundings. On the other end, XR
frameworks are subject to performance issues leading to
latency or drops in frame rates. This can be a result of
poor development quality or the lack of compatibility
on multiple hardware and equipment, platforms, and
Metaverse environments. With regard to existing guidelines,
there are no standards that can regulate the deployment,
development, and compatibility of the XR frameworks,
which may lead to fragmentation problems. Additionally,
the XR frameworks may communicate private information,
proprietary information, and location data across the
network, exposing them to security risks, including hacking
and data leaks, which may affect the user’s confidence
in using the XR experience. Finally, there is a challenging
trade-off that existing XR frameworks should study,
which is the balance between improving performance and
realism. In other words, improving and optimizing the
performance of these frameworks could lead to reducing the
immersiveness, quality of rendering, spatial understanding,
and realism, and vice-versa.

In order to reflect on the challenges discussed over the
XR frameworks, several aspects of potential directions and
measures can be taken to lessen them and suggest potential
solutions to ensure a positive experience for both developers
and end users. An important direction is to adopt standards
and protocols, ensuring that various XR frameworks and
systems may communicate and interact with one another
through developing and creating open-source libraries or
APIs. Another direction is to create XR experiences that
are simple and intuitive for users to understand by incor-
porating user feedback into the design and development
process. Furthermore, creating new networking protocols
and technologies that are more effective and resistant to
latency and bandwidth limitations could improve network
performance [154]. Moreover, the XR framework should
offer solutions for the increased complexity of supported
applications through dynamic scaling approaches and im-
proving compatibility measures. Besides, real-time move-
ments and tracking synchronization are vital for supporting
interoperability, which is possible by developing standards
to be adapted across these framework creators. In addition,
maintaining the security and privacy of users’ data by
implementing a security mechanism that limits access to ad-
versaries, such as encryption and authentication procedures,
and ensures compliance with security legislation. Finally,
creating AI models and algorithms that are transparent and
accountable, and take into account diversity and inclusion
during the data collection and training processes [271]. AI-
based solutions should be developed to support social inter-
actions by developing advanced natural language models
and tools. Therefore, collaboration among specialists from
different fields is vital in improving the XR framework
development and usage.

9.3 Platforms and MaaS

As a result of the size and complexity of Metaverse
Platforms, their deployment and development are
being negatively impacted by a variety of factors. The
interactions amongst avatars necessitate tight latency
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and network dependability requirements. 6G is indeed
a crucial deployment solution for the Metaverse [272].
However, the communication protocols and optimization
techniques must be thoroughly explored to match the
anticipated needs. When speaking of Metaverse platforms,
enormous computing power and resources are necessary.
The availability and efficiency of existing algorithms to
compile such voluminous amounts of generated data are
challenged by these factors. In addition, improvements in
the performance of distributed computing are required to
improve the operation and efficiency [273]. Besides, users
will be subject to security and privacy risks concerning
identity theft and cyberbullying within the platforms [274].
Moreover, a high degree of trust must be maintained
between users and the platform to provide a positive and
secure user experience. Numerous aspects emphasize the
necessity for strong procedures to regulate the conduct
of avatars in the Metaverse to prevent criminal and
immoral activities, which is still missing and requires
careful investigation. In terms of regulation, there is no
content monitoring in existing platforms to avoid harmful
or offensive behaviors in the Metaverse. Besides, there is a
need for a monetization model that controls the platforms
and MaaS providers. In this context, it is challenging to
balance profitability with user experience and fairness.
Finally, there is no support for interoperability between
different Metaverse platforms [275]. In addition, the
integration between various platforms within the same
complex Metaverse environment is not yet supported.

The back end forming the backbone of Metaverse plat-
forms and services requires flexibility and scalability in
terms of computing and networking performance. There-
fore, the Quality of Service (QoS) can be improved by
integrating the use of cloud and fog computing that utilize
containers and micro-services architectures for seamless on-
demand deployment [276], [277]. Through a distributed on-
demand fog and edge computing architecture, the comput-
ing and networking load are reduced between Metaverse
users and the cloud, relaxing resource utilization. Further-
more, it is important to develop resource management solu-
tions, ensuring effective and efficient dynamic and scalable
service placement, host selection, and horizontal and verti-
cal resource scalability [278], [279], [280]. Resource manage-
ment for supporting the Metaverse requires proactive and
demand-driven decisions. As a potential direction, Rein-
forcement Learning (RL) and reward shaping solutions can
be developed on top of an environment modeling design
to meet the resource management requirement for Meta-
verse platforms and MaaS. Moreover, networking protocols
should be offered and adapted to the platforms and services
to ensure packet delivery by developing advanced traf-
fic engineering, network slicing, and quality-based routing
mechanisms. Furthermore, reducing latency and improving
content delivery through caching mechanisms are of im-
mense importance. Therefore, additional resources must be
dedicated to developing Content Delivery Network (CDN)
solutions for faster and more reliable delivery, by caching
the content closer to users [281]. Using CDN, requests are
routed to the nearest server in the network that has a copy of
the content. On another end, applications on platforms and

algorithms running behind the services can be improved by
utilizing Quantum Computing. Applications of Quantum
Computing as tools to support the Metaverse platforms
and MaaS developments include: (1) optimization towards
rendering; (2) physics and environment simulation to study
and improve the user experience; (3) advancement and
security in computing and networking architectures; and (4)
Quantum AI can be used to optimize the machine learning
solutions and autonomous agents for a more immersive
experience. Moreover, providers of the Metaverse platforms
and services should manage content creation and offer
curation tools to find and share relevant content that is
more user-friendly. This is possible by offering solutions
for digital assets management, content discovery, social
sharing, and collaborative curation. With regards to con-
trolling user behaviors, research can focus on developing
gamification solutions that can incentivize virtual users or
avatars to promote positive behavior and engage in the
environment. Furthermore, new research directions should
focus on user identification and building trust in cross-
platform environments, where users can interpolate plat-
forms to immersive different experiences [1]. This is possible
through (1) developing distributed cross-chain solutions, (2)
utilizing a reputation mechanism, (3) utilizing multi-factor
authentication (MFA), and (4) partnering with trust identity
providers, such as government agencies or banks.

9.4 Avatars

Various challenges are yet to be solved when considering
avatar modeling for the Metaverse. For instance, realism is
one of the primary directions during the avatar creation in
which a regular, non-skilled, Metaverse user expects a high-
quality representation of their body, skin, face, and voice
tone. However, till now, none of the mentioned approaches
in avatar modeling could generate a highly flexible and
representative model of their users. Even though manual
avatar creation can achieve some level of realism, it requires
a fair amount of knowledge, time, and experience, which
is absent for the average user. Creating avatars using AI
techniques has the potential to produce realistic results, but
it also presents several challenges that must be solved. Such
techniques still need to be improved in critical areas when
considering an interactive virtual environment expected
from a Metaverse application [282]. Thus, we highlight two
key challenges: realism and interaction. Realism is affected
by the narrow shape variation that limits the creation of
highly realistic avatars for its users. It affects the accuracy of
generating correctly shaped avatars, especially considering
users’ weight. In this regard, avatar creation models should
be able to correctly represent their users while considering
the limitations in terms of collected information. Moreover,
facial reconstruction and expression are affected, and none
of the available approaches can achieve realism when
considering facial representations. Furthermore, these
models are limited in their interaction capabilities, posing
constraints on users’ movements and engagement with the
environment. Various approaches aim to solve a distinct
aspect of each part of the model. However, such a domain
still lacks a combinatory solution that integrates multiple
models into one. Furthermore, the creation of animations
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and lifelike expressions, such as realistic movements and
emotions, are not yet supported in existing avatar creation
and animation solutions, which limits the user experience
and engagement with others.
With regards to cross-platforms and as a result of
interpolation across environments, the support for diversity
in the avatar representation is important and not yet
supported. For instance, a diverse representation of identity
depending on the culture is necessary, which requires a
large set of libraries and assets to create the personalized
model representation. Furthermore, moving from one
platform or environment to another raises compatibility
issues for the avatar creation or rendering tools, which has
not been addressed in the literature. In the same context,
synchronizing avatars’ movements and interactions across
platforms is needed. In addition to the technical challenges
of creating tailored avatar models, security and ethics
pose major concerns. For instance, creating and animating
avatars often involves the collection and use of personal
data, such as images, sensory data, and behaviors. Access
to this sensitive information can make users hesitant to
enter the Metaverse, as they may be concerned about the
publicity of their raw data. Finally, from the social and
ethical aspects, there is no study that presents effective
prevention measures to avoid harmful avatar behaviors,
hate speech, or virtual harassment [283].

In the future, it is expected that users might care more
about their appearances in the Metaverse vice the real
or physical world. The first impressions of users entering
the Metaverse are driven by their look and appearance
as avatars. Therefore, it is necessary to address the exist-
ing challenges related to avatars creation, movement, and
management to enable the basic requirements for users
as part of their Metaverse experience and onboarding. A
research direction concerning avatar creation and modeling
is to use machine learning generative models for more cus-
tomizable and realistic avatars [284]. This includes learning
models for creating faces, textures, clothing, and voice tone
adjustments. Existing advancements in convolutional and
recurrent neural network design are a promising start for
building such solutions. Furthermore, 3D scanning of the
physical appearance of the user can be used for realistic
avatar creation [285]. The first step in 3D scanning for avatar
creation is to perform scanning of physical appearance using
photogrammetry software or just smartphones. The second
step involves modeling, where scanned users are trans-
formed into 3D digital representations subject to customiza-
tion and adjustments. The last two steps include texturing
(skin, hair, and clothes) and animation of the avatars to
simulate realistic movements and interactions. Animation
can be performed with the support of AI that utilizes mo-
tion capture to develop procedural animation systems, lip-
syncing with mouth movements, and facial animation and
expressions. In terms of animation, using advanced device
sensors involves transmitting the sense of touch in addition
to visual or audio feedback. The sensation for improving
animation requires further integration and support of haptic
feedback, tactile, and temperature sensors in the platforms,
In addition, using biometric data, avatars become more
realistic with automated personalization features [286]. For

instance, facial features can be accurately represented on the
avatar face by using face recognition mechanisms, which re-
sult in real-time face animation. Moreover, the user voice can
be analyzed for identity verification and the development
of self-learning and adaptive AI models to create avatars
that speak like the real user while controlling expressions
and mouth movements. Furthermore, integrated biometric
sensors in input devices can be used to capture physical
states or movements. For instance, reading heart rate can be
reflected in the avatar state in the Metaverse. In terms of
security and privacy aspects, it is important for regulation
on personal data acquisition to be updated accordingly.
Additionally, applications should implement robust security
measures to protect personal data, as well as be transparent
about how the data is being used [287]. Finally, ethical and
social implications must be carefully investigated through
a set of rules and regulations to avatar design implications
and behaviors in the Metaverse.

9.5 Rendering

Despite all the benefits that rendering engines provide
to users and Metaverse platform providers, there still
exist challenges and problems related to performance,
quality, and consistency. One of the main challenges
related to rendering engine performance is the limited
capability to render large and complex environments,
such as large cities or natural landscapes, in real time
[288]. Real-time rendering is essential for producing
sensory images while forming a continuous flow rather
than discrete events. Real-time rendering also entails
the construction of 3D worlds that communicate with
avatars, thus requiring quick environment reflections of
the consequences of such interactions. Due to the increased
latency and complexity of existing rendering engines,
latency is increased, thus affecting the immersiveness and
quality of experience for Metaverse users. In addition,
there is a scalability problem. Numerous users will coexist
in the virtual worlds of the Metaverse and interact with
each other there. Real-time user interactions and the
rendering of 3D environments will require computation-
intensive calculations in addition to high-performance
communication networks [19]. In the same context, rending
high-fidelity textures and assets without exceeding the
computing and networking limitations of the infrastructure
is challenging. Besides, simulating realistic lightning is
challenging and computationally expensive. Lightning
includes simulating the behavior of light when affected
by different atmospheric conditions, requiring accurate
simulations of materials and surfaces [289]. This increase
in complexity also applies to simulating reflections,
shadows, and physics in general, which are not fully
supported in existing rendering engines. Therefore, there
is a major challenge in balancing the trade-off of realism
vice performance and scalability. Moreover, there is a
challenge in achieving consistency in rendering across
various platforms and applications, requiring careful
integration and compatibility with other components of the
development pipeline. Finally, there is a privacy challenge
in the emergence of AR/VR rendering because data can be
collected in new modalities. For instance, eye-tracking may
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be captured when using HMDs. While this information
may be crucial for enhancing the efficiency of rendering,
companies can also utilize it to determine consumer
attention spans to better promote their products.

To address the challenges posed by existing rendering
engines in the context of the Metaverse, we present a list
of directions that can improve the quality, speed, and per-
formance of rendering solutions. For addressing the need
for realistic rendering of light in the Metaverse, the ray
tracing rendering technique can be used and augmented
for supporting the high complexity in the Metaverse en-
vironments. Ray tracing is computationally expensive but
results in realistic light simulation by respecting the under-
lying physics of different materials and surfaces [290]. For
addressing the issue of performance and increased delays by
rendering engines in the Metaverse, research should focus
on advancing existing hardware technology and consider
performing distributed rendering. More specifically, mul-
tiple computing machines can be used to render a single
scene, which helps reduce the amount of time and resources
required for rending. Another direction can be developed
by relying on AI techniques to support scene rendering in
the Metaverse [291], [292]. In this regard, AI can be used
to optimize the rendering settings and resources required
without sacrificing the quality. Besides, AI and heuristics
can be used to cache content for streaming by studying the
virtual user behavior and predicting the need for rendering
to act proactively and avoid latency. Furthermore, rendering
engine performance can be improved by investigating the
use of procedural generation in the context of Metaverse,
where content is generated on the fly [293]. For instance,
procedural generation can be used to generate textures and
models, which reduces the need for large storage or high
computation power. Moreover, photogrammetry can be em-
ployed to create 3d models of objects with enhanced quality
textures and details. As a result, effective resource allocation
is necessary to maximize service delivery performance to a
large number of users at the edge.

9.6 Sessions

Despite the importance that sessions support the Metaverse
providers and users, some problems related to session
resource optimization, scalability, data collection, and
usability still need to be addressed. In this regard, several
Metaverse questions arise related to the session timing,
resource allocation and release, and the time the data
should be stored, used, and maintained on the servers.
One of the main challenges affecting sessions and data
management in the context of Metaverse is related
to performance and scalability issues. Particularly, as
millions of concurrent users join the same Metaverse
environment, which already requires extensive resources
concerning the prior pipeline components (e.g., rendering,
XR frameworks), session management increases the
burden on resource utilization, including computation and
networking resources. Consequently, the infrastructure
faces a constant increase in the volume of data and user
traffic from environments as a result of a set of user
interactions and activities. With the increase in the volume

of generated data, another challenge arises related to data
representation and modeling. Therefore, scalable, efficient,
and effective storage, processing, and analysis mechanisms
still need to be investigated, especially in the context of
the Metaverse. In addition, Metaverse environments are
dynamic and require fast adaptation to changes, thus a
dynamic change in the session management mechanism
to read, store, process, and analyze the information.
Furthermore, the literature is still missing an effective
data-sharing mechanism inside the Metaverse environment,
where various entities cooperate to achieve a task.
The availability of several platforms that provide Metaverse
services, and the possibility of moving between these
platforms (interoperability), raises concerns related to
the mechanism used to move data between sessions
across different platforms [294]. In this context, cross-
platform session management is challenging to manage
and synchronize the session state in the different
environments effectively and in real time. To this end,
session management mechanisms must be compatible
with different environments, platforms, and Metaverse
services. Additionally, there is no common standardization
or governance over the session management mechanisms
in the Metaverse. For instance, there is no agreement on
how data can be managed and stored in a single or cross-
platform environment. However, users should be given
control over their session data, in addition to requiring
consent to access or analyze it.
Finally, session data storage and exchange are subject to
increasing security and privacy risks in the Metaverse,
which requires further investigation and elaborated
protections and countermeasures.

In the context of sessions and data management for
the complex Metaverse environment handling millions of
concurrent users, some technological contributions need
to be explored to address existing challenges. The first
direction would include investigating a set of distributed
data storage mechanisms for managing sessions in highly
loaded environments. In this context, data will be stored
across distributed servers to improve accessibility and re-
dundancy. Consequently, data retrieval can be improved
as a result of parallel queries from distributed storage.
In this regard, effective distributed storage and retrieval
mechanism should be investigated, where AI mechanisms
can be effective. Solutions to achieve distributed storage
are to use distributed (1) cloud computing, (2) edge and
fog computing, (3) Content Delivery Networks (CDN), and
(4) Blockchain-based storage. Cloud computing offers au-
tomatic scaling and load balancing of storage and data
analysis compared to on-premise servers (i.e., edge and fog
servers). Furthermore, edge and fog servers offer reduced
network utilization and latency, as well as fast analysis and
reduced loads on external servers. To this end, a hybrid
architecture is most likely to be the effective approach;
however, several proposals should be designed per solution
to obtain its full potential (i.e., divide and conquer strategy).
Additionally, CDN can be used to deliver session-related
information to users to reduce latency and computation on
the Metaverse infrastructure. Besides, Blockchain is a dis-
tributed ledger technology that uses distributed storage by
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nature and requires a consensus mechanism for approving
the addition of data in the form of transaction blocks. Thus,
the use of Blockchain for managing sessions would improve
distributed storage and retrieval, in addition to adding a
robust security layer to protect user data [271]. The role of
AI is major in managing the computing infrastructure of
each of these solutions. In this regard, AI can be used for
automatically managing resources on-demand by studying
the change in loads and acting proactively for assigning
storage and distributing analysis tasks while performing
intelligent vertical and horizontal scaling and load balanc-
ing [278]. Furthermore, AI is the primary tool adapted to
create personalized experiences by offering user sessions
that adapt to user preferences. For instance, reinforcement
learning and recurrent neural network can be used to create
adaptable models that study the change in preferences over
time. Besides, serverless Metaverse services bring additional
flexibility and performance improvement due to the ability
to create and delete instances on the fly, assign additional
storage capacity, and reduce the cost of management [295].
Hence, serverless computing and storage architectures are
promising and should be properly investigated.
To further improve the efficiency and cost of data storage,
data compression mechanisms can be employed [296]. Data
compression, when effective, is guaranteed to reduce la-
tency and improve the performance of data flow manage-
ment and transmission. On another note, quantum com-
puting combined with AI (i.e., Quantum AI) is promising
to reduce and optimize the computation through faster
processing of session data.
Finally, advanced networking architecture is required to
support data management and transmission. Therefore, the
6G network perspective and contributions can be used to
examine the resource heterogeneity problem between differ-
ent devices, while supporting session synchronization and
reliability.

9.7 User-to-User Interactions

The user-to-user interactions still lack the maturity to
express straightforward guidelines on how to interact
with others [2]. There are still many questions to be asked
regarding this matter. First of all, uncontrolled behaviors of
avatars inside the Metaverse are one of the main challenges,
such as toxic behaviors or harassment. For example, stalking
in real life can be facilitated as the stalker would be able
to collect information about the victim’s daily life. On the
other hand, digital stalking is a topic of no less importance.
Digital stalkers might follow the victim’s avatar and keep
track of his virtual activities and behaviors. Furthermore,
the concept of blacklisting people in the virtual world
is important. Currently, there is no specific guideline for
application providers to follow on how to restrict people
from encountering others. Besides, some of the concerns
are also relevant to Voice Propagation [205]. Specifically,
voice propagated between avatar representations of users
is subject to multiple existing issues, including (1) quality
of audio, (2) latency, (3) spatial audio, and (4) accessibility.
Spatial audio should allow the avatar to hear from the
direction of the speaker. Furthermore, accessibility is
not yet addressed in the literature, allowing users with

impairment or disability to have access to this feature.
Furthermore, voice propagation is subject to privacy and
security concerns, as conversations might be interrupted
by others. In terms of guidelines and regulations, there is
no common scheme for defining the type of applications
or interactions in the Metaverse, which should ensure
meaningful interactions for benefiting from their presence
in the Metaverse. The quality of these interactions between
users is not currently monitored by any tool or solution.
Furthermore, cultural and language barriers must be
avoided to expand the Metaverse’s capabilities and
overcome communication limitations. Furthermore, there
is no existing mechanism for managing user disputes,
allowing reporting and addressability. Finally, there is a
major trade-off of freedom vice moderation and control,
which should be heavily studied to achieve a well-balanced
interaction between users.

For addressing the existing challenges entailing user-to-
user interactions in the Metaverse, there is a need for collab-
oration among multiple companies and regulators. Further-
more, efforts are required to state the guidelines for such a
type of interaction, especially when hosting an environment
for multicultural users. Empowering social presence among
avatars in the Metaverse is of immense importance for
achieving immersiveness and engagement in the virtual
space. Social presence can be achieved in different ways.
One of them is implementing spatial audio to improve
interactions and create a sense of presence [297]. There are
several steps to implement spatial audio, which include (1)
capturing data, (2) creating a virtual audio environment, (3)
assigning audio sources, (4) simulating sound propagation,
and (5) rendering the audio stream in the virtual space. In
addition, social network analysis and optimization can be
achieved using AI technologies for learning and improving
past and undergoing users’ interactions in the environ-
ments, thus leading to an increased quality of experience
[298]. Furthermore, utilizing avatars that mimic emotions
and expressions enriches the social presence experience for
Metaverse users. Another important research direction is to
investigate non-verbal communication techniques, such as
text or sign language, for voice propagation accessibility.
Tracking and sensing technologies can also improve user-
user interactions and immersiveness by achieving accurate
and responsive rendering feedback during communications.
Investigating advanced tracking and sensing technologies
leads to improving body tracking, gesture recognition, eye
tracking, and haptic feedback.
Another method to improve user-to-user interactions is by
creating virtual agents or assistants and utilizing natural
language generation (NLG) [299]. In specific, virtual assis-
tants support avatars and guide them to navigate the Meta-
verse and perform actions. NLG and agents can also be used
for real-time translation to overcome the barrier of multi-
cultures and communications. NLG can be used to generate
natural-sounding speech based on the interaction context,
thus empowering more engagement and dynamicity.

9.8 User-to-Business Interactions
Businesses face challenges concerning interactions occurring
in the Metaverse following the services and applications
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offered to users in the virtual space [300]. First, the
computing and networking infrastructure is limited
per the Metaverse environment. With many businesses
sharing the same environment, it is challenging to assign
and scale computing resources for each application per
business while considering the fairness factor. Besides,
the marketplace composed of businesses should be
trustworthy for customers to ensure smooth buy and
sell operations. In particular, applications should be
tested for various issues that may arise from using AI,
Blockchain, overloading networking, and computing
resources, and most importantly, ensuring the maximum
possible protection against attacks and malicious users.
Furthermore, no solution can let businesses verify users’
identities for building trust during business interactions.
Moreover, in virtual economies, there is no mechanism
that ensures a fair and transparent pricing system and
currency exchange rates. Besides, one of the challenges
facing user-to-business interaction is the lack of a reliable
and efficient payment processing mechanism, including a
transaction tracking and management lifecycle to support
users in receiving a higher quality of experience from
businesses in the Metaverse.
Every business must account for being responsible for
damaging or exposing user information and details by
following some guidelines to make sure that the minimum
requirements are met before deployment in the Metaverse.
Henceforth, one of the main challenges arising from such
type of interaction is to achieve and control a balance
between protecting the user privacy and security, vice the
need for personalized business services, and for forming
targeted advertisements for promoting products [301].
No single entity owns the Metaverse; however, multiple
mini-environments are more likely to be developed for
different experiences, where multiple businesses can share
applications. To this end, there are currently no guidelines
for businesses to follow when deciding to join the Metaverse
to offer their customers an immersive virtual experience by
promoting their products.

Following the list of challenges facing User-to-Business
interactions, we present a list of research directions that can
potentially address some of these challenges. Starting with
the infrastructure limitations, there is no clear mechanism
for identifying the available computing and networking
infrastructure and how to use it by each. Henceforth, a
clear study about the management and scheduling of such
resources is essential, while considering fairness and trust
among applications and customers. Furthermore, the Meta-
verse is hungry for resources, thus providing fair allocation
and innovative coordination between the physical and vir-
tual worlds for sharing network and computing resources
is necessary. More specifically, computing resources should
be allocated fairly to cope with the increase in demands as
users start relying more on Metaverse to engage socially
and perform daily tasks [277]. Moreover, the use of cloud,
fog, edge, and CDN resources and technologies would
essentially improve the support for businesses in the Meta-
verse. Through business-to-business collaboration, various
challenges can be conquered.
From a user perspective, a research direction should con-

sider building and managing the virtual economy of busi-
nesses, as well as transactions in the Metaverse [302]. One
step is to motivate the creation of virtual showrooms for
shopping, browsing virtual products, and hosting events
for brand management. Furthermore, virtual assistants can
be created through the help of AI with customized user
experience to help create a trusted bond and relationship
between customers and businesses [303]. Those assistants
can also be used as customer support agents for managing
users’ complaints. Virtual marketing and immersive adver-
tisement strategies are also important for supporting virtual
businesses and building a powerful economy. This also
entails using the Metaverse for product design and proto-
typing [304]. Powerful rendering engines are also promising
for managing the complete supply chain in the Metaverse,
which has a positive impact on businesses. For instance,
supply chain management in the Metaverse can include
tracking inventory and performing required logistics in
real-time. Furthermore, the Metaverse can help businesses
in expediting training and onboarding sessions for new
employees while facilitating team building and enabling
remote work opportunities [305].
On another note, the use of Blockchain technology by busi-
nesses empowers secure and transparent digital commerce
to motivate the actions of buying, selling, and trading
virtual goods. Moreover, interoperability raises additional
challenges, including ways to teleport required data across
various environments, establish reliable connectivity with
distant servers, monitor and maintain access, and standards
for financial exchange. In this regard, the Blockchain can
be used to address some of the interoperability challenges
by employing a cross-chain technology with a consortium
Blockchain between partners.

9.9 User-to-Object Interactions
This type of interaction entails challenges that could
hinder the user experience, including reliability, response
time, accessibility, interoperability, and security. First, the
user-object interactions are subject to an increase in the
computing and networking resources of the Metaverse.
As the number of users inside the same environment rise,
interactions with objects increase while still expecting
a reliable and real-time response. Due to the increase
in resource demands, the underlying infrastructure can
become overloaded and might not account for all the
requests, leading to service unavailability and degraded
quality of experience. Furthermore, users might request
personalized experiences that will increase the load in
rendering separate objects and sub-environments per a
single or group of users. Besides, the issue of scalability
and increased resource usage arises when creating a DT of
objects inside the Metaverse to replicate real-world objects
in real-time and vice-versa [306]. Examples of existing DT
frameworks and tools from the industry are 3D Experience
platform by Dassault Systems 80 and Anasys Twin Builder
81, which help in creating and managing DTs through data
modeling, simulations, and data analysis. In this scenario

80https://www.3ds.com/3dexperience
81https://www.ansys.com/products/digital-twin/

ansys-twin-builder

https://www.3ds.com/3dexperience
https://www.ansys.com/products/digital-twin/ansys-twin-builder
https://www.ansys.com/products/digital-twin/ansys-twin-builder
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and following the features offered by these frameworks, DT
requires an increase in network usage to read and transfer
data between the virtual and physical worlds in real time, in
addition to the computational resources needed to maintain
a real-time rendering scheme for the object.
Due to the immersiveness requirement, manipulating
objects should be a natural and intuitive action, such as
picking up or moving objects, which requires additional
research efforts in the computer graphics field [307].
Similarly, object physics and interactions should be
natural and close to real life, which is also challenging
to achieve, especially across multiple platforms. In many
environments, achieving consistent object manipulation
is challenging. Furthermore, object interaction should
be supported for different types, sizes, or weights of
objects forming an interactive environment. In terms of
hardware support and sensors, latency in input devices
and a decreased accuracy of object tracking degrade the
system performance, especially as the number of concurrent
interactions increases. In addition, there is a need for a
mechanism for managing ownership and sharing objects
in collaborative settings. To this end, there is a challenging
balance between guaranteeing freedom for users with
regard to interactions with objects, and the increase in
control with additional limiting guidelines. Achieving a
balance for this trade-off is problematic.
On another end, there will be various Metaverse owners,
which leads to the problem of interoperability [294].
With regards to user-object interactions, owning digital
assets raises security and theft concerns due to their
exposure to the public internet and management by
various operators. Furthermore, sharing the owned objects
across environments is not straightforward and requires
some guidelines and regulations. In the same context,
guaranteeing accessibility to objects and features by anyone
and everyone is mandatory, mandating a set of rules
and regulations which have not yet been studied and
investigated.

Promising potential solutions to the existing limitations
as a result of user-to-object interactions are many folds. First,
developing on-demand fog and edge computing layers next
to users leads to rendering real-time personalized experi-
ences, this accounting for DT requirements. Consequently,
fewer network and computing resources are consumed by
transferring the load to neighboring servers. Furthermore,
it is essential to integrate advanced, fast, and scalable AI
techniques to decide on the right time and place to de-
ploy the on-demand fog servers and perform the required
resource scheduling [278], [308]. In addition, AI solutions
can advance the rendering capabilities by pre-rendering
interactions with objects by studying users’ behaviors and
predicting the next needed object manipulation inside the
Metaverse. Besides resource management and proactive
decision-making, AI has great potential in providing assis-
tance for users to facilitate user-to-object interactions. This
includes the role of AI to process voice commands and
provide personalized interaction experiences. Furthermore,
an improvement in sensory technology combined with the
power of AI can improve the accuracy of object tracking
to reduce latency in manipulation. Furthermore, combined

with Blockchain, AI can be used to create a smart distributed
ownership management system, adding an additional layer
of security and transaction management mechanism [271].
Additionally, using AI, utilizing swarm robots is another
promising solution for elevating the interactions with ob-
jects, where robots can collaborate together to process and
handle users’ commands and feedback. Furthermore, gam-
ification can be utilized with an AI synergy in order to
motivate users through rewards to interact more with the
surrounding, thus increasing engagement inside the Meta-
verse.
Achieving real-time synchronization of objects and environ-
ment manipulation between the real and physical world,
in addition to studying the surroundings in the case of
augmented reality requires additional research. Potential
research directions consist of developing mechanisms for (1)
accurate tracking, (2) real-time mapping, and (3) dynamic
object placement [309]. For advancing tracking accuracy,
techniques such as computer vision and sensor fusion can be
used. Moreover, real-time mapping can be achieved using
advanced sensors that can capture detailed information
about the environment, including Li-DAR and depth cam-
eras.
Another promising track of research is the use of gen-
erative design to enhance user-to-object interaction [310],
[311]. Using the generative design, the following features
are guaranteed: (1) customization, (2) efficiency, (3) realism,
and (4) innovation. In particular, generative models em-
power personalized user experiences by providing a tool
for customizing objects in relation to preferences. Besides,
efficiency is guaranteed by optimizing the design of the
objects in the Metaverse, leading to less resource utilization
for rendering and post-interaction manipulation. In addi-
tion, generative models enable realistic object design with
an increased margin of innovation by providing a wider
range of implementing designs. Therefore, generative de-
sign is promising and can push the boundaries of efficiency,
realism, and innovation.
Furthermore, it is essential to integrate the use of
Blockchain, which is integrated and shared across Meta-
verse environments, where users can easily share and trans-
fer objects ownerships (e.g. using the cross-chain concept).
Furthermore, a set of regulations and guidelines must be
outlined, shared, and adapted by all Metaverse owners or
managers to make sure that all objects and features for
available interactions and services are available for everyone
and not limited to a group of users.
Finally, with the increase in diversity and need for addi-
tional object designs, it is essential to share a public repos-
itory including large libraries of design and manipulation
options. Moreover, the Metaverse can be used to provide
training for new users joining and teach them about the
existing types of interactions and experiences.

10 CONCLUSION

A Metaverse is a virtual place that allows people to become
the masters of their own world and businesses giving the
chance to embark on new potentials and widen their visions.
In this survey, we present a detailed study of the Metaverse
development ecosystem by devising a novel multi-layered
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pipeline ecosystem composed of: (1) Infrastructure, (2) Envi-
ronment Digitization, and (3) User Interaction. Furthermore,
we present a multi-level classification of each component
within each layer in the pipeline with respect to a set of
the most recent and state-of-the-art literature work con-
tributing to its development and success. The Infrastructure
layer of the pipeline is composed of a study related to the
Hardware, XR Frameworks, and Platforms and MaaS. With
regards to the Environment Digitization, the components
are planned as follows: Avatar Modeling, Rendering, and
Session Management. Finally, the User Interaction layer is
the application layer of the Metaverse where users can
interact with their surroundings, which is composed of
User-User Interaction, User-Business Interaction, and User-
Object Interactions. The advancements within each com-
ponent are investigated against a set of technologies and
social enablers, including AI, Blockchain, computing, net-
working and communications, privacy & security, ethics,
sociopsychology, and business aspects. Furthermore, our
survey presents a list of existing challenges behind each
component, followed by desirable criteria that help the
research community devise academic and business-oriented
solutions.

We believe that this survey is the first to comprehen-
sively present the full development ecosystem of the Meta-
verse against a set of technologies, empowering domains,
and social enablers for the academic and business aspects.
In addition, our survey is the first that devise future direc-
tions for each challenge entailed by the components of the
Metaverse ecosystem.
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