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Abstract

Building a recommendation system involves analyzing user data, which can

potentially leak sensitive information about users. Anonymizing user data is

often not sufficient for preserving user privacy. Motivated by this, we pro-

pose a privacy-preserving recommendation system based on the differential

privacy framework and matrix factorization, which is one of the most popular

algorithms for recommendation systems. As differential privacy is a power-

ful and robust mathematical framework for designing privacy-preserving ma-

chine learning algorithms, it is possible to prevent adversaries from extract-

ing sensitive user information even if the adversary possesses their publicly

available (auxiliary) information. We implement differential privacy via the

Gaussian mechanism in the form of output perturbation and release user pro-

files that satisfy privacy definitions. We employ Rényi Differential Privacy

for a tight characterization of the overall privacy loss. We perform extensive

experiments on real data to demonstrate that our proposed algorithm can
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offer excellent utility for some parameter choices, while guaranteeing strict

privacy.

Keywords: Recommendation System, Matrix Factorization, Differential

Privacy, Gaussian Mechanism, Rényi Differential Privacy.

1. Introduction

Recommendation systems are integral parts of the modern lifestyle. When-

ever we take services of streaming platforms, such as Netflix, YouTube, Spo-

tify, or any shopping platforms, we want recommendations for movies, songs,

or items that we might like. Recommendation systems provide such services

as they seek to infer how a user might rate a movie or an item if that user

had watched or used it. Based on that predicted rating, the recommender

system decides whether to recommend the movie or the item to the user.

Recommendation systems are mathematically formulated as a matrix com-

pletion problem, which can be solved using several methods. One of such

approaches is known as Collaborative Filtering (CF). Refer to the survey

for further elaboration on collaborative filtering [1]. Among the many col-

laborative filtering algorithms for building recommendation systems, Matrix

Factorization (MF) [2], [3] is by far one of the most popular and successful.

For example, a matrix factorization based collaborative filtering algorithm

won the ‘Netflix Prize’ competition [4]. It was an open competition to find the

best algorithm for predicting the ratings of user-movie pairs. Unfortunately,

this convenient service comes with caveats. Training a recommender system

involves analyzing user data. It has been shown that simply anonymizing

the data is inadequate to guarantee user privacy. Early studies [5], [6], [7]
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show that user data or preferences that may be considered insensitive such

as movie ratings, can be exploited to deduce sensitive information such as

the user’s real identity, medical conditions, or political inclinations. In fact,

the anonymized medical data of a governor of Massachusetts were matched

with his publicly available voter registration records to identify his medical

records [8] successfully. Another infamous example is the identification of

users from their movie rating data. These anonymized data were published

in the ‘Netflix Prize’ competition [4]. However, it was validated that some

of the anonymous users were identified by using their publicly available In-

ternet Movie Database (IMDb) rating data [9]. Consequently, developing

privacy-preserving recommendation systems has become an active research

field in recent years. The first study of a privacy-preserving matrix factor-

ization algorithm was based on a cryptographic technique known as garbled

circuits [10]. Unfortunately, even after utilizing the sparsity characteristic of

rating matrices, its computational expense was too much to use in practice.

More recently, Differential Privacy [11], has become very popular as a math-

ematical framework for designing privacy-preserving algorithms due to being

lightweight and mathematically rigorous. There are two major variants of

differential privacy (DP), ε-DP, which is known as pure differential privacy,

and (ε, δ)-DP, which is known as approximate differential privacy [8]. ε-DP

can be realized using the Laplace and Exponential mechanisms; see details

in [12], [11], [13]. It was shown in [12] that the Laplace mechanism could

achieve almost identical accuracy as the Exponential mechanism.

Related works. There exist research works that incorporate differential

privacy into machine learning algorithms, including recommender systems.
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The implementation of differential privacy in Geometric Recommendation

Algorithms is explored in [7]. Additionally, the incorporation of differential

privacy is investigated in [12], which is based on a graph that describes the

connections between people and items. Privacy is also introduced in the

‘Slope One algorithm’, which is based on collaborative filtering [14]. Differ-

entially private matrix factorization is discussed in [15], [16], whereas dif-

ferential privacy is integrated with matrix factorization based collaborative

filtering in [17], [18]. While ε-DP is stricter in preserving privacy, it often

provides worse utility than the approximate differential privacy [8]. Both

ε-DP and (ε, δ)-DP in recommender systems are studied in [7]. For scenarios

with decentralized data, improved algorithms for differentially private matrix

and tensor factorization are proposed in [19]. The notion of preserving pri-

vacy in distributed optimization is investigated in [20]. In such problems, the

constraints can contain information related to users that can be exploited.

One of the algorithms often used in signal processing is principal component

analysis (PCA). The ‘Analyze Gauss’ algorithm releases differentially private

PCA by computing private singular subspace via the Gaussian mechanism

[21]. A nearly-linear time algorithm for computing differentially private PCA

that utilizes a noisy version of the power method is proposed in [22]. A dif-

ferentially private PCA algorithm named Symmetric Noise (SN) is proposed

in [23], which proposes to use Wishart Noise to ensure better utility for the

same level of privacy as the Analyze Gauss. Various mechanisms and im-

plementation methods of differential privacy in different machine learning

algorithms are discussed in [24].

Our Contributions. In this paper, we propose a recommendation system
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based matrix factorization satisfying approximate differential privacy via the

Gaussian mechanism [8]. We show that our algorithm provides an (εopt, δr)

differentially private user profile matrix containing the inferred user profile

vectors. εopt, and δr the privacy parameters that are defined later in Theo-

rem 2. The user profile matrix can be outsourced to build recommendation

systems that use the released user profile vectors and appropriate movie or

item profile vectors. The recommender can compute a simple inner product

for predicting movies or items that are more likely to be preferred by a user

and recommend those items to that user. We demonstrate our algorithm’s

potency and other major characteristics with varying privacy levels and other

key parameters on three real datasets. We also show that our algorithm’s

utility can closely match that of the non-private algorithm for certain param-

eter choices. An interesting problem that comes with (ε, δ)-DP is mentioned

in [7]. For any specific value of the parameter σ of the Gaussian mechanism,

there can be infinitely many combinations of (ε, δ) pairs. Only the values of

σ are focused on, and no specific (ε, δ) pairs are derived in [7]. In this paper,

we provide a tighter characterization of the overall privacy of a multi-step

algorithm to find the best (ε, δ) pair using Rényi Differential Privacy (RDP)

[25].

Notations. Matrices are represented with upper case letters, e.g. X or Θ.

We represent matrix elements with corresponding lower case letters accom-

panied by row, column indices, e.g. xij. Vectors are denoted with lower case

letters, with the corresponding row indices as subscript, e.g. xi, the i-th row

vector of matrix X. We denote algorithms, functions, and sets with calli-

graphic scripts, e.g. A. Inner product and Hadamard product are denoted
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with the operators 〈·〉 and �, respectively. ‖·‖F denotes the Frobenius norm

of a matrix or a vector, ‖·‖1 denotes the L1 norm and ‖·‖2 denotes the Eu-

clidean (or L2) norm. The gradient of a function F with respect to a matrix

X is denoted as ∇XF . Tr(·) denotes the trace operation and ∆2(·) denotes

L2 sensitivity to be defined later in Definition 3.

2. Formulation of the Matrix Factorization Problem

We review collaborative filtering according to [18], where nm movies are

to be rated by nu users. We denote V ∈ Rnm×nu as the full rating matrix,

where vij is the rating of movie or item i by user j. Note that, as users

rate only a few movies, the rating matrix V is typically an extremely sparse

matrix. We also denote an observation mask R ∈ Rnm×nu , where

rij =

1, if user j has rated movie i,

0, otherwise.

Recommendation systems seek to estimate how a user would have rated a

movie if they had seen it based on the prediction of the missing entries in

V . One of the most prominent strategies for tackling this type of problem is

matrix factorization (MF). In MF, the rating matrix V is approximated by

a low rank factorization, [17], i.e.,

V ≈ XΘT , where X ∈ Rnm×n, and Θ ∈ Rnu×n. (1)

Each rating is calculated as,

vij ≈ 〈xi, θj〉. (2)
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Here, X and Θ are profile matrices containing the inferred profile vectors [18]

of movies and users, respectively. Profile vectors xi ∈ R1×n and θj ∈ R1×n

are inferred for characterizing movie i and user j, respectively. Both vectors

are row-vectors of dimension n, where typically n � nm and n � nu. We

sometimes denote XΘT as V̂ in this paper. The solution then comes from

solving the following Regularized Least Squares minimization [18]:

min
X,Θ
C(X,Θ) = min

X,Θ

1

2

∥∥∥V̂ − V ∥∥∥2

F
+

1

2
λ
(
‖X‖2

F + ‖Θ‖2
F

)
, (3)

where λ is a positive scalar, also known as the regularization parameter. To

find the solution for (3), we perform alternating gradient descent, that is we

perform gradient descent to update X and Θ alternatingly.

Our objective is to compute and release the user profile matrix Θ which

can be used to predict ratings for the users using third party item profile

matrices. Because Θ needs to be derived using sensitive user data (in our

case, ratings), we propose a method for ensuring privacy. More specifically,

we use differentially private estimates of the gradient to update, and com-

pute the differentially private user profile matrix Θ such that it is a close

approximation of the true (or, non-privacy-preserving) Θ.

3. Preliminaries of Privacy

3.1. Differential Privacy

Many signal processing and machine learning algorithms operate on pri-

vate or sensitive data. As mentioned before, the results of such algorithms

might reveal personal information about people in the dataset. Differential

privacy is a robust cryptographically motivated framework for preserving user
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privacy [19], which is introduced in [11], and has quickly become a popular

tool for developing privacy-preserving algorithms due to being lightweight

and mathematically rigorous [20]. Differential privacy provides aggregate in-

formation about a dataset without revealing any further information (that

can be related to already public/available data) about the individuals that

make up the dataset. It essentially ensures that, whether or not an individ-

ual’s data is available, the result of a differentially private method seen by

an adversary be roughly the same. Formally, differential privacy is defined

as below:

Definition 1 (Pure Differential Privacy [24]). An algorithm A(·) taking val-

ues in a set T provides ε-differential privacy if P(A(D) ∈ S) ≤ exp(ε) ·

P(A(D′) ∈ S), for all measurable S ⊆ T and all data sets D and D′ differing

in a single entry.

Definition 2 (Approximate Differential Privacy [24]). An algorithm A(·)

taking values in a set T provides (ε, δ) differential privacy if P(A(D) ∈ S) ≤

exp(ε) · P(A(D′) ∈ S) + δ, for all measurable S ⊆ T and all data sets D and

D′ differing in a single entry.

Here, ε and δ are privacy parameters. ε is interpreted as the privacy risk,

and δ is interpreted as the probability that the privacy guarantee fails [19].

We want both quantities to be as small as possible to ensure better privacy.

The privacy guarantee of definition 2 is interpreted as being ε-differentially

private except with probability δ [25]. That is, it offers a slightly weaker

privacy guarantee for δ > 0, and reduces to definition 1, pure ε-differentially

private for δ = 0.
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There are several methodologies for ensuring differential privacy for an

algorithm. Output perturbation [15], [24] is one of such methods. In this

paper, we utilize output perturbation using the Gaussian Mechanism [11],

[8], which satisfies (ε, δ)-DP. Below, we review the definition and theorem of

the Gaussian mechanism from [8].

Definition 3 (Gaussian Mechanism [8]). Let F : N|X | → Rd be an ar-

bitrary d-dimensional function, and define its L2 sensitivity be: ∆2F =

max
adjacent x,y

‖F(x)−F(y)‖2. The Gaussian Mechanism with parameter σ adds

noise scaled to N (0, σ2) to each of the d components of the output.

Theorem 1 (Privacy of the Gaussian Mechanism [8]). Given arbitrary ε ∈

(0, 1), the Gaussian Mechanism with parameter σ ≥ ∆2F
ε

√
2 log 1.25

δ
is (ε, δ)-

differentially private.

We refer the reader to [8] for the detailed proof of Theorem 1.

3.2. Rényi Differential Privacy

Determining the overall privacy loss of a multi-step algorithm is chal-

lenging. For (ε, δ) differential privacy, the advanced composition theorem [8]

can be loose [25]. The main reason is that for a given parameter σ, there

can be an endless number of combinations of ε and δ. Rényi Differential

Privacy (RDP) proposes a much more straightforward composition rule that

has been demonstrated to be reliable [25]. We first review some important

propositions of the RDP below:

Proposition 1 (From RDP to Differential privacy [25]). If A is an (α, εr)-

RDP mechanism, then it also satisfies (εr +
log 1

δr

α−1
, δr)-differential privacy for

any 0 < δr < 1 and α > 1.
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Proposition 2 (Composition of RDP [25]). Let A : D→ T1 be (α, εr1)-RDP

and B : T1×D→ T2 be (α, εr2)-RDP, then the mechanism defined as (X,Y),

where X ∼ A(D) and Y ∼ B(X,D), satisfies (α, εr1 + εr2)-RDP.

Proposition 3 (RDP and Gaussian Mechanism [25]). If A has L2 sensitivity

1, then the Gaussian mechanism GσA(D) = A(D) + E,whereE ∼ N (0, σ2)

satisfies (α, α
2σ2 )-RDP. Additionally, a composition of J Gaussian mecha-

nisms satisfies (α, αJ
2σ2 )-RDP

4. Proposed Differentially Private Matrix Factorization

Trust Model. We assume that the recommender is the data curator (that

is, the recommender holds the user ratings) and is trustworthy (that is, the

recommender would not reveal the ratings of particular users, and will not

collude with an adversary) [20]. The curator needs to provide aggregate

information without divulging user-specific information, as the queries may

come from an adversary who intends to learn sensitive information about a

user. We refer the reader to surveys [24], [26], and a textbook on this topic

[8] for further details.

Algorithm Formulation. Recall that for computing the user profile matrix

from the given ratings, we need to solve the optimization problem given in

(3) using an alternating least squares approach. To that end, we use gradient

descent with X and Θ as optimization variables. We now analytically find

the gradients of the loss function C(X,Θ) with respect to X and Θ. First,
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we find the gradient of C(X,Θ) with respect to X as:

∇XC(X,Θ) = ∇X
1

2

[ ∥∥∥V̂ − V ∥∥∥2

F
+ λ

(
‖X‖2

F + ‖Θ‖2
F

) ]
= ∇X

1

2

[
Tr
(
XΘT − V

)T (
XΘT − V

)
+ λTr

(
XTX

)
+ λTr

(
ΘTΘ

) ]
= ∇X

1

2
Tr
(
ΘXTXΘT

)
−∇X

1

2
× 2 Tr

(
ΘXTV

)
+∇X

1

2
Tr
(
V TV

)
+∇X

1

2
Tr
(
XTX

)
+∇X

1

2
Tr
(
ΘTΘ

)
= ∇X

1

2
Tr
(
XTXΘTΘ

)
−∇X Tr

(
XΘTV T

)
+ λX

= XΘTΘ− VΘ + λX

Therefore, ∇XC(X,Θ) =
(
V̂ − V

)
Θ + λX.

(4)

We use Properties 541, and 14 from [27] in line 2 of the derivation. We

additionally use Properties 13, and 35 in line 3; Properties 16, 13, 115, and

33 in line 4; and, Properties 113, and 100 in line 5.
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Next, we find the gradient of C(X,Θ) with respect to Θ as:

∇ΘC(X,Θ) = ∇Θ
1

2

[ ∥∥∥V̂ − V ∥∥∥2

F
+ λ

(
‖X‖2

F + ‖Θ‖2
F

) ]
= ∇Θ

1

2

[
Tr
(
XΘT − V

)T (
XΘT − V

)
+ λTr

(
XTX

)
+ λTr

(
ΘTΘ

) ]
= ∇Θ

1

2
Tr
(
ΘXTXΘT

)
−∇Θ

1

2
× 2 Tr

(
ΘXTV

)
+∇Θ

1

2
Tr
(
V TV

)
+∇Θ

1

2
Tr
(
XTX

)
+∇Θ

1

2
Tr
(
ΘTΘ

)
= ∇Θ

1

2
Tr
(
ΘTΘXTX

)
−∇Θ Tr

(
ΘXTV

)
+ λX

= ΘXTX − V TX + λΘ

Therefore, ∇ΘC(X,Θ) =
(
V̂ − V

)T
X + λΘ.

(5)

In this derivation, we use the same properties from [27] as mentioned before.

Additionally, we use Properties 4, and 5 from [27] in line 6. We simply denote

∇XC(X,Θ) and ∇ΘC(X,Θ) as ∇X and ∇Θ, respectively.

Note that, the gradients (as shown in (4) and (5)), depend on private

data (ratings in our case). As mentioned before, we aim to publish a differ-

entially private user profile matrix that prevents an adversary from inferring

individual user information. Therefore, we need to estimate ∇Θ at each it-

eration satisfying differential privacy. To that end, we employ the Gaussian

mechanism [8].

Proposed Algorithm. We initialize X ∈ Rnm×n, and Θ ∈ Rnu×n with

entries drawn i.i.d. from N (0, 1) and ensure that each profile vector has L2

norm 1 (that is, replace xi = xi
‖xi‖2 for i ∈ {1, . . . , nm}, and θj =

θj
‖θj‖2 for
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j ∈ {1, . . . , nu}). We iterate the following steps until the algorithm converges:

we compute the inferred rating matrix as V̂ ← XΘT �R. Next, we compute

∇X according to (4). We use the norm clipped Θ in (4) by computing,

θj = θj/max
(

1,
‖θj‖2
C

)
. Here, C is the norm clipping parameter to ensure

that ‖θj‖2 ≤ C ∀j ∈ {1, . . . , nu}. Similarly, we compute ∇Θ according

to (5), and as before, we use the norm clipped X in (5) by computing,

xi = xi/max
(

1,
‖xi‖2
C

)
, which ensures ‖xi‖2 ≤ C ∀i ∈ {1, . . . , nm}. This

operation is important because, we need to impose a bound on ‖xi‖2 in order

to compute the sensitivity ∆2 (∇Θ) using (6). More details are discussed in

the proof of Theorem 2. Next, we sample η ∈ Rnu×n ∼ i.i.d N (0, σ2), where

σ = τC
εi

√
2 log 1.25

δ
. Here, τ is the range of ratings, C is the norm clipping

parameter, and (εi, δ) are privacy parameters. We compute ∇̂Θ = ∇Θ + η

in accordance with Definition 3. Finally, we update X, and Θ with ∇X ,

and ∇̂Θ respectively, using step-size µ. Upon completion of the iteration,

we release differentially private user profile matrix Θ. We summarize this

proposed scheme in Algorithm 1.

Theorem 2 (Privacy of Algorithm 1). Consider Algorithm 1 in setting of

the matrix factorization problem described in Section 2 with nu user ratings

and nm movies. Let the matrix Θ ∈ Rnu×n encompass the user profile vectors

and the matrix X ∈ Rnm×n encompass the movie (or item) profile vectors.

Suppose that the range of ratings is τ and norm clipping parameter is C.

Then Algorithm 1 guarantees (εopt, δr)-DP for the released user profile matrix

Θ for any δr ∈ (0, 1), where εopt is given by:

εopt =
Jεi

2

4 log 1.25
δ

+ 2

√
Jεi2 log 1

δr

4 log 1.25
δ

.
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Algorithm 1 Matrix Factorization Satisfying Differential Privacy

Require: Sparse rating matrix V ∈ Rnm×nu with observation mask R ∈

Rnm×nu ; number of movies nm; number of users nu; privacy parameters

εi ∈ (0, 1), δ ∈ (0, 1), target δr ∈ (0, 1); range of ratings τ ; norm clipping

parameter C; and step-size µ.

1: Randomly initialize X ∈ Rnm×n,Θ ∈ Rnu×n, where ‖xi‖2 = ‖θj‖2 = 1

2: while (not converged) do

3: V̂ ← XΘT �R

4: ∇X ←
(
V̂ − V

)
Θ + λX, where θj ← θj/max

(
1,
‖θj‖2
C

)
5: ∇Θ ←

(
V̂ − V

)T
X + λΘ, where xi ← xi/max

(
1,
‖xi‖2
C

)
6: Sample η ∈ Rnu×n ∼ i.i.d N (0, σ2), where σ = τC

εi

√
2 log 1.25

δ

7: ∇̂Θ ← ∇Θ + η

8: X ← X − µ×∇X

9: Θ← Θ− µ× ∇̂Θ

10: end while

11: return Differentially private user profile matrix Θ

Proof. The proof of Theorem 2 follows from the application of the Gaussian

mechanism [8] relating to Definition 3 and Theorem 1, the post processing

property [8] and the bound on the L2 sensitivity of ∇Θ.

Assuming a rating matrix V ′ that differs from V by a single rating, we
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analytically find the expression for L2 sensitivity as:

∆2 (∇Θ) = max
V,V ′
‖∇Θ −∇Θ

′‖2

= max
V,V ′
‖
(
XΘT − V

)T
X + λΘ

−
(
XΘT − V ′

)T
X − λΘ‖2

= max
V,V ′

∥∥∥ΘXTX − V TX −ΘXTX + V ′
T
X
∥∥∥

2

= max
V,V ′

∥∥∥(V ′ − V )
T
X
∥∥∥

2

= max
V,V ′

∥∥∥∥∥∥∥∥∥∥∥∥∥∥∥



0 · · · 0
...

. . .
...

(v′ − v)x1,i
. . . (v′ − v)xn,i

...
. . .

...

0 · · · 0



∥∥∥∥∥∥∥∥∥∥∥∥∥∥∥
2

= max
V,V ′

∥∥∥∥∥∥∥∥∥∥∥∥∥∥∥
(v′ − v)



0
...

xi
...

0



∥∥∥∥∥∥∥∥∥∥∥∥∥∥∥
2

= max
V,V ′
|v′ − v|

∥∥∥∥∥∥∥∥∥∥∥∥∥∥∥



0
...

xi
...

0



∥∥∥∥∥∥∥∥∥∥∥∥∥∥∥
2

∆2 (∇Θ) = max
V,V ′
|v′ − v| ‖xi‖2 .

(6)

15



We use Property 531 from [27] in line 7. Considering ‖xi‖2 ≤ C, and as

|v′ − v| ≤ τ , where τ is the range of ratings, we have ∆2 (∇Θ) = τC, and

the noise standard deviation in Line 6 of Algorithm 1 is σ = τC
εi

√
2 log 1.25

δ
.

Recalling Definition 3, we can assert that the computation of ∇Θ at each

step is at least (εi, δ) differentially private. Therefore, the updated Θ at the

end of the iterations is also differentially private. In the following, we show

how to calculate the overall privacy spent using the propositions of RDP.

Computing the Overall Privacy Risk. Recall from Proposition 3 stated

in Section 3.2 that a Gaussian mechanism, where the function has L2 sen-

sitivity ∆2 (∇Θ) and which adds noise from N (0, σ2) satisfies (α, α∆2(∇Θ)2

2σ2 )-

RDP. If an algorithm requires J steps to converge, each of which satisfies

(α, α∆2(∇Θ)2

2σ2 )-RDP, then from Proposition 2, the overall algorithm satisfies

(α, αJ∆2(∇Θ)2

2σ2 )-RDP. We want to find the smallest value of Overall ε (denoted

as εopt in Theorem 2), given a noise variance σ2 and a target value of delta, δr.

Using Proposition 1 stated in Section 3.2, we have that the overall algorithm

is (ε, δr)-differentially private for any δr ∈ (0, 1), where ε is given by

ε =
αJ∆2 (∇Θ)2

2σ2
+

log 1
δr

α− 1
. (7)
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To find the smallest ε, we analytically to find α∗ as,

∂ε

∂α
= 0

J∆2 (∇Θ)2

2σ2
−

log 1
δr

(α∗ − 1)2
= 0

J∆2 (∇Θ)2

2σ2
=

log 1
δr

(α∗ − 1)2

(α∗ − 1)2 =
2δ2 log 1

δr

J∆2 (∇Θ)2

α∗ = 1±

√
2σ2

J∆2 (∇Θ)2 log
1

δr
.

According to proposition 1, α > 1. Therefore, we have

α∗ = 1 +

√
2σ2

J∆2 (∇Θ)2 log
1

δr
. (8)

Recall that for our setting, σ
∆2(∇Θ)

= 1
εi

√
2 log 1.25

δ
. By substituting this in

(8), and then replacing α in (7) by α∗, we find the expression for the best

(smallest) ε for a given target δr as:

εopt =
Jεi

2

4 log 1.25
δ

+ 2

√
Jεi2 log 1

δr

4 log 1.25
δ

, for
Jεi

2 log 1
δr

4 log 1.25
δ

> 0. (9)

5. Experimental Results and Observation

We implement our algorithm on three datasets composed of real-world

rating data. The first is the Movielens 1M [28] dataset consisting of 1 mil-

lion ratings of 3706 movies by 6040 users. This dataset has a rating density

of 4.47%. The second dataset is a slice taken from the Netflix Prize Data
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dataset

[29] having 5.36 million ratings of 5466 movies by 11345 users with a rating

density of 8.65%. The third is another slice taken from the Anime Rec-

ommendations Database (later referred as AnimeReco) [30] comprising 1.54

million ratings of 2772 anime by 4623 users with a rating density of 12.03%.

Note that the Netflix and AnimeReco dataset slices were conditioned to have

users with ratings over 200 and under 2500 and movies with ratings over 100.

The ratings in the Movielens and Netflix datasets are integers that range from

1 to 5, whereas the AnimeReco dataset has integer ratings ranging from 1 to

10.

All of the following experiments are conducted using Google’s Colab Pro

service which provides a Tesla P100 GPU with 16280 MiB of memory and

12.68 GB of RAM. For our experiments, we use σ = τC
εi

√
2 log 1.25

δ
. Here σ is

the parameter of the Gaussian mechanism, and (εi, δ) are the privacy param-

eters per iteration. C is the norm clipping parameter. We use C = 1 through-

out our experiments. Overall ε, and δr are the overall privacy risk and target

delta of the algorithm, respectively. Recall that Overall ε is denoted as εopt in
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Theorem 2. Target δr is the probability that the algorithm fails to satisfy the

privacy definition. We use Root Mean Square Error (RMSE) as an indicator

of utility for our algorithm. We investigate the impact of differential privacy

on the utility of the recommender system. We observe the learning curve

from the RMSE vs. Iteration plots of figures 1 – 3. For low values of εi, for

example, εi = 0.15, more privacy is maintained in exchange for more RMSE.

We keep all other parameters unchanged, and with increased values of εi, the

learning curves move closer to the non-private learning curve. We can achieve

very close utility compared to the non-private utility. Step-size µ = 0.0005

and profile vector dimension n = 20 are used for this experiment. Note that,

for all the experiments discussed in this paper, δ = 0.01, and δr = 0.00001

are used. The RMSE curve approximates the non-private RMSE curve even

better for εi ≥ 0.5 values. However, at this stage, the decrease in error is

not worth compared to the substantially increasing overall privacy risk. We

evidently observe behavior suggesting trade-off between utility, and privacy

risk from figures 4 – 6. We notice an optimal trade-off between the utility and
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Figure 9: RMSE vs n on

AnimeReco dataset
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on AnimeReco dataset

overall privacy risk (at around εi = 0.4). This implicitly means that we can

implement an accurate enough recommender system, which satisfies strict

privacy guarantees while providing utility very close to that of a non-private

recommender.

In the following experiment, we observe the effect of the dimensionality

n of profile vectors on private and non-private training. The step-size µ was

kept constant at 0.0005. Here, we notice from figures 7 – 9 that the non-

private recommender system reaches very close to zero RMSE for high values

of n, and the non-private RMSE diverges quite noticeably from differentially
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dataset

private (DP) RMSE curves. The DP-RMSE curves show an indication of

saturation at higher errors. A possible reason for such behavior can be the

fact that non-private MF permits the algorithm to learn profile vectors that

describe the users and their ratings the best. Consequently, a profile vector of

a higher dimension can learn more about a user, enabling it to reach almost

zero error conditions. On the other hand, differentially private MF puts a

restraint on the learning process that prevents it from being too sensitive to
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Figure 21: RMSE vs µ on

AnimeReco dataset

the user’s ratings. Differential privacy only allows the algorithm to extract

aggregate information. Now, if we look at the Overall ε vs. n plots in

figures 10 – 12, for εi = 0.5 and below, the overall privacy risk tends to

become invariant with respect to the increasing values of n. For higher εi

values, Overall ε tends to reach a high peak and then slightly decline with

increasing profile vector dimensionality. Using εi values higher than 0.5 is

evidently not useful as it increases privacy risk too much compared to the

benefit of lower RMSE it provides. Moreover, it is not justified to use very

high values on n just because of the advantage of lower RMSE in exchange

for an almost negligible increase in privacy risk. The reason is that for values

of n such as 320 or higher, the computation time per iteration can be several

times longer than the time needed for values of n such as 20 or lower as

depicted in figures 16 – 18. The times per iteration in the figures are taken

as the mean time for 300 iterations for each configuration.

Through the final experiment, we uncover the effects of increasing step-

size µ on the learning process. The profile vector dimension n was kept

at 20 for this experiment. By observing figures 19 – 24, we find that, us-
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Overall ε vs µ on Ani-

meReco dataset

ing larger step-size results in lower Overall ε and higher prediction errors.

From (7), we know that Overall ε is directly proportional to the number of

steps the training took. As all the other parameters required to calculate

Overall ε were unchanged, decreasing values indicate that the training took

fewer steps. The cause of this behavior is that too large a step-size can cause

gradient descent to miss the minima of the loss function. It can even cause

gradient descent to start diverging. As incorporating the Gaussian mecha-

nism involves adding Gaussian noise to the target function, the gradient, in

our case, the descent is not as smooth as before. Consequently, the process
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cannot handle a relatively large step-size. Larger step-sizes on top of noisy

gradients may have caused the descent to miss the desired minima, resulting

in higher prediction errors. All these characteristics we have investigated can

be utilized to pick the necessary parameter values to develop differentially

private recommendation systems as per accuracy and privacy requirements.

6. Conclusion

In this paper, we proposed a differentially private matrix factorization

based recommendation system via the Gaussian mechanism. We showed

that our algorithm provides an (εopt, δr) differentially private user profile ma-

trix containing the inferred user profile vectors, which can then be used with

appropriate movie (or item) profile vectors for the purpose of recommending

movies (or items) to the user. We observed different characteristics of our

proposed algorithm that can be utilized for formulating a practical privacy-

preserving recommendation system. We demonstrated the superiority of our

algorithm with varying privacy levels and other key parameters on three real

datasets. We also showed that our algorithm’s utility can closely match that

of the non-private algorithm for certain parameter choices. Recognizing the

inherent issue of the spent privacy budget of multi-shot algorithms, we pro-

vided a tighter characterization of the overall privacy budget of our algorithm

using the Rényi Differential Privacy. An interesting future work could be to

develop computationally efficient matrix factorization that works well with

differential privacy. Another promising future work could be to introduce

personalized differential privacy, proposed in [17], to our work; and adapt-

ing our proposed method to improved versions of MF, such as the Weighted
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Non-negative Matrix Factorization [18].
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