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Abstract

Average consensus is essential for multi-agent systems to achieve specific functions and is widely used in

network control, information fusion, etc. In conventional average consensus algorithms, all agents reach an agreement

by individual calculations and sharing information with their respective neighbors. Nevertheless, the information

interactions that occur in the communication network may make privacy information be revealed. In this paper, we

develop a new privacy-preserving average consensus method for unbalanced digraphs. Specifically, we ensure privacy

preservation by carefully embedding randomness in mixing weights to confuse communications and introducing an

extra auxiliary parameter to mask the state-updated rule in initial several iterations. In parallel, we exploit the intrinsic

robustness of consensus dynamics to guarantee that the average consensus is precisely achieved. Theoretical results

demonstrate that the designed algorithms can converge linearly to the exact average consensus value and can guarantee

privacy preservation of agents against both honest-but-curious and eavesdropping attacks. The designed algorithms

are fundamentally different compared to differential privacy based algorithms that enable privacy preservation via

sacrificing consensus performance. Finally, numerical experiments validate the correctness of the theoretical findings.

Index Terms

Average consensus, privacy preservation, push-sum, unbalanced digraph.

I. INTRODUCTION

As is known to all, multi-agent systems are growing rapidly in many fields such as smart grid, smart transportation,

and blockchain, etc. An important feature of such systems is that the agents collaborate with each other to reach a

consensus. To achieve this, the average consensus algorithm has emerged. Considering a network with N agents,

the objective of such algorithms is to make the states of all agents converge asymptotically to the average of their

initial values.
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Averaging consensus is an essential ingredient in decentralized networks. Typical applications include network

control [1], UAV formation [2], data fusion [3], etc. In order to make all agents’ states reach the average of initial

values, most of average consensus methods always demand that agents share their correct states with each other.

This may result in privacy information being revealed, and it is highly inadvisable from the perspective of privacy

protection. Indeed, privacy protection is critical in numerous distributed collaboration applications, such as smart

grids, sensor networks, banking and medical systems. This is necessary to encourage participation in collaboration,

as agents are often unwilling to sacrifice their privacy for favorable performance. A simple example is a group of

individuals engaging in a discussion regarding a specific topic and reaching a common view while maintaining the

confidentiality of each individual view [4]. A further common example is in power systems where several generators

need to agree on costs as well as ensuring the confidentiality of their respective generation information [5]. As the

frequency of privacy breaches continues to rise, it has become increasingly urgent to safeguard the privacy of every

individual in distributed systems.

A. Related Works

Several algorithms have been available to tackle the growing privacy concerns in average consensus. One of

the mostly widespread non-encryption privacy-preserving techniques is differential privacy [6], which essentially

injects the uncorrelated noise to the transmitted state information. This technique has already been applied in

some algorithms [7]–[11]. However, such algorithms cannot achieve exact average consensus owing to its inherent

compromise between the privacy level and the consensus accuracy. This makes differential privacy algorithms

unpalatable for sensor networks and cyber-physical systems with high requirements for consensus accuracy. To

ensure computational accuracy, several improvement efforts were proposed in [12]–[14], focused on the strategic

addition of correlated noise to the transmitted information, as opposed to the uncorrelated noise typically utilized in

differential privacy. Another stand of interest is observability-based privacy-preserving methods [15]–[17], where the

privacy is guaranteed by minimizing the observation information of a certain agent. However, both the correlated-

noise based and the observability based approaches are vulnerable to external eavesdroppers who have the ability

to wiretap all communication channels.

Note that the above mentioned algorithm is only valid for undirected and balanced networks. In real-world

scenarios, communication among agents is usually directed and unbalanced. For example, broadcasting at different

power levels, the communication activity corresponds to a directed and unbalanced graph. To preserve privacy

of nodes interacting on an unbalanced graph, the authors in [18]–[21] proposed a series of encryption-based

algorithms by utilizing the homomorphic encryption techniques. However, this type of method requires substantial

computational and communication overhead, which is unfriendly to resource-limited systems. Recently, state-

decomposition based methods [22], [23] have been favored by researchers. The idea of such algorithms is to divide

the states of agents into two sub-states with one containing insignificant information for communication with other

agents and the other containing sensitive information only for internal information exchange. Another extension

of privacy-preserving consensus is dynamics-based methods [24]–[27], which is also the focus of this work. An

important benefit of such algorithms is that no trade-off exists between privacy and consensus performances, and
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they are easy to implement in conjunction with techniques like homomorphic encryption, differential privacy, etc. In

contrast to state-decomposition based methods, dynamics-based methods have a simpler structure and seem easier

to much understand and implement. Note that some of the above privacy-preserving techniques have also been

recently applied in distributed optimization literature [28]–[33].

B. Main Contributions

In this paper, our work contributes to enrich the dynamic-based privacy-preserving methods over unbalanced

directed networks. Specifically, the contributions contain the points listed next.

i) Based on the conventional push-sum algorithm, we design a novel push-sum algorithm enabling privacy

preservation. Specifically, during the initial several iterations, we ensure privacy preservation by carefully

embedding randomness in mixing weights to confuse communications and introducing an extra auxiliary

parameter to mask the state-updated rule. As well, to ensure consensus accuracy, exploiting the intrinsic

robustness of consensus dynamics to cope with uncertain changes in information exchanges, we carefully

redesign the push-sum protocol so that the “total mass” of the system is invariant in the presence of embedded

randomness.

ii) We provide a formal and rigorous analysis of convergence rate. Specifically, our analysis consists two parts.

One is to analyze the consensus performance of the initial several iterations with randomness embedded,

and the other is to analyze that of remaining randomness-free dynamics, which has the same structure as the

conventional push-sum method [34]–[36]. Our analysis exploits the properties of the mixing matrix product and

norm relations to build consensus contractions of each dynamic. The result shows that the designed algorithm

attains a linear convergence rate and explicitly captures the effect of mixing matrix and network connectivity

structure on convergence rate.

iii) Relaxing the privacy notion of considering only exact initial values in [14], [37]–[39], we present two new

privacy notions for honest-but-curious attacks and eavesdropping attacks (see Definition 3), respectively, where

the basic idea is that the attacker has an infinite number of uncertainties in the estimation of the initial value

through the available information. The privacy notions are more generalized in the context that the attacker is

not only unable to determine the exact initial value but also the valid range of the initial value.

iv) Last but not least, this paper presents a version of the privacy-preserving algorithm in the vector-state case,

which has rarely been discussed in existing works. We briefly discuss its convergence and privacy properties.

Moreover, we conduct some numerical experiments to verify the convergence and privacy of the proposed

algorithm in scalar and vector states, respectively.

Notations: R and N are the natural and real number sets, respectively. 0, 1, and I represent all-zero vector, all-one

vector, and identity matrix, respectively, whose dimensions are clear from context. A = [Aij ]N×N represents an

N ×N -dimensional matrix whose ij-th element is Aij . [·]⊤ denotes the transpose of [·]. The symbol “\” stands for

set subtraction. The symbol | · | is applied to the set to represent the cardinality and to the scalar value to represent

absolute value. ⊗ denotes the Kronecker product. The ℓ2-norm (resp. ℓ1-norm) is signified by ‖·‖ (resp. ‖·‖1).
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II. PRELIMINARIES

We recall several important properties and concepts associated with the graph theory, conventional push-sum

protocol, and privacy preservation.

A. Graph Theory

Consider a network consisting of N agents and it is modeled as a digraph G = (V , E), where V = {1, · · · , N} is

the agent set, and E is the edge set which comprises of pairs of agents and characterizes the interactions between

agents, i.e., agent i affects the dynamics of agent j if a directed line from i to j exists, expressed as (j, i) ∈ E .

Moreover, let (i, i) /∈ E for any i ∈ V , i.e., no self-loop exists in digraph. We let N in
i = {j|(i, j) ∈ E} and

N out
i = {j|(j, i) ∈ E} be the in-neighbor and out-neighbor sets of agent i, respectively. Notice that the senses of

j ∈ N out
i and i ∈ N in

j are equivalent. For i, j ∈ V , a trail from i to j is a chain of consecutively directed lines.

The digraph G is strongly connected if at least one trail lies between any pair of agents. The associated incidence

matrix R = [Riεj ]N×|E| for graph G is given by

Rie =























1, if the starting point of the e-th edge (i, j) is j;

−1, if the starting point of the e-th edge (i, j) is i;

0, otherwise.

One could readily check that the sum of each column of R is zero, i.e.,
∑N

i=1 Ril = 0.

Assumption 1. The directed network G = (V , E) is strongly connected, and it holds |V| = N > 2.

Definition 1. (Sum one condition:) For an arbitrary matrix A = [Aij ]N×N , if
∑N

i=1 Aij = 1, then A is column-

stochastic. We refer to it as the sum one condition.

B. Conventional Push-Sum Method

Regarding the investigation of average consensus, the push-sum algorithm [34]–[36] is a well-established protocol,

which is summarized in Algorithm 1. All agents simultaneously update two variable states: xi(k) and yi(k),

and the sensitive information of agent i is the initial value xi(0). Define x(k) = [x1(k), · · · , xN (k)]⊤, y(k) =

[y1(k), · · · , yN(k)]⊤, and C = [Cij ]N×N . We can rewrite (1) and (2) in a compact form as follows:

x(k + 1) = Cx(k), (3)

y(k + 1) = Cy(k), (4)

initialized with x(0) = [x0
1, · · · , x0

N ]⊤ and y(0) = 1. For the setting of mixing weights {Cij |i, j ∈ V} in Algorithm

1, we can easily know that C is column-stochastic.
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Algorithm 1 Push-Sum Algorithm

1: Initial setting: Set xi(0) = zi(0) = x0
i and yi(0) = 1 for i ∈ V . The mixing weight associated with any edge

(j, i) ∈ E is indicated as Cji. Let Cji ∈ (0, 1) if j ∈ N out
i ∪{i} and Cji = 0 otherwise. Besides,

∑N
j=1 Cji = 1

for i ∈ V .

2: for k = 0, 1, · · · do

3: Agent i sends the computed Clixi(k) and Cliyi(k) to l ∈ N out
i .

4: Agent i uses Cijxj(k) and Cijyj(k) received from j ∈ N in
i to update xi and yi as follows:

xi(k + 1) =
∑

j∈N in
i
∪{i}

Cijxj(k), (1)

yi(k + 1) =
∑

j∈N in
i ∪{i}

Cijyj(k), (2)

5: Agent i computes zi(k + 1) = xi(k + 1)/yi(k + 1).

6: Until a stopping criteria is satisfied, e.g., agent i stops if |zi(k + 1) − x̄0| < ǫ for some predefined ǫ > 0,

where x̄0 ,
∑N

j=1 xj(0)/N .

7: end for

Under Assumption 1, Ck converges to rank-1 matrix at an exponential rate [40], [41]. Let C∞ be the infinite

power of matrix C, i.e., C∞ = limk→∞ Ck. Applying the Perron-Frobenius theorem [42] gives C∞ = π1⊤,

where π = [π1, · · · , πN ]⊤. Using facts that x(k) = Ckx(0) and y(k) = Cky(0), we have

lim
k→∞

zi(k) = lim
k→∞

xi(k)

yi(k)
=

[C∞x(0)]i
[C∞y(0)]i

=
πi

∑N
j=1 xj(0)

πi

∑N
j=1 yj(0)

=

∑N
j=1 xj(0)

N
, (5)

where [·]i means the i-th element of [·]. So the ratio zi(k) gradually reaches to x̄0. See [34]–[36] for more details.

C. Privacy Concern

We first introduce two prevalent attack types, namely, honest-but-curious attacks and eavesdropping attacks, and

then explain that Algorithm 1 fails to preserve privacy due to the explicit sharing of state variables.

Definition 2. An honest-but-curious attack is an attack in which some agents, who follow the state-update protocols

properly, try to infer the initial values of other agents by using the received information.

Definition 3. An eavesdropping attack is an attack in which an external eavesdropper is able to capture all sharing

information by wiretapping communication channels so as to infer the private information about sending agents.

In general, in terms of information leakage, an eavesdropping attack is more devastating than an honest-but-curious

attack as it can capture all transmitted information, while the latter can only access the received information. Yet,

the latter has the advantage that the initial values {x0
j} of all honest-but-curious agents j are accessible, which are

unavailable to the external eavesdroppers.
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For the average consensus, the sensitive information to be protected is the initial value xi(0), i ∈ V . Recall

that at the first iteration, agent i will send the computed values Cjixi(0) and Cjiyi(0) to all of its out-neighbors

j ∈ N out
i . Then, the initial value xi(0) is uniquely inferable by the honest-but-curious agent j using xi(0) =

Cijxi(0)
Cijyi(0)

and yi(0) = 1. Therefore, the honest-but-curious agents are always able to infer the sensitive information of its

in-neighbors. Likewise, one can readily check that external eavesdroppers are also able to easily infer sensitive

information about all agents. Therefore, the privacy concern is not addressed in the conventional push-sum method.

In this work, we try to study the privacy concern and develop a privacy-preserving version of Algorithm 1 to achieve

exact average consensus.

D. Performance Metric

Our task is to propose an average consensus algorithm that can achieve exact convergence while guaranteeing

privacy security. According to the above discussion, we thus conclude that the following two requirements for

privacy-preserving push-sum algorithms must be satisfied.

i) Exact output: After the last iteration of the algorithm, each agent should converge to the average consensus

point x̄0.

ii) Privacy preservation: During the entire algorithm implementation, the private information, i.e., the initial value

x0
i , of each legitimate agent i should be preserved against both honest-but-curious and eavesdropping attacks.

In order to respond to the above two requirements, two metrics are required to quantify them.

Output metric: To measure the accuracy of the output, we adopt the consensus error ‖z(k) − x̄01‖. The

algorithm achieves exact consensus if limk→∞‖z(k)− x̄01‖ = 0. Furthermore, the algorithm is said to be elegant

if ‖z(k)− x̄01‖ = O(ρk), ρ ∈ (0, 1).

Privacy metric: For the honest-but-curious attacks, we consider the presence of some honest-but-curious agents

H. The accessible information set of H is represented as Ih(k) = {Ij(k)|j ∈ H}, where Ij(k) represents the

information available to agent j ∈ H at iteration k. Given a moment k′ ∈ N, the access information of agents H
in time period 0 − k is Ih(0 : k′) = ∪0≤k≤k′Ih(k). For any information sequence Ih(0 : k′), define Si

0 as the

set of all possible initial values at the legitimate agent i, where all initial values leave the information accessed

by agents H unchanged. That is to say, there exist any two initial values x0
i , x̃

0
i ∈ Si

0 with x0
i 6= x̃0

i such that

Ĩh(0 : k′) = Ih(0 : k′). The diameter of Si
0 is defined as

D(Si
0) = sup

xi(0),x̃i(0)∈Si
0

|xi(0)− x̃i(0)|.

For the eavesdropping attacks, we consider the presence of an external eavesdropper whose available information

is denoted as Ie(k), k ∈ N. Let Ie(0 : k′) = ∪0≤k≤k′Ie(k). Similar to the honest-but-curious attacks, we define S0

as the set of all possible initial values for all agents, where all initial values leave the information accessed by an

external eavesdropper unchanged. That is, there exist x(0), x̃(0) ∈ S0 with x(0) 6= x̃(0) such that Ie(k) = Ĩe(k).
In addition, the diameter of S0 is given as

D(S0) = sup
x(0),x̃(0)∈S0

‖x(0)− x̃(0)‖.
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For the honest-but-curious and eavesdropping attacks, we use D(Si
0) for all legitimate agents i ∈ V \ H and

D(S0) for all agents to measure the individual privacy and algorithm-level confidentiality, respectively. For more

details, see the definition below.

Definition 4. The algorithm is said to be elegant in terms of privacy preservation, if D(Si
0) = ∞ or D(S0) = ∞

for any information sequence Ih(0 : k′) or Ie(0 : k′), k′ ∈ N, respectively.

The privacy concept outlined in Definition 3 shares similarities with the uncertainty-based privacy concept

presented in [43], which derives inspiration from the l-diversity principle [44]. Within the l-diversity framework, the

variety of any private information is gauged by the number of disparate estimates produced for the information. The

higher this diversity, the more ambiguous the associated private information becomes. In our setting, the privacy

information is the initial value x0
i (resp. x(0)), whose diversity is measured by the diameter D(Si

0) (resp. D(S0)).

Larger diameters imply greater uncertainty in the estimation of the initial values.

Remark 1. Note that Definition 3 indicates that attackers cannot uniquely determine an exact value or even a

valuable range of x0
i , and hence is more stringent than the notion defined in [14], [37]–[39], which only considers

the privacy information not to be exactly inferred.

III. PRIVACY-PRESERVING PUSH-SUM ALGORITHM

According to the above analysis, one can know that adopting the same weight Cij for both Cijxi(0) and Cijyi(0)

cause privacy (i.e., initial values) leakage. To solve the issue, a dynamics-based weight generation mechanism is

developed in [24], whose details are outlined in Protocol 1.

Protocol 1 Weight generation mechanism

1: Required parameters: Parameters K ∈ N and η ∈ (0, 1) are known to each agent.

2: Two sets of tailored mixing weights associated with any edge (j, i)∈E are generated. Specifically, if k≤K ,

two groups of mixing weights {C1
ji(k) ∈R| j ∈N out

i ∪{i}} and {C2
ji(k) ∈R| j ∈N out

i ∪{i}} associated with

agent i are generated, which satisfy
∑N

j=1 C
1
ji(k) = 1 and

∑N
j=1 C

2
ji(k) = 1; otherwise, only one group of

mixing weights {C1
ji(k) = C2

ji(k) = Cji(k) ∈ (η, 1)| j ∈ N out
i ∪ {i}}, also subject to

∑N
j=1 Cji(k) = 1, is

generated. Note that {C1
ji(k)} and {C2

ji(k)} are mixed in xi and yi, respectively. Moreover, agent i always

sets C1
ji(k) = 0 and C2

ji(k) = 0 for j /∈ N out
i ∪ {i}.

The main idea of the dynamics-based protocol is to confuse the state variables of the agents by injecting

randomness into the mixing matrix in the initial few iterations. Fig. 1 briefly depicts the basic process. Obviously,

the dynamics-based protocol has two stages. The first stage is from iteration k = 0 to k = K , which can be regarded

as a re-initialization operation on the initial value. This stage is key to privacy protection. The second stage is from

k = K + 1 to k = ∞, which can be viewed as the normal executions of the conventional push-sum method. This

stage is key to ensuring convergence.
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(b) A brief computation process from the view of agent i

Fig. 1: The idea of dynamics-based protocol.

The dynamics-based method has been proved to reach an exact consensus point, and the sensitive information of

legitimate agents is not inferred by honest-but-curious agents in [24]. However, there are two significant challenges

that have not been addressed: I) In the initial K iterations, although each weight is arbitrary, the sum one condition

still imposes a constraint on the weight setting. II) The method cannot protect sensitive information from external

eavesdropping attackers.

To solve the above issues, we carefully redesign the push-sum rule to address challenges I) and II). From Protocol

1, one knows that the dynamics-based method mainly operates on the first K iterations to preserve the privacy

information. Specifically, the update rule of the x-variable is given as

xi(k + 1) =
∑

j∈N in
i
∪{i}

C1
ij(k)xj(k), k ≤ K,

where C1
ij(k) is generated from Protocol 1. Note that the sum one condition is used to ensure that the sum of all

variables at each k ≤ K is invariant, that is,

N
∑

i=1

xi(k + 1) =
N
∑

i=1

xi(k). (6)

Thus, if we wish to circumvent the sum one constraint, the new update rule must make (6) hold. Specifically, we

take advantage of the fact that the amount of messages sent and received is equal for the entire system (i.e., the

total mass of the system is fixed) and modify the update of the x-variable as

xi(k + 1) = xi(k) + Ξi(k) (7)

with

Ξi(k),
∑

j∈N in
i

C1
ij(k)xj(k)−

∑

j∈N out
i

C1
ji(k)xi(k),

where C1
ij(k) can take any value in R (the sum one condition is not required). One verifies that

∑N
i=1 Ξi(k) = 0.

Obviously, summing xi(k + 1) in (7) over i = 1, · · · , N yields (6). However, the update rule (7) is valid for
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honest-but-curious attacks and really ineffective for eavesdropping attacks, see Corollary 2 below. Thus, we further

introduce an auxiliary parameter σ(k) ∈ R for k ≤ K , which is public information known for all agents, but not

to the external eavesdropper. Details of our method are summarized in Algorithm 2.

Algorithm 2 Secure average consensus algorithm

1: Initial setting: Set xi(0) = zi(0) = x0
i and yi(0) = 1 for i ∈ V . Parameters K ∈ N, σ(k) ∈ R for k ∈ N, and

η ∈ (0, 1) are known to each agent.

2: Weight generation: Two sets of random mixing weights associated with any edge (j, i) ∈ E are generated. For

yi(k) at any k ∈ N, a group of mixing weights {C2
ji(k) ∈ (η, 1)|j ∈ N out

i ∪ {i}} are generated, which satisfy
∑

j∈N out
i

∪{i} C
2
ji(k) = 1. For xi(k) at any k ∈ N, if k ≤ K , a group of mixing weights {C1

ji(k) ∈ R| j ∈
N out

i ∪ {i}} are generated; Otherwise, a group of mixing weights {C1
ji(k) = C2

ji(k) ∈ (η, 1)|j ∈ N out
i ∪ {i}}

are generated. Moreover, agent i always sets C1
ji(k) = 0 and C2

ji(k) = 0 for j /∈ N out
i ∪ {i}.

3: for k = 0, 1, · · · do

4: Agent i sends the computed C1
li(k)xi(k) and C2

li(k)yi(k) to l ∈ N out
i .

5: Agent i uses C1
ij(k)xj(k) and C2

ij(k)yj(k) received from j ∈ N in
i to update xi and yi as follows:

xi(k + 1)=















xi(k)+σ(k)Ξi(k), if k ≤ K;

∑

j∈N in
i
∪{i}

C1
ij(k)xj(k), if k ≥ K + 1.

(8)

yi(k + 1) =
∑

j∈N in
i
∪{i}

C2
ij(k)yj(k), k ≥ 0. (9)

6: Agent i computes zi(k + 1) = xi(k + 1)/yi(k + 1).

7: Until a stopping criteria is satisfied, e.g., agent i stops if |zi(k + 1)− x̄0| < ǫ for some predefined ǫ > 0.

8: end for

Remark 2. Note that we mainly embed randomness for C1(k) in the first K iterations and do not consider C2(k).

Since embedding randomness for C1(k) alone can guarantee that C1(k) 6= C2(k) for k ≤ K , and the auxiliary

variable y does not contain privacy information, so there is no need to embed randomness for C2(k) either. Of

course, if embedding randomness for C2(k) is necessary, the update of the y-variable in (9) is formulated as:

yi(k + 1) = yi(k)+σ
′

(k)
(

∑

j∈N in
i

C2
ij(k)yj(k)−

∑

j∈N in
i

C2
ij(k)yj(k)

)

,

where σ
′

(k) and C2
ij(k) are generated in a similar way as σ(k) and C1

ij(k) of Algorithm 2.

IV. CONVERGENCE ANALYSIS

Following Algorithm 2, it holds from the dynamics (8)-(9)

x(k + 1) = C1(k)x(k), k ≥ K, (10)

y(k + 1) = C2(k)y(k), k ≥ 0, (11)
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where C1(k) = [C1
ij(k)]N×N and C2(k) = [C2

ij(k)]N×N . It is known from the setting of Algorithm 2 that: i)

C1(k) and C2(k) are time-varying and column-stochastic; and ii) C1(k) = C2(k) for k ≥ K .

Define Φ1(k : s) = C1(k) · · ·C1(s) and Φ2(k : s) = C2(k) · · ·C2(s) for k ≥ s ≥ 0. Particularly, Φ1(k : k) =

C1(k) and Φ2(k : k) = C2(k). Recursively computing (10) and (11), we can obtain

x(k + 1) = Φ1(k : K + 1)x(K + 1), k ≥ K + 1, (12)

y(k + 1) = Φ2(k : 0)y(0), k ≥ 0, (13)

where it holds Φ1(k : K + 1) = Φ2(k : K + 1) for k ≥ K + 1. Then, it follows that

1⊤x(k + 1) = 1⊤x(K + 1), k ≥ K + 1, (14)

1⊤y(k + 1) = 1⊤y(0) = N, k ≥ 0, (15)

where we use the column stochasticities of Φ1(k : K + 1) and Φ2(k : 0). For the first K dynamics of xi in (8),

we have from
∑N

i=1 Ξi(k) = 0 that

1⊤x(k + 1) =

N
∑

i=1

xi(k + 1) =

N
∑

i=1

(xi(k) + σ(k)Ξi(k))

=

N
∑

i=1

xi(k) = 1⊤x(k) = 1⊤x(0), (16)

which matches the relation (6). Combining (14) and (16) gives

1⊤x(k + 1) = 1⊤x(0), k ≥ 0. (17)

Note that the dynamics of Algorithm 2 for iterations k ≥ K are analogous to the conventional push-sum method.

Considering (17) in depth, it can be seen that the injected randomness of the first K dynamics has no impact

on the consensus performance. Next we show that Algorithm 2 can guarantee linear convergence rate to x̄0. Let

z(k) = [z1(k), · · · , zN (k)]⊤.

Theorem 1. Let {(zi(k))Ni=1}k∈N be the sequence generated by Algorithm 2, and the network G satisfies Assumption

1. Then, it holds, for all k ∈ N,

‖z(k)− x̄01‖ ≤ cρk,

where ρ = (1− ηN−1)
1

N−1 , and c is a constant given as

c = max

{

c1, (c2 + c3)‖x(0)‖1, (c2ρ−1 + c3)‖x(1)‖1,
· · · , (c2ρ−K−1 + c3)‖x(K + 1)‖1

}

,

where c1 = 2
√
Nc0‖x(K + 1)‖1η−Nρ−K−2, c2 = 2

√
Nη−N − (N − 1)/

√
N and c3 = N−1/2η−Nc0ρ

−1.

Proof. Proof details are outlined in Appendix A.

Remark 3. Theorem 1 indicates that Algorithm 1 can achieve an O(ρk) convergence rate with ρ = (1−ηN−1)
1

N−1 .

Evidently, a smaller ρ yields a better convergence rate. A straightforward way to obtain a smaller ρ is to increase

η. However, it is essential to be aware that η cannot be close to 1 arbitrarily due to the nonnegativity and column
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stochasticity of the mixing matrix for k ≥ K + 1. To satisfy the weight generation mechanism in Algorithm 2, it

holds 0 ≤ η ≤ 1/(maxi |N out
i |+ 1).

V. PRIVACY ANALYSIS

Now, we analyze that Algorithm 2 is resistant to both honest-but-curious and eavesdropping attacks.

A. Performance Against Honest-but-curious Attacks

For the honest-but-curious attacks, we make the following standard assumption [22]–[27].

Assumption 2. Consider an N -agent distributed network, where some colluding honest-but-curious nodes exist.

We assume that each node i has at least one legitimate neighbor, i.e., N out
i ∪ N in

i * H.

We show that under an honest-but-curious attack, Algorithm 2 enforces privacy protection.

Theorem 2. Consider an N -agent distributed network that satisfies Assumption 1. In the context of the existence

of some colluding honest-but-curious agents, the initial value x0
i of legitimate agent i can be safely protected if

N out
i ∪ N in

i * H.

Proof. Recalling the definition of privacy metric in Section II-D, it can be shown that the privacy of agent i can

be safely protected insofar as D(Si
0) = ∞. The available information to H is Ih = {Ij |j ∈ H}, where Ij denotes

the information available to each individual j ∈ H given as

Ij ={Istate
j (k) ∪ Isend

j (k) ∪ I receive
j (k)|k ≥ 0}

∪ {σ(k)|0 ≤ k ≤ K} ∪ {ym(0) = 1|m ∈ V}

∪ {C1
nj(k), C

2
nj(k)|m ∈ V , k ≥ 0}

with

Istate
j (k) = {xj(k), yj(k)}

Isend
j (k)={C1

nj(k)xj(k), C
2
nj(k)yj(k)|n ∈ N out

j ∪ {j}}

I receive
j (k) = {C1

jm(k)xm(k), C2
jm(k)ym(k)|m ∈ N in

j }.

To prove D(Si
0) = ∞, it suffices to show that agents in H fail to judge whether the initial value of agent i is

x0
i or x̃0

i = x0
i + δ where δ is an arbitrary value in R and x0

i , x̃
0
i ∈ Si

0. Note that agents in H are only able to

infer x0
i using Ih. In other words, if the initial value x̃0

i = x0
i + δ makes the information Ĩh accessed by agents

of H unchanged, i.e., Ĩh = Ih, then D(Si
0) = ∞. Hence, we only need to prove that there is Ĩh = Ih under two

different initial values x̃0
i and x0

i .

Since N out
i ∪ N in

i * H, there exists at least one agent l ∈ N out
i ∪ N in

i \ H. Thus, some settings on initial values

of agent l and mixing weights associated with agent l satisfying the requirements in Algorithm 2 make it necessary

that Ĩh = Ih for any x̃0
i . More specifically, the initial settings are given as

x̃0
i = x0

i + δ, x̃0
l = x0

l − δ, x̃0
m = x0

m,m ∈ V \ {i, l}, (18)
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where δ is nonzero and does not equal either −xi(0) or xl(0). Apparently, such an initial value setting has no

impact on the sum of the original initial values. Then, we properly choose the mixing weights such that Ĩh = Ih.

Here, “properly” means the choosing mixing weights should obey the weight generation mechanism in Algorithm

2. Our analysis will be continued in two cases, l ∈ N out
i and l ∈ N in

i , respectively.

Case I: We consider l ∈ N out
i . One can derive Ĩh = Ih if the weights are set as

C̃1
mn(0) = C1

mn(0),m ∈ V , n ∈ V \ {i, l}, (19a)

C̃1
mi(0) = C1

mi(0)x
0
i /x̃

0
i ,m ∈ V \ {i, l}, (19b)

C̃1
li(0) = (σ(0)C1

li(0)x
0
i + δ)/σ(0)x̃0

i , (19c)

C̃1
ml(0) = C1

ml(0)x
0
l /x̃

0
l ,m ∈ V \ {l}, (19d)

C̃1
ii(0), C̃

1
ll(0) ∈ R, (19e)

C̃1
mn(k) = C1

mn(k),m, n ∈ V , k ≥ 1, (19f)

C̃2
mn(k) = C2

mn(k),m, n ∈ V , k ≥ 0. (19g)

Case II: We consider l ∈ N in
i . One can derive Ĩh = Ih if the weights are set as

C̃1
mn(0) = C1

mn(0),m ∈ V , n ∈ V \ {i, l}, (20a)

C̃1
mi(0) = C1

mi(0)x
0
i /x̃

0
i ,m ∈ V \ {i}, (20b)

C̃1
ml(0) = C1

ml(0)x
0
l /x̃

0
l ,m ∈ V \ {i, l}, (20c)

C̃1
il(0) = (σ(0)C1

il(0)x
0
l − δ)/σ(0)x̃0

l , (20d)

C̃1
ii(0), C̃

1
ll(0) ∈ R, (20e)

C̃1
mn(k) = C1

mn(k),m, n ∈ V , k ≥ 1, (20f)

C̃2
mn(k) = C2

mn(k),m, n ∈ V , k ≥ 0. (20g)

Combining Cases I and II, it can be derived that Ĩh = Ih under the initial value x̃0
i = x0

i + δ ∈ Si
0. Then

D(Si
0) ≥ sup

δ∈R

|x0
i − x̃0

i | = sup
δ∈R

|δ| = ∞

Therefore, the initial value x0
i of agent i is preserved against agents H if agent i has at least one legitimate neighbor

l ∈ V \ H.

Remark 4. According to (19e) and (20e), one knows that the privacy of the proposed algorithm does not have any

requirement for the weights C̃1
ii(0) and C̃1

ll(0). The reason for this is that each node i in Algorithm 2 does not use

such weights in the iterations k = 0, 1, · · · ,K . One benefit of this operation is that it allows the mixing weights of

the transmitted information to be used in the iterations k = 0, 1, · · · ,K without satisfying the constraint that the

columns sum to one.

Note that if N out
i ∪N in

i ⊂ H for i ∈ V \ H, the initial value x0
i will be inferred by H, see Corollary 1 below.
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Corollary 1. Under the settings of Theorem 2, the initial value x0
i of agent i /∈ H would be revealed if N out

i ∪N in
i ⊂

H holds.

Proof. Recalling and recursively computing the update of x-variable for k ≤ K yields

xi(K + 1)− xi(0) =
K
∑

t=0

σ(t)
(

∑

n∈N in
i

C1
in(t)xn(t)−

∑

m∈N out
i

C1
mi(t)xi(t)

)

. (21)

Then, using the column stochasticities of C1(k) for k ≥ K + 1 and C2(k) for k ≥ 0, we have

xi(k) = C1
ii(k)xi(k) +

∑

m∈N out
i

C1
mi(k)xi(k), k ≥ K,

yi(k) = C2
ii(k)yi(k) +

∑

m∈N out
i

C2
mi(k)yi(k), k ≥ 0.

Combining the above relations with (8) and (9), one arrives

xi(k)− xi(K + 1) =

k−1
∑

t=K+1

(

∑

n∈N in
i

C1
in(t)xn(t)−

∑

m∈N out
i

C1
mi(t)xi(t)

)

, (22)

yi(k)− yi(0) =

k−1
∑

t=0

(

∑

n∈N in
i

C2
in(t)yn(t)−

∑

m∈N out
i

C2
mi(t)yi(t)

)

. (23)

Further, combining the results in (21) and (22) gives

xi(k)− xi(0) =
k−1
∑

t=K+1

(

∑

n∈N in
i

C1
in(t)xn(t)−

∑

m∈N out
i

C1
mi(t)xi(t)

)

+
K
∑

t=0

σ(t)
(

∑

n∈N in
i

C1
in(t)xn(t)−

∑

m∈N out
i

C1
mi(t)xi(t)

)

. (24)

Note that each agent j ∈ H has access to Ih. If N out
i ∪ N in

i ⊂ H holds for legitimate agent i, all the information

involved on the right sides of (23) and (24) is accessible to the honest-but-curious agents. Then, using yi(0) = 1

and (23), agent j can capture yi(k) for all k. Further, as C1
ij(k) = C2

ij(k) for k ≥ K + 1, xi(k) can be inferred

correctly by agent j using

xi(k) =
C1

ji(k)xi(k)

C2
ji(k)yi(k)

yi(k).

Making use of (24), the desired initial value xi(0) = x0
i is revealed.

B. Performance Against Eavesdropping Attacks

For the eavesdropping attacks, we make the following assumption.

Assumption 3. Consider an N -agent distributed network with an external eavesdropper. We assume that the

parameter σ(0) is not accessible to the eavesdropper.

We show that Algorithm 2 can enable privacy preservation against eavesdropping attacks.
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Theorem 3. Consider an N -agent distributed network that satisfies Assumption 1. In the context of the existence

of an external eavesdropper who is capable of collecting all sharing information, the initial values {x0
i }i∈V of all

agents can be preserved.

Proof. Recalling the definition of privacy metric in Section II-D, it is shown that all agents’ privacy can be safely

protected insofar as D(S0) = ∞. The available information to the external eavesdropper is given as

Ie = {C1
ij(k)xj(k), C

2
ij(k)yj(k)|∀i, j ∈ V , i 6= j, k ≥ 0}.

The dynamic (8) can be reformulated as

x(k + 1) = x(k) + σ(k)R∆x(k), k ≤ K, (25)

where R denotes the incidence matrix associated network G, and ∆x(k) is a stack vector whose i-th element

is C1
mn(k)xn(k) with (m,n) being the i-th edge in E . Note that the external eavesdropper is only able to infer

all {xi(0)}i∈V using Ie. To prove D(S0) = ∞, it is required to indicate that any initial value x̃(0) , x(0) +

∆σ(0)R∆x(0) ∈ S0 makes the information Ĩe accessed by the external eavesdropper unchanged, i.e., Ĩe = Ie,

where ∆σ(0) is any value in R. Hence, we only need to prove that it holds Ĩe = Ie under two different initial

states x̃(0) and x(0). Specifically, one derives Ĩe = Ie if some settings are as follows:

C̃1
mn(0) = C1

mn(0)x
0
n/x̃

0
n,m, n ∈ V ,m 6= n, (26a)

C̃1
nn(0) ∈ R, n ∈ V , (26b)

σ̃(0) = σ(0) + ∆σ(0), (26c)

C̃1
mn(k) = C1

mn(k),m, n ∈ V , k ≥ 1, (26d)

C̃2
mn(k) = C2

mn(k), k ≥ 0, (26e)

σ̃(k) = σ(k), k ≥ 1. (26f)

Further, owing to the fact that the rank of R is N − 1 and the nullity of R is |E| − N − 1, one concludes that

∆x(0) is any vector in R|E|. In other words, the probability of ∆x(0) landing in the null space of R is zero. Thus,

for any n ∈ V , it holds

[R∆x(0)]n =
∑

m∈N in
n

C1
nm(0)xm(0)−

∑

m∈N out
n

C1
mn(0)xn(0) 6= 0.

Naturally, x̃n(0)− xn(0) = [∆σ(0)R∆x(0)]n can be any value in R. Therefore,

D(S0) = sup
x(0),x̃(0)∈S0

‖x(0)− x̃(0)‖ = sup
∆σ(0)∈R

‖∆σ(0)R∆x(0)‖ = ∞.

That is to say, all initial values {xi(0)}i∈V are preserved against the external eavesdropper.

Corollary 2. Under the settings of Theorem 3, if the update rule (8) is substituted with (7), i.e., σ(k) = 1 for

k ≤ K , Algorithm 2 cannot preserve the privacy of each agent i against eavesdropping attacks.
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Proof. Recursively computing the update of x-variable in (7) for k ≤ K gives

xi(K + 1)− xi(0) =

K
∑

t=0

(

∑

n∈N in
i

C1
in(t)xn(t)−

∑

m∈N out
i

C1
mi(t)xi(t)

)

. (27)

Note that (22) and (23) still hold in this setting. Combining (27) with (22), we have

xi(k)− xi(0) =

k−1
∑

t=0

(

∑

n∈N in
i

C1
in(t)xn(t)−

∑

m∈N out
i

C1
mi(t)xi(t)

)

. (28)

Since the external eavesdropper can capture all transmitted information, all terms in the right sides of (23) and (28)

can be accessed by the external eavesdropper. Then, using yi(0) = 1 and (23), agent j can capture yi(k) for all k.

Further, since C1
ij(k) = C2

ij(k) for k ≥ K + 1, xi(k) can be inferred correctly by agent j using

xi(k) =
C1

ji(k)xi(k)

C2
ji(k)yi(k)

yi(k).

Making use of (28), the desired initial value xi(0) = x0
i is inferred.

Remark 5. According to the discussions above, it is evident that the first K-step perturbations are crucial for

preserving privacy against honest-but-curious attacks, while the time-varying parameter σ(t) is pivotal in protecting

privacy from eavesdropping attacks. Note that we only require that σ(0) is agnostic to the eavesdropper. Although

this requirement is extremely stringent in practice, it still has some developmental significance. Specifically, due to

the arbitrariness of σ(0), we can mask only σ(0) by some privacy-preserving techniques such as encryption and

obfuscation. Since these techniques act only on σ(0), they do not impact the convergence of the algorithm.

Remark 6. Theorem 1 states that the randomness of embeddings in the first K iterations has no impact on the

consensus performance. Besides, from the privacy analysis, we can see that only changing the mixing weights and

auxiliary parameter at the iteration k = 0 is enough to mask the initial values. That is, we can make the proposed

algorithm protect the initial value xi(0) by simply embedding randomness to C1(0) (i.e., setting K = 1). Here, our

consideration of K ≥ 1 is to preserve more intermediate states xi(k), but this also delays the consensus process,

see Figs. 6 and 7. Therefore, if the intermediate states are not information of privacy concern, we directly set

K = 1 to obtain the best convergence performance.

VI. DISCUSSION

The privacy policy in this work can also be applied to the case of vector states. Actually, privacy (i.e., the agent’s

initial vector state) is naturally protected provided that each element of the vector state is assigned an independent

mixing weights. The details of the privacy policy for the vector states are summarized in Algorithm 3.

A. Performance analysis

Apparently, there is no change in the update of yi, so we mainly focus on the update of xi. Note that setting

C1
ij(k) = 0 and C2

ij(k) = 0 for j /∈ N in
i ∪ {i}, the update rule (29) is transformed into

xi(k + 1) =

N
∑

j=1

C1
ij(k)xj(k), k ≥ K + 1.
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TABLE I: Parameter design

Parameter Iteration k ≤ K Iteration k ≥ K + 1

Λ(k)
Λ(k) = diag{σ1(k), · · · , σd(k)}, where each σl(k), l =

1, · · · d, is chosen from R independently
\

C2

ij(k) Each C2

ij(k) is chosen from [η, 1] for j ∈ N in
i ∪ {i} with satisfying

∑N
i=1

C1

ij(k) = 1

C1

ij(k)
C1

ij(k) = diag{C1

ij,1(k), · · · , C
1

ij,d
(k)}, where each C1

ij,l
(k),

l = 1, · · · d, is chosen from R for i ∈ N out
j

∪ {j} independently
C1

ij(k) = C1

ij(k)I, where C1

ij(k) = C2

ij(k)

Algorithm 3 Secure average consensus algorithm in the vector-state case

1: Initial setting: Set xi(0) = x0
i ∈ Rd and yi(0) = 1 for i ∈ V . Parameters K ∈ N, Λ(k) ∈ Rd×d for k ∈ N,

and η ∈ (0, 1) are known to each agent.

2: Weight generation: See TABLE I.

3: for k = 0, 1, · · · do

4: Agent i sends the computed C1
li(k)xi(k) and C2

li(k)yi(k) to l ∈ N out
i .

5: Agent i uses C1
ij(k)xj(k) and C2

ij(k)yj(k) from j ∈ N in
i to update xi and yi as follows:

xi(k + 1) =















xi(k) +Λ(k)Ξi(k), if k ≤ K;

∑

j∈N in
i
∪{i}

C1
ij(k)xj(k) if k ≥ K + 1.

(29)

yi(k + 1) =
∑

j∈N in
i
∪{i}

C2
ij(k)yj(k), k ≥ 0, (30)

where Ξi(k),
∑

j∈N in
i

C1
ij(k)xj(k)−

∑

j∈N out
i

C1
ji(k)xi(k).

6: Agent i computes zi(k + 1) = xi(k + 1)/yi(k + 1).

7: Until a stopping criteria is satisfied, e.g., agent i stops if ‖z(k) − 1 ⊗ x̄0‖ < ǫ for some predefined ǫ > 0,

where x̄0 =
∑N

j=1 xj(0)/N .

8: end for

Define x(k) = [(x1(k))
⊤, · · · , (xN (k))⊤]⊤, y(k) = [y1(k), · · · , y2(k)]⊤, C2(k) = [C2

ij ]N×N . Let C̃1(k) be a

block matrix with the (ij)-th block entry being C1
ij(k). Then, the dynamic above can be further reformulated as

x(k + 1) = C̃1(k)x(k), k ≥ K + 1, (31)

Note that C̃1(k) = C2(k)⊗I holds for k ≥ K+1. Define Φ̃1(k : s) = C̃1(k) · · · C̃1(s) for k ≥ s ≥ 0. Particularly,

Φ̃1(k : k) = C̃1(k). Recursively computing (31), we obtain

x(k + 1) = Φ̃1(k : K + 1)x(K + 1), k ≥ K + 1, (32)

where Φ̃1(k : K + 1) = Φ2(k : K + 1)⊗ I for k ≥ K + 1. Then, it holds

(1⊤ ⊗ I)x(k+1)=(1⊤ ⊗ I)x(K + 1), k≥K + 1, (33)
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For k ≤ K , using
∑N

i=1 Ξi(k) = 0, we have

(1⊤ ⊗ I)x(k + 1) =

N
∑

i=1

xi(k + 1)

=

N
∑

i=1

(xi(k) +Λ(k)Ξi(k)) =

N
∑

i=1

xi(k) = (1⊤ ⊗ I)x(k), (34)

Combining (33) and (34) yields

(1⊤ ⊗ I)x(k + 1) = (1⊤ ⊗ I)x(0)

From the analysis above, it is clear that Algorithm 3 retains the same properties in the vector state case as it does

in the scalar state case. So, we have the following theorems.

Theorem 4. Let {(zi(k))Ni=1}k∈N be the sequence generated by Algorithm 3, x̄0 =
∑N

j=1 x
0
j/N be the average

point, and the network G satisfies Assumption 1. Then, it holds, for all k ∈ N, ‖z(k)− x̄01‖ ≤ cρk, where c
′

=
√
dc.

Proof. The proof follows the similar path to Theorem 1, the difference lies only in the use of the Kronecker product

and thus omitted.

Theorem 5. Consider an N -agent distributed network that satisfies Assumption 1. Let H denote the set of all

honest-but-curious agents. The following statements hold:

1) Under the settings of Theorem 2, the initial value xi(0) of agent i /∈ H can be preserved against H during the

running of Algorithm 3 if N out
i ∪ N in

i * H holds;

2) Under the settings of Theorem 3, the initial values xi(0) of all agents i /∈ H can be preserved against

eavesdropping attacks during the running of Algorithm 3 if σ(0) is agnostic to external eavesdroppers.

Proof. According to the analysis of Algorithm 2, we can know that each scalar-state element in the vector state

can be preserved against both honest-but-curious and eavesdropping attacks. Therefore, each vector state can also

be preserved.

VII. EXPERIMENTS VALIDATION

We construct simulations to confirm the consensus and the privacy performances of our methods. Several

unbalanced directed networks are built in Fig. 2.

A. Consensus Performance

We pick the network G1 and set η = 0.01. In Algorithm 2, at iteration k ≤ K , as required in Algorithm 2, the

mixing weights C1
ji(k) for j ∈ N out

i ∪{i} are selected from (−100, 100). x0
1, · · · , x0

5 take values of 10, 15, 20, 25, 30,

respectively, and thus x̄0 = 20. The parameter σ(k) is generated from N (0, 10) for all k ≤ K . In Algorithm 3,

at iteration k ≤ K , the parameters σl(k) are generated from N (0, 10) for l = 1, · · · , d with d = 3, and the

mixing weights C1
ij,l(k) are chosen from (−100, 100) for l = 1, · · · , d and j ∈ N out

i ∪ {i}. Each component of

the initial values x0
i ∈ Rd, i = 1, · · · , 5, is generated from the Gaussian distributions with different mean values
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(a) G1 (b) G2

(c) Out-degree=2 (d) Out-degree=3 (e) Out-degree=4 (f) Out-degree=5

(g) In-degree=2 (h) In-degree=3 (i) In-degree=4 (j) In-degree=5

Fig. 2: Several built networks. Line 1: A simple directed network G1 with 5 agents and a large-scale directed

network G2 consisting of 1000 agents. Line 2: Four 10-agent directed networks with out-degree=2, 3, 4, 5. Line 3:

Four 10-agent directed networks with in-degree=2, 3, 4, 5.

0, 20, 40. Fig. 3 plots the evolutionary trajectories of the state variables under K = 2, and shows the evolutions

of e(k) = ‖z(k) − x̄01‖ over K = 1, 2, 3, 4. One observes that: i) Each estimate zi(k) converges to the average

value x̄0, and the consensus rate O(ρk) is achieved; and ii) a larger K means a worse consensus accuracy.
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Fig. 3: Consensus performance. (a)-(b) The trajectories of states {zi(k)} and the evolutions of e(k) of Algorithm

2; (c)-(d) The trajectories of states {zi(k)} and the evolutions of e(k) of Algorithm 3.
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B. Comparison with other works

We compare our algorithms with three data-obfuscation based methods, i.e., the differential privacy algorithm

[9], the decaying noise algorithm [13], and the finite-noise-sequence algorithm [14]. Here, we set K = 2, and the

adopted mixing matrix W is generated using the rules in [9]. Specifically, the element Wij is set to 1/(|N out
j |+1)

if i ∈ N out
j ∪ {j}; otherwise, Wij = 0. Since the directed and unbalanced networks are more generalizable than

the undirected and balanced ones adopted in [9], [13], [14], these algorithms cannot achieve average consensus,

as reported in Fig 4.
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Fig. 4: Performance of the other works. (a)-(c) The trajectories of all states {xi(k)} in [9], [13], [14] in order.

C. Effect of network degrees and Scalability

Since the proposed algorithms is over unbalanced directed networks, we use the networks in lines 2 and 3 of Fig.

2 to explore the effect of different network degrees on the consensus rate. Here, x0
1, · · · , x0

10 are taken sequentially

from the interval [10, 55] at intervals of 5. We set K = 1 and η = 0.01. For the iterations k ≤ K , the mixing

weights C1
ji(k) for j ∈ N out

i ∪ {i} are selected from (−5, 5), and the parameter σ(k) is generated from N (0, 5).

Moreover, we employ the network G2 to demonstrate the scalability of the proposed algorithms. Each initial value

x0
i or x0

i is generated from i.i.d N (0, 1). The parameters η and K take values of 0.05 and 3, respectively. In

addition, the vector dimension d = 10. The mixing weights and the parameter σ(k) or Λ(k) are generated in the

same way as the fist experiment.

As shown in Fig. 5, it is stated that i) As the out-degree or in-degree increases, the proposed algorithm has

a faster consensus rate. A possible reason for this is that the increase in out-degree or in-degree leads to more

frequent communication between the nodes, and thus more information is available for state updates, which in turn

leads to a faster rate of consensus; ii) the proposed algorithms still ensure that all agents linearly converge to the

correct average value even if a large-scale network is used.

D. Privacy Performance

Finally, we evaluate the privacy-preserving performances of Algorithms 2 and 3. Under the network G1, we

consider the initial value of the legitimate agent 1 will suffer from the joint inference of honest-but-curious agents
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Fig. 5: Performance of the proposed algorithm over different works. (a) The effect of out-degrees on consensus

rate; (b) The effect of in-degrees on consensus rate; (c) The evolutions of e(k) over the large-scale network G2.

4, 5, and agent 2 is legitimate. In the scalar-state case (i.e., Algorithm 2), we set x0
1 = 40 and x0

2, · · · , x0
N are

generated from the Gaussian distributions with 50 variance and zero mean, while the initial value x0
1 = [50, 50]

and x0
2, · · · ,x0

N are randomly generated from i.i.d. N (0, 50) in the vector-state case (i.e, Algorithm 3). Moreover,

we set k = 2 and the maximal iteration M = 200.

To infer x0
1, agents H = {4, 5} construct some linear equations based on their available information Ih =

{I4, I5} outlined below:

x1(k + 1)− x1(k) + σ(k)C1
21(k)x1(k) = σ(k)∆x(k), 0 ≤ k ≤ K, (35a)

x1(k+1)−x1(k)+C1
21(k)x1(k)=∆x(k),K+1≤k≤M, (35b)

y1(k+1)−y1(k)+C2
21(k)y1(k)=∆y(k), 0≤k≤M, (35c)

where

∆x(k) =
∑

m∈{4,5}

C1
1m(k)xm(k)−

∑

n∈{4,5}

C1
n1(k)x1(k),

∆y(k) =
∑

m∈{4,5}

C2
1m(k)ym(k)−

∑

n∈{4,5}

C2
n1(k)y1(k).

Furthermore, agents H can also construct, for k = K + 1,K + 2, · · · ,M ,

x1(k)− z1(k)y1(k) = 0, (35d)

where z1(k) can be derived from

z1(k) =
C1

41(k)x1(k)

C2
41(k)y1(k)

,

since C1
41(k) = C2

41(k) for k ≥ K + 1.

The number of linear equations is 3M−K+2 while that of unknown variables to H is 4M+5, including specifically

x1(0), · · · , x1(M+1), C1
21(0)x1(0), · · · , C1

21(M)x1(M), y1(1), · · · , y1(M+1), C2
21(0)y1(0), · · · , C2

21(M)y1(M).

Consequently, there are infinitely many solutions due to the fact that the number of equations is less than that of

unknown variables. The analysis of the vector-state case is similar to that of the scalar-state case, so it will not be
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elaborated here. To uniquely determine x0
1, we use the least-squares solution to infer x0

1. In this experiment, agents

in H estimate x0
1 or x0

1 for 1000 times. Figs. 6a-6b show the estimated results. One can observe that agents in H
fail to obtain a desired estimate of x0

1 or x0
1.

Next, we consider the case of eavesdropping attacks. The parameter settings follow the above experiment. Let

us choose agent 1 to illustrate that the proposed algorithms are privacy-preserving against external eavesdropping

attacks. To infer the value x0
1, the external eavesdropper constructs some linear equations below based on its

available information Ie:

x1(k + 1)− x1(k) = σ(k)∆x̂(k), 0 ≤ k ≤ K + 1, (36a)

x1(k + 1)− x1(k) = ∆x̂(k),K + 1 ≤ k ≤ M, (36b)

y1(k + 1)− y1(k) = ∆ŷ(k), 0 ≤ k ≤ M, (36c)

where

∆x̂(k)=
∑

m∈{4,5}

C1
1m(k)xm(k)−

∑

n∈{2,4,5}

C1
n1(k)x1(k),

∆ŷ(k)=
∑

m∈{4,5}

C2
1m(k)ym(k)−

∑

n∈{2,4,5}

C2
n1(k)y1(k).

Further, the external eavesdropper can deduce from (36) that

x1(K + 1)− x1(0) =

K
∑

t=0

σ(t)∆x̂(t), (37a)

x1(k+1)−x1(K+1)=

k
∑

t=K+1

∆x̂(t),K+1≤k≤M, (37b)

y1(k + 1)− y1(0) =

k
∑

t=0

∆ŷ(t), 0 ≤ k ≤ M. (37c)

Obviously, all terms in the right side of (37) can be accessed by the external eavesdropper. Consequently, using

y1(0) = 1, the eavesdropper can be aware of all y1(k), k ∈ N. Moreover, the external eavesdropper can capture

C1
21(k)x1(k) and C2

21(k)y1(k) for k = K + 1, · · · ,M . Then, x1(k) for k = K + 1, · · · ,M can be derived using

x1(k) =
C1

21(k)x1(k)

C2
21(k)y1(k)

y1(k).

This implies that all information in (36b) and (36c) is captured by the external eavesdropper, which is considerably

different from the case of honest-but-curious attacks. So, only (36a) has some unknown variables σ(k), k = 0, · · · ,K
and x1(0) for the external eavesdropper. The vector-state case leads to the same results as the scalar-state case by

following the same analysis path, so it is not stated again. In this experiment, we still use the least-squares solution

to estimate x0
1. The external eavesdropper estimates x0

1 or x0
1 for 1000 times. Figs. 6c-6d show the estimated results.

One observes that the external eavesdropper cannot obtain an expected estimate of x0
1 or x0

1.

VIII. CONCLUSION

We proposed a dynamics-based privacy-preserving push-sum algorithm over unbalanced digraphs. We theoreti-

cally analyzed its linear convergence rate and proved that they can guarantee the privacy of agents against both
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(a) Scalar case (b) Vector case (c) Scalar case (d) Vector case

Fig. 6: Privacy Performance. (a) Estimation results of x0
1 by H; (b) Estimation results of x0

1 by H; (c) Estimation

results of x0
1 by the external eavesdropper; (d) Estimation results of x0

1 by the external eavesdropper.

honest-but-curious and eavesdropping attacks. Finally, numerical experiments further confirmed the soundness of

our work. Future work will consider a method that can eliminate K and still protect privacy.
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APPENDIX A

PROOF OF THEOREM 1

Proof. We divide the convergence analysis into two cases.

Case I: We consider the case of k ≥ K +2. It holds C1(k) = C2(k). Recalling (12) and (13), we have, for l ≥ 1,

x(K + l + 1) = Φ1(K + l : K + 1)x(K + 1), (38)

y(K + l+ 1) = Φ2(K + l : K + 1)y(K + 1). (39)

Referring the Corollary 2 in [45], there exists a sequence of stochastic vectors {ϕ(k)}k∈N such that, for any i, j ∈ V ,

|[Φ1(k : K + 1)]ij − ϕi(k)| ≤ c0ρ
k−K−1,

where c0 = 2(1+ ρ−N+1)/(1− ρN−1) and ρ = (1− ηN−1)
1

N−1 . Moreover, ϕi(k) ≥ ηN/N . Thus, it follows that,

for l ≥ 1,

|[M(K + l : K + 1)]ij | ≤ c0ρ
l−1. (40)

where M(K + l : K + 1) , Φ1(K + l : K + 1)− ϕ(K + l)1⊤. Since C1(k) = C2(k), it holds that Φ1(K + l :

K + 1) = Φ2(K + l : K + 1) for l ≥ 1. So (38) and (39) can be evolved as

x(K + l + 1) = M(K + l : K + 1)x(K + 1) +ϕ(K + l)1⊤x(K + 1), (41)

y(K + l + 1) = M(K + l : K + 1)y(K + 1) +Nϕ(K + l), (42)

It follows from the Corollary 2(b) in [45] that yi(k+1) = [M(k : 0)1]i +Nϕi(k) ≥ ηN for any k ∈ N. Using the

relation (16), one arrives

x̄0 =

∑N
j=1 xj(0)

N
=

1⊤x(0)

N
=

1⊤x(K + 1)

N
. (43)
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Combining (41) and (42) with (43) yields

xi(K + l + 1)

yi(K + l + 1)
− x̄0

=
xi(K + l + 1)

yi(K + l + 1)
− 1⊤x(K + 1)

N

=
[M(K+l : K+1)x(K+1)]i+ϕi(k+l)1⊤x(K+1)

yi(K + l + 1)
− Q(K; i)

Nyi(K + l + 1)

=
[M(K + l : K + 1)x(K + 1)]i

yi(K + l + 1)
− 1⊤x(K + 1)[M(K + l : K + 1)y(K + 1)]i

Nyi(K + l + 1)
,

where

Q(K; i) ,1⊤x(K + 1)[M(K + l : K + 1)y(K + 1)]i +Nϕi(k + l)1⊤x(K + 1).

Then, we can bound |zi(K + l + 1)− x̄0| as

|zi(K + l + 1)− x̄0|

≤|[M(K + l : K + 1)x(K + 1)]i|
yi(K + l + 1)

+
|1⊤x(K + 1)[M(K + l : K + 1)y(K + 1)]i|

Nyi(K + l + 1)

≤ 1

ηN

(

max
j

|[M(K+l : K+1)]ij|
)

‖x(K+1)‖1+
1

NηN
×

|1⊤x(K+1)|
(

max
j

|[M(K+l : K+1)]ij|
)

‖y(K+1)‖1

≤ 2

ηN

(

max
j

|[M(K + l : K + 1)]ij |
)

‖x(K + 1)‖1,

where the second inequality uses the relation yi(K+ l+1) ≥ ηN , and the last inequality is based on ‖y(K+1)‖1 =
∑N

i=1 |yi(K + 1)| = 1⊤y(K + 1) = N and |1⊤x(K + 1)| ≤ ‖x(K + 1)‖1. Further taking into account (40), one

derives that

|zi(K + l+ 1)− x̄0| ≤ 2η−Nc0‖x(K + 1)‖1ρl−1.

Thus, we arrive that

‖z(K + l + 1)− x̄01‖ ≤ c1ρ
K+l+1, (44)

where c1 = 2
√
Nc0‖x(K + 1)‖1η−Nρ−K−2. Consequently, for k ≥ K + 2, we have ‖z(k)− x̄01‖ ≤ c1ρ

k.

Case II: We consider the case of k ≥ K + 1. Using yi(k + 1) = [M(k : 0)1]i +Nϕi(k) ≤ ηN , one has

xi(k)

yi(k)
− x̄k =

xi(k)

yi(k)
− 1⊤x(k)

N

=
xi(k)

yi(k)
− 1⊤x(k)([M(k − 1 : 0)1]i +Nϕi(k − 1))

Nyi(k)
.
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Then, we compute |zi(k)− x̄k| as

|zi(k)− x̄k|

≤ |xi(k)|
yi(k)

+
|1⊤x(k)[M(k − 1 : 0)1]i|

Nyi(k)
+

|1⊤x(k)ϕi(k − 1)|
yi(k)

≤ 1

ηN
|xi(k)|+

1

NηN
|1⊤x(k)|

(

max
j

|[M(k − 1 : 0)]|ij
)

+
1

ηN
|1⊤x(k)|(max

i
ϕi(k − 1))

≤ 1

ηN
‖x(k)‖1 +

1

NηN
‖x(k)‖1c0ρk−1 + (

1

ηN
− (N − 1)

N
)‖x(k)‖1,

where the last inequality uses the relation ϕi(k − 1) ≥ ηN

N for all i ∈ V and k ≥ 1. Specifically, as ϕ(k) is a

stochastic vector,
∑N

i=1 ϕi(k) = 1 holds, which in turn gives maxi∈V ϕi(k − 1) ≤ 1 − (N − 1)ηN/N . Thus, it

yields that

‖z(k)− x̄k1‖

≤
√
Nη−N‖x(k)‖1 +N−1/2η−N‖x(k)‖1c0ρk−1 +

√
Nη−N‖x(k)‖1

≤c2‖x(k)‖1 + c3‖x(k)‖1ρk,

where c2 = 2
√
Nη−N − (N − 1)/

√
N and c3 = N−1/2η−Nc0ρ

−1.

Combining Cases I and II and defining

c,max

{

c1, (c2+c3)‖x(0)‖1, (c2ρ−1+c3)‖x(1)‖1,
· · · , (c2ρ−K−1+c3)‖x(K+1)‖1

}

, (45)

one derives, for all k ∈ N,

‖z(k)− x̄01‖ ≤ cρk,

which is the desired result.
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