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As Industry 4.0 and digitalization continue to advance,
the reliance on information technology increases, mak-
ing the world more vulnerable to cyber-attacks, especially
cyber-physical attacks that can manipulate physical sys-
tems and compromise operational data integrity. Detect-
ing cyber-attacks in multistage manufacturing systems
(MMS) is crucial due to the growing sophistication of at-
tacks and the complexity of MMS. Attacks can propagate
throughout the system, affecting subsequent stages and
making detection more challenging than in single-stage
systems. Localization is also critical due to the com-
plex interactions in MMS. To address these challenges,
a group lasso regression-based framework is proposed
to detect and localize attacks in MMS. The proposed al-
gorithm outperforms traditional hypothesis testing-based
methods in expected detection delay and localization ac-
curacy, as demonstrated in a simple linear multistage
manufacturing system.

1 Introduction

Due to the advancement in automation and the in-
dustrial internet-of-things (IloT), concerns around the cy-
bersecurity of manufacturers have grown considerably in
recent years [[1]. After the well-known Stuxnet [2]] target-
ing Iran’s nuclear program, cyberattacks aiming at dis-
rupting manufacturing operations have surged. In 2022,
the manufacturing industry became the top-target of cy-
berattacks in all operational technology (OT)-related in-

dustries. WannaCry [3|] ransomware affecting several
companies such as Taiwan Semiconductor Manufacturing
Company (TSMC), and an attack against the German still
mill company in 2014 [4] have caused enormous prob-
lems for the countries and industries in recent years. The
above attacks are mostly cyber-physical attacks, where
the attack intrudes into the system from the cyber net-
work but aims to disrupt the physical process. Examples
of cyber-physical attacks include eavesdropping, denial-
of-service (DoS) attacks, stealthy deception attacks, jam-
ming attacks, compromised-key attacks, and man-in-the-
middle (MITM) attacks [5]. In the above attacks, both
the stealthy deception attacks and MITM involved mali-
cious data manipulations, which affect the integrity of the
system and potentially compromise product quality and
system safety in manufacturing. Therefore, in this paper,
we focus on detecting and localizing these data integrity
attacks on the sensor data.

Multistage manufacturing systems are very impor-
tant in the manufacturing industry [6]. These systems,
which consist of multiple components, stations, or stages,
can be modeled as a series of interconnected elements
working together to produce the final product [6L/7]. The
digital connectivity between components and devices in
MMSs as well as the standard data communication pro-
tocols used in Manufacturing Execution Systems (MES)
makes the modern manufacturing systems vulnerable to
cyber-attacks. Besides, due to the interconnectivity be-



tween stages in an MMS, a single point of failure can
quickly spread throughout the system and lead to qual-
ity issues in the final product, highlighting the importance
of robust cyberattack detection and localization measures.
For example, in a car assembly process, an attack on the
machining stage will change the dimension of the part un-
der assembling, causing the final product not to serve its
purpose and consequently yielding quality issues in the
final product. Therefore, it is important to detect cyberat-
tacks in the early stage and localize the stage under attack.

Most of the existing studies on cybersecurity of mul-
tistage manufacturing systems consider MMS in the con-
text of additive manufacturing [8-H11]. However, such
methods are specific to additive manufacturing and can
not be applied to generic MMS such as assembly pro-
cesses. For example, in [8], the printing of each layer
is considered as a stage, and a layer-wise alteration de-
tection method is developed based on the image analy-
sis after each layer is printed. Such methods are gener-
alizable to other layer-by-layer manufacturing processes.
However, there lacks a fundamental study that analyses
the mechanism of how cyberattacks propagate to other
stages and how we can leverage such propagation for at-
tack localization. Therefore, we aim to analyse the attack
propagation in a generic multistage process and develop
a cyberattack detection algorithm that is generalizable to
multiple MMS applications.

This paper considers a generalized multi-stage manu-
facturing system, where each stage sequentially processes
the product. Each stage consists of a set of sensors, which
take measurements of the product, and a controller that
calculates the control output based on the sensor measure-
ments from the previous stage to ensure the output sensor
measurements of the stage are at the desired level. Be-
cause of this control mechanism, the impact of false data
injection attacks in a specific stage can propagate to later
stages. That is, a false data injection in the previous stage
may not cause a physical impact on the attacked stage but
on later stages. Moreover, when the attacker has some
knowledge about the system, the attack can be designed
to be undetectable at that stage [12]. The above factors
pose significant challenges in detecting and localizing the
attack in MMS, which we aim to address in this paper.
The contributions of the paper can be summarized as fol-
lows:

1. We characterize a generic multi-stage manufacturing
process model using Kalman filter(KF) and stochas-
tic state space model and perform theoretical analysis
to extract the features uniquely related to the location
of the attack.

2. We design a hybrid detection framework that in-
tegrates the benefits of signature- and anomaly-
based detection techniques that fulfills the localiza-

tion function without relying on attack data for train-
ing. This is achieved based on the theoretical anal-
ysis, which extracts the feature based on the domain
knowledge of the system dynamics.

3. We designed a Group regularization-based frame-
work for simultaneous attack detection and local-
ization. Unlike most existing methods that detect
and localize in a two-phase manner, the group lasso-
based framework enables us to identify the occur-
rence and location of potential false data injection
attacks in real time. With such information, further
investigation and treatments can be triggered to min-
imize the attack’s impact on the system and its users.

2 Literature Review

Cyberattacks in manufacturing systems lie in the do-
main of cyber-physical attacks. While there are many
security approaches regarding cyber-physical systems
(CPSs), including vulnerability analysis [13H15], secure
IoT network architecture design [16,|17]], intrusion de-
tection [18,/19], and cyberattack-resilient state estima-
tion and control [20-22]], we focus on the process-based
cyber-attack detection as it is the subject of this paper.

The literature in the area of data-driven cyberattack
detection in manufacturing systems can be categorized as
(i) signature-based methods and (if) anomaly-based meth-
ods. The signature-based methods work based on the
known attacks and raise the alarm when a pattern matches
a known attack [3,[23,/24]. In other words, it works like
supervised machine learning algorithms; they are trained
based on normal and under-attack data. Then, the trained
algorithm is deployed on real-world data for detection of
attacks [25H28|] Song et al. propose a real-time attack
detection system using a convolutional neural network
(CNN) in Cyber-manufacturing systems (CMS) for de-
tecting defects [29]. Wu et al. deploy machine learning
algorithms for detecting cyber-physical attacks in cyber
manufacturing systems. They use simulated 3D printing
and CNC machining malicious attacks [30]. Wu et al. try
to detect malicious infill defects in 3D printing with the
help of image classification. They first extract features
from the images and then apply classification algorithms,
namely naive Bayes classifier and J48 Decision Tree [28]].

Anomaly detection methods try to extract patterns
for the system’s expected behavior and raise the alarms
when recognizing any significant deviation from the nor-
mal pattern. In other words, these methods work like
unsupervised learning algorithms [26,|31H33]]. Qian et
al. propose a scheme for detecting cyber attacks in the
cyber and physical stages of Supervisory Control and
Data Acquisition (SCADA) systems by using a Nonparal-
lel hyperplane-based fuzzy classifier presented in the pa-
per [32]. Kwon et al. propose a hybrid of anomaly and



signature detection algorithms for detecting cyber attacks
in physical systems. They use normal data in training
datasets to find the threshold and then apply the trained
model to the test dataset to see the model’s performance
[26].

The proposed method in this paper is a hybrid of
signature and anomaly detection techniques. The signa-
tures corresponding to each stage in the system charac-
terize the correlation between sensor measurements of all
stages and the injected data. However, the signatures are
not extracted as data-driven as the supervised learning-
based algorithms mentioned above. Still, they are de-
rived from the system dynamics based on domain knowl-
edge. Therefore, the proposed method is also considered
an anomaly-based detection algorithm that only relies on
the normal data rather than the attack data. Thus, the pro-
posed method is more realistic in MMS applications as
there is usually insufficient attack data.

3 System Representation

As discussed in Section [I, MMSs consist of multiple
stages in which the output of stage i is the input to stage
i+ 1. The representation of the system can be seen in
Fig. E} At each stage, the control action is taken based on
the measurements of the input state to control the states
to the reference values (setpoints). In practice, measure-
ments before and after a processing stage maybe taken
at the same station. However, we generalize the mea-
surements to be taken after each stage, which means the
sensor measurements is obtained from the output state at
each stage. The attack we are considering in this paper
is false data injection attack, where fake sensor measure-
ments are sent to the controllers.

3.1 State-Space Model

The state-space representation has been widely used
in the literature to characterize multi-stage processes.
[34H37]]. Hence, we use a stochastic state-space model to
represent an K-stage MMS. Let x; denote the state vari-
able of the product at stage k such that x; € R, where my,
is the number of state variables at stage k. Let y; denote
the sensor measurements at stage k such that y; € R,
where n; is the number of sensors at stage k. Let uy
denote the control actions at time k such that u; € RPk,
where py is the dimension of control action at stage k.
w; and v; are the process noise and measurement noise
terms at stage k, which are independent of all the other
variables and are assumed to be not affected by any sys-
tem anomaly. Both w; and v; follow multivariate nor-
mal distributions with zero mean, i.e., w; ~ K(0,W;) and
Vi ~ K(0,V;), where W € R and V € R™*" are the
covariance matrices. The state-transition function and the

measurement function are:
Xp = AgXg_1 + Brug +wy, (1
Y& = CiXp + Vi )

In the above equations, Ay € R™*™—1_ By € R™*Pk,
and C, € R"™ ™ are the system matrix, input matrix,
and output matrix, respectively. We assume the matri-
ces Ay, By, Cy, Vi, Wy, for each stage k are known. In (IJ),
ApXy—1 is the action taken on the input product (state vari-
able) at stage k. Also, Byuy is the action taken at stage k
by the controller to make sure that the state variable is the
desired (reference) state variable at stage k.

3.2 Controller Model

‘We consider a linear controller, where the control ac-
tion at stage k is calculated as follows:

w = L%y yje—1 + LR, Xp.- (3)

In the equation above, X; ;1 is the state estimation of
the product from the previous stage, k — 1, and x;, is the
reference value (or in general, the control setting parame-
ters) of the state at stage k. The linear controller calculates
the control action as a linear combination of the estimated
state and the reference value. The matrices Ly and Lg, are
the linear coefficients of the estimated state after the pre-
vious stage and the reference values, respectively.

As a typical example, a Linear quadratic Gaussian
(LQG) Controller follows the above formulation and can
be used to calculate control action based on the state
estimation (fck‘k) and the reference state of each stage
(x}). The controller is calculated based on the mini-
mization of J = E[(xx — Xk ) F (xx — X ) + k7 (x¢ —
X)) U (x¢ — X;) 4+ ul Zuy, where Z and U are positive-
semi definite matrices defining the cost. In (@), the con-
troller regulator is: Ly = (B! Sy 1By —|—Z)7lBkSk+1Ak. Sk
is calculated by the following matrix Riccati difference
equation that runs backward in time: Sy = A]{(Sk+] —
Sk+1Bk(B£Sk+1Bk +Z)_lBkSk+1 JAr+U,Sk =F.

Coupled with the state-space model, the Kalman fil-
ter (KF) is an optimal state estimator for the stochastic
linear state-space model [38]. Therefore, we use a KF
to estimate the system state. System state estimation is
needed for the computation of the controller. The Kalman
gain (Ky) is derived based on the KF formulations of dis-
crete time. KF formulas are given in the following :

Kik—1 = AR 1x—1 + Brug )
Rk = X1 + KiYx (5)
Vi = Y — CiXeje—1 (6)

Where X, denotes the predicted system state given at
time k— 1, X;; denotes the updated state estimation given
the measurement at time k, yg, and ¥ denotes the residual
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Figure 1: System representation: attack injects false data to sensor

at time k, where ¥ is the difference between predicted
and actual measurements, as shown in @

3.3 False data injection

In this paper, we consider the false data injection
(FDI) attacks on one of the stages. FDI attacks are im-
plemented by maliciously manipulating sensor measure-
ments by either spoofing the data or directly sending fake
sensor data to the controller [39-41]. In this paper, a false
data injection attack at stage k can be modeled as:

¥i = Vi + 5, (7

where Jy, represents the bias introduced to the sensor mea-
surements by FDI at stage k. y{ is the vector of the under-
attack sensor measurements at stage k.

4 Methodology

Based on the system model described in section[3] we
propose the GLHAD framework for attack detection and
localization in MMS. We first perform theoretical analy-
sis to build the mathematical model, based on which we
extract the data features characterizing the impact of false
data injection attacks on the sensor data. We then use the
characterization to extract signatures from state estima-
tion residuals that indicate the occurrence of the attack
in the system and location in terms of the under-attack
stage in the system. The formulation is performed as the
Group lasso regression (GLR) model described in[4.2]and
The GLHAD framework, which monitors the GLR coef-
ficients based on in-stage T tests.

4.1 Theoretical Analysis

To facilitate our analysis, we introduce the aug-
mented state variable X comprised of the input state and
the reference values.

T
(xx)']" ®)
where xq represents the input of the system, also xj rep-
resents the reference state variable at stage k. Notice the

state variables x = [x],x] x]7 tracks the product
state at each stage, and with the control actions at each

% =[x}

stage calculated based on the measurements after the pre-
vious stage, the x;’s are cross-correlated. On the other
hand, the augmented state variables are the independent
external inputs to the MMS at each stage under our sys-
tem setting. In this context, the sensor measurements,
y=1lyol,yl .. yk!]7, with y, representing the sen-
sor measurements at stage k, for k € {0,...,K}, can be
represented as a linear function of X as follows:

y=HX+¢, 9

where H is the augmented measurement matrix. Specif-
ically, H characterizes the relationship between the aug-
mented state variables and the sensor outputs. H is com-
prised of (K +1) x (K + 1) submatrices ;;, characteriz-
ing the relationship between the sensor measurements in
stage i — 1 and the augmented state in stage j — 1. We
develop Proposition|[I]to define matrix H.

Proposition 1 For an MMS described in section 3| the
relationship between the sensor’s measurements and state
variables, in other words, Matrix H in ) is represented
as:

y = HX (10)
H = [hij](k+1)x(k+1) an
For j > 2, we have :
0, i=1,.j—1
hij= ¢ Ci-1Bi-1Lg, |, i=j

Cilly—;(Ap+BypLy)BiLg,, i=j+1,....K

For j =1, we have :

ot — Co, i=1
in= C [A1 +BlL1K()C()}, i=2



Fori> 3, we have :
i-2
hit =Ci A [ [(Ai—x + Bi—xLi—t) (A1 + B1L1 Ko Co) —
i
3
[
i
i-1

[1 U—KiCii)Ai_c(I — KoCo)] —
c=j+2

i

—~ 7

(Ai—k +BiiLi—k)(Bi—(jr1)Li(j+1)) -

Il
—
I

J

i—1
(Bi-1Li—1) [ [ (I = Ki-mCi-m)Ai—m(I — KoCo)]
m=2

The proof is provided in Appendix A.

Remark 1 Proposition[I|formalizes the sensor measure-
ments as'y based on the augmented state variable X rep-
resenting the system inputs. The importance of this new
system model is it helps distinguish between the external
inputs, which are deterministic assumed to be immune to
false data injection, and the product state, which are im-
pacted by the false data injection. We use this representa-
tion to estimate the augmented state variables and obtain
the state estimation residuals, which will help detect and
localize the attack.

Proposition 2 For an MMS described in section [3| un-
der a false data injection attack characterized by vector
8=1[8",87...8%]7, where 8 represents the false data in-
jected at stage k, the sensor measurement 'y can be ex-
pressed as

y = Hx + H; 3, (12)
Hi = [hij] (k1) (k+1) (13)
where
i 0, i=1,.j—1
hij =1 1, i=j (14)
CBi1Li\Kj—y, i=j+1
fori> j+42:
) i—(j+1)
hij =Cia (Ai—m+Bi-mLi-m)BjL;j+ ..

Il
—_

m

i—

I M\

H i—m +Bi—mLi—m)Bi—(chl)Lif(c+1)

T
~

o N

(I = Ki—pCi—p)Ai—p] + ...

b=c+2

+

i-j
Bi1Li1 [[U —Ki-cCi-c)Ai-JK;
c=2
The proof is provided in Appendix B.

Remark 2 In Proposition E] H, characterizes the rela-
tionship between the sensor measurements and the in-

Jjected false data, with consideration of the attack prop-
agation resulted from the multi-stage process. The equa-
tion will facilitate extracting the important features
from 'y to accurately detect FDI attacks and localize the
source stage of the attack. Based on the linear relation-
ship, we will develop the GLAHD framework based on the
features extracted from the state estimation residuals.

To identify the anomalous pattern in the state estima-
tion residuals, we need to analyse the variance of y. In
(), as % only contains the input variable xo, while all the
reference values are deterministic, the process noise and
measurement noise w; and v; will contribute to the noise
term €. Therefore, we derive the variance of € in proposi-
tion 3, so that the patterns in € can be used to identify the
abnormal patterns introduced by the false data injected, 9.

Proposition 3 For an MMS described in section 3| de-
note the covariance matrices of process and measurement
noise as Xy = diag(W,...,Wg) and £, = diag(V1, ..., V),
respectively. The covariance of € in (9) follows:

Ye = H, X HY + H X HT (15)

where H,, can be represented as: Hy = [h}}] (k1) (k+1)-
In the above expression, for any j, we have:

0, i=1,..,j—1
hi; =< Ci-1, i=]
Cit[Ais1 +Bi1Li 1K 2Cip], i=j+1
fori> j+2:
i—(j+1)

h;lj =Ci_1] H (AifmJrBl;mL,',m)(AjJrB./L.jKj,le,])...

—_

i—

[

G

i—J
[1 U—Ki_pCip)Aip(I—K;1Cj1)] +
b=c+2

i—m + BimLi—m)Bi_(c11)Li—(c41)---

i-j
Bi_1Li— H(I —KiCic)Ai—c(I - Kjflcjfl)]
c=2

Remark 3 Proposition |3| derives the expression of X,
which will be used for feature extraction of the residuals
€. By understanding the normal covariance matrix, the
anomalous pattern in the data caused by the attack can
be identified to detect the attack. The different anomalous
patterns caused by attacks in different stages will be used
to localize the attack.

4.2 The GLHAD Framework

Based on the theoretical analysis, we propose a
group Lasso-based hybrid attack detection (GLHAD)
framework that incorporates the system dynamics into



the group Lasso model. The GLAHD framework com-
bines the advantage of both signature-based method and
anomaly detection methods, where we can identify the
location of the attack using a signature-based mechanism
without relying on a comprehensive dataset tha contains
labeled attack data to learn the features of attacks at dif-
ferent locations. Instead, it uses the theoretical analysis
result to derive the signatures that associates with differ-
ent attacks.

The GLAHD framework consists of two phases. In
phase one, we estimate the system state and analyse the
state estimation residuals to define the threshold of the
detection algorithm. Under normal condition, the sys-
tem model follows (9). The estimated augmented state
variable, X, is calculated by projecting y onto the column
space spanned by H:

= (HTH) 'HTy,
and the state estimation residual, r, is calculated as
r=y-— yv

where r = [ro” ... rg”] T and ry is the residuals of stage
k. Intuitively, if r is close to 0, we can conclude that
the system is not under attack. Hence, in phase two, we
can apply the GLHAD framework to the residual to see
whether or not the system is under attack. Also, in the
case of an attack, the GLHAD framework provides us
with enough information to detect the under-attack stage
simultaneously. We must know that when we are project-
ing y into the spanned column space of H, some varia-
tion of Hj is also explained by H. Hence, in the second
phase, we replace H; with R. R is the variation of H;
which can not be explained by H. It is the difference be-
tween projection of H; onto the column space of H and
Hy: R=H, —H(H"H)"'HT H;. We must know that the
R matrix may not be of full rank. Hence, we apply princi-
pal component analysis(PCA) to find vectors explaining
the variance of R. The result can be seen in: R = PCA(R).
The system formulation in phase two is as follows:

r=R? (16)

In (I6), we know the real values of r and R'. One way
to estimate the § is by projecting r onto the column space
spanned by R. Given only one stage can be under attack,
we can conclude that in only one of the §; can be
nonzero, 9; # 0. Hence, we can conclude that in ,
different values of 8 can be grouped based on the stage
they belong to. In other words, referring to (T3)), each §;
can be considered a group. Regarding the (I6), by con-
sidering the group structure of §, one of the best ways
to estimate & is by applying the group lasso regression
algorithm. Originally, the group lasso algorithm was de-
fined as regularised linear regression with the following

loss function:

K K
min || Y [Rede] —rl3+M Y V/dglloglz (17

§,eR' % g=0 §=0

st. y=HX+r (18)

ng € RV*4 is the residual matrix corresponding to the
covariance in stage g; in other words, it only includes the
columns corresponding to stage g. O, is the regression
coefficients corresponding to group (stage) g. r € RV is
the residuals in (T6). N is the total number of sensor mea-
surements, N = Zg,(:ong, which n, is the number of sen-
sors at stage g. d, is the dimensionality of stage (group)
g, and A; is the group-wise regularisation. In represented
system, each group represents each stage of the system.
We apply group lasso regression (GLR) on (16} to esti-
mate 8. After applying GLR, the estimated coefficients
are used to estimate r, ¥ = RO. Finally, for each stage, we
apply the Hotteling 72 test based on f to see whether that
stage is under attack or not. For applying Hotteling 7>
test, covariance matrix of r must be known. We know :
r=(I—(H"H)"'H")y. Hence, the covariance of r is:

Cov(r)=(I—(H"H)"'"H")Cov(y)(I — (H"H)"'HT)"

Same as matrix R, we must know that Cov(r) may not be
of full rank. Hence, we apply eigendecomposition on the
Cov(r) to extract meaningful eigenvalues and eigenvec-
tors.

Eig(vectors),Eig(values) = eigen — decomposition(Cov(r))

19)

The eigenvalues determine the covariance matrix. The
new covariance matrix is a diagonal matrix comprising
the calculated eigenvalues. It is calculated as Cov(r) =
diag(Eig(values)). Also, since Cov(r) has changed, we
must transfer the f into the column space generated by the
eigenvectors calculated in (I9). It is calculated as ¥ =
tEig(vectors). The main assumption for each stage is
that the mean is zero, u = 0. T? test statistic for stage k is
calculated as:

=1
A

5 AT

t; =1, Cov(r),y T} (20)
Cov(r) k, : is the inverse covariance matrix of stage k. For
stage k, the control limit for 72 test statistics is: [0,UCL],
where UCL = X%—aﬁdk- o is type I error and dy is the di-
mension of stage k. Multiple stages may be under attack if
more than one stage has test statistics outside the control
limit. However, since only one stage can be under attack
at a time, the stage with the maximum test statistics is
considered the under-attack stage in such a scenario. The
pseudo-code of the algorithm is given in Algorithm .1}



Algorithm 4.1 GL-based attack detection and identifica-
tion for multistage linear system
Input :H H, A1,0, ¥
£+ (HTH) 'HTy;§+ Hg;r < y—§
Solve
k<0, pos < 0, max < 0
while k # K do

I RSk

7 (7)) (50, '8,

if t,f > UCL and t,% > max then

max <— t,g
pos <k

end if

k< k+1
: end while
. if pos > 0 then
return stage of pos is under attack
. else
return no stage is under attack
: end if
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Figure 2: Numerical study results

5 Numerical Study

This section compares the GLHAD framework with
the in-stage 72 test. We randomly generate the ele-
ments in matrices (A;3x3,Bi3x3,Cisx3,i = 0,1,2,3) from
a standard Gaussian distribution. Process noise and mea-
surement noise at each stage comes from the multivari-
ate normal distribution with mean zero and covariances:
W =0.113,V = 0.1/5. In the simulation study, we first run
three hundred replications for the case when the system

is not under attack. Then, we apply the GLHAD frame-
work and benchmark method for normal data. Then, we
simulate different sensor attacks on the system based on
the different signal-to-noise ratios (SNR) and compare
the performance of the two methods for attack detection.
SNR is the magnitude of the simulated attack. It is de-
fined as:

SNR = /8] Cov(y);;' 8

Cov(y),jk1 is the inverse covariance  matrix
of sensors at stage k. We consider: xg =
[1,1,107, x| = [-1.147,-0.726,-0.466)", x; =
0.239, -0.702,0.873]", x; = [0.108,—0.124, —0.140]" .

5.1 Stage-level T° test

To evaluate the performance of GLAHD, we apply
the in-stage 72 test as a benchmark method. Specifi-
cally, the residuals are obtained based on the measure-
ment function:

y=Cx @21)

In @I): C = diag(Cy,...,Ck). The estimated state vari-
able, X, is calculated by projecting y into the column
space spanned by C: & = (CTC)~!CTy. After calculation
of X, the predicted measurements of the sensors, ¥, is cal-
culated as: ¥y = HX. Then, we calculate the residual of the
algorithm: €, =y —§. The covariance matrix of €, can be
calculated as:

Cov(ey) = (I—(CTC)~'cTCov(y)(I— (cTC)~1cT)T

Same as Cov(r), we must know that Cov(g,) may not be
of full rank. Therefore, we apply eigendecomposition on
the Cov(g,) to calculate eigenvalues and eigenvectors.

Eig(vectors),Eig(values) = eigen — decomposition(Cov(gp))

(22)

Again, Same as the GLHAD framework, The new co-
variance matrix is a diagonal matrix computed based on
the calculated eigenvalues. It is calculated as Cov(ep) =
diag(Eig(values)). Also, since Cov(g,) has changed, we
must transfer the €, into the column space generated by
the eigenvectors calculated in (22). It is calculated as
r = rEig(vectors). Then, we apply the T2 test on each
stage, similar to subsection to detect whether or not
any stage is under attack. T2 test statistic for stage k
l‘,% = £kaC0V(I‘Ib)k_18bk. COV(Sb)kI

covariance matrix of Cov(g,) at stage k. For stage k,
the control limit for T test statistics is: [0,UCL], where
UCL = x%fa" 4.~ O s type I error and dj is the dimen-
sion of stage k. Again, similar to the GLHAD frame-
work, multiple stages may be under-attack if more than

1
182 is the inverse
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Figure 3: Case study results
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Zero

0.76612903
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0.83898305

0.03389831

0.01694915

Two

0.10569106

0.07317073

0.75609756

0.06504065

Three

0.13138686
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0.11678832
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Table 1: GLHAD framework

True Under-at

Predicted Under-attack stage | Zero

tack stage

Three

Zero

0.38655462

0.1092437

0.16806723

0.33613445

0.25694444

0.3125

0.15972222

0.27083333

Two

0.152

0.136

0.432

0.28

Three

0.16541353

0.12781955

0.17293233

0.53383459

Table 2: Benchmark method

one stage has test statistics outside the control limit. How-
ever, since only one stage can be under attack at a time,
the stage with the maximum test statistics is considered
the under-attack stage in such a scenario.

Table 4: Benchmark method

5.2 Numerical results

For each algorithm, two criteria are calculated: (i)
average run length (ARL): ARL represents the aver-
age number of samples a method needs before an out-
of-control condition is detected. (i) true localization:
percentage of samples correctly detecting the under-
attack stage. For the ARL and true localization, the
results for two algorithms are calculated for SNR €
{0.6,1,1.4,2.2,3,4}. The results are shown in Fig. 2| In
this figure, ”F” stands for the GLHAD framework and ’b”
stands for the benchmark method. Regarding the ARL,
the GLHAD framework needs fewer samples to detect
attacks than the benchmark method, except for SNR =
0.6. Also, for other quartiles, the GLHAD outperforms
the benchmark method. For true localization, we com-
pare both methods stage by stage. For example, when
stage 1 is under attack, we calculate the accuracy of cor-
rectly attributing the attack to stage 1 for both the GL-
HAD framework and benchmark method. It can be seen
that for stage k, k € {0,1,2}, for all the values of SNR,
the GLHAD framework correctly localizes the attack with
higher accuracy compared to the benchmark method. For
stage 3, the benchmark method has higher accuracy for
SNR = 0.6, but for all the other values of SNR, the GL-
HAD framework has higher accuracy than the benchmark
method. For true localization, we also describe the local-
ization detail for SNR= 1.4. The details can be seen in
Fig.[T]and Fig.[2] In these two figures, the rows represent



the truly under-attack stage, and the columns represent
the predicted under-attack stage. Finally, based on the re-
sults of the two criteria, we can conclude that the GLHAD
framework outperforms the benchmark method.

5.3 Case study

In this study, we implement the GLHAD framework
and benchmark method on a real-world multistage assem-
bly process case study to evaluate the performance of our
algorithm. To extract real-world data, we use defining
matrices (A;,B;,i = 1,2,3) from [[7] and select only the
first six rows and columns of the matrices. It is essential
to note that large matrix values can lead to increased co-
variance, resulting in an unstable system. To stabilize the
system, we multiply the matrices by 0.01.

Next, we apply the GLHAD framework and bench-
mark method to the extracted data. The ARLs of the
baseline method group-wise hypothesis test and the pro-
posed GLHAD framework are shown in Fig.[3] In this
figure, ”F” represents the GLHAD framework, while ’b”
denotes the benchmark method. We test the attacks for
SNR values in the set 10,15,20,30,40,50. The results
show that GLHAD framework generates a lower ARL,
which means it outperforms the benchmark method for
all SNR values. It also demonstrates a better performance
in terms of the variance of the ARL. In terms of true local-
ization, the GLHAD framework exhibits higher accuracy
than the benchmark method for stages zero, one, and two
across all SNR values, except for stage zero, where the
benchmark method outperforms GLHAD for SNR values
of 10,15,20.

Additionally, we provide detailed localization results
for an SNR value of 20, which can be found in FigE] and
Figl] In these figures, rows represent the truly under-
attack stage, and columns represent the predicted under-
attack stage.

The results show that the GLHAD framework
demonstrates superior performance compared to the
benchmark method, indicating its effectiveness for de-
tecting and localizing cyberattacks in multistage assem-
bly processes using real-world data.

6 Conclusion

This paper proposes a new system representation for
the MMSs. We consider a general model for MMS, which
is unprecedented for attack detection. Also, we propose
the GLHAD framework for detecting cyber attacks on the
sensors. This algorithm can detect the attack and localize
it to the correct stage simultaneously with high accuracy.
This framework can be easily generalized for any MMS.
For future research, we aim to work on designing new
system representations, including other types of attacks
in the MMS, and try developing new algorithms for de-
tecting them.
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Appendix A: Proof of Proposition

We first consider the scenario when j € {2,3,...,K}.
We present a proof for j = 2. This proof can be easily
generalized for any other j € {3,...,K}. hj represents the
coefficient of x| in y;_;. It can be easily seen that : /1 =
0, hyp = C1B1Lg,. For n > 2, we use induction to com-
plete the proof. For i = 3, h3, represents the coefficient
of xlT in y, and we have: h3y = C5[(A2 +B2Lo|B1Lg,. We
assume that for an arbitrary i > 3:
i—1
hiz = Ci—1 | [ (Ap + ByoLy)Bi Lg,
=2
We must show that: i1y, =C; HZ:z (Ap+BpLy)BiLg, .
From the assumption, it can be seen that: 7v; » =

i 2 (Ap+ BpLy)Bi Lg,, where Y; ; is the The coefficient
of x{ in hatx il Hence, we can conclude that:
Y11= —Ki1Ci—1)(Ai-1 +Bi-1Li—1) j2 + Ki—1hi
=(Ai—1+Bi—iLi-1)j»
i—1
= H(Ab + ByLy)B1 LR,
=2

We know that : y; = Cix; = CAix;—1 + CiBju; =
CiAiXi—1 + CiBi[Li&;_y);i_1 + Lg,x! ]. From assumption, it
can be seen that: B, = H};;IZ(A;, +ByLy)B1Lg,. Bij
represents the coefficient of x] in x;. Hence, we can con-
clude that:

i

hiis1)2 = CiAiBri-1 +CiBiLiv1i-1 = G| [ (Ap+ByLy)B1Lg,]

b=2

When j = 1, h;; represents the coefficient of x in
yi—1. Hence, hj; and hj; represents the coefficient of x(
in yo and yj, respectively. We use induction for the proof
fori > 3.
h31 represents the coefficient of X in y,, so we have

h31 = G[(A2 + B2Ly)(Ay + BiL1KoCo) — BaLo(I —

Ki1C1)A|(I — KoCp)]. We assume that for an arbitrary
i >3, we have :

i—2
hit =Ci1[[ J(Ai—x + Bi—«Li—) (A1 + B1L1 KoCo) — ...

k=1

i-3

[TT(Aik + BiiLi i) (Bi—(j 1) Li(j41))---

[T U—KioCio)Aic(I — KoCo)] — (Bi-1Li-1)...
c=j+2
i1

[T —KinCim)Ai-m(I — KoCo))

m=2

From the assumption, it can be seen that:

i-2
021 = [ [(Ai-x+BikLi &)(A1 + B1L1KoCo) — ...
k=2
i-3
(TTAik+BikLii)(Bi—(j+1)Li—(j1)) -
=1 k=2

i—1

[T 0—KioCiio)Ai—c(I — KoCo)] — ...
c=j+2
i—1
[T = KinCim)Ai—m(I—KoCo)

m=2

Where 6; ; is the coefficient of X of X;; in y;. Also, it can



be seen that : Then, for k = a+ 1, we can show that :

i=2 i+1—(j+1)
M-t = [ T(Aik + BisLi—t) (A1 + BIL1KoCp) — .. hiy; =Gl T] (Aix1-m+Bivi-mLivi-m)BiLj+ ...
k=1 ’ m=1
. J i+1-(j+2) ¢
-3
sum';_y [kI_Il(Ai—k +BikLi—k)(Bi—(j1)Li—(j11))--- (TT (Ais1—m + Bivi—mLisi—m)--
= c=1 m=1
1 I1—K; .Ci_)Ai_.(I— KyC i+1—j
_H (= KiecCic)Aic (I~ KoCp)] — - Bivi—(ernLivi—ery [] =Ky sCip1-p)Aiv1 s+ ..
c=j+2 b=c+2
i1 i+1—j
(Bi-iLi-1) I]z(] = KionCiom)Aizn(I = KoCo) Bisi-iLivi-1 [] (I =Kiy1-cCis1-c)Ais1-c]K;
m= c=2
7; is the coefficient of X in x;. The coefficient of x¢ in y;
is : Appendix B: Defining matrices of simulation
(i = GilAimi 1 +BiLi(I = Ki—1Ci—1)... 1 Defining matrices (A;,B;,Ci,i = 1,2,3) are as fol-
OWS!:
Ais1+Bio1Lio1)0i—2,-1 — Ki—1yi— - -
(Ai-1 1Li-1)8i-2,-1 1i-1) 0.98451502 0.10019498 0.71348497
It can be seen that: A1 = 10.14298264 0.6412398 0.90647641
(1= K1 G ) (Arr 4+ Bior i1 )82 1 — Ki1vi 0.58426722 0.35536841 0.47612775 |
) i—1 [0.44096615 0.65555366 0.94144979]
=(Ai1+BioiLi) i1 +Kiai Gy [ JAi- (I = Kicp1Cip1) B = |0.78338986 0.9915377 0.04527771
b=l 10.65264265 0.71571167 0.04051945

Hence, the coefficient of xq in y; is: - _
0.253187 0.05120722 0.11092476

0.29308483 0.25376252 0.27890331
C) = |0.75454911 0.69534419 0.84689801
=Ci[Aimi—1 +BiLi((I — Ki—1Ci—1)(Ai=1 + Bi—1Li—1)0i—2,;—1 — Ki—1yi-1)]  |0.67852479 0.94239412 0.47245499
ZC,'[A,'TE,',l +B;Li((Ai—4 +B,-,1L,~,1)G,~,27i,1 +K; 1Ciq... _0.45955921 0.70151646 0.8589794 ]

i [0.32555806 0.69552568 0.4198415 ]
Ay = |0.15818161 0.98608914 0.17239575

. . 0.08682796 0.46574264 0.64864652

The above statement is precisely what we must show. The - -
proof is complete. [0.10907593 0.92440577 0.2639907 |
By = [0.13940577 0.0693751 0.07336545

10.91392411 0.00977986 0.70578249 |

[0.11854015 0.82173999 0.36687075 |
0.53914991 0.06616444 0.0640871
Proof of Propositions 2 and 3 C, = | 0.2704268 0.98044219 0.05198996
0.8653151 0.23836825 0.53458056
| 0.2535729 0.24849771 0.15870043 |

hivin

1
Aip(I—Ki—p—1Cip—1)
b=1

Propositions 2 and 3 can be proven by induction. Re- [10.2825282 0.03752622 0.54049816 ]
garding Proposition 2, for i = 1,...,j+ 1, the proof is Az = |0.72578386 0.68528011 0.71830077
obvious. For i > j+2, we can assume that for k = q, 10.64645617 0.89273244 0.543886 |
a > j+ 2, the following statement is true. ©0.7053606 0.15796312 0.3572694 ]
. i—(j+1) i—(j+2) ¢ Bz = |0.72379339 0.16706866 0.50119868
hijra=Ci-i| H1 (Aim + Bi-mLi—m)B;L; + Zl [Hl(Ai—m +e |0.66340254 0.80151632 0.24965837 |

m= c= m=
i—j [0.43486379 0.02126384 0.69090388]
BiwLi-m)Bi(esvLi-er1) [1 (= Ki-sCiop)Ais)+ ... 0.09041975 0.74105159 0.35007977
b=c+2 C3 = |0.76560823 0.96178511 0.02544355
izJ 0.41486178 0.55222053 0.89840115
BiiLia [T = KicCi)Ai- K 0.14928482 0.54467456 0.23947464 |

c=2
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