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Abstract. Cloud-based and distributed computations are

of growing interest in modern control systems. However,
these technologies require performing computations on not
necessarily trustworthy platforms and, thus, put the confi-
dentiality of sensitive control-related data at risk. Encrypted
control has dealt with this issue by utilizing modern cryp-
tosystems with homomorphic properties, which allow a se-
cure evaluation at the cost of an increased computation or
communication effort (among others). Recently, a cipher
based on a random affine transformation gained attention in
the encrypted control community. Its appeal stems from the
possibility to construct security providing homomorphisms
that do not suffer from the restrictions of “conventional’ ap-
proaches.
This paper provides a cryptanalysis of random affine trans-
formations in the context of encrypted control. To this end,
a deterministic and probabilistic variant of the cipher over
real numbers are analyzed in a generalized setup, where we
use cryptographic definitions for security and attacker mod-
els. It is shown that the deterministic cipher breaks under
a known-plaintext attack, and unavoidably leaks informa-
tion of the closed-loop, which opens another angle of attack.
For the probabilistic variant, statistical indistinguishability
of ciphertexts can be achieved, which makes successful at-
tacks unlikely. We complete our analysis by investigating a
floating point realization of the probabilistic random affine
transformation cipher, which unfortunately suggests the im-
practicality of the scheme if a security guarantee is needed.

1. MOTIVATION

The increasing use of reliable wireless communication with low
latency for industrial purposes fuels many promising fields in
which control and decision-making play a key role, e.g., indus-
try 4.0, smart grids, building automation, robot swarms, and
intelligent transportation systems. These cyber-physical sys-
tems come along with significant cost reductions, high flexibil-
ity, and an improved performance, while one defining feature is
that control-related data is exchanged and processed non-locally.
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This data often contains system information and design specifi-
cations, such that the possibility of being hacked or the use of
untrustworthy platforms pose threats to the confidentiality. This
is especially worrying in the context of cyber-physical systems,
because access to control data enables the construction of effec-
tive attacks, such as stealthy attacks, that can have severe conse-
quences.

Confidentiality of control data, e.g., process data and con-
troller parameters, is the major concern in encrypted control (see
Schulze Darup et al. (2021) for an overview). Here, the en-
abling technologies are modern cryptosystems with homomor-
phic properties that allow to evaluate mathematical operations
on encrypted data. Consequently, also cloud-based services for
different tasks become conceivable despite the data’s sensitiv-
ity. Many steps towards the practicality of encrypted control
have already been made, such as in model predictive control
(Schulze Darup et al. (2018); Alexandru et al. (2018); Tjell et al.
(2021)), linear dynamic control (Kim et al. (2021); Schliiter et al.
(2021)), or control design (Schliiter et al. (2022)). These so-
lutions build on homomorphic encryption (see Chillotti et al.
(2020); Cheon et al. (2017)) and/or secure multi-party computa-
tion and secret sharing (see Cramer et al. (2015)). Besides that,
approaches based on differential privacy (Dwork et al. (2014))
exist. Of course, the various schemes have different pros and
cons and are suitable for different applications. A commonality
between them is, however, that iterative processes are non-trivial
to implement, i.e., homomorphic encryption needs costly boot-
strapping, garbled circuits (in secure multi-party computation)
cannot be reused, secret sharing needs rescaling protocols, and
the noise, added in differential privacy, eats away the accuracy
of the result in each iteration.

Remarkably, this is not the case in random affine transforma-
tion (RT) ciphers, also called random matrix encryption or affine
masking, which lately gained attention in the encrypted control
community. This advantage comes from the construction of ho-
momorphisms over real numbers (instead of, e.g., finite sets).
There, the involved randomness provides security, while equiva-
lency of the results is ensured. As a consequence, these schemes
provide great flexibility and performance improvements com-
pared to conventional approaches. As a matter of fact, it seems
that an RT has first been suggested for matrix products in (Shan
et al. (2018); Lei et al. (2014); Du and Zhan (2002)). More
recently, RTs are first and foremost applied in the context of
optimization problems. For application in linear programming,
see Vaidya (2009) or Dreier and Kerschbaum (2011). Linear
and nonlinear model predictive control are discussed in Naseri
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et al. (2022) and Zhang et al. (2021), respectively. Next, col-
laborative learning is addressed in Hayati et al. (2022). The pa-
pers by Weeraddana et al. (2013) and Sultangazin and Tabuada
(2020) put forward a more general analysis. Finally, in Xu and
Zhu (2015); Wang et al. (2011), not only the confidentiality but
simultaneously also the integrity of the data is addressed.

Throughout this paper, we will analyze the security of RTs
in several scenarios. Nonetheless, there already exist security
certificates for RTs in the literature (see, for instance, Weerad-
dana et al. (2013); Sultangazin and Tabuada (2020); Zhang et al.
(2021)). However, the definitions used therein are new or par-
tially adapted from differential privacy, which provides less se-
curity (especially when data utility is necessary) in comparison
to standard cryptographic definitions. Moreover, many authors
consider merely a ciphertext-only attack, which is the weakest
attacker model, while control data is often highly correlated and
keys tend to be reused. Motivated by the consequences of poten-
tial breaks, we prefer an analysis based on the more strict crypto-
graphic definitions, which has not yet been provided for RTs. We
stress that the purpose of this paper is to inform about the secu-
rity of RTs (and hopefully provide suitable access to the crypto-
graphic subtleties for control engineers) in several contexts, and,
in the spirit of cryptanalysis, to serve as a basis for discussion as
well as further improvements.

Roadmap. Section 2 mainly introduces some ideas from cryp-
tography and partially adapts them for our purposes. Then, Sec-
tion 3 deals with the RTs as a preparation for the analysis in
Sections 4-6. Finally, the paper is concluded in Section 7.

Notation. Frequently we make use of the “vectorization trick”
vec (ABC) = (CT ® A)vec (B), where A, B, and C are con-
formal matrices, ® denotes the Kronecker product, and vec (B)
refers to stacking the columns of B in a vector. By P;(-) and
pe(-) we denote the probability mass function and probability
density function of a discrete random variable d and continuous
random variable ¢, respectively. We write P(-) and p(-) when-
ever it is clear from context to which variables these functions

apply.

2. CRYPTOGRAPHIC PRELIMINARIES

In this paper, we consider a control-related service which is pro-
vided by a semi-honest cloud. This means that the cloud is inter-
ested in the data, but honestly executes the service. This assump-
tion is reasonable because if the cloud behaves maliciously (i.e.,
deviates from the service protocol), the user would turn away
from it. Now, in order to make the following analysis more gen-
eral, our focus is (mostly) restricted to the input and output data
of the cloud. The actual service (in the form of an algorithm)
and the corresponding additional data is treated as a black-box,
in spite of being potentially useful for an attack.

More precisely, we denote the input plaintext data with «,
which is encrypted according to y = Enc(z) and provided to the
cloud. The former stem from the message space M", whereas
the latter come from the, typically larger, ciphertext space C".
The mapping between these spaces is the encryption Enc(-),
which will be specified soon. After receiving y, the cloud ex-

ecutes the service resulting in z € C™ which is then sent to the
user and decrypted according to u = Dec(z) € M™, where
Dec(-) reverses Enc(-). Lastly, u and & can have some sort of
relation. Here, we consider the special case when the cloud is
interconnected with a linear (discrete-time) system

z(k+1) = Az(k) + Bu(k), (1)

where A € R™ " and B € R™ ™ are the system and input
matrices, respectively. Among other examples, this case is prac-
tically relevant in linear model predictive control. To distinguish
between different queries to the cloud service that occur at dif-
ferent points in time, we identify each of them with a time step
k € N (including 0) as in (1).

2.1 Security definition

Because any new information may pave the way towards more
knowledge and since it is impossible to address every possible
attack, it is desirable that a cipher is not leaking information at all
(or only a negligible amount). Only in that case, one can be sure
about security. Because control engineers are likely unfamiliar
with security notions, let us briefly explain and formalize this
idea next.

Suppose we collect many (scalar) ciphertexts y € C. Then, we
could obtain an approximation of P(Y = y), i.e., the probabil-
ity that the random variable Y takes on the particular ciphertext
value y, by creating a normalized histogram from the observed
data. Each of these observations is generated by the (usually
probabilistic) encryption procedure Y = Enc(X) given a partic-
ular plaintext x, which we denote by

P(Enc(z) =y) = P(Y = y|X = 2x).

Using this relationship between plaintexts and ciphertexts, we
can describe the probability of the ciphertext y as

P(Y =y)= Y P(Enc(z) = y)P(X = 2),
zeEM

where P(X = ) is the a priori plaintext distribution. Now, if the
encryption procedure is such that any two plaintexts 1, z2 € M
result in the same ciphertext with equal probability, i.e.,

P(Enc(z1) = y) = P(Enc(zz) = y) )

the distribution of the ciphertext y becomes independent of the
plaintext distribution by means of

P(Y = y) = PEnc(z) = y) 3 P(X = 2)
zeEM
— P(Enc(z) = ). 3)

Whenever (3) holds for all y € C and all x € M, the cryptosys-
tem is called “perfectly secure” [see (Katz and Lindell, 2007,
p- 32)]. Intuitively, a perfectly secure cipher does not reveal in-
formation about the plaintext because every ciphertext could be
an encryption of every plaintext. Note that (2) describes a uni-
form distribution. We will build on this observation later when
we specify how randomness is introduced into the encryptions.



Next, we define the statistical distance by

D =3 Y IP(Enc(en) = y) - PlEnclz) = )], &
yec

where the value D € [0, 1] measures the similarity of two dis-
tributions. Obviously, the key ingredient to derive (3) is (2),
which connects the notion of perfect security with (4). Namely,
an encryption scheme Enc(x) is perfectly secure if and only if
D = 0 for every x1,z2 € M, which is also called perfect in-
distinguishability of ciphertexts. Moreover, using the statistical
distance allows quantifying the security of a cipher by its devi-
ation from D = 0. In the worst case (D = 1), the ciphertext
distributions are disjoint, which allows distinguishing all cipher-
texts.

Definition 1. The ciphertexts of an encryption scheme Enc(x)
are called perfectly distinguishable, if D = 1 for some x1,x2 €
M.

Lastly, there exist relaxations of perfect indistinguishability in
order to develop more practical cryptosystems. A notable one is
as follows.

Definition 2. The ciphertexts of an encryption scheme Enc(x)
are statistically indistinguishable if D < negl(k) forall 1, x5 €
M.

Here, negl(x) is a negligible function in the security parame-
ter k. The defining feature of such functions is that, by increas-
ing k, they approach 0 (from above) more quickly than any in-
verse polynomial. A consequence of statistical indistinguishabil-
ity is that there exist ciphertexts that reveal information about the
plaintext, but their occurrence is statistically insignificant, which
makes the success probability of an attack extremely small. Both
perfect and statistical indistinguishability are information theo-
retic properties. Hence, no amount of computation can increase
the statistical distance (see Cramer et al. (2015)). Further relax-
ations, in which computations do play a role, are not of interest
here.

2.2 Attack models

Next, we specify a potential attacker’s capabilities in terms of
knowledge. To this end, let us introduce one of Kerckhoffs’ prin-
ciples first (Katz and Lindell, 2007, Section 1.2). It states that a
cipher should be designed assuming that “the enemy knows the
system”. Typically, in the context of cryptography, this means
full knowledge about how the cipher works, i.e., key generation,
encryption, and decryption. In the context of encrypted control,
it is natural, from our point of view, to extend this idea to knowl-
edge of the cyberphysical system. On the other hand, security
through obscurity (by trying to hide information) is widely dis-
couraged in cryptography. It is crucial to note that one cannot
control how much background information is available to the at-
tacker, and that the cipher’s security should not be dependent on
that. In conclusion, Kerckhoffs’ principle justifies using infor-
mation that may be unavailable in a realistic scenario for most
attackers. In order to depict realistic scenarios in Section 4,

though, we try to keep the amount of used information as small
as possible.

Throughout this paper, we consider ciphertext analysis and
known-plaintext as well as known-plant attacks without the ne-
cessity to consider stronger attacker models. If the attacker
has access to (an arbitrary amount of) plaintext-ciphertext pairs
(z,y), we refer to the scenario as a known-plaintext attack. We
further define a “known-plant attack” as a scenario, in which ci-
phertexts as well as the plant’s structure and (if useful) further
plant knowledge are given.

3. RANDOM AFFINE TRANSFORMATION CIPHERS

In this section, a deterministic as well as probabilistic variant of
the RT cipher is introduced, which are analyzed in the remainder
of this paper.

3.1 Deterministic variant

The deterministic variant of the RT cipher uses
y(k) = Enc(x(k)) = Rxz(k) +r Q)

as an encryption of the plaintext x(k), where R € R™*™ and
r € R” are randomly chosen once as specified later. We note
that the encryption (5) is a deterministic algorithm. Namely, for
a fixed pair of keys (R, r), the plaintext (k) is always mapped
to the same ciphertext y(k). In order to decrypt the ciphertext
state y(k), R must be invertible, such that we obtain

(k) = Dec(y(k)) = R™'(y(k) — 7). ©)

Because the same keys are used for encryption and decryption,
the RT cipher is a symmetric cryptosystem. There exist setups
with no need to decrypt y(k). For instance, y(k) may provide an
update for a quadratic program. Then, what a client receives is
z(k), which may be decrypted with different random keys S €
R™*™ and s € R™ according to

u(k) = Dec (z(k)) = S ' (z(k) — s). 7

Remark 1. We briefly remark the generalization in Hayati et al.
(2022), where dim(y) > n. This requires that the corresponding
key R has full column-rank for decryption. However, here we
restrict ourselves to quadratic R, i.e., to less information. One
can reduce this generalization to the quadratic case by selecting
n linearly independent values from y. In fact, the chance of
linear dependence in the random matrix Ris vanishingly small,
and it would be detectable from y.

3.2 Probabilistic variants

An improvement of the security can be achieved by using non-
constant keys (R(k), r(k)) which are randomly sampled in ev-
ery time step. To this end, we define two schemes. First, only



r(k) is non-constant. Applying this idea to the previous encryp-
tions and decryptions yields

y(k) = Ra(k) + r(k), ®)

(F) 1(y( ) —r(k)

u(k) = 87" (2(k) — s(k)). ©
)

Second, both R(k) and r(k) are non-constant.
above, we obtain

y(k) = R(k)z (k) + r(k),
z(k) = R(k)™" (y(k) — r(k))
u(k) = S(k)~" (2(k) — s(k)).

xr

Similarly to

(10)

(1D

Due to R(k), the latter results in substantially more communi-
cation and precomputation cost. As opposed to before, these
encryptions are probabilistic. For instance, «(k) can be mapped
to different y(k) depending on the random vector (k) or both
of the keys (R(k), r(k)).

4. ANALYSIS OF THE DETERMINISTIC VARIANT

Before we dive into the analysis, let use briefly note that we de-
liberately choose n > 1 in this section, although the security
of a cipher should also be guaranteed if only single bits were
encrypted.

4.1 Ciphertext analysis

In many of the publications cited above, it is assumed that the
deterministic RT operates under a ciphertexts-only setup. So,
let us begin by considering the ciphertexts {y(k)}ren arising
from (5). Equivalently, one could focus on (6) or (7) for the anal-
ysis. Restricting ourselves to only ciphertext information seems
to make a concrete attack impossible, and the keys as well as
remain ambiguous. This is because (5) does not enable to check
whether guessed keys are correct without any knowledge about
plaintexts. Still, an analysis of the ciphertexts by measuring the
security through (4) can be provided.

Since the RT cipher, as it has been considered in various pub-
lications, is defined over the reals, but (4) is defined for discrete
random variables, we follow Regev (2009) and consider an anal-
ogous expression for continuous variables, i.e.,

1

D=3 [ Iptw®) o)~ ply ) 20y, 12
cp

where p(y(k) | x(k)) takes the role of P(Enc(z)
fore. This allows to state the following result.

= y) from be-

Proposition 1. Ciphertexts resulting from the encryption (5) re-
sult in a statistical distance of D = 1.

Proof. As the encryption Rx(k) + 7 of a given x(k) always
results in the same y (k) as soon as the keys (R, r) are fixed, the
corresponding conditional probability density takes the form of
a Dirac delta impulse. With this at hand, (12) reduces to

p—1 | |8u(hk) = Raer (k) = 3(y(k) — Raa(h))|dy = 1

2

for any given x1(k) # x2(k) € M™. This lets us conclude
that the RT cipher exhibits D = 1 (perfect distinguishability
according to Definition 1). O

This result is a consequence of the deterministic encryption
and enables to break the cipher by means of known-plaintext at-
tacks, as we will see in the next section. Interestingly, it also for-
bids to make (5) a public key cryptosystem. To see this, note that
with help of a public key, it would be possible to construct a large
library of ciphertexts from chosen plaintexts. Then, because of
the one-to-one relation of plaintexts and ciphertexts, these corre-
spondences can be exploited by (approximately) matching them
to observed ciphertexts. Next, attacks on the deterministic vari-
ant (5)-(7) are proposed, where we intend to infer more informa-
tion than already available.

4.2 Known-plaintext attack

Under a known-plaintext attack, we have access to the plain-
text and corresponding ciphertext sequences {x(k)}ren and
{y(k)}ren, respectively. Then, the encryption (5) is linear in
(R, r) with n(n 4+ 1) unknowns. Now, for every time step, n
new equations are obtained. Therefore, with (n + 1) different
plaintext-ciphertext pairs, one can uniquely solve for (R, r). To
this end, we plug the (not necessarily consecutive) sequences
{z(k)}1_y {y(k)}}_, into (5) and rearrange into the form

y(0)

(vec 7@) _

y(n)

(z(0)" 1)&I,
: =: Yp41, (13)
(z(n)"

which is compatible with standard linear equation solvers. Hav-
ing extracted the keys (R, r), it is possible to decrypt all cipher-
texts y (k).

As an alternative, if p > n plaintext-ciphertext pairs are avail-
able, one might prefer building on the least squares approach

eI,

p—1
. _ 2
%1E;||Rw(k) + 7 —y(k)2, (14)

where the optimal choice is given by

()" 1)&I,
(VGCT(R)> = H'Y,, with H := :
(z(p-1)7

The appeal of this variant is that possible errors or uncertain-
ties in the plaintexts (k) tend to cancel out. For instance, if
y(k) is an encryption of x (k) plus Gaussian measurement noise,
then (14) provides an optimal estimate which improves with ad-
ditional data.

Hel,

4.3 Known-plant attack

In the next step, the attacker’s knowledge is reduced to structural
knowledge about the system (1) and the ciphertexts sequences
{y(k)}ren and {z(k)}ren. Here, (6) is not used according to



the setup (see Section 2). First, we get rid of the constant noise
terms 7 and s by taking the difference between two ciphertexts,
ie.,

Ay(k) :=y(k+1) —y(k) = RAx(k)

and likewise for Az(k). Then, combining all relations yields the
ciphertext dynamics

Ay(k+1) = RAR 'Ay(k) + RBS 'Az(k).

Now, since the attacker has access to {Ay(k)}ren and
{Az(k)}ren, it can identify V := RAR ™' as well as W :=
RBS ! after collecting n different ciphertext pairs by solving
the linear system

Ay(0)T @1, Az(0)T @1,

Ayin—1)T@I, Azn-1)"T®I,

Here, similarly to (13) and (14), a least-squares variant can be
used whenever measurement noise is present. Remarkably, due
to

det (V — M) = det (RAR™' — R\IR™")
= det (R)det (A — M) det (R™"),

V and A share the same characteristic polynomial (since they
are related by a similarity transformation). Inevitably, this re-
veals the eigenvalues of A.

Without further information, the plaintexts, keys, or plant ma-
trices are ambiguous. An interesting case arises, though, if the
attacker is able to reconstruct A, e.g., by modeling the plant by
means of V. Then, due to the shared n eigenvalues between V'
and A, the Sylvester equation VR — RA = 0, rewritten in the
form

(In oV -AT® In> vec (R) = 0,

contains non-trivial solutions. Although we cannot uniquely’
identify R from V, the null space characterized by the matrix

N:null(In®V—AT®In)

provides a lower dimensional search space for Na = vec (R),
where e € R™. Then, using RAx(k) = Ay(k) one obtains

(Aan(k:)T ®I,) Na = Ay(k).

This relation allows the reconstruction of R from o using only
one correct plaintext-ciphertext pair, with Az (k) # 0. From
here on, recovery of r is trivial, which allows reconstructing all
(k) and Bu(k).

5. ANALYSIS OF THE PROBABILISTIC VARIANT

Next, we consider the probabilistic variants of the RT cipher. To
this end, we focus on (8) and (10) rather than (9) and (11). Again,
the former relations provide the same structure as the latter and,
therefore, yield the same security results.

! Another Sylvester equation V' = RAR ™! and a scalar equation would be
needed to identify R uniquely.

(i) =0

5.1 Ciphertext analysis I

Now we are interested in whether information can be inferred
from the ciphertexts {y(k)}ren stemming from (8). As op-
posed to Section 4.1, the encryption Rx(k) + r(k) can now
output different ciphertexts for the same (k) and fixed R due
to the time varying r(k). To quantify the security of this ci-
pher, an expression for the integrand in (12) is needed, which
leads us to the sampling of elements in r(k). By virtue of
the observation made by (2), we propose a uniform distribution
p(r(k)) = U(—rmax1, rmax1), which provides a probability of

L ifa<&<b,

U a,b) = { ba

0 otherwise

for every component of r(k) parametrized by the finite upper
bound ry,,. Then, one can state the following.

Proposition 2. Let the components of v (k) be independent and
uniformly distributed in [—Tmax, "'max), for some finite ryax > 0,
and let x1(k), x2(k) be arbitrary but fixed plaintexts inside M™.
Then, the i-th ciphertext component resulting from the encryp-
tions (8) provides a statistical distance of

D_

2T max

|(Rx1 (k) — Raa(k)),| (15)

if (R (k) — Rxa(k)),| < 2rmax and D = 1 otherwise.

Proof. First, without any effect on the probability distribu-
tion p(y(k)|x(k)), we substitute (k) := Rx(k). Then, the
encryptions are y(k) = &(k) + (k). Using p(r(k)) =
U(—Tmax1, "max1) and (8), we see that y(k) is distributed like
r(k), except for the mean being shifted by & (k). Therefore, we
obtain

p(y(k) |Z(k)) = U(—Tmax1 + Z(k), rmax1 + Z(k)).

Finally, the result follows from substituting this probability
into (12) for &1 (k) and &2 (k), and evaluating the integral. [

The simple yet significant substitution step reveals that R
is not contributing to the security according to (4) while it is
used in (8) to encrypt (k). Furthermore, we learn from (15)
that big r,.x are crucial for the security of (8), where big val-
ues in R tend to have a counterproductive effect. A remark-
able consequence is, that (8) can not be perfectly indistinguish-
able (perfectly secure) when finite r,,,x are used. However,
statistical indistinguishability is possible as follows. First, one
picks a finitely large sampling interval for the elements of R
(or simply set R = I if compatible). Then, the maximal noise
is chosen as an exponential function in the security parameter,
e.g., Tmax = 2%. Evidently, the statistical distance becomes
D  1/2" = negl(k) as required by Definition 2.

Remark 2. At this point, we note that (8) (with R = I) can
be thought of as an additive real number secret sharing scheme
without modulo arithmetic. In fact, this is related to the results
presented in Tjell and Wisniewski (2021), where a more general



secret sharing scheme (Shamir’s secret sharing) over real num-
bers is proposed. The differences between this and our work are
as follows. Here, we build on definitions based on the statisti-
cal distance for security and on a uniform distribution over an
interval. In Tjell and Wisniewski (2021), the authors quantify
information leakage by the mutual information, which can be in-
terpreted as the reduction of uncertainty about a plaintext given
the corresponding ciphertext, and they use Gaussian noise dis-
tributions on (—o0, 00). Interestingly, both choices for the noise
distribution maximize the entropy for the respective case (Cover,
1999, p.412).

5.2 Ciphertext analysis 11

For ease of presentation, we limit ourselves to scalar quantities
(i.e., n = 1) in the remaining ciphertext analysis. In particular,
we consider y, x, R, r, and & as representatives for y, =, R,
r, and Rz, respectively. Next, we extend the analysis of the
previous section by (a scalar version of) (10) instead of (8).

Proposition 3. Let r(k) and R(k) be independent and uniformly
distributed on [—rmax, Tmax| @d [— Rmax, Rmax), respectively,
with finite Tmax, Rmax > 0. Furthermore, x1(k), z2(k) are ar-
bitrary but fixed plaintexts inside M (excluding 0) and fulfill
Tmax > |Zi(Kk)|Rmax for @ € {1,2}. Then, scalar ciphertexts

resulting from the encryption (10) provide a statistical distance
of
RH]&X

4 max

D = I 10 ()] = s (8)]|

Proof. By assumption, we have p,.(r(k)) = U(—"max, "max)
and pr(R(k)) = U(—Rmax, Rmax). Consider now z(k) =
R(k)x(k), which leads us to the uniform distribution

pz(Z(k)) = U(~|2 (k)| Rmax, |2(k)| Rmax)-

Then, by using the independence of r(k) and R(k), the condi-
tional ciphertext distribution (with omitted dependence on & for
clarity) is

p(y|z) = /C pa(y — T)pe(7) dr

0 lfy < *(Tmax + |1'|Rmax)
fy) if |y + rmax| < [2[Rmax
(2Tmax)_1 if |x‘Rmax — Tmax < ) S 0

(16)
with the abbreviation

y(k) + Tmax + |$|Rmax
47 max Rmax| | '

fly) =

By substituting (16) into (12) for z; (k) and z2 (k) and evaluating
the integral, we obtain the desired result. O

Here, the results from before are partially repeated, i.e., that
big rmax provide security, whereas big R,.x are counterproduc-
tive, and statistical indistinguishability is achievable by fixing

Rpax to a finite value and using an exponentially large 7, .x.
The difference is now, however, that for the impractical case
of |z1(k)] = |x2(k)|, a statistical distance of D = 0 is at-
tained. Moreover, the statistical distance is limited to the interval
D € [0,1/4) in this variant of the RT cipher.

Since both of these schemes allow, in principle, for parameter
choices that make the chance of a successful attack vanishingly
small, it is not expedient to propose attacks. However, the ques-
tion arises, how the security carries over from these real number
schemes to a more realistic floating point implementation. Be-
cause our analysis identified r(k) as the security providing pa-
rameter, we investigate a scalar variant of (8) in what follows.

6. FLOATING POINT ANALYSIS

Our previous analysis and the corresponding literature assume
that y, , R, r are elements of R. However, on a digital machine,
there is only a finite amount of memory available and, thus, real
numbers are not realizable. Consequently, one has to settle with
an approximation by using a finite set of numbers with finite pre-
cision. Before moving on, let us briefly note, that this simple ob-
servation allows concluding that any distribution based on such
an approximation can not provide infinite entropy (as real num-
bers do), despite this is used as a basis for security arguments by
some authors.

6.1 Key generation

Next, we specify a (possible) key generation procedure and
thereby fill the gap that is left by literature between a theoretical
and practical implementation. For a digital implementation, real
numbers are most commonly emulated by floating point num-
bers (floats) based on the prevalent IEEE 754 standard. It is
well-known that a (normalized) float ¢ is then represented by

M
xy = (—1)ben (1 + ZbMZ-Q_i> x 2°,
i=1

where bsign, bas—i, and e are the sign bit, fraction bits, and expo-
nent, respectively. Now, it seems likely that many authors have
sampled from and computed with some set of floats

Fb:{$€R|E|£L‘f:x7$f:0},

where b stands for a particular choice for the number of bits that
are occupied in total by bgign, bar—;, and e in the float representa-
tion of x¢. By proceeding in the same manner, the message and
ciphertext space, M and C, actually consist of elements of ;.
Again, we want to sample from a uniform distribution. Re-
markably, sampling elements from [, uniformly at random will
(with overwhelming probability) lead to very small numbers.
This can easily cause numerical problems, and it leads to unde-
sired ciphertext distributions. The reason for that is that the inter-
val [2¢,2¢F1) doubles in size for every increment of e, while the
amount of representable numbers is 2% in every interval. Con-
sequently, the elements in [} (regardless of b) are very dense
around 0 and thin out exponentially as one moves away from 0.



L 1]

Figure 1: Sampling probability of every 200-th float from Fy¢.

To counteract this effect, we propose (for the sake of analysis) a
sampling probability P(z ;) which doubles for every increment
of e. To this end, note that « := 2!~ 5 is the smallest repre-
sentable number (277 is typically reserved), where B is the ex-
ponent bias. Hence, the number of increments in e is

[logy(|zs]) —logy() | = [logy(lzsla™)],

which is whenever P(zs) needs to double. Then, we find the
desired float sampling probability

P(zy) = ~2llogs(lzsla™) |

which is illustrated in Figure 1. The factor v ensures that
me er, P(z) = 1. With this at hand, the resulting sampling
distribution emulates the uniform distribution U/(—, 3) over R,
where 3 := (2 — 27M) x 25 is the biggest number in ;.

Since computations, performed by the cloud, are treated as a
black-box here, we neglect numerical issues that can arise dur-
ing computations with floats and other subtleties. For instance,
special care needs to be taken such that overflows during the en-
cryption and accuracy issues do not impair the result.

6.2 Ciphertext analysis

Finally, we turn our focus to the security of a scalar variant of
the encryption (8), where ciphertexts y(k) = Z(k) + r(k) are
computed with floats y(k), Z(k), and r(k). Due to the discrete
nature of floats, the definition (4) for the statistical distance is
used here, which yields

D= % Y IPy(k)|E(R) = Ply(R)|E2(k)]. A7)

y€EF,

Similar to before, the encryption of Z(k) leads to y(k) only if
Qr,(Z;(k) + r(k)) = y(k), where Qp, denotes the rounding
procedure defined for F,. As a result, there may be multiple
r € [~ max, "max] N Fp that can lead to the same y(k) for a
given Z; (k) or no such r exists. Correspondingly, the (possibly
empty) set R collects all such r for a particular y (k). With this at
hand, we can now state the probability P(y(k)|Z;(k)), which is
the probability that any of the r € R is selected. More precisely,

P(y(k)|E,(k) = 3 y2liosa(ria™],

reR

(18)

2 Alternatively, one could use a standard pseudorandom function, that usually
outputs numbers within (0, 1), and scale the result. However, in comparison
to what we describe here, this will lead to a bigger spacing between the floats,
which depends on the scaling.

Example. Due to the nonlinearities in P(y(k)|Z;(k)) an ana-
Iytical expression for D seems to be out of reach. Still, we are
interested to see if the security results for real numbers from be-
fore carry over to a float based implementation, which motivates
the following numerical study. To get a handle on the cardinal-
ity of float sets, we opted for the half-precision format which we
denote by F14, where M = 10 and e is represented with 5 bits.
This allows to evaluate (17) for all y € 14, where we use (18)
for different choices of Z1(k), Z2(k), and rmax.

In order to see if a secure (and somewhat practical) imple-
mentation is achievable, we set Tmax = Qr,, (99.99% ), i.e.,
99.99% of the ciphertext space is used for noise and 0.01%
is left for the message space M. As a result, z; and o are
roughly elements of [—6, 6] N Fyg. The resulting statistical dis-
tances are depicted in Figure 2. Note that the statistical dis-
tances start at D = 1 for r,x = 0 and, by increasing 7yax
until Qr,, (99.99% B), evolve into Figure 2 without changing
shape. As with a real number scheme, an increase of 7y ax
tends to lead to smaller statistical distances. However, the con-
nection seems to be much more complex than in (15) which
makes the generation of a secure instance of (8) a very intri-
cate task. This is especially problematic since very low statisti-
cal distances can be right next to very high statistical distances
in the message space. Apart from this overall diagnosis, let us
highlight two things. First, as expected, D = 0 along the di-
agonal (where Z1 (k) = Z2(k)). Second, different from the real
number scheme, the maximum statistical distance occurs when
either Z1 (k) ~ 0 or Z2(k) =~ 0 and they have some distance
between them (the “white cross” in Figure 2). Interestingly, this
effect stems from the finite precision of float numbers. Suppose
Z1(k) > Z2(k) =~ 0, then, in order to obtain the same ciphertext
y(k), there must exist ; € [—Tmax, "max] N Fp for i € {1,2}
such that Qp,, (Z1(k) + r1) = Qr,, (Z2(k) + 72). However, if
Z1 (k) is large, the only possibility to obtain a small ciphertext is
to use a large negative r;. In that case, it is however impossible
to output every possible y € 14 around zero because r; does not
provide enough precision as a result of its size. Hence, small ci-
phertexts can only be a result from relatively small plaintexts. Of
course, these effects lose severity when computations are carried
out over single-precision numbers from 35 or double-precision
numbers from Fg4 but they are still present.

7. CONCLUSION

In this paper, we provide a cryptanalysis for random affine trans-
formation ciphers that recently gained attention especially for
solving control-related optimization problems as in model pre-
dictive control. To this end, a generalized setup compatible with
many schemes from the literature, as well as security definitions
and different attack models are introduced. Using this frame-
work, two variants of the random affine transformation cipher
are analyzed. First, the deterministic variant, which reuses the
encryption keys, is shown to be not secure according to its sta-
tistical distance. As a result, the cipher breaks completely un-
der a known-plaintext attack and leaks useful information about
the closed-loop in which it is used without plaintext knowledge.
Second, the achievable security of the probabilistic variant was



Figure 2: Statistical distance of 100 linearly spaced values for
ifl(k?), fg(k) € [—0.0l%ﬂ, 0.01% ﬂ] N 16 and all y(k) € Fy,
where ryax = Qry (99.99% 6).

a surprise to us. Opposed to the presentation in the paper, we
first attacked the scheme (with partial success) and painfully re-
alized that this was only possible because elements of R and r
were sampled from similar intervals. A subsequent ciphertext
analysis revealed that the real number scheme can achieve statis-
tical indistinguishability if the keys are selected according to our
results. For a more practical insight, we translated the scheme
to floating point numbers by defining a key generation proce-
dure. Then, the numerical security analysis reveals a much more
complex security relation which hinders a practical application,
where security guarantees are needed.

Finally, we conclude by comparison with its real number vari-
ant, that possible attacks against a floating point implementation
of the probabilistic random affine transformation cipher should
exploit the floating point peculiarities. For instance, rounding
makes certain ciphertexts impossible or unlikely and, according
to our floating point sampling distribution, the floating point ex-
ponent distribution is non-uniform. Moreover, using the scheme
inside a control-loop leads to “encrypted dynamics”, where the
uniformly distributed noise approximately becomes Gaussian if
the information is aggregated over several time steps.
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