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ABSTRACT
Artificial Intelligence Generated Content (AIGC) has garnered con-
siderable attention for its impressive performance, with ChatGPT
emerging as a leading AIGC model that produces high-quality
responses across various applications, including software develop-
ment and maintenance. Despite its potential, the misuse of Chat-
GPT poses significant concerns, especially in education and safety-
critical domains. Numerous AIGC detectors have been developed
and evaluated on natural language data. However, their perfor-
mance on code-related content generated by ChatGPT remains
unexplored.

To fill this gap, in this paper, we present the first empirical study
on evaluating existing AIGC detectors in the software domain. We
created a comprehensive dataset including 492.5K samples com-
prising code-related content produced by ChatGPT, encompassing
popular software activities like Q&A (115K), code summarization
(126K), and code generation (226.5K). We evaluated six AIGC de-
tectors, including three commercial and three open-source solu-
tions, assessing their performance on this dataset. Additionally, we
conducted a human study to understand human detection capabili-
ties and compare themwith the existing AIGC detectors. Our results
indicate that AIGC detectors demonstrate lower performance on
code-related data compared to natural language data. Fine-tuning
can enhance detector performance, especially for content within the
same domain; but generalization remains a challenge. The human
evaluation reveals that detection by humans is quite challenging.

1 INTRODUCTION
In recent years, Artificial Intelligence Generated Content (AIGC)
has attracted significant attention and interest from academia and
industry. AIGC refers to content that is generated by advanced gen-
erative AI techniques.WithAI techniques becomingmore advanced,
the generated content shows significantly better quality and is being
used in a wide range of tasks. ChatGPT [2], released by OpenAI, has
become one of the most attention-grabbing approaches. ChatGPT is
a large language model (LLM) fine-tuned from GPT-3.5 series with
Reinforcement Learning from Human Feedback (RLHF) [18, 53, 59]
to build a conversational AI system. The massive learnt knowledge
in GPT-3.5 series and the well-designed fine-tuning process from
RLHF allow ChatGPT to generate high-quality responses to user
questions in various domains and contexts.

ChatGPT has demonstrated remarkable proficiency in generating
content across a diverse range of domains. Its ability to compre-
hend context, adhere to instructions, and produce coherent contents,
makes it particularly well-suited for tasks such as drafting emails,
generating articles, composing poetry, crafting stories, and produc-
ing social media contents. Furthermore, OpenAI has highlighted
the capability of ChatGPT in software development [44]. ChatGPT
has been widely used in software development tasks such as writing
documentation, creating user manuals, generating code snippets,
reviewing code and repairing code.

Although ChatGPT offers numerous benefits for users, it is im-
portant to consider the potential for abuse. In educational domain,
for instance, there is a risk that students may use ChatGPT to cheat
on exams or plagiarize assignments, which violates academic in-
tegrity. To avoid abuses, some universities have restricted the use
of ChatGPT, as shown in the recent report1. Similarly, in the indus-
try, the source of content generated by ChatGPT must be carefully
considered, especially in security and safety-critical scenarios. AI-
generated content may have low quality or contain errors (e.g., toxic
content or bugs) that could lead to serious consequences [14]. For
example, to preventmalicious use of the contents generated by Chat-
GPT when answering questions, Stack Overflow has announced
that the ChatGPT-generated content is temporarily banned,2 be-
cause “the average rate of getting correct answers from ChatGPT is
too low, the posting of answers created by ChatGPT is substantially
harmful to the site and to users who are asking and looking for correct
answers”.

With the increasing use of ChatGPT in a wide range of domains,
including software development, it becomes more crucial to de-
velop effective tools to detect AI-generated contents. For example,
many AIGC detectors [1, 3–7, 9–11, 24, 42] from both academia
and industry have been developed to detect the generated contents
from GPT-series models, including GPT-2 [50], GPT-3 [15], and
ChatGPT. While these tools have been proposed to detect ChatGPT-
generated content, it remains unclear how effective these tools are,
particularly in the context of the software development domains.

To fill this gap, in this paper, we take an early step and conduct
a comprehensive empirical study to evaluate the existing detec-
tors, including both the open-source and commercial ones, on their
capacities of detecting the code-related content (e.g., code and doc-
uments) generated by ChatGPT. Specifically, the study aims to

1https://www.universityworldnews.com/post.php?story=20230222132357841
2https://meta.stackoverflow.com/questions/421831/temporary-policy-chatgpt-is-banned
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answer crucial questions as follows: How accurate are the current
tools for detecting code-related content generated by ChatGPT? What
are the differences in performance between detecting natural lan-
guage content and code-related content generated by ChatGPT? Can
fine-tuning the detection tools enhance their capability to identify
ChatGPT-generated content? How robust are the detection tools in
detecting content that has been modified based on ChatGPT-generated
content? How about the human detection capabilities compared with
the existing AIGC detectors?

To conduct this study and answer these questions, we con-
structed two datasets, namely the Code-Related Content Dataset
(CCD) and the Natural Language-Related Content Dataset (NLCD),
by generating related content using ChatGPT in the domains of
programming and natural language, respectively. CCD consists
of 467.5K samples across three different code-related scenarios,
i.e., Q&A from stack overflow (115K), code-to-text generation [28]
(126K), and text-to-code generation [26, 30] (226.5K).NLCD, which
contains 25K samples, was constructed by using ChatGPT to pol-
ish the content from Wikipedia [47]. Note that each sample in
CCD and NLCD is a pair including the human-generated data and
ChatGPT-generated data.

Based on this dataset, we design comprehensive experiments to
evaluate the capabilities of existing detection tools including three
open-source detectors (GPT-2 Detector [1], RoBERTa-QA [24] and
DetectGPT [42]) and three commercial detectors (GPTZero [6],
Writer [10] and Text Classifier [11]). We evaluate the performance
of selected tools in detecting program contents generated by Chat-
GPT with those generated by human. Additionally, we conducted
a human study to understand human detection capabilities and
compare them with the existing AIGC detectors.

Extensive experiments have revealed that current AIGC detectors
struggle to detect code-related data compared to natural language
data. Although fine-tuning is able to improve performance, how-
ever, the generalization capacities are limited. A human study also
suggests that humans encounter similar difficulties, particularly
when dealing with code data, which can be like blindly guessing
due to its complexity. Overall, the main contributions of our paper
are summarized as follows:
• We conducted a comprehensive empirical study to evaluate the

performance of six AIGC detectors, including three open-source
detectors and three commercial detectors, on detecting code-
related content generated by ChatGPT. To the best of our knowl-
edge, this is the first study that specifically evaluates the per-
formance of different AIGC detectors on code-related content
generated by ChatGPT.

• We construct two large-scale datasets namely CCD and NLCD,
consisting of 467.5K code-related samples and 25K natural
language-related samples.

• We conduct a human study to study the difficulty of detecting
content generated by ChatGPT and compare it to the perfor-
mance of AIGC detectors.

2 BACKGROUND
2.1 ChatGPT
ChatGPT is a cutting-edge generative AI model developed by Ope-
nAI, based on the GPT-3.5 architecture, which is the latest iteration

in the GPT series of models, following GPT [49], GPT-2 [50] and
GPT-3 [15]. ChatGPT is primarily trained on large amounts of un-
labeled text data. To enhance its ability to generate more natural
and human-like responses in conversations, ChatGPT undergoes
a supervised fine-tuning process using a combination of Instruct-
GPT dataset and human conversations. During this process, the
human conversations are transformed into a dialogue format and
used in conjunction with the InstructGPT dataset to further train
the model. ChatGPT utilizes reinforcement learning from human
feedback (RLHF) algorithms to further refine its responses, which
aligns a model trained on a general corpus of text data to that of
complex human values. The combination of the massive knowledge
learned from internet training data up to 2021 and the well-designed
fine-tuning process enables ChatGPT to generate high-quality an-
swers across a range of domains. Its strong conversational abilities
have sparked interest in artificial general intelligence, and it has
the potential to increase productivity in many industries. For ex-
ample, it can be used as a writing assistant to help with tasks like
summarizing, paraphrasing, and translating, or as a chatbot to hold
conversations and answer questions on a variety of topics.

However, as with any AI model, there are concerns about reli-
ability [14], ethics [61] and robustness [56]. Recent studies have
explored potential issues that may arise with ChatGPT-generated
content, such as cross-domain performance, ethical considerations
in generating biased or sensitive content, and the robustness to
adversarial attacks. These issues are largely due to ChatGPT’s re-
liance on large amounts of training data. Given the potential issues
associated with ChatGPT-generated content, it is important to use
caution when relying on it, particularly in sensitive or specialized
domains. To mitigate these risks, it is crucial to detect whether
the content was generated by ChatGPT or other AI models to im-
prove transparency and accountability. This will enable users to
make informed decisions about the trustworthiness and reliability
of the information presented, and reduce the potential for harm or
misinformation.

2.2 AIGC Detection
To ensure the responsible and ethical use of AI-generated content,
various detectors have been developed to identify whether a given
piece of content was generated by an AI model. We have collected
multiple detectors [1, 3–7, 9–11, 24, 42] as up to March 2023, and
their detailed information is presented in ??. The “Supported Mod-
els” column lists the types of models supported by the detectors,
where “Unknown” means the supported model is unclear from the
official documentation. Column “Interfaces” indicates the supported
interfaces which the detection tools may be accessed from. For ex-
ample, “Website” denotes that the detector can only be accessed
from its official website, and “API” means it supports access from
standard programming interfaces. We can see that most commer-
cial detectors support both GPT3 and ChatGPT detection while
the open-source detectors only support one type of detection (i.e.,
GPT2 or GPT3). However, it is worth noting that some commercial
detectors that support API access may not be free or may only
allow a limited number of visits per day. For instance, Sapling [7]
provides API access at a cost of 25 dollars per month and Write-
full [9] restricts accesses when the daily quota is reached. Finally,
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Table 1: The details of the existing AIGC detectors.

Detector Supported Models Interfaces Input LengthGPT-2 GPT-3 ChatGPT Unknown Website API

Open-source
GPT2-Detector [1] ✓ ✓ ≤ 512 tokens
DetectGPT [42] ✓ ✓ ✓ ≤ 512 tokens
RoBERTa-QA [24] ✓ ✓ ✓ ≤ 512 tokens

Commercial

Contentatscale [4] ✓ ✓ ✓ 25 words to 25k chars
Copyleaks [5] ✓ ✓ ✓ ✓ 150 chars to 25k chars
GPTZero [6] ✓ ✓ ✓ ✓ ✓ 250 chars to 20k chars
Sapling [7] ✓ ✓ ✓ ✓ 50 words to 20k chars
Writefull [9] ✓ ✓ ✓ ✓ 50 words to 2k words
Writer [10] ✓ ✓ ✓ ≤1.5k chars
Compilatio [3] ✓ ✓ ✓ 200 chars to 2k chars
AITextClassifier [11] ✓ ✓ ≥1k chars

as is shown in the “Input Length” column, each detector may have a
different requirement on the length of the input texts. For example,
the open-source detectors can only process input texts up to 512
tokens. The commercial detectors accept input texts ranging from
25 words to 25K characters.

3 STUDY DESIGN
In this section, we give details on our study design. Our study is
centered around typical scenarios how ChatGPT are used to sup-
port software development activities. We collected data from both
ChatGPT and human experts in each usage scenario and then com-
pared the performance of different detectors. Next, we introduce
the setup of each scenario, the detectors under comparison, and
the research questions to be studied.

3.1 Scenarios and Data Collection
ChatGPT has been widely used in software development activi-
ties. For example, it can be used to answer programming-related
questions, summarize code snippets with natural languages, and
generate code based on natural language descriptions. In this study,
we focus on three of the most common scenarios in software devel-
opment: (1) Q&A on programming topics, (2) code-to-text genera-
tion, and (3) text-to-code generation. To conduct our study, we first
collected relevant data from both human and ChatGPT. We then
evaluated the capacity of different detectors in detecting ChatGPT-
generated contents in these scenarios. To better understand the
performance of the detectors on code-related content, we also col-
lected a new reference dataset consisting of purely natural language
data (in the natural language polishing scenario) for comparison.
Next, we introduce the scenarios and process of data collection.

3.1.1 Q&A. It is a common practice for programmers to search
the Internet for answers, when they have questions on certain
programming tasks. Q&A websites, such as Stack Overflow, are
designed for this purpose. Stack Overflow collects and organizes
relevant answers, which become an essential resource for software
developers today. Stack Overflow expects high-quality answers
from genuine experts to build a healthy and sustainable community.
Due to concerns on the answer quality, posting answers generated
by ChatGPT is banned on Stack Overflow. Yet, effective detection of
AI-generated contents with high accuracy is necessary to enforce

such a policy. Therefore, our first scenario focuses on studying the
effectiveness of AIGC detectors in identifying programming-related
answers generated by ChatGPT.
Data Collection. To evaluate the effectiveness of AIGC detectors
in the Q&A scenario, we used the Stack Overflow dataset from
Stack Exchange [8] which includes questions and answers posted
on the Stack Overflow platform from September 2021 to November
2022. For each question, we consider the top-voted response as the
human-generated answer, and use ChatGPT to generate another
answer in response to the same question. In total, we obtained 115K
pairs of human-generated and ChatGPT-generated answers for
the 115K questions. This dataset (denoted as Q&A-GPT) provides
a comprehensive benchmark for evaluating the performance of
detectors in identifying ChatGPT-generated content in the context
of programming-related questions and answers.

3.1.2 Code-to-Text Generation. Generating natural language de-
scriptions of a given code snippet has been a long-standing research
challenge widely studied in academia [12, 29, 37]. Accurate descrip-
tions of code can help programmers better understand its func-
tionality and improve software development efficiency. However,
writing accurate code comments is a time-consuming and laborious
task. ChatGPT has demonstrated excellent capabilities in generat-
ing natural language descriptions of code, making it a promising
solution for automating this task. Yet, it is still not advisable to re-
place human-written code comments with machine-generated code
summaries, for the lack of quality guarantees. Therefore, detectors
that are capable of identifying code summaries generated by Chat-
GPT are necessary to discover massive use of machine-generated
code comments.
Data Collection. Specifically, we adopted the widely used bench-
mark CodeSearchNet [28], where each sample is a pair (code, descrip-
tion), across six programming languages including Ruby, Javascript,
Go, Python, Java and PHP. Each sample has a “docstring” field
which contains the descriptions of the code produced by human
experts. To obtain code descriptions from ChatGPT, we designed a
prompt that asks ChatGPT to generate the summary of the given
code. The prompt is as follows:

You will be given a <LANG> function code and your
task is to generate a detailed summary of its behav-
ior and functionality. Your summary should clearly
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Table 2: The statistics of the collected data

Split Wiki-GPT Q&A-GPT Code2Doc-GPT Doc2Code-GPT CONCODE-GPT APPS-GPT
Train 0 100K 100K 100K 70K 0
Test 25K 15K 26K 26K 23K 7.5K
Total 25K 115K 126K 126K 93K 7.5K

explain what the function does, how it works, and
what input parameters and output values it expects.
You should write your explanation in clear and con-
cise language.
Code: <CODE>

where <LANG> is one of the six programming languages, and
<CODE> is the target code we would like to summarize. In total,
we select 126K samples from CodeSearchNet, and generate the
answers using ChatGPT, denoted as Code2Doc-GPT. Each program-
ming language accounts for a different number of samples. The
number of Ruby, JavaScript, Go, Python, Java, and PHP is 3,457,
7,974, 22,897, 34,639, 22,843, and 34,300 respectively. This dataset
provides a comprehensive benchmark for evaluating the perfor-
mance of detectors in identifying natural language descriptions
of code generated by ChatGPT across a range of programming
languages.

3.1.3 Text-to-code Generation. With the advancements in AI
technology, particularly the development of large language models,
there has been a surge of interest in automatically generating code
from natural language descriptions. Recent works [16, 45] have
revealed that GPT-3 series are powerful at writing programs follow-
ing human instructions. For example, GPT-3.5 achieves an accuracy
of 48.1% on Python coding tasks [17], the latest version GPT-4 [45]
released by OpenAI even achieves an accuracy of 67.0% on the same
dataset. The use of AI-generated code may be prohibited in some
contexts, for example, due to policies on academic integrity. Our
third scenario studies the effectiveness of the existing detectors, to
better understand the technical feasibility of distinguishing code
generated by ChatGPT from those written by human.
Data Collection. Specifically, we collected the ChatGPT-generated
code based on three different code generation datasets, i.e., APPS [26],
CONCODE [30], and the Code2Doc-GPT dataset described in Sec-
tion 3.1.2.
• The APPS dataset [26] is a Python dataset consisting of coding

problems gathered from various public websites. Each problem
in the dataset is accompanied by its description, ground-truth
solutions, and test cases used to validate the implemented so-
lutions. We regard the ground-truth solutions as the answers
provided by human experts. To obtain solutions from ChatGPT,
we created a prompt as shown in Figure 1a, where “{question}”,
“{test_case}” and “{starter}” are the placeholders of the problem
description, the test cases and the function name provided in
APPS. We finally collected 7.5K samples from ChatGPT, denoted
as APPS-GPT dataset.

• CONCODE [30] is a Java dataset included in the CodeXGLUE [40]
collection. Its goal is to generate class member functions for a
Java class based on natural language descriptions and the pro-
grammatic context provided by the class environment, which
includes member variables and other member functions in the

class. To obtain answers from ChatGPT, we created a prompt as
shown in Figure 1b, where “{desc}” and “{class}” are the place-
holders of the description and the class environment. The ground
truth code provided in CONCODE is considered as the answer
from human experts. We collected a total of 93K samples, which
we refer to as CONCODE-GPT dataset.

• The Code2Doc-GPT dataset constructed in Section 3.1.2 consists
of detailed descriptions of given code generated by ChatGPT.
We can naturally ask ChatGPT to generate code based on the
code descriptions generated by ChatGPT in the Code2Doc-GPT
dataset. To do so, we designed a prompt for generating code, as
shown follows:

You will be provided with a detailed description of a
<LANG> function, and your task is to generate a <LANG>
function that implements the program’s behavior based
on that description. You should write the function code as
accurately as possible based on the description, without
providing any additional explanations or assumptions.
Your implementation should conform to the standard of
<LANG> syntax and coding conventions.,

where <LANG> represents one of the programming languages,
namely Ruby, Javascript, Go, Python, Java, or PHP. The original
code in the Code2Doc-GPT dataset is considered to be the data
from human experts. Additionally, we collected a total of 126k
code samples generated by ChatGPT, which we refer to as the
Doc2Code-GPT dataset.

In the code generation scenario, we generated a total of 226.5K
pairs of code samples, where each pair consists of human-generated
and ChatGPT-generated code.

3.1.4 Natural Language Polishing. To understand how the stud-
ied detectors may behave differently on code-related and natural-
language contents, we also created a dataset consisting solely of
natural language texts generated by ChatGPT. This dataset serves
as a reference for other code-related tasks. The polishing task is to
ask ChatGPT to rephrase a given paragraph of text with its own
words.
Data Collection. We utilized ChatGPT to refine texts from the
Wikipedia dataset [47]. To do so, we designed a prompt with the fol-
lowing format: “Please polish the following content: <TEXT>”, where
<TEXT> is a placeholder for the raw text from theWikipedia dataset.
The original raw text is provided by human experts, while the pol-
ished version is the corresponding text generated by ChatGPT. We
collected a total of 25K samples, which we refer to as the Wiki-
GPT dataset. In summary, we collect 492.5K samples in total. The
statistics of the CD are present in Table 2. As one of our research
questions is to explore the extent that fine-tuning can help on the
collected dataset, we need to split the collected data into the train
set and test set. Specifically, we randomly select 100K samples from
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Please complete the code generation for the following 
question, there may have some example test cases, and 
you can use them to evaluate the generated code.

{question}

The input and output format is:
{test_case}
 
Do not provide any explanations, comments, test cases or 
additional text, only output the completed python code in 
a markdown style and nothing else. Now, you can start 
with 
```
{starter}
```

(a) APPS prompt template

Given a natural language description of a programming 
task, generate the corresponding java class member 
functions, using the following class environment, which is 
included inside curly brackets, and this class environment 
is the programmatic context provided by the rest of the 
class, including other member variables and member 
functions in the class. here is 

{class}

Do not provide any explanations, comments, imports or 
additional text, only reply with a code block and nothing 
else. Note: the java method's name is ""function"" and the 
name of argument starts with an ""arg"", like ""arg0"" or 
""arg1"". Now, the described task is  {desc}

(b) CONCODE prompt template

Figure 1: The designed prompts for the dataset of APPs and CONCODE.

the dataset of Q&A-GPT, Code2Doc-GPT to construct the NLCD-
Train, 100K samples from Doc2Code-GPT and 70K samples from
CONCODE-GPT to construct CCD-Train. The remaining data are
used for the test set i.e., NLCD-Test and CCD-Test.
Data preprocessing. Through our careful inspection of the gen-
erated ChatGPT answers, we found that some of them contained
identifiable symbols or phrases indicating that they were generated
by ChatGPT. To improve the quality of our curated datasets, we
removed all portions that may reveal the ground truth. Specifically,
we removed sentences such as “As an AI language model...” or “As
a language model...” from the generated contents if they appeared.
For code snippets, we only kept code blocks, while removing any
extraneous contents surrounding them.

3.2 Selected Detectors
In this section, we introduce the AIGC detectors to be compared in
this study. The detectors are divided into two categories: commer-
cial detectors and open-source detectors. We select three following
commercial detectors because large-scale testing can be conducted
on these detectors. Some other commercial detectors may not be
free or only allow a limited number of visits per day. In addition,
to our knowledge, there are currently three open-source detectors
and we take them for comparison.

3.2.1 Commercial Detectors.

• GPTZero [6]. According to the official website, it is a classifi-
cation model to predict whether the content is generated by
a language model, providing predictions on a sentence, para-
graph and document level. Specifically, it is trained on a large
corpus of human-written and AI-generated text. The human-
written text is from student-written articles, news articles, as
well as Q&A datasets across multiple disciplines in the sciences
and humanities. For each human-written text, the AI-generated
text is generated by the AI tool to ensure the training dataset
is balanced. The model is tested on a never-before-seen set of

human and AI articles with an accuracy of 99% in correctly distin-
guishing human-written articles and 85% accuracy in correctly
distinguishing AI-generated articles.

• Writer [10]. It is a free tool to detect AI content. More technical
details have not been revealed on the official website. But there
is a study3 from the Internet consisting of 10 human-written
content and 10 AI-written content to evaluate its effectiveness.
The study results show that 4 out of 10 human-written content
is correctly detected and 8 out of 10 AI-written content is suc-
cessfully detected. Hence, from the used 20 samples, it seems
that Writer is more accurate in detecting AI-written content than
human-written content.

• AITextClassifier [11]. It is an official detector released by OpenAI,
which is a fine-tuned GPT model that predicts the probability
of the text generated by AI. Specifically, the training dataset for
this detector consists of AI-generated and human-written text
where human-written text came from three sources including
the Wikipedia dataset, the WebText dataset and a set of human
demonstrations from InstrcutGPT [46] while AI-generated text
is paired with the human-written text produced by the model.
Then a detector is trained on this balanced dataset. An evaluation
on the validation set, which follows the same distribution as the
training set, and challenge set, which is composed of human-
written completions and completions from a strong language
model demonstrates it outperforms its previously published clas-
sifier GPT2-Detector [1].

3.2.2 Open-source Detectors.

• GPT2-Detector [1]. It is a fine-tuned detector from RoBERTa [39]
released by OpenAI, where the training dataset is from the out-
puts of the 1.5B-parameter GPT-2 model. From the official intro-
duction on their website,4 the detection rates achieve nearly 95%
for detecting 1.5B GPT-2 generated text.

3https://www.bloggersgoto.com/writer-com-ai-content-detector-review
4https://openai.com/research/gpt-2-1-5b-release

https://www.bloggersgoto.com/writer-com-ai-content-detector-review
https://openai.com/research/gpt-2-1-5b-release
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• DetectGPT [42]. It is an open-source tool to detect the content
generated by GPT-2. Different from other detectors, which re-
quire training a separate classifier for detection, it just compares
the log probabilities of a candidate passage under the detected
model with the average log probability of several perturbations
of the passage from another generic pre-trained language model
(e.g., BART [31], T5 [51]). If the perturbed passages have a lower
average probability than the original by some margin, the candi-
date passage is likely to be the model generated. The evaluation
from in-distribution data and out-of-distribution data demon-
strates that DetectGPT is competitive with the learning-based
detectors GPT2-Detector [1] on the in-distribution data while
outperforming it on the out-of-distribution data.

• RoBERTa-QA [24]. Guo et al. proposed to train a logistic regres-
sion model on the GLTR Test-2 features [22], a RoBERTa-single
model and a RoBERTa-QA model on the Human ChatGPT Com-
parison Corpus dataset (HC3) dataset which consists of 37K ques-
tions covering financial, medical, legal, psychological, and open
domains to detect the content generated by ChatGPT. Specifically,
the logistic regression model leverages the token features from
HC3 dataset for the classification. RoBERTa-based detectors fine-
tune a pre-trained RoBERTa model where RoBERTa-single model
leverages the text generated by ChatGPT for fine-tuning while
RoBERTa-QA model leverages the text generated by ChatGPT
combined with the input question for fine-tuning. The evaluation
confirms that the robustness of RoBERTa-based detector is better
than the regression model. Furthermore, RoBERTa-QA is better
than RoBERTa-single in the detection. In this paper, we select
RoBERTa-QA model for the evaluation.

3.3 Experimental Design and Research
Questions

In this section, we will present the designed research questions and
the experimental setup for each research question.

3.3.1 RQ1: How effective are existing detectors in detecting ChatGPT-
generated content? We will evaluate the performance of six detec-
tors on dataset CCD-Test and NLCD-Test.
Evaluation Setup: Specifically, if the input length of an answer
exceeds the largest sequence length required for the selected detec-
tor, we truncate it to meet the requirement. For some detectors, a
threshold is required to distinguish ChatGPT data or human data
by the specific detector. The output probability greater than the de-
fined threshold indicates that the content is generated by ChatGPT.
We follow the default settings of these detectors, where GPTZero
was set to 0.8 and the remaining selectors were set to 0.5.

3.3.2 RQ2: To what extent can fine-tuning improve detection per-
formance? Since the detectors we compared were primarily de-
signed for detecting natural language content, they may not per-
form optimally on our code-related dataset. Therefore, in this ques-
tion, we aim to investigate whether fine-tuning can enhance the
performance of the detectors.
Experimental Setup:We selected the open-source detector RoBERTa-
QA [24] for fine-tuning. Specifically, we fine-tuned six detectors

with the dataset NLCD-Train and CCD-Train. The first three detec-
tors fine-tuned with the training dataset of Q&A-GPT, Code2Doc-
GPT and the composite of Q&A-GPT and Code2Doc-GPT, which
are more related to detecting natural language data, while the other
three detectors fine-tuned on CONCODE-GPT, Doc2Code-GPT and
the composite of CONCODE-GPT and Doc2Code-GPT, which are
more related to code data. The fine-tuned detectors are evaluated
on the same test dataset, i.e., NLCD-Test and CCD-Test.

3.3.3 RQ3: How robust are these detectors when the ChatGPT-
generated data is slightly modified? In real-world scenarios, the
content generated by ChatGPT may not be used directly, and some
of the generated content can be modified for customization or to
avoid detection. Therefore, we aimed to investigate the robustness
of detectors, specifically whether the AIGC content could be de-
tected when modified by different mutations.
Experimental Setup: We selected three mutation operations to
modify the text data and three mutation operations to modify the
code data. We applied these mutators to both the human-generated
and ChatGPT-generated data, and evaluated the performance of the
detectors on the mutated dataset. For each test data, we applied each
of the three mutation operations (where applicable) to generate the
mutated data.

The three mutations for the code-based data are as follows:
• Function Name Renaming. The function name is replaced with a

new name randomly selected from a function name list, which
is constructed from CodeSearchNet [28].

• Variable Name Renaming. We randomly select one variable in
the function and replace the name with a new name randomly
selected from a variable name list, which is constructed from
CodeSearchNet.

• Code Statement Insertion. We insert a new assignment statement
where the variable name is changed with a new name for state-
ment insertion. The new variable name is randomly selected
from a variable name list, constructed from CodeSearchNet.
We used the existing NLP mutations [41] to modify the text data:

• Character Insertion. Randomly insert a character from a word of
a text sample.

• Character Deletion. Randomly delete a character from a word of
a text sample.

• Character Replacement. Randomly replace a character with an-
other random character in a word of a text sample.

3.3.4 RQ4: How well can human distinguish contents generated
by ChatGPT?. To answer this research question, we conducted an
online survey with experienced software developers and observed
their ability in distinguishing machine-generated contents.
Experiment Setup. In our study, we invited 50 experienced de-
velopers who have at least five years of programming experience
to participate in an online survey. By March 2023, 27 of them have
provided valid responses. We randomly divided the participants
into two groups, namely, the “Example” and “No-example” groups,
with 14 and 13 responses, respectively. The participants from the
“Example” group were shown an example for each task, which con-
sists of a pair of contents generated by humans and ChatGPT, with
the ground truth clearly labeled. The “No-example” group was not
shown any example.
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Table 3: Comparison results of six detectors, where bold number is the best performance in the corresponding column.

Detectors
NLCD-Test CCD-Test

Wiki-GPT Q&A-GPT Code2Doc-GPT CONCODE-GPT Doc2Code-GPT APPS-GPT
AUC FPR FNR AUC FPR FNR AUC FPR FNR AUC FPR FNR AUC FPR FNR AUC FPR FNR

GPT2-Detector 0.42 0.89 0.21 0.31 0.94 0.40 0.65 0.81 0.53 0.63 0.71 0.11 0.41 0.92 0.16 0.57 0.74 0.25
DetectGPT 0.54 0.35 0.37 0.40 0.06 0.34 0.16 0.02 0.62 0.55 0.00 1.00 0.00 0.00 1.00 0.54 0.00 0.99
RoBERTa-QA 0.54 0.35 0.33 0.42 0.05 0.32 0.23 0.01 0.48 0.46 0.00 1.00 0.02 0.00 1.00 0.43 0.00 0.99
GPTZero 0.63 0.03 0.83 0.85 0.02 0.56 0.90 0.00 0.54 0.50 0.17 0.87 0.76 0.25 0.31 0.57 0.01 0.98
Writer 0.60 0.07 0.83 0.72 0.04 0.77 0.56 0.15 0.62 0.34 0.29 0.89 0.56 0.08 0.86 0.38 0.06 0.95
AITextClassifier 0.62 0.61 0.26 0.95 0.63 0.01 1.00 0.82 0.00 0.46 0.81 0.24 0.56 0.68 0.29 0.61 0.99 0.00
Avg 0.56 0.38 0.47 0.61 0.29 0.40 0.58 0.30 0.46 0.49 0.33 0.69 0.39 0.32 0.60 0.52 0.30 0.69

Table 4: Comparison results of different programming languages from Doc2Code-GPT.

Detectors Go Java Javascript PHP Python Ruby
AUC FPR FNR AUC FPR FNR AUC FPR FNR AUC FPR FNR AUC FPR FNR AUC FPR FNR

GPT2-Detector 0.38 0.96 0.10 0.40 0.92 0.18 0.38 0.89 0.23 0.39 0.90 0.22 0.46 0.91 0.12 0.46 0.89 0.10
DetectGPT 0.00 0.00 1.00 0.00 0.00 1.00 0.00 0.00 1.00 0.00 0.00 1.00 0.00 0.00 1.00 0.00 0.00 1.00
RoBERTa-QA 0.01 0.00 1.00 0.02 0.00 1.00 0.01 0.00 1.00 0.02 0.00 1.00 0.00 0.00 1.00 0.05 0.00 1.00
GPTZero 0.59 0.02 1.00 0.90 0.13 0.09 0.90 0.09 0.15 0.55 0.68 0.21 0.92 0.08 0.11 0.75 0.06 0.59
Writer 0.52 0.03 0.96 0.60 0.08 0.84 0.63 0.11 0.79 0.61 0.10 0.80 0.51 0.09 0.89 0.52 0.11 0.91
AITextClassifier 0.95 0.60 0.01 0.47 0.51 0.52 0.37 0.87 0.26 0.52 0.78 0.21 0.43 0.74 0.38 0.44 0.35 0.74
Avg 0.41 0.27 0.68 0.40 0.27 0.60 0.38 0.33 0.57 0.35 0.41 0.57 0.39 0.30 0.58 0.37 0.24 0.72

The questionnaire consists of 50 questions covering 5 types
of code-related data (i.e., Q&A-GPT, Code2Doc-GPT, APPS-GPT,
CONCODE-GPT, Doc2Code-GPT), with 10 questions per type. For
each question, either a natural-language text block or a code snippet
is shown to the participants, and they may choose from one of the
three options: “Human”, “ChatGPT”, and “Unclear”. The participants
were given at most 100 seconds for each question, and at the end of
the questionnaire, they were asked to indicate the most important
factors that influenced their decisions.

3.3.5 Evaluation Metrics. To evaluate the performance of our
detectors, we used their AUC scores as the evaluation metric, which
are commonly used in existing works such as AITextClassifier [11].
We further add FPR and FNR as the evaluation metrics.
AUC score. The AUC score of a detector is interpreted as the
probability that the model’s ability to accurately classify classes on
a scale from 0 to 1, where 1 is best and 0.5 is as good as a random
choice. For example, an AUC score of 0.5 implies that the model is
only as good as the random choice when assigning probabilities
to samples. The higher the AUC score of a classifier, the better its
ability to distinguish between positive and negative classes. We
refer to the data generated by ChatGPT as the positive class.
FPR. It refers to the false positive rate, calculated as 𝐹𝑃𝑅 = 𝐹𝑃

𝐹𝑃+𝑇𝑁
where 𝐹𝑃 is the number of false positives (i.e., samples incorrectly
classified as ChatGPT-generated), 𝑇𝑁 is the number of true neg-
atives (i.e., samples correctly classified as human experts) and
𝑁 = 𝐹𝑃 + 𝑇𝑁 is the total number of ground truth negatives (i.e.,
samples labeled as human experts).
FNR. It refers to the false negative rate, calculated as 𝐹𝑁𝑅 =

𝐹𝑃
𝐹𝑁+𝑇𝑃 where 𝐹𝑁 is the number of false negatives (i.e., samples
incorrectly classified as human experts), 𝑇𝑃 is the number of true
positives (i.e., samples correctly classified as ChatGPT-generated)
and 𝑃 = 𝐹𝑁 +𝑇𝑃 is the total number of ground truth positives (i.e.,
samples are labeled as ChatGPT-generated).

A lower FPR indicates that the model is less likely to mislabel
human contents as machine generated, while a lower FNR indicates
the reverse.

4 STUDY RESULTS
In this section, we present the experimental results along with our
analysis in an attempt to answer each research question.

4.1 RQ1: Effectiveness of the Existing Detectors
The performance of the six detectors on different datasets is shown
in Table 3. The first column lists the detectors under comparison,
the second column shows the results on NLCD-Test, and the third
column shows the results on CCD-Test. The AVG row displays the
average value of each metric on the specific test set across all six
detectors.

In general, the results show that detecting ChatGPT-generated
content is challenging, with average AUC, FPR, and FNR on NLCD-
Test at 0.58, 0.32, and 0.44, respectively, and on CCD-Test at 0.46,
0.32, and 0.66, respectively. The overall results show that detecting
ChatGPT-generated contents is still very challenging. Specifically,
the AUC value is higher on NLCD-Test than on CCD-Test, while the
FNR is lower on NLCD-Test than on CCD-Test. These results suggest
that detecting ChatGPT-generated code is even more difficult than
detecting natural language contents, potentially due to the fact that
existing detectors are trained with more natural language data than
code data.

By analyzing the results of the false positive rate (FPR) and false
negative rate (FNR) of existing detectors, we can find that they often
exhibit bias towards predicting positive or negative cases. Specifi-
cally, some detectors have higher FPR but lower FNR, indicating a
tendency to predict positive results (i.e., generated by ChatGPT),
while others have higher FNR but lower FPR, indicating a tendency
to predict negative results (i.e., generated by humans). For example,
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Table 5: Results of fine-tuned models (based on RoBERTa-
QA) on different NLCD-Train datasets.

NLCD-Train
NLCD-Test

Wiki-GPT Q&A-GPT Code2Doc-GPT
AUC FPR FNR AUC FPR FNR AUC FPR FNR

RoBERTa-QA 0.54 0.35 0.33 0.42 0.05 0.32 0.23 0.01 0.48
Q&A-GPT 0.76 0.53 0.16 0.99 0.02 0.07 1.00 0.00 0.03
Code2Doc-GPT 0.66 0.51 0.26 0.93 0.01 0.54 1.00 0.00 0.00
Composite-NL 0.78 0.63 0.10 0.99 0.06 0.02 1.00 0.00 0.00

RoBERTa-QA has a FPR and FNR of 0 and 1, respectively, indicating
that all samples are predicted as negative (i.e., generated by hu-
mans). We conjecture that the bias may be due to differences in the
training data used by these detectors and the threshold settings for
distinguishing positive and negative cases. For example, although
GPT2-Detector and RoBERTa-QA both use RoBERTa to train classi-
fiers, GPT2-Detector uses the output of GPT-2 for training, while
RoBERTa-QA uses the output of ChatGPT. Additionally, the thresh-
olds used in the detectors may not be optimal for our dataset. For
example, the AUC of AITextClassifier on Code2Doc-GPT is 1, but
its FPR is 0.82. We selected the default thresholds in these detectors,
but it may not be the best one for our dataset. Hence, selecting a
proper threshold for different testset can be another challenge in
AIGC detection.

Overall, commercial AIGC detectors tend to outperform open-
source detectors in detecting ChatGPT-generated content. Specifi-
cally, we observe higher AUC scores for commercial detectors on
the NLCD-Test. Among the evaluated detectors, AITextClassifier
shows better performance on the NLCD-Test. In addition, we also
observe that the AUC scores of the three commercial detectors
on the Wiki-GPT dataset are lower compared to Q&A-GPT and
Code2Doc-GPT datasets, which could be attributed to the high text
similarity between the Wiki-GPT data generated by ChatGPT and
the original Wikipedia content, as the generated Wiki-GPT data is
polished from Wikipedia content.

In the CCD-Test, we observed that none of the tested AIGC
detectors were able to achieve satisfactory performance. GPTZero
and AITextClassifier demonstrated promising results on Doc2Code-
GPT and APPS-GPT (e.g., AUC scores of 0.76 and 0.61, respectively),
but they were still not very effective. Among the three code-related
datasets, we found that all three commercial detectors performed
worse on CONCODE-GPT. Further analysis revealed that the size of
functions in CONCODE-GPTwas quite small, making the generated
data from ChatGPT and human quite similar.

We further study the performance of detectors on code with
different programming languages. The comparative detection re-
sults on the Doc2Code-GPT dataset (including 6 programming
languages) are presented in Table 4. Our analysis reveals that the
detectors exhibit different performance levels in different program-
ming languages. For instance, GPTZero performs remarkably well
in detecting Java, JavaScript, Python, and Ruby code with AUC
scores of 0.90, 0.90, 0.92, and 0.75, respectively, while it does not
perform well on Go and PHP (only 0.59 and 0.55). Conversely, AI-
TextClassifier shows excellent results in detecting Go language
code (AUC score 0.95) but performs poorly on the remaining lan-
guages. It is worth noting that while GPTZero performs well on
Java code in the Doc2Code-GPT dataset, it performs poorly on the

Table 6: Results of fine-tuned models (based on RoBERTa-
QA) on different CCD-Train datasets.

CCD-Train
CCD-Test

CONCODE-GPT Doc2Code-GPT APPS-GPT
AUC FPR FNR AUC FPR FNR AUC FPR FNR

RoBERTa-QA 0.46 0.00 1.00 0.02 0.00 1.00 0.43 0.00 0.99
CONCODE-GPT 0.95 0.11 0.12 0.82 0.65 0.02 0.73 0.68 0.06
Doc2Code-GPT 0.90 0.37 0.10 0.93 0.39 0.04 0.76 0.61 0.08
Composite-Code 0.98 0.12 0.05 0.94 0.35 0.04 0.77 0.60 0.08

CONCODE-GPT dataset (with an AUC score of 0.50), which is also
written in Java. This indicates that the performance of the detector
is sensitive to different datasets with varying distributions, even if
they are written in the same programming language.

Answers to RQ1: Existing AIGC detectors generally perform
better on natural language data than on code data, indicating
that detecting ChatGPT-generated code is a more challenging
task. Although commercial detectors outperform open-source
ones, they still face difficulties in detecting ChatGPT-generated
code.

4.2 RQ2: Performance of Fine-tuning
Considering that existing detectors primarily focus on natural lan-
guage content, we further investigate whether fine-tuning on code
datasets can enhance detection performance for code data. We
fine-tuned RoBERTa-QA with different training samples. Table 5
presents the results of fine-tuning RoBERTa-QA using various train-
ing datasets from NLCD-Train. We then evaluate this model on
different test sets from NLCD-Test. The second row displays the per-
formance of the original detector as a reference for comparison with
the three newly fine-tuned detectors. The "Composite" row refers
to combining both training sets (i.e., Q&A-GPT and Code2Doc-GPT
fromNLCD-Train) to fine-tune themodel. Similarly, Table 6 presents
the results of fine-tuning using training datasets from CCD-Train.
Note that we did not use the APPS-GPT training set for fine-tuning,
as it contains only a limited number of samples (75k in total).

The results show that fine-tuning can significantly enhance the
performance of the existing detectors, both for natural language
and code data. The fine-tuned models achieved high AUC scores
ranging from 0.9 to 1.0 and low FPR/FNR, with most being less
than 0.1, on the corresponding test dataset, except for Wiki-GPT
and APPS-GPT. The poor results on Wiki-GPT and APPS-GPT are
due to the lack of fine-tuning with the Wiki-GPT and APPS-GPT
dataset. The overall results highlight the significance of fine-tuning
in improving the performance of detectors in various domains

Furthermore, we observed that the fine-tuned models trained on
one dataset have certain generalization abilities to other datasets.
For instance, a fine-tuned model trained on Q&A-GPT performs
better on Code2Doc-GPT compared to its original detector. The
AUC of this model improves from 0.23 to 1.00 in Code2Doc-GPT,
while FPR and FNR decrease to 0.00 and 0.03, respectively. Sim-
ilarly, when a model is fine-tuned on Doc2Code-GPT, the AUC
improves from 0.46 to 0.90 in CONCODE-GPT and from 0.43 to
0.76 in APPS-GPT. It is worth mentioning that even though the
fine-tuned models are not trained on Wiki-GPT and APPS-GPT,
they still achieve significant improvement. Hence, we conjecture
that some common patterns across different scenarios may appear
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Table 7: Robustness analysis of the fine-tuned models.

Model Mutation Set AUC FPR FNR 𝐶𝑐𝑜𝑛 𝐻𝑐𝑜𝑛

Composite-NL
Wiki-GPT 0.68 0.33 0.39 0.39 0.99
QA-GPT 0.98 0.02 0.15 0.73 1.00

Code2Doc-GPT 1.00 0.00 0.01 0.98 1.00

Composite-Code
CONCODE-GPT 0.96 0.22 0.05 0.99 0.76
Doc2Code-GPT 0.94 0.34 0.04 0.99 0.97
APPS-GPT 0.76 0.64 0.07 0.98 0.86

in the ChatGPT-generated content, and the fine-tuned models can
learn them. Finally, we find that by combining the training data
(i.e., Composite-NL in Table 5 and Composite-Code in Table 6), the
fine-tuned model achieve further improvement.

Answers to RQ2: Fine-tuning on the collected ChatGPT-
generated content can significantly improve the detection per-
formance of the detectors. Furthermore, the fine-tuned models
trained on one dataset have certain generalization abilities to
other datasets.

4.3 RQ3: Robustness Analysis
In this section, we evaluate the robustness of the fine-tuned models
introduced in RQ2, particularly when the ChatGPT-generated data
is modified. The results are shown in Table 7, where the first col-
umn represents the two fine-tuned models based on the composite
datasets in Table 5 and Table 6, respectively. The second column
shows the six test datasets that were mutated using our mutation
operators. The following columns present the AUC, FPR, and FNR
scores. The column 𝐶𝑐𝑜𝑛 and 𝐻𝑐𝑜𝑛 show the ratio of samples that
can be correctly detected before and after mutation, representing
the consistency of the prediction.

In comparing the results of Table 7 with the results in the last
rows of Table 5 and Table 6, we can observe a slight decrease in
performance overall, but not to a significant extent in both natural
language and code data. This could be due to our conservative
mutation operators, which only change a small part of the content,
and thus may not affect the model too much. However, there is a
notable exception, where the performance drops significantly on
the mutation version of Wiki-GPT, indicating low robustness on
this dataset. This could be attributed to the fact that we did not
include the Wiki-GPT data in the fine-tuning training dataset. We
will try more mutation strategies in future.

By analyzing the results in columns 𝐶𝑐𝑜𝑛 and 𝐻𝑐𝑜𝑛 , we can ob-
serve that, in natural language data, the models still performwell on
human data but make some errors in ChatGPT-generated data that
were correctly predicted before are now missed. On the contrary,
in code data, the models can still detect the modified code correctly,
but some human code that was correctly predicted before now can-
not be detected. However, considering the overall performance of
the models is not decreased a lot, there are cases where data that
was previously mispredicted is now correctly predicted.

Answers to RQ3: The fine-tuned models are generally robust
under our conservative mutation operators. However, the ro-
bustness of the models can be affected in datasets that were not
included in the fine-tuning dataset.
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Figure 2: Performance of human participants in the survey.

4.4 RQ4: Human Study
The results collected from our online survey are presented in Fig-
ure 2. We show the average accuracy of both the “Example” and
“No-example” groups on each type of code-related task. Overall, the
“Example” group demonstrated a slightly better accuracy of 59.5%
vs. 52.5% obtained by the “No-Example” group, across all tasks. Both
groups did well on Q&A-GPT and Code2Doc-GPT, with an accuracy
close to or above 60% and as high as 77.9%. The contents presented
to the participants in those two tasks only contain natural language
texts and do not contain any code snippets. An explanation for
the better performance could be that natural language texts may
reveal more hints in terms of the language patterns used, tone, and
emotion conveyed. The survey respondents also ranked “language
use—repetitive/formulaic language patterns” as the most impor-
tant factor making them believe a piece of content is generated by
AI, among others, including “coherence and structure”, “tone and
voice” and “emotional appeal”. For tasks involving only code, the
respondents did not perform as well. On average, both groups got
47.1% of the questions correct, which is similar to random guesses.

We also compared the performance of human with some best-
performing detectors on the same set of questions. On an interesting
note, we also tested the performance of ChatGPT in identifying
the contents generated by itself or human, by asking it the survey
questions. Table 8 shows a summary of the comparison results.
The accuracy is shown as the percentage of the correct answers
to the survey questions. For natural-language contents, our hu-
man respondents performed comparably well with most detectors
(except Comp-NL which was especially fine-tuned on the same
dateset). For code snippets, the human subjects struggled and failed
behind AITextClassifier, one of the best commercial detectors. The
performance of ChatGPT was not ideal in this experiment.

Answers to RQ4: Similar to the findings of existing detectors,
humans are better at distinguishing natural language data than
code data. Some commercial detectors even have better perfor-
mance than humans in detecting ChatGPT-generated code.
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Table 8: Performance comparison between human and de-
tectors on the survey questions.

Scenarios AITextClassifier ChatGPT Human Comp-Code Comp-NL
Q&A-GPT 0.60 0.38 0.68 0.70 1.00
Code2Doc-GPT 0.50 0.42 0.72 0.50 1.00
CONCODE-GPT 0.70 0.50 0.47 1.00 0.30
Doc2Code-GPT 0.40 0.44 0.58 0.90 0.40
APPS-GPT 0.60 0.64 0.52 0.60 0.40

5 THREATS TO VALIDITY
5.1 Internal Validity
First, the prompts we used to generate the ChatGPT contents may
affect our results. We designed our prompts to mimic what an
average user may provide to ChatGPT under the corresponding
usage scenarios. These may not always be the most representative
ones. We plan to investigate the effects of different prompts in
the future. Furthermore, the answers generated by ChatGPT are
non-deterministic. Different answers may be generated even for
the same prompt. But for the purpose of constructing datasets to
evaluate AIGC detectors, the impact of non-determinism is limited.
Second, we could not always verify the source of human-provided
data in our dataset. For instance, we considered the answers in the
Stack Overflow dataset to be provided by human users, but this
may not always be true. Some answers could be generated by other
tools. Similarly, treating the code snippets in APPS, CONCODE, and
Code2Doc as human-written may not always be reliable. But since
these datasets were mostly populated with data generated before
LLMs became mainstream, we estimate the impact to be limited.
Finally, the detectors we studied require detection thresholds to
be set and any threshold chosen may not always work the best in
different settings. We acknowledge this potential threat and used
the recommended values for each detector to mitigate this issue.

5.2 External Validity
First, the results obtained on the datasets we used and the detectors
we studied may not be generalizable to other data and tools. To
mitigate this threat, we collected data from different software devel-
opment scenarios and contexts to make it more representative of
the real-world development practice. We selected both commercial
and open-source detectors, which we believe represent the state of
the art. Second, the recruitment of participants in our human study
may have selection bias, thus affecting the external validity. Since
our survey was conducted online and we did not have total control
on the population of the respondents. To mitigate this, we ensured
that the survey was distributed widely, to people who meet our
selection criteria, namely, software developers/researchers having
at least five years of programming experiences.

6 RELATEDWORK
6.1 AI in Software Engineering
In the early stages of this field, some smaller neural networks
with fewer parameters were used to solve the problems in soft-
ware engineering such as source code summarization [12, 37], vul-
nerability detection [35, 60] and code search [23, 38]. Different

neural network architectures are used such as LSTMs [27], Trans-
former [55], Graph Neural Networks [34]. With the development of
this field, some more advanced techniques are adopted to achieve
higher performance such as pre-training. The early works for code
pre-trained models such as CodeBERT [20], GraphCodeBERT [25]
takes encoder-only Transformer as the architecture to pre-train
a general model on the code-related data and then fine-tune this
pre-trained model to downstream tasks to achieve superior per-
formance. The subsequent work has made further improvements
such as PLBART [13] and CodeT5 [58] which use encoder-decoder
Transformer as the model architecture to improve the model ca-
pacity. Although these pre-trained models have shown significant
improvements in different software engineering tasks compared
with previous works, they still cannot be applied in a real scenario.
OpenAI takes a further step and released CodeX model [16], which
is trained from GPT model on publicly available code from GitHub.
Furthermore, a distinct production version of CodeX powers GitHub
Copilot. ChatGPT released by OpenAI is another representative
code, which is fine-tuned from GPT-3.5 series with RLHF for the
alignment. The massive learnt knowledge in GPT-3.5 series and the
powerful conversation ability enable ChatGPT to generate accu-
rate answers in different domains. Hence, it can also be applied to
software engineering such as code summarization as well as gen-
eration [43], and vulnerability detection as well as repair [52, 54].
For example, Sobania et al. [52] utilized ChatGPT to fix bugs on the
standard bug-fixing benchmark QuixBugs [36] and outperformed
the state of the art, managing to fix 31 out of 40 bugs. It is precise
because ChatGPT has been widely used in software engineering,
in this work, we explore whether the ChatGPT-generated code can
be detected by existing detectors.

6.2 DeepFake Detection
Deepfake refers to the creation or manipulation of facial appearance
through deep generative approaches and deepfake detection aims
to identify whether an image or video is synthesized with AI or
produced naturally with a camera, which is similar to AIGC content
detector. Based on the extracted features, they can be mainly cate-
gorized into spatial-based, frequency-based and biological signal-
based. Detecting deepfake on the spatial domain is the most popular
technique in the existing studies [32, 57] and it aims to observe
various visible or invisible artifacts on the spatial domain for distin-
guishing real and fake. Apart from the spatial domain, because the
differences between real and synthesized fake faces can also be re-
vealed in the frequency domain, there are also some studies [21, 48]
exploiting the differences from the frequency domain. Furthermore,
as real facial images and videos produced with cameras are natural
compared to synthesized fake faces, hence biological signals can be
used for distinguishing [19, 33]. Compared with deepfake, where
the detected objects are images or videos, we aim to identify the
text content synthesized by ChatGPT.

7 CONCLUSION
In this paper, we present the first empirical study evaluating the
performance of existing AIGC detectors in the software domain.
We create a comprehensive dataset of code-related content gen-
erated by ChatGPT. The results of the study indicate that current
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AIGC detectors struggle with code-related data compared to natural
language data. While fine-tuning can improve performance, the
generalization of the model still remains a challenge. Furthermore,
a human study is conducted to understand human capability in de-
tecting ChatGPT-generated content, which indicates that humans
also face similar challenges. The findings highlight the need for
further research in this area, specifically the development of robust
and generalized AIGC detectors.
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