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Abstract

Federated learning (FL) is a distributed machine learning
(ML) framework where multiple clients collaborate to train
a model without exposing their private data. FL involves cy-
cles of local computations and bi-directional communications
between the clients and server. To bolster data security dur-
ing this process, FL algorithms frequently employ a differen-
tial privacy (DP) mechanism that introduces noise into each
client’s model updates before sharing. However, while en-
hancing privacy, the DP mechanism often hampers conver-
gence performance. In this paper, we posit that an optimal
balance exists between the number of local steps and commu-
nication rounds, one that maximizes the convergence perfor-
mance within a given privacy budget. Specifically, we present
a proof for the optimal number of local steps and communi-
cation rounds that enhance the convergence bounds of the DP
version of the ScaffNew algorithm. Our findings reveal a di-
rect correlation between the optimal number of local steps,
communication rounds, and a set of variables, e.g the DP pri-
vacy budget and other problem parameters, specifically in the
context of strongly convex optimization. We furthermore pro-
vide empirical evidence to validate our theoretical findings.

Introduction
Recent success of machine learning (ML) can be at-
tributed to the increasing size of both ML models and
their training data without significantly modifying existing
well-performing architectures. This phenomenon has been
demonstrated in several studies, e.g., (Sun et al. 2017; Ka-
plan et al. 2020; Chowdhery et al. 2022; Taylor et al. 2022).
However, this approach is infeasible since it needs to store a
massive training dataset in a single location.

Federated learning. To address this issue, federated
learning (FL) (Konečný et al. 2016; Konečný et al. 2016b,a)
has emerged as a distributed framework, where many clients
collaborate to train ML models by sharing only their local
updates while keeping their local data for security and pri-
vacy concerns (Dwork, Roth et al. 2014; Apple 2017; Burki
2019; Viorescu et al. 2017). Two types of FL include (1)
cross-device FL which leverages millions of edge, mobile
devices, and (2) cross-silo FL where clients are data cen-
ters or companies and the client number is very small. Both
FL types pose distinct challenges and are suited for spe-
cific use cases (Kairouz et al. 2021). While cross-device FL

Figure 1: Visualization of differentially private federated
methods: Each client computes its local update, which is
then clipped and partially masked using DP noise. The ad-
justed update is then aggregated and used by all clients to
update the global model.

solves problems over the network of statistically heteroge-
neous clients with low network bandwidth in IoT applica-
tions (Nguyen et al. 2021), cross-silo FL is characterized
by high inter-client dataset heterogeneity in healthcare and
bank domains (Kairouz et al. 2021; Wang et al. 2021). In this
paper, we focus mainly on cross-silo FL algorithms which
are usually efficient and scalable due to low communication
costs among a very few clients at each step.

Differential privacy. Although private data is only kept at
each client in FL, clients’ local updates can still leak a lot
of information about their private data, (Shokri et al. 2017;
Zhu, Liu, and Han 2019). This necessitates several tools for
ensuring privacy for FL. Privacy-preserving variations of FL
algorithms therefore have been proposed in the literature,
based on the concept of differential privacy (DP) (Dwork,
Roth et al. 2014) to bound the amount of information leak-
age. To provide privacy guarantees of FL algorithms 1, we
can apply DP mechanisms at clients, (Terrail et al. 2022;
Truex et al. 2020; Sun, Qian, and Chen 2020; Kim, Günlü,
and Schaefer 2021; Geyer, Klein, and Nabi 2017; Abadi
et al. 2016). These client-level DP mechanisms enhance pri-
vacy by clipping and then injecting noise into clients’ local
updates before they are communicated in each communi-
cation round of running DP federated algorithms (see Fig-
ure 1). These mechanisms prevent attackers from deducing

1For the detailed review of the DP training methods, we recom-
mend (Ponomareva et al. 2023, Section 4).
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original data even though they obtain perturbed gradients.

Privacy-and-utility trade-off. While enhancing privacy,
the DP mechanisms exacerbates convergence performance
of DP federated algorithms. This motivates the study of a set
of hyper-parameters for DP federated algorithms that opti-
mally balance privacy and convergence speed. For instance,
(Wei et al. 2020) proves that DP FedProx algorithms have
the optimal number of communication rounds that guarantee
the highest convergence performance given a privacy bud-
get. Nonetheless, their algorithm requires solving the prox-
imal updates exactly on each local client, and their conver-
gence and utility are guaranteed under very restrictive as-
sumptions. In particular, the optimal number of communi-
cation rounds exist only for the cases when (1) the client
number and privacy level are high enough, and (2) the Eu-
clidean distance between the client’s local gradient and the
global gradient is sufficiently low (e.g. each client has the
same unique minimizer for extreme cases).

Contributions. The goal of this paper is to show the op-
timal number of local steps and communication rounds for
DP federated learning algorithms for a given privacy budget.
Our contributions are summarized as follows:

• We analyze the DP version of the ScaffNew algorithm
under standard but non-restrictive assumptions. Our anal-
ysis reveals there is an optimal number of local steps and
communication rounds each client should take for solv-
ing strongly convex problems. Unlike (Wei et al. 2020),
we provide an explicit expression for the optimal num-
ber of total communication rounds that achieves the best
model performance at a fixed privacy budget.

• We verify our theory in empirical evaluations showing
that the optimal number of local steps and communi-
cation rounds exist for DP-FedAvg and DP-ScaffNew.
In particular, these DP algorithms with these optimally
tuned parameters can achieve almost the same conver-
gence performance as their non-private algorithms. Also
our results reveal that the optimal local step number is di-
rectly proportional to a privacy level and clipping thresh-
old for both algorithms.

Notations. For x, y ∈ Rd, ⟨x, y⟩ := xT y is the inner prod-
uct and ∥x∥ =

√
⟨x, x⟩ is the ℓ2-norm. A continuously dif-

ferentiable function f : Rd → R is µ-strongly convex if
there exists a positive constant µ such that for x, y ∈ Rd

f(y) ≥ f(x) + ⟨∇f(x), y − x⟩+ µ

2
∥y − x∥2,

and has L-Lipschitz continuous gradient if for all x, y ∈ Rd

∥∇f(y)−∇f(x)∥ ≤ L∥y − x∥.

Finally, Pr(C) is the probability of event C happening.

Related Work
In this section, we review existing literature closely related
to our work in federated learning and differential privacy.

Federated learning. Two classical algorithms in fed-
erated learning include (1) FedAvg which updates its
ML model by averaging local stochastic gradient up-
dates (McMahan et al. 2017), and (2) FedProx which com-
putes its ML model by aggregating local proximal up-
dates (Li et al. 2020; Yuan and Li 2022). The convergence of
both algorithms have been extensively studied under the data
heterogeneity assumption. These classical algorithms suf-
fer from slow convergence, due to the small step-size range
resulting from the high level of data heterogeneity among
the clients. To enhance training performance of FedAvg and
FedProx, several other federated algorithms have been de-
veloped. For example, Proxskip (Mishchenko et al. 2022),
SCAFFOLD (Karimireddy et al. 2020), FedSplit (Pathak
and Wainwright 2020) and FedPD (Zhang et al. 2021) lever-
age proximal updates, variance reduction, operator-splitting
schemes and ADMM techniques, respectively.

Differential privacy. Differential privacy (DP) (Dwork,
Roth et al. 2014) is the gold standard technique for charac-
terizing the amount of information leakage. A fundamental
mechanism to design DP algorithms is the Gaussian mech-
anism (Dwork, Roth et al. 2014), which adds the Gaussian
noise to the output before it is released. The variance of a DP
noise is adjusted according to the sensitivity function which
is upper-bounded by the clipping threshold and the Lips-
chitz continuity of objective functions. The DP guarantee of
running DP algorithms for K steps can be obtained by the
(advanced) composition theorem (Dwork, Roth et al. 2014).
Recent tools such as Rényi Differential Privacy (Mironov
2017) and the moments accountant (Abadi et al. 2016) al-
low to obtain tighter privacy bounds for the Gaussian mech-
anism under composition. In the context of FL, many works
attempted to develop DP federated learning algorithms with
strong client-level privacy and utility guarantees, e.g. DP-
FedAvg (Zhao et al. 2020; McMahan et al. 2017), DP-
FedProx (Wei et al. 2020), and DP-SCAFFOLD (Noble,
Bellet, and Dieuleveut 2022).

DP Federated Learning Algorithm
To show the optimal number of local steps and communi-
cation rounds for DP federated algorithms, we consider the
following federated minimization under privacy constraints:

minimize
x∈Rd

[
f(x) :=

1

N

N∑
i=1

fi(x)

]
, (1)

where N is the number of clients, fi(x) is the loss function
of ith client based on its own local data, and x ∈ Rd is a
vector storing global model parameters.

Local differential privacy. To quantify information
leakge, we use local differential privacy (local DP) (Dwork,
Roth et al. 2014). Local DP relies on the notion of neigh-
boring sets, where we say that two federated datasets D and
D′ are neighbors if they differ in only one client. Local DP
aims to protect the privacy of each client whose data is be-
ing used for learning the ML model by ensuring that the ob-
tained model does not reveal any sensitive information about
them. A formal definition follows.



Algorithm 1: DP-FedAvg

1: Input: Initial point x0 ∈ Rd, the number of communi-
cation rounds T ≥ 1, the number of local steps τ ≥ 1,
step-size η > 0, clipping threshold C > 0, DP noise
variance σ2

2: for t = 0, 1, . . . , T − 1 do
3: for each client i ∈ {1, 2, . . . , N} in parallel do
4: Set x(i)t,0 = xt
5: for j = 0, . . . , τ − 1 do
6: Compute stochastic gradient gi(x

(i)
t,j)

7: Update x(i)t,j+1 = x
(i)
t,j − ηgi(x

(i)
t,j)

8: end for
9: Compute clip(x

(i)
t,τ − xt) where clip(x) :=

min
(
1, C

∥x∥

)
x

10: Send ∆
(i)
t = clip(x

(i)
t,τ − xt) +N (0, σ2I)

11: end for
12: Global averaging: xt+1 = xt +

1
N

∑N
i=1 ∆

(i)
t .

13: end for
14: return xT

Definition 1 ((Dwork, Roth et al. 2014)). A randomized al-
gorithm A : D → O with domain D and range O is (ϵ, δ)-
differentially private if for all neighboring federated datasets
D,D′ ∈ D and for all events S ⊂ O in the output space of
A, we have

Pr(A(D) ∈ S) ≤ eϵ · Pr(A(D′) ∈ S) + δ.

DP-FedAvg. DP-FedAvg (McMahan et al. 2017) is the
DP version of popular FedAvg for solving (1) with for-
mal privacy guarantees. In each communication round t =
0, . . . , T − 1, all the N clients in parallel update the global
model parameters xt based on their local progress with the
DP mask ∆

(i)
t . Here, all ∆(i)

t are communicated by the all-
to-all communication primitive and are defined by:

∆
(i)
t = clip(x(i)t,τ − xt) +N (0, σ2I),

where x(i)t,τ is the local model parameter of client i from run-
ning τ stochastic gradient descent steps based on their local
data and the current global model parameters xt. This DP-
masked local progress ∆(i)

t guarantees local DP by two fol-
lowing steps (Abadi et al. 2016; Dwork, Roth et al. 2014):
(1) all clients clip their local progress x(i)t,τ−xt with the clip-
ping threshold C > 0 which bounds the influence of each
client on the global update, and (2) each clipped progress
is perturbed by independent Gaussian noise with zero mean
and variance σ2 that depends on the DP parameters ϵ, δ and
the number of communication rounds T . We provide the vi-
sualization of this DP-masking procedure in Fig. 1, and the
full description of DP-FedAvg in Algorithm 1. However,
since FedAvg reaches incorrect stationary points (Pathak
and Wainwright 2020), we rather consider the DP version
of ScaffNew (Mishchenko et al. 2022) that eliminates this
issue by adding an extra drift/shift to the local gradient.

Algorithm 2: DP-ScaffNew

1: Input: Initial points x0 = x
(1)
0 = . . . = x

(N)
0 ∈ Rd,

initial control variates h(1)0 , . . . , h
(N)
0 ∈ Rd such that∑N

i=1 h
(i)
0 = 0, number of iterations T ≥ 1, probability

p ∈ (0, 1], step-size η > 0, clipping threshold C > 0,
DP noise variance σ2

2: for t = 0, 1, . . . , T − 1 do
3: for each client i ∈ {1, 2, . . . , N} in parallel do
4: Compute stochastic gradient gi(x

(i)
t )

5: Update x̂(i)t+1 = x
(i)
t − η[gi(x

(i)
t )− h

(i)
t ]

6: Flip a coin θt ∈ {0, 1} where Prob(θt = 1) = p
7: if θt = 1 then
8: Send ∆

(i)
t = clip(x̂

(i)
t+1 − η

ph
(i)
t − xt) +

N (0, σ2I), where clip(x) := min
(
1, C

∥x∥

)
x

9: Global averaging: xt+1 = x
(i)
t+1 = xt +

1
N

∑N
i=1 ∆

(i)
t

10: else
11: Skip Communication: x(i)t+1 = x̂

(i)
t+1, xt+1 = xt

12: end if
13: Compute h(i)t+1 = h

(i)
t + p

η (x
(i)
t+1 − x̂

(i)
t+1)

14: end for
15: end for

DP-ScaffNew. To this end, we consider DP-ScaffNew to
prove that its optimal choices for local steps and commu-
nication rounds exist. DP-ScaffNew is the DP version of
ScaffNew algorithms (Mishchenko et al. 2022), and its pseu-
docode is in Algorithm 2. Notice that DP-ScaffNew differs
from DP-FedAvg in two places. First, each client in DP-
ScaffNew adds the extra correction term h

(i)
t (line 5, 8 and

13, Alg. 2) to remove the client drift caused by local stochas-
tic gradient descent steps. Second, the number of local steps
for DP-ScaffNew is stochastic (line 6, Alg. 2).

To facilitate our analysis, we consider DP-ScaffNew for
strongly convex optimization in Eq. (1). We assume (A)
that each local step is based on the full local gradient, i.e.,
gi(x

(i)
t ) = ∇fi(x(i)t ), and (B) that the clipping operator

is never active, i.e., the norm of the update is always less
than the clipping value C. Assumption (A) is not essential in
learning overparameterized models such as deep neural net-
works, consistent linear systems, or classification on linearly
separable data. For these models, the local stochastic gradi-
ent converges towards zero at the optimal solution (Vaswani,
Bach, and Schmidt 2019), i.e. gi(x⋆) = 0. Assumption (B)
is crucial as the clipping operator introduces non-linearity
into the updates, thus complicating the analysis. However,
we show that as the algorithm converges, the norms of the
updates decrease, and clipping is only active for the first few
rounds. Thus, running the algorithm with or without clip-
ping has minimal effect on the convergence which can re-
fer to Observation 3 in our experimental evaluation section.
Further note that the results for DP-ScaffNew also apply for
DP-FedAvg to learn the overparameterized model. For this



model, each h(i)t converges towards a zero vector, and thus
DP-ScaffNew becomes DP-FedAvg.

Now, we present privacy and utility (convergence with re-
spect to a given local (ϵ, δ) DP noise) guarantees for DP-
ScaffNew in Algorithm 2 for strongly convex problems. All
the derivations are deferred to the appendix.
Lemma 1 (Local differential privacy for Algorithm 2, Theo-
rem 1 (Abadi et al. 2016)). There exist constants u, v ∈ R+

so that given the expected number of communication rounds
pT , Algorithm 2 is (ϵ, δ)-differentially private for any δ > 0,
ϵ ≤ upT if

σ2 ≥ v
C2pT ln(1/δ)

ϵ2
.

Using Lemma 1, we obtain the utility guarantee (con-
vergence under the fixed local (ϵ, δ)-DP budget) for Algo-
rithm 2.
Theorem 1 (Utility for Algorithm 2). Consider (1), where
each fi(x) is µ-strongly convex and L-smooth. Then, the
output of Algorithm 2 with 0 < η ≤ 1/L, 0 < p ≤ 1,
gi(x) = ∇fi(x), and C > ∥x̂(i)t+1 − xt∥ for i ∈ {1, . . . , N}
and t ≥ 0 satisfies (ϵ, δ)-differentially private and the fol-
lowing: for T ≥ 1,

E[ψT ] ≤ θTψ0 +
2p2

1− θ
· vC

2T ln(1/δ)

ϵ2
, (2)

where θ := max(1 − µη, 1 − p2), ψt := ∥xt − x⋆∥2 +
η2

p2 ∥ht − h⋆∥2, xt :=
[
(x1t )

T , . . . , (xNt )T
]T

, x⋆ :=[
(x⋆)T , . . . , (x⋆)T

]T
, ht :=

[
(h1t )

T , . . . , (hNt )T
]T

, and

h⋆ :=
[
(∇f1(x⋆))T , . . . , (∇fN (x⋆))T

]T
.

Theorem 1 establishes a linear convergence of Algo-
rithm 2 under standard assumptions on objective functions
(1), i.e., the µ-strong convexity and L-smoothness of fi(x).
The utility bound (2) consists of two terms. The first term
implies the convergence rate which depends on the learning
rate η, the strong convexity parameter µ, and the algorith-
mic parameters p, T . The second term is the residual error
due to the local (ϵ, δ)−DP noise variance. This error can be
decreased by lowering p, T at the price of worsening the op-
timization term (the first term). To balance the first and sec-
ond terms, Algorithm 2 requires careful tuning of the learn-
ing rate η, the probability p, and the iterations T .

Optimal values of η, p, T for DP-ScaffNew. From (2),
the fastest convergence rate in the first term can be obtained
by setting the largest step-size η⋆ = 1/L and p⋆ =

√
µ/L,

(Mishchenko et al. 2022). Given η⋆ and p⋆, we can find T ⋆
by minimizing the convergence bound in Eq. (2) by solving:

d

dT
(θTψ0) +

2p2

1− θ
· vC

2 ln(1/δ)

ϵ2
= 0.

We hence obtain η⋆, p⋆, and T ⋆ that minimize the upper-
bound in (2) in the next corollary.
Corollary 1. Consider Algorithm 2 under the same setting
as Theorem 1. Choosing η⋆ = 1/L, p⋆ =

√
µ/L, and

T ⋆ =
ln
(
ψ0ϵ

2 ln([1−µ/L]−1)
2vC2 ln(1/δ)

)
ln ([1− µ/L]−1)

minimizes the upper-bound for E[ψT ] in Eq. (2).

To the best of our knowledge, the only result showing the
optimal value of local steps and communication rounds that
balance privacy and convergence performance of DP feder-
ated algorithms is Wei et al. (2020). However, our result is
stronger than Wei et al. (2020) as we do not impose the data
heterogeneity assumption, the sufficiently large values of the
client number N , and the privacy protection level ϵ. Our re-
sult also provides the explicit expression for optimal hyper-
parameters for DP-ScaffNew η⋆, p⋆, T ⋆. Furthermore, from
Corollary 1, we obtain the optimal expected number of lo-
cal steps and of communication rounds, which are 1/p⋆ and
p⋆T ⋆, respectively.

Experimental Evaluation
Finally, we empirically demonstrate that the optimal lo-
cal steps and communication rounds exist for DP feder-
ated algorithms, which achieve the balance between pri-
vacy and convergence performance. We show this by eval-
uating DP-FedAvg and DP-ScaffNew including their non-
prive algorithms for solving various learning tasks over
five publicly available federated datasets. In particular, we
benchmark DP-FedAvg and DP-ScaffNew for learning neu-
ral network models to solve (A) multiclass classification
tasks over CIFAR-10 (Krizhevsky, Hinton et al. 2009) and
FEMNIST (Caldas et al. 2018), (B) binary classification
tasks over Fed-IXI (Terrail et al. 2022) and Messidor (De-
cencière et al. 2014), and (C) next word prediction tasks
over Reddit (Caldas et al. 2018). The summary of datasets
with their associated learning tasks and hyper-parameter set-
tings is fully described in Table 1. Furthermore, we imple-
mented DP federated algorithms for solving learning tasks
over these datasets in PyTorch 2.0.1(Paszke et al. 2019) and
CUDA 11.8, and ran all the experiments on the computing
server with an NVIDIA A100 Tensor Core GPU (40 GB).
We shared all source codes for running DP federated algo-
rithms in our experiments as supplementary materials. These
source codes will be made available later upon the accep-
tance of this paper.

Datasets. CIFAR-10, FEMNIST, Fed-IXI, and Messidor
consist of, respectively, 60000 32 × 32 images with 10 ob-
jects, 805263 128 × 128 images with 62 classes (10 digits,
26 lowercase, 26 uppercase), 566 T1-weighted brain MR
images with binary classes (brain tumor or no), and 3220
224 × 224 eye fundus images with binary labels (diabetic
retinopathy or no). On the other hand, Reddit comprises
56,587,343 comments on Reddit in December 2017. While
we directly used CIFAR-10 for training the NN model, the
rest of the datasets was pre-processed before the training.
All pre-processing details for each data set are in the ap-
pendix. Also, we split the CIFAR-10, FEMNIST, and Reddit
datasets equally at random among 5, 6, and 3 clients, respec-
tively, while the raw Fed-IXI and Messidor datasets are split
by 3 users (which represent hospitals) by default.

Training. We used a two-layer convolutional neural net-
work (CNN) for the multiclass classification over CIFAR10
and FEMNIST. For the brain mask segmentation and binary



Clients Train Samples Test Samples Batch Size Iterations Clip threshold Task
CIFAR10 5 10000 ± 0 2000 ± 0 64 10K 10,50,100 Classification (10)
FEMNIST 6 6129 ± 1915 684 ± 213 16 10K 10,50,100 Classification (63)
Reddit 3 28750 ± 0 11807 ± 0 64 10K 10,50,100 Language Model
Fed-IXI 3 151 ± 95 38 ± 24 1 400 10,20,50 Brain Segmeation
Messidor 3 300 ± 0 100 ± 0 4 500 10,20,50 Classification (2)

Table 1: Summary of datasets used in the experiments with indication of client sample variability (± standard deviation).

classification, we employed a 3D-Unet model over Fed-IXI
and a VGG-11 model over Messidor. The 3D-Unet model
has the same model parameter tunings and baseline as that
in (Terrail et al. 2022), but we use group normalization in-
stead of batch normalization to prevent the leakage of data
statistics. Finally, a 2-layer long short-term memory (LTSM)
network with an embedding and hidden size of 256 is em-
ployed to predict the next token in a sequence with a max-
imum length of 10 tokens from the Reddit data, which is
tokenized according to LEAF (Caldas et al. 2018). More-
over, the initial weights of these NN models were randomly
generated by default in PyTorch.

Hyper-parameter tunings. We used SGD for every client
in the local update steps for DP-FedAvg and DP-ScaffNew.
The learning rate for the local update is fixed at 0.05 for
the Reddit dataset and at 0.01 for the rest of datasets. The
number of local steps is selected from the set of the all di-
visors of total iterations for running the algorithms. Thus,
the number of communication rounds is always equal to the
quotients of the iteration and local step. The total iterations
for each dataset are detailed in Table. 1. For every dataset,
we test 4 distinct privacy levels represented by (ϵ, δ) values
of (3.3, 2, 1, 0.5) paired with 10−5, along with 3 different
clip thresholds. These parameter settings are consistent with
those used in DP-FedAvg and DP-ScaffNew. Furthermore,
Table. 1 provides the train and test sizes for each client, as
well as the batch size during training.

Evaluation and performance metrics. We collected the
results from each experiment from 3 trials and reported the
average and standard deviation of metrics to evaluate the
performance of algorithms.

We measure the following metrics for each experiment.
While we collect accuracy as our evaluation metric for clas-
sification and next-word prediction tasks, we use Dice coef-
ficient to evaluate the performance for segmentation tasks.
Given that the value of these metrics falls within the range
[0, 1] and a higher value signifies better performance, we de-
fine the test error rate as

test error rate = 1− metric,

where metric can be accuracy or dice coefficient.
Moreover, to analyze the correlation within our data, we

resort to the R2 test. In essence, R2 is a statistical measure
representing the percentage of the data’s variance that our
model accounts for. The R2 values at 0 and 1 imply, respec-
tively, no and perfect explanatory power of the model.

Results
We now discuss the results of DP-FedAvg and DP-ScaffNew
over benchmark datasets under different (ϵ, δ)-DP noise and
clipping thresholds. We provide the following observations.

Observation 1. The non-trivial optimal number of local
steps exist for both DP-FedAvg and DP-ScaffNew.

We measure the test error rate of DP-FedAvg and DP-
ScaffNew with respect to the number of local steps, given
the fixed total iteration number and other hyper-parameters.
Figure 2 shows that there is an optimal number of local steps
that enabless DP federated algorithms to achieve the low-
est test error rate. These DP federated algorithms with op-
timally tuned local steps achieve performance almost com-
parable to their non-private algorithms, especially for tasks
over most benchmarked datasets (i.e., FEMNIST and Red-
dit). Also, notice that the optimal local step exists even for
DP-ScaffNew without the DP noise (when ϵ → +∞). Our
results align with theoretical findings for the non-DP version
of DP-ScaffNew (Mishchenko et al. 2022), and also with
Corollary 1 (which implies that 1/p⋆ represents the optimal
number of expected local steps).

Observation 2. There exists a non-trivial optimal number
of iterations for DP-FedAvg and DP-ScaffNew.

Figure 3 shows the optimal number of total iterations T ⋆
exists for DP federated algorithms to achieve the lowest
test error rate, thus validating our findings of Corollary 1.
We note that as the total iteration number T grows, DP-
ScaffNew attains poor performance on both the test and train
dataset even in the absence of noise and the clipping operator
(black in Figure 3). This phenomenon is not present in DP-
FedAvg. We hypothesize that the issue with DP-ScaffNew
arises due to its variance reduction approach, which employs
SVRG-like control variates. Although this type of variance
reduction has demonstrated remarkable theoretical and prac-
tical success, it may falter when applied to the hard non-
convex optimization problems frequently encountered dur-
ing the training of modern deep neural networks, as observed
by Defazio and Bottou (2019).

Observation 3. The optimal number of local steps in-
creases and the optimal total iterations number decreases
as the privacy degree increases.

We observe that as the privacy degree increases (ϵ be-
comes small), the optimal number of local steps increases
and the optimal total iteration number decreases as shown
in Figure 2 and 3, respectively. This observation aligns with
Theorem 1. Given low ϵ of DP noise, the first term of the
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Figure 3: First line: DP-FedAvg, Second line: DP-ScaffNew. Clip threshold: 10. All local step fix to the optimal of its privacy
budget.
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Figure 4: The FEMNIST result. First line: DP-FedAvg, Second line: DP-ScaffNew.

utility bound (2) dominates the second term, and can be min-
imized when 1/p is much smaller than 1 and T is large.

Observation 4. The optimal local steps depend on the
clipping threshold, but it does not significantly impact per-
formance.

We evaluate the impact of clipping thresholds (at 10,
50, 100) on the local steps for DP federated algorithms to
train over FEMNIST in Figure 4. Additional results over
other datasets can be found in the appendix. As the clip-
ping threshold increases, the optimal local step number tends
to increase but does not impact the test error rate substan-
tially. This is because the increase in C leads to the utility
bound (2) which becomes dominated by the second term. To
minimize this utility bound, p and T must become smaller.
This implies the larger expected number of local steps 1/p.
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Figure 5: Intra-group optimal local values for two dataset
groups: CIFAR10, FEMNIST, and Reddit (Group 1) versus
Fed-IXI and Messidor (Group 2).

We further investigate the clipping effect for DP-FedAvg

and DP-ScaffNew. We perform this by computing the intra-
group mean and variance that are evaluated for four different
guarantees for each dataset (where we collect the test error
rate against varied local steps), as we show in Figure 5.

After the R2 test, we find that the optimal local steps lin-
early depend on the clipping threshold for DP-ScaffNew,
and on the square root of the clipping threshold for DP-
FedAvg. Therefore, the benefit of local steps given the clip-
ping threshold is more significant for DP-ScaffNew than
DP-FedAvg. This may be because DP-FedAvg, in contrast
to DP-ScaffNew satisfying (2), has an additional error term
due to data heterogeneity. Also, this observation on the lim-
ited benefit of local steps for DP-FedAvg aligns with that for
FedAvg by Wang and Joshi (2019).

Conclusion
This paper shows that DP federated algorithms have the op-
timal number of local steps and communication rounds to
balance privacy and convergence performance. Our theory
provides the explicit expression of these hyper-parameters
that balance the trade-off between privacy and utility for DP-
ScaffNew algorithms. This result holds for strongly convex
optimization without requiring data heterogeneity assump-
tions, unlike existing literature. Extensive experiments on
benchmark FL datasets corroborate our findings and demon-
strate strong performance for DP-FedAvg and DP-ScaffNew
with optimal numbers of local steps and iterations, which are
nearly comparable to their non-private counterparts.
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2022. Proxskip: Yes! local gradient steps provably lead to
communication acceleration! finally! In International Con-
ference on Machine Learning, 15750–15769. PMLR.
Modat, M.; Cash, D. M.; Daga, P.; Winston, G. P.; Duncan,
J. S.; and Ourselin, S. 2014. Global image registration using
a symmetric block-matching approach. Journal of medical
imaging, 1(2): 024003–024003.
Nguyen, D. C.; Ding, M.; Pathirana, P. N.; Seneviratne, A.;
Li, J.; and Poor, H. V. 2021. Federated learning for internet
of things: A comprehensive survey. IEEE Communications
Surveys & Tutorials, 23(3): 1622–1658.
Noble, M.; Bellet, A.; and Dieuleveut, A. 2022. Differ-
entially private federated learning on heterogeneous data.
In International Conference on Artificial Intelligence and
Statistics, 10110–10145. PMLR.
Paszke, A.; Gross, S.; Massa, F.; Lerer, A.; Bradbury, J.;
Chanan, G.; Killeen, T.; Lin, Z.; Gimelshein, N.; Antiga, L.;
Desmaison, A.; Kopf, A.; Yang, E.; DeVito, Z.; Raison, M.;
Tejani, A.; Chilamkurthy, S.; Steiner, B.; Fang, L.; Bai, J.;
and Chintala, S. 2019. PyTorch: An Imperative Style, High-
Performance Deep Learning Library. In Advances in Neural
Information Processing Systems 32, 8024–8035. Curran As-
sociates, Inc.
Pathak, R.; and Wainwright, M. J. 2020. FedSplit: An algo-
rithmic framework for fast federated optimization. Advances
in neural information processing systems, 33: 7057–7066.
Ponomareva, N.; Hazimeh, H.; Kurakin, A.; Xu, Z.; Deni-
son, C.; McMahan, H. B.; Vassilvitskii, S.; Chien, S.; and
Thakurta, A. 2023. How to DP-fy ML: A Practical Guide to
Machine Learning with Differential Privacy. arXiv preprint
arXiv:2303.00654.
Shokri, R.; Stronati, M.; Song, C.; and Shmatikov, V. 2017.
Membership inference attacks against machine learning
models. In 2017 IEEE symposium on security and privacy
(SP), 3–18. IEEE.



Sun, C.; Shrivastava, A.; Singh, S.; and Gupta, A. 2017. Re-
visiting unreasonable effectiveness of data in deep learning
era. In Proceedings of the IEEE international conference on
computer vision, 843–852.

Sun, L.; Qian, J.; and Chen, X. 2020. LDP-FL: Practical pri-
vate aggregation in federated learning with local differential
privacy. arXiv preprint arXiv:2007.15789.

Taylor, R.; Kardas, M.; Cucurull, G.; Scialom, T.; Hartshorn,
A.; Saravia, E.; Poulton, A.; Kerkez, V.; and Stojnic, R.
2022. Galactica: A large language model for science. arXiv
preprint arXiv:2211.09085.

Terrail, J. O. d.; Ayed, S.-S.; Cyffers, E.; Grimberg, F.; He,
C.; Loeb, R.; Mangold, P.; Marchand, T.; Marfoq, O.; Mush-
taq, E.; et al. 2022. FLamby: Datasets and Benchmarks for
Cross-Silo Federated Learning in Realistic Healthcare Set-
tings. arXiv preprint arXiv:2210.04620.

Truex, S.; Liu, L.; Chow, K.-H.; Gursoy, M. E.; and Wei,
W. 2020. LDP-Fed: Federated learning with local differen-
tial privacy. In Proceedings of the Third ACM International
Workshop on Edge Systems, Analytics and Networking, 61–
66.

Vaswani, S.; Bach, F.; and Schmidt, M. 2019. Fast and
faster convergence of SGD for over-parameterized models
and an accelerated perceptron. In The 22nd international
conference on artificial intelligence and statistics, 1195–
1204. PMLR.

Viorescu, R.; et al. 2017. 2018 reform of eu data protection
rules. European Journal of Law and Public Administration,
4(2): 27–39.

Wang, J.; Charles, Z.; Xu, Z.; Joshi, G.; McMahan, H. B.;
Al-Shedivat, M.; Andrew, G.; Avestimehr, S.; Daly, K.;
Data, D.; et al. 2021. A field guide to federated optimiza-
tion. arXiv preprint arXiv:2107.06917.

Wang, J.; and Joshi, G. 2019. Adaptive Communication
Strategies to Achieve the Best Error-Runtime Trade-off in
Local-Update SGD. arXiv:1810.08313.

Wei, K.; Li, J.; Ding, M.; Ma, C.; Yang, H. H.; Farokhi, F.;
Jin, S.; Quek, T. Q.; and Poor, H. V. 2020. Federated learn-
ing with differential privacy: Algorithms and performance
analysis. IEEE Transactions on Information Forensics and
Security, 15: 3454–3469.

Yan, R.; Qu, L.; Wei, Q.; Huang, S.-C.; Shen, L.; Rubin,
D. L.; Xing, L.; and Zhou, Y. 2023. Label-Efficient Self-
Supervised Federated Learning for Tackling Data Hetero-
geneity in Medical Imaging. IEEE Transactions on Medical
Imaging, 42(7): 1932–1943.

Yuan, X.; and Li, P. 2022. On convergence of FedProx: Lo-
cal dissimilarity invariant bounds, non-smoothness and be-
yond. Advances in Neural Information Processing Systems,
35: 10752–10765.

Zhang, X.; Hong, M.; Dhople, S.; Yin, W.; and Liu, Y. 2021.
FedPD: A federated learning framework with adaptivity to
non-iid data. IEEE Transactions on Signal Processing, 69:
6055–6070.

Zhao, Y.; Zhao, J.; Yang, M.; Wang, T.; Wang, N.; Lyu, L.;
Niyato, D.; and Lam, K.-Y. 2020. Local differential privacy-
based federated learning for internet of things. IEEE Internet
of Things Journal, 8(11): 8836–8853.
Zhu, L.; Liu, Z.; and Han, S. 2019. Deep leakage from gra-
dients. Advances in neural information processing systems,
32.



Benchmark Data Pre-processing
Throughout the experiments, we pre-process FEMNIST,
Fed-IXI, Messidor and Reddit before training.

FEMNIST For the FEMNIST dataset, due to its huge size,
we randomly sample only 5% out of all the samples before
they are split equally among the clients.

Fed-IXI For the Fed-IXI dataset, we follow the same
pre-processing steps according to the FLamby software
suite (Terrail et al. 2022). All scans are geometrically
aligned to the MNI template by the NtiftyReg (Modat et al.
2014) and re-oriented using ITK to a common space. Finally,
based on the whole image histogram, we normalized the in-
tensities and resized them from 83×44×55 to 48×60×48.

Messidor For the Messidor dataset, the following pre-
processing steps were employed. Initially, black edges were
cropped based on a pixel threshold value of 1. Subsequently,
every image was resized to a standard dimension of 224 ×
224. Data augmentation techniques were also integrated, in-
cluding random horizontal and vertical flips, alongside a re-
stricted random rotation of 10 degrees. We also pre-process
its class labels for the binary classification task, according to
steps explained by (Yan et al. 2023).

Reddit For the Reddit dataset, each text sample is tok-
enized by using the table provided by LEAF (Caldas et al.
2018).

Proofs
Proof of Theorem 1
First, we define

xt :=
[
(x1t )

T , . . . , (xNt )T
]T
,

x⋆ :=
[
(x⋆)T , . . . , (x⋆)T

]T
,

gt :=
[
(∇f1(x1t ))T , . . . , (∇f(xNt ))T

]T
,

ht :=
[
(h1t )

T , . . . , (hNt )T
]T
,

h⋆ :=
[
(∇f1(x⋆))T , . . . , (∇fN (x⋆))T

]T
.

Also, let A(yt) := ȳt, where ȳt :=
[
(ȳt)

T , . . . , (ȳt)
T
]T

and ȳt := 1
N

∑N
i=1 y

i
t. By setting gi(x) = ∇fi(x), and C >

∥x̂(i)t+1−xt∥ for i ∈ {1, . . . , N} and t ≥ 0, and by following
proof arguments in (Mishchenko et al. 2022), Algorithm 2
can be expressed equivalently as:

xt+1 :=

{
A

(
x̂t+1 − η

pht + et

)
with probability p

x̂t+1 otherwise

where x̂t+1 := xt− η(gt−ht), ht+1 := ht+1 +
p
η (xt+1 −

x̂t+1) and et ∼ N (0, σ2IN ·d). Define ψt := ∥xt − x⋆∥2 +
(η2/p2)∥ht − h⋆∥2. Then,

E[ψt+1] =pE[T1 + T2]+

(1− p)E

[
∥x̂t+1 − x⋆∥2 + η2

p2
∥ht − h⋆∥2

]
,

(3)

where T2 :=
∥∥∥ηp (ht − h⋆) + (A(x̂t+1 − η

pht + et)− x̂t+1)
∥∥∥2

and
T1 := ∥A(x̂t+1 − η

pht + et) − x⋆∥2. Next, we find the
upper bound for T1 and T2. Since A(x⋆) = A(x⋆ − η

ph
⋆),

et is the independent noise, and ⟨A(y), y⟩ = ∥A(y)∥2,

E[T1 + T2] ≤E ∥A(x)−A(y)∥2 +
E ∥[A(x)− x]− [A(y)− y]∥2 + σ2

=E∥A(ỹt)∥2 +E∥A(ỹt)− ỹt∥2 + σ2

=E∥ỹt∥2 + σ2,

where x := x̂t+1 − η
pht + et, y := x⋆ − η

ph
⋆ and ỹt :=

[x̂t+1 − x⋆] − η
p [ht − h⋆] + et. By the fact that et is the

independent noise, E[et] = 0 and E∥et∥2 ≤ σ2,

E[T1 + T2] ≤ E∥yt∥2 + 2σ2,

where yt := [x̂t+1 −x⋆]− η
p [ht−h⋆]. Plugging the upper-

bound for E[T1 + T2] into (3) thus yields

E[ψt+1] ≤pE∥yt∥2+

(1− p)E

[
∥x̂t+1 − x⋆∥2 + η2

p2
∥ht − h⋆∥2

]
+

2pσ2.

Next, by the fact that ∥x − y∥2 = ∥x∥2 − 2⟨x, y⟩ + ∥y∥2
with x := x̂t+1−x⋆ and y := η

p [ht−h⋆], and that x̂t+1 :=

xt+1 − η(gt − ht),

E[ψt+1] ≤E

[
∥x̂t+1 − x⋆∥2 + η2

p2
∥ht − h⋆∥2

]
−

2ηE⟨x̂t+1 − x⋆,ht − h⋆⟩+ 2pσ2

=E∥x̂t+1 − x⋆ − η[ht − h⋆]∥2+

(1− p2)
η2

p2
E∥ht − h⋆∥2 + 2pσ2

=E∥xt − x⋆ − η[gt − h⋆]∥2+

(1− p2)
η2

p2
E∥ht − h⋆∥2 + 2pσ2.

If each fi(x) is µ-strongly convex and L-smooth, then for
η ≤ 1/L

E[ψt+1] ≤(1− µη)E∥xt − x⋆∥2+

(1− p2)
η2

p2
E∥ht − h⋆∥2 + 2pσ2

≤ρE[ψt] + 2pσ2.

where ρ := max(1− µη, 1− p2).
If p ∈ (0, 1], then applying this inequality recursively over

t = 0, 1, . . . , T − 1 yields

E[ψT ] ≤ ρTψ0 +
2p

1− ρ
σ2.

Finally, by letting the privacy variance σ2 =

pvC
2T ln(1/δ)

ϵ2 for ϵ ≤ uT and δ,B > 0 according to
Lemma 1, we complete the proof.



Proof of Corollary 1
If η = 1/L, then max(1 − µη, 1 − p2) = 1 −
min(µ/L, p2) := 1− θ. From Theorem 1 we have

E[ψT ] ≤ (1− θ)Tψ0 +
2p2

θ
· vC

2T ln(1/δ)

ϵ2
.

Note that (1 − θ)T ≤ (1 − µ/L)T , while p2/θ =
max

(
p2L/µ, 1

)
≥ 1. We hence minimizes the convergence

bound by letting p⋆ = argminp
p2

θ =
√

µ
L , which yields

E[ψT ] ≤
(
1− µ

L

)T
ψ0 +

2vC2T ln(1/δ)

ϵ2
.

Next, we find the optimal number of iterations T ⋆ such that

T ⋆ = argminT

(
1− µ

L

)T
ψ0 +

2vC2T ln(1/δ)

ϵ2
.

Since x = exp (ln(x)),

T ⋆ =argminT B(T )

:= exp
(
T ln

(
1− µ

L

))
ψ0 +

2vC2T ln(1/δ)

ϵ2
.

Therefore,

d

dT
B(T ) =

(
1− µ

L

)T
ψ0 · ln

(
1− µ

L

)
+

2vC2 ln(1/δ)

ϵ2
, and

d2

dT 2
B(T ) =

(
1− µ

L

)T
ψ0 · ln

(
1− µ

L

)2

.

Since d2

dT 2B(T ) > 0 for all T ≥ 1, T ⋆ = argminTB(T )

can be found by setting d
dT B(T ) = 0 which yields(

1− µ

L

)T⋆

ψ0 · ln
(
1− µ

L

)
+

2vC2 ln(1/δ)

ϵ2
= 0.

Finally, by using the fact that ln(1 − µ/L) = − ln([1 −
µ/L]−1) and by re-arranging the terms, we complete the
proof.

Additional Results
We use the same problem and hyper-parameter settings as
Table 1. We present different clip threshold result and more
datasets result in this section.
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Figure 6: First line: DP-FedAvg, Second line: DP-ScaffNew. Clip threshold: 50.
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Figure 7: First line: DP-FedAvg, Second line: DP-ScaffNew. Clip threshold: 100.
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Figure 8: First line: DP-FedAvg, Second line: DP-ScaffNew. Fed-IXI result with fixed iteration times.
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Figure 9: First line: DP-FedAvg, Second line: DP-ScaffNew. Messidor result with fixed iteration times.
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Figure 10: First line: DP-FedAvg, Second line: DP-ScaffNew. Clip threshold: 10. All local step fix to the optimal of its privacy
budget.


