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Here we present two new schemes for quantum key distribution (QKD) which neither require
entanglement nor require an ideal single photon source. Thus, the proposed protocols can be im-
plemented using realistic single photon sources which are commercially available. The schemes are
shown to be secure against multiple attacks (e.g., intercept resend attack and a class of collective
attacks). Bounds on the key rate are obtained and it is shown that by applying a certain type of
classical pre-processing, the tolerable error limit can be increased. A trade off between quantum
resources used and information revealed to Eve is observed and it is shown that by using slightly
more quantum resources it is possible to design protocols having higher efficiency compared to a
protocol of the same family that uses relatively lesser amount of quantum resources. Specifically, in
our case, SARG04 protocol is a protocol of the same family and it is clearly shown that the proposed
protocols can provide higher efficiency compared to SARG04 at the cost of consumption of more
quantum resources. Further, it is shown that the critical distances for the proposed protocols under
photon number splitting (PNS) type attacks are higher than the critical distances obtained for BB84
and SARG04 protocols implemented under similar situation.

I. INTRODUCTION

Cryptography is known to be an extremely essential and useful technique for mankind since the beginning of
civilization. Since the historical past cryptographic methods have been used for camouflaging secret information, but
cryptanalysts often find more powerful methods to decipher the secret message. A paradigm shift in cryptography
was observed in 1970s when methods of public key cryptography, like RSA [1] and Diffie Hellman (DH) [2] schemes
were introduced. The security of these schemes and other similar classical schemes for key distribution arises from
the complexity of the computational tasks inherently used in designing these schemes. For example, the security of
the RSA scheme and DH scheme arises from the computational complexity of the factorization of an odd bi-prime
problem and discrete logarithm problem, respectively [3]. Interestingly, in a seminal work, in 1994, Peter W. Shor [4]
showed that both factorization of an odd bi-prime problem and discrete logarithm problem can be solved efficiently
(i.e., in polynomial time) using quantum computers. This demonstrates that numerous conventional methods for key
distribution would be susceptible to vulnerabilities if a scalable quantum computer be developed. Thus, cryptography
faces a serious challenge from quantum computers or more precisely from quantum algorithms which can be used to
solve several computational tasks much faster than their classical counterparts. It is worth noting that a solution to
the quandary presented by quantum computers had already been in existence through the utilization of quantum key
distribution (QKD) methods. In QKD, the distribution of keys is facilitated by quantum resources, and security is
derived from the fundamental laws of physics rather than the intricate computational complexity of a problem. In
fact, the first such scheme for QKD was proposed 10 years before the work of Shor that put classical cryptography in
crisis. Specifically, in 1984, Bennett and Brassard [5] proposed the first scheme for QKD. Physical principles, like the
no-cloning theorem [6], collapse on measurement postulate and Heisenberg’s uncertainty principle played a crucial role
in the establishment of the security of this single qubit based scheme which can be realized using polarization encoded
single photons and other alternative realizations of photonic qubits. It may be noted that in an ideal situation, any
effort for eavesdropping leaves a detectable trace in a QKD protocol. However, in a realistic situation, due to device
imperfections, we can have a scenario where eavesdropping may happen without causing a detectable disturbance.

The BB84 protocol was followed by several protocols for QKD [7–10] and other related cryptographic tasks [10–18]
(for a review see [19, 20]). Each of these protocols has its own advantages and disadvantages. Most of these schemes
are unconditionally secure in the ideal situation1. However, in the real-life situations, devices used are not perfect
and that leads to side channels for performing quantum hacking using device imperfection(s). For example, BB84
protocol (and many other protocols of similar nature, like B92 protocol [7]) ideally require a single photon source as
to implement this type of protocols, Alice must be able to send single photon states to Bob. Currently, commendable
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1 Quantum identity authentication [21–23] plays a crucial role before the execution of a QKD protocol to secure the entire communication.
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experimental efforts have been devoted to construct a reliable single-photon source (see [24, 25] and references therein).
However, in most of the commercial products, weak coherent pulses (WCPs) produced by attenuating the output of
lasers are used as an approximate single photon source. Quantum state of a WCP produced by attenuating a laser
can be described as

|α⟩ = |√µ exp(iθ)⟩ =
∞∑

n=0

(
e−µµn

n!

) 1
2

exp(inθ)|n⟩, (1)

where |n⟩ represents a Fock state (or equivalently an n photon state) and mean photon number µ = |α|2 ≪ 1.
Effectively, Alice produces a quantum state which can be viewed as a superposition of Fock states with a Poissonian
photon number distribution given by p(n, µ) = e−µµn

n! . Thus, if such a source is used Alice produces the desired one-
photon state with a probability p(1, µ) and produces the multi-photon pulses with total probability 1−p(0, µ)−p(1, µ).
In this scenario, Alice creates a multi-photon state with the same information and opens a window for the side
channel attack that allows Eve to perform the photon number splitting (PNS) attack [26]. Further, in long-distance
communication, the channel loss is a concern as it allows an Eavesdropper with superior technology to replace the
lossy channel with a perfectly transparent channel and perform eavesdropping attack [27] showing that the effect of
her activities are due to channel loss. To counter this, Scarani et al., proposed a QKD scheme (SARG04) in 2004 [28],
which is robust against PNS attack. Here, we aim to propose a set of two new protocols for QKD which would be
robust against PNS attack (like SARG04) and a family of other attacks, with some specific advantages over SARG04
and other existing protocols for QKD having a similar structure in general.

It is interesting to note that in every QKD protocol, information splitting happens. In protocols, like BB84 [5] and
B92 [7] the information is split into a classical piece (information about the basis in which the transmitted qubits
are prepared) and a quantum piece (transmitted qubits). A similar kind of information splitting happens in SARG04
protocol [28], whereas in some other protocols, like Goldenberg Vaidman (GV) protocol [9], information is split into
two quantum pieces. The security of all these protocols arises from the inability of Eve to simultaneously access
these two or more pieces of information. Here we wish to study a foundationally important question that arises from
the above observation: Can we modify the efficiency of a protocol and/or the bounds on the secret-key rate of the
protocol by modifying the protocol in such a way that information contained in the classical piece is reduced? In what
follows, we will use SARG04 protocol as our test bed to answer this question. Specifically, we will introduce two new
protocols for QKD which are quite similar to SARG04 protocol but the information content in the classical pieces in
the revised protocol are lesser than that in SARG04 protocol. SARG04 protocol was designed to make PNS attack
[26] highly improbable, but it was less efficient2 compared to a set of other single photon based schemes for QKD.
These facts motivated us to investigate the possibility of overcoming PNS attack by leveraging a relatively greater
amount of quantum resources instead of classical ones, with the goal of by negatting present technological limitations
(viz., channel loss, channel noise). Specifically, in this work, we aim to propose two new protocols for QKD which
will be more efficient than SARG04, but at the same time would remain robust against PNS attack and a set of other
well known attacks.

The rest of the paper is organized as follows. In Section II, we propose a new single photon based protocol for
QKD which does not require ideal single photon source. The protocol which will be referred to as Protocol 1, is first
described in a generalized way and then in a step-wise manner. It is shown that a simple modification in the sifting
subprotocol of the Protocol 1 leads to a new protocol (Protocol 2) having higher efficiency. The detailed security
analysis is done in Section III. To perform the security analysis, we use a depolarizing channel that represents the
error introduced by Eve (or the channel itself) and allows us to calculate the tolerable error limit for the first quantum
particle sequence prepared by Bob. Further, we consider the security against a set of collective attack scenarios. In
Section IV, we analyze the PNS attack on Protocol 1 and Protocol 2 and calculate the critical distance which justifies
the advantage of using a relatively higher amount of quantum resources. The paper is concluded in Section V with
specific attention on the security-efficiency trade-off observed in our schemes.

II. PROPOSED QKD PROTOCOLS

We have previously discussed that many QKD methods involving non-orthogonal state sequences necessitate the
division of information into quantum and classical components. This division compels Eve to leave behind traces of

2 Efficiency is computed using Cabello’s definition [29]. In this approach, the cost of transferring qubits is the same as the cost of
transferring classical bits and the quantum channel is not too noisy which is not always realistic for long distance communication using
present technology.
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her attempted eavesdropping through measurements. In all such QKD schemes, there comes a point where Alice and
Bob engage in a comparison of the initial state (or basis) prepared by Alice/Bob and the state they receive through
measurement by Bob/Alice. This comparison is conducted to detect correlations that may unveil eavesdropping
attempts. Following this step, Alice and Bob retain the states that meet specific criteria, paving the way for the final
key generation. This stage can be thought of as a subprotocol, often referred to as a classical key-sifting subprotocol.
In what follows, we will see that in this work, we use a bi-directional quantum channel to distribute the quantum
information in the form of single photon to distribute a secret key between two legitimate parties, Alice and Bob
after the key-sifting subprotocol. Here, Alice has the prior information of the quantum states of her initial sequence
that she prepares to send to Bob. This prior information helps her to agree with the position of the sifted key after
information reconciliation. In what follows, we assume the following notation: To encode the bit value x, Alice
generates the quantum state ψx

J , for different encoding using mutually unbiased bases (MUBs) in Hilbert space H of
dimension d3, where x represents the bit value and J represents the basis used for encoding the bit value x. Without
loss of generality we choose, J := {Z,X}, where the basis set Z and X correspond to {|0⟩, |1⟩} and {|+⟩, |−⟩} ,
respectively. The basis set Z and X are often referred to as the computational and diagonal basis set, respectively.
For the convenience of classical key-sifting, in what follows, we use J = 0 for Z basis and J = 1 for X basis. Now
using the above notation, we may propose the basic structure of our protocol in generalized form as follows:

(1) State generation-transmission and measurement: Alice prepares and sends a sequence (SA) of qubits to Bob
which is made up of one of the four quantum states ψx

J := {ψx
Z ,ψ

x
X} to encode a random sequence of bit value

x ∈ {0, 1}. Bob measures randomly with computational or diagonal basis and gets a sequence with one of the three
quantum states ψy

J := {ψx
Z ,ψ

x/x⊥

X } where ψx⊥

J is a state orthogonal to ψx
J , with value x, y ∈ {0, 1}. At present, we

operate under the assumption that the qubits being transmitted have not experienced any decoherence. Additionally,
Alice will refrain from sharing basis information with Bob. Up to this point, the protocol closely resembles the BB84
protocol. [5].

Bob generates a sequence (SB1) of quantum states in accordance his measurement results in ψy
J and sends it to

Alice. For each qubit of the sequence (SB1), Alice uses the same basis (used in sequence SA) to measure and records
the outcome. Now, Alice will get the state ψx⊥

J with probability 1
4 as our assumption is that the sequence is very

long and there is no noise in the quantum channel. If, the probability of getting the state ψx⊥

J is within the tolerable
(threshold) limit around 1

4 , then Alice will publicly request Bob to transmit the subsequent qubit sequence, denoted
as (SB2).

Preparation and measurement of second sequence (SB2). After receiving Alice’s request, Bob uses the other MUB
(i.e., if Z (X) basis was used earlier to prepare nth qubit of the sequence SB1,then X (Z) basis will be used to prepare
the nth qubit of the sequence SB2) to prepare the elements of sequence SB2 with same bit value for the corresponding
positions of the elements (ψy

J) of the sequence SB1. Bob sends the sequence SB2 to Alice. Alice measures the received
qubits of the sequence SB2 using the following rule: If Alice gets the same state ψx

J after measuring the qubit sequence
SB1 then she would use the other MUB (second basis) but after getting the state ψx⊥

J (orthogonal to the corresponding
elements of the initial sequence SA), Alice uses the same basis only.

(2) Condition for key-sifting. To maximize the fraction of raw key after the sifting process, we propose a classical
subprotocol that discloses a reduced quantity of classical information when contrasted with the SARG04 protocol.
Alice discloses the positions of the qubits for which Bob will retain the measurement outcomes associated with the
elements of the sequence SA to establish the secret key, subject to two specific conditions: (a) If Alice gets orthogonal
state (ψx⊥

Z ) to the corresponding elements of her initial sequence (SA) after measuring SB1 and the measurement
result of the sequence SB2 is ψx/x⊥

Z , Alice decodes that the Bob’s measured state of sequence SA was ψx/x⊥

X . (b)
If Alice gets the same state (ψx

Z) corresponding to the elements of the sequence SA after measuring SB1 and the
measurement result of the second sequence sent by Bob (SB2) is obtained to be ψx

X , then Alice concludes that the
measurement result of sequence SA by Bob was ψx

Z if and only if the J value is announced by Bob for measurement
of each element is same with the J value for corresponding elements of Alice’s initial sequence SA.

In the following sections, we will begin by presenting a detailed step-by-step explanation of our primary protocol,
which we refer to as Protocol 1. Afterward, we will demonstrate how a minor adjustment to the key-sifting subprotocol
within Protocol 1 can result in improved efficiency for our proposed QKD protocol. We will refer to this modified
version as Protocol 2 (please refer to Table I for more information).

3 Let us suppose two orthonormal bases set in the d-dimensional Hilbert space are ψj1 := {ψ1, ψ2, . . . , ψd} and ψj2 := {ψ′
1, ψ

′
2, . . . , ψ

′
d},they

are called mutually unbiased bases when the square of the magnitude of the inner product between two different basis elements equals

the inverse of the dimension d can be expressed
∣∣∣⟨ψa|ψ

′
b⟩
∣∣∣2 = 1

d
, ∀a, b ∈ {1, 2, . . . , d}. If one measures the system that is prepared in one

of the MUBs, then the measurement outcome using another basis will be equally probable or maximally uncertain.
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Table I. This table describes encoding and decoding rules for the protocol 1 and protocol 2 and also express measurement
outcome after classical sifting subprotocol

SA SB1 SB2 Measurement
result of

SB1by Alice

Measurement
result of

SB2by Alice

Probability J value
for P1

Result
determine

by P1

M value
for P2

Result
determine

by P2
|0⟩ |+⟩ |0⟩ |+⟩ 1/8 0 |0⟩ 0 |0⟩

|0⟩ |+⟩ 1/64 1 − 0 |0⟩
|+⟩ |0⟩ |0⟩ |−⟩ 1/64 − − 0 |+⟩

|0⟩ |1⟩ |0⟩ 1/32 − |+⟩ − |+⟩
|0⟩ |+⟩ 1/64 1 − 1 |−⟩

|−⟩ |1⟩ |0⟩ |−⟩ 1/64 − − 1 |−⟩
|1⟩ |1⟩ 1/32 − |−⟩ − |−⟩

|1⟩ |−⟩ |1⟩ |−⟩ 1/8 0 |1⟩ 1 |1⟩
|1⟩ |+⟩ 1/64 − − 0 |+⟩

|+⟩ |0⟩ |1⟩ |−⟩ 1/64 1 − 0 |+⟩
|1⟩ |0⟩ |0⟩ 1/32 − |+⟩ − |+⟩

|1⟩ |+⟩ 1/64 − − 1 |−⟩
|−⟩ |1⟩ |1⟩ |−⟩ 1/64 1 − 1 |1⟩

|0⟩ |1⟩ 1/32 − |−⟩ − |−⟩
|+⟩ |0⟩ |+⟩ |0⟩ 1/8 1 |+⟩ 0 |+⟩

|+⟩ |0⟩ 1/64 0 − 0 |+⟩
|0⟩ |+⟩ |+⟩ |1⟩ 1/64 − − 0 |0⟩

|+⟩ |−⟩ |+⟩ 1/32 − |0⟩ − |0⟩
|+⟩ |0⟩ 1/64 0 − 1 |1⟩

|1⟩ |−⟩ |+⟩ |1⟩ 1/64 − − 1 |1⟩
|−⟩ |−⟩ 1/32 − |1⟩ − |1⟩

|−⟩ |1⟩ |−⟩ |1⟩ 1/8 1 |−⟩ 1 |−⟩
|−⟩ |0⟩ 1/64 − − 0 |0⟩

|0⟩ |+⟩ |−⟩ |1⟩ 1/64 0 − 0 |0⟩
|−⟩ |+⟩ |+⟩ 1/32 − |0⟩ − |0⟩

|−⟩ |0⟩ 1/64 − − 1 |1⟩
|1⟩ |−⟩ |−⟩ |1⟩ 1/64 0 − 1 |−⟩

|+⟩ |−⟩ 1/32 − |1⟩ − |1⟩

Protocol 1

To describe these protocols we use the elements of the bases Z and X, and a notation that describes the basis
elements as |+ z⟩/| − z⟩(|+ x⟩/| − x⟩) := |0⟩/|1⟩(|+⟩/|−⟩). Here, we define the Z and X bases elements as

|+ x⟩ = 1√
2
(|0⟩+ |1⟩) , | − x⟩ = 1√

2
(|0⟩ − |1⟩)

|+ z⟩ = 1√
2
(|+ x⟩+ | − x⟩) , | − z⟩ = 1√

2
(|+ x⟩ − | − x⟩) . (2)

Step 1: Alice randomly prepares single qubit sequence SA using Z or X basis and sends it to Bob by keeping the
basis information secret.

Step 2: Bob measures the qubits of the sequence SA randomly with basis Z or X and records the measurement
result. Bob then prepares a new qubit sequence SB1 with the same states corresponding to the measurement
result of the sequence SA and sends it to Alice.

Step 3: Alice measures each qubit of the sequence SB1 using the same basis which was used to prepare the qubit
of the sequence SA; for example, if Alice chooses to prepare the ith qubit of the sequence SA in Z basis (X
basis), then she would measure the ith qubit of the sequence SB1 using the Z basis (X basis). Alice records the
measurement outcome of sequence SB1 and asks Bob to proceed if the measurement outcomes are within the
threshold limit of the expected probability distribution of the possible results.

Step 4: Bob prepares a second qubit sequence SB2 for the same bit values, but using the other basis, and sends the
sequence to Alice. For example, if ith qubit of the sequence SB1 is prepared in the state | ± z⟩(| ± x⟩), then the
ith qubit of the sequence SB2 will be prepared by bob in the state | ± x⟩(| ± z⟩).
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Setp5: Alice performs a measurement on each qubit of the sequence SB2 based on the measurement result for the
elements of the sequence SB1, such that, she uses X basis or Z basis (Z basis or X basis) if she gets the same
state | ± z⟩ or | ± x⟩ (states orthogonal to the initial state (i.e., | ∓ z⟩or | ∓ x⟩)) as a measurement result of the
sequence SB1 for the corresponding elements to her initial sequence SA.

Step 6: Alice isolates the conclusive measurement results (measurement results which can be used to conclusively
determine the measurement results of Bob) obtained by her measurement on the sequence SB1 and SB2. such
that, if Alice prepares the ith qubit of the sequence SA in | ± z⟩(| ± x⟩) and gets the measurement result for
the corresponding element of the sequence SB1 and SB2 as | ∓ z⟩(| ∓ x⟩) and | ± z⟩(| ± x⟩) or | ∓ z⟩(| ∓ x⟩),
respectively. Alice then determines the Bob’s measurement result of sequence SA as |±x⟩(|±z⟩) or |∓x⟩(|∓z⟩)
(see Table II).
It may be observed that these conclusive measurements lead to generating sifted key without announcing the
value of J . Step 6 corresponds to the mentioned point (a) in Condition for key-sifting.

Step 7: Alice retains those bits as sifted key for which the J value will be the same for both of them. For example,
if Alice prepares the sequence SAin the state | ± z⟩(| ± x⟩) and the measurement result for the corresponding
qubit of the sequence SB1 and SB2 are | ± z⟩(| ± x⟩) and | ± x⟩(| ± z⟩), respectively then Alice determines
Bob’s measurement result of the sequence SA as | ± z⟩(| ± x⟩) only when the basis used for the preparation and
measurement of each element of the sequence SA by Alice and Bob are the same i.e., J value is same.
It may be noted that a classical sifting process is performed in this step corresponds to point (b) in Condition
for key-sifting. This step also leads to generating sifted key with help of J value (see Table II).

Table II. Table for mapping between measurement result and determined result by Alice for Protocol 1
SA Measurement result of SB1,

SB2 by Alice
Result determined without J

value
Result determined with same

J value
| ± z⟩ | ± z⟩,| ± x⟩ − | ± z⟩

| ∓ z⟩,| ± z⟩ | ± x⟩ −
| ± x⟩ | ± x⟩,| ± z⟩ − | ± x⟩

| ∓ x⟩,| ± x⟩ | ± z⟩ −

Protocol 2

We now introduce a new variable M ∈ {0, 1}, that will be useful to interpret Bob’s measurement results of the
sequence SA i.e., M(= 0) := {|+ z⟩, |+ x⟩} and M(= 1) := {| − z⟩, | − x⟩} for the classical key-sifting process. Steps
1 to 6 are the same for this second protocol with some differences in the classical sub-protocol as explained in Step 7.
Using this classical sifting process, we get the sifted key with a maximum inherent error having the probability 1/16
but having better efficiency in comparison with Protocol 1. This trade-off part will be explained later with a detailed
analysis.

Step 7: If Alice prepares the elements of the sequence SA in | + z⟩/| + x⟩(| − z⟩/| − x⟩) with conditions: (1) Bob
announces the value of M as 1(0), Alice determines Bob’s measurement result of the sequence SA as | − x⟩/| −
z⟩(| + x⟩/| + z⟩) irrespective of the measurement result of the sequences SB1and SB2, (2) Bob announces the
value of M is 0(1), Alice determines Bob’s measurement result of the sequence SA as (i) |+x⟩/|+z⟩(|−x⟩/|−z⟩)
if the measurement result of the sequence SB1 and SB2 are |+z⟩/|+x⟩(|−z⟩/|−x⟩) or |−z⟩/|−x⟩(|+z⟩/|+x⟩)
and | −x⟩/| − z⟩(|+x⟩/|+ z⟩) or |+ z⟩/|+x⟩(| − z⟩/| −x⟩) respectively and (ii) |+ z⟩/|+x⟩(| − z⟩/| −x⟩) if the
measurement result of the sequence SB1 and SB2 are |+ z⟩/|+ x⟩(| − z⟩/| − x⟩) and |+ x⟩/|+ z⟩(| − x⟩/| − z⟩)
respectively (see Table III).

If we consider an inherent error probability of 1
16 , Protocol 2 would yield a higher key rate compared to Protocol 1

in absence of Eve. Soecifically, in this situation, it is evident that Protocol 2 and Protocol 1 exhibit secret key rates
of 0.25 and 0.2069, respectively. Interstingly, in contrast to Protocol 2, our Protocol 1 does not exhibit any inherent
errors. In what follows, a more detailed analysis of these findings, along with a discussion of the associated trade-offs
will be provided.
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Table III. Table for mapping between measurement result and determined result by Alice for protocol 2
SA Value of M Measurement result of

SB1by Alice
Measurement result of

SB2by Alice
Result determined

1 − − | − x⟩/| − z⟩
|+ z⟩/|+ x⟩ |+ z⟩/|+ x⟩ | − x⟩/| − z⟩ |+ x⟩/|+ z⟩

0 | − z⟩/| − x⟩ |+ z⟩/|+ x⟩
|+ z⟩/|+ x⟩ |+ x⟩/|+ z⟩ |+ z⟩/|+ x⟩

0 − − |+ x⟩/|+ z⟩
| − z⟩/| − x⟩ | − z⟩/| − x⟩ |+ x⟩/|+ z⟩ | − x⟩/| − z⟩

1 |+ z⟩/|+ x⟩ | − z⟩/| − x⟩
| − z⟩/| − x⟩ | − x⟩/| − z⟩ | − z⟩/| − x⟩

III. SECURITY PERFORMANCE FOR THE PROPOSED PROTOCOLS

We previously mentioned that Alice’s approval of the sequence SB1 is a prerequisite before Bob can proceed to
transmit the sequence SB2. Upon receiving Alice’s acceptance of SB1, Bob proceeds to transmit the second sequence
SB2. Ultimately, Alice and Bob reach a consensus on the secret key, provided that the calculated error percentage
falls below the acceptable error threshold following the successful completion of the protocol. The primary objective
of our security analysis for the proposed protocols is to determine the maximum allowable error under the presence
of a series of collective attacks. To understand Eve’s potential attack strategy, we employ a methodology inspired
by the approach outlined in Ref. [30], which involves the use of a depolarizing map capable of transforming any
two-qubit state into a Bell-diagonal state. If we intend to evaluate the security of the QKD protocols introduced
here in alignment with the principles presented in Ref. [30], we must adapt our protocols to equivalent entanglement-
based schemes. A corresponding approach to Protocol 1/2, as described earlier, can be visualized as follows: Alice
generates a set of n two-qubit entangled states (for instance, Bell states) and applies her encoding procedure to
the first qubit of each pair, while sending the second qubit to Bob. In other words, if Alice prepares a state like
|Φ+⟩, she modifies it into Aj ⊗ I2|Φ+⟩ and forwards the second qubit to Bob. Here, |Φ±⟩ signifies 1√

2
(|00⟩ ± |11⟩),

and the operators Aj and I2 represent Alice’s encoding operation and the identity operation in a two-dimensional
space, respectively. Bob also randomly applies one of his encoding operators Bj to each of the qubits that he
receives. We can denote the 2n qubit state shared by Alice and Bob as ρ̃nAB . Finally, Alice and Bob measure
their qubits of ρ̃nAB randomly in X and Z bases and map each measurement outcome to bit value 0 or 1. Now,
we may use two completely positive maps (CPMs) O1 and O2, where O1 is entirely defined by the protocol and
O2 is independent of the protocol. Specifically, these CPMs are defined as O1(ρ) =

1
N

∑
j pjAj ⊗ Bj(ρ)A

†
j ⊗ B

†
j and

O2(ρ) =
∑

lMl⊗Ml(ρ)M
†
l ⊗M

†
l . Here, pj ≥ 0 is the probability that Alice and Bob decide to keep the bit value during

the sifting subprotocol, N is essentially the normalization factor and Ml describes a quantum operation such that Ml ∈
{I2, σx, σy, σz : I2 = |0⟩⟨0|+ |1⟩⟨1|, σx = |0⟩⟨1|+ |1⟩⟨0|, iσy = |0⟩⟨1|+ |1⟩⟨0|, σz = |0⟩⟨0| − |1⟩⟨1|}. The structure of
O2(ρ) shows that the same operator is applied on both the qubits, thus Ml⊗Ml ∈ {I ⊗ I, σx ⊗ σx, σy ⊗ σy, σz ⊗ σz} .
Now, these two-qubit operators are applied with equal probability or equivalently these are applied randomly. Inter-
estingly, the random application of these operations mimics the action of a depolarizing channel that transforms any
two-qubit state to a Bell diagonal state. If Alice and Bob apply unitary operation Aj ⊗ Bj ,

4 they get their sifted
key after the sifting phase with the normalization factor N , here

∑
j pj = 1. We use a normalized two-qubit density

operator from the Eq (1) of Ref. [31] as n = 1 (see for details [30]). We use the notation P|Φ⟩ = |Φ⟩⟨Φ| which describes
a state projection operator that projects a quantum state of the same dimension onto the state |Φ⟩. Here,

ρ1[µ] = µ1P|Φ+⟩ + µ2P|Φ−⟩ + µ3P|Ψ+⟩ + µ4P|Ψ−⟩, (3)

where P|Φ±⟩ and P|Ψ±⟩ are the state projection operators onto the Bell states |Φ±⟩= 1√
2
(|00⟩ ± |11⟩) and |Ψ±⟩=

1√
2
(|01⟩ ± |10⟩) and µ1/2 and µ3/4 are the respective probabilities of getting the corresponding Bell states in the

depolarizing channel. In what follows, to analyze the security of the sequence SB1, we use the following key rate
equation

r := I(A : B)−max
ρ∈R

S(ρ), (4)

4 We may define the encoding and decoding operation in generalized form as Aj = |0⟩⟨(ϕ0j )∗|+|1⟩⟨(ϕ1j )∗| and Bj = |0⟩⟨(ϕ1j )⊥|+|1⟩⟨(ϕ0j )⊥|,
where |(ϕij)∗⟩ denotes the complex conjugate state of |ϕij⟩ and |(ϕij)⊥⟩ denotes the orthogonal state to |ϕij⟩ in computational basis,
j ∈ {1, · · · ,m} is the set of states used to encode the bit values i = 0, 1 [30, 31].
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where A and B are the quantum states obtained after the measurements are performed by Alice and Bob, I(A : B)
is the mutual information between Alice and Bob, S(ρ) is the von Neumann entropy of the composite state of both
the parties (i.e., ρ) and R 5 is the density range of the density operator ρ (for a precise definition of density range see
Definition 3.16 of [32]). This equation was introduced in Ref. [32] (see Eq. (22) of [32]). Here, both parties gain the
correlation for their secret key after the key sifting process depending on the sequence SB1. When Alice knows the
elements of her own initial sequence SA, we can calculate the tolerable error limit using the above key rate equation.
Let us now assume that the quantum bit error rate (QBER) is E ∈ [0, 1] for the measurements done in both X and Z
bases. The outcome for the projective measurements on the system ρ can be captured through a random variable V .
As the measurement in the bases Z andX can lead to four different outcomes, we can have four probabilities associated
with these measurement outcomes. In fact, the probabilities of the measurement outcome in the bases Z and X can
be defined as the probabilities (µi : i ∈ {1, 2, 3, 4}) of obtaining different values of V . The entropy of this variable V ,
is H(V ) = −

∑
V ∈µi

V log2 V ≥ S(ρ). These probabilities µis can be computed easily by taking expectation values of
ρ with respect to the relevant states. For example, in our case, µ1 = ⟨Φ+|ρ|Φ+⟩, µ2 = ⟨Φ−|ρ|Φ−⟩, µ3 = ⟨|Ψ+|ρ|Ψ+⟩
and µ4 = ⟨|Ψ−|ρ|Ψ−⟩. Through a long, but straightforward calculation, we obtain relations between the probabilities
µis associated with the system described in Eq. (3) as follows: µ3 + µ4 = E , µ2 + µ4 = E , µ1 + µ2 = 1 − E and
µ1 + µ3 = 1 − E . These four equations are not linearly independent. Actually, there are three linearly independent
equations (for example, you may consider (i) the first three of these equations or (ii) the first two and the last one as
linearly independent equations). In this situation, we cannot solve the above set of equations, but we can consider
one of the probabilities as a free parameter and express the rest of the probabilities in terms of that. Here we choose
µ4 as the free parameter to express other probabilities in terms of it as µ1 = 1 − 2E + µ4 and µ2 = µ3 = E − µ4. It
may be noted that µ4 ∈ [0, E ] as the range of any probability is [0, 1] and µ2 + µ4 = E (refer to Appendix A for more
information).

Now, the condition for the maximization of the entropy of the random variable V can be obtained by solving
d(H(V ))

dµ4
= 0. This yields that H(V ) maximizes for µ4 = E2 and the corresponding value of H(V ) becomes 2h(E),

where h(E) = −E log2 E − (1−E) log2(1−E) is the binary entropy function. The entropy of Bob’s measurement result
is H(B) = 2 and the conditional entropy of B when A is known is given by H(B|A) = 1 − 1−E

2 log2
1−E
2 −

E
2 log2

E
2 .

The security threshold (or equivalently maximum tolerable error limit is the maximum value of E such that the key
rate will be positive. Under such conditions, the solution of the Eq. (4) is 1 + 1−E

2 log2
1−E
2 + E

2 log2
E
2 − 2h(E) = 0

and we can obtain E ≈ 0.0314 i.e., 3.14% QBER (refer to Appendix B for more details). To improve the security
threshold one can introduce a new variable Y = jA ⊕ jB6, where jA and jB are the bases chosen by Alice and Bob
to measure the particles of sequence SB1 and SA, respectively and jA, jB ∈ {0, 1}. Here, we compute the solution for
new key rate equation 1+ 1−E

2 log2
1−E
2 + E2 log2

E
2 −h(E) = 0 and obtain E ≈ 0.0617 i.e., 6.17% bit error rate (also see

Fig. 1 (a)). This result shows that if Y is announced, the maximum tolerable error limit for measuring the sequence
SA and SB1 will be increased to 6.17%. In Section II, we have already mentioned the probabilities of obtaining
the expected outcomes from the sequence SA are 1

2 (ψx
Z) and 1

4 (ψx/x⊥

X ) when using the same basis and different
basis, respectively, and for sequence SB1 is 1

4 (ψx⊥

J ). But the maximum tolerable error percentage or deviation of the
probability of getting these expected outcomes (for sequences SA and SB1) in ideal situation without announcing Y
and with announcing Y are 3.14% and 6.17%, respectively.

Alice starts by checking the security threshold for the sequence SB1, ensuring it falls within the expected limit.
Subsequently, she proceeds to measure the second sequence, SB2, transmitted by Bob, completing the sifting sub-
protocol. Following this key sifting process, Alice and Bob then evaluate whether the QBER is below the security
threshold. The determination of the acceptable threshold value follows the same procedure as previously described.
The entropy of Bob’s final bit string b after the sifting subprotocol is denoted as H(b) = 1, and the conditional entropy
of bit string b when Alice’s bit string a is known is calculated as H(b|a) = h( 16 +

2E
3 ), where a, b ∈ {0, 1}. In a similar

fashion, we obtain the equation for the positive key rate.

1− h(1
6
+

2E
3
)− 2h(E) = 0 (5)

(i.e., by considering r = 0) and solving it we can obtain the security threshold as E ≈ 0.0316 (see Fig. 1 (b)) i.e.,
3.16% QBER (see Appendix C for more information). To improve the security threshold, one can introduce a random
variable X = a ⊕ b that contains the information about the error position. The introduction of X decreases the
quantum part (last part) of the Eq. (4) but not the minimum entropy value of string b (for details see Sec. 5.1 of
Ref. [32]). To elaborate on this point, we can divide the quantum system into four subsystems, each two subsystem

5 Here, R := R(a, b) is the set of density operators on the HA ⊗HB such that the outcomes of a measurement of any ρ ∈ R.
6 It may be viewed as a classical pre-processing which helps to increase key-rate as well as maximum tolerable error limit [32]. For the

same purpose X is also used in context of the sequence SB2.
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(a) (b)

(c)

Figure 1. (Color online) Plot of the secret key rate as a function of quantum bit error rate E : (a) plot to evaluate a maximum
tolerable error limit (security threshold) for sequence SB1, solid (black) line and dashed (blue) line illustrate it for the situation
with and without the introduction of the new variable Y, respectively, (b) plot to evaluate maximum tolerable error limit
(security threshold) for sequence SB2 without introducing new variable X , and (c) plot to evaluate maximum tolerable error
limit (security threshold) for sequence SB2 with the introduction of new variable X .

will correspond to an error and no-error situation for each basis. For basis Z(X) the error and no-error comprise a
fraction of E2 and 1−E

2 of the total number of qubits. After calculating the entropy of four subsystems in the error

and no-error scenarios, one can obtain h
(
E−µ4

E

)
and h

(
1−2E+µ4

1−E

)
as entropy for error and no error situation and

after performing the statistical averaging over the four possible subsystems we obtain (see Appendix D for a more
comprehensive calculation),

(1− E)h
(
1− 2E + µ4

1− E

)
+ Eh

(
E − µ4

E

)
= H(V )− h(E) (6)

We can substitute this reconditioned entropy for variable V in the key rate equation of our protocol to obtain a
modified key rate equation as

r = 1− h(1
6
+

2E
3
)− h(E). (7)

here, the solution of the equation for positive r is the security threshold, E ≈ 0.15. Thus, the corresponding new bit
error rate would be 15% (see Fig. 1 (c)).

We can now analyze the secret-key rate under the assumption that the protocol remains secure against collective
attacks by Eve. Firstly, we will describe the initial state ρnAB , and this description depends on the threshold QBER
at which the protocol does not terminate prematurely. Thus, ρnAB represents a quantum state that should ideally be
exclusively shared between Alice and Bob but is partially accessible to Eve, who can potentially perform collective
attacks on it. Let’s define Γ as the collection of all two-qubit states σAB that can result from Eve’s collective attack
on the initial state ρnAB . The success of the attack is contingent on it leaving no discernible traces. In such a scenario,
we must have σ⊗nAB = ρnAB . However, the attack may not always succeed; in cases where it fails, it leaves detectable
traces, leading to the termination of the protocol. Our interest lies in situations where the protocol is not terminated.
To account for the possibility of such a situation, we assume the existence of a protocol (operation) that Eve can
utilize to produce a state σ⊗nAB = ρnAB using ancillary qubits and a portion of the initial state shared by Alice and
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Bob, which is accessible to Eve through the channel. Following the approach in Ref. [31], we can define a set ΓQBER

as a subset of Γ, containing all states σAB for which the protocol does not terminate prematurely. In other words, if
σAB ∈ ΓQBER, then the protocol is expected to generate a secret key. Renner et al. in [31] have demonstrated that,
based on the conditions outlined above, it is possible to establish both a lower bound and an upper bound on the
secret-key rate for any protocol involving one-way post-processing.

r ≥ sup
c←a

inf
σAB∈ΓQBER

(S(c|E)−H(c|b)) . (8)

here rc←a is the rate that can be achieved if the channel7 c← a is used for the pre-processing, S(c|E) denotes the von
Neumann entropy of c conditioned on Eve’s initial state i.e., S(c|E) = S(σcE) − S(σE). This state σcE is obtained
from the two-qubit state σAB by taking a purification σABE of the Bell diagonal state σdiag

AB := O2(σAB), state σdiag
AB

has the same diagonal elements as in σAB with respect to Bell basis. Here, a, b and e are the outcomes of Alice, Bob,
and Eve’s after the measurement is applied to the first, second and third subsystem of σABE .

To establish the upper limit for the rate, it suffices to focus exclusively on collective attacks. The composite system
involving Alice, Bob, and Eve exhibits a product structure denoted as ρnABE := σ⊗nABE , where σABE represents a
tripartite state. The n−fold product state σn

abE fully characterizes the scenario in which the single state σabE is
obtained when Alice and Bob perform measurements on the σABE state (for a detailed proof, please refer to Section
IV of Ref.[31]). Consequently, the upper limit on the secret key rate is as follows:

r(a, b, e) = sup
c←a

(H(c|e)−H(c|b)) . (9)

This equation implies that if the supremum is taken over all the channels (including both quantum and classical
channels) c← a will be the upper bound on the secret key rate.

Now, we analyze our protocol in the context of lower bound and upper bound of the secret key-rate. As before
we take n = 1, σAB = ρ1[µ]. It is required to consider a purification |Ψ⟩ABE of the Bell diagonal state O2(σAB)
originated from σAB that can be written as,

|Ψ⟩ABE :=

4∑
i=1

√
µi|φi⟩AB ⊗ |εi⟩E , (10)

where |φi⟩AB denotes the Bell states which correspond to the joint system of Alice and Bob 8 and |εi⟩E denotes some
mutually orthogonal states in Eve’s system which forms the basis εE ∈ {|ε1⟩E , . . . , |ε4⟩E}. It can be easily verified
that Alice measures her qubit with Z(X) basis and Bob measures his qubit with Z or X basis with equal probability,
resulting in the outcomes of both parties |A⟩ and |B⟩, respectively. As an example, here we consider |A⟩ ∈ {|0⟩, |1⟩}
and |B⟩ ∈ {|0⟩, |1⟩, |+⟩, |−⟩}. Under this consideration, Eve’s state will be |ϕA,B⟩, where

|ϕ0,0⟩ = 1√
2

(√
µ1|ε1⟩E +

√
µ2|ε2⟩E

)
,

|ϕ1,1⟩ = 1√
2

(√
µ1|ε1⟩E −

√
µ2|ε2⟩E

)
,

|ϕ0,1⟩ = 1√
2

(√
µ3|ε3⟩E +

√
µ4|ε4⟩E

)
,

|ϕ1,0⟩ = 1√
2

(√
µ3|ε3⟩E −

√
µ4|ε4⟩E

)
,

|ϕ0,+⟩ = 1
2

(√
µ1|ε1⟩E +

√
µ2|ε2⟩E +

√
µ3|ε3⟩E +

√
µ4|ε4⟩E

)
,

|ϕ0,−⟩ = 1
2

(√
µ1|ε1⟩E +

√
µ2|ε2⟩E −

√
µ3|ε3⟩E −

√
µ4|ε4⟩E

)
,

|ϕ1,+⟩ = 1
2

(√
µ1|ε1⟩E −

√
µ2|ε2⟩E +

√
µ3|ε3⟩E −

√
µ4|ε4⟩E

)
,

|ϕ1,−⟩ = 1
2

(
−√µ1|ε1⟩E +

√
µ2|ε2⟩E +

√
µ3|ε3⟩E −

√
µ4|ε4⟩E

)
.

(11)

We are now equipped to compute the density operators of Eve’s system for which Alice gets the outcome as 0 and
1, and denote them as σ0

E and σ1
E , respectively. Here, we will consider the system that will be accepted by Alice and

Bob after classical pre-processing of the protocol, which is given by σ0
E = 1

3

(
P|ϕ0,0⟩ + P|ϕ0,1⟩

)
+ 1

6

(
P|ϕ0,+⟩ + P|ϕ0,−⟩

)

7 c← a may be visualized as q(|1⟩ca⟨0|+ |0⟩ca⟨1|) + (1− q)(|0⟩ca⟨0|+ |1⟩ca⟨1|), here a denotes Alice’s register of classical outcome and c
denotes the register of noisy version of a.

8 Alice measures her qubit with Z basis and Bob measures with Z or X basis with 1
2

probability.
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and σ1
E = 1

3

(
P|ϕ1,0⟩ + P|ϕ1,1⟩

)
+ 1

6

(
P|ϕ1,+⟩ + P|ϕ1,−⟩

)
(for a more comprehensive calculation, refer to Appendix E). We

can now obtain the state of Eve with respect to the basis |εi⟩E , where i ∈ {1, · · · , 4} as

σk
E =


µ1 (−1)k√µ1µ2 0 0

(−1)k√µ1µ2 µ2 0 0
0 0 µ3 (−1)k√µ1µ2

0 0 (−1)k√µ1µ2 µ4

 , (12)

where k ∈ {0, 1}} .
We have already mentioned channel c ← a which provides a noisy version of a. We may consider that Alice uses

bit-flip with probability q to make c, i.e., pc|a=0(1) = pc|a=1(0) = q. We may now use the following standard relations
to simplify the right hand side of Eq. (8)

S(c|E) = S(cE)− S(E)
= [H(c) + S(E|c)− S(E)] ,

(13)

and

H(c|b) = H(cb)−H(b)
= [H(c) +H(b|c)−H(b)] .

(14)

Substituting Eq. (13) and Eq. (14) into the right hand side of Eq. (8), we can express the entropy difference as
follows

S(c|E)−H(c|b) = S(E|c)− S(E)− (H(b|c)−H(b)) . (15)

The above substitution will modify Eq. (8) in a manner that will allow us to compute the lower bound of the secret
key rate of our protocol.

If only Eve’s system is used for the calculation of the entropy, there would be only two possibilities, where Alice
can have 0 and 1 bit value. At the same time, getting the entropy of E conditioned on the value c, announced by
Alice is dependent on bit flip probability. So we have,

S(E|c) = 1

2
S
(
(1− q)σ0

E + qσ1
E

)
+

1

2
S
(
qσ0

E + (1− q)σ1
E

)
,

and

S(E) = S

(
1

2
σ0
E +

1

2
σ1
E

)
.

Now, we consider Bob’s bit string, which he gets from the measurement result of his particle (system) B in the
state |ΨABE⟩. Intuitively, there must be two equal possibilities for getting the bit value 0 and 1 only when Bob’s
bit string is considered. In addition, if the conditional entropy of Bob’s bit string is calculated provided by the noisy
version of Alice’s bit (c value) string, then error and no-error probability will also be considered. So we would have

H(b) = 1

and

H(b|c) = h[q(1− E) + (1− q)E ].

Using these expressions, for an optimal choice of the parameter q, we get the positive secret key if E ≤ 0.124 (see Fig.
2 (a)). We get this tolerable limit for error rate under the classical pre-processing i.e., noise introduced by Alice.

Let us now calculate the upper bound of the secret key rate using the Eq. (9). Here again, |ϕ0,0⟩, |ϕ0,+⟩, |ϕ1,1⟩, and
|ϕ1,−⟩ are the states of Eve based on the event that Alice and Bob get the results (0, 0), (0, 0), (1, 1) and (1, 1), respec-
tively. Inherently, we take the best situation for the adversary, Eve when she performs a von Neumann measurement
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(a) (b)

(c) (d)

Figure 2. (Color online) Variation of secret key rate with bit-flip probability (q) and QBER (E): (a) lower bound on the
secret-key rate of our protocol as function of bit-flip probability and QBER, (b) contour plot for lower bound error limit; QBER
vs bit-flip probability, (c) upper bound on the secret-key rate of our protocol as function of bit-flip probability and QBER, and
(d) contour plot for upper bound error limit; QBER vs bit-flip probability.

with respect to the projectors along 1√
2
(|ϕ0,0⟩+|ϕ1,1⟩), 1√

2
(|ϕ0,0⟩−|ϕ1,1⟩), 1√

2
(|ϕ0,+⟩+|ϕ0,+⟩), and 1√

2
(|ϕ0,+⟩−|ϕ0,+⟩)9,

to obtain an outcome e. Now, we can modify Eq. (9) by appropriately applying the above condition as follows,

r(a, b, e) = H(c|e)−H(c|b)
= H(e|c)−H(e)− [H(b|c)−H(b)]
≤ χ(E)− [H(b|c)−H(b)],

(16)

here

χ(E) = S
[
1
3

(
P|ϕ0,0⟩ + P|ϕ1,1⟩

)
+ 1

6

(
P|ϕ0,+⟩ + P|ϕ1,−⟩

)]
− 1

2S
[
(1− q)

(
2
3P|ϕ0,0⟩ +

1
3P|ϕ0,+⟩

)
+ q

(
2
3P|ϕ1,1⟩ +

1
3P|ϕ1,−⟩

)]
− 1

2S
[
q
(
2
3P|ϕ0,0⟩ +

1
3P|ϕ0,+⟩

)
+ (1− q)

(
2
3P|ϕ1,1⟩ +

1
3P|ϕ1,−⟩

)]
is the Holevo quantity [33] that defines the maximum value of mutual information between e and c over all possible
measurement scenarios that Eve can perform. This allows to compute the upper bound for the key rate by solving
r(a, b, e) = 0. The solution yields an upper bound as E ≥ 0.114 provided that optimal value of q is used (cf. Fig. 2
(c)).

IV. ANALYSIS OF PNS ATTACK

We have already mentioned that our schemes can be realized using WCP sources (see Eq. (1)). However, a
cryptographic scheme based on WCP may face challenges due to the possibility of implementation of PNS and similar

9 The probability of applying the last two projectors operation is half of the first two, i.e., the probability of applying the last (first) two
projectors are 1

6

(
1
3

)
each.
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attacks by an eavesdropper. Thus, we need to establish the security of our schemes against different types of PNS
attacks that can be implemented by an Eavesdropper (Eve) in a situation where QBER = 0. The sub-protocols in
our scheme require Bob to announce basis information or a set of non-orthogonal state information. Now, we may
note the following.

1. In Protocol 1, Eve performs PNS attack with unlimited technological power within the regime of laws of physics.
As the PNS attack in its original form requires quantum memory, it is also called quantum storage attack. Here,
we consider the best scenario for Eve to attack. We want to mention that the probability of getting an n photon
state is p(n, µ) = e−µµn

n! , here µ is the mean photon number. Alice and Bob know the channel transmittance (η)
and µ. Both parties would expect the probability of a non-zero photon without eavesdropping scenario to be∑
n≥1

p(n, µη). Specifically, we consider a situation where Eve first counts the photon number with photon number

quantum non-demolition measurement (QND), then she blocks the single-photon pulses and stores one photon
from multi-photon pulses (from the sequence SB1 and SB2). It is further assumed that Eve subsequently sends
the pulses to Alice with the remaining photons with lossless channel10, η = 1. As Eve performs PNS attack on
the sequences SB1 and SB2, we have to consider the probability that Eve obtains multi-photon pulses in the
same position of the two sequences. Here, we may consider the probability of attaining the above situation for

Eve is

[∑
n≥2

p(n, µ)

]2

. So, the information gained by Eve will be IEve1 =
0.625×

[ ∑
n≥2

p(n,µ)

]2

∑
n≥1

p(n,µη) , here we consider that

the detectors are perfect. The factor 0.625 arises due to the classical information revealed by Bob. We now draw
a plot (see Fig. 3 (a)) to show the variation of IEve1 with distance (l) for α = 0.25 dB/km and µ = 0.1. The
estimated critical attenuation is δc = 38.625 dB and the corresponding critical distance in which the attacker
knows all the bit information under the PNS attack is lc = 154.5 km. The critical length for the BB84 protocol
under similar situation is 52 km [34] which is less than the critical length obtained for our protocol. Further,
the graph shows that almost no information is revealed to Eve up to 70 km. Beyond this point, the protocol
becomes susceptible to a PNS attack up to a range of 150 km. This advantage is achieved by employing more
quantum signal or a greater number of quantum pieces.

2. In Protocol 2, the non-orthogonal state information is revealed by Bob. Here, Eve can implement a PNS-type
attack which is usually referred to as the intercept resend with unambiguous discrimination (IRUD) attack. In
this specific attack scenario, Eve initiates the process by conducting a photon number QND measurement and
subsequently eliminates all the pulses containing less than three photons. Following this, she proceeds with
the measurement11 M. Eve prepares a new photon state after getting a conclusive result of the measurement
M and sends that to Bob. Here we consider that Eve employs lossless channel and does not require quantum
memory. Executing the protocol involves three rounds of transmitting qubit sequences between Alice and Bob.
In order to carry out an IRUD attack, Eve would need to obtain conclusive results for the same positions in all
three sequences, which isextremely improbable. To visualize it properly, the information gained by Eve through
IRUD attack can be computed as IEve2 = [I(3,χ)p(3,µ)]3∑

n≥1

p(n,µη) , here I(n, χ) is the largest information that Eve can gain

using n photons present in one pulse, and χ is the overlap of two states within each set of non-orthogonal states
which is announced by Bob12. The power of the numerator of the expression IEve2 is three as Eve need to get
conclusive result consecutively for three rounds of transmission of the quantum sequences; and the probability
p(3, µ) is used for Eve needs three proton state using lossless channel (η = 1). Further, the denominator of
the expression IEve2 indicates the expected probability by Alice and Bob of non-zero photon state with known
η. Here, we assume the value of α is 0.25 dB/km and µ = 0.2; and illustrate the variation Eve’s information
(IEve2) with distance to obtain the critical attenuation (see Fig. 3 (b)). From Fig. 3 (b), one can easily obtain
critical attenuation δc = 75.7 dB and the corresponding distance lc = 302.8 km. Critical distance for SARG04
protocol under similar condition is 50 km [28] which is less than the critical length obtained for our Protocol.
For this attack, almost no information is revealed to Eve up to 200 km. It may be noted that this advantage
over SARG04 protocol is obtained due to the increase in use of quantum pieces of information.

10 η = 10−
δ
10 , and δ = αl[dB], here η is the transmission in the fiber of length l, and α is loss in the fiber in dB/km. As α and l are

non-negative quantities, δ is also non-negative. For the minimum and maximum values of δ (i.e., for δ = 0 and δ =∞) we would obtain
η = 1 and η = 0, respectively. Clearly 0 ≤ η ≤ 1 quantifies the attenuation in a channel, and η = 1 corresponds to a lossless channel
where complete transmission happens and η = 0 refers to an opaque channel where no transmission happens.

11 The measurement M is any von Neumann measurement that can discriminate the following four elements (states), |Φ1⟩ =
1√
2
(|000⟩ − |011⟩) , |Φ2⟩ = 1

2
(|101⟩+ |010⟩+ |100⟩+ |110⟩) , |Φ3⟩ = 1√

2
(|111⟩ − |001⟩) ,and |Φ4⟩ = 1

2
(|101⟩ − |010⟩ − |100⟩+ |110⟩)[28].

12 I(n, χ) = 1− h(P, 1− P ) with h(P, 1− P ) binary entropy function and P = 1
2

(
1 +

√
1− χ2n

)
[35], for our case the overlap, χ = 1√

2
.
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(b)(a)

Figure 3. (Color online) Variation of Eve’s information with distance to obtain critical distance (lc): (a) Eve’s information as
the function of distance to estimate the critical distance for which attacker get maximum key information by PNS attack on
Protocol 1, (b) Eve’s information as the function of distance to estimate the critical distance for which attacker gets maximum
key information by IRUD attack on Protocol 2.

V. DISCUSSION

In this paper, we have proposed a new protocol for QKD and a variant of the same. The protocols consume
more quantum resources compared to SARG04 or similar protocols, but transmit less classical information in public
channel and thus reduces probability of some side channel attacks. Further, rigorous security analysis of the proposed
protocols is performed. We have also calculated the tolerable error limit for the upper and lower bound of the secret
key rate under a set of collective attacks. It is shown that by applying a certain type of classical pre-processing, the
tolerable error limit can be increased and the same is illustrated through the graphs. Now, before we conclude, we may
emphasize some of our important observations of our analysis. In the seminal paper [31], authors computed density
operators of Eve’s final state for six-state QKD protocol. Interestingly, for our protocols, we have obtained the same
expressions for the density operators describing the final system of Eve in spite of the fact that in our Protocol 2 (1)
neither Alice nor Bob (Alice never) discloses the results of the measurements performed by them (her) in the cases
where they have (she has) used different bases for preparation and measurement. The reason behind obtaining the
same density operators for the system of Eve is that the terms that appear in the density matrix in the cases where
basis mismatch happens cancel each other. Further, it is explicitly established that for the proposed protocols, the
tolerable error limit of QBER E ≤ 0.124 for lower bound of key rate and E ≥ 0.114 for upper bound of key rate if
classical pre-processing is used. In our case, the tolerable error limits are expected to decrease in absence of classical
pre-processing.

In the practical implementation of cryptography, different kind of errors may happen during the transmission of
qubits. Now if we consider QBER > 0, then Eve can try to attack using partial cloning machines [36–38]. Acin et
al., have shown that honest users of SARG04 can tolerate an error of up to 15% when Eve uses a best-known partial
cloning machine. They further found that this value of tolerable error limit is greater than the corresponding tolerable
error rate for the BB84 protocol. In our case for QBER > 0 , the tolerable error limit is also computed to be 15%
(cf. Section III) which is better than the BB84 protocol and its variants.

Security-efficiency trade-off for our protocol: In 2000, Cabello [29] introduced a measure of the efficiency of quantum
communication protocols as η = bs

qt+bt
, where bs is the number of secret bits which can be exchanged by the protocol,

qt is the number of qubits interchanged (by quantum channel) in each step of the protocol and bt is the classical bit
information exchanged between Alice and Bob via classical channel13. When we consider the sifting subprotocol of
the second QKD protocol (Protocol 2), the values of the essential parameters are: bs = 0.9375, qt = 3, bt = 0.75
which gives the efficiency as η = 0.25. When we consider the sifting subprotocol of our Protocol 1 for which, the
values of the essential parameter are: bs = 0.75, qt = 3, bt = 0.625, and which gives the efficiency as η = 0.2069 with
no inherent error. For this specific sifting condition, the basis information will be revealed at end of the protocol
which may increase the chance of PNS attack by the powerful Eve. To apply the Protocol 2 which is more efficient
QKD protocol, one has to consider the inherent error probability value of 0.0625, and the exchange of classical
information is also more than the Protocol 1. We want to stress one point for the Protocol 2 that it is more robust
against PNS attack as Alice and Bob have not revealed the basis information rather than two non-orthogonal state
information is announced for the sifting process (M value). Our two protocols are more efficient than the SARG04
protocol14(η = 0.125.) and one can use one of our two protocols as per the requirement for the necessary task.

13 The classical bit which is used for detecting eavesdropping is neglected here.
14 The values of essential parameter for SARG04 protocol are : bs = 0.25, qt = 1, bt = 1 and the efficiency is η = 0.125
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APPENDIX A

It is already discussed in the main text that the Bell states are, |Φ±⟩= 1√
2
(|00⟩ ± |11⟩) and |Ψ±⟩= 1√

2
(|01⟩ ± |10⟩).

We can also express the Bell states in the diagonal basis as |Φ+⟩ = 1√
2
(|++⟩+ | − −⟩), |Φ−⟩ = 1√

2
(|+−⟩+ | −+⟩),

|Ψ+⟩ = 1√
2
(|++⟩ − | − −⟩), and |Ψ−⟩ = 1√

2
(| −+⟩ − |+−⟩). We may now write from Eq. (3),

µ2 = ⟨Φ−|ρ|Φ−⟩
= 1

2 (⟨+− |ρ|+−⟩+ ⟨+− |ρ| −+⟩+ ⟨−+ |ρ|+−⟩+ ⟨−+ |ρ| −+⟩) , (17)

µ4 = ⟨Ψ−|ρ|Ψ−⟩
= 1

2 (⟨+− |ρ|+−⟩ − ⟨+− |ρ| −+⟩ − ⟨−+ |ρ|+−⟩+ ⟨−+ |ρ| −+⟩) , (18)

µ3 = ⟨Ψ+|ρ|Ψ+⟩
= 1

2 (⟨01|ρ|01⟩+ ⟨01|ρ|10⟩+ ⟨10|ρ|01⟩+ ⟨10|ρ|10⟩) ,
(19)

and

µ4 = ⟨Ψ+|ρ|Ψ+⟩
= 1

2 (⟨01|ρ|01⟩ − ⟨01|ρ|10⟩ − ⟨10|ρ|01⟩+ ⟨10|ρ|10⟩) .
(20)

We consider E to be a symmetric error, and therefore, the following relationships are to be valid,

⟨00|ρ|00⟩+ ⟨11|ρ|11⟩ = 1− E ,
⟨++ |ρ|++⟩+ ⟨− − |ρ| − −⟩ = 1− E ,
⟨01|ρ|01⟩+ ⟨10|ρ|10⟩ = E ,
⟨+− |ρ|+−⟩+ ⟨−+ |ρ| −+⟩ = E .

(21)
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Inserting these Eqs. (17), (18), (19), and (20) in the relation (21), we obtain

µ2 + µ4 = (⟨+− |ρ|+−⟩+ ⟨−+ |ρ| −+⟩) = E
µ2 = E − µ4

,

and

µ3 + µ4 = (⟨01|ρ|01⟩+ ⟨10|ρ|10⟩) = E
µ3 = E − µ4.

.

Now, total probability must satisfy µ1 + µ2 + µ3 + µ4 = 1. By employing the aforementioned connection with the
preceding outcomes, we obtain, µ1 = 1− 2E + µ4 and µ2 = µ3 = E − µ4.

APPENDIX B

We use these relations to compute the key rate. The conditional probability, Pr (B = |i⟩ |A = |j⟩ ) = Pr(B=|i⟩,A=|j⟩)
Pr(A=|j⟩)

and conditional entropy,

H(B|A) = −
∑
j

Pr(A = |j⟩)
∑
i

Pr(B = |i⟩|A = |j⟩) log2 Pr(B = |i⟩|A = |j⟩), (22)

Pr (B = |0⟩|A = |0⟩) = Pr (B = |1⟩|A = |1⟩) = µ1+µ2

2 ,
P r (B = |1⟩|A = |0⟩) = Pr (B = |0⟩|A = |1⟩) = µ3+µ4

2 ,
P r (B = |+⟩|A = |+⟩) = Pr (B = |−⟩|A = |−⟩) = µ1+µ3

2 ,
P r (B = |−⟩|A = |+⟩) = Pr (B = |+⟩|A = |−⟩) = µ2+µ4

2 ,

P r (B = |i⟩|A = |j⟩) = 1

4
,

P r (B = |i⟩) = 1

4
,

here i ̸= j and i, j ∈ {|0⟩, |1⟩, |+⟩, |−⟩, }. Now, using Eq. (22) we can obtain

H(B|A) = −µ1+µ2

4 log2
µ1+µ2

2 − µ3+µ4

4 log2
µ3+µ4

2

− µ1+µ3

4 log2
µ1+µ3

2 − µ2+µ4

4 log2
µ2+µ4

2 − 1
2 log2

1
4

= − 1−E
2 log2

1−E
2 −

E
2 log2

E
2 + 1,

and

H(B) = −4× 1
4 log2

1
4

= 2
.

Therefore,

I(A : B) = H(B)−H(B|A)
= 1 + 1−E

2 log2
1−E
2 + E2 log2

E
2 ,

using the secret key rate we have,

r = I(A : B)−H(V )
= 1 + 1−E

2 log2
1−E
2 + E2 log2

E
2 − 2h(E).
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APPENDIX C

Here, we calculate the key rate equation after the key-sifting subprotocol by the both parties which means that the
probability in acceptable condition will be considered.

Pr (b = 0|a = 0) = Pr (b = 1|a = 1) = 1
6 + 2µ1+µ2+µ3

3 ,
P r (b = 0|a = 1) = Pr (b = 1|a = 0) = 1

6 + µ2+µ3+2µ4

3 ,

P r (b = 0) = Pr (b = 1) = 1
2 ,

in the similar approach for Eq. (22) we have,

H(b|a) = − 1+4µ1+2µ2+2µ3

6 log2
1+4µ1+2µ2+2µ3

6 − 1+2µ2+2µ3+4µ4

6 log2
1+2µ2+2µ3+4µ4

6
= − 5−4E

6 log2
5−4E

6 − 1+4E
6 log2

1+4E
6

= h
(
1
6 + 2E

3

)
,

I(a|b) = H(b)−H(b|a)
= − 1

2 log2
1
2 − h(b|a)

= 1− h
(
1
6 + 2E

3

)
,

so the final expression for secret key rate,

r = I(a|b)−H(V )
= 1− h

(
1
6 + 2E

3

)
− 2h(E).

APPENDIX D

Alice and Bob are evaluating the security threshold of the particle sequences, denoted as SA and SB1, when they
employ the same basis for preparing or measuring the states. We can define the absence of errors (or the presence of
errors) when they measure the states |Φ±⟩(|Ψ±⟩) using the computational basis. Similarly, there will be an absence
of errors (or the presence of errors) when both Alice and Bob measure the states |Φ+⟩ and |Ψ+⟩ (or |Φ−⟩ and |Ψ−⟩)
with the diagonal basis. These scenarios lead to a total of four cases that we need to consider. Furthermore, we can
conclude that the state ρ can be measured with equal probability by both Alice and Bob using both the computational
and diagonal bases. We will begin with an illustrative example to enhance comprehension. Let us consider the scenario
where two parties measure the Bell states |Φ+⟩ and |Ψ+⟩ in the computational basis. The resulting probabilities of
encountering no error and error are µ1

2 and µ3

2 , respectively15. Consequently, the probabilities of experiencing no error
and error when measuring the states |Φ+⟩ and |Ψ+⟩ are 1−E

2 and E2 , respectively16. It is evident that the probability
of encountering no error and error when measuring the states |Φ+⟩ and |Ψ+⟩ in the computational basis, considering
the total number of qubits, can be expressed as

µ1
2

1−E
2

and
µ3
2
E
2

, which simplifies to µ1

1−E and µ3

E , respectively. Similarly,

when measuring the states |Φ−⟩ and |Ψ−⟩ in the computational basis, the probabilities of encountering no error and
error can be expressed as µ2

1−E and µ4

E . Moving on to the diagonal basis, the probabilities of encountering no error
and error when measuring the states |Φ+⟩ and |Ψ+⟩ are µ1

1−E and µ3

1−E , respectively. Similarly, for the states |Φ−⟩ and
|Ψ−⟩, the probabilities are µ2

E and µ4

E . In a scenario where no errors occur, one can calculate the entropy as follows:

Hno−error = − 1
2

[
µ1

1−E log2
µ1

1−E + µ2

1−E log2
µ2

1−E + µ1

1−E log2
µ1

1−E + µ3

1−E log2
µ3

1−E

]
= − 1

2

[
2µ1

1−E log2
µ1

1−E + 2µ2

1−E log2
µ2

1−E

]
as µ2 = µ3

= −
[
(1−2E+µ4)

1−E log2
(1−2E+µ4)

1−E + (E−µ4)
1−E log2

(E−µ4)
1−E

]
(using the results of AppendixA)

= h
(

1−2E+µ4

1−E

)
,

15 To keep things simple, we assume that both participants measure all particles using the same basis (eith both use computational basis
or both use diagonal basis) during the error checking step.

16 In this context, the factor of 2 emerges because we evenly distribute the total error-checking qubits between computational and diagonal
basis measurements.
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and in presence of error the entropy can be computed as,

Herror = − 1
2

[
µ3

E log2
µ3

E + µ4

E log2
µ4

E + µ2

E log2
µ2

E + µ4

E log2
µ4

E
]

= − 1
2

[
2µ2

E log2
2µ2

E + 2µ4

E log2
2µ4

E
]
asµ2 = µ3

= −
[
(E−µ4)
E log2

(E−µ4)
E + µ4

E log2
µ4

E

]
(using the results of AppendixA)

= h
(
E−µ4

E

)
.

After conducting statistical averaging for both no error and error scenarios, we acquire,

(1− E)Hno−error + EHerror

= (1− E)h
(

1−2E+µ4

1−E

)
+ Eh

(
E−µ4

E

)
= − (1− E)

[
(1−2E+µ4)

1−E log2
(1−2E+µ4)

1−E + (E−µ4)
1−E log2

(E−µ4)
1−E

]
−E

[
(E−µ4)
E log2

(E−µ4)
E + µ4

E log2
µ4

E

]
= − [(1− 2E + µ4) log2 (1− 2E + µ4) + (E − µ4) log2 (E − µ4)− (1− 2E + µ4) log2 (1− E)− (E − µ4) log2 (1− E)]
− [(E − µ4) log2 (E − µ4) + µ4 log2 µ4 − (E − µ4) log2 E − µ4 log2 E ]
= − [(1− 2E + µ4) log2 (1− 2E + µ4) + 2 (E − µ4) log2 (E − µ4) + µ4 log2 µ4]
+ (1− 2E + µ4 + E − µ4) log2 (1− E) + (E − µ4 + µ4) log2 E
= H(V ) + (1− E) log2 (1− E) + E log2 E
= H(V )− h(E).

APPENDIX E

In this appendix, we provide a detailed of the mathematical processes involved in obtaining Eq. (12) from Eq. (10)
in Section III. To begin with, let us focus on a scenario in which both Alice and Bob perform measurements on their
qubits using the Z basis (similar outcomes are observed for the X basis as well).

|Ψ⟩ABE :=
4∑

i=1

√
µi|φi⟩AB ⊗ |εi⟩E

= 1
2
√
2

[√
µ1 (|00⟩+ |11⟩)⊗ |ε1⟩+

√
µ2 (|00⟩ − |11⟩)⊗ |ε2⟩

+
√
µ3 (|01⟩+ |10⟩)⊗ |ε3⟩+

√
µ4 (|01⟩ − |10⟩)⊗ |ε4⟩

]
ABE

= 1
2
√
2

[
|00⟩

(√
µ1|ε1⟩+

√
µ2|ε2⟩

)
+ |11⟩

(√
µ1|ε1⟩ −

√
µ2|ε2⟩

)
+ |01⟩

(√
µ3|ε3⟩+

√
µ4|ε4⟩

)
+ |10⟩

(√
µ3|ε3⟩ −

√
µ4|ε4⟩

)]
ABE

= 1
2

[
|00⟩ ⊗ |ϕ0,0⟩+ |11⟩ ⊗ |ϕ1,1⟩+ |01⟩ ⊗ |ϕ0,1⟩+ |10⟩⊗⟩

]
ABE

.

Now, let’s consider the scenario in which Alice and Bob measure their qubits using the Z and X bases, respectively17,

|Ψ⟩ABE :=
4∑

i=1

√
µi|φi⟩AB ⊗ |εi⟩E

= 1
2
√
2

[√
µ1 (|00⟩+ |11⟩)⊗ |ε1⟩+

√
µ2 (|00⟩ − |11⟩)⊗ |ε2⟩

+
√
µ3 (|01⟩+ |10⟩)⊗ |ε3⟩+

√
µ4 (|01⟩ − |10⟩)⊗ |ε4⟩

]
ABE

= 1
4

[√
µ1 {|0⟩ (|+⟩+ |−⟩) + |1⟩ (|+⟩ − |−⟩)} |ε1⟩

+
√
µ2 {|0⟩ (|+⟩+ |−⟩)− |1⟩ (|+⟩ − |−⟩)} |ε2⟩

+
√
µ3 {|0⟩ (|+⟩ − |−⟩) + |1⟩ (|+⟩+ |−⟩)} |ε3⟩

+
√
µ4 {|0⟩ (|+⟩ − |−⟩)− |1⟩ (|+⟩+ |−⟩)} |ε4⟩

]
ABE

= 1
4

[
|0+⟩

{√
µ1|ε1⟩+

√
µ2|ε2⟩+

√
µ3|ε3⟩+

√
µ4|ε4⟩

}
+ |0−⟩

{√
µ1|ε1⟩+

√
µ2|ε2⟩ −

√
µ3|ε3⟩ −

√
µ4|ε4⟩

}
+ |1+⟩

{√
µ1|ε1⟩ −

√
µ2|ε2⟩+

√
µ3|ε3⟩ −

√
µ4|ε4⟩

}
+ |1−⟩

{
−√µ1|ε1⟩+

√
µ2|ε2⟩+

√
µ3|ε3⟩ −

√
µ4|ε4⟩

}]
ABE

= 1
2

[
|0+⟩|ϕ0,+⟩+ |0−⟩|ϕ0,−⟩+ |1+⟩|ϕ1,+⟩+ |1−⟩|ϕ1,−⟩

]
ABE

,

17 It is important to note that the same outcome occurs when Alice and Bob opt for the X and Z bases, respectively.
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In the main text, we have provided the details of Eve’s initial state denoted as εE , as well as Eve’s state |ϕA,B⟩
after Alice and Bob’s measurement. Our focus is solely on the instances that Alice and Bob accept after the classical
pre-processing stage. Following normalization, we examine the density operator of Eve’s system specifically when
Alice obtains the outcome 0,

σ0
E = 1

3

[
|ϕ0,0⟩⟨ϕ0,0|+ |ϕ0,1⟩⟨ϕ0,1|

]
+ 1

6

[
|ϕ0,+⟩⟨ϕ0,+|+ |ϕ0,−⟩⟨ϕ0,−|

]
= 1

3

(
P|ϕ0,0⟩ + P|ϕ0,1⟩

)
+ 1

6

(
P|ϕ0,+⟩ + P|ϕ0,−⟩

) ,

and when Alice obtains the outcome 1 is,

σ1
E = 1

3

[
|ϕ1,0⟩⟨ϕ1,0|+ |ϕ1,1⟩⟨ϕ1,1|

]
+ 1

6

[
|ϕ1,+⟩⟨ϕ1,+|+ |ϕ1,−⟩⟨ϕ1,−|

]
= 1

3

(
P|ϕ1,0⟩ + P|ϕ1,1⟩

)
+ 1

6

(
P|ϕ1,+⟩ + P|ϕ1,−⟩

) .
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