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Abstract—Smart contracts are blockchain-based algorithms
that execute when specific criteria are satisfied. They are often
used to automate the implementation of an agreement so that all
parties may be confident of the conclusion right away, without
the need for an intermediary or additional delay. They can also
automate a process so that the following action is executed when
circumstances are satisfied. This study seeks to pinpoint the most
significant weaknesses in smart contracts from the viewpoints of
their internal workings and software security flaws. These are
then addressed using various techniques and tools used across
the industry. Additionally, we looked into the limitations of the
tools or analytical techniques about the found security flaws in
the smart contracts.

Index Terms—Smart Contracts, Blockchain Technology,
Ethereum, Cyber Security, Cryptocurrencies, Crypto-
transactions, Systematic Literature Reviews, Distributed
Ledgers, Internet of Things

1 INTRODUCTION

With the use of distributed ledger technology (DLT), indi-
viduals with little to no confidence in one another may trade
any kind of digitized information peer-to-peer (P2P) using few
to no middlemen [9]. In this sense, it replaces conventional
middlemen or reliable third parties, at a minimum. The certain
transaction or asset that may be transformed into electronic
form, such as currency transactions or storage, health records,
birth, marriage, and insurance certificates, the purchase and
sale of products and services, and insurance contracts, could
be represented by the data transferred.

A subclass of DLTs called block-chain uses ”blocks” of data
to record data transactions over a distributed network of many
nodes or computers. Party A asks for a transaction with party
B, such as a money transfer, a contract, or the exchanging of
documents. This transaction is sent out to a dispersed network
of ”nodes,” or computers, who will validate it in accordance
with a set of predetermined guidelines known as a ”consensus”
method. An additional ”block” will be added to the block-
chain once the transaction has been verified. 16 A pointer to
the previous block in the chain is supplied, the transaction
data is submitted, and the new block is timestamped when it
is added to the block-chain.

Then, the cryptographic technology is used to process data
where a hash is produced based on the hash of the fresh
block’s data contents plus those from the preceding block. The

final result then becomes the new block’s hash. Through this
procedure, each block is connected to the one before it, making
a chain of blocks (thus the the term ”block-chain”). Each node
or computer in the network contributes a unique record to the
block-chain. and is always synchronised and updated. Block-
chain finally maintains the records as a database or ledger of
every transaction carried out across the network.

1.1 Prior Research

According to the article given in [1], their study is focused
on the Document of Understanding (DOU) contract, which is
the foundation of the partnership between a consumer service
and its supplier. It is directed at supply chain activities. There
is a chance to use blockchain technology as a solution because
the approval process for supply chain activities is currently
taking too long [2]. They utilised regional resources for our
project. Creating a localised blockchain ledger using resources,
agile methods, and design thinking. As a consequence, they
created a proof-of-concept Blockchain prototype that promotes
secrecy and preserves participant private information while
having the whole history of the agreement, including im-
mutable transactions. With this demonstration, they measured
the time required to obtain the DOU contract’s approval from
all parties involved, and it was significantly reduced. The
project’s original contribution is implementing Blockchain in
our company’s operations, which enhances business processes
and provides staff with a real-time view of all the data. As a
consequence, their business operations have significantly im-
proved when they combine their work processes with cutting-
edge technology. Now that the program has had a successful
test run, they can confidently implement smart contracts in
regular Smart City operations. It may also be used to other
professions that deal with financial reporting and private data.

Apart from that paper, we also found a study [3], they
provide an automated deep learning strategy to learn the
structural code embeddings of smart contracts in Solidity,
which is important for contract validation, clone identifica-
tion, and bug detection on smart contracts.they apply our
methodology to more than 22K Solidity contracts obtained
from the Ethereum blockchain, and the findings demonstrate
that Solidity code has a substantially higher clone ratio (about
90%) than conventional software. As our bug database, we
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compile a list of 52 recognised flawed smart contracts that
fall under 10 categories of widespread vulnerabilities. Using
our bug databases, the method can effectively and precisely
identify more than 1000 clone-related problems. To make that
easier for Solidity developers to use their solution, They have
incorporated it as a web-based application called SmartEmbed
in response to developers’ comments. Their tool may allow
Solidity developers quickly find recurring smart contracts on
the live Ethereum blockchain and check their contract against
a known set of defects, which can increase users’ trust in the
contract’s dependability. They improve SmartEmbed imple-
mentations so they can help developers in real-time for useful
applications. Their study has implications for the Ethereum
ecosystem and the individual Solidity developer.

Moreover, in this [5] paper, blockchain security and privacy
are described in great depth. They initially describe the concept
of blockchains and its utility in the context of online transac-
tions akin to Bitcoin in order to facilitate the conversation. For
outlining the core security attributes that are supported as the
essential requirements and building blocks for cryptocurrency
systems like Bitcoin, they then explore the additional security
and privacy qualities that are sought after in many blockchain
applications [4], [8]. The techniques employed in blockchain-
based systems to achieve these security attributes are covered
at the conclusion, including representative consensus algo-
rithms, hash-chained storage, mixing protocols, anonymous
signatures, non-interactive zero-knowledge proof, and others.
They contend that this survey will provide readers with a com-
prehensive understanding of privacy and blockchain security
in terms of ideas, attributes, approaches, and systems [12],
[15].

In order to address more research possibilities, a paper [6]
was published that examined the trend of studies conducted to
date and discussed blockchain technology and associated fun-
damental technologies. Before using blockchain in the cloud
computing environment, there are several existing concerns
that must be addressed. Even today, blockchain has numerous
challenges, including the security of transactions, wallets, and
software. Various research have been done to address these
problems. User data must be kept confidential and completely
deleted when the operation is ended while using blockchain in
a cloud-based computing environment. It may be inferred from
the data that is still accessible if the individual information is
kept and not deleted.

1.2 Research Goals

Analysis of previous research and its conclusions, as well
as a summary of research efforts into blockchain applications
for cyber security [18], [21], are the goals of this study. An
overview of the questions pursued with a little discussion can
be seen in Table I.

1.3 Contribution and layout

The contributions provided by this systematic literature
review are a combination of past research along with come
ongoing tasks are as follow:

TABLE I: Research Questions

Research Question (RQ) Discussion

RQ1: What are the most recent
studies on platforms and consent
protocols for blockchain-enabled
smart contracts?

A bunch of studies will be
evaluate to figure out what
are the major protocols are
used in smart contracts and
how to smart contract helps
to build blockchain.

RQ2: What Are the Main Use
Cases for Smart Contracts and
What Are the Conditions for Using
Them?

Different use-cases is evalu-
ate to measure and evaluate
the extend of block-chain en-
abled smart contracts

RQ3: What Factors Aid Organi-
zations in Selecting a Blockchain
Platform?

Scalability, Ledger Type,
Consensus mechanism,
programming language and
smart contract are evaluate
for different blockchain
based smart contract to
make a selection.

• IEEE was the top publisher among the top 10 publishers,
per an examination of 475 recently released publications.

• We looked at 743 publications between 2014 and 2022.
Through citation networks created utilising the data gath-
ered from WoS, we have determined the acceptance and
authenticity of these research papers.

• In order to represent the research, concepts, and con-
siderations in the disciplines of blockchain and smart
contracts, we undertake an extensive evaluation of the
information available in the group of 21 papers and offer
the data.

The format of this review paper is as follows: The tech-
niques used to choose the primary studies for analysis in a
methodical manner are described in Section 2. The results of
all the primary research chosen are presented in Section 3. The
findings in relation to the earlier-presented study questions are
discussed in Section 4. The research is concluded in Section 5,
which also makes some recommendations for additional study.

2 RESEARCH METHODOLOGY

We performed the SLR in accordance with the instructions
outlined by Kitchenham and Charters [27] in order to accom-
plish the goal of responding to the research questionnaire. To
enable a comprehensive assessment of the SLR, we attempted
to progress through study’s preparation, executing, and pub-
lishing steps in cycles.

2.1 Selection of primary studies

By supplying keywords to a particular publication’s or
search engine’s search function, primary research were high-
lighted. The keywords were chosen to encourage the appear-
ance of study findings that would help answer the research
questions. The query terms were: (”smart contracts” OR
”smart-contracts” OR ”blockchain” OR ”block-chain”) AND
”security”

We searched on platforms such as:



1) Google Scholar
2) ACM Digital Library
3) ScienceDirect
4) IEEE Xplore Digital Library
Depending on the search platforms, the title, keywords,

or abstract were used in the searches. On Nov 7, 2012, we
conducted the searches and processed all papers that had been
issued up to that point. The inclusion/exclusion criteria, which
will be provided in Section 2.2, were used to filter the results
from these searches. The criterion enabled us to generate a
collection of findings that could subsequently be subjected to
Wohlin’s [10] snowballing procedure. Snowballing iterations
were performed both forward and backward until no further
publications that met the inclusion criteria could be found.

2.2 Inclusion and exclusion criteria

With the help of a broad definition of smart contracts and se-
curity, we were able to incorporate articles on blockchain tech-
nology, Ethereum, cyber security, cryptocurrencies, crypto-
transactions, systematic literature reviews, distributed ledgers,
Internet of Things, etc. Article titles, keywords, and abstracts
were examined to decide if they should be included. The
articles’ major texts were also carefully examined as needed.
More attention was paid to articles that outlined specific parts
of the smart contracts that underpin blockchain activities or
technology along with its security application.

Papers providing true facts about implementation of the
discussed technology, peer-reviewd articles, and published in
a journal or conference proceeding are accepted. Whereas
papers relying on financial, commercial or any other out-of-
the-topic matters are dismissed. Also, the papers included are
only in English language Table II . summarizes the mentioned
criterias.

TABLE II: Inclusion and exclusion criteria for the primary
studies.

Criteria for inclusion Criteria for exclusion

The paper must provide actual
facts about the execution and ap-
plication of smart contracts secu-
rity.

Papers that concentrate on
the financial, commercial,
or legal implications of
blockchain applications

The paper must include data about
blockchain or comparable dis-
tributed ledger systems.

Websites and government
papers are examples of irrel-
evant papers.

The article must be a peer-
reviewed article that has been pub-
lished in a conference proceeding
or journal.

Papers that are in other lan-
guage

2.3 Selection results

Figure 1 displayed the general screening procedures and the
order of picking pertinent material. A total of 742 records were
discovered in the initial phase (98 from Google Scholar using

the sophisticated search approach, 69 from Science Direct, and
575 from IEEE Xplore). The number of literary works was
reduced to 47 articles preserved for further title reading after
the removal of works of literature like grey literature, extended
abstracts, presentations, keynotes, book chapters, non-English
language papers, and inaccessible publications. Following that,
only 27 articles met the requirements for additional abstract
reading. Only 15 articles were left after reading the article
abstracts to be read in full. After doing snowballing, 19
of them evaluated smart contracts, and those articles were
downloaded for additional screening procedures.

Fig. 1: Selection Process

2.4 Quality assessment

In accordance with the recommendations provided by
Kitchenham and Charters, an evaluation of the main studies’
quality was conducted [7]. This made it possible to evaluate
the articles’ importance of the research issues while taking
any evidence of selection bias and the reliability of observed
measurements into account. The evaluation procedure was
modelled after the one employed by Hosseini et al. To evaluate
their efficacy, four articles were chosen at random and put
through following design assessments:

•Stage 1: Smart Contracts. The article should be based on
the implementation of smart contracts or its well-
commented deployment to a particular issue.



Stage 2: Background. The aims and results of the study
must be adequately contextualised. This will make
it possible to evaluate the research correctly.

Stage 3: Application of Smart Contract. The report must
have sufficient information to accurately depict how
the solution has been implemented to a particular
issue, which will help to address research questions.

Stage 4: Security and Privacy context. In order to help in
responding to RQ2, the document must explain the
security issue.

Stage 5: Data acquisition. To assess accuracy, specifics on
the data’s collection, measurement, and reporting
must be provided.

Excluded papers based on this checklist can be found in
Table III

TABLE III: Excluded Studies

Stages of the Criteria Checklist Excluded Studies

Stage 1: Smart Contracts [29] [32]

Stage 2: Background [26] [30] [33]

Stage 3: Application of smart con-
tract

[24] [31]

Stage 4: Security and Privacy con-
text

[25]

Stage 5: Data acquisition [27] [28] [34] [35]

2.5 Data extraction

Data was then taken from all papers that had passed the
quality evaluation in order to evaluate the completeness of the
data and verify the accuracy of the information included within
the articles. Before being applied to the entire set of studies
that have successfully completed the quality evaluation phase,
the data extraction technique was first tested on a sample
of five studies. Each study’s data was taken out, put into
categories, and then entered into an excel sheet. The following
groups were applied to the information:

• Context Data: Data regarding the study’s objectives serves
as context data.

• Qualitative data: The writers’ findings and judgments.
• Quantitative data: Information gathered through trial and

research and used in the study.

2.6 Data analysis

We gathered the information contained in the qualitative
and quantitative data categories in order to achieve the goal
of responding to the study questions. We also performed a
meta-analysis on the studies that were exposed to the last
step of data extraction.

2.6.1 Publication over time: The term Smart contract was
coined by Nick Szabo in 1994. And then an exponential
increase can be seen from 2015 year till 2022. The highest
trend of publications can be seen in 2017 and 2018 where
bitcoin took a hit in the crypto-currency market.

2.6.2 Significant keywords counts: The most significant
keywords used to search and implement the literature review
are ”smart contract, blockchain, network, transaction, attacks”.
Other related word queries are distributed kedgers and Internet
of Things.

Additionally, publications that addressed the uses of smart
contract technology explicitly were chosen for the identifi-
cation process. Articles that did not include smart contract
technology as their main subject were not included, such as
those that used the blockchain to explain Bitcoins without
mentioning smart contracts. Our collection of references in-
cludes papers from year 2006 to 2021.

3 FINDING

Each primary research paper was read in full and relevant
qualitative and quantitative data was extracted and summarized
in Table 5. All the primary studies had a focus or theme
in relation to how blockchain was dealing with a particular
problem. The focus of each paper is also recorded below
in Table V The categories found in the main research show
that nearly half (47%) of the papers on blockchain and smart
contracts have an interest in IoT device security. With an 18%
rate, transportation and system is the second most popular
subject. And the remaining keywords contribute a bit to the
original study.This information can be viewed in Figure 2

TABLE IV: Keyword counts in the primary studies

Keywords Counts

smart contracts 1283

blockchain 978

security 623

transaction 455

system 447

vulnerable 318

network 311

IoT 294

device 266

ethereum 248

attack 175

distribute 151

privacy 108

internet 89

encrypt 30

4 DISCUSSION

Smart contract usability is impacted by a number of
variables, including data transmission rate, information



TABLE V: The key research’ main results and topics

Primary
Study

Key Qualitative and Quantitative Data
Reported

Types of
Security
Applica-
tions

[1] There are many security vulnerabilities and
bugs in the smart contract due to incon-
sistencies in the design of smart contracts.
They proposed a self-adaptive security mod-
eling approach for modeling and analyz-
ing Service Level Agreement (SLA) based
smart contracts using attack scenarios and
goal models.

Blockchain-
Based Cloud
(BBC)

[2] They introduced a protocol that requires
secure device deployment, communication,
monitoring, and upkeep. They also sug-
gested using smart contracts to create and
manage general IoT activities. By under-
standing tasks that are sent to the devices
through smart contract transactions, this ar-
chitecture enables the gadgets to operate
independently.

IoT Security

[3] Smart contracts are distributed database
ledger-based, event-driven, full-state sys-
tems. This study examines the state of re-
search on smart contracts and its difficulties
in terms of security, scalability, and main-
tainability. To fulfil the terms of the con-
tract, smart contracts can be automatically
applied to computer programmes operating
on the blockchain.

Blockchain

[4] They analyse the provided use cases to de-
termine the possible features for expanding
the coverage of smart contracts in security
token offerings (STO) before designing the
operational model of security tokens. They
also suggest a smart contract-based security
token management system that integrates
with several blockchain ledgers and is built
on an expanded smart contract framework.

Security
Token
Offerings
(STO)

[5] Numerous flaws, including re-entrancy,
transaction origin, call stack depth excep-
tion, timestamp reliance, and transaction-
ordering dependence, were found. In addi-
tion, they suggested a few methods to deal
with the issues, like ZeppelinOS, SolCover,
HackThisContract, Security audits, etc.

Blockchain

[6] Hyperledger Fabric’s smart contracts run in
a docker virtual machine, and do not need to
consume Gas. The solution they propose can
help users apply for social insurance, wel-
fare and minimum living guarantee at home
during the epidemic. Smart contracts and
their algorithms are introduced and studied
in this article.

Peer-to-peer
computing

TABLE VI: Table V (continued)

Primary
Study

Key Qualitative and Quantitative Data
Reported

Types of
Security
Applica-
tions

[7] To provide a secure system for IoT de-
vices in Home automation systems, authen-
tication strategy that integrates attribute-
based access control utilising smart con-
tracts with ERC-20 Token (Ethereum Re-
quest For Comments) and edge computing.
Through the offloading of more demanding
compute jobs, edge servers help the system
scale.

IOT(Spcifically
for Smart
Home)

[8] It provided a brand-new, two-phase struc-
ture built on trustworthy Intel SGX technol-
ogy. They create a pre-execution system for
smart contracts stored in unreliable memory.
They produce a small read-write set and
a Merkle Forest data structure. At end, it
incorporate every technique suggested in
into the open-source BFT-SMaRt system.

Blockchain
Using SGX

[9] Use solidity, which has shown to be more
secure than md5 and SHA, to verify each

Peer-to-peer
connec-
tion(for
transaction)

[10] It ensures the immutability and transparency
of energy transactions using the block chain,
creates ERC20 tokens based on smart con-
tracts, and executes transactions automati-
cally without such involvement of a third
party. Transactions may also be expanded to
multiple transaction circumstances. The En-
ergy Storage System (ESS), to which both
the seller and the buyer belong, is used to
transmit the energy during the transaction.

Peer-to-peer
connection

[11] To develop the smart contract, use the Meta-
mask wallet and the Solidity programming
language. The outcomes of the Ropsten
blockchain network’s smart contract im-
plementation are then evaluated and con-
trasted with comparable efforts. The re-
search shows that the suggested framework
has improved security and privacy.

Blockchain
(for every
trading)

[12] IoT devices have a direct connection to the
blockchain, and a smart contract that con-
trols them manages changes to their own-
ership, pin, and other data. which prevents
the outsider from interfering They also offer
guidelines for these IoT gadgets and the
smart contracts that manage them.

IoT network

[13] To prevent Man-In-The-Middle (MITM)
attempts on multifactor authentication, a
blockchain-based two-factor authentication
technique for web-based access to sensor
data can be employed. The suggested ap-
proach uses the Ethereum blockchain and
smart contracts technology to deliver a
quick and user-focused authentication.

Two factor
authentica-
tion (using
Blockchain)



TABLE VII: Table V (continued)

Primary
Study

Key Qualitative and Quantitative
Data Reported

Types of
Security
Applica-
tions

[14] The existing functional require-
ments and complexity of the pro-
gramme code for the smart contract
are taken into account when rec-
ommending a five-step smart con-
tract audit plan. This plan con-
sist of Agreement on specification,
Manual code review, Testing, Au-
tomated code analysis and audit
report.

Blockchain

[15] As stated in the article, Software-
Defined Networking (SDN) may
be utilised to prevent unauthorised
access and DoS attempts. Based on
the use cases in several sectors, Hy-
perledger Fabric is the foundation
of this.

Blockchain

[16] Smart contract flaws may be found
with SoliAudit. For fuzz testing
with anomalous analysis, it auto-
matically builds a fuzzer contract
that successfully analyses real-
world and CTF contract instances.
By the experiment, the dynamic
fuzzer has the ability to find undis-
covered vulnerabilities with accu-
racy unto 90% because it focuses
on reentrancy and arithmetic flaws.

Security
(smart
contract)

[17] SASC is a static analysis tool that
can create an invocation connec-
tion topology diagram and iden-
tify potential logic hazards. They
evaluated 2,952 decentralized ap-
plications, and the findings of the
trial demonstrated how simple and
efficient this technology is. Despite
the fact that they are able to iden-
tify possible hazards, risks are not
actually errors.

Cryptocurrency

[18] By upload the encrypted informa-
tion related to the movie to the
Blockchain network; on the nor-
mal server side, employ smart con-
tracts to control the processes of
embedding and extracting the en-
crypted information that has been
included in the digital video. Then,
confirm, track, and preserve the
private data that is saved in the
Blockchain network and the actual
digital video files, respectively. It
has been demonstrated that the sug-
gested architecture might provide
accurate and highly effective dig-
ital video security protection.

Data Hiding

[19] Utilizing the inherent security
mechanisms of the blockchain,
blockchain-based implementation
processing system suggests using
smart contracts to automate the
many procedures needed in the val-
idation and verification of applica-
tions.

Blockchain(for
education)

Fig. 2: Theme of primary studies

update rate, and domain-specific needs. Clarifying the
application environment for smart contracts is crucial for their
development and planning. Preliminary keyphrases reveal that
there are a large number of studies on smart contracts. Smart
contracts and genuinely distributed decentralised systems
technologies have been created for only 10 years and are
obviously still in their development. A significant number of
the major studies chosen are experimental recommendations or
notions for solving today’s challenges, with little quantitative
data and few actual implementations. Gateway flaws, secret
keys security issues, blockchain integration systems, absence
of full-scale testing, a lack of rules and regulations, unproven
code, and smart contract flaws are among the most prevalent
issues .Both illegal miners and consumers can take advantage
of certain kinds of vulnerabilities, claim the authors at [11].
Several researchers have concentrated on studying the most
frequent mistakes in smart contracts and attempted to fix
them in order to enhance the creation of smart contracts
secure [13], [14]. Recent publications [16] present techniques
for static code analysis vulnerability detection. All verified
smart contracts are made to adhere to a guidelines by
Quantumstamp. The decentralised security mechanism they
built enhances the blockchain architecture.

RQ1: What are the most recent studies on platforms
and consent protocols for blockchain-enabled smart
contracts?

Current Research on Smart Contracts In January 2009,
Satoshi Nakamoto created the bitcoin blockchain. Both the
actual evidence of smart contracts as well as the decentralized
peer-to-peer digital money Bitcoin were presented in his study
[17]. Those two essential ideas provide the basis for the
majority of the SLR results that follow and have substantially
influenced the development of blockchain technology. Since
then, the emphasis has migrated to other fields than economics
since it may help firms assure integrity, boost efficiency, and
cut down on redundancies [19], [20]. Implementing smart



contracts may be highly difficult, particularly for non-experts
[20]. Therefore, it is essential to comprehend the speed and
scalability constraints of smart contract functionalities.

Platforms for Smart Contracts Various blockchain sys-
tems allow for the development and processing of smart
contracts, based on a number of factors and traits [21]. In
this part, we identified several crucial technical characteristics
of the five systems that received the most citations throughout
the 30 publications we analysed. In light of the kind of en-
terprise, database, smart contract capability, transaction costs,
accessible languages, consensus process, and administration,
we emphasized the significant distinctions between these plat-
forms.

1) Bitcoin A decentralised digital money network is called
Bitcoin. It makes use of a permissionless blockchain
network to provide an open and permanent record of all
monetary transactions. To create 256-bit long hashes for
documents that can be used confirm the validity, Bitcoin
utilises the cryptographic hash algorithm SHA256 [22].
The use of Bitcoin is severely constrained by the proof-
of-work consensus process that it depends on. The fresh
chain’s block is produced by nodes inside a bitcoin
network by solving an algorithmic puzzle in parallel.

2) Ethereum Created in July 2015, Ethereum is a decen-
tralised online system for financial transactions as well
as other uses. Ethereum is a programmable platform that
allows for the compilation and implementation of pay-
ment systems in a variety of languages, unlike numerous
other blockchains [21]. In fact, Ethereum offers the
Ethereum Virtual Computer (EVM), a Turing-complete
machinery that allows the execution of numerous pro-
gramming languages. The most well-known ones are
Solidity and Vyper, which are mostly utilised in the cre-
ation of complicated smart contracts [21]. Ethereum has
implemented the Proof-of-Work agreement technique to
verify its calculations, following the lead set by Bitcoin.

3) Hyperledger Fabric The Linux Foundation has created
an open-source, decentralized distributed ledger known
as Hyperledger Fabric. Extensive customization of the
consensus process and programming language makes
Fabric one of the most modular and flexible systems
[24]. Hyperledger Fabric is the first blockchain platform
to support general-purpose programming languages such
as Python, Go, Java, JavaScript, and Node.js, using a
plugin consensus framework to customize for specific
use cases. Scalability and performance issues are other
issues Fabric is known to address.

Programming Languages for Smart Contracts
The development of smart contracts on the blockchain is

still in its infancy. As a result, new programming languages are
being developed in accordance with the architecture of each
platform. In fact, the most popular programming languages for
smart contracts are emphasised in this article since it is essen-
tial to see which ones are reinforced by whatever blockchain
stage before starting any project. Due to the intricacy of their

contracts, we decide to concentrate on these four languages.
There are four major languages seen as solidity, viper, rholang
and kotlin, from which two are explained here:

1) Vyper The programming language Vyper was developed
to fend off errors and assaults [22]. It is closely related to
Serpent language and is descended from Python. Due to
Python’s high-level syntax, Vyper offers more efficiency
and trustworthy outcomes compared to Solidity.

2) Rholang A concurrent programming language with be-
havioural typing, Rholang is officially patterned after
Rho-calculus. Rchain blockchain [22] was the first soft-
ware to use this programming language.

Consensus Tools in Smart Contracts Powered by
Blockchain The consensus protocols increase the proper and
effective implementation and execution of a smart contract. In
actuality, a network’s transactions should all be recorded, and
any relevant smart contracts should be carried out. The nodes
of the same network perform these two activities in a unified
and predictable manner. Nodes should first come to consensus
in order to achieve this state.

Recently, several consensus protocols were introduced.
However, Proof-of-Work (PoW) and Proof-of-Stake (PoS) are
the most popular ones.

1) Proof-of-Work (PoW) Every block of blockchains in-
cludes information that has been firmly recorded. Cryp-
tography is a method for creating trust. Miners must
complete a proof-of-work by resolving a mathematical
puzzle in order for the network’s members to produce
and validate a block . Figure 3 depicts the PoW proto-
col’s flow.

Fig. 3: Proof of work [25]

2) Proof-of-Stake(PoS) A network can employ the PoS
method to reach distributed consensus without the en-
ergy loss of PoW. PoS picks the participants that will
build the next block depending on how wealthy they
are, in contrast to PoW’s rewarding mechanism for coin-
miners, which is grounded on completing challenging
problems and systems. Figure 4 depicts the PoS proto-
col’s flow.

RQ2: What Are the Main Use Cases for Smart Contracts
and What Are the Conditions for Using Them?
We concentrated our research and analysis based on the use
cases and goals of smart contracts in order to quantify and
assess the level of business value provided by blockchain-
enabled smart contracts.



Fig. 4: Proof of stake [25]

Use of smart contracts powered by blockchain has spread to
a variety of industries. The three key drivers behind this tech-
nology adoption are data protection, trust, and accountability
[21], [23], [27]. But it could also be used for other things in
some places.

To secure not one data confidentiality and confidence but
also transparency and contaminate material, major application
domains including healthcare, voting, the pharmaceutics, and
the schooling institution have implemented the block chain
technology smart contracts. The same goals of smart contracts
are shared by IoT and data security [24].

The deployment of blockchain-enabled smart agreements
in Smart City applications [27], management of occupational
processes, as well as land registration and land is a conse-
quence of the requirement for trust-based transactions. Data
relevance is another desired feature that the market forecast
[27] discovered in blockchain-enabled payment systems.

Other application domains need efficiency, security, and ef-
ficiency. Relevant examples of these sectors include industrial
output, energy supplies [24], management of supply chains,
and financial [24] [27], [29].

We provide some pertinent instances of platforms for each
application area based on the findings in Table 2. After
comparing the key features of the public blockchain with the
needs for the domain, the platform was selected. Although
Ethereum continues to be the most popular platform owing to
its high information immutableness , it still suffers from major
performance and scalability issues, making it increasingly
probable that alternative platforms will take its place.

NXT [23], for instance, intends to integrate security and
provide efficiency in order to prevent end-to-end deferrals
in the financial sphere. WAVES can be used by application
sectors that want to achieve great result in terms of cost and
time savings since it also increases scalability and speed.

Cross-industry platforms like R3 Corda and EOS [23]
promote confidence and transparency among the network’s
many participants. They are suitable platforms for the supply
chain application domain because of their characteristics.

The secrecy and security of records are a key emphasis
of the Quorum and Hyperledger Fabric platforms. They work
with apps that demand swift private transactions, which are
crucial for patients and other users of the healthcare system.

RQ3: What Factors Aid Organizations in Selecting a
Blockchain Platform?
Practically speaking, we provide a grid of criteria that busi-

nesses may use to select the best public blockchain for their
operations. We defined five key technological characteristics
and requirements for the platform based on the research that
the organisation should support in order to meet its needs.

1) Scalability Application of smart contracts has major
challenges in terms of scalability [20]. In fact, due to
their transaction-intensive nature, several application ar-
eas, like IoT, demand high resilience and scalability [23].
Data storage on the blockchain might lead to serious
scalability problems [sl06]. An organisation must select
a public blockchain that can expand to accommodate
expansion for this reason.

2) Ledger Type Blockchain, a young technology, offers
three types of ledgers: consortia, private, and public. The
network scope determines which ledger category to use.
For instance, anybody can be a lump on public networks.
In grouping networks, nodes are assigned and autho-
rizations are regulated. Permissions are more tightly
controlled in private networks, which leads to very little
decentralisation. Since there are several variations of
blockchain, not all of its systems offer completely open
networks or less decentralised ledgers, like R3 Corda,
which would be exclusively permissioned.

3) The consensus process Some platforms’ usability is
constrained by non-adaptable consensus protocol [20]te,
and an appropriate consensus procedure must provide
security and offer accountability tolerance . It is well
recognised that PoW uses a lot of energy and has a
very low throughput of only 3–7 transactions per second.
There are various protocols and approaches that may
be used to reduce the restriction of this method, such
as Merkle tree [28], to address the scalability problem
for systems that only allow PoW, such as Ethereum.
Platforms based on PoS and DPoS may also be an useful
substitute.

4) Programming dialect The advent of the blockchain has
led to the introduction of several programming lan-
guages [26]. The most well-known of them is Solidity,
a language created expressly for blockchain that was
strongly impacted on JavaScript. As a result, a com-
pany needs to find out which programming languages
a blockchain platform supports. In addition to the four
language categories mentioned above, functional, proce-
dural, declarative, and object-oriented languages (such
as C++ and Python) were also discovered.

5) Smart contracts support Some blockchain platforms
might not support smart contracts, which are in charge
of carrying out actions carried out by ordinary program-
ming languages in a blockchain network. Quorum [19]
is an illustration of this type of platform.

These requirements are not all included in this list. The
simplicity of use, toolchain maturity, and people resources
and capabilities are just a few other variables that might
influence the selection of the best distributed platform. The
five previously stated criteria, however, are the only ones that



this study article focuses on.

5 FUTURE RESEARCH DIRECTIONS OF SMART CONTRACTA
SECURITY

In considering all the options, it is important to keep in
mind that blockchain technology remains in its infancy so it
will take a while and development before it enters the public.
Given that a smart contract is really a ”contract” that is subject
to strict restrictions, the regulatory components of the contract
need also be taken good care of.

Some nations still have legal frameworks from the Eigh-
teenth Century that are over about 140 years old. Since there
is no one body gathering information from the blockchain, it is
possible that data security regulations and the associated con-
sequences for not complying with them may not be effectively
followed.

Decentralization may be wonderful, but some purists may
ignore the worry of having a centralised authority to hold
responsible. There is a potential that someone with superior
technological understanding might make flaws in the shared
ledger directly, which could lead to the loss of information,
revenue, confidence, and ethics.

Nevertheless, people are becoming more knowledgeable
about blockchain as well as its potential. Smart contracts are
evolving to reach a delicate balance between conventional
ideals and contemporary technologies. We may anticipate
smart contracts influencing, if not controlling, each aspect of
our life that is tied to the word ”contract,” once both of them
are in existence and yet when they eventually merge.

6 CONCLUSION

This research undertook a methodical content analysis that
outlined the key characteristics of block chain technology
consensus mechanism and the current state of the art in its
many uses. We analysed a wide range of scientific details
and standards, including the accepted computer languages and
agreement processes, to showcase a large number of network
platforms.

We have a tendency to think that such a research will assist
corporations in comprehending their demands and specifica-
tions for the creation of their smart contracts apps. Indeed,
not all blockchain platforms are appropriate for all networks.
We came to the conclusion that one of the most important
things an organisation should understand about its execution
environment are: (i) check to see if the system deals with
blockchain networks; (ii) verify the consensus protocols aided
by this system; (iii) know what computer scripts, the Software
Development Kits (SDKs) of the runtime environments; and
(iv) exactly what sort of scalability would the solution require.
The firm will be able to select the best blockchain - based
platform thanks to this early diagnosis, which will also assist
to prevent the serious technical problems that can arise in
terms of speed and scale when an agreement is implemented.
The discussion section’s little used practical example brought
attention to the value of our study on smart contracts systems.
In order to enhance the system grid and stay consistent with the

applications areas’ changing needs, future studies can broaden
the original study focus and investigate additional determining
criteria.
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