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Abstract—As we are more and more dependent on the
communication technologies, resilience against any attacks on
communication networks is important to guarantee the digital
sovereignty of our society. New developments of communication
networks tackle the problem of resilience by in-network com-
puting approaches for higher protocol layers, while the physical
layer remains an open problem. This is particularly true for
wireless communication systems which are inherently vulnerable
to adversarial attacks due to the open nature of the wireless
medium. In denial-of-service (DoS) attacks, an active adversary
is able to completely disrupt the communication and it has been
shown that Turing machines are incapable of detecting such
attacks. As Turing machines provide the fundamental limits of
digital information processing and therewith of digital twins, this
implies that even the most powerful digital twins that preserve all
information of the physical network error-free are not capable
of detecting such attacks. This stimulates the question of how
powerful the information processing hardware must be to enable
the detection of DoS attacks. Therefore, in the paper the need of
neuromorphic twins is advocated and by the use of Blum-Shub-
Smale machines a first implementation that enables the detection
of DoS attacks is shown. This result holds for both cases of with
and without constraints on the input and jamming sequences of
the adversary.
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I. INTRODUCTION

The fifth generation (5G) of mobile communication systems
is boosting the digital transformation of our society as it
expanded the use cases from consumer-centric to machine-
centric. New applications such as driverless mobility, health
care, constructions, agriculture, and many more opened new
markets for network operators and manufacturers. With 6G the
use cases even expanded from not only machine-to-machine
but also machine-to-human often referred to as the Tactile
Internet [2] or the Metaverse. The new communication tech-
nologies enable our society to cope with the biggest ubiquitous
problems such as the climate crisis, energy crisis, or local
conflicts.

But as we are more and more dependent on the communi-
cation technologies, resilience against any failure or intended
attackers of communication networks becomes even more im-
portant to guarantee the digital sovereignty of our society. Re-
silience as a core part of trustworthiness has been identified as
a key challenge for 6G and must be understood and addressed
at an unprecedented level [3]. With the aforementioned critical
applications comes the need to address the trustworthiness of
the system and its services. The theory for the formalization
of trustworthiness must comprise different fields [4] and many
central questions and issues are open to date. Most attacks are
performed through the communication network by exploiting
inherent weaknesses of the communication protocol on higher
layers.

To face these challenges, there is the recent trend towards
shifting functionalities from the physical layer to higher layers
by enabling software-focused solutions. Software solutions
have the advantage of short update cycles, adaption to new
situations, and lower costs with respect to CAPEX and OPEX.
The aim is to create an infrastructure that is capable of inter-
connecting highly heterogeneous networks to support several
different verticals.

Promising approaches include the concepts of software-
defined networking (SDN) [5] and network function virtu-
alization (NFV) [6]. The aim of such network virtualization
is to provide software-based solutions for functions, proto-
cols, and operations such that they run on general purpose
hardware and do not require specialized hardware anymore.
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Fig. 1. A digital twin creates a digital description of the physical network
which is then used by appropriate digital computing platform for the detection
of DoS attacks. Here, an optimal digital twin provides a complete character-
ization of the physical system without any information loss.

The placement of the aforementioned network functions can
be realised by the SDN-controller and is often optimized to
minimize the communication latency. This had laid ground
for novel paradigms such as cloud and edge/fog computing,
unique and reconfigurable SDN-NFV architectures and end-
to-end network slicing [7,8]. With this comes the need of
addressing the trustworthiness and security threads due to
network softwarization and the problem of resilience is tack-
led by in-network computing appraoches for higher protocol
layer [9-14]. Initial studies on the algorithmic verification of
trustworthiness based on digital hardware platforms are given
in [15].

The physical layer remains an open problem and, accord-
ingly, this paper studies attacks that are performed directly
at the physical layer with the aim of disrupting the phys-
ical transmission itself. Such attacks can target a specific
single user within the system, but also the overall system
itself. Reliable communication between legitimate users is
the indispensable basis for any information processing. And
particularly wireless communication systems are inherently
vulnerable to adversarial attacks due to the open nature of
the wireless medium and the high number of co-existing
wireless systems which easily disturb each other. Moreover,
malevolent jammers might even jam and harm the legitimate
communication intentionally.

In denial-of-service (DoS) attacks, an active adversary is
able to completely disrupt the communication and it is of
utmost importance to detect such attacks. In the end, the detec-
tion must be done algorithmically on the deployed information
processing hardware.

Within the framework of digital twins, a suitable description
of the physical network is created which is then used by the
corresponding digital computing platform for the detection
task, cf. Fig. 1. In the best case, this digital twin provides
the complete description of the physical network, i.e., all
parameters and components of the physical system are com-
pletely characterized by a digital description. To this end,
all parameters and components of the physical system are
described by programs that provide suitable digital objects for
these for every given approximation error. This means that

an optimal digital twin provides a description of the analog
physical system without any information loss. In the following,
we will assume such optimal digital twins.

To date, practical information processing hardware plat-
forms are digital and Turing machines [16—18] provide fun-
damental performance limits for today’s digital information
processing and therewith immediately also for digital twins.
Accordingly, Turing machines are therefore the ideal frame-
work to study whether or not it is in principle possible to detect
DoS attacks with the help of digital twins. Thus, a suitable
Turing machine needs to decide whether or not an adversary
is able to perform a DoS attack for a given communication
scenario. A negative answer has been obtained in [19], where
it has been shown that there is no Turing machine that can
algorithmically detect a DoS attack; even for such optimal
descriptions by optimal digital twins. This shows that even
with the most powerful digital twin and the most powerful
digital computing platform (given by Turing machines), the
detection of DoS attacks is impossible.

Turing machines can only operate with rational numbers and
computable real numbers are then those that can be effectively
approximated by computable sequences of rational numbers.
The non-detectability of DoS attacks stimulate the questions
of whether this comes from the fact that Turing machines
approximate computable real numbers with the help of rational
numbers and how powerful a twin and the corresponding
information processing hardware platform must be to enable
a successful detection of DoS attacks.

In this paper, we advocate the need of neuromorphic twins
that are based on neuromorphic computing hardware plat-
forms. Obviously, it is not clear if these can be realized with
the hardware technology that used to date in communication
systems, since it would require the processing and storage of
arbitrary real numbers.

Over the last years, new electronic hardware platforms for
neuromorphic computing have been developed and particularly
the industry (such as IBM, Intel, or Samsung) made some
significant progress in the development of powerful neuro-
morphic processors. A suitable computing model for this had
been proposed in 1989 by Blum, Shub, and Smale [20]. They
proposed a general computing model over an arbitrary ring or
field. Note that if this is chosen to be Zs = {{0, 1}, +, -}, then
these Blum-Shub-Smale (BSS) machines recover the theory
of Turing machines. In addition, there are very interesting
connections to the theory of semialgebraic sets.

BSS machines are further relevant for the field of biocom-
puting. In [21] it has been conjectured that BSS machines
provide the basis for biocomputing. Biocomputing covers all
different scales of computing in living organisms ranging from
computing in cells to computing in the brain.

In this paper, we consider such BSS machines and study
whether or not these are capable to detect DoS attacks. We
prove that such attacks are indeed detectable by BSS machines
showing that an implementation based on neuromorphic twins
enables the algorithmic detection of DoS attacks. This result is
shown to hold for both cases of with and without constraints
on the input and jamming sequences of the adversary. For this
purpose, it is further shown that the set of all channels for
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Fig. 2. Communication system with an active adversary as in [19]. The
Jammer tries to disrupt the communication between Alice and Bob by sending
an own jamming sequence. A Jammer with partial knowledge knows the
encoder E and decoder ¢ and can choose its jamming strategy accordingly.
A Jammer with full knowledge is further aware of the actual message M (or
the codeword X™ = X"™(M)) and can adapt its jamming sequence to each
particular message accordingly.

which a DoS attack is possible, is a semialgebraic set and can
therefore be described by finitely many polynomial equations
and inequalities.

Notation

Discrete random variables are denoted by capital letters and
their realizations and ranges by lower case and calligraphic
letters, respectively; N and R are the sets of non-negative
integers and real numbers; P(X) denotes the set of all
probability distributions on X and CH(X;)) denotes the set
of all stochastic matrices (channels) X — P(}).

II. SYSTEM MODEL AND PROBLEM FORMULATION

In this section, we introduce the communication system
model and formulate the main problem.

A. Communication System Model

The communication system of interest is shown in Fig. 2.
Here, a transmitter Alice wants to transmit a message reliably
to a receiver Bob, while an active adversary (or Jammer)
tries to disrupt the transmission by sending an own jamming
sequence. To this end, the Jammer can choose this jamming
sequence based on its knowledge about the legitimate com-
munication. A Jammer with partial knowledge is aware of the
overall system design, i.e., the encoder and decoder used by
Alice and Bob, respectively, while a Jammer with full knowl-
edge further knows the actual message that is transmitted. We
also refer to [19] for a detailed introduction and discussion on
these two cases.

As Alice and Bob have no prior knowledge about the
jamming strategy of the Jammer and how the channel will be
disturbed, they have to be prepared for the worst: A channel
that may vary in an arbitrary and unknown manner from
channel use to channel use. The concept of arbitrarily varying
channels (AVCs) [22-24] is a suitable model to capture the
effects of such unknown varying channel conditions.

To this end, let X and ) be finite input and output
alphabets and & a finite state (jamming) alphabet. The
channel from Alice to Bob is then given by a stochastic
matrix W : X x § — P(Y) which we interchangeably
write as W € CH(X,S;)). For a fixed jamming sequence

s™ € 8™ of length n, the discrete memoryless channel is
W (y™|z", s™) =[]y W(y;|zs, s;) for all input and output
sequences " € X™ and y"” € Y".

Definition 1. The arbitrarily varying channel (AVC) 20 is
given by
0 = {W(lv S)}

seS”’

For the characterization of the capacity of an AVC, we need
the concept of symmetrizability [25].

Definition 2. An AVC is called symmetrizable if there exists
a stochastic matrix U : X — P(S) such that

> Wyle,$)U(s[&) = > W(yl, 5)U(s|x)

seS seS
holds for all z,Z2 € X and y € ).

Intuitively, this captures the ability of the Jammer to “emu-
late” valid channel inputs making it impossible for the receiver
to distinguish whether the channel output comes from a valid
codeword sent by Alice or the jamming input of the Jammer.

1) Jammer with Partial Knowledge: This accounts for all
those jammers that know the encoding and decoding functions
of the legitimate users, but not the transmitted message. This
is captured very well by an AVC under the average error
criterion, cf. also [19] for further details. In this case, the
concept of symmetrizability suffices to completely characterize
the capacity.

Theorem 1 ([25,26]). The capacity C(20) of an AVC 25
under the average error criterion is

mingep(s) C(Wy)  if W is non-symmetrizable

0 if 20 is symmetrizable

C(90) = {

with C(W,) the regular Shannon capacity of the averaged
channel Wy (ylz) =3 .5 W(ylz, s)q(s), ¢ € P(S).

In this paper, we are particularly interested in DoS attacks
for which the Jammer is able to completely disrupt the
communication. We denote the set of all these channels for
which a DoS attack is possible by Mp,s. Then Theorem 1
immediately reveals that such attacks are exactly possible
whenever the channel is symmetrizable so that

Mpes = {QIT : 920 is symmetrizable}

and Mg = {20 : 20 is non-symmetrizable}. Thus, it
immediately allows to analytically decide whether or not DoS
attacks are possible.

2) Jammer with Full Knowledge: This accounts for all
those jammers that know the encoding and decoding functions
of the legitimate users and that are further aware of the actual
transmitted message. This can be modeled by an AVC under
the maximum error criterion, cf. also [19] for further details.
Although the capacity is not known in this case, a condition
has been established (similar to the symmetrizability condition
in the average error case) that allows to characterize exactly
when the capacity is zero and therewith when a DoS attack is
possible.
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Fig. 3. Information processing hardware platform for the algorithmic detec-
tion of DoS attacks. It gets the parameters X, ), and the AVC 20 as inputs
and then computes whether or not a DoS attack is possible. At this point, the
hardware platform is not further specified and can be either digital, i.e., given
by a Turing machine, or, for example, neuromorphic which would then lead
to a BSS machine.

Theorem 2 ([26]). For an AVC under the maximum error
criterion, we have for the capacity Cyq,(20) > 0 if and only
if there exists x,& € X with

W, z)NZ(W,z) =10 (D)
where

IO, z) = {p e P(Y) :3q € P(S)

st ply) = 3 Wile, s)a(s) |-
seS
(2)

Similarly as above, we denote the set of all channels for
which a DoS attack is possible by Mpos and we see that Mpos
can be characterized with the help of (1) and (2). Thus, also
in this case, we can analytically immediately decide whether
or not a DoS attack is possible.

B. Problem Formulation

The previous discussion and results show that it can ana-
lytically be decided whether or not DoS attacks are possible.
The question is now whether or not such DoS attacks can
also be detected algorithmically, i.e., on a suitable information
processing hardware platform as visualized in Fig. 3 and with
the help of digital twins as initially motivated in Fig. 1. This
leads to the following question.

Question: Is there an information processing hardware
platform that takes the channel and its parameters as
inputs and then algorithmically decides whether or not
a DoS attack is possible?

We emphasize that this question has been posed in a
very general form in the sense that the underlying hardware
platform has not been specified so far. To date, practical
information processing hardware platforms are digital includ-
ing digital signal processing (DSP), field gate programmable
array (FPGA) platforms, and even current supercomputers. As
Turing machines provide the fundamental performance limits
for today’s digital information processing hardware platforms,
they are therefore the ideal concept to study whether or not
DoS attacks can be detected on digital hardware platforms in
general.

The algorithmic detection of DoS attacks on Turing ma-
chines has been studied in detail in [19]. Unfortunately, the
following negative answer has been obtained.
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Fig. 4. In addition to the digital twin of the physical network, a second digital
twin is employed that provides a digital description of the attack strategy space
in addition to the description of the physical network. Both are then used for
the detection of DoS attacks.

Theorem 3 ([19]). Let X, Y, and S be arbitrary finite alpha-
bets. Then there is no Turing machine that can detect a DoS
attack. This result holds for both cases of jammers with partial
and full knowledge.

This shows that the detection of DoS attacks remains
impossible with the hardware technology that is used to
date in communication systems. In addition, this also shows
the fundamental limitations of digital twins for such tasks.
Note that this includes even the more general case where a
second digital twin is employed that further provides a suitable
characterization of the attacker’s strategy space as visualized
in Fig. 4.

This and the industry’s progress in the development of neu-
romorphic processors stimulate the question of how powerful
the information processing hardware and corresponding twins
must be to enable such a DoS detection. To account for this,
we consider in the following a more general computation
model based on BSS machines that allows the processing
and storage of arbitrary real numbers. We will show that
such BSS machines and therewith corresponding neuromor-
phic twins will always enable the detection of DoS attacks.
A detailed description of such neuromorphic twins will be
given in Section IV, but the crucial part is the following:
We map the complete problem of DoS detection from the
physical system into neuromorphic information and neuromor-
phic computing hardware. This includes the description of the
physical network into corresponding neuromorphic ones, i.e.,
a neuromorphic twin and neuromorphic computing.

III. BSS MACHINES AND SEMIALGEBRAIC SETS

Here we introduce and discuss BSS machines and semial-
gebraic sets. These concepts will be needed subsequently.

A. Blum-Shub-Smale Machines

The BSS machine has been introduced by Blum, Shub, and
Smale in 1989 [20]. This concept is a suitable candidate of
a general computing model that reflects the implicit assump-
tions on the computability of capacity expressions. The BSS



machine can store arbitrary real numbers, can compute all
field operations on R, i.e., “4” and “-”, and can compare real
numbers according to the relations “<”, “>”, and “=".

At the top level, a BSS machine is similar to a Turing
machine in the sense that it operates on an infinite strip of tape
according to a so-called program. This is a finite directed graph
with five types of nodes associated with different operations:
input node, computation node, branch node, shift node, and
output node. For a detailed introduction and description of
BSS machines and programs running on BSS machines, we
refer the reader to [27,28] and references therein.

Definition 3. BSS-computable functions are input-output maps
@ of the BSS machine ‘B, i.e., for every input x, the output
@ () is defined if the ouput is reachable by the program of
the BSS machine 8.

In the sequel, we will further need the concepts of BSS-
decidability and BSS-semidecidability which are defined next.

Definition 4. A set A C RY is BSS-decidable if there is a
BSS machine BSGS 4 such that for all x € RY we have
BSG 4(x) = xa(x), ie., the characteristic function y 4 of
the set A is BSS-computable.

Definition 5. A set A C RY is BSS-semidecidable if there is
a BSS machine 866 4 with only one output (halting) state
and that stops for input € R if and only if x € A.

Some remarks are in order:

1) A set A is BSS-semidecidable if and only if there is a
BSS machine that has only one halting state and that
accepts only = € A.

2) A set A is BSS-decidable if and only if A and A€ are
both BSS-semidecidable.

B. Semialgebraic Sets

We further need the concept of semialgebraic sets which is
briefly introduced. For a detailed introduction and discussion,
we refer the reader to [29] and [30]. Next, we follow [31] and
define the class of semialgebraic sets as follows.

Definition 6. The class of semialgebraic sets in R" is the
smallest class of subsets of R™ that contains all sets {x €
R™ : p(x) > 0} with real polynomials p : R" — R and that
is further closed under finite intersection and union as well as
complement.

It follows from the Tarski-Seidenberg Theorem [32,33]
that semialgebraic sets are closed under projection, i.e., if
P : R* — R™ is a projection map and C C R" a
semialgebraic set, then P(C) C R™ is also a semialgebraic
set. Further, the interior C°, closure C, and therewith also
the border C = C\C° of a semialgebraic set C are also
semialgebraic sets.

It follows that a formula ¥ involving polynomials with
logical operations “A”, “V”, “=” and quantifiers “V”, “3” is
a semialgebraic set as well, cf. for example [34]. Taski found
an algorithm that takes a semialgebraic set C and a formula
¥ as above as inputs and transforms it into a semialgebraic
set without quantifiers in R®. This allows us to eliminate all

quantifiers in semialgebraic sets algorithmically. Subsequently,
the complexity of this elimination process has been reduced
significantly compared to the proposed algorithm by Tarski, cf.
[34] and references therein. However, for many applications
in information theory it still remains to high.

IV. BSS-DETECTABILITY OF DOS ATTACKS

In this section we study the detectability of DoS attacks
with the help of BSS machines and therewith the capabilities
of neuromorphic twins for such tasks.

A. Jammer with Partial Knowledge

Here, we show that BSS machines can detect DoS attacks
performed by jammers with partial knowledge. For this pur-
pose, we need the following result which is also of interest
on its own. We will construct a simple BSS-computable
(linear) bijective function that maps the set CH(X,S;))
to a subset in RIFISIYI The inverse function will also
be BSS-computable. Of particular interest will be image of
CH(X,S;Y) in RI*ISIYI which is characterized next.

Theorem 4. Let X, Y, and S be arbitrary finite alphabets.
Then the sets Mp,s and M, ¢ are semialgebraic sets.

Proof: The aim is to construct a bijective function ¢ :
CH(X,S;Y) — RIFISIYVI with ¢t maps W to ¢(WW). For the
computability, the same is required for the inverse function.

We map every channel W € CH(X,S;)) to a vector t €
RIXISIYI a5 follows:

ti1,
¢ . ﬁk,l(l) W<1|kal)
t= t1,|8\ with ¢, = : = :
2,1 : :
tea (1Y) W(DIlk,1)
tix|s|
3)

with 1 < k < |X|and 1 <1 < |S|. Let Tep C RIFISIVI be
the set of all vectors t with

tea(r) 20 1<r<[Y[1<k<|X[,1<I<[S], 4

and

a4

Z tk,l(r) =1

This defines a bijective mapping between CH(X,S;)) and
Ten C RIXISIYVI The inequalities (4) and equations (5) are
polynomials so that 7o C RIFISIV] is a semialgebraic set.

Similarly, we map every channel U € CH(X;S) to a
vector u € RISII¥I We follow the same line of thinking as
above and obtain then a bijective mapping between CH(X; S)
and Uey C RISIXIL Likewise, the set Uey < RIXNISI js a
semialgebraic set.

1<k<|XL1<I<[S. (5



Now, we consider the pairs of vectors (,u) € RIFIISIVI x
RISII¥I and the corresponding set Tcy X Ucy is then a semi-
algebraic set in RI*IISIY]x RISIXI We define the polynomial
P with

ukz

= 2 2|2tk

X Y lsl
]i)l,k?Q 1r=1 =

(6)

S| 2
- Ztkz, ukl ‘|

and consider the set
N = {(t,u) e RIXISIVI 5 RISIXI . pg, ) = o}.
Then the intersection
NN Ter NUen

is a semialgebraic set since it is a finite intersection of
semialgebraic sets. For a pair of vectors (t.,u.) we have
(te,us) € N N Tey NUcy if and only if P(t,,u.) = 0
and t, € Tey, us. € Uey. With W, being the corresponding
channel to ¢, and U, being the corresponding channel to .,
it holds for all z,2’ € X

> | S wsa)
yeY -seS
— Z {Z W.(yls, z")U.

yeY -sES

U (o)

(sl

which means that we have W, € Mps.

Reversely, every channel W € Mp,g with corresponding
symmetrizing channel U belongs to the set N' N Tey NUcey
via the mapping to ¢ and w.

We now consider the set

Thes = {t :Ju e RIS st (¢, u) e NN Ten ﬁl/lca}-

The algorithm of Tarski, cf. Section III-B, can now be used to
eliminate the existence quantifier algorithmically, i.e., also the
set Tpos C RIFISIVl s a semialgebraic set. Then there exist
polynomials Py, ..., Pys, @1, ..., Q1 with

Tows = {t: Pu(t) =0.1<m < M
and Qi(t)zo,lgigl}.

Now, we have W € Mpes < t(W) € Tpos which shows
that Mpos is a semialgebraic set proving the first part of the
theorem.

Now, we move on to the second part. The polynomi-
als Py, ..., Py, Q1, ..., Q1 from Tpos can be computed from
N N Tey NUey by using the algorithm of Tarski. We define

the set
Pos = {(t,u) € RIXISIVI « RSIIXT P(t,u) # 0}.

From the definitions it is clear that this set can actually be
expressed as

P = {(t,u) e RIXISIVE « RSIXL . p(¢ ) > 0}.
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Fig. 5. A neuromorphic twin of the form (7¢y,Uc, P) that provides
a suitable description of the physical network which is then used for the
detection of DoS attacks. Note that this structure differs to the one of the
digital twin.

Obviously, this set is also a semialgebraic set and so is the
intersection PosN Ty Ncy. We have (¢, 1) € PosNTenNUcn
if and only if for corresponding channels W € CH(X,S;))
and U € CH(X;S) it holds

> X[ S wls e

z,x' €X ye)y -seS
- E W (yls,x")
s€S

s|z’)

|x)} 2 > 0.

This yields the set
7;10])05 = {t Yu € R‘SH-Xl
it holds (£, 1) € Pos N Tes N MCH}.

From the algorithm of Tarski it follows that all quantifiers can
algorithmically be eliminated. As a consequence, Thopos 1S @
semialgebraic set and we have W € My if and only if
t € Tropos- This completes the sketch of proof. |

Remark 1. In the proof of Theorem 4, we provide an “encod-
ing” of the physical network into a neuromorphic twin, i.e., a
neuromorphic description of the actual communication system.
This is provided by (3)-(5). The basis for the corresponding
computing problem is then given by (3)-(5) together with
(6). The corresponding neuromorphic twin together with the
neuromorphic computing hardware is visualized in Fig. 5.

Now we are in the position to prove the main result which is
the detectability of DoS attacks on BSS machines. This shows
that the detection task is indeed solvable on neuromorphic
computing hardware which provides a positive answer to the
question posed above.

Theorem 5. Let X, ), and S be arbitrary finite alphabets.
Then there exists a BSS machine %6 : CH(X,S;)) —
{“yes”, “no”} that outputs B(W) = “ves” if and only if
2 € Mpys, i.e., the problem of detecting DoS attacks is BSS-
decidable.

Sketch of Proof: A set M is a set of all accepted inputs of
a BSS machine if and only if it can be expressed as a countable



union of semialgebraic sets, cf. [20, 27, 28]. Note that we want
to satisfy a very strong requirement on the detectability: We
consider only such BSS machines that always stop for all
possible inputs. Such a BSS machine has then two possible
outputs: Either the channel (obtained as input) is in the set M
or not.

From Theorem 4 we know that both Mpes and Mg ¢ are
semialgebraic sets. As a consequence, there exists two BSS
machines ‘B; and ‘B, with: B accepts exactly all channels
20 with 20 € Mpes and B, accepts exactly all channels 25
with 20 € M{ .

Now, we can construct a BSS machine B, as follows: With
W € CH(X,S;Y) as input, we start both BSS machines 98
and ‘B, in parallel. We know that one of both BSS machines
must stop. If 9B, stops, then we set B, (20) = “yes”. If By
stops, then we set B,(20) = “no”. This provides a BSS
machine that solves the desired decision task which completes
the proof. ]

B. Jammer with Full Knowledge
Next, we establish the same results for the case of jammers
with full knowledge.

Theorem 6. Let X, Y, and S be arbitrary finite alphabets.
Then the sets Mp,s and Mgos are semialgebraic sets.

Sketch of Proof: We use the same function ¢
CH(X,S;Y) — RIXISIVI a5 defined in the proof of The-
orem 4. We further define the function uw as follows: For

1 <k<|X,1<1<]|X],and Py,; € P(S) arbitrary,
we define
Ui,
u U, x| e RISIX?
U2,1
U|x|,| x|
with
P (1)
U, = : € R‘Sl
Py.1(1S])
We set

Tew = {u Cupy(r) > 0,1 <1 < |S|,1 < k1< |X]
and > wp(r) = 1,1 < k1< \X|}

and observe that 7 ¢y C RISII¥ ” is a semialgebraic set. We
further define the polynomial

X [IS

Pltu)= D> > D tra(r)uk k()

kiko=17=1 [ I=1

Channel
W™y, s™)

Fig. 6. Communication system with an active adversary subject to state and
input constraints. The Jammer is limited to those jamming sequences that
satisfy the state constraint A. Similarly, the transmitter can only use such
codewords that satisfy the input constraint .

for (t,u) € RI¥ISIVI » RISIX® With this polynomial and
the set 7cy we can follow the derivation in the proof of
Theorem 4 to show the desired result. The details are omitted

for brevity. [ ]

Theorem 7. Let |X, ), and S be arbitrary finite alphabets.
Then there exists a BSS machine B : CH(X,S;Y) —
{“yes”, “no”} that outputs B(2) = “yes” if and only if
20 € Mpys, i.e., the problem of detecting DoS attacks is BSS-
decidable.

Proof: The proof is similar to the proof of Theorem 5
where we now have to use Theorem 6. The details are omitted
for brevity. [ ]

V. STATE AND INPUT CONSTRAINTS

From a practical point of view, it is important to take
constraints on the admissible jamming and input sequences
into account as visualized in Fig. 6. A jamming sequence
transmitted by an adversary will always be subject to a power
constraint. The same applies to the legitimate transmitter,
where admissible input sequences are also limited by a corre-
sponding transmit power constraint.

We will first consider the case where only the jamming
sequences are limited by a power constraint. Subsequently,
we will generalize this by also taking constraints on the input
sequences into account.

A. State Constraints

Here, we consider the case of state constraints for the
jamming sequences of the adversary. We follow [24,35] and
introduce the state constraints as follows. For state sequence
s" = (81, ..., $p) we define the cost function

15" = = (s

and assume as in [35] that minges {(s) = 0. If we have A >
maxges [(s) for a given state constraint A > 0, then the state
constraint is inactive. For what follows, we need the definition
of a type.

Definition 7. The type of a sequence s" = (s1, 82, ..., 8p) €
8™ of length n is a distribution P € P(S) defined by



p(a) == LN(a|s") for every a € S, where N(a|s") denotes
the number of indices ¢ such that s; =a,i=1,...,n

Let p € P(X) be fixed but arbitrary and not necessarily
a type. Let A be the power constraint of the jammer. For
W € CH(X,S;Y) let U(W) be the set of all matrices that
symmetrize the channel (assuming that this set is non-empty).
If for a type P, we have

2D Pl

reX se€S

Ao(P) =

mln
UeU(W)

I(s) <A, (D)
then the adversary is able to symmetrize the channel as the
costs /A are less than the state constraint A. As a consequence,
there exists no code with positive rate and a DoS attack is
possible in this case. We denote the set of channels W &
CH(X,S;Y) such that (7) is satisfied by Mg, (P, A), where
this set is defined for general P € P(X) and not necessarily
types only. Similarly, ./\/lsgym(P, A) is the corresponding set of
channels where (7) is satisfied with < A.
On the other hand, if for a type P, we have

2.2 Pl

rzeX seS

min

A =
o(P) UeU(W)

I(s) >4, (8

then a code with positive rate exists, cf. [24], and a DoS attack
is not possible. Intuitively, this is the case because the costs
Ap for symmetrizing the channel would exceed the available
cost budget A.

Note that the remaining case of equality, i.e., for Ag(P) =
A, remains open. We have the following result.

Theorem 8. Let X, ), and S be arbitrary finite alphabets.
Further, let P € P(X) and A > 0 be arbitrary but fixed.
Then the sets M, (P, A) and M, (P, A) are semialgebraic

sym sym
sets.

Proof: 1t is sufficient to show the result for Mg, (P, A).
The other case M3, (P, A) can be proven in the same way.
The proof heavily relies on the proof of Theorem 4 and we
will, accordingly, point out the modifications.

We use the same vector £ € RIFISIYI a5 in Theorem 4,
which defines the set 7cy (P, A). Similarly, also use u €
RISl and define one new inequality for w to account for
the state constraints as follows:

|x] IS

Z Z P(k)ug(r)i(r) < A 9)

k=1r=1

This inequality (9) is linear in w and, therewith, defines a
semialgebraic set. With this, the rest of the proof follows as
in Theorem 4 and is omitted for brevity. [ |

With this, we immediately obtain the following result.

Theorem 9. Let X, ), and S be arbitrary finite alphabets.
Further, let P € P(X) and A > 0 be arbitrary but fixed. Then
the sets M, (P, A) and M, (P, A) are both BSS-decidable.

syn( sym
Proof: With Theorem 8, the proof follows as in Theo-

rem 5 and is omitted for brevity. ]

Some discussion is in order.

1) These results do not provide a complete characterization
of DoS attacks, since it is not clear, what happens in the
case of equality in (7).

2) If P € P(X) is a type and fixed, condition (7) is
sufficient for a DoS attack being possible. Note that the
code needs to have the property that all codewords must
be of type P. Note that this is only sufficient but not
necessary, since it could be the case that there is another
type P € P(X) for which a Do$ is not possible.

3) Condition (8) is sufficient for a DoS attack not being
possible if P € P(X) is a type and fixed. This
corresponds to the complementary set Msym(P, A) and,
accordingly, this set is also semialgebraic and therewith
BSS-decidable. This means we immediately obtain the
following result.

Theorem 10. Let X, Y, and S be arbitrary finite alphabets.
Further, let P € P(X) and A > 0 be arbitrary but fixed. Then

the set MZ,, (P, A) is BSS-decidable.

B. Input and State Constraints

Finally, we address the most general case by further con-

sidering a constraint on the input sequences. For z" =
(z1,...,x5) we define the cost function
1 n
~ Z g9(@i)
i=1
and assume as in [35] that mingcy g(z) = 0. If we have

I' > max,cx g(x) for a given input constraint I" > 0, then
the input constraint is inactive. We further define

P)=3_ Pla)g(x)

reX

Based on the discussion above for the case of state con-
straints only, we can now state conditions for the general case
including both state and input constraints. We define

MD()S(F, A) = {W

max

: JAPW) < 4}
PeP(X),g(P)<

with

A(P,W) Uerlzl/[lIéV)IGZX;P I(s),

cf. (7) and (8), which describes the set of all channels for
which a DoS attack is possible under state constraint A and
input constraint I' for a Jammer with partial knowledge.
Similarly, we can define the corresponding set Mpos (I, A)
for a Jammer with full knowledge. We have the following
result.

Theorem 11. Let X, ), and S be arbitrary finite alphabets.
Further, let A > 0 and I' > 0 be arbitrary but fixed. Then the
sets Mpos(I', A) and Mpos(I', A) are both BSS-decidable.

Proof: We can prove the desired result by extending the
proof for the case of only state constraints in Theorem 8.



In addition to the vectors ¢ € RI€ISIYI and u € RIS,
we consider the vector

p(1)
p= : eRI*I pePx)
p(|X[)
with
p(l) >0, 1<1<|X,
|x]
Zp(l) =1, and
1=1
|x]

> pg() < T
=1

We observe that this defines a semialgebraic set in Rl which
we denote as P(g,I"). Now, the variables

(t,u,p) € RIFISIVI 5 RISIXI o RI¥]

with (t,u) € Tew(P,1,A) x Uey and p € P(g,I") C RI*I,
Now, the set of vectors (¢, u,p) with these properties are a
semialgebraic set which we denote as A(g, I, A).

We observe that W € Mp,s(I, A) is true if and only if
for all p € RI?*! there exists a w € RISII¥I with p € P(g, I)
and t € Tey (P, 1, A) so that (¢, u, p) is in A(g, [,1, A). Since
A(g,T,1, A) is a semialgebraic set, the set of all these ¢ is a
semialgebraic set and therewith also the set Mpos(, A) is a
semialgebraic set. This allows us to use the Tarski-Seidenberg-
Theorem to eliminate all the quantifiers in Mpes (I, A).

The derivation for Mpos (I, A) follows accordingly which
completes the proof. ]

VI. DISCUSSION

In this paper, we have studied the detectability of DoS
attacks. In [19] it has been shown that this problem cannot be
solved algorithmically on Turing machines. It has subsequently
been shown in [36,37] that Turing machines are not capable
of algorithmically detecting DoS attacks on communication
systems with feedback. These results show the limitations of
today’s information processing hardware and the framework
of digital twins. Even if the best possible digital twins and
the best possible digital computing platform are used, the
detectability of DoS attacks remains impossible.

Recently, the limitations of Turing machines and therewith
of digital twins have been observed for communication sys-
tems. In particular, it has been shown that the deterministic
capacity of arbitrarily varying channel [38], the capacity of
finite state channels [39,40], and the identification capacity
with feedback [41] are not computable on Turing machines.
To this end, it has further been shown that optimal informa-
tion processing schemes for several problems are not algo-
rithmically constructible. This shows the fundamental limits
of a computer-aided information processing design. Such a
behavior has been shown for compound and block fading
channels in [42] and [43]. In addition to that, there is no
Turing machine that takes a discrete memoryless channel
(DMC) as an input and then algorithmically computes optimal,

i.e., capacity-achieving, codes [44]. This also motivates the
analysis of more general hardware platforms, i.e., those that
go beyond the standard digital hardware, from a computing
perspective; even if such hardware platforms cannot be built
with today’s technology.

BSS machines provide a suitable computing model for
neuromorphic processors and therewith provide the basis for
corresponding neuromorphic twins. Recently, there has been
significant progress in the development in such neuromorphic
processors. In particular, prototypes have been developed
with an analog signal processing that show a significantly
reduced energy consumption compared to digital processors.
This already makes them particularly interesting for machine
learning approaches in signal processing as solutions on digital
hardware have shown a huge energy consumption. Further,
BSS machines have been proposed to be a suitable computing
model for biocomputing in living organisms on all scales
ranging from computing in cells to computing in the brain
[21]. In addition to this, in this paper we observe additional
new features of neuromorphic computing solutions: They are
capable to solve practically relevant problems with guaranteed
performance that are impossible to solve on traditional digital
hardware.

In this paper, we have considered BSS machines and have
shown that DoS attacks become indeed detectable on such
computing models that are able to process and store arbitrary
real numbers. The results reveal that the symmetrizability
condition can be expressed as independent polynomial equa-
tions and inequalities so that the question of detectability is
then completely characterized by polynomials and therewith
by semialgebraic sets. The set of AVCs that satisfy this
condition further involves an existence quantifier which can
be eliminated by the Tarski algorithm. Thus, there exists a
BSS machine that can decide for every AVC whether or not a
DoS attack is possible. In contrast to this, such a elimination
of quantifiers is not possible on Turing machines provides a
reason that this decision problem is not solvable on Turing
machines.

The problem of detection DoS attacks on communication
systems is relevant by itself but is further of fundamental
importance for the verification of trustworthiness. This gives
evidence that also for trustworthiness verification, the under-
lying hardware platform must be taken into account for the
implementation. For example, this means that even if it has
been shown that a certain procedure is trustworthy, it can
become non-trustworthy if it need to be implemented on a
digital hardware where such a corresponding implementation
can never be trustworthy [15]. This is exactly the behavior that
we have seen for the detection of DoS attacks. This makes
the use of neuromorphic processors very interesting for the
implementation of trustworthiness.
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