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1 Introduction and basic definitions

We will introduce here only some basic notations and definitions on Boolean
and p-ary functions (where p is an odd prime); the reader can consult [2, [3]
9, [8, [9], for more on these objects and their cryptographic properties.

For a positive integer n and p a prime number, we denote by F) the
n-dimensional vector space over IF,, and by F,» the finite field with p"

*Corresponding author


http://arxiv.org/abs/2210.12249v1

elements, while Iy, = Fyn \ {0} will denote the multiplicative group. For
a # 0, we often write % to mean the inverse of a in the multiplicative group
of the finite field under discussion. We use #S to denote the cardinality
of a set S. We call a function from Fyn (or Fy) to Fy a p-ary function on
n variables. For positive integers n and m, any map F : Fyn — Fpm (or,
Fy — ') is called a vectorial p-ary function, or (n,m)-function. When
m = n, F' can be uniquely represented as a univariate polynomial over I,
(using some identification, via a basis, of the finite field with the vector
space) of the form F(x) = Zfigl a;x', a; € Fyn, whose algebraic degree
is then the largest Hamming weight of the exponents ¢ with a; # 0. To
(somewhat) distinguish between the vectorial and single-component output,
we shall use upper/lower case to denote the functions.
As customary, we will use the following concepts:

1. The absolute trace Tr, and the relative trace Trp /7 m defined as
n_g
Ty, jr,m (T) = 2202

2. Given a p-ary function f : Fyn — Fpn, the derivative of f with respect
to a € Fpn is the p-ary function D, f(z) = f(x+a) — f(x), for all x €
Fpn.

mi
P,

3. For an (n,m)-function F', and a € Fyn,b € Fym, we let Ap(a,b) =
#{r € Fpn : F(x +a) — F(z) = b}. We call the quantity 0p =
max{Ap(a,b) : a,b € Fyn,a # 0} the differential uniformity of F'. If
0r = 0, then we say that F' is differentially d-uniform. If m = n and
0 = 1, then F is called a perfect nonlinear (PN) function, or planar
function. If m = n and 0 = 2, then F is called an almost perfect
nonlinear (APN) function. It is well known that PN functions do not
exist if p = 2.

4. As defined in [6], for an (n,m)-function F, a € Fy» and ¢ € Fpm,
the (multiplicative) c-derivative of F' with respect to a € Fpn is the
function

DoF(x) =F(x+a) — cF(x), for all z € Fpn.

We let the entries of the c-Difference Distribution Table (¢-DDT) be
defined by Ap(a,b) = #{z € Fpn : F(x + a) — cF(xz) = b}. We call
the quantity

Ap =max{:Ap(a,b)|a € Fpn,b € Fym and a # 0 if ¢ = 1}

the c-differential uniformity of F.



5. If 6p. = 0, then we say that F'is differentially (c, §)-uniform (or that F'
has c-uniformity §, or that F' has d-uniform ¢-DDT). If 6 = 1, then F
is called a perfect c-nonlinear (PcN) function (certainly, for ¢ = 1, they
only exist for odd characteristic p; however, as shown in [6], there exist
PcN functions for p = 2, for all ¢ # 1). If 6 = 2, then F is called an
almost perfect c-nonlinear (APcN) function. When we need to specify
the constant ¢ for which the function is PcN or APcN, then we may
use the notation ¢-PN, or c-APN. Note that if F' is an (n,n)-function,
then F'is ¢-PN if and only if .D,F' is a permutation polynomial.

6. As in [I1], let F : Fyn — Fpn be a power function F(z) = ¢ with c-
differential uniformity .Ap. Denote by cw; = #{b € Fpn : 0p(1,b) =
i}. We define the c-differential spectrum of F as the multiset S =
{ew; : 0 <i < Ap and w; > 0}.

NB: Note that, for a = 0, for a power function F(z) = z?, where
k = ged(d,p™ — 1), the equation F(x + a) — cF(z) = b becomes (1 —
c)z? = b. If k = 1, the equation has a unique solution. If k¥ > 1, and
b/(1 —¢) = ¢g°, for some s, where g is a primitive element of the field,
the equation has solutions (namely & of them) if and only if k| s. In the
computation of the differential or c-differential uniformity for a power
frunction, for a # 0, it is customary to replace a by 1, since an equation
of the form (z + a)? — cx? = b is equivalent to (y + 1)? — 'y? = ¥,
where y = z/a, V' = b/a?,d = ¢/a’.

In [T, Theorem 4], it was proved that for any monomial function z,

for ¢ # 1,

cAF CAF
> wi =Y (i) =p"
i=0 =0
and A
cRAF
Ny
2(12 cwi) = = —ged(d, p™ — 1),
i=0 P
where

Tl — X9 +x3—x4=0
:El—ca:g%—cxg—xgzo '

CN4 - # {($1,$2,$3,$4) € (Fq)4 : { d

This gives the relationship between the c-differential spectrum and the
number of solutions of a certain system of equations.



7. We will denote by n(«) the quadratic character of « (that is, n(«) = 0
ifa =0, n(a) =1if 0 # « is a square, n(a) = —1 if « is not a square).

In this paper we are computing precisely the c-differential spectrum of

p"+1

the function F(x) = "2 over Fp.. Since some of the proofs are rather
long, we will split the analysis in three results, treating the cases ¢ = 0,
¢ = —1and ¢ # 0, £1, separately. We also provide a result for the particular
case ¢ = —1. Recall that the spectrum (and differential uniformity) for
¢ =1 is known for this map [4]. As a byproduct, several character sums are
explicitly found.
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2 The spectrum of 2z , p odd prime

Since the case of ¢ = 1 was treated in [4], for this function, we assume below

that ¢ # 1. We include here the c-differential uniformity for this function,

and we give in the proof a complete characterization of the conditions on b
. . pl+1 P41

to have any number of solutions for the equation (z+1) 2 —cxz 2 =01,

where ¢ varies through the field. We note that this case is not included

n [II], who treated the (—1)-spectrum for the function x#, under the
assumption ged(n, k) = 1 and m being even.

We will use the following result (see [4]) about the cyclotomic numbers:
Let S;; = {& # 0,—1: n(x+ 1) = i,n(x) = j}, where i,j € {£1}. Then,
if n(—1) = 1 (which happens if p” = 1 mod 4), then |S; 1| = ’% and
IS_11] = |S1,-1] = [S-1-1] = pn4_1. If n(—1) = —1 (which happens if
p" =3 mod 4), then ‘517_1‘ = p’iT+1 and ‘5171’ = ‘5_171‘ = ’5_17_1‘ = =3

1
We start with the easy case of ¢ = 0.

Theorem 2.1. Let F(z) = z%, where d = pn2—+1 (for p odd). If ¢ =0, then
the function is PcN if n(—1) = 1, and APcN if n(—1) = —1, with spectrum

n_q n_q
{CWO = pTycwl =lcwp =2 3 }

Proof. Let d = pn2—+1 = 7% + 1. We look at the equation
F(zx+1) —cF(x) =b,
and so,
R g (x + 1)#“ — gt
=nx+1)(z+1)—en(z)r =0. (1)
When ¢ = 0, Equation (Il) becomes n(x + 1)(x + 1) = b.

(x+1)



e If x = —1, then, b =0.

e Let n(z+1) = 1. Then, the equation becomes x+1 =1b,s0 x =b— 1.
This solution is valid if and only if n(b) = 1.

o Let n(x +1) = —1. Then, the equation becomes —x — 1 = b, so
x = —b — 1. This solution is valid if and only if n(—b) = —1.

Therefore, if n(—1) = 1, then we have a unique solution for every b. The
function is then 0-PN (that is, a permutation), so its spectrum is, naturally,

{owr =p"}. (2)

If n(—1) = —1, then we have a single solution for b = 0, two solutions for b
such that 7(b) = 1, and no solutions otherwise. The function is then 0-APN,
with spectrum

p"—1 p"—1
— =1 = . 3
{owo 5 0wl =1, ows 5 (3)
The claim is therefore shown. O
We continue with the more complicated case of ¢ = —1.

Theorem 2.2. Let F(x) = 2%, where d = pn2+1 (for p odd), over Fyn,n >

. n__ n__
1. If c = —1, then the spectrum is {Cwo = 10le W = %, cWpnis = 2
4

Zf T,(_l) = 17 and {CWO = 3177;—5’ W2 = #7 cWpn+1 = 17 cWpnts = 1}7 Zf
4 4

n(—1) = -1

Proof. When ¢ = —1, Equation (IJ) becomes

n(x+1)(x + 1) + n(xz)z =b. (4

~—

Assuming n(—1) = 1, we get the solutions:

e for b =1, x = 0 and all elements € Fy» such that n(z +1) =1 =

_77(17) (that iS, |Sl,—1| = p"—2-£77(—1) — p”4—1);

e for b = —1, z = —1 and all elements x € Fp» such that n(z + 1) =
. n_p(—1 n_
—1 = —n(z) (that is, |S_1 1| =L Z( ) _p . 1);

e one solution if n(b+ 1) = n(b — 1), and no solution otherwise.



We get then, for b = +1, 1’# solutions for ().
The spectrum is therefore
awo = [{b#£1:n(b+1) #nb—1)}
awr =[{b#£1:nb+1)=nb-1)}
wpnis = [{b=F1} = 2.
4

The c-differential uniformity is then #, achieved only in two points.

We want to compute the cardinality of T; ; = {b # £1 : n(b—1) = 4,n(b +
1) =4}, 4,7 € {£1}. We have that

D> (i — 1)1+ 0+ 1)) = 4Ty ,] + 2+ jn(2) + in(—2).

beF n
On the other hand,
> (+inb—1))(1+inb+1) =p"+ij Y n((b—1)(b+1)).

bGFpn bEFpn

We know [7] that if f(z) = as2z? + a1z + ag is a polynomial in a finite
field I, of odd characteristic, as # 0,d = a? — 4apaz, and 7 is the quadratic
character on [Fy, then the Jacobsthal sum of f is

oy = ~ma2) if d+£0
weZF:qn(f( V- {(q ~1nlaz) ifd=0. (5)

To compute ZbEFPn n((b—1)(b+ 1)), we apply (@) and take f(z) = 22 — 1,
d =1, and so, the Jacobsthal sum becomes Zmern n(z?-1) = —n(1) = —1.

Therefore
> (1 tinb— 1)1+ jnb+1)) =p" —ij,

bGFpn

S0 )
| Tigl = 7 0" —ij =2 = jn(2) —in(=2)).

Ifn(=1) =1, then |T11| = 3(p"~3-2(2)), |T1,—1| = 3 (0"~ 1) = [T-1,],

and |T_1 _1| = (p" — 3+ 2(2)) (recall that 2 is a quadratic residue if and
only if p=£1 (mod 8), or, p = £3 (mod 8) and n even).

Thus,
p"—1

cwo=[{b#£1:n(b+1) b -1} = [Th—1| + |To11] = =

Y



-3
2 )

wn = {b#+1:nb+1)=nb— 1)} = [T+ [T 4| =2

and thus, the spectrum becomes

pr—1 p" =3
%%:7<WF—Tw%¥=2’ ©

For n(—1) = —1, we get, for b=1, 2 =0, x = —1, and all elements = €
Fyn such that n(z + 1) = 1 = —n(z) (that is, |S; ;| = Z=242C0 — p"=3),
for b = —1, all elements z € Fpn such that n(z + 1) = —1 = —n(z) (that is,
|S_11| = pn_z(_l) = pnjl); two solutions if n(b+ 1) =n(b — 1) = n(2), and
no solution, otherwise. The spectrum is then:

wor = b £ 1 b+ 1) = (b — 1) = ()]
cWo = |{b 7& +1:b ¢ Cw2}|
chf = |{b: 1}| =1

CWLZA ={b=-1}=1.

If 9(=1) = =1, then |T1 1| = (0" = 3) = [T-1,-1, [T1,—1] = 3(0" = 1 +
2n(2)) and |T11| = 2(p" — 1 — 2(2)). Then:

wr = [{b £ £ n(b+1) = (b~ 1) = ()] = ;0" - 3),

1 3p™ —5

wo= (b A+ bg el =p" 2 (" —3) = L
The c-differential uniformity is then #, achieved only in one point,

and the spectrum is then
3p™—5 -3
wo= 2 =2 i =1, wpnis =1 (7)
4 4 1 1

The theorem is therefore shown. O

Using our above counts and [11, Theorem 4], we have the following
corollary:

Corollary 2.1. The number of solutions (z1,z2,3,74) € (Fpn)? of the
following system of equations

Ty —x9+x3—24=0
x‘li—l—xg—:ng—:nffzo

18 %(p?’" + 9p?" — 5p" + 3) when n(—1) =1, and is %(p?’” +13p?" — 9p" + 3)
when n(—1) = —1, where d = ”2—+1.



We continue with the ¢ # 0,41 cases under n(—1) = 1 (that is, p =
1 (mod 4), or p = 3 (mod 4) and n even). For ¢ € Fp» fixed, we will
need the following elliptic curve E(Fpn) : y? = z(x — 1)(z — ¢2) over the
field F,». By the Hasse-Weil inequality [10, Corollary 4.15], we know that
[#E(Fyn) — (0" + 1)| < 2¢/p7. We let als) = #E(Fyn) — (p" + 1) denote
the Frobenius trace (as it can be interpreted as the trace of the Frobenius
endomorphism of the elliptic curve).

Theorem 2.3. Let F(z) = z¢, where d = #, over Fpn,m > 1, p odd

prime. If ¢ # 0,+1 and n(—1) = 1, then the c-differential spectrum of F is
the following:

(i) If n(1 —c?) = 1:

wo = % <p”+a§ﬁ? +5> :
i <3p" — ag;) - 5) ,
1
8

w2 = (p" +a§,i) - 5> :

W1 =

Note that this implies that the function is APcN for those values of c.
(i7) If n(1—¢)=1,n(1 +¢) = —1:

2, 77(2) = 1777(6) =1

Wy = i (p" +al) + 1) +{ 1, nle)=-1
0, n(2)=—1,n(c) =1,
cwzzi@n—aﬁ)—O,
ws={ gm0t
won = 12 (0" +alf) =3 = @)1+ ()

cwWo = pn - (cwl +cwa +c w3 +¢ w4)'
(ti1) Ifn(l—c)=—-1,n(1+¢)=1:
0, n(2)=1mn()=1

(p" +als) + 1) +49 L onle)=-1
27 7](2) = _1777(6) = 17

| =

cW1 =



1 c
CWQ:Z p" —aén)—7),
7 (2) - 1777(6) = 1
w3y = 1, n(c) =—1

0, n(2) = —1,77(6) =1,
wor =1 (7 4+ alfd =3+ @)1 +0(c)
cwo =P — (w1 + w2 + w3+ cwy) .
Proof. When ¢ # 0,+£1, we analyze the possible solutions for (II):

e If x1 = 0 is a solution, then b = 1, otherwise, 0 is not a solution.

o If x9 = —1 is a solution, then b/c = n(—1), otherwise —1 is not a
solution.

Let n(x + 1) =1 = n(z). Then:

n(xs) =nb—1n(l - c),
n(xs +1) =nb—c)n(l —c).

Let n(z + 1) = —1 = n(z). Then:

b—1
(1—c)z+1=>b, and so, x3 = T thus,

b+1

1—c¢
n(za) = n(=1)nb+ )n(l —c),

n(xa+1) =n(=1)n + c)n(l — o).

Let n(x +1) =1 = —n(z). Then:

—(1—=c¢)x—1=>b, and so, x4 = —

b—1
1+c¢

(14 c¢)z+1=0, and so, x5 =

n(zs) =n( —1)n(1 +c),
n(xs +1) =nb+ c)n(l + ¢).

Let n(z +1) = =1 = —n(z). Then:

)

b+1

—-1-¢’
n(ze) = n(=1)n(b+ )n(1 +¢),

n(ze +1) = n(=1)n(b — c)n(1 + ).

(=1 —c)z —1=>b, and so, x5 =



Case A.n(l—c¢)=1=n(1+c¢) (¢ #0,£1). Then:

n(zs) =nb-1)=1Ln(s+1)=nb-c) =1,

n(za) =n(=n+1) = =1,n(zs + 1) = n(=)n(b +c) = -1,
n(zs) =nb—1) = ~1,n(xs +1) =n(b+c) = 1,

n(ze) =n(=)nb+1) = 1,n(xe +1) = n(=1)n(b —c) = —1.

n(zs) =nb-1)=1n(s+1)=nb-c)=1,
n(xa) =nb+1)=-1n@s+1) =nb+c)= -1,
n(zs) =nb—1) = —1,n(xs +1) =nb+c) =1,
n(we) =nb+1) =1n(xs+1) =nb—-c)=—-1.

We see that, for a fixed b, if x3 exists, then x5 and zg cannot exist, and
viceversa. Also, if x4 exists, then x5 and xg cannot exist, and viceversa. We
can therefore have at most the solutions z3 and x4, or x5 and xg.

NB: For b = —1, if n(2) = 1 (that is, p = £1 (mod 8), or, p = +3
(mod 8) and n even), we get a solution z3. If n(2) = —1 (that is, p = +1

(mod 8) or n odd), we get a solution 5. Regardless, we can see that b = —1
gives one solution. For b = —¢, if n(2¢) = 1, we get a solution zg. If
n(2c) = —1, we get a solution zg. Regardless, we can see that b = —c gives

one solution.
For c fixed, and 14, j,u,v € {£1}, we define the following intersection of
cyclotomic sets,

Sijuw = {b# £, xe: (n(b—1),n(b +1),n(b — ), n(b +¢)) = (i,j,u,v)}.

We note the following distribution, which depends on the existence of
such a b for each fixed c:

wo =97 1 11US8% 11 1),

w2 =87 11 1US% 1 14],

cW1 = pn - (CWO + sz)'
Case B. (1 —¢) = —1 = n(1 + ¢) (thus, ¢ # £1). In this case, all the
above equations change sign, which implies the same compatibilities. The

distribution is then given as above, with the values of n(b—1),n(b+1),n(b—
¢),n(b + ¢) of opposite sign, giving:

10



Case B1. n(—1) =1:

wo =97 1 _11US8% 11 1),

ewe =187 _11,1 US55 1 11,

w1 =p"— (cwo + cw).

n(zs) =nb-1)=1Lnls+1)=nb-c) =1,

n(wa) =n(=nb+1) = -1,n(@s+1) =n(=1)nb +c) = -1,
n(zs) = —nb—1) = ~1,n(xs +1) = —n(b+¢c) = 1,

n(ze) = —n(=)n+1) = 1,n(ze + 1) = —n(=1)n(b —c) = —1.

b+1)=—-1,nxs+1)=nb+c)=-1,

)
)
n(zg) =-nb+1)=1=nb+1)=-1,
)=—1=nb—-c)=1.
We see that, for a fixed b # £1, £¢, all four solutions are a priori possible.
NB: For b = 1, if n(2) = —1, we get the distinct solutions x4 # 0 and
g # 0. In this case, we can see that b = 1 gives three distinct solutions. For
b = ¢, we get the distinct solutions x4, z5 if 7(2¢) = —1, and the solution xa,

giving three distinct solutions in that case.
The distribution in this case is:

o If n(2) =1 and n(2¢) =1 (thus, n(c) = 1):

_ lac c c c _

w1 = [ST1 110 UST1 11 USEy 11,U88 4 1 1 U{b=1,c},
_ 1 oc c c c

w2 =[8711 1 UST _111UST 1 1 1US% 114l
_ C

W = 151,—1,1,—1\7

cWo = pn - (cwl + cwo + cw4)'

e If n(2) =1 and n(2¢) = —1 (thus, n(c) = —1):

w1 =971 UST 1 USEy 14 USS o U{b=1}]

11



w2 =[8711 1 UST _111UST 1 1 1US%y 1141l
w3 = |{b=c}l,
cWq = |Sf,—1,1,—1|,

cWo = pn - (cwl + w2 + w3+ cw4)-

o If n(2) = —1 and n(2¢) =1 (thus, n(c) = —1):

w1 = 187111 UST1 1 1 USS, 11,088 4 1 1U{b=c}|,
w2 = [8711 1 UST _111UST 1 1 1US% 114l

cws = [{b =1},

cWq = \Sf,—m,—ﬂa

cWo = pn - (cwl + w2 + w3+ cw4)-

o If n(2) = —1 and n(2¢) = —1 (thus, n(c) = 1):

w1 =[87111UST1 1,1 USEy 111 USS 1l
w2 = [8711, 1 UST 111 UST 12121 USS 11,4l
cws = [{b=1,c}|,
cWq = \Sf,—l,l,—ﬂa

cWo = Pn - (cwl + W + w3+ cw4)'

Case D. (1 —¢) = =1 = —n(1 + ¢)(= ¢ # %£1): In this case, all above
equations change sign, which implies the same compatibilities.
Case D1. n(—1) =1:

e If n(2) =1 and n(2¢) = n(c) = 1:

w1 = 8%y g USS 14 UST 1 UST gl
w2 =188 1 11 USS 1 11 USS 111 UST 1Al
cws = [{b=1,c}|,

cWq = \531,1,—1,1’=

cwo =P — (w1 + w2 + w3+ W)

e If n(2) =1 and n(2¢) = n(c) = —1:

ewr =8y 1 USEy 1 UST 1 UST11U{b=c},

12



ew2 =8y 1 11 USS 1 USS 111 UST 1l
cws = [{b =1},
cWq = |Sil,1,—1,l|7

cWo = pn - (cwl + w2 + w3+ cw4)-
e If n(2) = —1 and n(2¢) = —n(c) = 1:
cW1 = ’5317_17_17_1 @] 5217_1’171 @] Sily_ly_l U 557171’1 U {b = 1}‘,
w2 =9 1 11 USS 1 1 USS 111 UST 1als
w3 = [{b=c}|,

cWq = |Si1,1,—1,1|,

cWo = pn - (cwl + cwo + cw4)'

o If n(2) = —1 and n(2¢) = —n(c) = —1:

S C C C C _

w1 =[98 4 1 USEy 141 UST 11 UST 1 U{b=1,c},
_ c c c c

w2 =18% 4 11 USS 1 11 USS 111 UST 14l
_ C

cWq = 15—1,1,—1,1‘7

cWo = pn - (cwl + cwo + w3+ cw4)-

For fixed i, j,u,v € {£1}, we will now compute the cardinalities of the

cyclotomic sets S7;, ,,, which, we recall are defined by

Sijuw =1{0# £, xc: (b —1),n(b+1),n(b —¢),n(b+c)) = (i,5,u,v)}.
For fixed (i, j,u,v), we have
> @ +inb— 1)1+ jnd+ 1)1 +unb - e)(1 +vn(d+c))
bEF,n
=165y + (1 +30(2))(1 +un(l — ¢))(1 +vn(1 + ¢))
+ (1 +in(=2)(1+un(—=1—12¢))(1+ovn(—1+c¢))
+ (1 +in(c —1))(1 + jnlc+ 1)) (1 + vn(2c))
+ (I +in(—c—1))(1 + jn(—c+1))(1 + un(—2c)).

On the other hand,

> @ +inb— 1)1+ jnd+ 1)1 +und —e)(1 +vn(d+c))
beFn

13



=S 1+ S -0+ Y g+ D+ Y unb-c)

bGFpn IGFpn bEFpn bEFpn
+ Z vn(b+c) + Z in(b—1)jnb+1)+ Z in(b — 1)un(b — )
bGFpn bEFpn bEFpn
+ Z in(b—Don(b+c) + Z Jn(b+ 1)un(b —c)
beF,n beF,n
+ Z gn(b+ vn(b +c) + Z un(b — c)un(b + ¢)
beF,n beF,n
+ Z in(b—1)jn( + 1)un(b —c) + Z in(b—1)jn(b+ 1)vn(b+ c)
bEFPn bEFpn
+ Z in(b—1)un(d — c)vn(b+c) + Z Jn(b+ Lun(b — c)vn(b+ c)
bGFpn bGFpn
+ Z in(b—1)jnb + 1)un(b — c)vn(b + ¢)
bGFpn
=p"+ Y _ i —1)+ > iun(b® — (1+ )b +c)
bEFpn bEFpn
+ Z ivn(b? 4+ (=14 ¢)b — ¢) + Z Jun(b® + (1 —c)b —¢)
bEFPn bEFpn
+ > junB + A +b+o)+ > uvn(b? — c?)
bEFPn bEFPn
+ > djun(( = 1)(b—c) + Y ijon((b* = 1)(b+ )
bGFpn bGFpn
+ > (b - 1) =)+ > juon((b+1)(H* - )
bGFpn bEFpn
+ ) djuon((B* — )07 - ).
bE]Fpn

The cubics and the quartics will be more complicated to deal with. As
for the quadratics (taking into account that ¢ # +1,0), and using Equa-
tion (B)), which gives the Jacobsthal sum in terms of the discriminant d of
the polynomial f, we obtain

f0)=0*-1,d=4+#0,
thus, Y ijn(b* — 1) = —ijn(1) = —ij,

bGFpn
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fO)=0*—Q+cb+ecd=14c)? —de=c*—2c+1=(c—1)?#0
thus, Z iun(d* — (1 + )b+ ¢) = —iun(1) = —iu,
bE]Fpn
fO) =+ (—1+c)b—c,d=(—1+c)’ +4c=c+2c+1=(c+1)2#£0,
thus, Z ivn(b® + (=1 + ¢)b — ¢) = —ivn(1) = —iv,
bGFpn
fO)=P+(1—cb—c,d=(1—-c)?+dc=c*+2c+1=(c+1)?#0,
thus, Z Jun(b? 4+ (=1 +c)b — ¢) = —jun(1) = —ju,
bE]Fpn
fO) =P +(1+c)b+ecd=1+c)?—de=c*—2c+1=(c—1)*#0,
thus, Z jun(b? 4+ (=1 + )b — ¢) = —jun(1) = —jv,
bGFpn
f(b) =b* = d =4 #0,
thus, Z uvn(b? — ) = —uwn(1) = —uw.
bE]Fpn
Summarizing, we obtain,
> @ +inb— 1)1+ jnd+ 1)1 +und - ¢)(1 +vn(d+c))
bE]Fpn

=p" — (ij +iu + iv + ju + jv + uv)

+ij <u S (@ - Db - +v S (- 1><b+c>>)

bE]Fpn bE]Fpn

—I—uv(iz n((b—1)(0% =) +5 > n((b+1)( c2)))

beF beF,n

+ ijuv Z n((0* — 1)(b* — ¢*)).

bEIFpn

We can further simplify the sums. If p(—1) = 1, then (changing b to
—b), we get

Yoo =1b—a)= Y 9B ~1)b+e)

beEF,n beEF,n
Do b -1 =)= Y a(b+1)0? - ).
beFn beFn
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If n(—1) = —1, then

Yo =1b-e) =~ n((t* =1)(b+c))

bGFpn bGFpn
D=1 =) == b+ 1> = ).
bGFpn bGFpn

Therefore, if i = —n(—1)j and/or u = —n(—1)v, there are several simplifi-
cations. We denote by A = ZbEFPn n((b> = 1)(b —¢)), B = ZbEFPn n((b —

D~ ) and € = Yy, n((0? - (2 — 2)).

If n(—1) = 1, we note that, since the map b — —b also maps n(b— 1) —
n(b+1) and (b —c) = n(b+c), then |ST ;4 1[ =[S 1140, 57 1141 =
‘531,1,—1,1’= ’Sil,l,—1’ = ’Sil,—l,1’ and ’Si—1,—1,1‘ = 1551,1,1,—1‘- The cardi-
nality of these cyclotomic sets is given here in lexicographic order:

1
‘Sim,ﬂ = 16 (p"—6+2A+2B+C

—2(241(2) +n(2c)) (1 +n(1 =) (1 + (1 +¢))),
1

ST 1 1,—1l = 181,14l = 16 (p" —2B—C —2(1+7(2))(1—n(1 —c%)
=21+ —0)A+n(l+0)),
ST 11,11 = 1—16(p" +2-2A+42B+C
=21 +n(2)A =11 =) —n(l+0)
=21+ (1 =) +n(l+0c)(1 = n(2c))),
156 1011 = 76 (0" — 24— € = 21+ n(1 — (1 + (1 +0))
—2(1+1(20))(1 = (1 = %)),
! " +2+C

~ 16
—(2=n(2) =n(2))(1 +n(1 = c))(1 = n(1 +¢))
= (240(2) +n(2))(1 = n(1 =) (1 +n(1 +¢))),

571,11l

1
S =—@p"+2+C
IS _1,—14l 16(11 + 24

—(2=n(2) =n(2))(1 = n(1 = c))(1 +n(1 +¢))
= (240(2) +n(2))(1 +n(1 = ¢))(1 =n(1 +¢))),

1
15T _1.-1.-1] = 1—6(29" +24—-C—-2(1-n(1-¢c)(1 —n(l+c))
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— 21 = 9(20)(1 —n(1 = ),
15104l = 760" 24— C = 21+ (1~ (1 + (1 +0)
— 201+ 920)(1 — (1 - ),
1SS 11,1 = 1—16(19” +2+C
~ @+ 9(2) + 01+ (1~ (191~ )
— (2= 9(2) = n(2)(1 — (1l ~ {1+ (1~ ),
1SS0 1,11 = 1—16(10” +2+C

—(2+n(2) +n(2¢))(1 = n(1 —))(1 +n(1 —¢))
—(2=n(2) =n(2c))(1 +n(1 = )1 —n(1 —¢))),

1
1510, 1,1 = g0 +24 = C =201 = (1 =)L = (1 +0))
—2(1 = (20))(1 = (L %)),
1
|21 110l = 750" +2+24-2B+C

—2(1 =n@2)(1 +n(1 =)+ +¢))
—2(1 =n(c—1))(1 =nlc+ 1)1 +n(2c))),

1S 11,1l = 1851 1 211] = %(Pn +2B-C
—2(1 = n(2)(1 = n(1 = %) = 2(1 = n(1 = ))(1 = n(1 + ¢))),
%111t = 60" 624 2B+ C
=22 =n(2) = n(2e))(1 = n(1 = ¢))(1 = n(1 +¢))).

For Cases Al and B1 (that is, when n(—1) = 1 and n(1 — ¢?) = 1), the
spectrum is (recall that C' = Zbern n((b* — 1)(b? — c2)))

ewo = [T 1 11+ 5% 11,21l = %(p" +240C),
w2 = |87 11 1|+ 551114l = é(p" +240C),
o =9~ (o 2) = (B9 2 C).

For Case C1 (that is, n(—1) =1, n(1 —¢) = 1,n(1 +¢) = —1):

wr =97 11l H 1871 11l F 195y 1l + 185y 1 -1 -1
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2, n(2) =1,n(c) =1
1, n(c)=-1
0, n(2) = -Ln(c) =1,

1
w2 = 9711 1|+ ST 11l + ST 1 -1 1l + 1551 111l = Z(Pn -C—4),
_ 17 77(0) =-1
w8 = { 0, n(c) =1,

1
ews = [8Y 13, ] = 70" +2+C = 42 +n(2) +n(20))),

cwWo = pn - (cwl + w2+ w3+ cw4)'

1
= 10" —2+0)+

For the case D1 (that is, n(—1) =1, n(1 —¢) = —-1,n(1 +¢) =1):

w1 =971l H 1811 11l F 195y 11l + 185 11 1]

0, n(2) =1n(c) =1
’ 77(0) =-1

1
=70"=2+C)+ 1 1, () =-1

1
w2 = 18% y _qq|l + 1950 11l H IS 0l H ST 11l = Z(p" -C—4),
2, n(2)=1n(c) =1
w3 =< 1, nlc)=-1
07 77(2) = _1777(6) = 17

C 1 mn
wy =811 11| = E(P +24+C —4(2 —n(2) —n(20c))),

cWo = pn - (cwl + w2+ w3+ cw4)-

Note that the symmetries in the sets and the spectra imply that we do not
need the values of A and B.

We can furthermore transform the quartic C' into the sum a quadratic
and a cubic. Using the labelling b?> = a, we get the sums

Yoo =1DE* =)= Y () + Dnl(a - 1)(a - )

bEFpn aEFpn

18



= Z n(a(a —1)(a — ) + Z n((a—1)(a—¢?)

aGFpn aern
= Y nlafa—D(a—c*)) -1,
aE]Fpn

where we used Jacobsthal’s sum (Bl for the second sum.

In order to compute the sum corresponding to the above cubic, we count
points on elliptic curves. We could consider several particular cases for
¢ # 0,£1 (like ¢ € F,), but we prefer simplicity (though, we make some
remark after the proof of the theorem on that, as well as provide a result
for ¢> = —1 in Theorem 2.4)).

In order to find ) a€Fyn n(a(a—1)(a—c?)), we consider the elliptic curve
EFy) : y?> = z(z — 1)(z — %) over the field Fyn. By the Hasse-Weil
inequality [10], Corollary 4.15], we know that |#E(Fyn) — (p" +1)| < 24/p™.
If we denote by ag,? = #E(Fpn) — (p" + 1), the Hasse-Weil inequality error,
then

C+1=3" nlafa—1)a—c)

(IEFpn
=#{a#0,1, : ala—1)(a — ¢?) is a square}
—#{a#0,1,¢ : a(a —1)(a — ) is a non-square}
=24#{a#0,1,¢* : a(a —1)(a — ¢*) is a square} — p" + 3
— #E(Fpn) —p" +3 = als) +4,
and so, C' = al(fn) + 3.

Substituting this in the spectra expressions given above, we get the
claimed spectra and the theorem is shown. O

We can express the sum C' with respect to a smaller field, namely F, =
Fp(c2), where ¢ = p”, for some positive integer r, in the following way. First,
we recall a (particular case of a) celebrated result of Weil and generalized
by Deligne (see [10l Theorem 4.12], for more details). Given an elliptic
curve in the Weierstrass form y?> = 23 + Az + B over some finite field F,
(¢ is a prime power), if the number of rational points of the elliptic curve
over the base field Fy is #E(F,;) = ¢ + 1 — a4, the Frobenius polynomial of
the curve is 7% — a,T + ¢ = (T — a)(T — B) (for some complex numbers
a, ), and the number of points of the same curve over the extension field
Fgn is #EFpn) = (1 —a™)(1 = ") =1+ ¢" — (o + "), for all n > 1.
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We thus get al(,fl) = o™ + 8", where a =

N~

(aff) + (a[(f))2 - 4q), 8 =

2
% <a¢(f) — <a¢(f)> — 4q>. Observe that when ¢ € F,, then g = p.

We will consider the special case of ¢> = —1 (and so, p = 1 (mod 4), or
p =3 (mod 4) and n even) below.

Theorem 2.4. Let p be a prime number such that either p = 1 (mod 4),
or p = 3 (mod 4) and n even. Let c be a square root of —1 in Fyn. The
c-differential spectrum of x +— "2 on Fpn is given by the following:

(7) Ifn is even and either p =3 (mod 8) orp =7 (mod 8) (thatis, p =1
(mod 4) and n even), then

cw():é(p +2(-p)? + )

M:i(:ap —9(—p)s — 5)
1 n

cw2:§<p +2(—p)> )

Note that this implies that the map is APcN.

(ii) Let p =1 (mod 4), and write p = a® + b, a,b integers, b even, and
a+b=1 (mod 4).

(1) If p=1 (mod 8) or p=>5 (mod 8) and n even, then

wo= ="+ (a+bc)" + (a—bc)* +5),

— 0| =

w1 == 3p" = (a+be)" — (a—bc)" —5),

—

wr == (p"+ (a+bc)" + (a—bc)" +5).

|

Note that this implies that the map is APcN.
(2) If p=>5 (mod 8) and n odd, then

iy = 16 (79" = (@ +be)" = (a— bo)" = 5).
1
Cwl:Z(p"+(a+bc)”+(a—bc)"—|—5),
1
C(,ug:Z(p"—(a+bc)”—(a—bc)"—7),
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cW3 = 17

Wy = %(p"—l—(a+bc)”+(a—bc)”—3).
Proof. We use Theorem 23] and observe that the curve corresponding to the
sum C is now y? = 23 — z over F,. We will need a result [10, Theorem 4.23]
dealing with the number of points of the well-known (since Gauss’ time)
elliptic curve y? = 23 — kz over F,, k # 0 (mod p). If p =3 (mod 4), then
a, = 0; if p = 1 (mod 4), writing p = a® + b?, a,b integers, b even and
a+b=1 (mod 4), then

2a if k£ is a 4th power mod p
ap = § —2a if k is a square but not a 4th power mod p

4+2b  if k is not a 4th power mod p.

In our case k = 1, and the first case above applies when p =1 (mod 4). We
will go through several cases, depending on the residue of p (mod 8), since
we know that 2 is a quadratic residue if and only if p = £1 (mod 8), or n
even. We will use below the observation that when ¢> = —1, then 1 4 ¢ =
—c?+c=c(1 —e¢) and so, n(1 +c) = n(c)n(1 — ¢), and so, (1 +¢),n(1 —c)
have opposite signs if and only if n(c) = —1. For simplicity, we write in

the proof below a,,apn, in lieu of a;g,c) a'9), and will all refer to the curve

y? = 23 — x over Fp, respectively, Fpn. g
Case 1. Let n be even and p = 3 (mod 8) or p =7 (mod 8). Since a, =0
this case, then the Frobenius polynomial of the curve y? = 22 — x becomes
T?+p = (T —+/—p)(T++/—p), which renders a,» = 2(—p)75l. We now apply
Theorem 2.3 (), obtaining claim (i) of our theorem.
Case 2. Let p=1 (mod 8) or p =5 (mod 8) and n even. Let p = a? + b,
where b is even. In this case, the Frobenius polynomials for 3% = 23 — z is
T? —2aT +p = (T — a)(T — ), where a = a + be, B = a — be (recall that c
is a root of —1). Therefore, ayn = (a + be)" 4 (a — be)™. We thus get claim
(i) (1), using Theorem 23] (7).
Case 3. Let p =5 (mod 8) and n odd, p = a® + V%, b even. As above,
apn = (a + bc)" + (a — be)™. We know that 2 is not a square residue. We
same spectrum in this case, due to n(c) = —1).

The theorem is shown. O

We continue with the case of ¢ # 0,%1, n(—1) = —1 (that is, p = 3
(mod 4) and n odd).

21



Theorem 2.5. Let F(z) = z%, where d = n2+1 (p odd prime, n > 1). If
c#0,£1 and n(—1) = —1, then,

(i) If n(—=1) = -1 and n(1 — %) = 1:

1 c
Cw0—§<3p +a( —3)
1 n
cW1 = Z <p > )
w 1 <3 + (c >
cW2 = 3 D CL .

(i1) If n(=1)=—=1andn(l —c)=1,n(1+c¢) = —1:

1 c

wo = ¢ <3p” +al(,n) - 21> ,
1 c

cW1:Z<p _a()+1>7
1 c

Wy = 3 <3p" + al(,n) + 19) .

(1i1) Ifn(—1)=—-1andn(l—c)=—-1,n(1+¢c) =1:

wo = é <3p" + al(,fl) +3+ 477(2)) ,
cw1=i<p"—a()+1>
W = é <3p" + al(fn) —5— 477(2)) .

Proof. Case A2. n(—1)=—1,n(1 —¢) =1,n(1 +¢) = 1. Then:

n(zs) =nb-1)=1Ln(s+1)=nb-c) =1,
n(@a) =nb+1)=1Ln(s+1)=nb+c) =1,
n(zs) =nb—1) = —1,n(xs +1) =nb+c) =1,
n(ze) =nb+1) = —1,n(re +1) =nb—c) = 1.

We see that, for a fixed b, if x3 exists, then x5 cannot exist, and vice-
versa. Also, if x4 exists, then xg cannot exist, and vice-versa. We can at
most have x3 and x4, or x3 and zg, or x4 and x5, or x5 and xzg.

NB: For b =1, if n(2) =1 (that is, p = +£1 (mod 8), or, p = +£3 (mod 8)
and n even), we get a solution x4 # 0. If n(2) = —1 (that is, p = £3
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(mod 8) and n odd), we get a solution xg # 0. Regardless, we can see that
b = 1 gives two distinct solutions. For b = ¢, if n(2¢) = 1, we get two distinct
solutions, x4, 5.

The distribution in this case is:

o If n(2¢) =1,

w1 =[9711 1 UST1 11USS) 11 1US%y 111 U{b=—c}|,

_ 1 @c c c c
w2 = [87111US] 111UST 11 1US%1 11
C C —
USE 1 11USE, 111 U{b=1,¢},

cwWo = pn - (cwl + cw2)-
o If n(2c) = —1,

_ c c c c _
w1 = [9711 1 UST 11 USS) 114 USSy 1 11 U{b=—c}],
o c c c c
w2 = 187111 UST 111UST 11-1US% 111
C C —
USS 1 11USS 11 U{b=1}]

cwWo = pn - (cwl + cw2)-

Using similar techniques as in the case n(—1) = 1, we see that the spectrum
for A2 is

1 1

w1 = Z(p"—C)—i—l = Z(P"—C‘i“l),
1

cwo = g(3pn +C— 2),
1

o = S (30" +C ).

NB: The cases n(2¢) = 1 and n(2¢) = —1 yield the same result.
Case B2. n(—1) =—-1,7(1 —¢) = —1,n7(1 + ¢) = —1. Then:
o If n(2c) =1:
w1 =18% 1 11 USS) 11 1UST111UST11,1 U b= —c},
w2 =18 11 1US% 1 1 1 USS 1 11 UST 111
UST 11,-1UST 11 U{b=1}],

cwWo = pn - (cwl + cw2)-
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o If n(2¢) = —1:
w1 =18% 1 11 USS) 11 1UST111UST111U{b=—c}|,
ewo =[Sy g USE g USS 1 UST
UST 11,1UST 11 U{b=1,¢},

cwWo = pn - (cwl + cw2)'

In this case, then, we obtain the same spectrum as for A2, that is

w1 = i(p" - C+4),
w2 = %(31?" +C -2),
o = %(3}9" +C—6).
Case C2. n(—1)=—-1,n(1 —¢) = 1,9(1 + ¢) = —1. Then:
n(zs) =nb—1) =1,n(xs +1) =nb—-c) =1,
n(ze) =nb+1) =1Ln(zs+1) =nb+c) =1,

We see that, for a fixed b, if x3 exists, then zg cannot exist, and viceversa.
Also, if z4 exists, then x5 cannot exist, and viceversa. We can at most have
x3 and x4, or 3 and x5, or x4 and xg, or x5 and xg.

NB: For b = —1, we can see that, if 7(2) = —1, we get the distinct
solutions x3 and 5. In this case, we can see that b = —1 gives two distinct
solutions. For b = —¢, if n(2¢) = 1, we get the solution zg # —1. If

n(2c) = —1, we get the solution x3 # —1. We can see that b = —c always
gives two distinct solutions.
The distribution in this case is:

o If7(2) = 1:
wo =87 111 US% 11,1 USS 111 USSy 111
U 5517_17_171 U 5517_17_17_1 U {b = —1, C}‘,
w1 =87 111 UST 11,1 USS 111 USS 1 U{b=1}]

wz =P — (cwo + cw2).
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o If 77(2) = —1:
cWp = ’Si—l,—l,l U 52171717_1 U 5217_17171 U 5317_1717_1
U 5317_17_171 U 5217_17_1’_1 @] {b = C}|,
w1 =57 11,1 UST 11,1 USE 100 U881 1, U{b =1},
w2 =p"— (CWO + CWQ).

Here the spectrum is therefore

1 1
cWo = §(3p" —40 + C) + 2= g(?)pn + C - 24),
1 1
w1 =70 =C)+1=20"-C+4),
1 1
Wy = §(5p" +40+C) -3 = §(3p" + C + 16).
Case D2. n(—1)=-1,n(1 —¢) = —1,n(1 + ¢) = 1. Then:
wo = 18%1 11,1 UST 111 UST1 11 UST1 14
UST11,-1UST 111 U{b=—1,c}
w1 =811 1 1 USS 111 UST 1 1 1 UST 11 U{b=1}]
ewz =P — (cwo + cw2).

Here the spectrum is

1 1
cwo = 2(3p" +C — 16+ 8n(2)) +2 = (3" + C +4n(2)),

1 1
Cwlzz(p"—C)—Fl:Z(p”—C—i-él),

1 1
cwy = 2 (5" + C+16 = 89(2)) — 3 = £ (3p" + C =8 — 49(2)).

Setting the value of C' = al9)

o 13 as before, we obtain the claimed results. [

3 Conclusions

7L+1

In this paper we concentrate on the map  — =~ 2 on a finite field Fy»,
p being an odd prime and n a positive integer, and compute the complete
c-differential spectrum, by using Weil sums and elliptic curve methods. Per-
haps the methods we used can be applied to finding the spectrum of other
interesting maps, with potential low differential or c-differential uniformity.

Acknowledgements. The authors would like to thank Tor Helleseth and
Daniel Katz for interesting discussions and for comments on a previous draft.
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