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Abstract. A new version of quantum hashing technique is developed wherein a
quantum hash is constructed as a sequence of single-photon high-dimensional states
(qudits). A proof-of-principle implementation of the high-dimensional quantum
hashing protocol using orbital-angular momentum encoding of single photons is
implemented. It is shown that the number of qudits decreases with increase of their
dimension for an optimal ratio between collision probability and decoding probability of
the hash. Thus, increasing dimension of information carriers makes quantum hashing
with single photons more efficient.
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1. Introduction

Hashing algorithms today have become essential in cybersecurity, cryptography, data-
intensive research, etc., as they can reliably inform us whether two files are identical
without opening and comparing them. As an important part of cryptography, a hash
function compresses a message of any length into a digest of fixed length and it is
the key technology of verification of message integrity, digital signatures, fingerprinting
and other cryptographic applications [Il, [2]. Moreover, a universal hash function is an
important part of the privacy amplification process of the quantum key distribution [3].
For such applications, a good hashing algorithm should satisfy two main properties:
one-way property and collision resistance. The first means that restoring an input from
its hash should be a computationally hard problem. The second property means that
the situation when two different inputs have the same hash (such a situation is called a
collision) is hard to find.

Recently, a promising generalization of the cryptographic hashing concept on the
quantum domain, which is called quantum hashing, has been suggested and developed
[4, (5,16, [7]. In this case, the hash function encodes a classical input state into a quantum
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state so that to optimize the trade-off between one-way property and collision resistance.
In particular, in [7], it was suggested to construct a quantum hash via a sequence
of single-photon qubits, and a proof-of-principle experiment using single photons with
orbital angular momentum (OAM) encoding was implemented. In the present paper,
we further develop this approach both theoretically and experimentally and construct
a quantum hash as a sequence of single-photon high-dimensional states (qudits). We
show that the use of high-dimensional states increases the collision resistance of hashing
protocols and enhances the resistance against extraction of information about the
classical input.

2. Theory

2.1. Preliminaries

In [4] we have proposed a cryptographic quantum hash function and later in [§] provided
its generalized version for arbitrary finite abelian groups based on the notion of e-biased
sets. Here we consider its version for a cyclic group Z,. In this case, for a set S C Z,
we can define its bias with respect to z € Z, as following:

§ 627rsz/q

ses

bias(S,z) = |—;|

and the set S is called e-biased if for any = # 0 bias(S,x) < e.
These sets are especially interesting when |S| < |Z,| (as S = Z, is obviously 0-

, (2.1)

biased). In their seminal paper [0 Naor and Naor defined these small-biased sets, gave
the first explicit constructions of such sets, and demonstrated the power of small-biased
sets for several applications. Note that e-biased sets of size O(log q/e?) exist as proved
in [10].

In [4] we have introduced the notion of quantum hashing and its main properties.
Later in [6] we have considered the trade-off and balancing between two main properties
of quantum hashing, and proposed a more general definition of the quantum (9, ¢)-
resistant hash function. Here we recall it in the concise manner and refer for details to

I6].

Definition 1 Let 6 € (0,1] and € € [0,1). We call a function ¢ : X — HX a quantum
(0, e)-resistant hash function if it has two main properties:

(i) d-one-wayness, i.e.
K

= <
X]

(i1) e-collision-resistance, i.e. for any pair x1, s of different inputs

[(Y(z1) |¥(22))| < e.

In other words a quantum function 1) encodes an input x € X into the quantum state

0,

|t)(z)) of dimension K. The properties of such a function include resistance to inversion
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(known as “one-way property” or “preimage resistance”), which makes it unlikely to
“extract” encoded information out of the quantum state, and resistance to quantum
collisions, which means that quantum images for different inputs can be distinguished
with high probability.

Note that the measure of collision resistance (denoted above by ¢) is not the
probability of quantum collisions. The probability of collisions follows from the
particular comparison procedure that we use. It can be the well-known SWAP-test
[11], REVERSE-test [12] or simply a result of projection of [¢(x1)) onto |¢(z2)). In
the latter case the probability of collisions would be described by the fidelity between
|¢)(x1)) and |1 (x2)), and thus bounded by &2.

2.2. Multiqudit Quantum Hashing

Here we define a new version of the quantum hashing technique for a cyclic group, i.e.
we consider X = Z, and |X| = ¢. It is based on small-biased sets and high-dimensional
states (qudits). But first we note the following equivalence between e-biased sets.

Property 1 Let S = {s1,...,sq4} and S" ={0,(sa — s1),...,(sq4 — s1)}. Then for any
x € Zy bias(S,x) = bias(S', x), i.e. the set S is equivalent (in terms of its bias) to S'.

Proof. 'The proof of this statement is based on the following considerations:

1 : 2wspx/ 1 2wsix/ : 27 (s —s1)x/ 1 : 27 (s —s1)x/
Ezekq:8‘61q|zequfazequ,
k=1 k=1 k=1
therefore
1] 1]
bias(S,x) = Z mske/a) — 7 Z mlse=s0e/a] — bigs(S' z).

O
Now let S1,8:,...,5, C Z,; be the e-biased subsets of Z,, and we denote S§; =
{sj1,...,8;4} for j = 1,...,m. By the Property |I| without loss of generality we may

consider all s;; to be equal 0. In other words for all j =1,...,m it holds that
1 27s ;o .27 gT
max—|1+e'~ ¢« +...+e ¢ |<e.
z£0 d

Then for z € Z, we define a multiqudit quantum hash function in the following way:

()Y = L 6i27r8j,2x/q £i27s;.a/q
|1h;()) \/a(|€1>+ o) + ... + |€a)), (2.2)
[(2)) = [1(2) ® -+ & |hm(2)), (2.3)

where |()) are the basis states (k = 1...d, d is the dimension of the qudit state space), ¢
is the size of the input state space, = € {0, 1,...,¢—1} is a classical input that is encoded
by the relative phase of m qudit states, s; are numeric parameters (elements of the e-
biased sets) of the quantum hash function that provide its collision resistance. The main



Multiqudit quantum hashing and its implementation based on orbital angular momentum encoding4

idea of the collision resistance property is to provide minimum fidelity between different
quantum hashes (quantum hash function images) with the minimal possible number
of quantum information carriers. Furthermore, reaching reasonable balance between
collision resistance property and one-way property for a quantum hash function is also
an important task.

Note that the formula for [¢(z)) gives the classical-quantum function that
transforms a classical input into the quantum state composed of m qudits (d-dimensional
systems). The same state can be constructed with appropriate number of 2-dimensional
systems (qubits), however this would imply creating entangled states, which are harder
to create and maintain.

Theorem 1 The classical-quantum function ¢ : Z, — H" given by Egs. and
15 a (%,5’”) -resistant quantum hash function.

Proof.  According to the definition [I, we need to show two main properties for the
function :

(i) d-one-wayness. The dimension of the input space is ¢, the quantum state space has
dimension d™. Thus, v is d-one-way for

— dm
=

(ii) e-collision-resistance. The maximal inner product between unequal quantum hashes
is bounded by

maX|<¢($1)|¢(ﬂfz))!=maXHL—i‘lJreZ = +...+e e :|
j=1

J

T1F#T2 T1#£T2

= glgg\(w(w)\w(o)ﬂ

m

1 .2ms j,2® ,27rs-’dz
= max {—‘14—62 Tt }gsm,
z#0 4 d
7j=1
if all S; = {sj1,...,s;j4} are e-biased sets.

Thus, 1 corresponds to the balanced (%, 5m)—resistant quantum hash function
according to [6]. O
Note that the proof above also suggests that comparing hashes of two different values
x1 and x5 is equivalent to comparing hashes of x = (o — 1) and 0.

Remark 1 Although e-biased sets give guaranteed collision resistance to our multiqudit
quantum hash function, for small sizes of input and output spaces better bounds on
collision resistance can be obtained by numeric optimization (see Table[]] for details).

At the moment this approach can be used only for relatively small values of d,m
and q since it implies an exhaustive search for optimal values of s;j, that give minimum
to the following function:

1 .
minmax—f[’l—l—eZ e 4 ...+e a

_27rsj 2T .27s j,d% ‘
{sjr} *#0 dm 3
J
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Table 1. The worst-case values of collision probability with parameters from e-biased
sets and from the numeric optimization, ¢ = 256.

Number of qudits e-biased sets Exhaustive search

d=2
1 0,9998 0,9998
2 0,9996 0,959
3 0,9994 0,7519
4 0,9992 0,4378
5 0,999 0,2031
6 0,988 0,0806
7 0,986 0,0279

d=3
1 0,9681 0,9681
2 0,9372 0,5422
3 0,9073 0,1483
4 0,8784 0,0368
5 0,8504 0,0063

d =
1 0,8329 0,8329
2 0,6937 0,2174
3 0,5778 0,0429
4 0,4813 0,0072

3. Experiment

3.1. Single-photon states with an orbital angular momentum

As we have shown above, the construction of the multiqudit quantum hash function
(2.3) is adapted for implementation by the sequence of high-dimensional states (qudits)
with specific encoding. For that purposes we use single photons with an orbital angular
momentum (OAM) generated via spontaneous parametric down-conversion (SPDC).
OAM-based encoding is currently widely used for implementing various quantum
communication protocols (see, e.g., the reviews [13, [14]) and is especially promising
for their high-dimensional variants [15].

In the process of SPDC [16], [I7], when a pump beam propagates through a quadratic
nonlinear medium, one of the pump photons spontaneously annihilates and signal and
idler photons are simultaneously created. The Slgnal and idler photons have to satisfy
the phase matching conditions w, = w, + ws and k = k + k + kaM, where w; and
k] are the frequency and wave vector, respectively, corresponding to the pump (j = p),
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Figure 1. The experimental setup for single-photon qudit generation.

signal (7 = s) and idler (j = i) photons, and EQPM is a so called quasiphasemathing
vector (kgpym = 2m/A) for a crystal poling with period A. If the pump radiation has
an orbital angular momentum [, and all the photons propagate in the same direction
(collinear SPDC), then the generated photon pairs also have OAM [18, [19] satisfying to
the conservation low

I =1y +1;. (3.1)

In the present work, we created single-photon qudit states by projecting the angular
momentum of the idler photons onto the mode with /; = 0. In this case, since [, = [, the
spatial structure of the signal photon reproduces that of the pump field. To construct
the multiqudit version of the quantum hash function we exploit single-photon qudits
in a superposition of Laguerre-Gaussian (LG;) modes with the radial index p = 0. In
particular, we focus on the equally weighted superpositions that have the following form:

1
v ==

where |(,,) denotes a single-photon state corresponding to LGg" mode, n = 1...d, where

(161) + €92 |6) + ... + e%a]0y)), (3.2)

d is the dimension of the qudit state space, and ¢, is a relative phase.

Our experimental setup is schematically shown in figure 1. We use a 2 cm long
type-0 periodically poled LiNbO3:MgO 5% (PPLN) crystal with a period of 7.50 um,
which is designed to generate signal photons at wavelength of 810 nm and idler photons
at 1550 nm from a pump field at wavelength of 532 nm (CW ND-YAG) under 75°C
operation temperature. The pump field is spatially filtered by a single-mode fiber (SMF)
interfaced by two lenses (L1). To prepare required spatial states of the pump field we
take advantage of a phase holography technique developed in [20], where the required
modes are obtained after beam reflection from SLM’s screen and picked out the first
diffraction order. The first SLM1 (Holoeye PLUTO-2) convert the Gaussian pump beam
into an LG mode (part 1 of SLM1) and detect signal photons (part 2 of SLM1) using the
phase-flattening technique [I§]. The half-wave plates (HWPi, where i = 1, 2, 3) was used
to optimize the field polarization with respect to the SLMs. After the preparation of the
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required LG mode, the pump beam is sent through the PPLN crystal using the biconvex
lens L2 with the focal length of 17.5 cm. The signal and idler photons, generated at
the wavelength of 810 nm and 1550 nm, respectively, are separated by a dichroic mirror
(DM). In the idler arm, the photons are collimated using a lens L3 with the focal length
of 150 mm. After that, the idler photons are sent to SLM2, which maintains only ¢ = 0
mode, and are coupled by the aspheric lens L6 with the focal length of 11 mm into a
single mode fiber SMF. As a result, the detected photons have only zero OAM (¢; = 0).
In the signal arm, the photons are collimated using the lens L4 with the focal length of
150 mm and are sent to the part 2 of SLM1. Having been transformed they are coupled
by the aspheric lens L5 with the focal length of 11 mm into a SMF. Interference filters
IF1 and IF2 are used to select photons at signal and idler wavelengths, respectively.

The focal length of L2 was chosen to approach the single-Schmidt mode regime of
SPDC [21]. In the single-Schmidt mode regime, the Rayleigh range of the pump beam
2, = (mw?) /X should be equal to half of the crystal length L. Following this criteria, we
estimated the required pump beam waist to be w, = 29 pm. For the optimal detection
of the down-converted modes, the lenses L3 and L4 were chosen so that the Rayleigh
range of the signal and idler beams be equal to half of the crystal length L, which
requires wy, = 36 pm and w; = 50 pm. In the experiment we had w, = 32 £ 0.7 pm,
ws = 40.3 £ 1.2 pum, and w; = 50.1 + 0.51 pm.

The photon detection was carried out using photodetectors SPD1 (SPCM AQR-14,
PerkinElmer) operating in the free running mode with an efficiency of 45%, dark count
rate of the order of 2 kHz and dead time of 150 ns, and SPD2 (ID Quantique 210)
operating in the free running mode with an efficiency of 10%, dark count rate of the
order of 15 kHz, and dead time of 16 us. The signals from both detectors are analyzed
by the time-to-digital converter (CC, Time Tagger 20).

To explore quantum hashing main properties we prepared quantum states with the
dimension d = 2, 3, and 4 in the basis of OAM modes ¢ = —3, —2, ..., 3. The examples

of these states are
1

=2 (1)) = 7 (12) + e™-2)), (3.3)
d=3 — i €i 2| ei 3

|09=3 (¢, d3)) = 7 (12) 4 €"2=2) + €'*|0)) , (3.4)

9= (i, s 5)) = —=(]3) + €94 —3) + €0 1) + 98] 1)), (3.5)

V4
To determine states quality we take advantage of the quantum tomography
approach developed in [22, 23]. As an example, we present here quantum tomographic
measurements for the qutrit state |1Z);-i:3(0,0)>, which illustrate the accuracy of our
experiment. The reconstructed density matrix pTz§:3 00) = Preat T Pimug 18
0.332 £ 0.002 0.328 +0.005 0.33 £ 0.005
porb =1 0.328+£0.005 0.344+0.01 0.332+£0.002 |, (3.6)
0.33+0.005 0.332 4 0.002 0.344 + 0.009
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0 (0.002 +0.003)i ~ (0.002 = 0.003)i
per | (—0.002 F 0.003)i 0 —(0.002 +0.001)i | . (3.7)
(—0.002 F 0.003)i  (0.002 = 0.001)i 0

The main figure of merit is the fidelity, which is a measure of how close the reconstructed

state is to a target state and is given by F' = [T 7“(\/ \/Ptarget PP \/Ptarget)] 2, where piarget
and p®? are the target and reconstructed density matrices, respectively [24]. We have
found that F;—3 = 0.987 + 0.012. In the same way, we estimated that fidelity for the
qubit state W;lzg(%”» is Fy—o = 0.99 £ 0.01. To determine the purity of these state
we calculated the eigenvalues of the density matrices. The largest eigenvalues were
Aa=2 = 0.999 and A\;—3 = 0.993 that correspond to high purity states. As a result, based
on the experimental data we can conclude that quantum states of different dimensions
are prepared with high purity and high accuracy level.

3.2. Implementation of the multiqudit quantum hashing

In the previous work [7], we have suggested quantum hash functions as a sequence of
independent qubits, where classical information was encoded into qubits phase. Now we
propose quantum hashing protocol, where the information carriers are high-dimensional
states with an orbital angular momentum. In this case, the structure of the quantum
hash can be represented by Eqgs. 2.2 and 2.3

Here we propose the implementation of the verification procedure that for a given
quantum hash [¢)(z1)) and a classical value x5 checks whether x1 = x5 or not. The ideal
quantum experiment that verifies a multiqubit quantum hash can be set as follows.

(i) We receive a quantum hash of some generally unknown value x; as a sequence of
m single photons in the overall state |(x;)):

[Y(@1)) = [1(21)) ® ... @ [ (21)),
where the j-th qudit is expected to be in the state |¢;(x1)) as described by equation

£2).

(ii) Then we check whether z; equals to some predefined xs or not. To do this
we perform measurements that project |i;(x1)) onto |¢;(z2)) and d — 1 phase
orthogonal states

1 2ms; 2ms;

0272 44 i15.d¥2
69() = () ) L ) 35)

where |<¢j(xg)|¢jg(x2))|2 =0, g = 1,...,d — 1, and ¢,4 are additional
phases responsible for orthogonality of the states. For example, if we use the

qutrits (3-dimensional states) as information carriers, the set of {¢, 4} is equal
to {{2n/3, —2n/3},{—2n/3,27/3}}.

(iii) The projection measurements of these states may be sequential or parallel. In
the latter case we have to prepare a complex phase mask on the part 2 of SLM1
which is an appropriate superposition of detection masks for |i;(z2)) and d — 1
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states |17 (x2)> The complex mask directs the photons into d detection channels

J
wj’l(x2)>, L
single-photon detector click in |t);(x2)) or ’1/};_751(1'2) channels corresponds to the

outcome |;(x1)) = [j(x2)) or [1;(x1)) # |1;(x2)), respectively.
(iv) If 2y = x4, the detector of the output [¢;(z2)) would always click, while the other

corresponding to the states |¢;(z2)), r

i (x2)>, respectively. The

detectors would never click.

v) If x4 Zo, each of the detectors might click, but the probability of erroneous
g y
outcome “xry = x5” is bounded by the construction of the quantum hash function

[ ())-

(vi) If none of the detectors had clicked, then the qudit is lost, and we either request
its resending or tolerate the higher error probability.

(vii) If all of m measurements end up with the outcome ”|1);(x1)) = [¢;(22))”, then the
final result of the experiment is considered to be “xry = x5”. Otherwise, if at least
one qudit leads to [¢;(x1)) # |¢;(22)), then the overall result is also "xy # x2”.

The error probability comes from the fidelity between two different quantum hashes,
which is

(z1—zo) A27rsj7d(m1—;c2) 2

1 4 ;2755,2
W) [9@) = o= [[[1+e 5+ e L 3Y)
j=1

The parameter set {s;} is chosen in such a way that the pairs of hashes |¢)(z1)) and
|t(z2)) give the minimal fidelity for x; # x2. To measure the collision probability we
compare different quantum hashes in the worst-case scenario when quantum hashes for
x1 and 5 have the maximum fidelity for a given set {s;}.

The protocol starts with a calibration step on which we adjust the coincidence count
rate for the “yes”-answer (“x; = z5”). We perform about 200 projection measurements
of equal states and calculate the average coincidence count rate between signal and idler
photons. The simultaneous clicks in the idler and signal detectors means that the idler
photon has been prepared in the state |¢)(x7)) and has been successfully projected on
the state |1)(x9)). We pick the average value as the threshold between “yes” and “no”.
In this work, we experimentally evaluate collision probability for multiqudit quantum
hash function with ¢ = 256 and three groups of parameters: i) d=2and m=1,...,7,
ii)d=3andm=1,...,5,and ili) d =4 and m = 1,...,4, i.e., we perform experiments
with various number of qubits, qutrits and ququarts. We encode the classical message
x1 into the phase of states considered in Section Since we are considering the worst-
case situation, without loss of generality we can focus on the case when xy = 0. The
value of x; corresponding to the worst-case scenario was calculated from

2msj o i27-rsj’da: 2

= q .. q
1 arg max om | € €
w0 d j=1

(3.10)
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Figure 2. a) Comparing experimental and theoretical collision probabilities for the
worst-case scenario for different dimensions of quantum states. b) The theoretical
probability of extracting initial message from its quantum hash.

for an optimal (quasioptimal) set of parameters {s;}, which in turn was precomputed
as

,27r5j’21 .27Tsj‘d;v 2

m
{sjr} = arg rg’i?}riligcpimg‘leezq +...+ea | (3.11)

Figure [2| shows the comparison of experimental and theoretical error rates for
the worst-case scenario depending on different dimension of quantum states. The
experimental results suggest that the proposed technique can be useful even for small
sizes of input and output states. Moreover, it can be seen that the number of information
carriers decreases with increase of their quantum state dimension for an optimal relation
between collision probability and the decoding probability (the probability of extracting
the classical input z from the quantum hash). For instance, if we limit the collision
probability by 0.25 and the decoding probability by 0.15, the optimal number of qudits
to “compress” a 8-bit classical information proves to be m = 5 for d = 2, m = 3 for
d =3, and m = 2 for d = 4. Moreover, according to the Holevo theorem [25] no more
information can be extracted from a quantum d-level system than from a classical d-
level system, which means that we have a bounded probability (below 1) to extract the
information about classical input .

4. Conclusion

In this paper, we have developed a high-dimensional quantum hashing protocol
and presented its proof-of-principle implementation using orbital-angular momentum
encoding of single photons. Experimental results agree quite well with the theoretical
estimations of collision probability dependence on the number of qudits in a quantum
hash. An important result is that the number of information carriers decreases with
increase of their quantum state dimension for an optimal ratio between collision
probability and the decoding probability.
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Thus, the developed multiqudit quantum hashing approach can speed up quantum
communications by reducing the number of particles being transferred while having
balanced resistance to inversion and quantum collisions.
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