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Abstract

Quantum computing has considerable advantages in solving some prob-
lems over its classical counterpart. Currently various physical systems
are developed to construct quantum computers but it is still challeng-
ing and the first use of quantum computers may adopt the cloud style.
Blind quantum computing (BQC) provides a solution for clients with
limited quantum capabilities to delegate their quantum computation to
remote quantum servers while keeping input, output, and even algo-
rithm private. In this paper, we propose three multi-party verifiable
blind quantum computing (VBQC) protocols with identity authentica-
tion to handle clients with varying quantum capabilities in quantum
networks, such as those who can just make measurements, prepare sin-
gle qubits, or perform a few single-qubit gates. They are client-friendly
and flexible since the clients can achieve BQC depending on their own
quantum devices and resist both insider outsider attacks in quantum
networks. Furthermore, all the three proposed protocols are verifiable,
namely that the clients can verify the correctness of their calculations.

Keywords: verifiable blind quantum computation, multi-party quantum
computation, quantum network, quantum identity authentication
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1 Introduction

Quantum computation is a revolutionary computer model that has the poten-
tial to provide significant computational benefits over traditional technologies
by utilizing principles of quantum mechanics. For instance, Shor’s algorithm
can solve the integer factorization problem in polynomial time [1], whereas the
best existing classical algorithm requires super-polynomial time. Even though
quantum computing has several benefits and numerous physical systems such
as trapped ions [2, 3], superconducting qubits [4, 5], photons [6, 7], and sili-
con [8, 9] have been investigated for building quantum computers, it remains
a challenge to construct large-scale quantum computers. In the near future, it
is likely that only a few organizations will own quantum computers and other
clients with limited quantum capabilities have to delegate their quantum com-
putational tasks to quantum servers. Blind quantum computing (BQC) could
make clients interact securely with a remote quantum server, that is, BQC
enables a client with insufficient quantum capability to delegate her quantum
computation to a remote quantum server while keeping input, output, and
even algorithm private.

Childs presented the first BQC protocol based on the circuit model in
2005 [10], where the client requires quantum memory and the ability to rear-
range qubits and perform SWAP gates. Then, Arrighi and Salvail introduced
another BQC protocol that only requires Alice to generate and measure entan-
gled states [11]. But it only provides both verification and blindness for certain
special functions. In 2009, Broadbent, Fitzsimons, and Kashefi presented the
first universal BQC protocol based on the measurement model where the client
just prepares random single qubits [12], and it is called the BFK protocol. Fur-
thermore, through the use of four-qubit blind cluster states, the BFK protocol
has been physically realized by Barz et al. [13]. In addition, the single-server
BFK protocol is expanded to double-server [14, 15], triple-server [16], and
multiple-server modes [17]. In the double-server BQC protocols proposed in
Refs. [14, 15], the client can be completely classical if the two delegated quan-
tum servers are supposed to be non-communicating. Then Li et al. proposed a
triple-server BQC protocol where communication is allowed among servers via
entanglement swapping [16]. Different from the BFK protocol, Morimae and
Fujii proposed a BQC protocol called the MF protocol based on a new model
[18] in which the client only makes measurements. This protocol has also been
demonstrated by using four-qubit cluster states [19]. Since then, numerous
BQC protocols based on various methods were developed [20–25].

Almost all the proposed BQC protocols should satisfy two important prop-
erties, namely blindness and correctness. Blindness prevents the delegated
quantum server from obtaining any valuable information about the client’s
input, output, and algorithm, while correctness means the client could verify
whether the computation results are right, which can be ensured by verifi-
able blind quantum computation (VBQC) [26–30]. Currently, VBQC protocols
are mainly divided into two types, namely stabilizer test verification [29–31]
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and trap-based verification [26]. For the first type, the server generates mul-
tiple copies of graph states and sends each qubit of them one by one to the
client. Then the client verifies the stabilizer operators of these graph states
to determine whether the server has constructed correct graph states. Trap-
based verification, on the other hand, requires a client generating single-qubit
states and embedding trap qubits to check the server’s behaviour. If the server
does not follow the protocol, he may disturb the trap qubits which could be
detected by the client with a high probability.

In addition, we are moving into the noisy intermediate-scale quantum
(NISQ) era now [32], which means one can control a quantum system with
qubits from 50 to a few hundred [33, 34]. More quantum nodes are expected to
arise in quantum networks as a result of the development of quantum comput-
ing [35–37]. In such a complex network environment, the classical clients who
want to perform BQC will face more problems compared with that in a single
environment. For example, in a multi-node quantum network, outsider attacks
from malicious third parties during transmission and effective authentication
between individual nodes need to be considered; due to the decoherence caused
by noise, clients need to verify the correctness of their calculation results even
if the server is honest; and how different clients with various quantum devices
to perform BQC securely also need consideration.

Recently, Li et al. first introduced identity authentication to BQC for resist-
ing the man-in-the-middle attack and denial-of-service attack [38]. Then Shan
et al. presented a BQC protocol with mutual authentication based on quantum
network [39], which includes registration phase, mutual identity authentication
phase, and multi-party blind quantum computation phase. In this protocol,
there are numerous clients and servers. Each legitimate client needs to establish
a registration key with a specific server through certificate authority (CA) and
load balancers in the registration phase. After the client and the corresponding
server authenticate each other with the registration key, she can delegate her
quantum computation to the server. However, only the clients who are limited
to the capability of making measurements are considered in this protocol. In
fact, clients in various BQC protocols have different quantum capabilities and
are suitable for special physical systems. In an optical system, for instance,
measuring a single-qubit state is easier than generating a single qubit [18],
hence the MF protocol is more favorable to clients who possess measurement
devices in this situation. In superconducting systems, performing single-qubit
gates is more precise than preparing or measuring single-qubit states [40].
Hence the protocol in which clients only perform a few quantum gates [24] is
better for superconducting system. Therefore, it is necessary to consider how
to enable clients to delegate their quantum computation securely depending
on their different quantum capabilities in a quantum network. Furthermore,
in the BQC protocol proposed in Ref. [39], the registration key shared by the
client and the corresponding server could be obtained by the load balancers,
and it is unrealistic that both the servers and the load balancers are expected



Springer Nature 2021 LATEX template

4 VBQC with identity authentication for different types of clients

to be trustworthy. Moreover, the clients cannot verify the correctness of their
computation.

Considering all the above, in this paper we propose three VBQC protocols
with identity authentication for clients with different capabilities in the quan-
tum network as shown in Table 1. Especially, in the proposed protocols, even
if CA, load balancers, and servers are regarded as semi-honest, the clients can
verify their computation successfully.

Table 1 Three Proposed Multi-party VBQC Protocols for Different Types of Clients

Protocols Participants The quantum
capability of
clients

Verifiability Identity
authentication

RAM-SMVBQC
in Sec. 4.1

Semi-honest CA,
load balancers,
and servers

Measuring
single-qubit
states

Yes Yes

PAS-SMVBQC
in Sec. 4.2

Semi-honest CA,
load balancers,
and servers

Preparing single-
qubit states

Yes Yes

CB-SMVBQC in
Sec. 4.3

Semi-honest CA,
load balancers,
and servers

Implementing H

and σ1/4
z gates

Yes Yes

The rest part of the paper is organized as follows. Section 2 introduces two
typical verification methods in VBQC protocols. Section 3 briefly reviews the
BQC protocol proposed by Shan et al. [39]. Section 4 proposes three VBQC
protocols. Section 5 compares the proposed protocols with the similar ones in
the literature. The last section 6 makes a conclusion.

2 Preliminaries

In this part, the stabilizer test and trap-based verification which are two
important verification methods are introduced.

2.1 Stabilizer test

Standard graph states and related methods for the stabilizer test [29–31] are
introduced briefly as follows. An n-qubit graph state G ≡ (V,E) corresponding
to graph G is defined as

|G〉 ≡ (
⊗
e∈E

CZe)|+〉⊗n (1)

where V is a set of n vertices, E is a set of edges, n ≡ |V |, e ∈ E, |+〉 ≡
1√
2
(|0〉+|1〉), and CZe is the Controlled-Z gate (CZ ≡ |0〉〈0|

⊗
I+|1〉〈1|

⊗
Z)

acting on the pair of vertices sharing the edge e. Then the description of ith
stabilizer gi (1 ≤ i ≤ n) of |G〉 is given as follows
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gi ≡ (
∏
e∈E

CZe)Xi(
∏
e∈E

CZ†e)

= Xi

∏
Vj∈N(i)

Zj
(2)

where N (i) is the set of neighbors of the ith qubit. About the stabilizer test for
gi on an n-qubit quantum state ρ, Alice measures Xi and Zj for all j ∈ N (i)

and the measurement results are recorded as xi ∈ {0, 1} and zj ∈ {0, 1}. If

xi +
∑

zj
j∈N(i)

≡ 0 mod 2, (3)

Alice will pass the stabilizer test, which means that the state ρ is close to the
ideal state |G〉. Otherwise, Alice rejects it as ρ is far from |G〉. Obviously, we
can get the acceptance probability satisfies (1 + 〈G|ρ|G〉)/2. If Bob is honest,
he will generate the correct graph state which always satisfies Eq. (1) and Alice
will pass the stabilizer test for gi with unit probability for all i.

2.2 Trap-based verification

The trap-based verification was introduced in the verifiable universal blind
quantum computing (VUBQC) protocol by Fitzsimons and Kashefi [26]. This
protocol can achieve blindness with the method in UBQC [12] and accomplish
verifiability through embedding trap qubits.

In UBQC, Bob produces a universal graph state |G〉 by using n qubits
|+θi〉 = 1√

2
(|0〉+ eiθi |1〉)(i = 1, 2, ..., n) sent by Alice, where θi is chosen from

the set {0, π/4, 2π/4, ..., 7π/4}. Then, Alice requests Bob to measure the i-th
qubit of |G〉 in the basis {|±δi〉}, where δi = φ

′

i + θi + riπ, φ
′

i is determined by
previous measurements and ri is chosen from the set {0, 1} at random. Note
that, Bob also sends the measurement result bi to Alice, which will be used to
update the angles related to computation. Then Alice will obtain the output
after Bob has completed all measurements. To verify the computation, Alice
can prepare qubits in the state |z〉, which are randomly selected from {|0〉, |1〉}
and called dummy qubits. According to Eq. (4) and Eq. (5),

CZ(|0〉 ⊗ |+θ〉) = |0〉 ⊗ |0〉+ |0〉 ⊗ eiθ|1〉
= |0〉 ⊗ |+θ〉,

(4)

CZ(|1〉 ⊗ |+θ〉) = |1〉 ⊗ |0〉 − |1〉 ⊗ eiθ|1〉
= |1〉 ⊗ |−θ〉,

(5)

a dummy qubit |0〉 or |1〉 will not entangle with the rest of the qubits |+θi〉 of
the graph state and thus it will not influence the correctness or blindness of the
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computation. Suppose that Alice owns a trap qubit |+θ〉, she may employ some
dummy qubits to isolate |+θ〉 from other adjacent states used for computation.
If the trap qubit is measured in the specified basis, then the measurement
result is also certain. However, from Eq. (5), if a CZ gate is applied to a
dummy qubit |1〉 and a trap qubit |+θ〉, the trap qubit will flip to |−θ〉, where
the measurement result will be flipped as well. Thus, Alice can check Bob’s
measurements and the entangling operations to verify the results by embedding
the trap qubits and the dummy qubits.

3 Review of Shan et al.’s BQC protocol with
mutual authentication [39]

An overview of a multi-party BQC protocol with mutual authentication pro-
posed by Shan et al. is given as follows [39]. It involves m clients Ai (1 ≤ i ≤
m), n servers Bj (1 ≤ j ≤ n), Load Balancer A and Load Balancer B who
allocates resources to clients and servers respectively, and a semi-honest certifi-
cate authority (CA). Note that the number of servers may be smaller than that
of clients and then the server associated with client Ai should be denoted by
Bi mod n. The entire protocol consists of three phases, namely the registration
phase mainly for quantum key distribution, the mutual identity authentication
phase, and the blind quantum computing phase. In the following, the specific
steps of the protocol are given.

Phase 1: the registration phase for quantum key distribution
S1-1 Load Balancer A and Load Balancer B generate qubit sequences SA

and SB randomly in X or Z basis and decoy qubits in {|0〉, |1〉, |+〉, |−〉} with
suitable number. Then the decoy qubits are randomly inserted into SA and SB .
Load Balancer A and Load Balancer B transmit the new sequences SA decoy

and SB decoy to the client Ai and the corresponding server Bi mod n.
S1-2 Once Ai and Bi mod n received SA decoy and SB decoy, respectively,

they need to measure the decoy qubits. The positions and corresponding bases
of them are informed by Load Balancer A and Load Balancer B. If the error
rate is higher than the predefined threshold, an eavesdropper Eve is considered
to exist and the protocol should restart again. Otherwise, Load Balancer A
and Load Balancer B send SA and SB to CA.

S1-3 CA performs Bell measurements and records the measurement results
as RAB when he receives both sequences SA and SB . Note that the measure-
ment results |φ+〉, |φ−〉, |ψ+〉 and |ψ−〉 are encoded as 00, 01, 10, 11, respec-
tively. Then CA sends RAB to Ai and Bi mod n through Load Balancer A and
Load Balancer B across classical channels.

S1-4 When Ai and Bi mod n receive RAB , Load Balancer A and
Load Balancer B announces the basis of each state in SA and SB . According
to Table 2, they keep the j-th bit under the same basis as the initial raw key
bit Kj

AB ∈ {0, 1} when RjAB = 11.
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S1-5 Bi mod n and Ai both select a portion of their raw keys to estimate
the error rate and detect eavesdropping. If the error rate is higher than the
threshold, Ai has to terminate the protocol and move to S1-1.

S1-6 The procedures above are repeated until each client has completed
the registration and shared a key with a specific network server. If m > n and
i > n, Bi mod n may store more than one key in his memories.

Table 2 Correlation of Non-orthogonal States Produced by CA and Measurement

Results on S
′
A and S

′
B .

RAi

|φ〉AB RBi mod n |0〉B → 0 |1〉B → 1 |+〉B → 0 |−〉B → 1

|0〉A → 0 |φ−〉AB |ψ+〉AB |Ψ+〉AB |Φ−〉AB
|1〉A → 1 |ψ+〉AB |φ−〉AB |Φ−〉AB |Ψ+〉AB
|+〉A → 0 |Ψ+〉AB |Φ−〉AB |ψ+〉AB |φ−〉AB
|−〉A → 1 |Φ−〉AB |Ψ+〉AB |φ−〉AB |ψ+〉AB

Phase 2: the mutual identity authentication phase

S2-1 If a registered client Ai wants to delegate a BQC task to a remote

server, he needs to send a request i to Load Balancer A firstly.

S2-2 According to the first-in-first-out (FIFO) principle, Load Balancer A

resends the request i to CA, who prepares 4k non-orthogonal states |ϕ〉AB
randomly chosen from {|φ−〉, |ψ+〉, |Φ−〉, |Ψ+〉}, where

|φ−〉AB =
1√
2

(|00〉 − |11〉)AB ,

|ψ+〉AB =
1√
2

(|01〉+ |10〉)AB ,

|Φ−〉AB =
1√
2

(|φ−〉 − |ψ+〉)AB

=
1√
2

(|0−〉 − |1+〉)AB =
1√
2

(|+ 1〉 − | − 0〉)AB ,

|Ψ+〉AB =
1√
2

(|φ−〉+ |ψ+〉)AB

=
1√
2

(|0+〉 − |1−〉)AB =
1√
2

(|+ 0〉 − | − 1〉)AB .

(6)

All the first qubits of these non-orthogonal states form the qubit sequence

S
′

A and the second qubits of them form the qubit sequence S
′

B . CA sends S
′

A

and S
′

B to Load Balancer A and Load Balancer B, respectively. Note that, CA

also encodes the non-orthogonal states as |φ−〉 → 00, |ψ+〉 → 01, |Φ−〉 → 10,
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|Ψ+〉 → 11, and broadcasts them to Ai and Bi mod n. When Load Balancer A

and Load Balancer B receive S
′

A and S
′

B , they generate some decoy qubits and

insert them into S
′

A and S
′

B . Then they send the new qubit sequences S
′

A decoy

and S
′

B decoy to Ai and Bi mod n, respectively.

S2-3 Ai and Bi mod n perform eavesdropping detection by checking whether

the states of decoy qubits are changed. If the error rate is over a certain

threshold, the step S2-2 should be re-executed; otherwise they can obtain S
′

A

and S
′

B .

S2-4 Ai and Bi mod n measure S
′

A and S
′

B in the bases in terms of the

initial key KAB and record the measurement results RAi and RBi mod n
. Then

Ai and Bi mod n randomly reveal 3k values of RAi and RBi mod n
and the

corresponding positions via classical channels.

S2-5 According to Table 3, Ai and Bi mod n check independently whether

the other side’s measurement results are correct and complete the mutual

identity authentication. For example, if CA prepares a non-orthogonal states

|φ−〉AB and the measurement result RAi = 1, then RBi mod n
= 1.

Table 3 The Probabilities of CA’s Bell Basis Measurement Results according to SA and
SB .

SA, SB

Probabilities RAB
|φ+〉AB→ 00 |φ−〉AB → 01 |ψ+〉AB → 10 |ψ−〉AB → 11

|0〉A|0〉B 1/2 1/2 0 0

|0〉A|1〉B 0 0 1/2 1/2

|1〉A|0〉B 0 0 1/2 1/2

|1〉A|1〉B 1/2 1/2 0 0

|+〉A|+〉B 1/2 0 1/2 0

|+〉A|−〉B 0 1/2 0 1/2

|−〉A|+〉B 0 1/2 0 1/2

|−〉A|−〉B 1/2 0 1/2 0

Phase 3: the blind quantum computation phase

S3-1 After Ai and Bi mod n authenticate each other successfully, Ai needs

to ask Bi mod n to generate a quantum resource state |G〉. Note that, a qubit

of the resource state is |Gx,y〉, where x denotes a row number and y denotes a

column number.
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S3-2 Bi mod n sends these qubits of the resource state to Ai via quantum

channels one by one.

S3-3 Ai measures these qubits in basis {|±θ′x,y 〉}, where θ
′

x,y =

(−1)s
X
x,yθx,y + sZx,yπ. Note that θx,y ∈ {−π4 , 0,

π
4 ,

π
2 } is the desired measure-

ment angle, sXx,y is the summation of all previous measurement results in X

basis, sZx,y is the summation of all previous measurement results in Z basis,

and the measurement result is recorded as sx,y ∈ {0, 1}. If all qubits have been

measured, the computation is completed.

As mentioned above, the client shares a key KAB with the specific server

under the help of load balancers and CA in the registration phase. Then, if

the client wants to perform a BQC task, she can log into the remote server by

using the key KAB in the identity authentication phase. After the client and

the server authenticate each other, the client can delegate her BQC task to

the server securely. Here a brief analysis of the security of the reviewed pro-

tocol is given. Firstly, a reasonable assumption is that an unjammable public

channel is required to ensure the integrity of transmitted classical messages

between each load balancer and CA. Therefore, in Phase 1 and Phase 2, as

long as the devices for preparing single-qubit states owned by Load Balancer A

and Load Balancer B are secure, neither the semi-honest CA nor an external

attacker Eve can obtain the shared key KAB . In Phase 3, based on the no-

signaling principle, the privacy of the clients can be well protected. In addition,

because the decoy-state check technology is used in each quantum information

transmission, this protocol can resist intercept-resend attack and entangle-

measure attack. However, Load Balancer A and Load Balancer B are regarded

as honest and they can get information about SA, SB , RAB , from which the

value of the shared key can be deduced. Once the load balancers are success-

fully attacked, the entire network is no longer secure. What’s more, in this

protocol, only the clients who can make measurements are considered. Actu-

ally, the clients usually have different quantum capabilities in a real quantum

network. Especially, the clients cannot determine whether the nodes in the
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quantum network are honest or not. Therefore, it is necessary to consider the

verifiability of their quantum computation.

4 Three proposed multi-party VBQC protocols

Since the clients in quantum networks have different quantum capabilities,

such as making measurements, generating single-qubit states, or performing

a few single-qubit gates, we propose three multi-party VBQC protocols with

identity authentication suitable for three types of clients based on the mainly

blind quantum computing model.

4.1 The first secure multi-party VBQC protocol based
on the receive-and-measure method

In this part, we construct a secure multi-party VBQC protocol mainly based

on the receive-and-measure method (called RAM-SMVBQC). Similar to Shan

et al.’s BQC protocol [39], in this protocol, the clients only have the ability

to make measurements and own a little quantum memory. First, the clients

should share a register key KAB with the specific server with the help of load

balancers and CA. Then, the clients could employ the key KAB to access the

remote quantum server to delegate their quantum computational tasks. The

specific steps are as follows.

Phase 1: the registration phase

A1-1 Ai first sends a request i to Load Balancer A who puts it into the

request queue. Conforming to the FIFO principle, Load Balancer A forwards

the request i to Load Balancer B and CA. Then Load Balancer A generates

a series of qubits randomly in {|0〉, |1〉, |+〉, |−〉} with the length of m+ l + k.

The qubit sequence is denoted by SLAdecoy and is sent to Ai.

A1-2 When Ai receives SLAdecoy , she randomly measures l qubits in the

corresponding bases, which should be told by Load Balancer A, and returns

SAdecoy consisting of the rest of m+ k qubits to Load Balancer A. If the mea-

surement results are correct, Ai tells Load Balancer A the positions and bases

of other m qubits. Load Balancer A measures them in the informed measure-

ment bases. The remaining qubit sequence is represented by SA. Either of the
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error rates in these two decoy detections is higher than the predefined thresh-

old, Ai has to terminate the protocol and move to A1-1. Note that if Ai owns

massive quantum memory, she can do it efficiently. Otherwise, she needs to set

the clock period carefully to ensure that Bob cannot distinguish which qubits

she measured.

A1-3 After Load Balancer B receives the request i, he assigns an idle server

Bi mod n and transmits the request i toBi mod n. Then Bi mod n randomly gen-

erates m+k qubits in {|0〉, |1〉, |+〉, |−〉}, which form the sequence SBdecoy . Next

he sends SBdecoy to Load Balancer B. Similar to A1-2, after Load Balancer B

receives these qubits, he has to perform the decoy detection and the remaining

qubit sequence is represented by SB .

A1-4 CA performs Bell measurements on SA and SB , which are sent from

Load Balancer A and Load Balancer B, and records the measurement results

as RAB . The measurement results {|φ+〉, |ψ+〉, |φ−〉, |ψ−〉} are recorded as

{00, 01, 10, 11}, respectively. Then, CA sends RAB to Load Balancer A and

Load Balancer B via public classical channels. Finally, they resend RAB to Ai

and Bi mod n.

A1-5 When Ai and Bi mod n receive RAB successfully, they have to securely

exchange the bases of qubits in SA and SB . Similarly, according to Table 2, they

keep the j-th bit under the same basis as the initial raw key bit Kj
AB ∈ {0, 1}

when RjAB = 11. For example, if the j-th qubit in SA or SB is prepared in Z

basis, then Kj
AB = 0. Otherwise, Kj

AB = 1.

A1-6 Ai and Bi mod n have to pick a portion of their raw keys to estimate

error rate and detect eavesdropping as a consequence of the effect of noise

in the actual channel. If the error rate is below the threshold, the channel is

secure. Otherwise, Ai has to terminate protocol and move to A1-1.

A1-7 The steps from A1-1 to A1-6 should be repeated until all clients have

completed the registration and each of them has obtained a shared key with a

specific network server, as illustrated in Fig. 1. Note that, if m > n and i > n,

Bi mod n must securely store multiple keys in his memories.

Phase 2: the identity authentication phase
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iAiA

nA

1A1A

1B1B

i mod nB mBLoad_Balancer_BLoad_Balancer_B

Quantum channel

Classical channel

Exchange basis of       and  

CA

Load_Balancer_ALoad_Balancer_A

decoyLAS

decoyAS

ABR

ABR

decoyBS

ABR

ABR

AS

BS

AS BS

Fig. 1 (Color Online) Information flow of the registration phase in the RAM-SMVBQC
protocol

A2-1 Ai sends request i to Load Balancer A when he wants to delegate a

BQC to a remote server.

A2-2 Based on the FIFO principle, Load Balancer A resends the request

i to CA, who needs to randomly prepare 4k non-orthogonal states selected

in {|φ−〉, |ψ+〉, |Φ−〉, |Ψ+〉} as shown in Eq. (6). All the first qubits of |ϕ〉AB
form the qubit sequence S

′

A which should be sent to Load Balancer A and

the second qubits of them form the qubit sequence S
′

B which should be sent

to Load Balancer B. Note that, CA also encodes the non-orthogonal states as

SAB which denoted |φ+〉 → 00, |φ−〉 → 01, |ψ+〉 → 01, |ψ−〉 → 11, and broad-

casts them to Ai and Bi mod n. When Load Balancer A and Load Balancer B

receive S
′

A and S
′

B , they insert some decoy qubits into S
′

A and S
′

B and send

the new qubit sequences S
′

Adecoy
and S

′

Bdecoy
to Ai and Bi mod n, respectively.

A2-3 After eavesdropping detection, Ai and Bi mod n measure S
′

A and S
′

B

in the bases in terms of the initial key KAB and record the measurement results

RAi and RBi mod n
. Then Ai and Bi mod n randomly reveal 3k values of RAi

and RBi mod n
and the corresponding positions via classical channels.

A2-4 According to Table 3, Ai and Bi mod n check independently whether

the other side’s measurement results are correct and complete the mutual

identity authentication similar to S2-5 in the reviewed BQC protocol. The

information flow of Phase 2 is shown in Fig. 2.

Phase 3: the blind quantum computation phase
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Fig. 2 (Color Online) Information flow of identity authentication phase in the RAM-
SMVBQC protocol

A3-1 After Ai and Bi mod n authenticate each other successfully, Bi mod n

should generate a N(α+β+ 1)-qubit state ρ. The state ρ consists of α+β+ 1

registers, and each register stores N qubits, where α and β are both real num-

bers. If Bi mod n is honest, he generates a graph state |G〉 ≡ (
⊗
e∈E

CZe)|+〉⊗N

in each register, which has been introduced in Sec. 2.

A3-2 To reduce the workload of Bi mod n and improve the efficiency of

the protocol, Bi mod n can request for help from other idle servers through

Load Balancer B. To be more specific, Bi mod n broadcasts a request to the

other idle servers with the help of Load Balancer B.

A3-3 If M idle servers respond to the request, Bi mod n announces the

information of |G〉. Then, each of them needs to generate the state |G〉⊗
α+β+1
M .

Bi mod n sends each qubit of |G〉⊗
α+β+1
M to Ai one by one. The graph state

generated by idle servers are resent by Bi mod n to Ai. Note that, Bi mod n can

accept Ai+1’s request after he generates the graph state and he only needs to

send a qubit of |G〉 from his quantum memory.

A3-4 Ai chooses α registers uniform randomly and discards them to guar-

antee that the remaining state is close to an independent and identically

distributed sample by using the quantum de Finetti theorem [41]. Then she

chooses β graph states |G〉 at random for stabilizer test. If the stabilizer test

passes, she uses the remaining one graph state ρA for MBQC.

Security and verifiability analysis. We first show the security of registra-

tion phase (Phase 1) and the identity authentication phase (Phase 2), which
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means that no matter whether there is an external or internal attacker, the

client’s register key KAB cannot be obtained by attackers in Phase 1. Like-

wise, the attackers also cannot replace the identity of the client in Phase 2.

Then it is necessary to show the protocol in the blind quantum computation

phase (Phase 3) satisfies blindness, correctness, and verifiability.

In Phase 1, load balancers and CA are semi-honest parties who should fol-

low the protocol honestly, but can try to extract information by themselves

without colluding with other entities. First, CA is considered as an insider

attacker who wants to obtain the client’s register key KAB . CA cannot dis-

tinguish the basis of the qubits which were sent by load balancers in A1-2

and A1-3 since the non-orthogonal basis is not distinguishable. Therefore, the

probability of detecting dishonest behavior of CA is 1
2m where m is the length

of SA and SB . For example, if the qubits resent by Load Balancer A and

Load Balancer B from Ai and Bi mod n are |0〉A and |0〉B respectively, the

measurement result of the CA should be |ψ+〉AB or |ψ−〉AB based on Table 2.

The malicious CA will return a random result and the probability of return-

ing an incorrect result is 1
2 . Similarly, Load Balancer A and Load Balancer B

can be regarded as particle generators to randomly prepare single photon

sequences and their roles in the quantum network are only to reduce the quan-

tum capability of the clients. If they are dishonest and seen as insider attackers,

their malicious behaviors can be detected with a certain probability due to

the decoy detection in A1-2 and A1-3. As shown above, an insider cannot

obtain the register key KAB . In addition, if there exist an external attacker

Eve, who can intercept the qubit sequence SA and SB from Load Balancer A

and Load Balancer B and make Bell measurements on them. But based on

the measurement results, Eve can only know whether the quantum states of

Ai and Bi mod n are the same or opposite and the shared key KAB cannot

be deduced. For example, if Eve obtains the result |ψ−〉AB , then he can only

get that the quantum states of Ai and Bi mod n are the opposite. Eve cannot

judge whether the quantum state is prepared in X basis or Z basis. To sum
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up, neither insider nor external attackers can obtain the value of the shared

key KAB in Phase 1.

In Phase 2, if CA is dishonest and considered as an insider attacker, he

sends wrong states to Ai and Bi mod n. However, his dishonest behavior will be

detected because Ai and Bi mod n need to announce the measurement results

and check each other’s measurement results independently. Besides, even if

Load Balancer A and Load Balancer B are regarded as insider attackers, they

still cannot know the value of KAB and thus cannot pretend to be Ai or

Bi mod n. From the view of an outside attacker Eve, he cannot distinguish

the intercepted non-orthogonal states that CA sent due to Heisenberg’s uncer-

tainty principle. Furthermore, decoy check is used during each transmission.

Then, any operation on the quantum state may change the measurement result

and the client and the server will discover the attacks with a non-zero proba-

bility. Therefore, the proposed protocol can avoid the intercept-resend attack

and the entangle-measure attack.

In Phase 3, a single-server BQC method is used, where only a one-way quan-

tum communication fromBi mod n to Ai is needed. The blindness is guaranteed

by the no-signaling principle [42], which is more fundamental than quantum

mechanics. Therefore, the server cannot get anything about the client’s input,

output and algorithm except the size of the graph state |G〉. Next, we will

show that the protocol satisfies ε-verifiability, namely that the probability

that client accepts an incorrect result should be bounded by ε. It is easy to see

that if Bi mod n behaves honestly, Ai will pass the stabilizer test and accept

the outcome of the computation with probability 1. If Ai passes the test, the

state ρA which can be used for computation satisfies

〈G|ρA|G〉 ≥ 1− 1

N
= ε, (7)

with probability at least 1− 1
N [30]. It means that if Ai passes the test, then

the state ρA used for computation is close to the ideal state |G〉. Otherwise,

the computation state ρA is far from the ideal state and Ai will reject the
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computation result. Then a short proof is given for verifiability based on the

work in Refs. [30, 43].

Proof For any N -qubit state δ, we can get

Tr[(T⊗β ⊗Π⊥)δ⊗β+1] ≤ 1

2N2
. (8)

Note that Π⊥ = I⊗N − |G〉〈G| and T is a POVM that can make Ai accept the test.
Then we can get

Tr(Tδ) =
1

2
+

1

2
〈G|δ|G〉, (9)

Tr(Π⊥δ) = 1− 〈G|δ|G〉
= 2(1− Tr(Tδ)).

(10)

According to Eq. (9) and Eq. (10), we obtain

Tr[(T⊗β ⊗Π⊥)δ⊗β+1] = Tr(Tδβ)Tr(Π⊥)

= 2Tr(Tδ)β(1− Tr(Tδ)).
(11)

Let Tr(Tδ) = β
β+1 , Eq. (11) can achieve the maximum

2Tr(Tδ)β(1− Tr(Tδ))

=2(
β

β + 1
)β(1− β

β + 1
) ≤ 1

2N2
.

(12)

Then we have

Tr[(T⊗β ⊗Π⊥)ρ⊗β+1] = Tr(T⊗βρ)Tr(Π⊥ρA)

≤ 1

2N2
+

1

2N2
=

1

N2
.

(13)

If Tr(Π⊥ρA) ≥ 1
N , then Tr(T⊗βρ) ≤ 1

N . Therefore

Tr(T⊗βρ)Tr(Π⊥ρA) = Pr(accept)E(1− 〈G|ρA|G〉), (14)

where E(·) is the expected value and Pr(accept) is the probability that Ai accepts
the test. For Eq. (14), according to Markov inequality

1

N
Pr[(1− 〈G|ρA|G〉) >

1

N
] ≤ E(1− 〈G|ρA|G〉) ≤

1

N
, (15)

it is easy to deduce

Pr(accept)Pr[(1− 〈G|ρA|G〉) >
1

N
] ≤ 1

N
(16)

which means 〈G|ρA|G〉 ≥ 1− 1
N with probability 1− 1

N when Ai accepts the test.

4.2 The second secure multi-party VBQC protocol based
on the prepare-and-send method

Next we introduce the second secure multi-party VBQC protocol based on the
prepare-and-send method (called PAS-SMVBQC) where the clients can only gen-
erate single qubits. In this protocol, the clients also have to register first and then
delegate their computational tasks to remote quantum servers according to register
keys. The specific steps are given as follows.

Phase 1: the registration phase
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B1-1 The client Ai sends a request i to Load Balancer A who puts it into the
request queue. According to the FIFO principle, Load Balancer A retransmits the
request i to Load Balancer B.

B1-2 The client Ai and the server Bi mod n prepare a series of single quantum
states randomly in X basis or Z basis which are denoted by SA and SB , respec-
tively, and the length of them is k. Then they insert decoy states in {|0〉, |1〉, |+〉, |−〉}
with fixed length into SA and SB and send the new sequences SAdecoy and SBdecoy
to Load Balancer A and Load Balancer B. After they receive these qubits, Ai
and Bi mod n tell positions and the basis of decoy qubits. Load Balancer A and
Load Balancer B measure them in the informed measurement bases. If the error rate
exceeds the predefined threshold, Ai has to terminate the protocol and move to B1-1.

B1-3 CA performs Bell measurements on SA and SB , which are sent from
Load Balancer A and Load Balancer B, and records the measurement results as
RAB . CA sends RAB to Load Balancer A and Load Balancer B across public clas-
sical channels. Then Load Balancer A resends RAB to Ai and Load Balancer B
resends RAB to Bi mod n.

B1-4 When Ai and Bi mod n receive RAB successfully, they have to securely
exchange the bases of qubits in SA and SB . Similar to A1-5, they keep the j-th bit
under the same basis as the initial raw key bit Kj

AB ∈ {0, 1} when RjAB = 11.
B1-5 Ai and Bi mod n have to pick a portion of their raw keys to estimate error

rate and detect eavesdropping because of the effect of noise in the actual channel.
If the error rate is below the threshold, the channel is secure. Otherwise, Ai has to
terminate the protocol and move to B1-1.

B1-6 The steps from B1-1 to B1-5 should be repeated until all clients have com-
pleted the registration and each of them has obtained a shared key with a specific
network server.

Phase 2: the identity authentication phase
B2-1 As shown in Fig. 3, if a registered client Ai wants to delegate a quan-

tum computational task to a remote server, he needs to send a request i to
Load Balancer A firstly.

B2-2 According to the FIFO principle, Load Balancer A resends the request i to
Load Balancer B and CA, and Load Balancer B resends the request to Bi mod n.

B2-3 Ai and Bi mod n prepare single qubit sequences S
′

A and S
′

B randomly in X
basis or Z basis according to the raw key KAB . The encoding method is shown in
Table 4.

Then they also prepare decoy sequences in {|0〉, |1〉, |+〉, |−〉} with fixed length

and insert into S
′

A and S
′

B to generate new sequences S
′

Adecoy
and S

′

Bdecoy
, which

should be sent to Load Balancer A and Load Balancer B.
B2-4 When Load Balancer A and Load Balancer B receive S

′

Adecoy
and S

′

Bdecoy
,

they both need to measure the decoy qubits, the positions and basis of which are
informed by Ai and Bi mod n. If the eavesdropping detection passes, they transmit

S
′

A and S
′

B to CA.

B2-5 After CA receives the sequences S
′

A and S
′

B , he randomly generates kAB
2

bits, where kAB is the length of KAB and the j-th bit is denoted by Mj ∈ {0, 1}
for j ∈ {0, 1, ..., kAB2 }. If Mj = 0, he measures the j-th qubit of S

′

A in Z basis and

records the measurement results R
′j
A ; otherwise he measures it in X basis. He also

needs to measure S
′

B according to the value of M and records the measurement

results as R
′

B . Then, CA announces the value of R
′

A and R
′

B .
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Fig. 3 (Color Online) Information flow of identity authentication phase in the PAS-
SMVBQC protocol

B2-6 According to R
′

A and R
′

B , Ai and Bi mod n could check the identity of the
other party. For example, assume that KAB is an 8-bit string and KAB = 01001011,

as shown in Table 4, the qubit sequence of S
′

A and S
′

B are {|1〉, |0〉, |+〉, |−〉}. If CA

generates M = 0101 and the measurement result R
′

A = 1011, according to Table 4

and the value of KAB , Ai can confirm the identity of Bi mod n when R
′1
B = 1 and

R
′4
B = 1.

Table 4 The Rules of Code S
′
A and S

′
B according to KnKn+1 and Corresponding

Measurement Results R
′
A and R

′
B

KnKn+1 00 01 10 11

S
′
A and S

′
B |0〉 |1〉 |+〉 |−〉

The value of Mj 0 1 0 1 0 1 0 1

Measurement
basis

Z X Z X Z X Z X

R
′
A and R

′
B 0 0 or 1 1 0 or 1 0 or 1 0 0 or 1 1

Phase 3: the blind quantum computation phase
B3-1 After Ai and Bi mod n authenticate each other successfully, Ai wants to

ask the quantum server Bi mod n to help her perform the task of VBQC.
B3-2 Ai generates C + T qubits and the state of each qubit is |+θi〉=

1√
2

(|0〉 +

eiθi |1〉)(i = 1, 2, ..., N), where θi is uniformly and randomly chosen from the set
{0, π/4, 2π/4, ..., 7π/4}. Note that, C is the number of computation qubits used for
performing computation and T is the number of trap qubits used for verification. Ai
should also generate D dummy qubits which are chosen at random from {|0〉, |1〉}.
Then Ai sends these qubits to Bob.

B3-3 Bi mod n generates graph state |G〉 as required by Alice, where |G〉 is an
N -qubit universal graph state and N = C + T +D.

B3-4 Ai asks Bi mod n to measure these qubits. If a qubit in |G〉 is uesd for

computation, then it will be measured in the basis {|0〉 ± eiδi |1〉} where δi = φ
′

i +



Springer Nature 2021 LATEX template

VBQC with identity authentication for different types of clients 19

θi + riπ, φ
′

i is obtained according to the previous measurements, and ri is chosen
from the set {0, 1} at random. However, trap qubits will be measured in the basis
{|0〉 ± eiθi+riπ|1〉} and dummy qubits are measured in the basis randomly chosen

from {|0〉 ± |1〉, |0〉 ± eiπ/4|1〉, |0〉 ± ei2π/4|1〉, |0〉 ± ei3π/4|1〉}.
B3-5 If all the measurement results of trap qubits are correct, Ai recovers the

outcome of the computation as she knows the value of each random number ri.
Security and verifiability analysis. Similar to the RAM-SVMBQC protocol,

both CA and load balancers are regarded as semi-honest. The insider attacks and
outsider attacks of Phase 1 and Phase 2 will be analyzed. In addition, the correctness,
blindness and verifiability of Phase 3 are also discussed in the following.

Clients can only measure single qubits in the first RAM-SVMBQC protocol and
they must ask the load balancers for help to generate single qubits. However, in
the second PAS-SMVBQC protocol, the clients could generate single qubit by them-
selves. The role of load balancers is only to resend qubits. If they are dishonest and
seen as insider attackers, their malicious behaviors will be detected with a non-zero
probability in B1-2 because of the decoy detection. Besides, similar to the RAM-
SVMBQC, if there exist an insider attack CA, he cannot distinguish the basis of SA
and SB and his malicious behaviors will be detected with probability 1

2n , where n is
the length of SA and SB . Furthermore, due to decoy detection in each transmission,
the proposed protocol can defend against external attackers. In Phase 2, CA only
needs to measure SA and SB according to the values of M , which are generated by
himself. Neither a dishonest CA nor an outside attacker Eve can get any informa-
tion without being detected. Thus, the security of the client and the server can be
guaranteed by using the initial security key shared between the client and the server.

In Phase 3, if Bi mod n behaves honestly, then all the measurements on trap
qubits will produce correct results and the computation will be performed correctly.
Even if Bi mod n behaves maliciously, he cannot get any information about Ai as
well. Then, we will prove the blindness of the protocol.

Proof The client’s quantum input is blind for server, as the state that Bi mod n
received from Ai is

1

10

∑
θi

(|+θi〉〈+θi |+ |0〉〈0|+ |1〉〈1|)

=
1

10
(|+〉〈+|+ · · ·+ |+ 7π

4
〉〈+ 7π

4
|+ |0〉〈0|+ |1〉〈1|)

=
I

2
,

(17)

which is a maximally mixed state.
Then we show the client Ai’s algorithm and output are also hidden from the

server by using the method similar to that in Refs. [44, 45].

Proof Let Ωi = {δi}Ni=1 is the set of angles that Ai sends to Bi mod n, Θi = {θi}Ni=1
is the set of Ai’s privacy, and Rj = {ri}Ni=1 ∈ {0, 1} is a hidden binary parameters
chosen by Ai. Let {Πi}mi=1 be a POVM which is performed by Bi mod n, and Λ ∈
{1 . . .m} are the corresponding results of the POVM. Suppose that Bi mod n wants
to know Ai’s privacy. Then we have
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P (Θi = {θi}Ni=1|Λ = i,Ωi = {δi}Ni=1)

=
P (Λ = i|Θi = {θi}Ni=1,Ωi = {δi}Ni=1)P (Θi = {θi}Ni=1,Ωi = {δi}Ni=1)

P (Λ = i,Ωi = {δi}Ni=1))

=
P (Λ = i|Θi = {θi}Ni=1,Ωi = {δi}Ni=1)P (Θi = {θi}Ni=1)P (Ωi = {δi}Ni=1)

P (Λ = i|Ωi = {δi}Ni=1)P (Ωi = {δi}Ni=1)

=P (Θi = {θi}Ni=1)
P (Λ = i|Θi = {θi}Ni=1,Ωi = {δi}Ni=1)

P (Λ = i|Ωi = {δi}Ni=1)

=P (Θi = {θi}Ni=1),

(18)

which means that Bi mod n cannot know the algorithms of Ai. Similarly, the
blindness of the client Ai’s output can be proved as

P (Rj = {ri}Ni=1|Λ = i,Θi = {θi}Ni=1)

=
P (Λ = i|Rj = {ri}Ni=1,Ωi = {δi}Ni=1)P (Rj = {ri}Ni=1,Θi = {θi}Ni=1)

P (Λ = i,Θi = {θi}Ni=1)

=
P (Λ = i|Rj = {ri}Ni=1,Θi = {θi}Ni=1)P (Rj = {ri}Ni=1)P (Θi = {θi}Ni=1)

P (Λ = i|Ωi = {δi}Ni=1)P (Θi = {θi}Ni=1)

=P (Rj = {ri}Ni=1)
P (Λ = i|Rj = {ri}Ni=1,Θi = {θi}Ni=1)

P (Λ = i|Θi = {θi}Ni=1)

=P (Rj = {ri}Ni=1).

(19)

In addition, Bi mod n does not know the positions and prepared basis of trap
qubits. Thus he cannot determine the measurement result of trap qubits and his
malicious behaviors could be found by Ai with a non-zero probability.

We make a brief description about the verifiability similar to that in Ref. [26].
Consider a single trap qubit (T = 1) at a uniformly random position in |G〉, denoted
as |+θt〉. Then, we can get that the probability Pr(incorrect, accept) that Ai accepts
an incorrect output satisfies the joint distribution

Pr(incorrect, accept) ≤ ε = 1− 1

2N
(20)

for quantum output, where N is the number of the graph state |G〉. However, if the
output of the protocol is classical, this bound satisfies

Pr(incorrect, accept) ≤ ε =
N − 1

N
= 1− 1

N
. (21)

In addition, if Ai should ask Bi mod n to generate a resource state called dotted-
triple graph [46], the number of trap qubits can be a constant fraction of the total
number of qubits, and the bound improves to ε = 8/9. If the protocol is repeated d
times, it can be shown that ε = (8/9)d.

4.3 The third multi-party VBQC protocol with the
circuit-based model

By using the circuit model similar to that in Ref. [24], the third secure multi-party
verifiable blind quantum computation protocol (called CB-SMVBQC) is proposed.
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In this protocol, if the clients can only perform quantum gates H and σ
1/4
z , they can

also remotely access a quantum server with the help of load balancer and the CA,
and delegate their quantum computational tasks to the server. The specific steps of
the proposed protocol are as follows.

Phase 1: the registration phase
C1-1 The client Ai sends a request i to Load Balancer A who puts it into the

request queue. According to the FIFO principle, Load Balancer A retransmits the
request i to Load Balancer B. Load Balancer A also prepares m+k states |0〉 which
form the sequence SLA and send them to Ai.

C1-2 Ai randomly generates |0〉 = |0〉, |1〉 = H(σ
1/4
z )4H|0〉, |+〉 = H|0〉, or |−〉 =

(σ
1/4
z )4H|0〉 by applying some quantum gates such as H and σ

1/4
z on each received

qubit of SLA. Then Ai returns the new qubit sequences SAdecoy to Load Balancer A.
After Load Balancer A receives these qubits, Ai tells the positions and bases of m
qubits. Load Balancer A measures them in the informed measurement basis and the
remaining qubits are expressed as SA which should be sent to CA. If the error rate
is higher than the predefined threshold, an eavesdropper Eve is considered to exist
in the channel and the protocol should restart.

C1-3 Bi mod n randomly prepares m+k single qubits in {|0〉, |1〉, |+〉, |−〉}, which
compose the qubit sequence SBdecoy and will be sent to Load Balancer B. After
eavesdropping detection, the remaining qubits SB should be sent to CA. Similar to
that in C1-2, if the error rate is higher than the predefined threshold, eavesdropping
may exist and the protocol need start again.

C1-4 CA performs Bell measurements on the qubit sequences SA and SB and
records the measurement results RAB ∈ {|φ+〉 → 00, |ψ+〉 → 01, |φ−〉 → 10, |ψ−〉 →
11}. CA sends RAB to Load Balancer A and Load Balancer B across public classical
channels. Then they resend RAB to Ai and Bi mod n.

C1-5 When Ai and Bi mod n receive RAB , they have to securely exchange the
bases of qubits in SA and SB . Similarly, according to Table 2, they keep the j-th bit
under the same basis as the initial raw key bit Kj

AB ∈ {0, 1} when RjAB = 11.
C1-6 Ai and Bi mod n need to pick a portion of their raw key bits to estimate error

rate and detect eavesdropping because of the effect of noise in the actual channel. If
the error rate exceeds the threshold, Ai has to terminate the protocol and move to
C1-1 again.

C1-7 The steps from C1-1 to C1-6 should be repeated until all clients have com-
pleted the registration and each of them has shared a key with a specific network
server. Note that, if m > n and i > n, Bi mod n must store multiple keys in his
memories securely.

Phase 2: the identity authentication phase
C2-1 If a registered client Ai wants to securely delegate a quantum computational

task to a remote server, he needs to send a request i to Load Balancer A firstly.
C2-2 According to the FIFO principle, Load Balancer A resends the request i to

Load Balancer B and CA and Load Balancer B resends the request to Bi mod n.
C2-3 Load Balancer A prepares m+ k qubits in the form of |0〉 and sends them

to Ai. When each qubit arrives, Ai performs the corresponding single-qubit gates on

it to make its state be one of {|0〉, |1〉, |+〉, |−〉}, where |0〉 = |0〉, |1〉 = H(σ
1/4
z )4H|0〉,

|+〉 = H|0〉, and |−〉 = (σ
1/4
z )4H|0〉. Then Ai returns these qubits which form the

sequence S
′

Adecoy
to Load Balancer A.

C2-4 Bi mod n prepares single qubit sequences S
′

A and S
′

B randomly in X basis
or Z basis according to the raw key KAB . Then they also prepare decoy sequences
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in {|0〉, |1〉, |+〉, |−〉} with fixed length and insert into S
′

B to make a new sequences

S
′

Bdecoy
which will be transmitted to Load Balancer B.

C2-5 After Load Balancer A and Load Balancer B receive S
′

Adecoy
and S

′

Bdecoy
,

they both need to measure the decoy qubits, the positions and basis of which are
informed by Ai and Bi mod n. If the eavesdropping detection passes, they transmit

S
′

A and S
′

B to CA.

C2-6 When CA receives the sequences S
′

A and S
′

B , he randomly generates kAB
2

bits, where kAB is the length of KAB and the j-th bit is denoted by Mj ∈ {0, 1}
for j ∈ {0, 1, ..., kAB2 }. If Mj = 0, he measures the j-th qubit of S

′

A in Z basis and

records the measurement results R
′j
A , otherwise he measures it in X basis. Similarly,

he also needs to measure S
′

B and records the measurement results as R
′

B . Then, CA

announces the value of R
′

A and R
′

B .
C2-7 Similar to B2-6, Ai and Bi mod n could check the identity of the other party

based on the value of R
′

A and R
′

B .
Phase 3: the blind quantum computation phase
C3-1 After Ai and Bi mod n authenticate each other successfully, she asks the

specific server Bi mod n to initiate the task of BQC.
C3-2 Bi mod n sends N qubits in states |0〉 to Ai, where N = C + T + D. Ai

randomly chooses C qubits to be used for computation, T qubits to be considered as
trap qubits, and D qubits to be taken as dummy qubits. For computation and trap
qubits, she performs the H gate on these qubits and then randomly applies the gate

σ
1/4
z on it for n times in order to make the state of the qubit be 1√

2
(|0〉+ e

nπ
4 i|1〉),

where n is uniformly chosen from {0, 1, ..., 7}. For dummy qubits, Ai performs the

corresponding single-qubit gates to make them become |0〉 = |0〉 or |1〉 = H(σ
1/4
z )4.

All of these qubits will be sent to Bi mod n after Ai generates her expected states.
C3-3 Bi mod n generates an N -qubit universal graph state |G〉 as required by

Ai. Then Ai asks Bi mod n to measure the qubits as follows: computation qubits

will be measured in the basis {|0〉 ± eiδi |1〉} where δi = φ
′

i + θi + riπ and φ
′

i is
obtained according to the previous measurements and ri is chosen from the set {0, 1}
at random; trap qubits will be measured in the basis {|0〉±eiθi+riπ|1〉}; and dummy

qubits are measured randomly in the basis chosen from {|0〉± |1〉, |0〉±eiπ/4|1〉, |0〉±
ei2π/4|1〉, |0〉 ± ei3π/4|1〉}.

C3-4 After all the measurements have been performed, Ai recovers the outcome
of the computation by using ri. If all trap measurements succeed, Ai accepts the
result; otherwise she rejects.

Security and verifiability analysis. Similar to the proposed RAM-SMVBQC
and PAS-SMVBQC protocols, Phase 1 and Phase 2 of the CB-SMVBQC protocol
can be shown to be secure against the insider attack and outside attack, even if load
balancers and CA are both semi-honest. In Phase 3, the proposed CB-SMVBQC also
satisfies blindness, correctness and verifiability.

In Phase 1, same as the previous two protocols, even if CA is dishonest, his
malicious behavior will be detected with probability 1

2n , where n is the length of
SA and SB . In addition, load balancers can be regarded as particle generators to
prepare state |0〉. They need to generate initial quantum states and measure the
qubits returned by Ai. Since the qubits should be measured by load balancers in a
random basis {|0〉, |1〉} or {|+〉, |−〉}, any malicious behavior of load balancers will be
discovered with a nonzero probability. Furthermore, in Phase 2, the role of CA is only
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to measure states sent by Load Balancer A and Load Balancer B. The client and
server can use the initial shared key KAB to perform mutual identity authentication
at the same time. No matter whether there is dishonest CA or Eve in Phase 2, the
security of the client and the server can be guaranteed by using the initial security
key shared between the client and the server. In Phase 3, if Bi mod n is honest, Ai
can get the correct result of her computation. Similarly, according to Eqs. (17-19),
the blindness of the protocol is guaranteed. Besides, even if Bi mod n is dishonest, he
cannot get any useful information about Ai. Finally, the verifiability of the proposed
protocol is based on trap verfication [26] and Ai could verify her result through
embedding trap and dummy qubits in computation.

5 Comparisons

We compare three proposed multi-party VBQC protocols in quantum networks that
depend on different quantum capabilities of clients with Shan et al.’s multi-party
BQC protocol [39] and other similar BQC protocols [12, 18] mainly from the trust-
worthiness of CA, load balancers, and servers, the quantum capability that a client
needs, the quantum capability of servers, the verifiability of the computation, and
the security of key for identity authentication key as shown in Table 5. Both in the
BFK protocol and the MF protocol, only an honest remote server is considered.
However, in Shan et al.’s protocol and three proposed protocols, there are multiple
parties in quantum networks. But in Shan et al.’s protocol, both the servers and
load balancers should be honest, while they can be semi-honest in the three pro-
posed protocols. Besides, only one type of the clients that have the ability to make
measurements are considered and they cannot verify their computation results in
Shan et al.’s protocol [39]. In the proposed protocols, clients’ quantum capabilities
are flexible and three types of clients with different quantum capabilities have been
taken into consideration. Furthermore, clients can both verify the correctness of the
computation and the honesty of load balancers and the servers. In addition, in the
BFK protocol and the MF protocol, identity authentication between the client and
the server is not considered, while in the proposed protocols and Shan et al.’s proto-
col, mutual authentication among multiple clients and servers is realized. Especially,
the raw key shared by clients and the server cannot be obtained by load balancers
in the proposed protocols, while it is possible in Shan et al.’s protocol [39].

6 Conclusion

Different models are suitable for the clients with various quantum capabilities. In
order to provide secure delegation of quantum computing for three types of clients
with different quantum capabilities in quantum networks, three VBQC protocols with
identity authentication have been put forwarded in this paper. In the first protocol,
the clients only have to measure a single qubit. In the second protocol, the clients
have the ability to generate single qubits. In the third protocol, the clients only have
to perform a few single-qubit gates. Besides, in the all three proposed protocols,
the CA, servers, and load balancers are considered to be semi-honest, and the load
balancers are unable to obtain the shared key between the client and the server.
The identity authentication between the clients and the specific servers can also be
achieved. Furthermore, the clients with various quantum abilities can delegate their
quantum computation in a secure way while they can also verify the correctness of
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Table 5 Comparisons Between The Proposed Protocols and Other BQC Protocols

Trustworthiness
of CA, load
balancers and
servers

The quantum
capability of
client

The quantum
capability of
server

Verifiability Raw key
for identity
authentica-
tion

Shan et al.’s
protocol [39]

Honest load
balancers and
servers, a
semi-honest CA

Measuring
single-qubit
states

Full quantum None Obtained by
load balancer,
client and
server

BFK protocol
[12]

A trust server Preparing
single-qubit
states

Full quantum Trap verifica-
tion

N/A

MF protocol
[18]

A trust server Measuring
single-qubit
states

Full quantum None N/A

RAM-
SMVBQC
protocol

Semi-honest
load balancers,
servers and a
CA

Measuring
single-qubit
states

Full quantum Stabilizer test Only obtained
by client and
server

PAS-
SMVBQC
protocol

Semi-honest
load balancers,
servers and a
CA

Preparing
single-qubit
states

Full quantum Trap verifica-
tion

Only obtained
by client and
server

CB-SMVBQC
protocol

Semi-honest
load balancers,
servers and a
CA

Implementing

H and σ1/4
z

gates

Full quantum Trap verifica-
tion

Only obtained
by client and
server

their calculation. However, the consumed quantum resources are still high in the
proposed protocols. It deserves further study to improve the efficiency since quantum
resources are still precious in quantum networks at present.
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