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Abstract

After a loss of control authority over thrusters of the Nauka module, the International Space Station lost attitude control for
45 minutes with potentially disastrous consequences. Motivated by this scenario, we investigate the continued capability of
control systems to perform their task despite partial loss of authority over their actuators. We say that a system is resilient to
such a malfunction if for any undesirable inputs and any target state there exists an admissible control driving the state to the
target. Building on controllability conditions and differential games theory, we establish a necessary and sufficient condition
for the resilience of linear systems. As their task might be time-constrained, ensuring completion alone is not sufficient. We also
want to estimate how much slower the malfunctioning system is compared to its nominal performance. Relying on Lyapunov
theory we derive analytical bounds on the reach times of the nominal and malfunctioning systems in order to quantify their

resilience. We illustrate our work on the ADMIRE fighter jet model and on a temperature control system.

Key words: fault-tolerant, resilience, linear systems, reachability, stabilizability, controllability, time-invariant

1 Introduction

After the Nauka module docked to the International
Space Station (ISS), a software failure caused a misfire
of the module’s thrusters, leading to a loss of attitude
control of the whole station for 45 minutes [5]. Eventu-
ally, other thrusters on the ISS were fired to counteract
the uncontrolled and undesirable thrust until the mod-
ule ran out of fuel. Motivated by such events, [7] intro-
duced the notion of a partial loss of control authority over
actuators where some of the actuators of a system start
producing uncontrolled and thus possibly undesirable
inputs within their full range of actuation. To identify
and counteract these faulty actuators, sensors measure
in real-time the outputs produced by each actuator [14].

Classically, robust and fault-tolerant control theory deal
with changed or unknown dynamics. However, robust
control needs the undesirable inputs to have a magni-
tude significantly smaller than the controls [34], hence
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performing poorly against uncontrolled actuators [8]. As
for fault-tolerant theory, it is typically limited to actu-
ators either locking in place [32] or losing effectiveness
but remaining under the controller’s authority [35]. To
fill this gap the work [7] introduced the concept of re-
silient reachability, i.e, whether for all possible outputs
of the malfunctioning actuators, the controlled ones can
steer the system to its target.

The resilience of control systems has first been studied in
[21] for unbounded inputs. However, when bounding the
inputs the simple theory of [21] becomes too complex to
understand the characteristics of resilient systems [31].

Our simpler approach relies on the differential games
theory of Héjek [19] and the controllability conditions
of Brammer [13]. Because Héjek’s duality theorem [19]
only considers vector spaces as targets, we will first in-
vestigate the resilient stabilizability of linear systems,
i.e., whether the origin is resiliently reachable. We will
then extend the theory of [19] to affine targets and de-
termine whether they are resiliently reachable thanks to
zonotopic approximations [2,17].

For time-constrained missions, we want to estimate the
maximal time penalty incurred by the malfunctioning
system. To this end, quantitative resilience was intro-
duced in [11,12] as the maximal ratio over all targets
of the minimal reach times for the nominal and mal-
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functioning systems. However, the exact computation
of quantitative resilience for driftless dynamics [9] does
not extend to general linear systems since their minimal
reach time does not have an analytical expression [4]. In-
stead, we use Lyapunov theory [23] to bound the minimal
reach times and approximate quantitative resilience.

The main contributions of this work are fourfold. Firstly,
we establish simple necessary and sufficient conditions
to verify the resilient stabilizability of linear systems.
Secondly, we extend Hajek’s duality theorem to study
the resilient reachability of affine targets. Thirdly, we
use zonotopic underapproximations to determine what
states are guaranteed to be resiliently reachable. Finally,
we establish analytical bounds on the quantitative re-
silience of linear systems.

The remainder of this work is organized as follows. Sec-
tion 2 introduces the system dynamics and the prob-
lems of interest. Section 3 provides background results.
Section 4 establishes necessary and sufficient conditions
for resilient stabilizability of linear systems. Section 5
extends these conditions to affine targets and describes
zonotopic underapproximations of the resiliently reach-
able set of linear systems. Section 7 illustrates our theory
on a fighter jet model and a temperature control system.

Notation: We denote the integer interval from a to b, in-
clusive, with [a, b]. For aset A C C, we say that Re(A) <
0 (resp. Re(A) = 0) if the real part of each A € A verifies

Re(M\) <0 (resp. Re(A\) = 0). The norm of a matrix A is

I|A]l == sup% = HmHax1||A:r|| and the set of its eigenval-
x#0 x||=

ues is A(A). If A is positive definite, denoted A > 0, then

its extremal eigenvalues are A2, and A2 and A gener-

min max

ates a vector norm ||z 4 := V& T Azx. The controllability
matrix of pair (4, B) isC(A, B) = [B,AB, ..., A" 'B].
The zero matrix of size n x m is denoted by 0y, ., the
identity matrix of size n is I,,, the vector of ones is 1,
and the vector of zeros except for a 1 in position i is e;.
Set Z is symmetric if —Z = Z its convex hull is denoted
by co(Z), its interior by int(Z) and its relative interior
by relint(Z). The set of time functions taking value in
Z is denoted F(Z) := {f : f(t) € Z forall t > 0}.
The closed ball of dimension b, radius r > 0 and center
c is denoted B®(¢,7) := {z € R” : |lz — ¢|| < r}. The
Minkowski addition of sets X and Y in R"is X @Y =
{x +y:x e Xy € y} and their Minkowski differ-
enceis ¥ ©Y := {z € R" : {z} ®Y C X}. The pro-
jection map from R™ onto R” with » < n is denoted
by proj,(z1,...,2n) = (z1,...,2,) € R". The operator
span(-) maps a set of vectors to their linear span. The
operator (-, ) denotes the scalar product in R™.

2 Problem Statement

We consider the linear time-invariant system
#(t) = Az(t) + Bu(t), z(0) = 2o € R”, a(t) €U, (1)

with constant matrices A € R™*" and B € R"*(m+p),
The admissible controls are assumed to be in U :=

[—1,1]™*P_in line with previous works [10,15,23].

After aloss of control authority over p of the m+p actua-
tors of system (1), the input signal @ is split between the
undesirable input signal w € F(W), W := [-1,1]? and
the controlled input signal uw € F(U),U := [-1,1]™. Ma-
trix B is accordingly split in B € R™*™ and C' € R"*?
so that the dynamics become

z(t) = Ax(t) + Bu(t) + Cw(t), z(0)=2x9€R". (2)

We want to study how the partial loss of control author-
ity affects the stabilizability and the controllability of the
nominal dynamics.

Definition 1 System (1) is stabilizable (resp. control-
lable) if there exists an admissible control signal @ €

F(U) driving the state of system (1) from any xo € R™
to 0 € R™ (resp. to any xy € R™).

To adapt these two properties to system (2), we first
need the notion of resilient reachability introduced in [7].

Definition 2 A target x;, € R™ is resiliently reachable
from xoy € R™ by system (2) if for allw € F(W), there
exists T > 0 and u € F(U) such that u(t) only depends
on w([0,t]) and the solution to (2) exists, is unique and
.'I}(T) = Ttg-

Note that u(t) is allowed to depend on w(t) thanks to
real-time sensors on all actuators of the system, even on
the malfunctioning ones.

Definition 3 System (2) is resiliently stabilizable
(resp. resilient) to the loss of the actuators correspond-
ing to C if 0 € R™ (resp. every xiqg € R™) is resiliently
reachable from any xo € R™ by system (2).

We are now led to our first problem.

Problem 1 Determine whether system (2) is resiliently
stabilizable and/or resilient.

Even if system (2) is not resilient, it might still be able
to resiliently reach some targets, just not all of R"™.

Problem 2 Determine the states x¢y € R™ that are re-
siliently reachable from a given xy € R™ by system (2).

For time-constrained missions, resilience is not sufficient.
We also need to quantify how much slower the malfunc-
tioning system is compared to the nominal one. To do
so, we follow [11] and introduce the nominal reach time

T>0:2(T)==x
Ty (zo,2tg) == inf () tg , (3
aeFU) in system (1)

the malfunctioning reach time

T3, (w0, 00,) = sup { g ){T >0:2(T) = wtg}} (4)

weFW)[ueFU)|  in system (2)
and the quantitative resilience

: T (xo, Tty)
= inf ACoIL 5
o) = in o 5)
If 9 = @44, then T, = Ty; = 0 and we take the con-
vention that their ratio is 1. If z,, is reachable from



xo by system (1), then Theorem 4.3 of [27] states that
the inf in (3) becomes min since I is compact and con-
vex. Similarly, T, in (4) is achieved by optimal signals
w* € FW) and u* € F(U) when system (2) is resilient.

The only way to calculate u* without any future knowl-
edge of w* is to solve the intractable Isaac’s main equa-
tion [6], which is the differential games counterpart of
the Hamilton-Jacobi-Bellman (HJB) equation. Accord-
ing to [22], Isaac’s main equation is even more difficult
to solve than the HJB equation, which usually results in
intractable partial differential equations [27]. Hence, [6]
produces only suboptimal solutions, itself concluding
that its practical contribution is minimal.

Instead of the setting of [6], we choose [30], where w*
and w* are unique, bang-bang [29], and make a time-
optimal transfer from xy to x4y. The controller knows
that w* will be chosen to make T}, the longest. Thus,
u* is chosen to react optimally to this worst undesirable
input. Then, w* is chosen, and to make Ty, the longest, it
is the same as the controller had predicted. Hence, from
an outside perspective it appears as if the controller built
u* knowing w* in advance, as reflected by (4). Then, T';;
is time-optimal and can be meaningfully compared with
T}, leading to the following problem.

Problem 3 Quantify the resilience of system (2).

We will now provide the background results upon which
we build our theory.

3 Background Results

We first introduce Hajek’s differential games approach
[19] which relies on dynamics

(t) = Ax(t)+2(t), =x(0)=z9 € R", 2(t)€ Z, (6)
where Z C R™ is the Minkowski difference between the
set of admissible control inputs BU := {Bu tu el }

and the opposite of the set of undesirable inputs CW :=
{C’w tw E W}, ie.,

Z:=BUo (-CW)
:{zeBU:z—CweBL{forallweW}.

Theorem 1 (Hajek’s duality theorem [19])

The state of system (2) can be driven to 0 € R™ at time T
for allw € F(W) by control signal u € F(U) if and only
if the state of system (6) can be driven to 0 at time T by
a control signal z € F(Z), and Bu(-) = z(-) — Cw(+).

Informally, Z represents the control available after coun-
teracting any undesirable input. Since U is symmetric,
compact and convex, sets BU and C'W also have these
properties by linearity. According to [25], Z is then also
symmetric, compact and convex.

Theorem 1 transforms the resilient stabilizability of sys-
tem (2) into the stabilizability of system (6). Because in-
puts are bounded, Kalman’s stabilizability condition [21]
do not apply, instead we employ Corollary 3.6 of [13].

Theorem 2 (Stabilizability condition [13])
If U Nker(B) # 0 and int(coUd)) # 0, then system

(1) is stabilizable if and only if rank (C(A,B)) = n,
Re(A(A)) < 0 and there is no real eigenvector v of A"
satisfying v Bu < 0 for alli € U.

The first condition of Theorem 2 ensures the existence
of a control canceling Bu so that the state can be main-
tained at an equilibrium. The rank condition is Kalman’s
[13] and the last two conditions guarantee that the drift
term Ax does not prevent stabilization. If f = R™, The-
orem 2 reduces to the usual stabilizability condition.

To verify controllability we use Corollary 3.7 of [13],
which is very similar to Theorem 2 except that the eigen-
values of A must have a zero real part to avoid creating
a drift preventing the reachability of affine targets.

Theorem 3 (Controllability condition [13])

If U Nker(B) # 0 and int(co(U)) # 0, then sys-
tem (1) is controllable if and only if rank (C(A, B)) = n,
Re(A(A)) = 0 and there is no real eigenvector v of AT
satisfying v Bu < 0 for allu € U.

We now have all the background results to start solving
Problem 1 by investigating resilient stabilizability.

4 Resilient Stabilizability

In this section, we first establish a simple resilient stabi-
lizability condition before deriving a more complex con-
dition with a wider range of application.

Proposition 1 If int(Z) # 0, then system (2) is re-
siliently stabilizable if and only if Re ()\(A)) <0.

Proof. According to Theorem 1, the resilient stabiliz-
ability of system (2) is equivalent to the stabilizability
of system (6). We apply Theorem 2 and obtain that if
Z Nker(I) # 0 and int(co(Z)) # 0 in R™, then sys-
tem (6) is stabilizable if and only if rank (C(4,1)) = n,
Re(A(A)) < 0 and there is no real eigenvector v of AT
satisfying v’ Iz < 0 for all z € Z.

Because ker(I) = {0}, the first condition becomes 0 €
Z. Since Z is convex, the second condition becomes
int(Z) # (), which is equivalent to 0 € int(Z) accord-
ing to Lemma 1 of Appendix A. This second condition
implies the first one, so we only keep int(Z) # 0.

We now assume that int(Z) # @) and we simplify the last
three conditions. Since rank(I) = n, the third condition
is always true. Lemma 1 yields 0 € int(Z). Thus, there
exists ¢ > 0 such that B"(0,e) C Z. If AT has no real
eigenvector, the last condition is trivially true. Other-

wise, for v be a real eigenvector of AT. Let z = Eﬁ,

then z € B"(0,¢),s0 2 € Zand v [z =¢|jv| >0. W

Proposition 1 has a limited range of application because
of its requirement int(Z) # () in R™, i.e., Z must be of di-
mension n. However, stabilizability does not require BU
to be dimension n, so resilient stabilizability should not
require that from Z either. We then want our condition
to rely on the relative interior of Z instead of its interior.



Definition 4 The relative interior relint(S) of a set S is
the interior of S considered as a subset of its affine hull.

Definition 5 The affine hull of a set S is the largest
subspace included in S with respect to inclusion.

If we apply Theorem 2 to system (6) as in Proposi-
tion 1, then int(Z) # ( will appear. Instead, we first
need to transport system (6) into a basis adapted to Z.
Let r := dim(Z) < n. If Z = 0, we take the convention
that r = —oco and Z := [] € R"*?, the empty matrix
with Im([]) = @. Otherwise, according to Lemma 2 of
Appendix A, we have 0 € Z. Then, span(Z) is a vec-
tor space from which we take a basis {z1,..., 2.} in R™.
We define the matrix Z := (zl, .. .,zr) € R™" with
the convention that Z = 0 € R™ ! if r = 0. Then,
Im(Z) = span(Z) and we can formulate a resilient sta-
bilizability condition less restrictive than Proposition 1.

Proposition 2 Ifrelint(Z) # 0, then system (2) is re-
siliently stabilizable if and only if rank (C(A, Z)) =n
Re(A(A)) < 0 and there is no real eigenvector v of AT
satisfying v’z < 0 for all z € Z.

Proof. We apply Theorem 1 and work on system (6).
Since z1, ..., 2, are linearly independent, we complete
this sequence into a basis of R” with V' := (vy41,...,0y)
and obtain a transition matrix T, = (Z, V). We change
basis in system (6) with * = T, 'y so that i(t) =
T ly(t) = T Ay(t) + T t2(t) = Ax(t) + s(t), with
A=T AT, and s(t) € S :=T; 'Z2 = {T 2 : 2 € Z}.
By definition, z; = T,e; and thus S C span({ey,...,e,})
in R™. Let s € §. Then,
51

Ly (!
= = T :::BA
() ()

On—r,l r
with B=T;1Z e R"*" and § € R", § € § := proj,.(S),
the projection of S onto R". Hence, the stabilizability of

system (6) is equivalent to that of system

z(t) = Az(t) + Bs(t), #(0) =T o, 54(t)€S. (7)
Applying Theorem 2 to system (7) leads to the following
stabilizability conditions: S N ker(B) # 0, int(co(S)) #
0, Re(A(A)) < 0, rank (C(A, B)) = n and there is no real
eigenvector © of AT satisfying 9TBs<OforallseS.

We now simplify these five conditions.
(1) Since B = (&), rank(B) = 7 and hence ker(B) =
{0} in R”. Then, S Nker(B) # 0 is equivalent to

0ed = proj, (T, 1Z). In turn, this is equlvalent
to the existence of v € R™" such that T.(9) ez,
Le, Vv € Z. By definition of V, Im(V)ﬂspan(Z)
{0} Thus, S Nker(B) # () is equivalent to 0 € Z,
ie. rehnt( ) # 0 according to Lemma 2 of Ap—
pendlx A.

(2) By definition of S, int(S) # 0 in R” is equivalent to
relint(Z) # () since T, is invertible.

(3) Because A = T YAT,, A\(A) = A(A) and thus the
third condition becomes Re(A\(A)) < 0.
)

(4) Forie[0,n-1], T.AB=T.(T;'AT.)'B= A'T.B=
A'Z because T, B = Z. Hence, Im (T.C(4, B))
m (C(A4,Z)). The invertibility of T. leads to
rank (C(4, B)) = rank (C(4, 2)) [18].

(5) Assume that ¢ is a real eigenvector of AT associ-
ated to the eigenvalue A. Then, v := T; 9 is an
eigenvector of AT associated to the same eigenvalue
X [18]. For § € S, we have B3 € S by definition.
Hence, if we define z := T.B§, we have z € Z.
Then, 9" Bs=0v"T,Bs=v"2. W

To further expand the applicability of our resilient sta-
bilizability condition, we now remove the requirement
relint(Z) # () from Proposition 2 and obtain a necessary
and sufficient condition.

Theorem 4 (Resilient stabilizability condition)
System (2) is resiliently stabilizable if and only if
rank (C(A, Z)) = n, Re(A\(A)) < 0 and there is no real
eigenvector v of AT satisfying v’z <0 for all z € Z.

Proof. Let us define the three properties stated in
Proposition 2 as P; :="relint(Z) # 07, Py :="System
(2) is resiliently stabilizable” and P3 :="rank(C(A, Z)) =
n, Re(A(A)) < 0 and there is no real eigenvector v of
AT satisfying vz < 0 for all z € Z”. Proposition 2
states that if P; holds, then P5 is equivalent to P3. We
will now show that when P; is false, so are Py and Ps,
which leads to P> equivalent to P3 no matter the status
of P1, which is exactly the statement of this theorem.
Assume that P; is false. Then, according to Lemmas 2,
5 and 6 of Appendix A, system (2) is not resiliently
stabilizable, i.e., Ps is false. We took the convention that
7Z =[] with rank([]) = —o0, so P5 is false too. W

Note that the rank condition in Theorem 4 concerns the
pair (A, Z) and not (A, B) as one might have wanted.
For the stabilizability of these pairs to be equivalent, we
need Z and BU to have the same dimension.
Corollary 1 If dim(Z) = rank(B), then system (2) is
resiliently stabilizable if and only if rank (C(A, B)) =n
Re(A(A)) < 0 and there is no real eigenvector v of AT
satisfying v’z < 0 for all z € Z.

Proof. If Z = 0, then rank(B) = —c0, i.e., B =[], so
(2) is not resiliently stabilizable and rank (C(4, B)) # n.
Now assume that Z # (. From Lemma 4 of Ap-
pendix A we get Im(B) = Im(Z). Then, Im (C(A, B)) =
m(C(A, Z)) In the proof of Proposition 2 we had
m (C(4,Z)) = Im (TC(A, B)). Since T is invertible,



we obtain rank (C(4,B)) = rank (C(A, B))7 and we
conclude with the rest of the proof of Proposition 2. W

Notice how the three conditions listed in Corollary 1 are
similar to the stabilizability conditions from Theorem 2.
We are then led to the following result.

Corollary 2 If dim(Z) = rank(B), then system (2) is
resiliently stabilizable if and only if system (1) is stabi-
lizable.

Proof. Let v be a real eigenvector of AT. Assume first
that there exists z € Z such that v " z > 0. By construc-
tion of B, U and Z, we have Z C BU C BU. Hence,
there exists @ € U such that z = Bu and v' Ba > 0.

On the other hand, assume that there exists u € U such
that v Ba > 0. According to Lemma 4, span(Z) =
Im(B). Then, the convexity of Z yields the existence of
« € R and z € Z such that Bu = az. Note that o # 0
by definition of @. If o > 0, we have v T z > 0. Otherwise,
a < 0 but we use the symmetry of Z to obtain —z € Z
and v’ (—2) > 0.

Thus, the condition ”there is no real eigenvector v
of AT satisfying v'z < 0 for all z € Z” is equiva-
lent to ”"there is no real eigenvector v of AT satisfying
v Bu < 0 for all 4 € U” when dim(Z) = rank(B). Ac-
cording to Lemma 4 of Appendix A, Im(B) = Im(B).
Hence, rank (C(A,B)) = rank (C(A4,B)). Then, ap-
plying Corollary 1 to system (2) and Theorem 2 to
system (1) concludes the proof. W

We have established several resilient stabilizability con-
ditions, hence solving the first half of Problem 1. We will
now tackle its second part concerning affine targets.

5 Resilient Reachability

In this section we extend Hajek’s duality theorem [19] to
affine targets and study the resilience of linear systems.

Theorem 5 (Extended duality theorem)

The state of system (2) can be driven to x:;y € R™ at time
T for all w € F(W) by control signal w € F(U) if and
only if the state of system (6) can be driven to ;4 at time
T by a control signal z € F(Z), and Bu(-) = z(-)—Cw(-).

Proof. Consider system (2) with a target state z;, € R™,
21y # 0. Let X(t) = (W)*f”fg) € R?". Then,

Axtg
X(t) = Ao X (t) 4 Bou(t) + Cow(t),
X(0)=Xo€R? wut)elU, w(t)eWw,

A2:<0A " )’ BQ:(Ofm)7 02:(0,Sp) and XO:(IZ;’:?;;;).

nn On,n
Let the target set be G = { (9) € R*} = {0}" x R™.

Since 0 € CoW, we can apply Hajek’s second duality
theorem of [19] stating that G is resiliently reachable in

(8)

time T from X by system (8) if and only if G is reachable
in time T from X by the following system

X(t) = A X (t) +v2(t), X(0) = Xo, (9)

’Ug(t) S VQ = Bgu N [(Bgu @ gAz) © (—CQW)} g R2n7
where G4, is the largest subspace of G invariant by As.
Take g = (9) € G, then Az2g = (o o, ) (2) = (8):

n,n On,n a
Hence, Ayg € G <= a =0, i.e., Ga, = {0}>". Thus,
Vo ={v € BolUl : v—Caw € Bold, for allw e W} = Zx{0}",
because of the architecture of B and C5. Then, system
(9) is related to system (6) the same way that system (8)

is related to system (2). Therefore, the following state-
ments are equivalent:

e 1, is resiliently reachable by system (2),
e G is resiliently reachable by system (8),
e G is reachable by system (9),

e 1, is reachable by system (6). W

Theorem 5 transforms resilience of system (2) into
bounded controllability of system (6), which we verify
with Theorem 3.

We can easily adapt the results of Section 4 to the re-
silience case by reusing the same proofs, except that we
use Theorems 5 and 3 instead of Theorems 1 and 2.

Proposition 3 If int(Z) # 0, then system (2) is re-
silient if and only if Re(A(A)) = 0.

Corollary 3 If dim(Z) = rank(B), then system (2) is
resilient if and only if system (1) is controllable.

Theorem 6 (Resilience condition)

System (2) is resilient if and only if Re(A(A)) = 0,
rank (C(A7 Z)) = n and there is no real eigenvector v of
AT satisfying v’z <0 for all z € Z.

We now have all the results necessary to solve Prob-
lem 1. However, the condition Re(A(A)) = 0 in Theo-
rem 6 is not satisfied by most systems, that are hence
not resilient. This reasoning led us to Problem 2, i.e., the
determination of the resiliently reachable set of system
(2). Following Theorem 5, we will now study the reach-
able set of system (6) given by

eAT (mo + fOT e~ Atz (t) dt)

R(T, {E()) =
with z(t) € Z for all ¢t € [0,T]

Because analytical study of R(T,x¢) is difficult, most
of the research tries to approximate it (see [17] and
references therein). We want inner approximations of
R(T, zo) in order to determine the states that are guar-
anteed to be resiliently reachable. We will then present
a method of zonotopic underapproximation of R(T, zg)
combining the approaches of [17] and [2].

Definition 6 A zonotope S C R" is a set parametrized
by a center c € R™ and generators gi,...,9, € R" ex-
pressed as S := {c+ Y i_, aig; : o € [—1,1]} and is de-
noted S = (¢, g1,...9q)-



Note that BU is a zonotope of center 0 and generators
B;, the columns of B. Similarly, CW = (0,C4,...,Cp).
However, Z is not a zonotope in general since these sets
are not closed under Minkowski difference except for
some specific scenarios, as detailed in [2].

Following [2], we build an underapproximation of Z
with a symmetric zonotope (O,gl,...,gr) C Z by
removing or contracting the generators of BU. We
apply the method described in [17] to compute ef-
ficiently an inner approximation of R(T,xzg). For
N € N, N > 1, we define 6t := %, Qo = {z0},

Vo= {Jy A0 0(t) dt s 2(t) € Z for t € [0,61]} and

the recursion Q1 := e4%Q; @ V. Note that €; is the
exact reachable set R(i dt, x¢).

However, V' is not a zonotope and cannot be com-
puted exactly. Thus, we define the zonotope V :=

(Of&A‘Sttgldt, f&A‘;ttg dt),andf/QV

since V corresponds to piecewise constant components
of z(t) in (O,gl7 . ,gr).

Then, we build ) = Qy = {0} and Qi+1 = A0, DV,
which yields ; C Q; for all i > 0. Since linear maps and
Minkowski sums are straightforward on zonotopes [2,17],
Q, is an easily computable inner approximation of the

reachable set R(idt, o). Note that the precision of the
approximation increases with V.

Before implementing this solution to Problem 2 in Sec-
tion 7.1, we need to answer Problem 3 by quantifying
the resilience of linear systems.

6 Quantitative Resilience

Let us now investigate more complex missions where
the target needs to be reached by a certain time. In
such scenarios it is crucial to evaluate the maximal time
penalty incurred by the malfunctioning system.

Unlike in the driftless case [11], the optimal reach times
T% (3) and Tj; (4) cannot be reduced to a linear op-
timization and elude analytical expressions [4]. Follow-
ing [15] and [30] we could numerically compute these
reach times, but not the quantitative resilience r, (5)
since it would require computing T3 (zo) and T} (zo)
for all zp € R™. Instead, using Lyapunov theory [23], we
establish analytical bound on these two reach times for
the target x4, = 0 and analytically approximate r,.

6.1 Nominal reach time

Assume that A is Hurwitz. Then, for any @) > 0 there

exists P = 0 such that PA+ ATP = —Q [23]. Let us

consider any such pair (P, Q). We define the Lyapunov

function V(z) := 2" Pz = ||z|% [24]. Then, for z follow-

ing (1) we have

V(r)=i Pr+a2 Pi=z"(A"P+ PA)x+2z' PBu
= —2"Qx + 22" PBa.

We will now bound T7% (zo).

Proposition 4 If system (1) is stabilizable and A is

Hurwitz, then
* )\Zzn ma:v”mOHP
Ty (wo) = 2 o |1+ W ) (10)

max man -~ max

with bY

ap ‘= IMax {HB@HP TS U}.

Proof. Because I is compact and convex, and system
(1) is stabilizable, there exists a time-optimal control
signal 4* € F(U) driving the state from z( to the origin
in a finite time T3 (zo) [27].

Since P > 0, there exists M € R™ ™ such that
P = MT"M [18]. Then, 2"PBu = (Mxz)"MBu >
—||Mx||2||M Bil|2, by the Cauchy-Schwarz mequahty
[18]. Note that |[Mz||3 = 2"M "Mz = 2" Pz = ||z|%.
Similarly, |M Biil|s = | Bal|p-

The maximum bmaz exists since U is compact and the
map u — C~LBu |p is continuous. Since @ > 0, we have
xTQaj < /\mam||x||2 and ||1‘||2 < Hx”P/Afun becaubep -
0. Finally, for  # 0 we obtain

’ d )‘%aw
V($)=£II$H?D_ L I3 = 2bfpazllzllp. (11)

min

Let y(t) := ||lz(t)||p, @ := 2/\"}3” >0and B:=b . >0.
For x # 0 we divide (1 )by2y > 0 so that y >
f(y) := —ay — B. The solution of the differential equa-

tion $(t) = f(s(t)) with s(0) = y(0) is given by s(t) =
et (y(O) + g) -

[e3

Since f is Lipschitz, we can apply the comparison lemma
of [24] and we obtain y(t) > s(t) for all t > 0. At
time 7 = 1In (1+ %y(0)>7 we have s(T') = 0. Be-

cause ||z(t)]|lp > s(t) > 0 for all ¢ € [0,7], we have
T%(xo) > T. Substituting o and § yields (12). W

The proof of Propositions 4, as well as subsequent Propo-
sitions 5, 6 and 7, is shorter than presented in the con-
ference paper [10] due to our use of the comparison
lemma [24]. We now upper bound T (zo).

Proposition 5 Ifrank(B) = n and A is Hurwitz, then

T* (iC ) < 2)‘71191111: nl1+ gm”xOHP (12)
N 1?7,1'1’7, 2A1’173’La:rb7};nn ’
with bY . == min {||Bu||p : u € oU}.

P — S —
Proof. The minimum b, ., exists since map @ || Bal|p

is continuous and O/ is compact.
Because rank(B) = n, we can choose @ € F(U) such that
Bu(t) = — =28 _pP

~lz(@®)[lp “min -
contradiction purposes that for some 7 > 0, a(7) ¢ U,

.., [[a(r)]|o > 1. Let @t := =¢H—. Then, [lil|oc = 1,50

P
@ € U, but || Bl p = H‘ﬁ;j;ﬁﬂj = = < bl,,, which

all

for z(t) # 0. Indeed, assume for

min’



is a contradiction. Hence, the proposed control signal is
admissible.
We obtain 22" PBu = —2bL . |z||p, so that

min

d . 2\

ZlellE = V(@) < =T ll2lp - 2bpllzlle. - (13)

max

,\Q P
Let y( ) ||£U( )HP7 Y= mm > 0and Kk := bmzn > 0.

For z # 0, dividing (13) by 2y > 0, yields g < f(y) :=
—vy — k. As in Proposition 4, the comparison lemma

of [24] yields y(t) < s(t) = e (y(o) n %) _
t > 0 aslong as y(t) > 0. At time T’ = %ln (1+ 2y(0)),
s(T) = 0. Since y(Tj (x0)) =0, Ti(zo) <T. M

E for all
¥

We now bound the malfunctioning reach time T}, fol-
lowing the same method applied to T7;.

6.2 Malfunctioning reach time

We use the same Lyapunov function as above, but with
z following (2), so V(z) = —2 " Qz + 20" P(Bu + Cw).
We can now lower bound T}, as we have done for T.

Proposition 6 If system (2) is resiliently stabilizable
and A is Hurwitz, then

T (.T) > 2)‘rlrjnn In|1+ maw”xOHP (14)
uido) = =70 2P, ’

max min 77La$

with 2L = max{||z||p 1z € Z}.

Proof. Smce BU and CW are compact, Z is compact
[25], so zF .. exists. Since system (2) is resiliently sta-
bilizable, Tj,(zo) exists. Let w* € F(W) and u* €
F(W) be the arguments of the optimizations in (4).
By definition of Z, z = Cw* + Bu* € F(Z). Then,
[|Cw*(t) + Bu*(t )||p < zP . which yields

max’

. N
V(z) 2 =35 1B = 2200zl p-
mn
We now proceed as in the second half of the proof of

Proposition 4 to obtain (14). W

Similarly, we upper bound the malfunctioning reach
time.

Proposition 7 Ifint(Z) # 0 and A is Hurwitz, then

. AP Sm\|330||P
Tir(zo) < 2°m n(l AminITONP ) g5

P
min 2/\maw Zmin

with 2%, == min {||z|p : 2 € 0Z}.

Proof. According to Proposition 1, system (2) is re-
siliently stabilizable, hence a finite T}, exists.

Since Z is compact, so is 0Z and thus 27, exists. Be-
cause int(Z) # 0, according to Lemma 1, 0 € int(Z).

Then the convexity of || - || p yields {z € R™ : ||z|p <
} C 2,50 2(t) == =2 Pz

Zimin = Te@l5 “min

Let w* € F(W) be the argument of the maximum in
(4). Since z(t) € Z, there exists u € F(U) such that
z(t) = Cw*(t)+ Bu(t). Then, applying w* and u leads to
an upper bound of T, since u is not necessarily optimal,
while w* is optimal. Hence
) \@ )
V(a) < i a3, -

22|z P-

We now proceed as in the second half of the proof of
Proposition 5 to obtain (15). W

We can now bound T3 (zo) /T (zo) for all zp € R™ and
hence obtain an approximate of quantitative resilience r,
which cannot be done with prior algorithms [15,30] that
only compute a single instance of T3 (zo) or Ty (x0)-

6.3 Bounding quantitative resilience

If the system’s quantitative resilience r4 is bounded by
v < g, then in the worst case, the malfunctioning sys-
tem will take less than 1/~ times longer than the nominal
system to reach the origin from the same initial state.

Theorem 7 Ifint(Z) # (0 and A is Hurwitz, then

DD I
rq > max ;”” min b;“" , (16)
An,ax/\maz mazx

for any P = 0 and Q > 0 such that ATP + PA = —Q.

Proof. According to Proposition 1, system (2) is

resiliently stabilizable. Since int(Z) # @, we have

dim(Z) = n, and Z C BU C R" yields rank(B) = n.

According to Corollary 2, system (1) is stabilizable, so we

can use (10) and (15). We define the positive constants
A AS, AQ A,

a = g b= opmet— and ¢ = NP, 80

min_ mazx max“min

that for zo € R™, z¢ # 0, (10) and (15) yield

Tx (7o) (1 +bl|zolp)
Ty(zo) = In(l+cl|zollp) = f(llzollp)-

Then, according to (5), r4 > in% flzollp)-
zo €R™
If b=c, then f(s) =aforalls >0,s0ry >a. Ifb>c,
then f is increasing, so inf { f(s) : s > 0} = lirnO f(s).
S—
L’Hopital’s Rule [26] yields
b

In(1+bs) . 1355  ab
iy Fs) = o o) ~ M

1—fcs
Then, f(0) = ¥ =

(&

;gﬂ > a. If ¢ > b, then f is
N > = i =
) s > 0} SEwa(s) a
by L’Hoépital’s Rule [26]. To sum up, iI>1f0f(s) =
s 2

decreasing, so inf { f(s

max (a %b) <r,, N

We can upper bound r, using a similar approach.

Theorem 8 Ifrank(B) = n, A is Hurwitz and system



(2) is resiliently stabilizable, then

AP @ 2P
Tq Smax( 7;'” g‘m, b’;‘“’ , (17)
mzn)\mzn mwn

for any P =0 and Q = 0 such that ATP + PA = —Q.

Proof. With our assumptions we are allowed to use

Propositionb 5 and 6. We define the positive constants
AP b A9, d A2

a P )\ NP bP and ¢ = ONP. P » SO

that formgo R, 2o # 5?a(tl72n)l7énd (14) yield
Tx (z0) (1 + bl|zo|p)
T3 (zo) = In(1+cllzollp)
Then, according to (5), 7y < woirel]fRng(onHp). This func-

= 9([lzollp)-

tion g is similar to f in the proof of Theorem 7, and thus
rg < in% 9(|lzollp) = max (a, a?), yielding (17). M
xo €R™

Theorems 7 and 8 bound 7, and hence solve Problem 3.
We will now apply the developed theory to two examples.

7 Numerical Results

We will first study the resilient reachability of the AD-
MIRE fighter jet model [16], before quantifying the re-
silience of a temperature control system.

7.1 Resilient reachability of the ADMIRE fighter jet
model

The ADMIRE model has already served as an applica-
tion case in several control frameworks [8,20] and is il-
lustrated on Fig. 1.

Rudder

/4“/
y: / Thrust vectoring

Right inboard elevon

Right outboard elevon y

Leading edge flaps

Left inboard elevon
Right canard,
Left outboard elevon

Leading edge flaps
Left canard

Fig. 1. The ADMIRE fighter jet model. Image modified from
[16] with a different color for each independent actuator.

Relying on the simulation package Admirer/pl |I| we run
the ADMIRE simulation in MATLAB and obtain the
linearized dynamics at Mach 0.3 and altitude 2000 m. We
scale B so that the input set of each actuator from [16] is
scaled to [—1,1]. The states and matrices of the system

X(t) = AX(t) + Bu(t) are given below.

1 https://app.box.com/s/r9wfyjd9o4pq2if9xhd17yxeqc36j7ei

Consider a scenario in which, after sustaining damage,
an actuator of the fighter jet starts producing uncon-
trolled and possibly undesirable inputs. By studying B,
we gain intuition on the resilience of the jet. The effect of
the yaw (resp. pitch) thrust vectoring on the yaw (resp.
pitch) rate is larger than that of all the other actuators
combined, which gives the intuition that the jet is not
resilient to the loss control over thrust vectoring. None
of the other actuators produce such a dominant effect,
hence giving the intuition that the jet is resilient to the
loss of control over any one of the first eight actuators.

Following Lemma 6, we test our intuition by verify-
ing whether CW C BU. These sets are zonotopes of
dimension 9, represented in MATLAB using function
zonotope(-) from the CORA package [3]. The associated
function in(-) is employed to verify their inclusion. As
expected, CW C BU for the loss of control over any one
actuator except for the thrust vectoring ones, as shown
on Fig. 2.

yaw rate (rad/s)
o

pitch rate (rad/s)
o

-5 0 5 -5 0 5
velocity (m/s) velocity (m/s)

(a) Yaw thrust vectoring. (b) Pitch thrust vectoring.
Fig. 2. 2D projection of sets BU (blue) and CW (red) for
the loss of control over the two thrust vectoring actuators.

The eigenvalues of A do not verify either Re(A(A4)) =0
or Re(A(A)) < 0. Thus, the system is neither resilient
nor resiliently stabilizable. However, as anticipated with
Problem 2, the linearized model is only valid locally and
hence we should only study the resilient reachability of
targets close to the linearization equilibrium.

We follow the method detailed in Section 5 to approxi-
mate the resiliently reachable set of the malfunctioning
system. Assume the pilot lost control over the right
outboard elevon @s. We use the CORA [3] function
minus(-,-) to underapproximate the Minkowski dif-
ference Z = BU © CW as a zonotope (0,91,-..,99),
following the method of [2]. We take T = 0.2s and
N = 5. Then, we underapproximate R(T, zo) with Qy
using the recursion Qi+1 = %), & V of Section 5.

Since the malfunctioning actuator @s has a strong im-
pact on the roll rate p of the jet, we want to see what
range of roll rates is reachable. We compute 4, ..., Qy
and project them in 2D as shown on Fig. 3. Then, in
time T the jet can change its roll rate up to +1.2rad/s,
despite the loss of control over the right outboard elevon.

We now want to see the impact of N, i.e., of 6¢ on the
precision of Qx to approximate R(T,xo) when keeping
T constant. Since the reachable set has 9 dimensions,


https://app.box.com/s/r9wfyjd9o4pq2if9xhd17yxeqc36j7ei

velocity (m/s),

v
a | angle of attack (rad), 0
B | sideslip angle (rad), 0
p | roll rate (rad/s), 0

X = | ¢q | pitch rate (rad/s), A= 0
r | yaw rate (rad/s), 0
1 | heading angle (rad), 0
0 | pitch angle (rad), 0
¢/ roll angle (rad), 0

-0.62 O 0
-062 O 0
-04 —-0.02 O
—-0.62 —0.04 0.01
BT —0.62 —-0.04 —0.01
-04 —-0.02 O
-0.16 O 0.02
0.08 0 0
-053 O 0.11
-1.78 -0.11 0
15
o
?g 05
@ 0
@
§ -0.5
-1
15
02 01 0 0.1 0.2

roll angle (rad)

Fig. 3. Projection of Q1,..., s on the (¢, p) plane.

we will only study the impact on the range of roll rates
reachable at roll angle ¢ = Orad. For N = 2 the reach-
able range of roll rates is +0.37rad/s, while for N = 5
it is £0.42rad/s, and £0.43rad/s for N = 20, as illus-
trated on Fig. 3 and 4. Hence, as explained in Section 5,
increasing NN raises nonlinearly the precision of Q ~ and
increases linearly the computational cost since Qp is a
zonotope with 9N generators.
1.5 1.5
1

(=4
o

o
o v =

I
3
Il
3}

roll rate (rad/s)
roll rate (rad/s)

\

o
3]

-0.1 0 0.1 02 02 01 0 0.1 0.2
roll angle (rad) roll angle (rad)

(b) N = 20.

S
)

(a) N=2.

Fig. 4. Projection of Q1,...,Qx on the (¢, p) plane for dif-
ferent values of N.

—0.02 —4.65 0.37 0 -0.3 0 0 -981 0
—-0.78 0.01 0 0.97 0o 0 O 0
0 —-0.19 0.12 0 —-0980 0 01
0 —1547 —-1.5 0 054 0 O 0
4.18 —-0.01 0 —-078 0 0 O 0
0 095 —-009 0 —-0340 O 0
0 0 0 0 1.01 0 O 0
0 0 0 1 0o 0 O 0
0 0 1 0 012 0 O 0
0.37 0.67 —0.19 0 0 0\ right canard,
—0.37 0.67 0.19 0 0 0 | left canard,
—2.27 —=0.55 —0.1 0 0 0 | right outboard elevon,
—1.96 —0.88 —0.22 0 0 0 | right inboard elevon,
1.96 —0.88 0.22 0 0 0 | left inboard elevon,
227 —0.55 0.1 0 0 0 [ left outboard elevon,
1.59 0 —0.96 0 0 0 | rudder,
0 —-0.02 0 000 | leading edge flaps,
—0.64 0.01 —5.34 0 0 0 | yaw thrust vectoring,
0 —6.63 0 00 0/ pitch thrust vectoring.

Now assume that the in-flight damage responsible for
the loss of control over the elevon w3 also initially caused
it to jerk resulting in a sudden jump in roll rate. Then,
instead of X (0) = 0 we have p(0) = 0.44rad/s and the
goal is to stabilize the jet at the origin X,.

2

roll rate (rad/s)

-0.1 0 0.1
roll angle (rad)

0.2

Fig. 5. Projection of €, ..., on the (¢, p) plane. Initial
state Xo is the blue dot, target X, is the red dot and N = 5.

We can see on Fig. 5 that the target only enters the
projection of the reachable set after 4 iterations of §t =
0.04 s,1i.e., for t > 0.16 s. By choosing a smaller §t we can
refine the precision on the minimal entering time. How-
ever, to calculate the reachable time T}, (Xo, Xt4) we
need to use the CORA function in(-) to verify whether
Xig € Qn since Fig. 5 is only a 2D projection of the 9D
reachable set and could be deceiving. Indeed, for p(0) =
0.5 rad/s, the 2D projection is similar to Fig. 5 with the
red dot inside the projection of Qu, but Xig ¢ Q.

We successfully demonstrated the developed resilience

theory and the zonotopic method to underapproximate
the resiliently reachable set of the ADMIRE jet model.



7.2 Temperature control system

We now illustrate our quantitative resilience bounds on
a temperature control system motivated by [33] and il-
lustrated on Fig. 6.

~ <« <«
| T 1 T ] Tis > To
el ot
|T2a1 |(—)|T2,2 |(—)|T2’3 H ------- T2,l
« T 3T 3
/J Tl,l HTLQ HTLB H ....... Tl,l

Fig. 6. Heat exchange graph of an office building with k floors
of [ rooms, each at a temperature Tj ;.

We study a scenario where a worker remains in their
office after hours and manually opens or closes their door
and window, thus overriding the building heat controller
which aims at maintaining a target temperature Ti,.
After this loss of control, we will compare our analytical
bounds on the nominal and malfunctioning reach times
with the numerical results of [15,30]. We will also bound
the quantitative resilience of the system which could not
be done with prior work and motivated the analytical
bounds of Section 6.

The controller uses a central heater ¢y, central AC qa¢
and incrementally opens doors ¢4 and windows ¢, for
room specific adjustments. The controller also takes ad-
vantage of solar heating gg, heat losses through the out-
side wall q; and heat transfers between adjoining rooms
Jadj- The temperature dynamics are then

meTZ,J = {qdnh—qAcC + qdi,]‘_ Qwi,]» + QSi,j_ CIli,j + Z Gadj
with m the mass of air in each room, C), its specific
heat capacity, goqj = aU(Taq; — T;,;), with a the area of
the wall between rooms and U the overall heat transfer
coefficient between adjoining rooms, which depends on
the wall materials. To have symmetric inputs, we com-
bine the heat transfers in pairs: ¢, —qac =: Qnacunac,
9d;,; — Qw; ; = inwu;ﬂu and gs, ; — q,, =t @siug; with
unac, uy and ugl € [—1,1].

We write the dynamics as T = AT + Ba, with

20 U 0 0 00U 0O0...
A=2 v 3vvo...00U0..|,
mClp
0
_ 1
B = ol (QSlIkl,kl Qawlri ki QhAC]-kl) ;
P
al = (ug’ll, . ,ug’ll, u(li’ul), . ,us;f), uhAC) e R2kI+1 gnd
TT = (Tl,l, - 7Tk,l) € R¥. To perform numerical cal-

culations, we restrict our building to ¥k = 1 and [ = 3, as
schematized in Fig. 7.

Taking x := T — T}y, the heat dynamics of the system
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qw1

/N

qw?2 qw3 outside

/N

I /\TTT I

qn qi2 qi3

Ty ¢p T P T P T3 p Ty
g1 q12 q23 q3g

qdd l// (](1,2// (](1,3//

hallway

Fig. 7. Scheme of the rooms and of the heat transfers. The
heater g5, and AC transfers gac are not shown for clarity.

illustrated on Fig. 7 are & = Az + Bu with Zyg = 0 and

—Ug1 — U2 Uiz 0
a
A= mC’p Uiz —Uig — Uss Uas
0 Uss —Usz — Usy

Based on [33], we use the following values: a = 12m?,
mC)p = 42186 J/K, Uy = 6.2TW/K, Ui = 5.08 W/K,
Uss = 5 A1W/K, Usy = 6.2TW/K, Qrac = 350W,
Qaw = 300W, Qg; =200 W and T}, = 293 K.

Since A(4) = { — 0.052,—0.033,-0.010} € R™, A is
Hurwitz. Then, according to Theorem 6, the system is
not resilient, but it might be resiliently stabilizable. For
the loss of any one column C, rank(B) = 3 and we nu-
merically verify that —CW C int(BU). Then, following
Lemma 3, dim(Z) = 3, so int(Z) # (0. According to
Proposition 1, the system is resiliently stabilizable.

The controller wants to cool the building overnight from
an initial state z] = (0.8°C, 0.7°C, 0.9°C). However, a
worker is overriding u/},, by manually opening the door
and window in room 1. We now compare the analytical
bounds on the nominal and malfunctioning reach times
of Section 6 with the numerical results of [15,30]. Our
bounds require pairs P > 0 and @ > 0 solutions of
ATP4 PA = —(Q. We generate randomly a thousand of
such pairs (P, Q) and compute bounds on T3 with (10)
and (12) and on T'f; with (14) and (15). We also test the
P > 0 yielding the tightest ellipsoidal approximation of
Z, which results in much better bound than stochastic
P, as shown on Fig. 8. Proving whether this is the best
choice for P is an interesting path forward.
150 * L ¢ . . o .

100t
0
x =
'_

50 F

200 400 600

800

1000

Fig. 8. Bounds on the malfunctioning reach time T3, (zo) in
red. The dots are the upper (15) and lower bounds (14) for
1000 stochastic pairs (P, Q). The tightest bounds in green
and black result from the ellipsoidal approximations of Z.



For the given xy the best bounds on the reach times
are 35.5s < Tx(xo) = 42.5s < 54.1s and 53s <
T (zg) =110.5s < 135s. Then, the rooms can take up
to T (x0)/Tx(xo) = 2.6 times longer to all reach Ti,
from the initial state T34 +x¢ after the loss of control au-
thority over u}, , while our bounds predict a worst-case
factor of 3.8.

We were able to compute numerically T (o) [15] and
T3 (x0) [30], but accessing r, can only be done analyti-
cally with Theorems 7 and 8. Over all g € R?, they pre-
dict r4 € [0.166,0.979]. Hence, the loss of control over
ul can render the damaged system up to 1/0.166 = 6
times slower to reach the target temperature from any
initial state. This information could not be obtained
with prior work and is the motivation for our analytical
bounds in Section 6.

If instead of losing control over u}lw a disgruntled worker
takes over the central heating/AC unit up ¢, the rooms
can take as much as T3, (x) /T (zo) = 4.7 times longer
to reach T, from the same initial temperature, while
our bound predicts a max ratio of 9.3. These values are
larger than for the loss of u}, because Qpac > Qaw and
the central heating/AC affects directly all 3 rooms. Ad-
ditionally, Theorem 7 yields r, € [0.1,0.37], so the mal-
functioning controller can take between 2.7 and 10 times
longer than nominally to enforce the target temperature
from any initial condition.

8 Conclusion and Future Work

This paper establishes novel necessary and sufficient con-
ditions for the resilient stabilizability and reachability of
affine targets by linear systems. Additionally, we quan-
tified the resilience of control systems to the loss of au-
thority over some of their actuators.

There are several avenues of future work. Building on
our resilient stabilizability conditions, we have started
to work on the resilience of networks to a partial loss
of control authority over actuators of a subsystem. An-
other interesting problem is to ensure the safety of criti-
cal systems by preventing them from visiting dangerous
locations while completing their mission even after en-
during a loss of control. Future work can also look at
extending resilience theory to nonlinear systems.

A Supporting Lemmata

In this appendix we provide supporting results concern-
ing sets BU, CW and Z defined in Section 3.

Lemma 1 The interior of Z is non-empty if and only if
0 € int(2).

Proof. Since Z is convex and symmetric, so is its inte-
rior [28]. If int(Z) # (), there exists z € int(Z), by sym-
metry —z € int(Z) and 0 € int(Z) by convexity. The
reverse implication is trivial. W
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Lemma 2 The following statements are equivalent:

(a) 0crelint(Z), (b) 0€ Z, (¢c) Z#0, (d) relint(Z) #0.

Proof. Since relint(Z) C Z, we have (a) = (b) and
trivially, (b) = (c). Since Z is a convex subset of R",
(¢) = (d) according to Lemma 7.33 of [1]. Because
Z is convex and symmetric, so is its relative interior
according to [28]. Then, the same proof as for Lemma 1
yields (d) = (a) which completes the proof. W

Definition 7 The dimension of a compact set S is the
dimension of the smallest affine subspace (with respect to
inclusion) containing S [1].

Lemma 3 The relative interior of BU contains —CW
if and only if dim(Z) = rank(B).

Proof. Let ¢ := dim(BU) < n. Since Y = [-1,1]™P,
its interior is not empty in R™~P and thus ¢ = rank(B).
Take ¢ linearly independent vectors of BU denoted
by By = (b1,...,by) and pick V := (vg41,...,0n) €
R"*(=49) guch that T} := (B,,V) is invertible. Then,
Ty is a transition matrix with Tye; = b; for i € [1, ¢].
Assume first that —CW C relint(BU). Then, there ex-
ists ¢ > Osuch that T;, (B?(0,) x{0}"~4)&—CW C BU.
Informally, —CW remains in BU when it is ’extended’
by € in all ¢ dimensions of BU. Because Z = {z e R™:
{z}®&—CW C BU}, we have T, (B%(0,¢) x {0}"~7) C Z.
Then, ¢ < dim(Z). Since 0 € —CW, Z C BU, and
hence dim(Z) < ¢. Thus, dim(Z) = ¢ = rank(B).

On the other hand, assume that dim(Z) = ¢. Since 0 €
—CW, Z C BU. Then, Z being of same dimension and
included in BU yields that (b1,...,b,) is also a basis of
span(Z) = Im(B). Hence, T}, is a transition matrix from
R™ to span(Z). According to Lemma 2, 0 € relint(Z),
i.e, there exists § > 0 such that T}, (B?(0, §) x {0}"~%) C
Z. As above, the definition of Z yields Ty, (B%(0,0) x
{0}"~9) & (—CW) C BU. Because dim(B?(0,¢)) = g =
dim(BU), we have —CW C relint(BU). W1

Lemma 4 If dim(Z2) =
Im(B) = Im(B).

rank(B), then span(Z) =

Proof. In the proof of Lemma 3 we showed that
span(Z) = Im(B). The inclusion —CW C relint(BU)
holds according to Lemma 3 and yields Im(C') C Im(B),
and since B = [B (] after adequate column permuta-

tions, we have Im(B) = Im([B C]) = Im(B). N

Lemma 5 Set Z is empty if and only if set CVV is not
entirely included in BU, i.e., Z =0 < CW ¢ BU.

Proof. If Z = (), then by definition, for all z € BU,
there exists w € W such that z — Cw ¢ BU. Taking
z =0 yields CW ¢ BU.



On the other hand, assume that there exists w € W such
that Cw ¢ BU. Assume for contradiction purposes that
Z # (). Then, we can take z € Z and z—Cw € BU. Since
BU is symmetric, we thus have —z 4 Cw € BU. Because
z € Z and —w € W, we also have z + Cw € BU. The
convexity of BU yields 3(—z + Cw) + 3(z+ Cw) € BU,
i.e., Cw € BU which contradicts our first assumption.
Hence, Z=0. N

Lemma 6 If CW ¢ BU, then system (2) is not re-
siliently stabilizable.

Proof. Since CW Q BU, there exists w € W such that
Cw ¢ BU. The sets {Cw} and BU are nonempty, dis-
joint, convex and compact, hence they are strongly sepa-
rated according to Theorem 5.79 of [1]. Then, there exists
v €R™ v #£0,c¢>0ande > 0such that (Cw,v) > c+e
and for all u € U, (Bu,v) < ¢—e. Because BU and CW
are symmetric, {—Cw} and BUY are also strongly sepa-
rated by the symmetric hyperplane: (—Cw,v) < —c—¢
and for all w € U, (Bu,v) > —c+e.

Fig. A.1. Tllustration of the strong separation of sets BU
(blue) and {£Cw} (green) by symmetric hyperplanes.

If A # 0, then |4 > 0. Since v # 0, we can define
7= oy > 0- We will show that if 2 € B"(0,r), then

no controls v € U can bring the state x closer to the
origin. Let = € B"(0, r) and first assume that (x,v) > 0.
Then, we apply the undesirable input w and any control
u € U to system (2)
(x,v) = (Az,v) + (Bu,v) + (Cw,v)
2 —||Az|| [l —c+e+c+e
= —[[All Iz lv]l +2e = &,
where we used the Cauchy-Schwarz inequality [18], the
definition of || A|| and ||z|| < r. Similarly, if (x,v) < 0, we
apply the undesirable input —w and any control u € U
to system (2)
(#,v) = (Az,v) + (Bu,v) + (=Cw,v)
< Al e ol + ¢ < — e~ e
< rllAff o]l — 2 = —e.
Thus, the state z € B™(0,7) can be pushed away from
the origin along v. Hence, system (2) is not stabilizable.
If A =0, we can take any « € R™ such that (z,v) >0
(resp. < 0) and obtain (&, v) > 2¢ (resp. < —2¢) so the
same conclusion holds. W
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