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Abstract

Social media platforms (SMPs) leverage algorithmic filtering (AF) as a means of
selecting the content that constitutes a user’s feed with the aim of maximizing their
rewards. Selectively choosing the contents to be shown on the user’s feed may yield
a certain extent of influence, either minor or major, on the user’s decision-making,
compared to what it would have been under a natural/fair content selection. As we
have witnessed over the past decade, algorithmic filtering can cause detrimental side
effects, ranging from biasing individual decisions to shaping those of society as a whole,
for example, diverting users’ attention from whether to get the COVID-19 vaccine or
inducing the public to choose a presidential candidate. The government’s constant
attempts to regulate the adverse effects of AF are often complicated, due to bureaucracy,
legal affairs, and financial considerations. On the other hand SMPs seek to monitor their
own algorithmic activities to avoid being fined for exceeding the allowable threshold.
In this paper, we mathematically formalize this framework and utilize it to construct a
data-driven statistical auditing procedure to regulate AF from deflecting users’ beliefs
over time, along with sample complexity guarantees. This state-of-the-art algorithm can
be used either by authorities acting as external regulators or by SMPs for self-auditing.

1 Introduction

Social media platforms (SMPs), e.g., Google, Facebook, and Twitter, are increasingly be-
coming the prevailing, most easily accessible, and most popular platforms for individual
media consumption across the Western world [MGBS16]. Indeed, media platforms act as
intermediaries between users and the wealth of information collected from their friends,
news, opinion leaders, celebrities, politicians and advertisers. So pervasive and eclectic is
the stream of information content collected for each user at any given time that it compels
social networks to filter out all but the most relevant information, display it in the user’s
news feed, and its order of appearance. To that end, in the last decade, social platforms
have been adopted various algorithmic filtering (AF) methods [Capl§| to select and sort
collections of contents to be shown on their user’s feed.

Notwithstanding the potential of AF to provide users with a richer, more diverse, and
more engaging experience, over the past two decades, these methods have been abused
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by social network platforms to selectively filter user feeds in an effort to maximize their
returns (including revenue, user accumulation, popularity gain, etc.). This phenomenon
has brought about harmful side effects [DGBI7, Boz13]. For example, an artificial com-
ment ranking that encourages over-representation of one side’s opinion or polarization of
opinions [SCP™14|, has sow hatred between groups [Leel6]). Similarly, the prioritization
of a specific topic contributes to the dissemination of deliberately disregarded fake news
[LM17], [CCT19, [DCJ ™19, [Par1l]. Disseminating fake news may sway the presidential elec-
tion results [Blal8]. Advertisements that promote products based on erroneous claims
regarding the user’s interests [SAV™ 18| [Swel3], leading to some information being more (or
less) visible along with many others. Intensive dietary recommendations may cause users
to change their own diet [CBMI8| l[JHF 18], etc.

The foregoing examples, among many others, embody the potentially damaging fact
that subjectively filtering the content to be shown on the user’s feed might not overlap
with the individual user’s or the society’s good as a whole, resulting in widespread adverse
impacts on both individuals and society [Parll]. This, in turn, heavily impacts users’
learning, shapes their thinking and decisions, and ultimately influences how they behave as
individuals or as a whole society.

These negative influences have led to a number of calls for regulatory action by the
authorities; however, their increasing enforcement attempts encounter multiple hurdles,
such as, legal barriers, cumbersome and entangled bureaucracy, high human resource costs,
which usually ends with no concrete results [Bral9, [Klo17, Berl7]. The legal difficulties
are mainly driven by the concern that regulations might limit free speech [Klo17, Bral9],
infringe on privacy by requiring content disclosure, subjectively define of what is right or
wrong media behaviour [OW15], undermine innovation or suppress jobs and revenues (e.g.
through advertising restrictions).

Meanwhile, the increasing enforcement of regulations that aims at fining violations en-
courages the platforms to use self-regulatory methods to prevent unintentional internal
activities and avoid penalties [Med21]. Among others, Twitter suspends tens of thousands
accounts suspected of being involved in promoting conspiracy theories [New21]. Facebook
has set up an independent internal team named “Oversight Board” to foster freedom of
expression by making principled, independent decisions about contents [Boa20]; YouTube
has removed videos urging violence [Ind21].

The suggestion of the notion of an implicit agreement between users and social media
platforms is far from being new [Man89]. This notion draws from a general implicit contract
theory [Kos14], which economists use to explain behaviors that are observed but not justified
by competitive market theory. In particular, it has been invoked to explain the reason for
users to keep using social media despite data privacy infractions [KBB20, [SW17, Worl6].
It has also been advanced as a starting point for regulation |[Quil6], since it balances the
interests of both parties.

As social media become increasingly popular information sources, a fundamental ques-
tion remains: Is there a systematic and responsible way to requlate the effect of social media
platforms on users learning and decision-making? Even though it may be possible to do
so, due to the many issues raised above, and many other related ones, designing and rein-
forcing a regulation is still a notoriously difficult open problem [Kurl6]. Accordingly, the
challenging quest for currently a far reaching fundamental theory for systematic regula-



tory procedures that satisfy several social, legal, financial, and user related requirements,
and its prospective practical ramifications, constitute the main impetus behind this paper.
Motivated to guarantee compliance with a consumer-provider agreement, in this paper,
we propose a data-driven statistical auditing procedure to regulate AF, which monitors ad-
verse influences on the user learning (and thus on decision-making), while allowing real-time
enforcement.

1.1 Related Work

Various attempts aim at regulating content moderation have been proposed over the last
few years; however, all of these attempts generally focus on monitoring specific violations of
the social platform-user agreement. Specifically, common methods for content moderation
fall broadly into one of three categories (see, e.g., [Cam19, MRH19]):

1. Content control, which aims at tagging or removing suspicious items. However, the
ability of AI algorithms to identify such rough items grows more slowly than the
ability to create them [PasI9], and objectivity of human content control is often
less trusted [AR17]. Content control strategies include: drawing a line in the sand
(e.g., determining whether discrimination has occurred by thresholding the difference
between two proportions [Chol7]); detecting hate speech (e.g., using deep learning
technique [JO21, RACI9] or NLP clustering methods [DWMW17]); or finding the
origin of the content (e.g., reducing fake news by whitelisting news sources [Berl7] or
detecting the sources that generate misleading posts [RR20]).

2. Transparency, where users are required to provide lawful identification. This approach
imposes a serious toll on user privacy and anonymity, while not even necessarily
stopping unintended spread of misinformation.

3. Punishment, where the network provider or the state impose penalties for malicious
spreading of fake information. This extreme approach is clearly the least desirable
from both privacy and human-rights perspectives.

Most related to our work are [CS21] and [CMS23]. Specifically, in [CS21] the concept of
“counterfactual regulations” was proposed and analyzed. Counterfactual regulations deal
with regulatory statements of the form: “The platform should produce similar feeds for given
users who are identical except for one single property”. The users differentiating property
could be, for example, gender, religion, left or right wing affiliation, age, among many
others. Accordingly, [CS21] proposed an auditing procedure to test whether a counterfactual
regulation statement is met or not, under a certain i.i.d. observational model. More recently,
[CMS23] introduced the notion of baseline/reference feed as “the content that a user would
see without ﬁltering” Then, they studied the problem of regulating AF with respect to
this baseline, and proposed a framework and a procedure for regulating and auditing SMPs
with respect to such a baseline. As we explain below in detail, our paper follows some of
the general ideas in [CS20] and [CS21], but deviates in the way the setting is formulated
and analyzed.

IThe idea of a baseline feed was originally proposed in an old version of [CS21], which can be found in
[CS20).



Finally, research and modeling of counterfactual regulation draw parallel ideas from the
differential privacy literature [DMNSO06, [DR™14], as in the case of comparing outcomes
under different interventions [WZ10]. While our paper addresses questions similar to those
studied in social learning and opinion dynamics, e.g. [ADLOT1, IMTSJ18, Ban92], it is
distinct from this literature in the sense that our research focuses on the question of how
the flow of information, mediated by social networks, leads to undesirable biases in the
way users learn and, consequently, to a detrimental change in their decision-making and
ultimately in their actions. Furthermore, this is accomplished without the need to actually
access the users’ beliefs, actions, or thoughts.

1.2 Main Contributions

Our main goal is to develop an auditing procedure for content moderation over social
networks. We split this subsection into two parts: the first focuses on our conceptual
contributions to the general area of social media regulation, while the second discusses our
technical contributions.

1.2.1 Conceptual Contributions

Unifying framework. Following the lead of [CS20] and [CS21], we formulate a statistical
unifying framework for online platform auditing. This framework considers the three in-
volved parties: platform, users, and an auditor, all interacting and evolving over time (see,
Figure [I). At each time point, the platform shows its users collections of content, known
as “filtered feeds.” As each user in the platform browses through his own feed, he implic-
itly forms a belief, and ultimately modifies his actions. The auditor’s meta-objective is to
moderate the effect of socially irresponsible externalities caused by the AF’s effect on user
learning and decision-making, either as individuals or as a society. To that end, the platform
supplies the auditor with anonymous data of two types: filtered and reference. The latter
is constructed by ignoring any aspect of a platform’s fiscal motivation, thus representing
a natural/fair filtering of content rather than a subjective form of filtering (see, Section [2]
for a precise definition), prioritizing the users’ experience. We show that the auditor’s task
can be formulated as a certain closeness testing problem (see, e.g., [DKWI8| [CJKL22]). In
addition to the filtered vs. reference approach above, similarly to [CS2I], we also study
counterfactual regulations.

Automatic online auditing procedure. We propose an auditing procedure that does
not require any prior explicit regulation statement. The auditing procedure monitors any
damaging influence on the users’ decision-making over a predefined adjustable time-frame,
compared to what it would have been without subjective filtering of the users’ feeds, namely,
under a natural/fair content filtering. This is accomplished by formulating a measure called
“belief-variability”, which estimates the influence of the AF on the beliefs of all the users.
Using this variability, we then formulate the auditor’s objective as a sequential hypothesis
testing problem. As a binary hypothesis tester, the auditor examines whether the platform
exceeds a tunable threshold of acceptable values of this estimated measurement of influence,
doing so over a predefined time frame with a given confidence level. The auditor outputs
whether or not regulation is being complied with, meaning whether public opinion is being



biased or not. For example, this auditing procedure could easily detect the intensive promo-
tion of a presidential candidate via posts, advertisements, the prioritization of related user
comments, artificial adversarial users, or polarized recommendations. Finally, we propose
an auditing procedure for deciding whether a platform complies with a given counterfactual
regulation statement over the course of time.

We next highlight the main differences and contributions compared to [CS21] and
[CMS23]. Specifically, both of these papers follow a “worst-case” approach, where au-
diting is designed to prevent violations associated with (a hypothetical) “most gullible”
user, i.e., the user whose decisions are most influenced by AF. The idea is that if this user
passes regulation, then all other users will pass regulation as well. We instead propose
a “global” approach, where we average the influence of the platform’s AF over a set of
users. It should be clear that each approach has its own advantages and disadvantages.
For example, the worst-case approach might be sensitive to adversarial users; in real-world
SMPs, where any party is free to create a user without any supervision, a set of adversarial
users can act as more naive/gullible than the most gullible user already in existence, and
thus fool the auditor. Also, since the most gullible user is model driven (and not chosen
from the data) then he/she might be unrealistically “too gullible”, and then the auditor
will announce false alarm violations excessively. Finally, the worst-case approach prevents
all users from gradually changing their opinions. This is because, under this approach, the
auditing process will immediately result in a violation when the most gullible user alters its
opinion slightly. As a result, all other users will not have the opportunity to make slow and
natural changes to their opinions, as they would with our average approach. In some sense,
the above problematic issues are less severe/relevant in our average approach. It should be
emphasized, however, that the outcome of any approach would depend on how seriously the
platform engages in conversations on designing the test, model family, and reference feeds.

Another difference that we would like to emphasize is that the probabilistic setting con-
sidered in our paper is different from the one in [CS21] and J[CMS23]. Specifically, in those
papers, an i.i.d. time-independent generative model was assumed for the filtered (and ref-
erence) feeds. This implies that feeds are statistically independent, and excludes violations
of regulation over time. In “real-world” cases, this approach may be inherently challenging.
Indeed, in cases where regulations must be enforced over time, the procedures in [CS21] and
[CMS23] must be repeated endlessly. Furthermore, this allows an “uncooperative” platform
to comply with regulation at a specific time when being tested, but not at any other time. In
our paper, on the other hand, as an initial attempt and approximation to resolve the above
issues, we follow a more complicated time-dependent Markovian model. As so, our auditing
procedures, analysis, and results are inherently different from those in the aforementioned
papers.

1.2.2 Technical Contributions

In addition to formulating a mathematical model for social media auditing, our paper con-
tributes to the study of the closeness testing problem. The closeness testing problem have
been extensively studied in the past few years (see, e.g., [DKWIS, BFR™ 13, [CDVV14]
ADK15]), as well as its extended version, the tolerant closeness testing problem (e.g.,
[DKW18| [CTKL22]). The vanilla form of the later is as follows. We are given i.i.d. sample



access to distributions P and @ over [n], and bounds g2 > €1 > 0, and 6 > 0. The task is
to distinguish with probability of at least 1 — § between ||P — Q|1 < &1 and |[|P — Q|1 > e2,
whenever P, satisfy one of these two inequalities. In our setting, samples (or, feeds) are
assumed to be generated from a certain Markovian probabilistic model (rather than being
ii.d.). Testing Markov chains is a new and active area of research with a number of re-
markable recent results, such as testing symmetric Markov chains [DDG18], testing Ergodic
Markov chains [WK19, WK20] or testing irreducible Markov chains [CDL21]. In this paper,
we construct a method to solve a generalized form of the two problems above. Specifically,
rather than a single pair of distributions, we are given samples from multiple pairs (see,
[LRR11] for a related testing problem) of hidden irreducible Markov chains, and we need to
decide whether the total sum of distances between these hidden pairs of chains is £1-close,
or eo-far away. Similarly to majority of the papers mentioned above, we focus on the case
where probabilistic distance measure is £, with the understanding that other metrics can
be analyzed. We propose a testing algorithm to the problem above, along with sample and
complexity guarantees. It turns out that a major part of the analysis of our algorithm is
related to the study of the covering time of random walks on undirected graphs [CDL2I].
Specifically, we obtain an upper bound on the time it takes for multiple parallel random
walks to cover each state a given number of times. Our analysis might be of independent
interest.

1.3 Notations

For a positive integer m, we denote [m] = {1,2,...,m}. The underlying space in the
paper is R™, i.e., the space of all real-valued n length column vectors endowed with the
dot product (x,y) = x’y. For p > 1, The ¢py-norm of a vector x € R" is given by
Ix[lp = /> ;1 |ilf. The log-norm of a vector x € R" is ||X||oc = max;=1,2,. n|z;|. The
p-norm of matrix A induced by vector p-norms is defined by [[All, = sup,., ”ﬁ?;ﬁ'ip . In
the special cases of p = 1,00, the induced matrix norms can be computed or estimated by
|All1 = maxi<j<n > ieq |aij|, which is simply the maximum absolute column sum of the
matrix; [|Allec = maxi<i<m 5 |aij|, which is simply the maximum absolute row sum of
the matrix. e is used to denote the vector of all ones and 0 is the vector of all zeros. We
denote by |S| the number of element in the set S. The function a : (N x N) — {{N}, {N}}
takes a pair of elements and return set containing those two element. The function ay :
(N x N) — {N} takes a pair of elements and return the first element in the pair (first
coordinate). Similarly, the function as : (N x N) — {N} takes a pair of elements and return
the second element in the pair (first coordinate). Finally, we let A™ be the n-dimensional
probability simplex.

2 Framework: Setup and Goal

In this section, we formalize mathematically our framework, including the setup and goals.
Here, we opted to keep the exposition simple and concise, by presenting only the essential
ingredients of our model which are needed for our main results. However, we refer the
interested reader to the appendix, where we include a detailed and consistent construction of
our framework, with deeper discussions and motivations for our definitions and assumptions.



2.1 The setup

Consider a system with the following three parties: a SMP, a user, and an auditor, as
illustrated in Figure[Il At each time step ¢ € N, the platform shows each user a collection
of contents (e.g., posts, videos, photos, ads, etc.) known as filtered feeds. We denote the
filtered feed shown to user u € [U] at time ¢t € N by XF(¢), and assume that it consists
of M € N pieces of contents, namely, X' (t) = {wfu(t),,w,'f,lu(t)}, where w]Fu(t) ex
denotes a piece of content, for 1 < j < M.

Generally speaking, the AF mechanism is not known and should not be disclosed to the
auditor. Nonetheless, it should be clear that for the auditor to be able to inspect the SMP,
something about the feeds generation process must be assumed. From the auditor’s point
of view, the platform is a sequential feeds generating system, relying on a probabilistic
relationship of the current feed conditioned on the previous feeds. Specifically, in this
paper, we assume that the feeds are generated at random according to a quasi-Markov
homogeneous model; we divide the time horizon into batches, and assume that in each
batch, the platform’s AF process is modeled as a large probabilistic state machine. One
can think of these batches as time interval where the platform collects new data to create
new successive feeds.

Mathematically, let Tiota) € N denote the time horizon, which determines how far into the
past the auditor scrutinizes the platform’s behavior. Assume we have B € N batches each of
length T € N, such that in batch b € [B] we have a time sampling sequence b-T < top < t15 <
- <ttp < (b+1)-T. In each batch, from the auditor’s point of view, the piece of content
azzu(ti,b), at time t;p, for £ € [M], is drawn from a first-order irreducible Markov chain,
namely, P(zy, (tip)l2], (top), - - ap, (tio1p)) = Play, (tip)|2) , (tio1p)), and P(xf, (tip) =
Sg‘wzu(ti_l’b) =s51) = Qup(1,52), for any two possible states s1,s2 € X. We denote the
transition probability matrix by in batch b € [B] by Qib = [Qup(s1,82)],, 5,cn- We assume
further that the M Markov trajectories are i.i.d. Note that over different intervals, indexed
by b, the filtering process could be transformed into a new state machine subjected to a
different transition probabilities. For example, this transformation may occur over time
when new external data incur noticeable changes in the platform’s reward. Thus, in the bth
batch, the observed feeds are,

F M F M F .
{wz,u(to,b)}lzly {wl,u(tl,b)}lzla e {wl,u(tT,b)}lzl'

Feed 1 Feed 2 Feed T

Reference feeds. Following [WM19, [Ghol9l I(CS20, [Pet00], we define a reference bound-
ary that is formed based on the users consent, and its location is determined by domain
experts. While user u’s filtered feed XF (#) at time ¢ is chosen by the platform in a certain
reward-maximizing methodology, the reference feeds XR(t) could have been hypothetically
selected by the platform if it strictly followed the consumer-provider agreement. These ref-
erence feeds are specific to each user u € [U] and time ¢. In this scenario, the platform would
construct the feed based solely on the user’s interests, without any subjective preferences
influencing the content selection. Essentially, the only natural situation where the platform
can filter content without introducing any subjective bias into the user’s decision-making
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Figure 1: An illustration of the interaction between the platform, the user, and the auditor.

process and actions is by selecting feasible content that maximizes the user’s benefit/reward.
This approach ensures that the user’s feed reflects their own preferences, which may align
with the platform’s benefits at times, but not necessarily always. Mathematically, the
user’s exclusive benefit is quantified by a personal reward function that encompasses only
the components measuring the user’s benefits. Similarly to the filtered feeds, we assume a
Markovian generative model for the reference feeds, and denote by Pf’b £ [Pup(s1, s2)|; icx
the corresponding matrix transition probabilities in batch b € [B]. In the appendix, we give
examples of how the filtered and reference feeds are constructed by means of a certain re-
ward function maximization, and elucidate the difference between the filtered and reference
feeds. It should be emphasized that the specific reference feed construction hinted above,
and described in more detail in the appendix, is just one possible example; our results and
algorithms only require that there is some fixed reference feed (per user).

Counterfactual regulation. In addition to the “filtered vs. reference” approach, we will
also analyze the following alternative auditing framework. Let S be a regulatory statement
that an inspector (or, perhaps, the platform itself) wish to test. For example, S could
be: “The platform should produce similar feeds, in the course of a given time horizon T,
for users who are identical except for property &?”, where & could be ethnicity, sexual
orientation, gender, a combination of these factors, etc. Let Uz C [U] x [U] be a subset of
pairs of users that comply with &. Then, for any pair of users (i,j) € U, the inspector’s
objective is to determine whether the platform’s filtering algorithm cause user i’s and user
j’s beliefs and actions to be significantly different. We formulate this objective rigorously
in the next section. We mention here that a similar approach to the above was proposed
recently in [CS21], assuming a time-independent i.i.d. model.



2.2 Auditor’s goal

Average violation. We now define the meaning of “violation” from the auditor’s per-
spective. Let U C [U] be a certain subset of users. We define the total filtering-variability
metric as,

1 . .
Vfilter = W gj%akx dTV (Pu,b(17 ')7 Qu,b(za )) (1)
1 . .
= W %%%( HR?I;@ - Qf,b(z)Hl (2)
1
= 2 |IPR — Q. - (3)
|Z/[| ueU

where Pﬁb(i) £ [Pyp(i,5)]jex and Qib(i) £ [Qup(i,7)]jex- We discuss the choice of the
above metric in the appendix. Without loss of generality, in the rest of this paper, we focus
on the special case where U = [U]. Also, we will consider a single specific interval for testing,
say, {to,t1,...,tT} = [T], and therefore drop the dependency of the above notations on the
batch index b. The underlying assumption here is that T is sufficiently large so as to allow
for reliable testing, as dictated by our sample complexity guarantees, presented in the next
section. An interesting question is to consider the case where the batch sizes are unknown,
and then more sophisticated sequential /adaptive testing algorithms are needed.

Testing. Following the above, from the auditor’s perspective, we define a violation event
as the case where Vi is “unusually large”. Specifically, the audit’s decision task is for-
mulated as the following hypothesis testing problem,

Ho : Viier < €1 vs. Hi: Viijer > €2, (4)

where g9 > £1 > 0 govern the auditing strictness. Devising successful statistical tests which
solve (@) with high probability, guarantee that whenever the auditor decision is Hg, then
the platform honors the consumer-provider agreement, since the beliefs and actions are
indistinguishable under the filtered and reference feeds. Conversely, rejecting Hy with high
confidence implies that AF causes significantly different learning outcomes. Calculating
Viiter requires knowledge of the filtering and reference distributions; a condition rarely met
in practice. Accordingly, the auditor needs to solve () using only samples from these
distributions; we assume that for ¢ > 1 the auditor observes the filtered and reference feeds
{XF(t), XR(t)}, for all users u € [U], and utilize these to test for violations. In practice, it
might be challenging for the auditor to have both the reference and filtered feeds at hand.
As so, it is an interesting question for future research to analyze the scenario where this full
information is not available, e.g., only partial and perhaps quantized /noisy observations are
given. Note that this type of hypothesis testing problem is reminiscent of the well-studied
tolerant closeness testing problem (see, e.g., [DKW18| [CJKL22]). We are now in a position
to state the testing problem faced by the auditor.

Problem 1 (Auditor testing). Fiz 1,2 € (0,1) and § € (0,1) with 1 < €2. Given a
set of tt pairs of Markovian trajectories [(XF(t1),XR(t1)),..., (XF(tr), XR(t1))] drawn
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Figure 2: An illustration of the auditing procedure. The SMP and the uniformal filter get as
an input the external data procedure, then output the filtered and the reference feeds, respectively.
Both feeds are seen by the auditor, where the last outputs “YES” when the regulation is not violated,
or “NO” otherwise.

from an unknown corresponding pair of Markov chains (Qf , Pf), for each user uw € U, an
(e1,€2,0)-sum of pairs tolerant closeness testing algorithm outputs YES if Ve < €1 and
‘NO if Viiiwer = €2, with probability at least 1 — 6.

As we mentioned earlier, the testing problem above is similar to the well-studied Markov
tolerant closeness testing problem (e.g., [CDL21]). Nonetheless, the vanilla setting of this
type of testing, is simpler than the one we are after, mainly because in our problem we
deal with a sum of the distances between pairs of latent Markov chains, rather than a
single distance, as it is in the standard setting. Finally, Figure [2] illustrates the filtered vs.
reference testing scheme considered in this paper.

Remark 1 (Worst-case violation). As we have mentioned in the introduction and above,
in this paper we focus on a global approach by averaging the influence of the platform on
the users. Here, we would like to mention that using the same techniques we develop in
this paper, a worst-case approach, in the same vein as in [CS21)], can be analyzed as well.
Specifically, the idea in the worst-case approach is that if the platform’s influence on the
most gullible user’s decision-making exceeds a predefined threshold, then it would mean a
violation of the platform-user agreement. Now, within the proposed framework, we define
this most gullible user as,

Ugullible = arg max HPﬁb - Qf,bHoo )
ue

(V]

i.e., the platform’s influence on his feed is the most significant. Intuitively, if the filtered
feed satisfies regulation for the most gullible user, then it satisfies requlation for all other
users whose learning is, by definition, less affected by the filtered feed, in the above sense.
Accordingly, the auditor testing problem can be formulated as testing between

Ao s max [[PR, — QFy| <o vs AP max|PR, - QE| e (5)
ue(U] u€(U]
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2.3 Auxiliary definitions and lemmas

This subsection is devoted to present several notations, definitions, and a lemma that will be
needed to present our main results. As mentioned in the previous subsection, the problem of
closeness testing of a single pair of Markov chains was considered in, for example, [CDL21];
it was shown that the testing algorithm and sample complexity depend on the k-cover time.
The former is defined as the first time that a random walk has visited every state of the
Markov chain at least k times, while the later is the maximization of the expectation of
this random variable over all initial states. As a natural generalization, we define the /-
joint-k-cover time, as the expected time it takes for ¢ > 1 independent random walks to
cover all states at least k£ times. In the language of our framework, an interpretation of this
£-joint-k-cover time is the expected time it takes the platform to show all users all feasible
contents.

Definition 2 ({-joint-k-cover time). Let 25,7257, ..., 2} be L-independent infinite trajecto-

ries drawn by the same Markov chain A . Fort > 1, let {./\/;-Zj (t),Vi € [n]} be the counting

distribution of states i € [n] appearing in the subtrajectory 23,1 up to time t. For any

k,¢ € N, the random £-joint-k-cover time Tc(clf\z (; M), is the first time when all £ indepen-

dent random walks have jointly visited every state of M at least k times, i.e.,

¢
By 2inf{t>0:ien],S NI >k, 6)
j=1
Accordingly, the £-joint-k-cover time is given by
E’é&(ﬁ; M) = mﬁ(eE [Téf\z(e; MY |21y =v1,291 = V2,0, g1 = W] , (7)
vE|n
where the coordinates of v = (vi,va,...,v) € [n]¢ correspond to initial states.

Throughout the paper, we will also use the notation tgf,?,(ﬁ; P) to refer to tglé\),(ﬁ;/// ),
where P denotes the matrix transition probabilities of .#. For simplicity of notation, we
denote teoy () = tg,z,(l;/// ). In addition, unless we explicitly deal with two different
chains, we omit the dependency of tgﬁ?,(@; M) on A and use tgf,\),(ﬁ) instead. We de-
note by m the stationary distribution of .#, and accordingly we define the mixing time
as tmix(-#) £ min {t > 1:maxyen, drv(psdt, ) < 1/4}. Finally, we denote the minimum
stationary probability as 7, = min;c[, 7. Our goal is to bound tgé\),(&% ) in terms of
teov(A). To date, studies have focused on one of the following two separate cases:

1. Upper bounding the expected time required to cover all n states of an irreducible

Markov chain, k£ times, with a single random walk, given by tgf,\),(l; M), in the terms
of teoy (). Specifically, it is shown in [CDL21] that for irreducible Markov chain,

tou(13.4) = O (tcov(///) log 1 + klog") . (8)

T
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2. Upper bounding the expected time required to cover all n states of some general irre-
ducible Markov chain, with £ multiple independent random walks, given by tg,?,(ﬁ s M),
in the terms of t.,,. Many bounds, relying on different assumptions, exist in the litera-
ture. For example, combining Theorem 3.2, Lemma 4.3, and Theorem 4.7 in [RSS23],
we get that for irreducible Markov chain,

Sus.) =0 <tmix<///) v M) _

. 9)

For our case, we obtain the following bound on the tgf,?, (b; ), for any k, 0 > 1.

Lemma 3. For any k,¢ > 1 and irreducible Markov chains A,

tg’;\)/(g;///) —0 <|:tmix(~//) V M} log n + k:logn> . (10)

!/ Ty

Finally, following [DDGIS], for a length ¢ trajectory Z¢ of an irreducible Markov chain

A, and for any state i € [n]|, we define the mapping 1/),(;)(2‘{) as follows: we look at the
first k visits to state ¢ (i.e., at times ¢ = t1,...,t; with Z; = i) and write down the
corresponding transitions in Z{, i.e., Z;1;. In other words, the mapping returns the k
succeeding states of state i. We note that every state is visited almost surely, since .# is
an irreducible finite-state Markov chain. Therefore, the above mapping defines a proper
probability distribution. Most importantly, as we will show later on, this distribution is
independent across all different states and/or independent for a particular state i because
of the Markov property.

3 Main Results

In this section, we present our main results. Specifically, in Subsection B, we start by
presenting an algorithm, along with sample complexity guarantees, for closeness testing the
sum of distances of pairs of discrete distributions using i.i.d. samples. This in turn will
serve as a sub-routine in the auditing procedure we propose and analyze in Subsection
Finally, in Subsection [3.3] we analyze the counterfactual regulation approach.

3.1 Warm up: Testing a family of discrete distributions

As a warm-up, we start by generalizing the vanilla i.i.d. tolerant closeness testing problem
(e.g., [CIKL22]), to the case where one is given a set of pairs of measurements drawn from
a set of pairs of probability distributions, and is tasked with deciding whether the total
sum of distances between these pairs of distributions is close or far away. This problem is
formulated mathematically as follows.

Problem 2 (Sum closeness testing). Given sample access the pairs of distributions (P, Q)
over [n], for u € [U], and bounds g2 > €1 > 0, and 6 > 0, distinguish with probability of at
least 1 — 0 between zgzl | Py — Qulli <|U|-e1 and 23:1 | Py — Qull1 > |U] - €2, whenever
the distributions satisfy one of these two inequalities.

12



The vanilla i.i.d. tolerant closeness testing corresponds to U = 1. As we will see in
the following subsection, an algorithm to Problem [2] will serve as a building block to the
actual testing problem we are after in Problem [ 'We next propose a procedure solving
the above testing problem along with sample complexity guarantees. We establish first a
few notations. Let S, p and S, be two sets of m € N samples drawn from P, and Q,,
respectively, for all u € [U], and let Sp £ {81 p,...,Sup} and Sg = {S1,0,...,Su.g}. For
every u € U, let V,,; and Vuz count the number of occurrences of symbol i € [n], in the first
and the second sets of m samples (each), sampled from P, respectively. Similarly, we denote
Y, and 37“7,- the corresponding samples from @, for every u € U. As is customary in the
literature of distributional testing (e.g., [CJKL22]), we use the “Poissonization” trick, and
assume that the sample sizes of P, and @, for every symbol i € [n], are Poisson-distributed
with mean m, namely, V,, , Vu,- ~ Poisson (m - P, ;) and Yy, , Yui ~ Poisson (m - Q. ;), where
P, (Qu,i) is the probability of symbol i under P, (Q,,). Define,

f 'é{maX{W’Puz Quz’ n( uz+Quz) } it m>n,

max {m(Puz - Qu,i)a 1} ) otherwise,

(11)

where Vu,i, f/w. are used to estimate f, ; with ﬁ;, defined as,

max 4 Veiz “' Vii+ Vo 1} if m>n
Fui 2 ] \/m/n m/n ’ (12)
max q Vi + Yu,i, 13, otherwise.

Additionally, define G, ; =S (Vi — Yu,i)2 — Vi — Yu,i, and finally,

U R
Gézzfm (13

u=1i=1

Consider the routine IIDTESTER(Sp, Sg, d,€1, €2, m,n) in Algorithm [l The constant ¢ > 0
is an absolute constant determined in the course of the analysis. We have the following
result.

Theorem 4 (Sample complexity). There exists an absolute constant ¢ > 0 such that, for
any 0 <eg <1 and 0 < e1 < ceq, given

2 2/3
€1 n
m O<1/ 5U+n_2+n€%+us;*/3)’ (14)

samples from each of {P,}Y_, and {Q.})_,, Algorithm [ distinguish between zgzl | P, —
Qulli €£U-&1 and Zgzl |Py — Qull1 = U - ea, with probability at least 1 —§.

3.2 Filtered vs. reference auditing

In this subsection, we present our auditing procedure for the filtered vs. reference feeds
approach. We denote by m (n,e1,e2,0) the sample complexity of the i.i.d. tester in Algo-
rithm[I], and assume that it satisfies the condition in TheoremE. Let m £ m (n,e1,€2,6/4n).
Consider the auditing procedure in Algorithm 2l We have the following result.
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Algorithm 1: Tolerant closeness tester for the i.i.d. pairs

Input: U, n, m, €1,4, and samples Sp and Sq from {(Py, Qu) }ue(u]-
1 Set 7 <— cmin (L%QEQ, UmT%%>
n
2 Compute G in (13).
3 If G < 7, then Return YES

4 Else G > 7, then Return NO

Algorithm 2: Filtered vs. reference auditing procedure

Input: T, n 2 |X|, e1,¢1,6, m, and feeds {XR(¢), XF (1)}, for u € [U].
Output: YES if Vijer < €1 / NO if Viijer > €9.

1 Fori«1,2...... ;N
2 Set SR < 0 and SF <
3 For every user u <+ 1,2...... ,U
xR xF
. 1 M A < or ML AT <
5 Return NO
6 Calculate SR <+ U'J\»/'le/},%) ({w?u(t)}z—ﬂ) and
SE— UM o) ({2F,01)
7 Do SR <~ SRUSR and SF «+ sFuUSF
8 If IIDTESTER(SR,SF,8,61,60,m,n) = NO
9 Return NO

10 Return YES

Theorem 5 (Sample complexity). Given an (e1,e2,0) i.i.d. tolerant-closeness-tester for
n state distributions with the sample complexity of m (n,e1,e2,0), then we can (e1,€9,9)
testing hypothesis ({l) using,

o U
=0 (e M ) “5)

samples per user.

Note that in step 8 of Algorithm B feed samples SR and SF from the Markov chains are
supplied to the i.i.d. tester in Algorithm [II These samples are pulled using the mapping
1, and thus are guaranteed i.i.d., as mentioned right after Lemma[Bl The sample condition
in (I5) guarantees that all states are visited “reasonable” number of times, jointly by all
the M chains, and for all users. Accordingly, we can apply an i.i.d. identity tester to each
state’s conditional distribution, and the auditing procedure return “YES” if this distribution
passes its corresponding i.i.d. test.

At this point we would like to mention that our auditing procedure is not required to be
disclosed to the internal AF mechanism used by the platform, which may not consent to be
shared. This provides also a flexibility in regulating the model with no need for adaptation
with respect to any future modification of the internal AF. Furthermore, our procedure
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can be applied using only access to users’ observations (their feeds) in order to infer the
influence of the platforms on their beliefs, decision-making, and ultimately on their actions,
while having no access to their actual beliefs. It is clear that this way no further privacy
leakage is incurred from the auditing processE The bound we derived on m-joint k-cover
time in Subsection 2.3l gives a simpler sample complexity bound for the auditing procedure.
In particular, using Lemma [3], we get that the number of samples, per user, can be bounded
as,

teov(W) log | X| mlog | X|
T= tmix(W) V ——————— | log |X| + —=>— | , 1
O (e [ =5 i+ S5
where 7, (W) denotes the minimum stationary distribution of the Markov chain with tran-
sition probability matrix W, and Oy hides logarithmic factors in .

3.3 Counterfactual regulation

Above, we have focused on the “filtered vs. reference” feeds approach. However, it is clear
that other frameworks can be formulated. Consider the following as an alternative. Let
S be a regulatory statement that an inspector (or, perhaps, the platform itself) wish to
test. For example, S could be: “The platform should produce similar articles for users
who are identical except for property &7, where &2 could be ethnicity, sexual orientation,
gender, a combination of these factors, etc. Let Up C V x V be a subset of pairs of users
that comply with 2. Then, for any pair of users (i,j) € Uz, the inspector’s objective is
to determine whether the platform’s filtering algorithm cause user ¢’s and user j’s beliefs
and actions be significantly different. A similar approach, was studied recently in [CS21]
under a time-independent i.i.d. model. We take into account the inherent dependency
on the time dimension as in “real-world” applications regulations must be enforced over
time, as explained in the introduction. Similarly to Subsection 2.2] we define the notion of
counterfactual violation as follows.

Definition 6 (Counterfactual total variability). Let Uy C [U] x [U] be a subset of pairs of
users that comply with &?. Then, for any pair of users (i,j) € Uy, the total variability in
algorithmic filtering behavior for counterfactual users is given by

1

Veu(S,Up) £ 7= Z Ié}le%?(dw (Qi(L,-),Q;(¢,-)) (17)
(i,5)EU
1
= Z %@}”Qi(@ - Q; (0], (18)
(4,9)eU
1
e T jer-al )
=T ’

Then, in the same spirit of the previous subsection, we define the investigator’s task to
test for violations in the following sense:

HS V(S U») <e1 vs. HS : Veu(S,Uzp) > e (20)

2While data hacking remains a possibility, it would not be considered a regulatory flaw, as it could occur
regardless of regulation. The involved parties are the platform and auditor, where the platform possesses data
access and the auditor utilizes data for testing, thus maintaining user data privacy with sensible precautions.
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As before, the goal here is to construct good inspection procedures given only S and a
black-box access to the filtering algorithm. Note also that U/4 need not correspond to real
users and could represent hypothetical users. Now, comparing (@) and (@) with ([I9) and
[0)), it is clear that the hypothesis test in (20) is the same as the one in (), if each pair
of filtered and reference distributions that correspond to some user is replaced with a pair
of filtered distributions that correspond to a pair of users in Ug. Accordingly, consider
the counterfactual auditing procedure that appears in Algorithm Bl It is clear that the
underlying idea in Algorithm Bl is the same as the one in Algorithm 2l The following is a
direct consequence of Theorem [Bl

Theorem 7 (Sample complexity). Given an (€1,e9,0) i.i.d. tolerant-closeness-tester for
n-state distributions with sample complexity m(n,e1,€92,9), then we can (e1,€9,9) testing
hypothesis (20) using,

T:(9< max max 7

|U@|>
M: W) log —— 21
(u,v)EU» WE{QF ,QF} cov (M5 W) log 5 )7 (21)

samples for each pair of users in Uz.

It should be mentioned that the auditing procedure requires a black-box access to the
filtering algorithm only, and the internal filtering mechanism is oblivious to the auditor
(SMPs will not grant auditors full access to their filtering algorithm). This in turn also
implies that auditing procedure can work even if the filtering algorithm changes over time.
Finally, as in the previous subsection, the bounds we derived on m-jointk-cover time in
Subsection 23] give simpler sample complexity bounds. Indeed, the number of samples, for
each pair of users in Uy, can be written as,

teov (W) log | X n log | X
T=0s <( max max tmix(W) V feov (W) log | ] log | X| + w") . (22)

u,v)EUz We{QF Q' } M (W)
4 Proofs
This section is devoted to the proofs of our results.

4.1 Proof of Theorem 4

In this subsection we prove Theorem [l To this end, we start by proving a few auxiliary
results which characterize the first and second order statistics of the count in (I3]).
4.1.1 Auxiliary Results

Lemma 8. Let 01 € (0,1), and recall the definitions in (II)-(I3)). Then, there exist absolute
constants c1,co,c3 > 0, such that the following hold with probability at least 1 — 61,

2
sim? (S 1P~ Qull)
€1 23:1 >imt fui

E [G , (23)

fugu€[U],i€ [n]} >
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Algorithm 3: Counterfactual auditing procedure

Input: T, n 2 |X|, e1,¢1,6, m, and feeds {XF(¢), XF (¢)}L,, for every (u,v) € Ug.
Output: YES if Vo (S,Ux) <e1 / NOif Ve (S, Uz») > e3.

1 Fori«1,2...... ,N
2 Set S+ 0 and S « 0
3 For every pair (u,v) € Up
M AT - M AT
4 If Y2 N7 <mor 300 N7 <m
5 Return NO
6 Calculate S, + U;\-A:ﬂbgb) ({-’B]Fu(t)}z—ﬂ) and S, « U?"lef%) ({w]Fv(t)};rzl)
7 Do S+ SUS, and S «+ SUS,
8 If IIDTESTER(S,S,d,¢e1,e2,m,n) = NO
9 Return NO

10 Return YES

and
U n Q )
Epﬁwaw ﬂ %Z m* wil_ (24)
u=1 1=1 Ut
and
3 v & Var [G
Var[ fuiru€[U],i€[n }Sd—zz f2 . (25)

Proof [Proof of Lemma [§] By standard properties of the Poisson distribution, the random
variables in the definition of G, ; are statistically independent. Therefore,

E[Gui] = B[(Vii — Yui)? — Vii — Yuil

= E[V,] — 2BV |E[Y.] + E[Y, ] — E[Vy] — E[Y,,]

= (mPy;)? + mPy; — 2m*PyuiQu; + (mQui)* + mQui — m*Pyi — mQu

= (mPy;)? — 2m*PyiQui + (mQyi)? = m?(Pui — Qu.i)?

=m? |Pui — QU,i|2 . (26)

Hence, G,,; is an unbiased estimator of m2|Pu7Z- — Qu7i|2. Similarly,

Var(G,,;) = Var[(Vy,; — Yu,i)2 — Vai — Yl
= E[((VU,Z' - YU,i)z - Vu,i - YU,i)z] - E[((VU,Z' - Yu,i)2 - Vu,i - Yu,i)]2
= E[((Vw’ - Yu7i)4 - Q(Vu,i - Yu,i)3 + (Vu,i - Yu,z’)2]
— B[((Vai = Yui)* = Vag = Yu))”
= 4m?*(Py; — Qu;i)*(Pui + Quyi) + 2m* (P + Qu.i)- (27)
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Next, using the fact that G, ; and fuz are independent, by the linearity of the expectation,
we obtain that the conditional expectation of G is,

Uu n
; Guz A .
E [G fuisu e U],i e [n]] =E ZZ f—’|fu,i,u € [Ul,ie [n]] (28)
u=1j=1 J Ui
U n
E u,i
=> > [Gual (29)
==t Jui
Similarly, the conditional variance of G is,
A U n G . .
Var [G fusue U] i€ [n]] = var 3% f—“|fuu eUl,ie [n]] (30)
u=1j=1 J U1
U L Var (Gl
SHRL 2
u=1 i=1 U,

Combining (26]) and ([29) we get,

u n )
fuiue Ul i€ [n]} => Z £ [??”] (32)

E[G

2 (X Xy | Pui — Qu,i|>2

Zgzl Z?:l fuz
_ (S - @)
a Zgzl Z?:l fuz

where the first inequality follows from the following fact that for any sequence of real-valued
numbers {a;}?_, and positive real-valued numbers {b;};" ;, we have,

3

: (35)

" g2 n o ai)?
Z —* > (Zz:nl |al|) ’ (36)

and the last inequality follows by applying Cauchy-Schwarz to,

n L n \/b_l|a2|
;Iazl—; OB (37)

Next, Lemma 2.5 in [CJKL22] states that there exist absolute constants ci, ca,c3 > 0 such

that, for every u € [U],i € [n], we have E[f,:] < ¢1fui E[f;ll] < 7%, and E[f;lz] < f023_.

S
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Moreover, by definition, the random random variables fu, are non-negative, and thus,
applying by Markov’s inequality, we obtain that,

E": fui < 5—1127315 |:fuz] ; (38)
=1 =1

with probability at least 1 — d1, for any u € [U]. Combined with Lemma 2.5 in [CJKL22],
this means that, with probability at least 1 — 41,

sim? (S, 1P~ Qull)’

E [G S
G Zu:l Zi:l fusi

fugwe Ui € fn]] > (39)

Next, applying Markov’s inequality for the non-negative random variable E [G‘ fu,i, u € [U],i € [n]] )
along with Lemma 2.5 in [CJKL22|, we obtain with probability at least 1 — 4y,
. 1
E [G Juisu € [U],i e [n]} < 5—1@ [E [G
1

fusrwe [U],i € ] (40)

(41)

U n ) 2
2 m” (Pyi — Qu,i)
<520 — (42)
Similarly, with probability at least 1 — d1,

Var [G

fuiuelU]ie [n]} <

This concludes the proof. |

By the union bound, we conclude that (23)—(25]), hold simultaneously with probability
at least 1 — 30;. We next bound the terms in the right-hand-side of ([23)—(20]), separately
for m > n and m < n, respectively. We follow similar ideas as in [CJKL22, Lemma 2.3]
and [CJKL22, Lemma 2.4]. We have the following result.

Lemma 9. For m > n, the following hold,

U n

Var [Gy;] _ 10Um?

Z Z ar [f , ] S OUm : (45)
. n

u=1 i=1 Uyt
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= m Qu z) 3/2HP Qu”l

=1 st n

N=

and

2 2
2 (U _ 5 (U -
m (S lPe= @) e i - @l ™ (S 1P - Qul)
n - 1 9
Z’llj:l > icq fusi 2(Un)2 6Un

Proof [Proof of Lemma [0 We start by proving (45]). From (27]), we get

Z Z Var u, z Z Z 4m u i Qu z) ( Ui + Qu,z) + 2m2(Pu,i + Qu,i)2 (48)

2 2
u=1 i=1 f“’ u=1 i=1 fu,i

_ 4m ( Qu 2) ( U, + Qu,z) + 2m2 (Pu,z + Qu,i)2
;; (maX{\/_' IPuz'—Quil n'( Pui+ Qui),1})°

u

u=1 =1 u=1 i=1
0Um?
_ 7 51
: G1)
where the inequality follows by lower bounding the denominator in ([@9) by mn(Py; — Qu.)*

for the first term in the numerator, and by n?(P, wi + Qw) for the second term in the
numerator. Next, we prove ([@G]). We have,

= 2Pui_ ui2 = 2Pui_ ui2
Zm( ) Q7) :Z m‘ 5 Q7‘ (52)
i—1 fu,i ; maX{\/mn' |Puz _Qu,i| , - (Pu,i“‘Qu,i),l}
" omd2p, . —
_Z | U, Qu2| (53)
i=1 TL2
3/2 P, Qu
_ 2P Qull -
n2

Finally, we prove ([@T)). Note that,

m (S 1P - Qi) m? (T 1P~ Qull )
S oy Sy Fui e S max {y/mn - | Pug — Quil - (Pug + Qua) 1}
) m? (S 1P~ Qully )
T S (Vmn - [P = Qul 4+ (P Qui) + 1)
(S )
vmn Y0 1Pa = Qully +2Un + Un

(55)

(56)
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2
U
[ m3/2 Zu_l | Py — Qully m’? (zu:1 HPu_Qu”1)
> min u= ,

(57)

where the first inequality follows by the trivial bound max(a,b) < a + b, for any two non-
|

negative numbers a and b.

Applying Lemma [0 on (23)—(25]), we obtain the following corollary for m > n.

Corollary 10. For m > n, the following hold with probability at least 1 — 61,

E [G Fusue U] i€ [n]]
2
2 U _
> é min m3/2 Zg:l ||Pu - QUHl m <Zu:1 HP“ Qqu) (58)
T 2U\/ﬁ ’ 6Un ’
Uu _3/2
7 . C2 m HPu - Qqu
E | G| fus UJ, <<= , 59
|G fuiru e U],i € n] D D (59)
and
. 10Um?
Var [G fusuelU),ie [n]} < §—3 nm . (60)
1
Next, we move froward to the case where m < n. We have the following result.
Lemma 11. For m < n, the following hold,
" Var (Gu,l)
> g < 24m, (61)
=1 U,
- 2 Puz - YWu,n 2
S P = Qui)” g, Q) (62)
i=1 fu,i
and
2 2
i (S 1P = Qul)” 2 (S0 17 = Qulh) )
25:1 > it fusi B 3n '
Proof [Proof of Lemma [I1] As before, we start by proving (6I)). We have,
S Var (Gu) = 4Am3 (P — Quyi)*(Pui + Quyi) + 2m2 (P + Qu.i)?
Z 2z Z 2 (64)
i=1 U, i=1 U,
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" AmB3(Pui — Qu.i)*(Pui + Qui) + 2m% (P + Qu.i)?

- P (65)
i=1 (max {m : (Pu,i + Qu,l) ’ 1})
< Zn: 4m3 (Pu,i - Qu,i)2 (Pu,i + Qu,z) + 4m2 (Pu,i - Qu,i)2 + 8m2Q37i (66)
st max {m2 (P + Qu,i)2 , 1}
< = 4m3 (Pu,z - Qu,i)2 (Pu,z + Qu,z) + Zn: 4m2 (Pu,z - Qu,i)2
a i=1 m? - (Pu,z + Qu,i)z i—1 m- (Pu,z + QUJ)
n 8m2 2
+ S (67)
i—1 Mmax {m2 (Puyi + Qui)” s 1}
n n n 8m2 2
<4 Pui_ u,t 4 Pui_ U, =0
< m;| i~ Quil + m;| : Q’|+;maX{m(Pu7i+Qu7,-),1}
(68)
<8m| Py + Qulli + > 8mQu,i (69)
=1
< 24m, (70)

where the first inequality follows from the fact that (a + b)? < 2(a — b)? + 4b2, for any
a,b > 0, the second inequality follows by lower bounding the denominator by individual
terms in the maximum, and the third inequality follows from the trivial bound ‘Z;g‘ <1,
for a,b > 0. Next, for (62]), we note that,

" 2Pui_ ui2 - 2Pui_ ui2
Zm( 5 Q,) :Z m’ 5 Q,’ (71)
=1 Jui — mnax {m- (Pu,z + Qu,z) 1}
i=1
Finally, we prove (63]). We have,
2 2
m? (LU 1P~ Qull,) m? (LU 1P = Qul,) )
Yo iy fui Yooy iy max {m - (Pui + Qu) , 1}
2
m? (LU0 1P~ Quly) -
luJ:1 (m - || Py + Qully + L)
2
m? (X1 1P~ Qull,) .
N 2m+n (75)
2
| (Sl - Qully) .
This concludes the proof. |

22



Applying Lemma [IT] on ([23])—(25]), we obtain the following corollary for m < n.

Corollary 12. For m < n, the following hold with probability at least 1 — 41,

m? (T 1P~ Qully )

E[G| fusue (Ui € n]] = % - : (77)
E[G| fusue Vi€l <2 5 ZmuP Qulls, (78)
Var [G] fuiu € Ui € o] < 242”‘33, (79)
and
Var [ funu e 0)i € ] < o (B[] furu e Ui € 1))

+ 324F [G

u
fugrw e [U]i € n]] +648m >~ QI3 (80)
u=1

Proof [Proof of Corollary [I2] Inequalities (T7)—(79) follow almost directly from Lemma[IT],
and we next focus on (80). First, note that

Var [ } = Z_:lz_: Var (81)
U
_ Z Qu z) ( U, “‘f?u,z) + 2m2(Pu,i + Qu,i)2 (82)
u=1 i=1 u,l
(@) U Quz4 % . Puz+Quz2 %
éw(z 7 (P Qult) (3737 (P 9]
u=1 i=1 U,b u=1i=1 U,
2
+ Z pPE (P?T Q) (83)
u=1 i=1 U,
®) U (Pa — Qu? ) (s (Pui+ Qu
< am? (ZZT> <ZZT
u=1 i=1 U, u=1 i=1 U,
U n 2
+ Z Z 2m (Pujgz‘i' Qu,z) (84)
u=1 i=1 U,
. Puz Qui2 . Pu2+Qu22 ’
:4<m222< = ) ) (mzz (Pus + Qu)
u=1 i=1 U, u=1 i=1 U,
U n 2 ) N2
u=1 i=1 U,
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where (a) follows from the Cauchy-Schwartz inequality, and (b) is due to the monotonicity
of the ¢, norm, i.e., for any vector u, |lulj2 < |lul|;. Then,

e r v = U, U, V = U, U, 2
Var[G fu,l} =4<E{G fuzp (;;m fﬁtQ ) +u 1;27” fng .
(86)
(a) _ L i+ Qu,i
< %( [G fu]> + (160 +2) ;;m f;Q i (87)
- U n 2 U n 202
Y % (E [G fu]) +162u§:1;2m2 f{‘f,z ~ Qua) +162;;4mf3’i"’2
(88)
© — U & m? (P — Qui)? e
s%( (] 7]) +324u2“ 1’” ~ Qud) +648;;m2 2
(89)
_ % (E|c fT])Q + 324 | G| fu] +648m2ZU: 1Qull2 (90)
u=1
_ % (E [G fusueUlie [n]D2 + 324F [G Fuisu € U] i € [n]]
+ 648m” Zuj 1Qull3. (91)

u=1

where in (a) we use the fact that 2ab < a? + b2, (b) follows from (a + b)? < 2(a — b)? + 4b2,
and finally (c) is because f,; > 1. [ |

4.1.2 Proof of Theorem [l

We start with the case where m > n. By Chebyshev’s inequality,

<\G ,u\<\/_ fu,,ue[U],ie[n]>21—6, (92)

where
u:E[G ﬁ;forue[U],z’e[n]], (93)
o? = Var [G ﬁ\l for u € [U],i € [n]} . (94)

Accordingly, using Corollary [0 we get that with probability at least 1 — ¢,

2
u
51 min m3/2 Zgzl HPu B Qu”l m2 (Zu:l ”Pu B QUH1> —-m 1063U <G (95)
c1 2Uy/n ’ 6Un Vo don T
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and

Zm?’/QHPu —Quly . [10¢5U

G<— .

2 (96)

u=1

We will consider the two possible cases where either 23:1 |Py—Qull1 > e2U or Zgzl | P, —
Qu|l1 < &1U. Starting with the former, the lower bound in (@5]) reduces to

61 . [ mP2eU m2e3U? [10c3U
> — _
Gz c1 mln( 2Uy/n ~ 6Un mn don (97)
3/2 2.2
> o1 min m ag,m esU ’ (98)
12¢; Vvn n

210
where the second inequality holds as long as m > max { 12 0301 , 12a 1003
5 6&2 01 U6£2

Cmax {5%2, /ﬁ}, for some constant C > 0. Therefore, with probability at least 1 — §
2 2

the test announces that Egzl | Py — Qull1 > Ueg correctly.
On the other hand, in the case where 23:1 |1Py — Qull1 < e1U, using Corollary [I0] once
again, we get that with probability at least 1 — 6,

32210 10c3U
Com €1 C3
<27 =21F
G < 5 Vn +m 5o (99)
61 . [ m®ey m2edU
< — 1
~ 24¢p o ( N ’ (100)

: . biey [1 cnet) _ & o /1 nd
where the second inequality holds as long as m > max ( e\ U5 3 ) = Cmax (24/g5 =1 )

for some constant C > 0. Therefore, with probability at least 1 — § the test announces that
o1 1Py — Qull1 < €1 correctly.

Finally, we turn to the case m < n. Using Corollary 2] and repeating the same argu-

ments above, we get that the test announces zg 1 1Py — Qull1 > €2U correctly if m > ne—l

while announces zu L 1Py — Qulli < e1U correctly, as long as m > = 4/ 73 This concludes

the proof.

4.2 Proof of Theorem

We start with the following lemma generalizes the “exponential decay lemma” in [CDL21]
for the case where we have m independent Markov chains. This result will be essential
in the proof of Theorem For simplicity of notations, we will sometimes suppress the
dependency of the covering quantities on ..

Lemma 13 (Exponential decay). For M independent irreducible Markov chains {Z; M

m=1’

on the same state space [n|, for any k,L € N, and any initial distribution q over [n]M, we

have

P (r)(m) > eLtl&(m;.a)) < et (101)
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Proof [Proof of Lemma [I3] Consider Tc(gg(l\/l; ) with any fixed starting states Zy; = vy,
for ¢ € [M]. By Markov’s inequality,

P(&)M) = etE(M;.)) < P (78M) > eB [780M)| 2oy =i, Vi€ M) (102)
-1

IN
Q)
—~
[
o
w
~—

Note that this inequality holds for any initial states v = (v1,...,vm) ~ u, where u is any
discrete distribution over [n]M. We next analyze sub-trajectories of our Markov chain of

length v =S etglé\),(M;/// ). Specifically, for any 1 < ¢ < L, we define & as the event that
the set of M sub-trajectories of the Markov chains {Zf,’; =1y +1}¢'\;A1=1 jointly cover the state
space k times. According to ([I02]), we have

P (&) =P (rh(M) > et (M;.)) < e, (104)

Denote the distribution of {vaV}me[M} conditioned on &£f by p/, and let Tc((]f\)l(M) be the
M-joint k-cover time of {Zgj’,y“}m:l. We have,

P (£5|ES) = P <T£§3’(M) > etgﬁ?,(M)‘ (M) > etﬁ’;&(m;///)) (105)
{Zmﬂ/}me[M] ~ ,U/) < 6_1, (106)

where we used the fact that & is determined by {Z,”ml}me[w, and that by the Markov
property the event £ do not depend on {qu,_,f}me[M]- Thus,

= P (7l (M) > etlS) (M)

PESNES) =P (EP(ES| EF) < e (107)

Using the same arguments above, by induction, we can show that P (ﬁz’e[L} SZC) < e~L. Define
& as the event that the set of M sub-trajectories of the Markov chains {Z';,fb’ IM_ jointly
cover the state space k times. Then, it is clear that U;c & C &, and thus, P (£¢) <
P (ﬂie[l_]é’f) < e~!, which concludes the proof. |

We are now in a position to prove Theorem [l Recall that m = m(n,e1,e2,0/4n) is the
sample complexity guarantee associated with Algorithm[Il For u € [U] and ¢ € N we define
the events,

M R
Erul(l) 2 {Z NI (0) > m, Vi € [n]} : (108)

M F
Eru(l) 2 {Z NE™(0) > m, Vi e [n]} . (109)

Furthermore, for any i € [n], we define & as the event that steps 6-8 in Algorithm 2 return
“N0”, namely, that the first m succeeding samples of state ¢ € [n| in the union of the M
Markov trajectories do not pass the i.i.d. tester in Algorithm [II

To establish Theorem [l we consider the two possible cases where Vgier < €1, and the

complementary case where Vijter > €2. Starting with the former, according to Lemma[I3] by
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%, for all w € [U]. Thus, for a length £ = T trajectory in (I08])—(I09), where T is as stated
in Theorem [fl i.e.,

taking L = log &, we get P (Tc(gl,)(M; Qf) > etggf,)(M; QF) log %) < % and P (T£omv)(M; PRY > et

4U _
T =elog — £ (M W), 110
clog = max R cov ( ) (110)

we will have m samples for each state in [n] with probability P (g, (T)) > 1 — %, for any
w € [U]. Similarly, P (& (T)) > 1 — %, for any u € [U]. Thus, by a union bound over the
two chains and the set all users u € [U], the probability of passing the condition in step 5
of Algorithm [2 is at least > 1 — %. Furthermore, by the sample complexity guarantee in
Theorem Ml associated with the i.i.d. tester in Algorithm [l we have ]P’(SNZ) < %, implying
that, P(Uyeu€ ,(T)UEE (T)UEr ... UE,) < 3. Thus, with probability at least 1 — 6, the
tester will return YES.

Next, we move forward to the complementary case. Note that the only case the al-
gorithm outputs YES is when it do not pass steps 4 and 7 in Algorithm [ for all states,
which means it will have enough samples for testing each state, and the i.i.d. tester out-
puts YES for all sub-tests. Since Ve, > 2 implies that there exists i, € [n] such that
Zgzl HPf‘(z’*) — QUF(Z'*)H1 > Ueg, this guarantees that the sub-test for ¢, will return NO
with probability IP’((‘,:Z-*) >1- %, again due to the sample complexity guarantees for the
ii.d. tester in Theorem Ml Thus, the probability for the whole procedure outputting YES is
P(Nueu)€ru(T) NEru(T) NEL...NES) < P(EF) < 6/4n.

Combining both cases above, it is clear that Algorithm Bl will output the correct answer
with probability at least 1 — 4.

4.3 Proof of Lemma [3

To prove Lemma [3] we start with the following concentration bound on the random ¢-joint
k-hitting time T}Ei]? (4;1), defined as the first time when a particular state i € [n] is visited k

times jointly by the ¢ Markov chains. Mathematically, we define
)4
e (i) 2imf{t>0:Y NY@H) >k, (111)
j=1

for i € [n]. The ¢-joint k-hitting time is then defined as

tf]]ft)(é) £ max VE [T,Eik)(&i)‘ Z11=v1,221 =v2,...., 001 = V| . (112)

ie[n],veln t

Finally, we define the ¢-joint return time. For some state i € [n], the random /(-joint return
time Tyet(¢;7) is the first time one of the ¢ Markov chains starting at ¢ return to i. The
(-joint return time is then defined as tret(¢;i) = E[net((;0)|Z11 = 1,201 = 1,...,Zs1 = 1]
It is standard result that for irreducible chains tt(1;4) = 1/m;, where 7 is the stationary
distribution.
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Lemma 14. Let 239,237, ..., 275 be {-independent infinite trajectories drawn by the same
Markov chain A . Then, for any i € [n],

P <Th.t (1) = t) < exp < =) (113)
for any t > 0, where ~; = tfjt) () + 7%
Proof [Proof of Lemma [[4] First, we note that by the Markov property we have

i) = 700 0) + (k= 1) - trer(£54) (114)
< D(ti)+ = (115)

k
<t (0 + — =% (116)

where the last inequality holds by definition with probability one. Thus, by Markov in-
equality we get,
1
P (65) 2 en] <= (117)

Using the same arguments as in the proof of the exponential decay result in Lemma [I3] we
can show that for any £ > 1,

P [T}Ei]? (4;1) > e/vy,-] <e " (118)
Thus, the result follows by taking k = t/e;. |

Using the above result we are now in a position to prove Lemma [Bl First, it is clear that
(k)

Teov (£) < max;ey T}Ei]? (¢;4). Thus, by the union bound and Lemma [[4] we have for any
t>0,

P [Tc(é“v)(é) > t] <3 exp <—ei> < nexp (—;> . (119)

i € minie[n] Vi

1€[n]
Therefore, we have,
Elrie) (0)] = / P (Tc(fv) (0)>t) at (120)
0
emin;e(y,) v logn [e'e) ¢
< / dt +n/ exp <—7> dt (121)
0 emin;e(y,) v logn €MIN;cn] Vi
= emin~y; logn + e? min ;. (122)
1€[n] i€[n]

Thus, it follows that tgf,?,(ﬁ) = O (mingep, vilogn) = O <t,(jt) () logn + klo%), and there-

fore, tg;?, =0 <t§,2, (0)logn + klﬁ#) Finally, combining Theorem 3.2, Lemma 4.3, and
Theorem 4.7 in [RSS23], we have that,

(16) = O (e {1, S22 ), (123)

which concludes the proof.
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5 Conclusion and Future Research

In this paper, we modeled the relationship between the three stakeholders: the platform, the
users, and the auditor. The essence of the modeling is that from the auditor’s perspective
the platform is a content-generating system formulated by a multidimensional first order
Markov chain (as the fixed number of pieces of the content appearing on each feed), where
at every time step the platform samples a new feed, according to the Markov transition-
matrix (conditional probability). We developed an auditing method that tests whether
there are unexpected deviations in the user’s decision-making process over a predefined
time horizon. Unexpected deviations in the user’s decision-making process might be a
result of the selective filtering of the contents to be shown on the user’s feed in comparison
to what would be the users’ decision-making process under natural filtering. We proposed
also an auditing procedure for online counterfactual regulations.

There are several exciting directions for future work, including the following. A ma-
jor goal going forward is to evince our auditing procedure on real social media content.
Specifically, while our work propose a theoretical framework for SMP auditing, we left
several fundamental questions that revolve around implementability, such as, how do we
know if the framework is effective or useful? What are the metrics that should be used?
We are currently investigating these kind of questions. From the technical perspective,
there are many interesting generalizations an open questions that we plan to investigate.
For example, studying a sequential version of the testing problems proposed in this paper
are of particular importance. Indeed, in real-world platforms decisions must be taken as
quickly as possible so that proper countermeasures can be taken to suppress regulation
violation. Moreover, real-world networks are gigantic and therefore it is quite important
to study the performance of low-complexity algorithms. Also, it is of both theoretical and
practical importance to consider more general probabilistic models which will, for example,
capture the dynamic relationships between users, the varying influence of individual users
within the platform, and in general weaken some of the assumptions we made about the
behaviour of users, the platform/algorithm, the social relationships and dynamics. It would
be interesting to consider more complicated /real-world motivated generative models, such
as, higher-order Markov chains, as well as simple structured dependencies among the M
contents. In this paper we considered testing against a single agree upon definition for
a reference feed. However, there is more than one “natural/fair” way to filter contents.
Accordingly, it would be more robust and general to require closeness to the set of “nat-
ural/fair” references, which may be very different from one another. From the conceptual
perspective, while our paper propose several definition for the notions of “variability” and
“violation”, there probably are other possible definitions, which take into account some
perspectives of responsible regulation which we ignored, and are important to investigate.

Finally, it should be clear that each approach, worst-case [CS21] or average, has its own
advantages and disadvantages. For example, the worst-case approach might be sensitive to
adversarial users; in real-world SMPs, where any party is free to create a user without any
supervision, a set of adversarial users can act as more naive/gullible than the most gullible
user already in existence, and thus fool the auditor. Also, the worst-case approach prevents
all users from gradually changing their opinions. This is because, under this approach, the
auditing process will immediately result in a violation when the most gullible user alters
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its opinion slightly. As a result, all other users will not have the opportunity to make slow
and natural changes to their opinions, as they would with our average approach. In some
sense, the above problematic issues are less severe/relevant in our average approach. In the
average approach, the auditing procedure would not prevent the SMP from identifying a
set O(1)-many users who, for example, are most likely to tip the outcome of an election and
promoting one presidential candidate to them, while using the reference feed itself for the
remaining users. However, if the set of chosen users is “large enough”, coupled with good-
faith effort to choose and test features, this issue can be resolved. It is clear, nonetheless,
that further research of both approaches (and perhaps others) is needed so as to achieve
better understanding of this complicated problem of auditing/regulating SMPs.
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A Detailed Construction of Our Framework

In this appendix, we provide more detailed discussions about the framework, definitions,
and assumptions presented in Section 21

A.1 User-platform relationship

Users. We describe the users learning and decision-making pipeline. As users browse
through their feeds, they implicitly form internal beliefs about the observed contents, and
based on those beliefs they later take actions/decisions. For example, how individuals vote
or the products they buy are decisions that are affected by the content they see on social
media. In addition, the decisions does not have to occur on the platform. For instance, the
platform could show information on COVID-19, but the decision could be whether to get the
vaccine. Let us formulate this mathematically. Let €2 be a compact metrizable set of possible
states; this set can be finite, countably infinite, or continuums, and its elements w € €2 can be
either scalars or vectors. At each time step ¢ > 1, each user u € [U] is associated with a belief
Bgi € A(Q), where A(Q) is the simplex of probability distributions over the state space. At
start ¢ = 0, without loss of essential generality, we may assume that 85’0 = Uniform(Q2), for
all u € [U]. The belief Bit is a posterior distribution on €2 conditioned on the information
available to user u at time ¢. This information consists of the observed feeds {XF,(£)}s<;.
The total history information available to user w at time t by HE W = AXE) e <t}
Accordingly, user w’s belief at time ¢ is defined as Bf ,(dw, hy,) £ PF(dw|Hf, = hyy), for
a given sequence of feeds h;,. Based on the beliefs users take decisions (or, actions); each
user have a set of possible actions at time ¢ > 0. For user u € U, let A, (¢) denote a compact
metrizable action space, and A, ;(t) € A, (t) be the ith action. Also, let U, : @ x A, = R
be (possibly continuous) user u’s utility function. Consequently, for any belief BZJ € A(Q)
and a utility function U, we define er’t(htvu) as the set of actions that maximizes user u’s
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expected utility, i.e.,

br57t(ht7u) = { €A, :acarg max/ Z/{u(w,b)Bit(dw, ht,u)} .
beAy Q

A.2 Feeds construction and auditor-platform interaction

We now switch our focus to formalize the setup for the auditor-platform interaction.

Platform filtering. An important component of our model is related to the question
of how feeds are filtered? As mentioned before, feeds are chosen by the platform using
a black-box filtering algorithm, which is utilized to maximize a certain reward function.
The filtering algorithm is fed with an extensive amount of inputs that the platform uses
to filter, such as, current available contents, past feeds, users interaction history, users
feedback (e.g., users “sentiments” which are certain complex functions of the users beliefs),
the users social network topology, and so on. The reward function reflects the platform’s
objective. For example, it may balance factors like advertising revenue, personalization,
user engagement (e.g., the predicted number of clicks), content novelty, acquisition of new
information about users, cost of operations, or a combination of these and other factors.
We denote the platform’s reward function by Rewf : XM x P,_1 — R, where P,_; captures
the inputs mentioned above, and accordingly,

XF (t) = argmax Rew! (X, Py 4—1), (124)
zexM

where, again, P, ;—1 captures the platform external data used for filtering. For now, we
leave both RewtF and P;_1 unspecified.

Filtered vs. reference feeds. The discussion in the background section about the regu-
lation boundary and motivation suggests a neat and consistent formulation for the auditor’s
objective. Following [WMI9l |[Ghol9, [CMS23, [Pet00], we define a reference (or, competi-
tive) boundary that is formed based on the users consent, and its location is determined
by domain experts. While user u’s filtered feed XF(¢) at time ¢ is chosen by the platform
in a certain reward-maximizing methodology, On the other hand, the reference feeds XR(t)
could have been hypothetically selected by the platform if it strictly followed the consumer-
provider agreement. These reference feeds are specific to each user v € [U] and time ¢. In
this scenario, the platform would construct the feed based solely on the user’s interests,
without any subjective preferences influencing the content selection. Essentially, the only
natural situation where the platform can filter content without introducing any subjective
bias into the user’s decision-making process and actions is by selecting feasible content that
maximizes the user’s benefit/reward. This approach ensures that the user’s feed reflects
their own preferences, which may align with the platform’s benefits at times, but not nec-
essarily always. Mathematically, the user’s exclusive benefit is quantified by a personal
reward function that encompasses only the components measuring the user’s benefits. We
formulate this objective rigorously, while elucidates the difference between the filtered and
reference feeds.
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Definition 15 (Construction of reference feeds). Suppose that the platform’s reward objec-
tive function can be written as following type

Rew! (X, Pis—1) 2 Rews per(X, Pii—1) + Rewy rey (X, Pis—1) + Rews ceif (X, Pit—1),

where Rewy per s the reward gained by those feeds which are personalized to the user, Rewy ey
is the revenue-related reward gained by advertisements, and Rew;sqs predicts the reward
associated with the information the platform would gain from platform “selfish” aspects
(e.g., running a social experiment on the user). Without the loss of generality, assume that
the first two types of rewards are consistent with the consumer-provider agreement, but the
last one is not. Then, the reference feed could be the one that maximize the contribution of
the first two types of rewards, namely,

RewR (X, P; 1) 2 Rew; per(X, Pit—1) + Rewy rey (X, Pis—1).

It should be emphasized here that the specific reference feed construction we described
above is just one possible example; our results and algorithms only require that there is
some fixed reference feed (per user).

Auditor’s generative modeling. The AF mechanism is not known and should not be
disclosed to the auditor. Nonetheless, it should be clear that for the auditor to be able to
inspect the SMP, something about the feeds generation process must be assumed. In this
paper, we assume that from the auditor’s point of view, the feeds are generated at random,
and we denote the conditional law of the feed at time ¢ conditioned on history feeds h;_1
by IP’;t(ht_l,u) = IP’(XZ(t)|Hf_17u = hy_14), for user u. Later on, for the framework to be
mathematical tractable, we will place additional assumptions on the family of distributions.

Time dependent counterfactual regulations. Above, we have focused on the “filtered
vs. reference” feeds approach. We propose the following as an alternative. Let S be a
requlatory statement that an inspector (or, perhaps, the platform itself) wish to test. For
example, S could be: “The platform should produce similar feeds, in the course of a given
time horizon T, for users who are identical except for property &?”, where & could be
ethnicity, sexual orientation, gender, a combination of these factors, etc. Let U C U x U
be a subset of pairs of users that comply with 2. Then, for any pair of users (i, j) € Uz, the
inspector’s objective is to determine whether the platform’s filtering algorithm cause user
i’s and user j’s beliefs and actions to be significantly different. We formulate this objective
rigorously in the next section. We mention here that a similar approach to the above
was proposed recently in [CS21], assuming a time-independent static model. Our study
first focuses on constructing a regulation procedure given the first usable form, filtered vs.
reference feeds. However, we will later reveal that a regulation procedure for the second
form, counterfactual regulations, could be constructed using two parallel procedures of the
first form.

Hypothesis testing. The auditor’s goal is to determine whether the platform upholds

the consumer-provider agreement, and by doing so, to moderate intense influence on the
user’s decision-making, which may be caused by observing filtered feed, compared to what
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would have been the user’s decision-making under the reference feed. With the model
introduced above, the auditor’s task can be formulated as a hypothesis testing problem
with the following two hypotheses:

e The null hypothesis Hy: the auditor (or self-audit) decision is that the platform
honors the consumer-provider agreement.

o The alternative hypothesis H;: the auditor (or self-audit) decision is to investigate
the platform for a possible violation.

Accordingly, relying on a certain from of data, which we will specify in the sequel, the
auditor’s detection problem is to determine whether Hg or H; is true. We need to specify
what kind of “test” is considered. Given a fixed risk § € (0,1), we expect the auditing
procedure to find the true one with probability 1 — §, whichever it is. We call such a
procedure d-correct. We consider the following notion of “frugality”, which we name batch
setting: the auditor specifies in advance the number of samples needed for the test, and
announce its decision just after observing the data all at once, and the sample complexity
of the test is the smallest sample size of a d-correct procedure.

Auditor’s data. Fort > 1 the auditor observes the filtered and reference feeds {XF (¢), XR(2)},
for all (or a subset of) users u € U, and utilize these to test for regulation violations. There
are two ways to access this data without invasions to privacy. First, under self-regulation
(currently, almost all platform are entirely self-regulated [Klo17]), the platform obviously
has access to those feeds, and therefore, there are no privacy issues. The second option
is to provide anonymized data to the auditor. Indeed, both the users identities and the
meaning behind the features should/can be removed since they do not affect regulation en-
forcement. Note that de-anonymization is not a real concern here because the anonymized
datasets will not be publicly shared anyhow. Moreover, since the auditor only requires
the numerical features of the feeds, rather their semantic interpretation, de-anonymization
would require unreasonable significant effort that the auditor is not willing to undertake.
Thus, with carefully laid out but reasonable measures, the users data would remain private
and anonymous. Finally, notice that in principle the filtered and reference feeds need not
necessarily correspond to real users and could represent sufficiently representative sample
of hypothetical users.

A.3 Formalizing the auditor’s goal

Let {XF(#)};>1 and {XR(¢)};>1 denote the sequences of user u’s filtered an reference feeds
evolved over time, respectively. As discussed above, the users implicitly form beliefs from
their feeds. With enough evidence, the users gain confidence, and then take actions. Ac-
cordingly, the corresponding user u’s beliefs and actions are denoted by {Bit, brz,t}tzl and

{Bit, brﬁ’t}tzl, implied by the filtered and reference feeds, respectively.

Violation. We now define the meaning of “violation” from the auditor’s perspective. Let
T € N denote the time horizon, which determines how far into the past the auditor scruti-
nizes the platform’s behavior. Let d(:[|-) : @ x @ — R>( be a probability metric between
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two probability measures defined over . Let U C U be a certain subset of users (such
representative subset of the entire set of users). Then, define the total action-variability
metric as follows:

1
Vaction 2 ——— ZZmaxd <br2t (he.i) ‘brlt h“)> . (125)
T ‘U‘ ieU t=1
Similarly, define the total belief-variability metric as,
1
Vhelief = 0] ZZmaXd ( 1.0 (he,i) Bz'F,{t(ht,z')> : (126)
icU

Finally, recall that in Subsection [A.J] we also proposed a statistical model for filtering.
Accordingly, as we explain below, it is beneficial to define also the total filtering-variability
metric:

Vitter = Z Z max d ( (he—1,i)

h
ZEUt T

Pﬁt(ht—l,i)) . (127)

It is useful to note that there is an analytical relationship between the above variabilities.
Indeed, viewing er-F, ;. as a result of a probabilistic kernel that is applied on the beliefs, and
assuming that the metric d satisfies the data processing inequality [CT06], it follows that
Vaction < Vielief < Viiter- Now, from the auditor’s perspective, violation could mean that
Vaction > € > 0, for some € > 0 which governs the regulation strictness, i.e., higher values
of € indicate greater strictness. Alternatively, violation can also be defined through the
belief-variability, namely, Vpejier > € > 0, for some € > 0. Accordingly, depending on the
auditor’s ambition, its testing/decision problem can be formulated as one of the following:

Ho : Vaction < €1 vs. Hi: Vaction = €2, (1283)
Ho : Vietief < &1 vs. Hi : Vpelier > €2, (128b)
Ho o Viiker < €1 vs. HY : Vier > 2, (128c)

where 9 > ¢; > 0. Devising successful statistical tests which solve (I28al) (or, (1280))
with high probability, guarantee that whenever the auditor decision is Hg (or, Hy’), then
the platform honors the consumer-provider agreement, since the beliefs and actions are
indistinguishable under the filtered and reference feeds. Conversely, rejecting Ho (or, H)
with high confidence implies that AF causes significantly different learning outcomes. Note
that by the data processing inequality, accepting H{ in (I28c) imply immediately that
Mo and H{, hold as well. Note that the general form of the hypothesis testing problems
formulated in (I28]) reminiscent of the well-studied tolerant closeness testing problem (see,
e.g., [DKW18| [CJKTL22]). In this paper, we focus on the hypothesis test in (I28d).

Testing. Solving (I28d) is mathematically intractable unless we place further assumptions

on the family of distributions that generate the feeds. In this paper, we assume the following
quasi-Markov homogeneous model. We divide the time horizon into batches, and assume

34



that in each batch, the platform filtering process is modeled as a large probabilistic state
machine. During these batches the platform collect new data to create new successive feeds.
From the auditor’s point of view, the platform is a rather sequentially-feeds generating
system, making a probabilistic relationship of the current feed conditioned on the previous
feeds, in time intervals. Under these circumstances, the auditor models problem () as a
quasi-Markov homogeneous model.

Mathematically, let Tioral € N denote the time horizon, which determines how far into the
past the auditor scrutinizes the platform’s behavior. Assume we have B € N batches each of
length T € N, such that in batch b € [B] we have a time sampling sequence b-T < top < t15 <
- <ttp < (b+1)-T. In each batch, from the auditor’s point of view, the piece of content
ac';’u(ti,b), at time t;p, for £ € [M], is drawn from a first-order irreducible Markov chain,
namely, P(zf  (tip)l2f,(top), - - af, (tio1p)) = P(af, (tip)|2h , (ti-15)), and P(xf, (tip) =
Sg‘wzu(ti_l’b) =s51) = Qup(1, 52), for any two possible states s1,s2 € X. We denote the
transition probability matrix by in batch b € [B] by Qib = [Qup(s1,82)],, 5,cx- We assume
further that the M Markov trajectories are i.i.d. Note that over different intervals, indexed
by b, the filtering process could be transformed into a new state machine subjected to a
different transition probabilities. For example, this transformation may occur over time
when new external data incur noticeable changes in the platform’s reward. Thus, in the bth
batch, the observed feeds are,

F M F M F )
{wz,u(to,b)}lzly {wl,u(tl,b)}lzla e {wl,u(tT,b)}lzl'

Feed 1 Feed 2 Feed T

The above discussion is relevant to the reference feeds generation process as well; in particu-
lar, we denote by Pﬁn £ [Pun(s1, 32)]i’ jex the corresponding matrix transition probabilities.

From the auditor point of view, in terms of the reward-based platform filtering, a practi-
cal interpretation for the above modeling is as follows. At any interval b, the platform gen-
erates some updated Markovian transition-matrix that is subjected to an updated Markov
chain by maximizing its reward function, i.e.,

Qibﬂ = arg max Reth(Q, Pup)
Q
s.t. VjeX, ZQi,j =1,
ieX
where P, ;, captures the external data and inputs to the platform used for filtering, intended
for user u, and was collected during the current time interval (b- T, (b+ 1) - T]. Similarly,

the reference feeds are generated by the same statistical process but by the reference-based
rewards objective, i.e.,

P§b+1 = arglgnax Rewf(P, Pup)

st VjeXx, Y Pij=L
1EX
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