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Abstract

Existing studies on neural architecture search (NAS) mainly
focus on efficiently and effectively searching for network
architectures with better performance. Little progress has
been made to systematically understand if the NAS-searched
architectures are robust to privacy attacks while abundant
work has already shown that human-designed architectures
are prone to privacy attacks. In this paper, we fill this gap and
systematically measure the privacy risks of NAS architec-
tures. Leveraging the insights from our measurement study,
we further explore the cell patterns of cell-based NAS archi-
tectures and evaluate how the cell patterns affect the privacy
risks of NAS-searched architectures. Through extensive ex-
periments, we shed light on how to design robust NAS ar-
chitectures against privacy attacks, and also offer a general
methodology to understand the hidden correlation between
the NAS-searched architectures and other privacy risks.

1 Introduction

Deep neural networks (DNNs) have enjoyed a remark-
able boom in recent decades and achieved superior per-
formance in many real-world tasks (e.g., image classifica-
tion [29, 38, 67], object detection [46, 60], text classifica-
tion [36, 79], etc.). With significant advances in computing
power, DNNs have become more complicated. They are both
deeper [49,61] and wider [49, 50] to further improve model
performance (e.g., GPT-1/2/3 [4,56,57], DALL-E [59], etc.).
Despite their success, manually designing those complex
networks in a trial-and-error way remains a tedious task, re-
quiring both architectural engineering skills and domain ex-
pertise.

Neural architecture search (NAS) [3, 86] is a natural step
towards resolving the above challenge. It aims at automat-
ing the search process for the most suitable deep neural net-
work architectures for specific tasks. The core idea of NAS
is using a search strategy to select an architecture from a
predefined search space, and leverage a performance estima-
tion strategy to guide the search process. Directly searching
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all eligible architectures is computationally expensive; thus
the mainstream cell-based NAS methods treat the whole net-
work architecture as a combination of specific modules to
reduce the search space (Figure | illustrates a typical cell-
based NAS architecture). Previous work has shown that the
architectures selected by cell-based NAS techniques can at-
tain comparable performance or even outperform those tra-
ditional human-designed architectures on tasks such as im-
age classification [24, 39, 87], object detection [23, 72], etc.
Existing NAS research mainly focuses on two directions —
identify efficient and effective search strategies to obtain the
best architecture candidates [2, 10, 73] and improve the ro-
bustness of NAS-searched architectures against adversarial
examples [16,25,41]. On the other hand, although abundant
work has already shown that human-designed architectures
are prone to privacy attacks, little progress has been made to
systematically understand if the NAS-searched architectures
are robust to privacy attacks given their complex network
topology [54]. In privacy attacks, an adversary’s goal is to
gain knowledge of the target model’s training data, which is
not intended to be shared. The most popular attack in this
domain is membership inference attack (MIA) [64] which
enables an attacker to infer whether a sample is used to train
a target model. So far, little attention has been paid on the
membership privacy of NAS-searched architectures.

Our Work. In this paper, we focus on the aforementioned
membership inference attack against NAS-searched archi-
tectures due to its pervasiveness and the privacy impact in
the real world. Concretely, we address two research ques-
tions in this study — whether NAS-searched architectures
are robust to membership inference attacks and how archi-
tectural information affects such robustness. Note that the
first research question has been discussed by some prelimi-
nary work [54] in a limited scenario, i.e., label-only mem-
bership inference [14,43].

To this end, we first conduct a comprehensive measure-
ment study to systematically evaluate the privacy risks of
NAS-searched architectures identified by cell-based NAS
algorithms, the most popular and influential NAS meth-
ods [70]. We find that NAS-searched architectures are gen-
erally more robust against MIAs. For instance, 9 out of 10
NAS-searched architectures are more robust to membership
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Figure 1: Illustration of the cell-based NAS architecture. The
normal and reduction cells are repeated multiple times and con-
nected together to constitute the whole network architecture,
and the cell structures for normal and reduction cells will be
searched in the search process of NAS. In the box on the right,
there is a general DARTS [44] search space prototype where the
arrows with dashed lines represent possible edges and each se-
lected edge will be assigned with one operation indicated by one
colored arrow on the right.

inference attacks than all other 10 human-designed architec-
tures for the (Black-Box,Shadow) attack setting (see Sec-
tion 3 for more details) on the CIFAR10 dataset [1] in our
study. Interestingly, our findings show that the robustness
against MIAs varies from architecture to architecture. As
we see in Figure 3, it is evident that certain NAS-searched
architectures are more vulnerable to MIAs than others. For
example, architectures searched by TENAS [10] tend to be
more prone to membership inference attacks.

Following the new insights from our measurement study,
we move on to understand how different internal structures
impact the privacy robustness of NAS-searched architec-
tures. To this end, we introduce a general framework to
extract cell patterns related to MIA performance (see Sec-
tion 4). Concretely, we first evaluate the MIA effective-
ness on the well-performed architectures, and then extract
the cell patterns for the relatively vulnerable and robust ar-
chitectures separately under the assistance of a regression
model. Here, this regression model is trained with the for-
mer evaluation results to give direct MIA performance pre-
dictions on cell architectures. Finally, we use the extracted
cell patterns to modify the internal structures of the target
cell architectures and compare the MIA performance before
and after the modifications to estimate the effectiveness of
the cell patterns. This framework is generic and can be ap-
plied to any other analysis work similar to our objective. Fol-
lowing this framework, we evaluate the MIA performance of
2,678 NAS-searched architectures from the NAS-Bench-301

dataset [66] and show that we can identify certain cell pat-
terns that promote or demote MIA performance.

We further apply our analysis framework to mitigating
MIA on NAS-searched architectures. The evaluation results
show that our cell patterns can successfully promote or de-
mote the MIA performance on the target NAS architectures
in the majority of cases. In addition, our cell patterns, though
extracted from NAS-Bench-301 dataset, can be transferred
to different datasets, attacks, and search spaces. Finally,
we show that our work is complementary to existing MIA
defense mechanisms when applying the MIA demotion cell
patterns to the target NAS architectures, and can further en-
hance the effectiveness of existing defense strategies. We
hope that our findings will inspire future work on designing
more robust NAS architectures against membership leakage.
Contributions. In summary, we make the following contri-
butions.

e We systematically evaluate the privacy risks of NAS-
searched architectures. Through extensive experiments on
four datasets, we show that NAS-searched architectures
are usually more robust than human-designed architec-
tures. Our finding is contrary to the results from Pang et
al. [54]. However, the privacy risks of the NAS-searched
architectures must be individually evaluated.

* We introduce a general framework to analyze the relation-
ship between the NAS-searched architectures and corre-
sponding privacy attacks. We successfully instantiate it to
understand, analyze, and identify the hidden cell patterns
that impact MIA performance.

* We explore the correlation between the NAS-searched ar-
chitectures and the robustness against MIAs and identify
certain cell patterns that impact MIA performance. The
experimental results show that our cell patterns can suc-
cessfully demote or promote MIA performance on target
NAS architectures in most cases. Furthermore, our cell
patterns can transfer to new attack settings and are com-
plementary to existing defense work.

2 Preliminaries

2.1 Cell-based Neural Architecture Search

Overview. The search space of NAS can be extremely large
if we directly search for and enumerate every single can-
didate structure of the whole network. To cope with this
challenge, cell-based NAS algorithms treat the whole net-
work architecture as a combination of specific small mod-
ules, which is referred to as cells. As such, we only need
to search for the structures of the basic cells, which signif-
icantly reduces the search space and speeds up the search
process. Due to the outstanding performance and high flex-
ibility, cell-based NAS algorithms have dominated the NAS



research [70]. Figure 1 illustrates a typical cell-based NAS
architecture.

There are usually two types of cells in such architectures,
normal cell and reduction cell. The normal cell preserves the
dimension of the input, while the reduction cell reduces the
spatial dimension of the input. The reduction cells are usu-
ally placed at the 1/3 and 2/3 positions of the total number of
cells, and the rest are normal cells [44]. Under this setting, a
cell-based NAS architecture usually has only two reduction
cells and tends to have more normal cells especially when the
network is deep. Both normal and reduction cells are com-
posed of topological combinations of candidate operations
(e.g., separable convolution and skip connection).

The discrete candidate operations can be represented as
continuous architectural parameters such that the whole ar-
chitecture can be differentially optimized regarding both the
model weights and architectural parameters in the search
process. We can gradually train a super network that contains
all possible edges in a cell to search for suitable structures of
both normal and reduction cells. When we evaluate the per-
formance of candidate architectures, only a limited number
(e.g., 2) of input edges with the highest architectural param-
eters for each intermediate node in the cell will be retained
as real corresponding operations. The model weights will
be inherited from the super network by the current candi-
date architecture to evaluate the performance on a validation
dataset. In this way, the search space and computation cost
are significantly reduced compared to previous NAS meth-
ods.

DARTS. We use DARTS [44], the most typical cell-based
NAS algorithm, to demonstrate the general concepts and
workflow of the cell-based NAS methods. The right box
of Figure 1 illustrates the cell search space of the DARTS
algorithm, which is represented by a directed acyclic graph
(DAG) containing 7 nodes, i.e., 2 input nodes, 4 intermedi-
ate nodes, and 1 output node, and multiple edges. The nodes
represent the state of the data, and the edges represent the
operations on the data. The operation 0"J) between node
i and j is selected from a predefined operation set contain-
ing K = 7 different operations. For an intermediate node j,
it obtains the intermediate data x(/) by aggregating all of its
predecessors, i.e., x) =¥, ,»o(i*j>x(i>. The outputs of all in-
termediate nodes will be concatenated to the output node in
the end. In the final cell architecture, each intermediate node
is only allowed to have 2 input nodes. Therefore, though
there are 14 possible edges to connect intermediate nodes in
Figure 1, we can only choose (4 x 2 = 8) edges from them
and fill these edges with the most likely operations. For sim-
plicity, we refer to the search space defined in the DARTS
algorithm as DARTS search space. Note that, there are also
some other kinds of search spaces, the most representative
one among them is NAS-Bench-201 [19], a much simpler
and smaller search space. More details can be found in Ap-
pendix C.

2.2 Membership Inference Attack

Membership inference attacks (MIAs) against machine
learning models aim to infer whether a target sample x is
used to train a target model fiuger. As such, MIA directly
leads to a privacy breach, allowing the adversaries to learn
sensitive information about the training data. For example,
in the real world, x can be a clinical record or an individ-
ual. MIA enables the attackers can infer whether this clinical
record or individual has been used to train a model associ-
ated with a certain disease. This is evidently a privacy and
confidentiality violation.

Consider the most common attack setting where the ad-
versary has black-box access to the target model [64], to
launch such an attack, the attackers first train a shadow
model fihadow Using a shadow dataset Dggigow, which per-
forms the same task as fiuger (€.g., classification). The at-
tackers then query fshadow using both D;rha;gow (member data)
and Dy, = (non-member data) and obtain the query re-
sponses R = Rmember U Rnon-member- 1hey can build an attack
model fyack : R — {0,1}, where the responses of member
data are labeled as 1 and those of non-member are labeled
as 0. At the attack time, the attackers query farger using the
data instance x and use fyuack to infer whether x € Dgﬁgt or
not using the response from the target model fiarget.

3 Privacy Measurement of NAS-
searched Architectures

3.1 Motivation

Many papers point out that overfitting of the target ML mod-
els (i.e., the target model performs much better on its train-
ing data than test data) is the main factor contributing to the
success of MIAs [47,62,64,80]. Shu et al. [65] show that
the cell architectures searched by cell-based NAS tend to
be shallow and wide to make the loss value converge sta-
bly and fast during the search process, which usually leads
to competitive generalization performance though it is not
guaranteed to be the best. In other words, the architectures
searched by these NAS algorithms usually have low over-
fitting levels. Therefore, a natural hypothesis is that NAS-
searched architectures are more robust against MIAs than
traditional human-designed ones. Yet, recent work from
Pang et al. [54], using empirical results, demonstrates that
the NAS architectures are more vulnerable to MIAs than
those human-designed architectures, even though the former
have better normal model performance than the latter. Note
that the conclusion of Pang et al. [54] is based on the label-
only scenario for MIA in a black-box setting. In light of
the conflicting results, in this section, we comprehensively
evaluate the performance of MIAs on NAS-searched archi-
tectures and human-designed architectures in both black-box



and white-box settings with different levels of knowledge.
Our goal is to eliminate the potential experimental bias in-
troduced in the previous research and compare the MIA per-
formance on both categories in a wider spectrum of attack
scenarios.

3.2 Measurement Setting

Datasets. We use 4 diverse benchmark datasets to conduct
the measurement experiments, including CIFAR10 [1], CI-
FARI100 [1], STL10 [15], and CelebA [48]. We refer the
readers to Appendix A for the details of these datasets.

NAS Algorithms. We use 10 representative NAS algo-
rithms to conduct the experiments: (1) DARTS-V1 [44];
(2) DARTS-V2 [44]; (3) ENAS [55]; (4) GDAS [18]; (5)
SETN [17]; (6) Random [5]; (7) TENAS [10]; (8) Dr-
NAS [12]; (9) PC-DARTS [78]; (10) SDARTS [11]. We
defer the detailed description of them to Appendix A.
Manual Architectures. For comparison, we also select
10 representative human-designed architectures to conduct
the experiments: (1) ResNet [26]; (2) ResNext [76]; (3)
WideResNet [82]; (4) VGG [67]; (5) DenseNet [31]; (6)
EfficientNet [69]; (7) RegNet [58]; (8) CSPNet [71]; (9)
BiT [37]; (10) DLA [81]. We refer the readers to Appendix A
for the details of these architectures.

Data Configuration. To facilitate the fair comparison of dif-
ferent MIA methods, we split the original dataset D into 4

L . : : train test train
disjoint parts with the same size, i.¢., Diggers Digrget> Pshadow

and Dy - Diareer and Digri, serve as the training and test-

shadow* targel .
ing dataset of the target model, while Dya |, and DS
are utilized as the training and testing dataset of the shadow

model. As for the NAS algorithm, we further split DJin

target

into two disjoint parts with the same size to obtain D{gfr‘ggt and

Dg?gg, where D{gfr‘}g‘gt and Dg?gé: are used as the training and
validation datasets respectively of the NAS algorithm in the
search process. After the final NAS architecture is generated,
we train it from scratch using D{Ejg“et and test its performance
on Dz, Note that our NAS training/validation data split is
in line with the latest research by Oymak et al. [53], which
states that the train-validation accuracy gap decreases rapidly
when the validation data is mildly large. Take CIFARI10
dataset for example, the size of DI is 7,500, which is
fairly sizeable and matching the recommendation by Oymak
et al. [53]. In turn, we are more likely to make our NAS-
searched architectures achieve better generalization perfor-
mance.

Attacker’s Knowledge. According to the different knowl-
edge levels the attacker has about the target model, we clas-
sify the existing MIAs into 5 types and use them to eval-
uate the above 10 NAS algorithms and 10 human-designed
models. In this way, we can conduct a thorough and objec-
tive evaluation of both NAS-searched and human-designed
architectures in all known MIA attach scenarios [30,47].

Table 1: Normal test accuracy of NAS-searched and human-
designed architectures on four different datasets. The numbers
in the parentheses stand for the corresponding overfitting levels.

Dataset
CIFAR10 \ CIFAR100 \ STL10 \ CelebA

ResNet | 0.6587 (0.3413) | 0.2993 (0.7005) | 0.4948 (0.5052) | 0.7438 (0.2562)
ResNext | 0.6410 (0.3590) | 0.3026 (0.6973) | 0.4711 (0.5289) | 0.7468 (0.2532)
WideResNet | 0.6431 (0.3569) | 0.3028 (0.6971) | 0.4662 (0.5338) | 0.7516 (0.2484)
VGG 0.7796 (0.2204) | 0.4395 (0.5603) | 0.6102 (0.3895) | 0.7627 (0.2373)
DenseNet | 0.7509 (0.2491) | 0.4128 (0.5871) | 0.5815 (0.4185) | 0.7506 (0.2494)
EfficientNet | 0.5637 (0.4360) | 0.2401 (0.7597) | 0.3862 (0.6132) | 0.7240 (0.2687)
RegNet | 0.5360 (0.4640) | 0.2252 (0.7744) | 0.4206 (0.5794) | 0.7366 (0.2632)
CSPNet | 0.6745 (0.3255) | 0.3151 (0.6848) | 0.5169 (0.4831) | 0.7434 (0.2566)

BiT 0.6165 (0.3835) | 0.2417 (0.7581) | 0.4274 (0.5726) | 0.7401 (0.2599)
DLA 0.6245 (0.3755) | 0.3049 (0.6948) | 0.4517 (0.5483) | 0.7411 (0.2589)

DARTS-V1 | 0.7043 (0.0979) | 0.4071 (0.5929) | 0.5917 (0.0911) | 0.7663 (0.0272)
DARTS-V2 | 0.7028 (0.0962) | 0.3895 (0.6105) | 0.6123 (0.3877) | 0.7704 (0.0777)
ENAS | 0.6343 (0.0270) | 0.3895 (0.6057) | 0.3726 (0.0302) | 0.7664 (0.2331)
GDAS | 0.6621 (0.0657) | 0.4111 (0.1956) | 0.6357 (0.3154) | 0.7639 (0.2311)
SETN | 0.7108 (0.0765) | 0.4107 (0.1991) | 0.5206 (0.0412) | 0.7672 (0.2278)
Random | 0.8112 (0.1886) | 0.4313 (0.3671) | 0.6452 (0.3517) | 0.7659 (0.2032)
TENAS | 0.7937 (0.2063) | 0.4353 (0.5645) | 0.5754 (0.4246) | 0.7559 (0.2403)
DINAS | 0.7768 (0.2232) | 0.4224 (0.5774) | 0.6025 (0.3975) | 0.7625 (0.2013)
PC-DARTS | 0.7647 (0.2353) | 0.4273 (0.5726) | 0.6040 (0.3960) | 0.7612 (0.1726)
SDARTS | 0.7641 (0.2359) | 0.4410 (0.5485) | 0.6400 (0.3600) | 0.7727 (0.0790)

Architecture }

Human-designed

NAS-searched

* (Black-Box,Shadow). In this scenario, the attacker only
has black-box access to the target model with a local
shadow dataset and does not know the training dataset of
the target model.

* (Black-Box, Partial). The attacker has black-box access to
the target model and has partial knowledge of the training
dataset of the target model.

* (White-Box,Shadow). The attacker has white-box access
to the target model with only a local shadow dataset and
does not know the training dataset of the target model.

* (White-Box, Partial). The attacker has white-box access to
the target model and has partial knowledge of the training
dataset of the target model. This is the strongest attack
scenario.

* (Label-Only). The attacker only has black-box access to
the target model and can only infer information from the
output labels of the target model, which is the weakest at-
tack scenario.

Note that the attacker obtains all confidence scores returned
by the target model except for the (Label-Only) MIA sce-
nario. We defer the training details of the target models and
attack models to Appendix A.

3.3 Measurement Results

Model Performance. The model performance and overfit-
ting of both NAS-search and human-designed models on 4
benchmark datasets are shown in Table 1. We can observe
that the performance of the architectures searched by NAS is
comparable to or even better than that of the human-designed



architectures. Our model performance results are consis-
tent with the previous research from both the ML commu-
nity [11,87] and Pang et al. [54]. The overfitting levels on
the CIFAR100 and STL10 datasets are relatively high due to
the fact that the test accuracy on these two datasets is much
lower than that on the CIFAR10 and CelebA datasets, and
the training accuracy on all four datasets can reach round 1.0
for most architectures under the same training settings. We
can see that, most architectures comply with the general rule
that a higher test accuracy tends to lead to a lower overfitting
level.

Moreover, we observe that the NAS-searched architec-
tures usually have lower overfitting levels than the human-
designed architectures on all four datasets, which leads us
to expect the robustness of the NAS-searched architectures
against MIAs should be better than that of the human-
designed ones, since previous work [47] have shown that a
higher overfitting level of the target model usually leads to
a better MIA performance. However, this conjecture con-
flicts with the observations of Pang et al.’s work [54], i.e.,
the NAS-searched architectures are more vulnerable to MIAs
than the human-designed architectures, which motivates us
to further explore the reason behind the conflicts and esti-
mate the real privacy threats of various MIAs on the NAS-
searched architectures. In fact, Pang et al. [54] only consider
the label-only attack scenario in which the attacker has only
access to the output labels of the target model, and their data
sampling method for testing the MIA performance in their
released code implementation® is actually biased to some
data samples with extremely high confidence scores. To test
our conjecture and comprehensively study the MIA threats
on NAS-searched architectures with reliable and unbiased
experimental results, we further evaluate the MIA perfor-
mance with the aforementioned 5 attack settings on both the
NAS-searched and the human-designed architectures.
Robustness Against Privacy Attacks. We compare their
experimental results under aforementioned 5 different at-
tack settings. The experimental results of (Label-Only),
(Black-Box, Shadow), and (White-Box, Shadow) on the CI-
FAR10, CIFAR100 and STL10 datasets are shown in Fig-
ure 2, Figure 3, Figure 4, respectively. Due to space limi-
tation, we defer the results of the other two attack settings
on these three datasets and all attack settings on the CelebA
dataset to Appendix B.

First, we can observe that the MIAs usually have better
performance under the white-box settings than the black-box
settings. For instance, on the CIFAR10 dataset, the highest
AUC score for MIAs on NAS architectures is around 0.81
under the (White-Box, Shadow) setting, while that under the
(Black-Box, Shadow) is about 0.72, and that under the most
constrained (Label-Only) settings is around 0.68. We believe
that it is due to the abundant additional information (e.g.,

model weights, gradients) that the attackers extract from the
white-box target model. Consequently, they can further ma-
nipulate such information to improve the performance of at-
tacks. For example, the attacker can concatenate the gradi-
ents of hidden layers of the target white-box model with the
output posteriors to serve as the input features for the attack
model, which are more likely to enlarge the difference be-
tween members and non-members.

Second, given the same target dataset, the same target
model tends to perform similarly in different attack settings.
We can see that the architectures which obtain relatively high
MIA AUC scores in one attack setting are still very likely to
acquire relatively high MIA performance in other attack set-
tings, and the histograms of different attack settings on the
same dataset are quite similar. This interesting finding is also
reasonable. Even though different attack settings might af-
fect attack effectiveness, the majority of information needed
by the attack is still offered by the output of the target model.
Therefore, the same architecture tends to share similar ro-
bustness against MIAs regardless of the various attack set-
tings.

More importantly, we find that the NAS-searched archi-
tectures tend to be more robust against various MIAs than
the manual ones, which means the latter faces more seri-
ous privacy threats than the former. For example, the red
bars are usually lower than the blue bars in Figure 2. This
further validates our aforementioned conjecture. However,
we notice that our conclusion is contrary to the results from
Pang et al. [54]. The root cause of such divergence is due
to different sampling strategies used to sample member and
non-member data. In our case, the distributions of member
and non-member data have the same distribution as the orig-
inal dataset. Pang et al. [54], however, sample data points
with high classification confidence scores from the original
dataset per their official implementation.> Their sampling
strategy cannot guarantee the distributions of sampled mem-
ber and non-member data have the same distribution as the
original dataset.

4 On Exploring Privacy-related Cell
Patterns

The empirical experimental results in Section 3 show that
the NAS architectures are usually more robust against MIAs;
however, different NAS architectures still pose different lev-
els of robustness against MIAs. Some NAS architectures
(e.g., DARTS-V2) even appear to be more vulnerable to
MIAs than the human-designed VGG on the STL10 dataset.
Therefore, in this section, we aim to understand the relation-
ship between the robustness against MIAs and the NAS ar-
chitectures. Concretely, we seek to address the following
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Figure 2: The performance of MIAs with the (Label-Only) setting on different datasets.
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Figure 3: The performance of MIAs with the (Black-Box, Shadow) setting on different datasets.
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Figure 4: The performance of MIAs with the (White-Box,Shadow) setting on different datasets.
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Figure 5: The overview of our framework exploring the correlation between the NAS architectures and MIA performance.

questions: (1) What are the common structures among exist-

ing NAS architectures which might impact MIAs? (2) Can

we find some existing architectural patterns to decrease the
MIA risks of the NAS architectures when building NAS? and
(3) If we do, can we maintain the model performance while

decreasing the MIA risks?

of three steps.
* NAS-searched

4.1 Overview

Figure 5 illustrates the overall framework for analyzing and
evaluating the correlation between the cell patterns and ro-
bustness against MIAs of NAS architectures, which consists

Architecture Preparation. We first col-



lect a large number of NAS-searched architectures with
good model utility and evaluate the corresponding MIA
performance on them for subsequent analysis.

* Cell Pattern Extraction. We then look deep into the in-
ternal cell structures of these NAS-searched architectures
and propose a new method to extract common cell patterns
that can promote or demote the MIA performance.

* Cell Architecture Modification. Finally, we use the ex-
tracted cell patterns to modify the internal cell structure
of the target architecture to promote or demote the MIA
performance on it.

4.2 NAS-searched Architectures Preparation

It is infeasible for us to train thousands of NAS-searched
architectures from scratch. Instead, we use NAS-Bench-
301 [66], a large scale open-sourced benchmark dataset
that contains 59,328 full-trained NAS-searched architectures
identified by 17 representative NAS algorithms in a huge
DARTS search space (i.e., 10'® possible architectures) on
the CIFAR10 dataset. We drop the redundant architectures
which appear multiple times in NAS-Bench-301 and ob-
tain a collection of NAS-searched architectures consisting of
53,558 unique architectures.

As we can see in Table 1, NAS-searched architectures
with high test accuracy tend to have low overfitting levels.
Their cell patterns are more likely to have better robustness
against MIAs while maintaining good model performance at
the same time. Besides, in the real world, the end users tend
to choose architectures with high model performance. As
such, we select the top 5% (i.e., 2,678) architectures with
the highest test accuracy scores from NAS-Bench-301. We
then evaluate the MIA effectiveness under the most power-
ful attack setting, i.e., (White-Box, Partial) (see Section 3.2
for details) for each sampled architecture to constitute an
Architecture-to-MIA dataset containing the well-performed
architectures and their corresponding MIA AUC scores. The
MIA AUC scores in this new dataset range from 0.7311 to
0.8773. We group the architectures with MIA AUC scores
higher than 0.84 and lower than 0.78 into high (denoted as
Ahigh) and low (denoted as Ajow) MIA categories. In total,
we have 297 Apion and 303 Ajow NAS-searched architectures
for our cell pattern analysis.

4.3 Cell Pattern Extraction

To get a deeper understanding of the cell structures preferred
by the robust or vulnerable NAS architectures, we look into
the internal cell structures and try to extract some common
cell patterns for specific objectives (e.g., demote the perfor-
mance of MIAs). Here we take the Apjgn and Ajoy archi-
tectures for cell pattern extraction since they are the most
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Figure 6: Distributions of various operations in the normal and
reduction cells of both Ay;s;, and Ay, architectures.

vulnerable and robust architectures respectively in our con-
structed Architecture-to-MIA dataset.

Operation Distributions. We first analyze the distributions
of operations in the normal and reduction cells of these two
types of architectures. We have an interesting finding that
the convolution operations seem critical for model perfor-
mance while the pooling operations are preferred to miti-
gate MIAs. As shown in Figure 6, the separable convolu-
tions and skip connections occupy the majority of operations
in both normal and reduction cells regardless of the archi-
tecture type, which means that these operations are critical
to model performance on original tasks. However, we find
some changes in the distribution of operations when the ar-
chitecture type moves from Apigp to Ajow, especially for spe-
cific operations in the reduction cells. Furthermore, accord-
ing to previous observations in [70], the reduction cell has
a relatively small impact on the overall model performance
which is dominated by normal cells. And both the Apigp and
Alow architectures sampled by us have good model perfor-
mance, so it is expected that the difference between the op-
eration distributions in the normal cells of these two types of
architectures is relatively small. Therefore, we can observe
that the change of the operation distributions in the reduction
cells is more obvious than that in the normal cells. The fre-
quency of the average pooling 3 x 3 operation ap3 increases
drastically by 175% when the architecture type changes from
Ahigh to Ajow. In general, as for the reduction cells, the con-
volution operations are preferred by the A, architectures,
while the pooling operations (especially the average pool-
ing operation) are favored by the Aj,y, architectures. When
it comes to the normal cells, even though the operation dis-
tributions of both the Apien and Ajey architectures are quite
similar to retain model performance, we can still observe that
the separable convolution 3 x 3 operation s3 is particularly
favored by the Ap;gy architectures.

Operation Importance. The information obtained from
merely the distributions of various operations is far from
enough to represent the common cell patterns among the
well-performed architectures since the NAS architectures



might comply with specific topologies to guarantee model
performance. Therefore, we go even further to extract spe-
cific cell patterns containing both the topology and operation
information. To construct a cell pattern with specific edges,
we need to determine the importance of each edge. Follow-
ing similar strategy in [70], we use Operation Importance
(OD) to measure the impact of specific operations with spe-
cific edges. For a NAS cell architecture o, the directed edge
e(;,j) starts from node i to node j, we assume that the edge
e(i,j) 1s assigned with operation oy, then the OI metric for o,
on edge ¢(; j is computed as follows:

‘N(Oﬁ.ﬁ(i‘j)Ziot)l

S > flo)
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where f(a) stands for the MIA AUC score of NAS cell ar-
chitecture oo and N (Oc,e(,») §) = o;) represents the neighbor
cell set of the original cell architecture o.

We regard a cell as a neighbor cell of the original cell ar-
chitecture o with operation o, on edge ¢(; ;) when we either
replace operation o, with another operation o,(0, # o) or
change the input node i of edge ¢(; ;) to another preceding
node g(q # i) in the original cell architecture o to obtain
the current cell. OI compares the average MIA performance
on the neighbor cells with that on the original cell architec-
ture. A positive value indicates that the current operation in
the current edge can mitigate the MIA threats, while a neg-
ative value means that the current operation can contribute
to MIA performance. Therefore, the attacker prefers the
operation-assigned edge with a small negative value, while
the defender favors an edge with a large positive value. Note
that the MIA evaluation on one cell can be time-consuming
(usually takes about 2 hours in our experiments). Even if we
consider only modifying a single edge in a cell, it may affect
multiple neighbor cells. In turn, iteratively evaluating each
neighbor cell after re-training from scratch would be compu-
tationally prohibitive when there are many original cells for
analysis.

GIN-based Regression Model. To speed up the computa-
tion process and make this method feasible in reality, we
use the aforementioned Architecture-to-MIA dataset to train
a regression model to directly predict the MIA performance
when the cell architecture is given. The core idea is to build
a regression model to achieve the speed-up. The input of
the regression model is the architecture, and the output data
is its corresponding predicted MIA AUC score. Here we
randomly divide the Architecture-to-MIA dataset into three
parts with 80%, 10%, and 10% as training, validation, and
testing datasets, respectively. We test multiple regression
methods (i.e., SVR [20], Random Forest [28], LGBoost [35],
XGBoost [9], BANANAS [75], and GIN [77]) to select the
model which can best fit the relationship between the NAS
architectures and MIA AUC scores. The experiments use
the same parameter settings for these regression models as

Table 2: Performance of different regression models trained on
the constructed dataset.

Metrics
Model R SpearmanR
SVR 0.1097 0.3055
Random Forest | 0.1021 0.3155
LGBoost 0.0718 0.2783
XGBoost 0.1332 0.3394
BANANAS -0.0586 0.2003
GIN 0.0788 0.3751

the publicly available implementation of NAS-Bench-301.*
The experimental results are show in Table 2. We use
two metrics (i.e., R and SpearmanR) to estimate the per-
formance of different regression models. R?(coefficient
of determination) measures how well the observed results
are replicated by the model according to the proportion of
the outcome variance successfully explained by the model.
SpearmanR (Spearman rank-order correlation coefficient)
measures the monotonicity of the relationship between the
two datasets (i.e., the ground-truth AUC scores and the pre-
dicted AUC scores in our experiments). Higher scores of R?
are preferred and the best possible value of it is 1.0, while
scores with higher absolute values are favored for Spear-
manR whose best score is +1/-1. We can observe that the
XGBoost model obtains the best R> score while the GIN
model achieves the best SpearmanR score. Additionally,
since the architecture of a NAS cell can be represented as
a DAG, and GIN model is a powerful variation of Graph
Neural Networks (GNNs) which can learn plentiful informa-
tion from the architectures of graph data and have surpassed
many traditional techniques on graph tasks, it is very reason-
able to use GIN in this scenario. As a result, we choose the
GIN model as the regression model for further experiments
and analysis. Note that we use this GIN-based regression
model f to replace f in Equation 1. In turn, we can immedi-
ately estimate the MIA AUC score after we get one specific
cell architecture.
Cell Pattern Categories. According to the goals of differ-
ent cell patterns, we divide the cell patterns into two cat-
egories, i.e., MIA promotion and MIA demotion, where the
MIA promotion cell patterns aim to improve the performance
of MIAs while the MIA demotion cell patterns attempt to
mitigate MIA threats. Take the MIA demotion cell patterns
for example, we prefer to choose the edges with a large pos-
itive value. Additionally, to accumulate the effectiveness of
every single edge in the cell pattern, when constructing the
cell pattern one by one edge, we ensure that the selected new
edge is adjacent to the current cell pattern (i.e., having nodes
in common). In this way, all selected edges are connected as
a whole graph. Besides, we make sure that the cell patterns
comply with the DARTS cell construction rule, e.g., each in-
termediate node has at most two input edges.
Extraction Strategy. The extraction strategy is shown in Al-

4ht tps://github.com/automl/nasbench301.qgit
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gorithm 1. To focus on the operation-signed edges which are
more common among sampled architectures, we only con-
sider and compare the OI scores of those edges appearing
more than 14 times in the candidate edge set £ when we an-
alyze the cell patterns for the normal or reduction cells of
Ahigh or A}y architectures. Our extraction strategy consists
of 4 steps:

* Initialization. We separately compute the operation im-
portance for the normal and reduction cells in Apjgp or
Ajow architectures, and follow Line 1-7 to prepare for the
extraction.

* Edge Constraint Checking. We check the number of
edges in the current cell pattern in Line 8 and will termi-
nate the extraction process in advance using Line 24 if no
more new edge is successfully added to the current cell
pattern graph.

* Construction Rule Checking. We check whether the cur-
rent edge is adjacent to the current cell pattern graph and
also comply with the rule in the DARTS search space using
Line 14.

* Operation Importance Checking. We check whether the
operation importance score of the current edge meets our
requirements using Line 15 and will update the current cell
pattern and other data recorders using Line 16-22 if this
edge is successfully added.

Note that the NAS cell architectures in the NAS-Bench-301
dataset have 4 intermediate nodes and up to 8 edges in a cell
can be modified; thus, we thereby set L = 8. We set the
demotion flag & to “True” to search for the MIA demotion
cell patterns, and “False” otherwise to search for the MIA
promotion cell patterns.

4.4 Cell Architecture Modifications

Through the above efforts, we can extract the cell patterns
from the Architecture-to-MIA dataset. Based on these cell
patterns, we could go further to modify the internal cell struc-
ture of the target architecture to promote or demote MIA per-
formance on it.

Extracted Patterns. Figure 7 illustrates the extracted pat-
terns, including both MIA demotion and promotion cell pat-
terns extracted from normal cells and reductions, respec-
tively. We have several interesting findings according to the
extracted cell patterns.

* First, separable convolution and dilated separable convolu-
tion operations are preferred by the normal cells in both the
MIA demotion and promotion cell patterns. As we have
discussed before, this is because the model performance
is mainly determined by the normal cells and some com-
mon operations are necessary for maintaining good model
performance.

Algorithm 1: Cell Pattern Extraction
Input: Candidate edge set £, maximum number of
edges in the cell pattern L, demotion flag &
Output: Cell pattern graph G,
1 Initialize the in-degree dictionary Dj, with O for each
node;
2 Initialize the existing cell pattern graph G, edge
topology set £}, and node set V,, as empty sets;

3 if 6 then

4 ‘ Sort £ in descending order according to OI scores;
5 else

6 ‘ Sort £ in ascending order according to OI scores;
7 Add the input node of the first edge £ in € to V),;

s while |G,| <L do

9 € < False;

10 | N« |E];

11 for i< 1toN do

/I Start node u, end node v, operation o

12 (u,v,0) < &;

13 T+ OI((u,v,0));

14 if(ueV,orveV,)and (u,v) ¢ E, and

Diy[v] < 2 then

15 if (5 and © > 0) or (not § and T < 0) then
16 G, < GpU(u,v,0);

17 E, <+ E,U(u,v);

18 Vy =V, U{u,v};

19 Diy[v] <= Din[v] + 1;

20 E <+ &\ (u,v,0);

21 € < True;

22 break
23 if not € then

24 break

» Second, reduction cells prefer average pooling operations
when demoting MIAs but favor convolution operations for
MIA promotion. This is also consistent with our findings
in the operation distributions of different architectures (see
Section 4.3).

 Third, the edges in the MIA demotion cell pattern on
normal cells are mainly connected between intermediate
nodes, while those of other cell patterns are mainly con-
nected to the input nodes. We speculate the reason is that
MIA demotion cell patterns use this way to impede direct
information transmission for normal cells. According to
the statistical results in Figure 6 and the extracted MIA
promotion cell patterns in Figure 7, convolution opera-
tions seem to be beneficial to MIAs but the normal cells
have to use them to retain good model performance even
in the MIA demotion cell pattern. To weaken the nega-
tive impact of convolutions on privacy, the MIA demotion
cell patterns prefer to place these operations in some posi-
tions not directly connected to the input nodes to avoid the



information with high fidelity being leaked through these
operations. On the contrary, max-pooling operations seem
to be helpful to mitigate MIAs, so they are mainly directly
connected between the input nodes and the intermediate
nodes to protect the original information. As for the MIA
promotion cell patterns, convolution operations are largely
connected to the input nodes to facilitate extracting infor-
mation with high fidelity.

Cell Architecture Modifications. Our architectural modifi-
cations to the target architectures work as follows. First, ac-
cording to our goal (e.g., promoting MIA performance on the
target architecture) and the constraints on our modifications,
we constitute corresponding cell patterns from Figure 7 to
guide modifications on specific types of cells. For example,
when we want to achieve MIA demotion goal, and we are
limited to perturb only the normal cell architectures and de-
termine the structure in a cell for up to 4 edges, we select
4 edges from the MIA demotion cell pattern on normal cells
following the sequence of the corresponding circled numbers
(shown in the left side of Figure 7). We then get the required
cell pattern as shown in the upper part of Figure 8.

Second, upon obtaining the cell pattern, we compare the
internal structure of both the cell pattern and the normal cell
of the target architecture. If an edge e(; ;) with the assigned
operation o, in the cell pattern does not exist in the target
normal cell, we replace another existing edge e( ;) in the
target normal cell with the same end node of ¢(; ;). If there
already exists the edge e(; ;) but with a different operation
oy (04 # 0y) in the target normal cell, we simply alter its op-
eration oy to o, later. The arrows with dashed lines in Fig-
ure 8 represent the original edges ready to be changed.

Finally, we make the modifications to the replacement
candidate edges, and replace these edges with the corre-
sponding edges in the cell pattern. The filled double arrows
with solid lines in Figure 8 stand for the newly added edges
to the target normal cell. After taking these three steps, the
target normal cell is successfully modified to comply with
the cell pattern.

5 Cell Pattern Evaluation

5.1 Experimental Setup

Cell Pattern Modification Configuration. We evalu-
ate three categories of cell modifications, namely Only-
Reduction, Only-Normal and Dual modifications. Only-
Reduction modifications are exclusively made to the reduc-
tion cell of the target NAS architecture. Similarly, Only-
Normal modifications are made only to the normal cell of
the target NAS architecture. Dual modifications indicate that
the modifications are made to both reduce and normal cells
of the target architecture. For all these modifications, we use
the cell patterns identified in Figure 7.

10

Modification Budget. Note that the cell patterns extracted in
Figure 7 tend to include as many edges as possible to either
demote or promote MIA performance. However, in the real
world, we may not be allowed to modify that many edges in
a cell since it would significantly limit the space searchable
by various NAS algorithms. That is, the more edges deter-
mined by the cell patterns, the fewer edges useable by the
NAS algorithm, since the overall amount of edges is fixed.
For example, we have 8 edges in total for the DARTS cell
(see Figure 1). If the cell pattern has 6 edges, a NAS algo-
rithm has only 2 edges to search. We thereby set a modifi-
cation budget m to limit the number of edges we can select
from one cell pattern. In turn, our final cell patterns used in
our experiments contain at most the first m edges from the
full cell patterns as shown in Figure 7. We use m = {3,4,5}
to evaluate the effectiveness of cell pattern modifications.

Runtime Configuration. Unless otherwise mentioned, we
randomly sample 10 NAS-searched architecture instances
from our Architecture-to-MIA dataset as the target NAS ar-
chitectures and average their results. We set m = 4 and con-
duct the experiments on the CIFAR10 dataset by default.

5.2 Effectiveness of the Cell Patterns

We evaluate the MIA performance under the
(White-Box, Partial) setting on the CIFAR1O dataset.
The experimental results for both MIA performance and
model utility (i.e., the test performance on the testing dataset
for the target model) are shown in Figure 9 and Figure 10
respectively.

The first observation is that our cell patterns can success-
fully demote or promote MIAs as intended in all cases. Take
Only-Reduction modification and modification budget m = 4
for instance, the average MIA AUC score of the target ar-
chitectures drops from 0.8141 to 0.7861. Though a small
MIA AUC score decrease from the absolute value perspec-
tive, however, such drop can reduce the privacy risks since
the real-world models usually requires a huge amount of user
data to train.

Our second observation is that it is relatively easier to de-
mote MIA AUC scores of NAS-searched architectures than
to promote them. Our hypothesis is that the convolution
topology difference between Ajyy, and Apion may contribute
to this phenomenon. To this end, we further count the num-
ber of the convolution operations with two different topolo-
gies — the direct topology where the convolution operations
connect to the input nodes and the intermediate topology
where the convolution operations connect two intermediate
nodes. For instance, in the MIA demotion cell pattern on
the reduction cells in Figure 7, the edge marked with the cir-
cled number 6 stands for the intermediate topology, while all
the other edges belong to the direct topology. The statistical
results for convolution topologies are shown in Figure 11.
As we can see in Figure 11, the frequency of direct convo-
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Figure 9: MIA performance with various cell patterns under
different cell pattern constraints. ‘“None” means no architec-
tural modification is applied to the target architectures.

lution topology is always higher than that of the intermedi-
ate convolutions. And also, the normal cells in the A, ar-
chitectures contain more intermediate convolution topology
than those of the Ap;gy architectures. Recall that Section 4.4
shows that the MIA promotion cell pattern on both normal
and reduction cells contains many direct convolutions, while
the MIA demotion cell patterns on both the normal and re-
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Figure 11: Distributions of convolutions with two types of topol-
ogy in the normal and reduction cells of both Ay;s, and Aoy
architectures.

duction cells contain few direct convolutions. Adding more
direct convolutions (i.e., promotion) to Apen and A}y would
have less impact on MIA performance due to the fact that the
frequency of direct convolution topology is always high in
both cases. On the other hand, reducing direct convolutions
(i.e., demotion) is more effective in decreasing the MIA AUC
scores, hence more evident in Apigh and Ajow.

Our third observation is that cell patterns with more edges



tend to have a larger impact on MIA robustness. For exam-
ple, when we increase the modification budget m from 3 to
5 in Figure 9b, the MIA performance of the target architec-
tures under the Only-Normal MIA promotion modifications
ascend from 0.8148 to 0.8217. Note that, even when the cell
patterns have merely m = 3 edges, the Only-Normal MIA de-
motion modifications can still effectively decrease the MIA
performance from 0.8141 to 0.7940 in Figure 9a.

Besides, in the MIA demotion scenario, the model utility
is even improved after the robustness of the target architec-
ture has been strengthened, which is a desired and satisfy-
ing result. The reason behind this phenomenon is that the
MIA performance is correlated with the overfitting level of
the target model [47]. After we apply the MIA demotion cell
patterns, the overfitting level of the target model decreases.
The reduced overfitting level helps the target model general-
ize better and promote the model utility at the test time. For
instance, after the Only-Reduction MIA demotion modifica-
tions with m = 4, the MIA performance in Figure 9a drops
from 0.8141 to 0.7861, while the corresponding test accu-
racy in Figure 10a increases from 0.7866 to 0.7959. The
overfitting level of the target model drops from 0.2134 to
0.2041 in this case. Note that, Only-Normal modifications
usually have a relatively small impact on the model perfor-
mance of the target architectures. As we have discussed in
Section 4.4, the cell patterns on normal cells have tried to
mitigate the side effects on model performance and mainly
contain convolution operations.

Finally, Dual modifications usually have the largest im-
pact on the model utility and MIA robustness. For instance,
when the modification budget limited to m = 3 in Figure 9a,
Only-Normal and Only-Reduction MIA demotion modifi-
cations can demote the MIA AUC score of the target ar-
chitectures from 0.8141 to 0.7940 and 0.7946 respectively,
while Dual modifications can further reduce the MIA AUC
score to 0.7801. At the same time, the test accuracy of
the architecture in Figure 10a is improved from 0.7866 to
0.7948, 0.7950, and 0.8061 respectively for Only-Normal,
Only-Reduction, and Dual modifications. Note that, we also
conduct ablation studies on the impact of the number of cells
and the number of intermediate nodes in Appendix D to get
a deeper understanding of the cell patterns. Particularly, we
find that deeper networks tend to be more robust while wider
networks tend to be more vulnerable to MIAs.

5.3 Loss Contour Analysis

To further investigate the impact of MIA demotion or pro-
motion modifications, we leverage loss contour of the tar-
get architecture to understand how those architectures be-
have after the modifications have been made. We sample
one architecture already evaluated in Section 5.2, and plot
its training loss contour with regarding to model weight pa-

12

0.4
0.2
0.0 N
-0.2 /
-0.4
-04 -02 0.0 02 04
(a) Original
0.4
0.2
0.0
-0.2
0.4
0.4 —04 -02 00 02 04

(b) After Demotion (c) After Promotion

Figure 12: The contours before and after MIA demotion or pro-
motion modifications of the target architecture.

rameters changes using the code implementation® of Li et
al.’s work [40]. Both MIA demotion and promotion modi-
fications are Only-Reduction ones, and the experiments are
conducted on the CIFAR10 dataset. The loss contours are
shown in Figure 12. The circled gray areas A and B in Fig-
ure 12a represent the “trustworthy” areas for MIAs in the loss
contour of the original target architecture. We notice that the
loss contour tends to be sparse in A and B. It means that
small perturbations (e.g., training randomness) on the model
weights do not affect the loss values of the training dataset
much, offering “trustworthy” posteriors of training members
for the attacker to discriminate those of non-members. In
Figure 12b and Figure 12c, we use arrows to demonstrate
the changing trends of the loss contours near the trustworthy
areas compared to the original loss contour after the corre-
sponding modifications. We observe that the loss contour
near the trustworthy areas of the original loss contour tends
to be denser after the MIA demotion modifications. In com-
parison, the trustworthy areas tend to be sparser after the
MIA promotion modifications. The potential reason is that,
when the loss contour in these areas becomes denser, little
perturbations on the model weights may make the loss val-
ues change significantly. The consequence is that many data
samples are pushed close to the decision boundary of the cur-
rent model. In this way, the attacker can only get less con-
fident posteriors from the target model, which hinders the
performance of MIAs. And both the MIA demotion and pro-
motion modifications affect the robustness against MIAs by
changing the shapes of the loss contour of the target model.
Further, our cell patterns have little impact on the model per-
formance, so the overall flatness of the loss contour of the
target model has not been changed much.

Sh‘»p?: github.com/tomg

oldstein/loss-landscape


https://github.com/tomgoldstein/loss-landscape

1.0 1.0

N None B None
S Only-Reduction S Only-Reduction
0.9 0.9
B Only-Normal s Only-Normal
o B Dual o I Dual
=08 =08
<< <<
< <<
5 0.7 3 0.7
0.6 IIII 0.6 III
0.5 0.5
#1 #2 #3 #4 #1 #2 #3 #4
Attack Attack

(a) Demotion (b) Promotion

Figure 13: Transferring MIA performance of the cell
patterns on various MIAs. #1, #2, #3 and #4 rep-
resent the  (Black-Box,Shadow), (Black-Box, Partial),
(White-Box,Shadow) and (Label-Only) attack settings re-
spectively.

5.4 Transferability

Our cell patterns are extracted based on the MIA evaluation
results with the most knowledgeable (White-Box,Partial)
attack setting on the sampled architectures from NAS-
Bench-301, a NAS architecture dataset searched in the
DARTS search space on the CIFAR10 dataset. Here we want
to check whether our cell patterns can transfer to other sce-
narios.

Transferability among Different Attack Settings. Our cell
patterns are extracted based on the MIA evaluation results
with the (White-Box, Partial) setting, here we would like to
see whether our cell patterns also work for other attacks with
different attack settings. We change the attack setting for
MIAs and re-evaluate the target architectures before and af-
ter the MIA demotion and promotion modifications, and the
results are shown in Figure 13. We could see that our cell
patterns are still effective for all these attacks in all cases,
which demonstrates the high transferability of our cell pat-
terns.

Transferability among Different Datasets. Our cell pat-
terns are extracted from the architectures searched on the
CIFARI10 dataset, here we want to explore whether our cell
patterns are also effective on other datasets. Here we apply
our cell patterns to 4 architectures using the last four NAS al-
gorithms in Section 3.2 and searched on CIFAR100, STL10
and CelebA datasets respectively, and evaluate the MIA per-
formance and model utility before and after the architectural
modifications.

The experimental results on the CIFAR100 and STL10
datasets are shown in Figure 14 and Figure 15. We defer the
evaluation results and corresponding analysis on the CelebA
dataset to Appendix E. It is observed that our cell patterns
can still achieve the desired MIA demotion or promotion
goals in most cases, which means our cell patterns are also
transferable to different datasets. Besides, we can observe
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Figure 15: Model utility under the transferred cell patterns on
different datasets.

that the Only-Reduction modifications tend to have the best
performance, while the Only-Normal modifications are in-
ferior to the former. The possible reason is that the model
performance of cell-based NAS architectures is mainly de-
termined by the normal cells [70], and the architectures
searched on different datasets tend to have different normal
cell architectures, which hinders the transferring of the cell
patterns on normal cells.

Note that, since our cell patterns are extracted from the
DARTS search space, we also test the transferring effective-
ness of our cell patterns in the NAS-Bench-201 search space
in Appendix F. And it is observed that our cell patterns can
still partially transfer to the NAS-Bench-201 search space.

5.5 Enhancing Existing Defenses

Existing defenses against MIAs mainly focus on improving
the robustness of the target model by masking confidence
scores [33,43, 64], regularization [34, 51, 64], or differen-
tial privacy [6, 32, 63], etc. In contrast, our MIA demo-
tion cell patterns are performed in the model architecture de-
sign phase and are different from previous defense strategies.
Naturally, we wonder if our approach can not only improve
the model robustness against MIAs by itself but also com-
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Figure 16: MIA effectiveness and model utility under defenses.

plement existing defense techniques when using together?

To this end, we further conduct experiments to estimate
whether our MIA demotion cell patterns can enhance ex-
isting defense strategies. We choose three representative
defense methods which could be applied on both black-
box and white-box MIA settings, i.e., data augmentation
(DA) [34], label smoothing (LS) [68], and differential pri-
vacy (DP) [22]. DA increases the number of training samples
by exerting slight modifications to the original data samples
and can decrease the overfitting level. LS is a regularization
method to mitigate the overconfidence of the target model.
DP adds well-calibrated perturbations to the training process
of the target model.

The experimental results are shown in Figure 16. We can
see that, our MIA demotion cell patterns can successfully
enhance the performance of these existing defense strategies
in all cases in Figure 16a with a slight impact on the model
utility in Figure 16b. To further validate whether our cell pat-
terns can enhance existing defenses even when transferring
to other attack settings, we conduct the transferability exper-
iments of other attack settings under defense in Appendix G.
Overall, our MIA demotion cell patterns are shown to be able
to promote the effectiveness of the existing defense methods
in almost all cases for various attack settings, setting a safer
lower bound for the existing defense strategies.

5.6 Guidelines for Improving Robustness

According to previous experimental results and analysis, we
can conclude some general and meaningful guidelines for
designing and using more robust cell-based architectures
against MIAs:

1. Convolution operations are important for model perfor-
mance; however, the architectures with relatively high
MIA performance tend to have more convolution oper-
ations than others. Therefore, we should use moderate
number of convolution operations to strike a tradeoff be-
tween model utility and robustness.
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2. Use less convolutions directly connected to the input
nodes.

W

. If more convolution operations are indeed necessary, re-
fer to the second guideline. In this case, constructing a
deeper network architecture is recommended.

~

. Limit the width of the cell, which usually can be easily
done by limiting the number of intermediate nodes in a
cell.

6 Related Work

Membership Inference Attack. Membership inference at-
tack (MIA) is a privacy attack method to infer whether a
given data sample is present in the training dataset of the
target machine learning models [30]. It is firstly proposed
by Shokri et al. [64] and has developed many variants for
various scenarios. Shokri et al. [64] use multiple shadow
models trained on the shadow dataset to mimic the behav-
ior of the target model, then train an attack model with the
output posteriors of the shadow models to predict if a sam-
ple is used to train the target model. Salem et al. [62] re-
lax the key assumptions of Shokri et al. [64] and propose
model and data independent attack methods to effectively
predict memberships under various attack settings. Since
then, membership inference attacks have been applied to
many domains (e.g., computer vision [43, 52, 80], graph
data [27], unlearning systems [7, 8], and even recommender
system [83]) and different target models (e.g., classification
model [7], generative model [6], embedding model [45] and
multi-exit model [42]) with different attack techniques. To
mitigate the privacy threats of membership inference attacks,
many defense strategies have been proposed, including con-
fidence masking [43], regularization [51,64], differential pri-
vacy [6,21,74,84,85] and knowledge distillation [63]. Our
MIA demotion cell patterns utilize the inherent robustness of
specific structures to mitigate the vulnerability of the target
model. Those patterns are model-agnostic and complemen-
tary to existing defense work to further enhance the robust-
ness of the target model.

Security and Privacy of NAS. The security and privacy
threats of NAS architectures have not been well-studied
and previous research also leads to contradictory findings.
Guo et al. [25] reveal several insightful observations (e.g.,
convolution operations to direct connection edge, densely
connected patterns, etc.) that can improve the adversarial
robustness of NAS-searched architectures. Their research
leads to some recent research work improving the robust-
ness of NAS-searched architectures against adversarial per-
turbations to improve the accuracy of those models [16,41].
On the other hand, Oymak et al. [53] demonstrate that the
train-validation accuracy gap decreases rapidly when the val-
idation data is mildly large (i.e., achieving a low overfitting



level), which in turn makes NAS-searched architectures ro-
bust against MIAs. Yet, in the most recent work, Pang et al.
[54] show that NAS architectures are more vulnerable to ex-
isting security and privacy attacks than the human-designed
architectures including MIAs. However, their research only
evaluates limited scenarios for these attacks. In our work, we
conduct a comprehensive measurement study of the privacy
risks of NAS architectures. We eliminate the experimental
bias introduced in the previous research and compare the
MIA performance on both NAS-searched architectures and
human-designed architectures using all known MIA attack
scenarios. We find that NAS-searched architectures are gen-
erally more robust against MIAs but such robustness varies
from architecture to architecture.

7 Conclusion

In this paper, we conduct comprehensive measurement ex-
periments for MIAs on both NAS-searched and human-
designed architectures, and show that NAS-searched archi-
tectures tend to be more robust against MIAs. Furthermore,
to analyze the hidden cell patterns affecting the robustness
against MIAs, we design a general framework to extract
the cell patterns based on the evaluation results on sampled
NAS architectures. We use this framework to extract both
MIA demotion and promotion cell patterns from existing
well-performed NAS architectures. The experimental results
show that our cell patterns can successfully demote or pro-
mote the MIA performance on the target architectures and
can transfer to various scenarios. Additionally, our MIA de-
motion cell patterns are complementary to existing defense
techniques and can further enhance the performance of the
latter. Finally, we offer some guidelines to design more ro-
bust NAS architectures against MIAs in the future.
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A Details of the Measurement Exper-
iments

Datasets. The CIFAR10 [1] dataset contains 60,000 color
images belonging to 10 different classes, and each class has
6,000 images. The CIFAR100 [1] dataset is an image dataset
consisting of 60,000 color images from 100 different classes,
with 600 images in each class. The STL10 [15] dataset is
also a color image dataset containing 13,000 labeled images
belonging to 10 classes, and each class contains 1,300 im-
ages. The CelebA [48] dataset is a human face dataset con-
taining 202,599 images and each image is associated with
40 binary attributes. The 8-class classification task for the
CelebA dataset in our experiments is to classify these im-
ages into 3 attributes (i.e., Smiling, MouthSlightlyOpen, and
HeavyMakeup).

NAS Algorithms. DARTS [44] is the first differential NAS
algorithm converting both the architectural parameters and
model weights as continuous variables to update them with
gradient descent. DARTS-V1 [44] and DARTS-V2 [44] uti-
lize the first-order and the second-order approximation for
architecture gradients in DARTS respectively. ENAS [55]
uses the parameter sharing mechanism among child net-
works to speed up the evaluation of candidate architectures
in the search process. GDAS [18] utilizes a differentiable
architecture sampler to effectively sample meaningful sub-
graphs in the searching procedure. SETN [17] proposes
an evaluator and a template network to promote the qual-
ity of the sampled candidate architectures for evaluation. A
random algorithm randomly samples candidate architectures
and evaluates their performance. TENAS [10] identifies two
training-free indicators to rank the quality of candidate archi-
tectures and achieves a fast neural architecture search with-
out gradient descent. DrNAS [12] formulates the differential
architecture search method as a Dirichlet distribution prob-
lem. PC-DARTS [78] uses edge normalization to reduce re-
dundancy in exploring the network space and computation
cost. SDARTS [11] uses a perturbation-based regularization
to smooth the loss landscape of DARTS-based architectures
to improve stability and generalizability.

Human-designed Architectures. ResNet [26] uses the
residual learning framework to alleviate the training of ex-
tremely deep neural networks. ResNext [76] adds the size
of the set of residual transformations to be considered to
ResNet. WideResNet [82] is a variant of ResNet with shal-
lower and wider architectures. VGG [67] uses very small
convolution filters to constitute significantly deep convolu-
tional networks. DenseNet [31] builds dense connections
between each layer and its all preceding layers. Efficient-
Net [69] scales model width, depth, and resolution with a
set of fixed scaling coefficients. RegNet [58] adds a regula-
tor module to ResNet to aggregate extra complementary fea-
tures. CSPNet [71] integrates feature maps for the gradient
information from start to end stages to reduce computation

20

cost. BiT [37] is a transfer learning model that pre-trains on
a large supervised source dataset and fine-tunes the weights
on the given target task. DLA [81] utilizes deeper aggrega-
tion structures to better merge the information across layers.
Training Details. We train all 20 target architectures for
100 epochs on the training dataset D{;i‘ig‘ét. We use stochastic
gradient descent (SGD) as the optimizer and cross-entropy
as the loss function. As for the optimizer, we set its mo-
mentum as 0.9, its weight decay coefficient as SE-4, and its
learning rate as 1E-2 for the first 50 epochs, 1E-3 for the
51st-75th epochs, and 1E-4 for the remaining epochs. We
use the same training settings to train shadow models on
D;ﬁ;ﬁow. Note that we set the architecture of the shadow
model as a simple convolution network with 3 convolution
layers and 2 max-pooling layers sequentially combined un-
der the (Black-Box,Shadow) setting. Since the target archi-
tecture is already known by the attacker, we set the shadow
model with the same architecture as the target model un-
der the (White-Box, Shadow) setting. Additionally, we use
the open-sourced PyTorch implementation® which uses the
NAS-Bench-201 search space to search for the architectures
for the first 6 NAS algorithms in Section 3.2. We utilize the
official source code implementations using DARTS search
space for the other 4 NAS algorithms.

B More Measurement Results

The results of (Black-Box, Partial) and (White-Box, Partial)
for the CIFAR10, CIFAR100 and STL10 datasets are shown
in Figure 17 and Figure 4, respectively. The conclusion is
consistent with that of Section 3.3.

We also conduct measurement experiments on the human
face dataset CelebA. This dataset is a large-scale face at-
tributes dataset and is different from CIFAR10, CIFAR100,
and STL10 which are for object recognition. The model util-
ity evaluation results of the original models for different ar-
chitectures on the CelebA dataset are shown in Table 1. We
can observe that, on the CelebA dataset, the NAS-searched
architectures still have higher test accuracy than the human-
designed ones, and the overfitting levels of the former are
usually lower than that of the latter. For instance, DARTS-
V1 has an overfitting level of 0.027 while ResNet has 0.256.

The evaluation results for MIAs under all five attack set-
tings on the CelebA dataset are shown in Figure 19. We
can see that the AUC scores for MIAs on the NAS-searched
architectures still tend to be smaller than that on the human-
designed ones with various attack settings. It indicates that
the former tends to be more robust against MIAs than the
latter on the CelebA dataset. For example, in Figure 19e, the
highest MIA AUC score for the NAS-searched architectures
on the CelebA dataset with the (White-Box, Partial) MIA
setting is 0.7068, even lower than the smallest MIA AUC
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score for the human-designed ones (i.e., 0.7121) in this case.
Overall, we draw similar observations on the CelebA dataset
as those from the aforementioned datasets.

C NAS-Bench-201 Search Space

NAS-Bench-201 [19] search space defines a much simpler
cell architecture with fewer candidate operations. Figure 20
shows the general architecture of a single cell in the NAS-
Bench-201 search space. There is only one type of cell in
the NAS-Bench-201 search space, and all the nodes in a cell
also belong to the same category. The candidate operation
for each edge is sampled from a set of K = 5 predefined op-
erations where the “None” operation actually means no con-
nection for that edge.

D Ablation Studies of Cell Patterns

Here we evaluate some factors which may affect the perfor-
mance of the cell patterns.

The Impact of the Number of Cells. When applying cell-
based NAS architectures, we can fix the number of repeated
cells N to 5 by default in our previous experiments. We
further investigate whether a different N will affect the ef-
fectiveness of our extracted cell patterns. Here we set N to
different values and compare the corresponding MIA per-
formance and model utility. The experimental results are
shown in Figure 21 and Figure 22. It is straightforward
to see that our MIA cell patterns successfully promote or de-
mote the target architectures in most cases. And also, we
can observe that when the number of cells N increases, the
test accuracy of the original target model goes up. At the
same time, the MIA AUC score of the original target model
drops. Our results show that the robustness against MIAs
and model utility increases with N, indicating that a deeper
network can lead to better model performance and stronger
robustness. Moreover, there are usually only two reduction
cells in the whole cell-based NAS architecture. When we
increase the total number of cells N, we also increase the
number of normal cells. As such, the effectiveness of the re-
duction cells is expected to be weakened as N increases. Yet,
the Only-Reduction cell pattern modifications attain compa-
rable or even better performance than the other two types of
modifications in most cases. Our results demonstrate that
reduction cells are still an important tool to improve model
robustness. As for the normal cells, they increase in num-
ber when N becomes larger. The impact of the cell patterns
on them is expected to be stronger. However, the increased
depth of the target model architectures would also exert more
transformations on the original data information. It becomes
increasingly hard to extract information with high fidelity
for MIAs in this situation. As a result, the performance
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of Only-Normal modifications has not been promoted much
even when N increases.

The Impact of the Number of Intermediate Nodes. The
default number of intermediate nodes M for our previous ex-
periments is 4. We vary the value of M to estimate its impact
on the effectiveness of the cell patterns in this study. We use
the last four cell-based NAS methods (see Section 3.2) that
use the DARTS search space in our experiments to gener-
ate corresponding architectures with different M values. The
experimental results are shown in Figure 23 and Figure 24.
Note that the AUC scores are averaged. When the number of
intermediate nodes M increases, the MIA AUC score of the
target model significantly rises even though the test accuracy
of the target model has only negligible changes. This indi-
cates that the increase in M could degrade model robustness
against MIAs without increasing model utility. The possi-
ble reason is that the cell which has more intermediate nodes
can offer more internal architectural means for the attacker to
aggregate and recover the information from preceding cells.
Besides, we find that our MIA demotion cell patterns do not
work well when M is small (e.g., 4), but at the same time,
the MIA promotion cell patterns show good performance.
The reason is that our MIA demotion cell patterns are ex-
tracted from the well-performed architectures. Their MIA
AUC scores range between 0.7311 to 0.78, very close to the
MIA AUC score of the original target model when M is small
(e.g., MIA AUC equals to 0.7722 when M = 4). But the
MIA promotion cell patterns are learned from the architec-
tures with relatively high MIA AUC scores. This also counts
for the phenomenon that the performance of MIA demotion
cell patterns increases and the performance of MIA promo-
tion cell patterns becomes less relatively significant when M
turns out to be larger. It will be interesting to explore new
methods to acquire effective cell patterns not limited to ex-
isting cell architectures in the future.

E Transferability on the CelebA
Dataset

Here we conduct the cell pattern transferability experiments
on the CelebA dataset and we keep the same experimental
settings as Section 5.4. Our cell patterns are extracted from
the architectures searched on the CIFAR10 dataset. We aim
to test whether they can be successfully transferred to the
CelebA dataset. The MIA performance and model utility
evaluation results for the transferability experiments are pre-
sented in Figure 25a and Figure 25b, respectively. As we can
see from Figure 25a, our MIA demotion cell patterns, espe-
cially the Only-Reduction type, can successfully transfer to
the CelebA dataset. For instance, the Only-Reduction MIA
demotion modifications can decrease the MIA AUC from
0.6322 to 0.5850. However, our cell patterns are not always
effective for MIA promotion on the CelebA dataset. Further-
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Figure 19: MIA performance with different attack settings on the CelebA dataset.

more, as shown in Figure 25b, our cell patterns especially
the MIA demotion ones have a slight impact on the model
utility of the target model. Yet, the Only-Reduction cell pat-
terns can still promote the model utility of the target model.
We speculate that the reason is that the human face dataset
CelebA has a very different distribution from the CIFAR10

dataset, resulting in very different NAS-searched architec-
tures on the CelebA dataset. In this case, the cell patterns
extracted from the CIFAR10 dataset do not all work effec-
tively on the CelebA dataset. In short, our MIA demotion
cell patterns are still effective in this scenario and the Dual
modifications work for both MIA demotion and promotion
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be searched.
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Figure 22: Model utility when the target model has different
number of cells.

cell patterns. They can offer useful insights for designing
NAS architectures more robust against MIAs on this human
face dataset in the future.

F Transferability in Different Search
Spaces

Our cell patterns are extracted from the architectures gen-
erated from the DARTS search space, and we want to test
whether they can be transferred to some other search space.
Here we choose the NAS-Bench-201 search space as a study
case.
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Figure 25: Transferability of the cell patterns on the CelebA
dataset.

F.1 Effectiveness of Transferring to NAS-
Bench-201

Here we choose the representative NAS-Bench-201 search
space as the target search space. We use the first 6 NAS
methods (see Section 3.2) to generate 6 architectures in the
NAS-Bench-201 search space on the CIFAR10 dataset. Note
that the NAS-Bench-201 search space is a much smaller
search space where there is only one type of cell contain-
ing 4 identical nodes each. We therefore can not directly



apply our cell patterns to this search space. However, when
we do not consider the topological information, our previ-
ous findings lead to two interesting observations. First, max-
pooling operations tend to be favored by the reduction cells
for MIA demotion. Second, convolution operations are pre-
ferred by both normal and reduction cells for MIA promo-
tion in the DARTS search space. As such, we just use this
simplest cell pattern information and modify the architec-
tures in the NAS-Bench-201 search space by assigning spe-
cific operations to some edges. We consider the max pooling
operation and convolution operation as the target operations
for MIA demotion and promotion respectively in the NAS-
bench-201 search space. Besides, according to previous ob-
servations [13], NAS cells tend to have too many skip con-
nections due to the fast error decay of these operations during
optimization. We replace this operation preferentially and
try to avoid modifying the topological edge links between
nodes. We ensure that each node is connected with at least
one target operation, and then compare the MIA performance
before and after the architectural modifications.

The experimental results are presented in Figure 26. We
can see that MIA promotion modifications are effective
while the MIA demotion ones do not work well in this case.
The possible reason is that the MIA AUC score (i.e., 0.5773)
of the target architectures is already low, and it would be hard
to further degrade MIA performance, but easy to promote it
from a small value. Interestingly, we find that the MIA de-
motion modifications make the test accuracy of the target ar-
chitectures descend while the MIA promotion modifications
make that ascend, which is in contrast to our previous ob-
servations in Section 5.2. We offer a detailed explanation in
Section F.2 for this observation from the viewpoint of loss
contour. Overall, even the transferred cell patterns here with
very limited information from our original cell patterns can
still “partially” transfer to the NAS-Bench-201 search space.
And, it will be interesting to combine more topological infor-
mation to strengthen the transferred cell patterns, e.g., using
our aforementioned general framework to analyze the cell
patterns on the architectures sampled from NAS-Bench-201
search space.

F.2 Loss Contour Analysis for NAS-Bench-
201

When conducting the transferability experiments on the cell
architectures in the NAS-Bench-201 search space, we find
that some phenomena are inconsistent with previous results
in the DARTS search space. Here we analyze the possible
reasons for the loss contours before and after the architec-
tural modifications in the NAS-Bench-201 search space. We
select one architecture used in previous transferability exper-
iments in the NAS-Bench-201 search space and plot its loss
contour in Figure 27. As we can see, the “trustworthy” areas
in the original loss contour are squeezed as expected after
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Figure 27: The contours before and after MIA demotion or
promotion modifications of the target architecture in the NAS-
Bench-201 search space.

the MIA demotion modifications. However, in the loss con-
tour of the modified architecture, some new ‘“trustworthy”
areas (i.e., C, D and E in Figure 27b) appear and are even
larger than the original ones. In turn, the MIA performance
has not been further demoted successfully. Also, the current
loss contour is less smoother than the original one since there
are more corners in the current loss contour, which leads to
a slight drop in model performance. As for the MIA pro-
motion, we can see that the loss contour after the modifica-
tions is significantly flattened, and almost everywhere in the
model weight parameter space is “trustworthy” for MIAs.
Therefore, the MIA performance is improved after the mod-
ifications. Plus, the loss contour is much smoother than the
original one, leading to an ascend in the model performance.
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Figure 28: Transferring MIA performance under defense for
other attack settings.

G Transferred Defense Effectiveness

We also evaluate the effectiveness of defenses when our cell
patterns are extracted from the (White-Box, Partial) attack
setting transfer to other attack settings. We use the same ex-
perimental setup as Section 5.5 except the MIA settings. The
evaluation results are shown in Figure 28. We can observe
that the defense performance is promoted with the trans-
ferred MIA demotion cell patterns for almost all cases, which
further demonstrates the transferability and effectiveness of
our cell patterns.
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