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ABSTRACT

At present, millions of Ethereum smart contracts are created per
year and attract financially motivated attackers. However, existing
analyzers do not meet the need to precisely analyze the financial
security of large numbers of contracts. In this paper, we propose
and implement FASVERIF, an automated analyzer for fine-grained
analysis of smart contracts’ financial security. On the one hand,
FASVERIF automatically generates models to be verified against
security properties of smart contracts. On the other hand, our an-
alyzer automatically generates the security properties, which is
different from existing formal verifiers for smart contracts. As a
result, FASVERIF can automatically process source code of smart
contracts, and uses formal methods whenever possible to simulta-
neously maximize its accuracy.

We evaluate FASVERIF on a vulnerabilities dataset by comparing
it with other automatic tools. Our evaluation shows that FASVERIF
greatly outperforms the representative tools using different tech-
nologies, with respect to accuracy and coverage of types of vulner-
abilities.
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1 INTRODUCTION

Smart contracts on Ethereum have been applied in many fields
such as financial industry [3], and manage assets worth millions of
dollars [59], while the market cap of the Ethereum cryptocurrency,
i.e., ethers, grows up to $177 billions on July 27, 2022 [14]. Unfor-
tunately, this makes smart contracts become attractive targets for
attackers. The infamous vulnerability in the DAO contract led to
losses of $150M in June 2016 [1]. In July 2017, $30M worth of ethers
were stolen from Parity wallet due to a wrong function [4]. Most
recently, there were $27M worth of ethers stolen from the Poly
Network contract in August 2021 [13]. It is therefore necessary to
guarantee the financial security of smart contracts, i.e., the ethers
and tokens of contracts are not lost in unexpected ways.
Nevertheless, existing analyzers are not sufficient to analyze the
financial security of numerous contracts accurately. Current secu-
rity analyzers for smart contracts can be divided into the following
three categories: automated bug-finding tools, semi-automated ver-
ification frameworks, and automated verifiers. The bug-finding
tools [44][34][37] support automated analysis on a great amount
of smart contracts, motivated by the fact that 10.7 million contracts
are created in 2020 [40]. However, the analysis is based on pre-
defined patterns and is not accurate enough [56]. The verification

frameworks target to formally verify the correctness or security of
smart contracts, with the requirement of manually defined proper-
ties [56] or user assistance in verification [48][28]. It is therefore
difficult for these analyzers to analyze a large number of contracts.
The automated verifiers try to provide sound and automated veri-
fication of pre-defined properties for smart contracts. To the best
of our knowledge, there are three automated verifiers eThor [54],
SECURIFY [62] and ZEUS [39]. However, eThor does not aim for the
financial security of smart contracts, and only detects reentrancy
vulnerabilities [9] and checks assertions automatically. SECURIFY
does not support solving numerical constraints and cannot detect
numerical vulnerabilities, e.g., overflow. ZEUS has soundness issues
[54] in transforming contracts into IR and thus cannot analyze
smart contracts accurately.

We propose and implement FASVERIF, a system of automated
inference [53][33], i.e., a static reasoning mechanism where the
properties are expected to be automatically derived, for achiev-
ing full automation on fine-grained financial security analysis of
Ethereum smart contracts. Firstly, FASVERIF automatically gener-
ates two kinds of finance-related security properties along with
the corresponding models for verification. Secondly, FASVERIF
can verify these finance-related security properties automatically.
Overall, the goal of FASVERIF is to analyze the financial security
of numerous contracts accurately, whereby the security proper-
ties are generated automatically based on our statistical analysis,
the soundness of modeling is proven and the verification is imple-
mented using the formal tools Tamarin prover [46] and Z3 [26].
Moreover, FASVERIF generates properties based on the financial
losses caused by vulnerabilities instead of known vulnerability pat-
terns, thus covering various vulnerabilities and suitable for the
analysis of financial security.

We collect a vulnerabilities dataset consisting of 549 contracts
from other works [37][55][41][35], and evaluate FASVERIF on it
with other automatic tools. Our evaluation shows that FASVERIF
greatly outperforms the representative tools using different tech-
nologies, in which it achieves higher accuracy and F1 values in de-
tection of various types of vulnerabilities. We also evaluate FASVERIF
on 1700 contracts randomly selected from a real-world dataset.
FASVERTF finds 13 contracts deployed on Ethereum with exploitable
bugs, including 10 contracts with vulnerabilities of transferMint [7]
that can evade the detection of current automatic tools to the best
of our knowledge.

In summary, this paper makes the following contributions:

1) We propose a novel framework for achieving automated infer-
ence, where finance-related security properties and corresponding



models are generated from the source code of a smart contract and
used for automated verification.

2) We propose a method for property generation based on a
statistical analysis of 30577 smart contracts. We design two types of
properties, financial invariant properties and transactional equiva-
lence properties, which correspond to various finance-related vul-
nerabilities such as transferMint [7], and we abbreviate them as
invariant properties and equivalence properties, respectively.

3) We propose modeling methods for our invariant properties
and equivalence properties and prove the soundness of verifying
these two types of properties using our translated model based on
a custom semantics of Solidity [38].

4) We implement FASVERIF for supporting property generation,
modeling and verification, where we embed Z3 into Tamarin prover,
the state-of-the-art tool for verifying security protocols, to use
trace properties of reachability and numerical constraint solving
for verifying finance-related properties.

5) We evaluate the effectiveness of FASVERIF and find 13 con-
tracts with exploitable vulnerabilities using FASVERIF.

2 PRELIMINARIES

2.1 Smart contracts on Ethereum

Ethereum is a blockchain platform that supports two types of ac-
counts: contract accounts, and external accounts. Each account has
an ether balance and a unique address. A contract account is associ-
ated with a piece of code called a smart contract, which controls the
behaviors of the account, and a storage that stores global variables
denoting the state of the account. External accounts are controlled
by humans without associated code or global variables.

Functions in the smart contracts can be invoked by transactions
sent by external accounts. A transaction is packed into a block by
the miner and when that block is published into the blockchain,
the function invoked by the transaction is executed. Functions can
also be invoked by internal transactions sent by contract accounts
and the sending of an internal transaction can only be triggered by
another transaction or internal transaction.

2.2 Solidity programming language

Contract C := contract n. {d, func+}
Func func := function f(d){stmt}
Stmt stmt := stmty | if ep then stmt else stmt| stmt;stmt

Atom Stmt stmty := v<e|Tv+ e|require ey |ec | return
BoolExpr e, := e==e|e<e|e>e|el=e
Call Expr e. := v.transfer(v)|v.send(v) |
v.call().value(v) | ne(v).f(p)
Expr e := v|v+e|v—e|vke|v/e|vTe |
Ve

Type T := T |+ T|n.
BasicType Tg := uint |bool | address
Var Declare d := Tv|Tv;d

Param p := v|v,p

Figure 1: Core subset of Solidity
The most popular programming language for Ethereum smart
contracts is Solidity [24]. We take the smart contracts written in

1 contract Ex1{

2 mapping(address=>uint) balances;

3 constructor() public{

4 balances[0x12] = 100;

5

6 function transfer(address to,uint value) public{
7 uint vall = balances[msg.sender] - value;
8 uint val2 = balances[to] + value;

9 balances[msg.sender] = vall;

10 balances[to] = val2;

11 return;

12 }

13 }

Figure 2: Example contract Ex1.

Solidity as the object of study in this paper. For brevity, we focus on
a core subset of Solidity as shown in Fig. 1. Taking the contract Ex1
in Fig. 2 for example, a contract consists of declarations of global
variables (Line 2) and functions (Line 3 to 12). Here, constructor
is a special function used to initialize global variables. The function
bodies consist of atom statements stmty and conditional statements.
Taking the function transfer as an example, stmty can be a dec-
laration statement on Line 7, an assignment statement on line 9,
or a return statement on line 11, etc. Specially, there is a kind of
atom statements e. which are used to invoke official functions of
Solidity or custom functions of contracts. The variables used in
contracts fall into the following types: 1) basic types 7p. 2) 73 = 7
denoting a mapping from variables of type 7 to variables of type
7, e.g., balances in Fig. 2. 3) n. denoting a contract. Additionally,
there are some special built-in variables of Solidity that cannot
be assigned: 1) block. timestamp denoting the timestamp of the
block that contains the current transaction. 2) c.balance expressing
the ether balance of contract in address c. 3) msg. sender denoting
the address of the sender of the current transaction. Note that the
functions of different visibilities are handled in similar ways, so we
only introduce how to process public functions in this paper for
brevity while FASVERIF supports analysis of all kinds of them.

Currently, there is no official formal semantics of Solidity to the
best of our knowledge. Instead, we design FASVERIF and prove the
soundness of our translation based on a custom semantics of Solid-
ity, named KSolidity [38]. KSolidity is defined using K-framework
[52], and the definition of KSolidity consists of 3 parts: Solidity
syntax, the runtime configuration, and a set of rules constructed
based on the syntax and the configuration. Configurations form of
cells that store information related to the executions of contracts,
e.g., the variables of contracts. The rules specify the transitions of
configurations.

2.3 Multiset rewriting system

FASVERIF leverages the multiset rewriting system in Tamarin
prover [46] to model smart contracts and attackers. Each state
of a multiset rewriting system is a multiset of facts, denoted as
F(t1,...,tn), where F is a fact symbol, and #, . . ., t,, are terms. The
transitions of states are defined by labeled rewriting rules. A la-
beled rewriting rule is denoted as I — [a] — r, where [, a and r
are three parts called premise, action, and conclusion, respectively.
The rule is applicable to state s, if a ground instance lo (where o
is a substitution [45]) to be a subset of s. To obtain the successor
state s’, the ground instance lo is removed and ro is added. The
action a is also a multiset of facts representing the label of the rule.
Meanwhile, global restrictions on facts in a can be made such that
the execution of the protocol can be further restrained.



3 OVERVIEW

3.1 Design of FASVERIF
As shown in Fig. 3, FASVERIF contains 4 modules:

Independent

Modeling % y
Complementary :> Verification

ﬁ Modeling %
Property | {T
Generation

Figure 3: Design of FASVERIF.
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source code of
a smart contract

Independent modeling: given the source code of a smart con-
tract as input, the module generates a partial model of the contract,
which gives the initial state of the running contract and general
rules for state transitions. It translates the contract, as well as the
possible behaviors of adversaries, into the model, which is inde-
pendent of specific security properties. Note that this partial model
cannot be verified directly.

Property generation: FASVERIF then generates a set of secu-
rity properties that the smart contract should satisfy.

Complementary modeling: the module outputs additional
rules for each property to complement the partial model, and tries
to reduce the size of the model for different properties.

Verification: we finally design the method of verification to
determine whether the properties are valid. We also modify the code
of Tamarin prover for supporting the verification where numerical
constraint solving is additionally required.

3.2 Adversary model

We assume that the adversaries can launch attacks by leveraging
the abilities of three types of entities: external accounts, contract
accounts and miners. The concerned attacks on a smart contract
are processes that affect the variables related to the smart contract
and thus the results of the smart contract executions. The variables
that can be changed by the adversary fall into two categories: some
global variables of contracts and block. timestamp. An external
account or a contract account needs to invoke functions in vic-
tim contracts to change the values of their global variables, while
a miner can manipulate block.timestamp in a range [2][22]. In
summary, we assume that the adversary can perform the following
operations: C1. Sending a transaction to invoke any function in
victim contracts with any parameters. C2. Implementing a fallback
function to send an internal call message. This message can invoke
any function in victim contracts with any parameters. C3. Increas-
ing the timestamp of a block by up to 15 seconds [2][22]. Besides,
the changes in exchange rates between tokens and ethers are not
considered in FASVERIF.

4 INDEPENDENT MODELING

Given a smart contract, the module of independent modeling auto-
matically outputs general rules for modeling the executions of the
contract and the behaviors of external accounts and the adversaries.
The rules in the multiset rewriting system correspond to the se-
quences of transitions of the configurations of KSolidity. Therefore,

we firstly define the terms used in the rules, and sequences using
the terms. Then, we show the processes of modeling the behaviors
using the terms. Finally, a comprehensive example is given to illus-
trate the usage of the rules, and discussions are made on technical
challenges of property generation and complementary modeling
based on the independent modeling.

4.1 Terms and sequences

The terms in multiset rewriting system are translated from the
names in Solidity language. There are two types of terms: constant
terms and variable terms. Correspondingly, as shown in Fig. 1, a
name o in Solidity may represent a contract, a function, a vari-
able, or a constant. Therefore, given a name v, we compute a tuple
(name, type, range, ether). Here, name is a term used in multiset
rewriting system, which corresponds to v. Term type € {T,,Tc}.
If v is a variable, type = T; otherwise, type = Tc. Term range €
{Rg, Ri,Ro}. If v is a global variable and a local variable, i.e., a vari-
able defined inside a function, range = Rg and R, respectively;
otherwise, e.g., v is a constant, range = R,. If v is a variable rep-
resenting the ether balance of an account, ether = Ey; otherwise
ether = Epn. Note that we consider the variables denoting ether
balances as global. Since value of v is unchanged if type = T, in
this case name is assigned with the value of v; otherwise, name = v.

Denote [ey, e, ..., en] as a sequence, where each element e; has
the same type, i.e., a term, a name, or the aforementioned tuple.
Ty - T; represents the concatenation of sequence T; and T>. T|§
is a sequence obtained by replacing element t of sequence T with
another element t’. Ty \T, represents a new sequence by removing
all the elements in sequence T that are the same as those in se-
quence T,. We additionally define operations for a tuple sequence
w. Here, w[j] indicates name of the jth tuple in w. o(w) outputs
a term sequence consisting of all name in w. g(w), e(w) outputs
a term sequence by obtaining the name of all tuples in w whose
range = Rg and ether = Ey, respectively. The order of terms in
o(w), g(w), e(w), are in accordance of the order of terms in w.

Furthermore, to translate names into terms, we define and im-
plement two functions oy, 04. 0, translates a variable name into a
variable term, and o, translates a name that represents a contract,
a function, or a constant into a constant term.

4.2 Modeling the behaviors

Based on the above notations, we propose to model the initialization
of contracts and transitions of configurations of KSolidity. Specifi-
cally, given a contract account of address ¢, we will introduce how
to model the executions of functions in the contract codes of the
account. For brevity, we will refer to the account of address ¢ as
account c in the following paper.

Modeling the initialization. Assume that the contract of ac-
count ¢ is deployed on blockchain and the following data will be
initialized in the corresponding configuration of KSolidity: 1) the
ether balances of account c; 2) the global variables of account c.
Besides, the ether balances of other accounts also need to be initial-
ized since they may be modified during the executions of codes of
account c. We use wq to model the configuration of KSolidity after
initialization of account c. There are three kinds of tuples in w in
order: 1) (o4(c), Tc, Ro, En) that represents the address of account



R(function f(d){stmt}, &, wy) = R(stmt, 1, [{0a(f), Tc, Ro, En), (00 (cp), Tv, R, En ), (op (calltype), Ty, Ri, En ), (o0 (depth, Ty, R, En )]

-y - seq(d)) U {[Fr(ou(cp)), FR(o(seq(d)))] - [] — [Calle ([wo [1]. 0a(f), 00 (cp)] - o(seq(d)))],

(ext_call)

[Calle([wo[1]. 0a(f). 00 (cp)] - o(seq(d))), Evar(e(wo)), Gvar([ewo [1]] - g(@o)\e(wo))] = [1 = [Vari([oa(f), 00(cp). EXT, 0] - o(wo) - o(seq(d)))], ...}

R(vy «— vg;stmt, i, w) = R(stmt,io 1, w) U {[Var;(c(w))] — [] = [Vario1(o(w)]|

0-0(01))]}

0y (02)

R(7 vy  vy;stmt, i, w) = R(stmt,io Lw - [{o0(v1), Tv, R, En)]) U {[Vari(o(w))] = [1 = [Vario1 (o(®) - [ou(22)]) ]}
R(return,i,w) = {[Var;(c(w))] — [Pred_eq(w[3], EXT)] — [Gvar([w[5]] - g(w)\e(w)), Evar(e(w))], ...}

(recv_ext)
(var_assign)

(var_declare)
(ret_ext)

Figure 4: Parts of the translation of functions and statements.

¢; 2) tuple sequence g(wo)\e(wp) denoting the global variables of
account c except the variable denoting the ether balance of c; 3)
tuple sequence e(wp) denoting the ether balance of account ¢ and
the ether balances of all accounts who have ether exchanges with
c. Therefore, wo[1] = o4(c). The tuples in wq are then used to de-
termine the order of parameters of facts in generated rules. Hence
we define the following rules to model the initialization:
[FR(e(w0))] = [Inite ()] — [Evar(e(wo))] (init_evars)

[FR(g(@0)\e(wo))]=[Initg (wo[1])] — [Gvar([wo[1]]-g(wo)\e(w0))]

(init_gvars)

Here, Evar represents the current ether balances of all accounts
on blockchain in initialization. Gvar represents the current global
variables of account c. For brevity, we use FR(e(wp)) to denote a
sequence that consists of Fr(t) for all elements t in e(wp). Fr(t)
here is a built-in fact of Tamarin prover [46] that denotes a freshly
generated name, we use it to denote that term ¢ is with arbitrary
initial values. In practice, the ether balances of all accounts can
be initialized once and the global variables can be initialized once
for every contract account. Thus, the restrictions requiring that
init_evars and init_gvars can be only applied once are added.

Translation of functions. After initialization, external accounts
can send transactions to invoke any function in the contract of c.
To model the invocation of functions, we define R partly shown in
Fig. 4 to recursively translate a function in the contract into rules.
Generally, in each recursive step, R translates a fragment of codes
into a rule or multiple rules and leaves the translation of the rest
in the next steps. The first argument of R represents the codes to
be translated. If the first argument is a sequence of statements, the
second argument i is a string encoding the position of the sequence
in its function and i o a denotes a string obtained by concatenating
i and a string a; otherwise, if the first argument is a function, the
second argument is an empty string @. The third argument is a
tuple sequence w.

1 contract Ex2{

2 uint vi;

3 function add(uint v2) public{
4 vl = vl + v2;

5 return;

6 }

7}

Figure 5: Example contract Ex2.

In the following, we introduce how R translates a function into
rules using the function add in Fig. 5 as an example. Since function
add does not modify the ether balance of any account, we omit
Evar fact in the rules.

First, R(function add(uint v2){stmt}, &, wg) is applied and
two rules are output, which correspond to ext_call and recv_ext

in Fig. 4, respectively:

[Fr(ou(cp)), Fr(ov(v2))] - [1 — [Calle(aa(c), ga(f), ou(cp)
,00(02))]
[Calle(0a(c), ga(f), 0u(cp), 00(02)), Gvar(oy(v1))] - []
— [Vari(oa(f), ou(cp), EXT, 0, 04 ()00 (1), 05(0v2))]

The first rule denotes an event that an external account ¢;, sends
a transaction to invoke add. Here seq(d) = [o0,(02)] is a term
sequence generated according to the parameter of add. According to
Clinadversary model, c;, and oy, (v2) are initialized by using Fr facts.
The second rule denotes the reception of a transaction. The Varq
fact represents all the values required in executing add, whereby
terms in Calle, Gvar are merged into terms in Varj. Therefore, R
also updates wg with a sequence of the corresponding tuples. Here,
calltype € {EXT, IN} indicates whether ¢, is an external account or
a contract account and depth denotes current call depth.

Then, R translates the statements in the function into rules
for modeling the execution of the function add. The assignment
statement in line 4 is translated into the following rule, which
corresponds to var_assign in Fig. 4:

[Vari(oa(f), ou(cp), ou(calltype), oy (depth), o4(c), op(vl),
0y(v2))] = [1 = [Vari1(0a(f), ou(cp), ou(calltype), oy (depth)
,0q(c), 05 (01) ® 05(02), 05 (02))]

The term o, (v1) is replaced by o, (v1) @ 0y (v2) when applying the
rule. Here @ is translated from the operator + and introduced in
Appendix A.1.

Additionally, the return statement in line 5 is translated into the
following rule corresponding to ret_ext:

[Vari1(0a(f), ou(cp), ou(calltype), oy (depth), o4(c), op(v1),
0y(02))] — [Pred_eq(oy(calltype), EXT)] — [Gvar(oy(v1))]

The term o,(v1) denoting the global variable of contract Ex2 is
put into Gvar facts. The local variables will no longer be used and
the corresponding terms will not be maintained. Here, Pred_eqis a
fact denoting equality between terms [46]. We use it to determine
whether oy (calltype) is equal to EXT, corresponding to the case
that the function is invoked by external accounts. Similarly, this
statement can be translated into a rule denoting the case that the
function is invoked by contract accounts as shown in Appendix
Al

Adversaries. Here we introduce the modeling of the capability

C1 and C2 of adversaries mentioned in Section 3.2, and the modeling

of C3 will be introduced in Appendix A.2.



{Gvar(g, (Ex1), 0,(100))}
ext_call
{Callg (o, (Ex1), o4 (transfer),o,(0x12),0,(0x12),0, (value)), Gvar(o, (Ex1),0,(100))}
recv_ext

{Varq (o, (transfer),0,(0x12),EXT, 0, (Ex1), 04 (100), 0,(0x12),0,(100))}

(Line 7) var_declare
{Varq1 (g4 (transfer),o, (0x12),EXT, 0, (Ex1), 0,(100), 0, (0x12),0,(100), 04(100))}
(Line 8) var_declare
{Varq11 (0,4 (transfer),o, (0x12),EXT, 04 (Ex1), 0,(100), 0,4 (0x12),04(100), 54 (0), 0,(100))}
(Line 9) var_assign
{var1111 (gq(transfer),o, (0x12),EXT, 0, (Ex1), 0,(0), 0, (0x12),0,(100), 34 (0), 5,(200))}
(Line 10) var_assign
{Vary1111 (o4 (transfer),0, (0x12),EXT, o, (Ex1), 64(200), 0, (0x12),0,(100), 0, (0), 5,(200))}

(Line 11) ret_ext

{Gvar(o, (Ex1),0,(200))}
Figure 6: The execution that models an attack on Ex1.

C1: The operation that an adversary, besides normal participants,
sends transactions can also be modeled by ext_call. Therefore,
no additional rules for the operation are provided.

C2: For each function f in the contract of account ¢, multiple
rules are generated to indicate that if the fallback function of the
adversary is triggered by the execution of the contract of ¢, the
adversary can send an internal transaction to invoke any func-
tion f in the contract of c. The details of these rules are shown in
Appendix A.1.

4.3 An illustrative example

Fig. 2 shows a simplified version of a practical smart contract,
which is with a vulnerability of transferMint [7]. The global vari-
able balances denotes the token balances of accounts. When the
function transfer is invoked, the token balance of msg. sender is
supposed to decrease when the token balance of to increases. How-
ever, assume that the account on address 0x12 invokes transfer
with the parameter to = 0x12, balances[0x12] will increase while
the balance of no other account will decrease. By exploiting this
vulnerability, the account on address 0x12 can mint tokens for profit
or eventually make this type of tokens valueless through repeated
attacks.

An execution of the model that corresponds to the attack is
shown in Fig. 6. We use the contract name Ex1 to denote the
address of the account who owns this contract. Since function
transfer does not modify the ether balance of any account, we
omit Evar fact in the figure. Hence, in the execution, the initial
state is {Gvar(og4(Ex1),04(100))} where wo[1] = o4(Ex1) and

g(wo)\e(wo) = [04(100)]. Next, an external account invokes transfer

into 200 in an unexpected way. Note that the numerical instantia-
tion cannot be supported by the original Tamarin prover. Moreover,
the independent model cannot be verified directly to find an attack
as shown in Fig. 6, since several technical challenges need to be
addressed.

4.4 Technical challenges and main solutions

Since the module of independent modeling only provides a frame-
work that automatically generates models of smart contracts par-
tially, we have to address the following technical challenges to
complement the model for the verification.

Challenge 1: recognizing security requirements. Given an
execution shown in Fig. 6, a corresponding property is still needed
for the verifier to recognize this execution as an instance of some
vulnerabilities. However, there is no uniform standard for the secu-
rity requirements of contracts in practical scenarios, which makes
the precise generation of security properties difficult. There are
automated bug-finding tools and verifiers defining patterns or prop-
erties according to known vulnerabilities [62] [37] [39]. However,
the vulnerabilities covered by these tools are limited to known
ones, and a variant of a known vulnerability may evade their de-
tection [51].

To address this challenge, we perform statistical analysis on
30577 real-world smart contracts and obtain an observation: most of
the smart contracts (91.11%) are finance-related, i.e., the executions
of these contracts may change the cryptocurrencies of themselves
and others. Therefore, we divide the smart contracts into different
categories according to the cryptocurrencies that they use and
propose security properties to check whether the cryptocurrencies
may be lost unexpectedly.

Challenge 2: contract-oriented automated reasoning. Given
an independent model, the rule ext_call can be applied repeatedly,
which is corresponding to the practical scenarios that a function
can be invoked any times. This may lead to non-termination of veri-
fication. Besides, the independent model is insufficient for verifying
2-safety properties [30].

We address the challenge based on the fact that a transaction
is atomic and cannot be interfered by other transactions. There-
fore, the independent model can be reduced for different types of
properties: (1) the properties that should be maintained for a single
transaction; (2) the properties that may be affected by other trans-
actions. For the first type, we propose to automatically generate
invariant properties and the corresponding reduced model that the
behaviors of other transactions are ignored. For the second type,
since a transaction is atomic, the rest way to trigger an attack is
to leverage different results of a sequence of transactions caused
by different orders of the transactions or different block variables.
Hence, we propose the equivalence properties and also the mod-
eling method to achieve effective automated reasoning. We also

whereby the rule ext_call is applied such that Calle (o4 (Ex1), 04(transfenpdify the code of Tamarin for supporting the verification where

ou(cp), 0p(t0), oy(value)) is added to the new state. Since o, (cp),
ou(to) and oy(value) can be arbitrary values, in this execution,
they can be instantiated as 0,(0x12), 0,4(0x12) and o,(100) re-
spectively. In the following steps, the state is updated in similar
ways. When the transaction invoking transfer finishes, the state is

Gvar(a4(Ex1), 04(200)), which implies that balances[0x12] changes

numerical constraint solving is additionally required.

5 PROPERTY GENERATION

To address Challenge 1, we divide finance-related smart contracts
into three categories according to the type of cryptocurrencies they



use: ether-related, token-related, and indirect-related. An ether-
related contract may transfer or receive ethers, i.e., the official
cryptocurrency of Ethereum. Similarly, a token-related contract
may send or receive tokens, i.e., the cryptocurrency implemented
by the contract itself. An indirect-related contract is used in the
former two contracts to provide additional functionality. Hence,
to check whether the cryptocurrencies may be lost in unexpected
ways, we focus on generating security properties for ether-related
and token-related contracts. We propose to recognize the category
and key variables related to cryptocurrencies from the codes of
smart contracts and use the information to generate the security
properties. Note that we analyze the indirect-related contracts in an
indirect way and do not generate properties for the indirect-related
contracts. For example, given a token contract C; and an indirect-
related contract Cy, assume that C; implements authentication by
invoking functions in Cy. In this case, we can specify C; to be
analyzed and then generate a model for it, which considers the
interaction of Cy and Cs.

5.1 Recognizing categories and key variables

Ether-related contracts. The ethers can be transferred by us-
ing official functions, e.g., transfer, send and call. The modi-
fier payable is only used in ether-related contracts for receiving
ethers. Therefore, FASVERIF recognize an ether-related contract
by determining if there are keywords, i.e, transfer, send, call
or payable in the contract. If a contract is recognized as an ether-
related contract, then we use the built-in variable balance as the
key variable, which denotes the ether balance of an account.

Token-related contracts. The token-related contracts can be
divided into token contracts and token managing contracts. A token
contract is used to implement a kind of customized cryptocurrency,
i.e., tokens, which can be traded and have financial value. A token
managing contract, e.g, an ICO contract [5], is used to manage the
distribution or sale of tokens.

We propose a method to recognize token contracts based on
another observation from our statistical result in Section 7.2: de-
velopers tend to use similar variable names to represent the token
balance of an account. Therefore, a contract is identified as a token
contract, if there is a variable of type mapping(address=>uint)
with a name similar to two commonly used names: balances or
ownedTokenCount. Specifically, we calculate the similarity of names
using Python package fuzzywuzzy[8]. When the similarity is larger
than 85, we consider two names similar. The threshold 85 is set
based on our evaluation in Section 7.2. For the contracts using un-
common names for token balances, FASVERIF also supports the
users to provide their own variable names. In addition to balances,
we observe that some token-related contracts define a variable of
uint type to record the total number of tokens. Similarly, we use the
most common variable name totalSupply to match the variables
representing the total amount of tokens. This kind of variables are
not used to recognize the token contract, but rather for the sub-
sequent generation of properties. After the recognition of token
contracts, we search for contracts instantiating token contracts and
regard them as token managing contracts.

5.2 Generating security properties

As mentioned in Section 4.4, we propose two kinds of properties:
invariant properties and equivalence properties.

Invariant properties. The invariant property requires that for
any transaction a proposition (a statement that denotes the rela-
tionship between values of variables) ¢ holds when the transaction
finishes, if ¢ holds when the transaction starts executing. Since a
transaction is atomic, FASVERIF checks invariant properties in sin-
gle transactions instead of the total executions to achieve effective
automated reasoning. Here, we design the invariants to ensure that
the token balances in token-related contracts are calculated in an
expected way. Note that we do not design invariant properties for
ether-related contracts, since the calculation of ether balances is
performed by the EVM and its correctness is guaranteed [25].

For a token contract with key variable balances, the following
invariant is generated:

Y.aca, balances(a) = C; (token_inv)

Since a transaction can only affect a limited number of accounts,
A1 is the set of addresses of the accounts whose token balances may
be modified in the transaction. Cj is an arbitrary constant value and
the invariant implies that the sum of token balances of all accounts
should be unchanged after a transaction. If the invariant is broken, it
indicates an error in the process of recording token balances, which
would make this kind of tokens worthless [6]. Here, balances can be
replaced by any variable name denoting the token balances. If there
are multiple variables denoting token balances of different types, all
of them will be used. Specially, if there is a key variable totalSupply
denoting the total amount of tokens in the token contract, the
constant C; in token_inv will be replaced by totalSupply. For a
token managing contract, the invariant token_inv is generated
for the token contract that it manages. FASVERIF also supports
the users to provide customized invariants to check the security of
contracts.

Equivalence properties. We define the equivalence property
as follows: The equivalence of a global variable v holds for a trans-
action sequence T, if the value of v after T’s execution is always the
same. Here we study the equivalence of the token or ether balance
of the adversary. Given two sequences T4 and T that have the
same transactions, we propose the following property:

balances 4 (c,q4,) = balancesp(cggy) A

balance 4 (caq,) = balancep(cqgy) (equivalence)

Here, denote balances4 (c,4,) and balance4(c,q4,) as the token
balance and ether balance of the adversary after execution of Ty,
respectively. Similarly, balancesg(c,q,) and balanceg(c,q,) repre-
sent the corresponding balances for Tg. equivalence requires that
the adversary cannot change its own balances by changing the
orders of transactions or other conditions; otherwise, the difference
of the balances may be the illegal profit of the adversary.

5.3 Relationship between properties and
common vulnerabilities

The properties of FASVERIF are designed with a basic idea: lever-
aging the phenomenon that the loss of ethers and tokens is one of
the popular intentions of attackers [32]. FASVERIF generates prop-
erties based on key variables denoting the token balances or ether
balances. We aim to cover vulnerabilities causing financial losses.



1 function f(){

2 require(!transfered);

3 msg.sender.call.value(10);
4 transfered = True;

5}

Figure 7: An example with reentrancy vulnerability.

As a result, FASVERIF covers 6 types of vulnerabilities, including
transferMint not supported by existing automatic tools, through the
two properties. Note that these vulnerabilities do not necessarily
cause financial loss and those that do not are ignored by FASVERIF
as they do not affect the financial security of contracts.

To explain the usage of our properties, we provide examples of
several common vulnerabilities, detailing how contracts with these
vulnerabilities violate the above two properties.

Gasless send. During the executions of official functions send
and call, if the gas is not enough, the transaction will not be re-
verted and a result will return. If a contract does not check the
execution results of send or call, it may mistakenly assume that
the execution was successful. Given two sequences of same transac-
tions that invoke functions with gasless send vulnerability, one with
sufficient gas and one without sufficient gas, the results of them
will be different. Therefore, the equivalence property is violated.

Reentrancy. Taking the contract in Fig. 7 as an example, sup-
pose that the adversary sends a transaction to invoke f and the
statement on line 4 sends ethers to the adversary. According to
Section 3.2, the adversary can then send an internal transaction
through the fallback function to call f again, and since the code
on line 5 is not executed, the check on line 3 will still be passed,
allowing the adversary to get ethers one more time. Assume that
there are two sequences T and T, T; consisting of two transactions
invoking f and T consisting of one transaction invoking f and one
internal transaction invoking f through a reentrancy vulnerability.
We treat the internal transaction sent by the adversary as a transac-
tion and consider T; and T as consisting of the same transactions.
In this case, the ether balances of adversary after Ty and T, are
different, which means that the equivalence property is broken.

TD&TOD. When some statements are control dependent on
the block. timestamp, the adversary can control the execution
of these statements by modifying block.timestamp in a range,
which is called TD. Given two same sequences of transactions that
invoke a function with TD, the execution results may be different
with different block. timestamp, which violates the equivalence
property. Similarly, the contracts with TOD vulnerability violate
our equivalence property when the order of transactions changes.

Overflow/underflow. Overflow/underflow is a kind of arith-
metic error. Since the goal of FASVERIF is to analyze the financial
security of contracts, FASVERIF detects overflow/underflow vulner-
abilities that can change the number of tokens. For the remaining
overflow/underflow vulnerabilities, FASVERIF can also support
them through custom invariants.

Certain new vulnerability can be detected directly by FASVERIF
if it is covered by our properties, such as the transferMint vulnera-
bility. If the vulnerability is not covered, we need to propose new
properties or modify the rules in our models to support more fea-
tures. For example, the airdrop hunting vulnerability [63], which is
used by attackers to collect bonuses from airdrop contracts, is not

currently supported by FASVERIF. To extend FASVERIF to cover
airdrop hunting, we can propose a new invariant requiring the
number of contract accounts to remain zero. However, it is chal-
lenging to model the identification of contract accounts. We would
like to study the extension of FASVERIF in our future work.

6 COMPLEMENTARY MODELING AND
VERIFICATION

In this section, we introduce how we address Challenge 2. According
to different properties of a contract, we propose the method of
complementary modeling to generate customized models built upon
the independent models with rules replaced or added. Besides, we
propose a solution to check whether a customized model satisfies
the corresponding property.

6.1 Complementary modeling

The goal of complementary modeling is to generate a customized
model, which satisfies that the invariant property or equivalence
property is not valid in the KSolidity Semantics, only if there ex-
ists an execution in the model that breaks the property. Besides,
to support automated verification, the model is added with more
constraints such that each execution that reaches a certain state
breaks the property. Then, the property is not valid if and only if
the state is reachable. Hence, we design the method for invariant
property and equivalence property as follows.

Invariant properties. The generated model for invariant prop-
erties has the following features:

i) The invariant holds at the beginning of any execution. ii)
An execution simulates the execution of one transaction. iii) The
invariant is assumed to be broken at the end of any execution,
which corresponds to the state that breaks the property.

To make the generated model conform to feature i), we first
replace the rule init_gvars with rule init_gvars_inv. In rule
init_gvars_inv, a fact 0. (¢) is added to denote that the invariant
¢ holds after the initialization. Here, ¢ is the invariant token_inv
in Section 5.2 and 0 (e) is a function translating mathematical
expressions into numerical facts in rules. Numerical facts denote
the relationships between numeric variables and are processed in
the verification module. Similarly, we define 0, (e) to translate the
negation of e.

Then we replace the rule ext_call with ext_call_inv, added
with an action and a restriction requiring that the rule can be applied
only once, to achieve feature ii).

Finally, we modify the rule ret_ext into ret_ext_inv. ret_ext
_inv has additional facts 8¢ (¢) and End() compared to ret_ext,
which together achieve feature iii). End() serves as an indicator
that an execution of the model reaches the end of the transaction if
rule ret_ext_inv is applied, and 0, (¢) means that invariant ¢ is
broken at the same time.

Equivalence properties. The generated model for equivalence
properties has the following features: i) An execution of the model
simulates the executions of two sequences T4 and Tg consisting of
the same transactions but possibly with different orders. ii) Before
the executions of T4 and T, the values of global variables and
ether balances of all accounts are the same. iii) The ether or token
balances of the adversary are assumed to be different at the end



of any execution, which corresponds to the state that breaks the
equivalence property.

Firstly, to achieve feature ii), we replace init_evars and init_
gvars with init_evars_AB and init_gvars_AB, respectively. In
init_gvars_AB, the Gvar fact is duplicated into Gvarp and Gvarg
facts, which indicates that the global variables are the same before
T4 and Tp. Similarly, the Evar fact is duplicated in init_evars_AB.

Then, we replace ext_call with ext_call_AB, in which Calle
fact is duplicated, indicating that two transactions with same pa-
rameters and same sender are sent.

Except rules init_evars, init_gvars, ext_call, each of the
remaining rules in the model is replicated into two rules, and the
facts of the two rules are added with different subscripts A and
B to represent the execution of transactions in sequences T4 and
Tp, respectively. For example, the rule recv_ext is replaced with
recv_ext_A and recv_ext_B. Specially, actions and restrictions
are added into recv_ext_A and recv_ext_B to achieve feature i).
The complete form of the above rules is shown in Appendix A.2.

Finally, to achieve feature iii), we add a rule compare_AB to com-
pare the ether balances and token balances of the adversary, where
One(Pequ) and End() are added for subsequent verification. deqy is
property equivalence in Section 5.2.

6.2 Verification

The verification module is implemented by modifying the source
code of Tamarin prover [46] to achieve modeling using multiset
rewriting rules with additional support for numerical constraint
solving by Z3 [26]. Taking a generated property and the correspond-
ing model as input, the workflow of this module is as follows: 1)
Search for an execution that reaches End() without considering
the numerical constraints. 2) If the search fails, the module termi-
nates and outputs that the property is valid; otherwise, go to step
3). 3) Collect the numerical constraints that the execution must
satisfy and solve the constraints by Z3. 4) If the set of constraints
is satisfied, which indicates that the execution that violates the
property exists, the module terminates and outputs the execution
as a counterexample; otherwise, add a constraint to the model that
the execution does not exist, and go to step 1).

6.3 Formal guarantee

We prove the soundness of translation from Solidity language to our
models based on KSolidity [38], which is claimed to fully cover the
high-level core language features specified by the official Solidity
documentation and be consistent with the official Solidity compiler.
However, the completeness of our translation is not guaranteed
due to two reasons: 1) the initialization of global variables and
ether balances in rules init_evars and init_gvars assumes the
initial values of global variables and ether balances to be arbitrary,
which may over-approximate the range of values for these variables.
2) the specific values of the block timestamps are not considered.
Specifically, we prove Theorem 1 (informal description). Note that
Theorem 1 only holds for the contracts supported by FASVERIF
(See Section 9). The precise description of Theorem 1 is presented
by Theorem 2 and Theorem 3 in Appendix A.4.

THEOREM 6.1. (Soundness). If an invariant property (or equiva-
lence property) holds in the complementary model of FASVERIF, it
holds in real-world transactions interpreted by KSolidity semantics.

ProoOF. See Appendix A.4. O

7 EVALUATION

In this section, we firstly make preparations on the experimental
setup, including the types of vulnerabilities, datasets, and represen-
tative tools that we choose. Then, we report the experimental results
and analyze the effectiveness of FASVERIF. Finally, we verify real-
world contracts using FASVERIF and demonstrate the exploitable
bugs that FASVERIF finds.

7.1 Experimental setup

Types of Vulnerabilities. First, we introduce the vulnerabilities
that FASVERIF currently targets. We divide the 37 types of vulnera-
bilities in SWC Registry [10], a library consisting of smart contracts’
vulnerabilities, into three categories: a) vulnerabilities that can be
detected through syntax checking, e.g., outdated compiler version.
b) vulnerabilities that do not have clear consequences, e.g., danger-
ous delegatecall. ¢) vulnerabilities that can cause losses of ethers or
tokens. FASVERIF targets the vulnerabilities in category c) as they
can cause financial loss and are difficult to detect. There are 6 types
of vulnerabilities that FASVERIF currently supports: 1) transaction
order dependency (TOD); 2) timestamp dependency (TD); 3) reen-
trancy; 4) gasless send; 5) overflow/underflow; 6) transferMint [7].
The relationship between these vulnerabilities and our properties
has been mentioned in Section 5.3. We divide the TOD vulnerabili-
ties into two groups: TOD-eth changing ether balances of accounts,
TOD-token changing token balances of accounts, since SECURIFY
and OYENTE only support the detection of the former.

Datasets. We use two datasets [20] of smart contracts to evaluate
FASVERIF. The first dataset, called vulnerability dataset, is used to
test the performance of FASVERIF in detecting different types of
vulnerabilities compared with other automated tools. We collect
611 smart contracts with vulnerabilities in category c) mentioned
above from public dataset of other works [37][55][41][35]. We filter
out 6 smart contracts whose codes are incomplete and 56 smart
contracts that FASVERIF does not support. We illustrate the number
of contracts unsupported by FASVERIF in the last column of Table
1, and the reasons that FASVERIF does not support them will be
introduced in Section 9. Finally we get vulnerability dataset with
549 contracts. The second dataset, called real-world dataset, is used
to evaluate the effectiveness of FASVERIF in detecting real-world
smart contracts. We crawl 46453 Solidity source code files from
Etherscan [19], and then filter the contracts to remove duplicates.
We calculate the similarity of two files using difflib [17] package
of Python, and considered two contracts as duplicates when their
similarity is larger than 90%. Finally, we obtained 17648 Solidity
files containing 30577 contracts as real-world dataset. We add 11
smart contracts with the vulnerability of transferMint from the
real-world dataset to the vulnerability dataset, since the previous
datasets have not gathered this type of contracts.



Table 1: A comparison of representative automated analyzers for smart contracts. (Acc and F1 outside brackets correpsond
to the finance-vulnerable contracts, while those inside brackets correpsond to the vulnerable contracts, * denote automated

verifiers)
Types of Osiris SECURIFY* Mythril OYENTE VERISMART | SmartCheck Slither Manticore eThor” FASVERIF *
Vulnerabilities Acc(%) | F1 | Acc(%)| F1 | Acc(%)| F1 |Acc(%)| F1 |Acc(%)| F1 |Acc(%)| F1 |Acc(%)| F1 |Acc(%)| F1 |Acc(%) | F1 |Ace(%)| F1 | U
TOD-eth / / 96.43 0.98 / / 42.86 0.6 / / / / / / / / / / 100 1 10
TOD-token / / / / / / / / / / / / / / / / / / 100 1 0
™ 71.60 0.83 / / 45.68 0.62 76.54 0.87 / / / / 16.05 0.26 24.69 0.38 / / 95.06 0.97 33
(70.37) | (0.82) (44.44) | (0.62) | (75.31) | (0.86) (14.81) | (0.25) | (23.46) | (0.38) (93.83) | (0.96)
reentrancy 66.67 0.79 78.57 0.85 71.42 0.81 73.81 0.85 / / 73.81 0.85 85.71 0.91 38.09 0.41 83.72 0.92 90.48 | 0.94 2
(69.05) | 0.81) | (76.19) | (0.84) | (69.04) | (0.8) | (76.19) | (0.86) (76.19) | (0.86) | (83.33) | (0.90) | (35.71) | (0.40) | (86.05) | (0.93) | (88.10) | (0.93)
gasless send / / 92.19 0.95 82.35 0.67 / / / / 92.19 0.95 85.94 0.91 29.69 0.26 / / 100 1 7
81.20 | 0.89 95.30 0.97 90.27 0.95 98.99 0.99 19.40 0.11 99.33 0.99
overflow/underflow | (o1 | (o'gg) |/ 7| (9530) | (097) | (9027) | (0.95) | (98.99) | (0.99) | / / " o0y | @1y | ! T (9933) | (0.99) | 4
transferMint / / / / / / / / / / / / / / / / / / 100 1 0

Tools. We compare FASVERIF with the following representa-
tive automatic tools: OYENTE [44], Mythril[34], SECURIFY (ver-

sion 2)[62], ContractFuzzer [37], Osiris [60], Slither [36], SmartCheck [57],

VERISMART [55], Manticore [23] and eThor [54].

We do not compare FASVERIF with ZEUS [39], another auto-
mated verifier, since it is not publicly available. Besides, we do not
compare FASVERIF with semi-automated verification frameworks
while they need manual input of properties, which require cer-
tain expertise and is labor-intensive when evaluating hundreds of
contracts. Meanwhile, how to express the properties in different
specification languages equivalently becomes a problem and may
affect the fairness of comparison.

Experimental Environment. We experiment on a server with
2.50GHz CPU, 128G memory and 64-bit Ubuntu 16.04.

7.2 Statistical analysis

We first perform statistical analysis on real-world dataset. We manu-
ally classify the contract as finance-related or others taking the fol-
lowing parts of contracts into account and try our best to avoid mis-
classification: 1) Contract names. The usage of some contracts can
be shown in their name. 2) Contract annotations. The annotations
of contracts can provide us some information, e.g., the contracts’ us-
age.3) Inheritance of contracts. The children of token contracts can
possibly be token contracts. 4) Contract creation statements. The
contracts creating token contracts can possibly be token managing
contracts. 5) Ether transfer statements. The contracts transferring
ethers are ether-related. Note that the contracts that are difficult to
distinguish their usage are classified as others.

After the above classification, we find 27858 finance-related con-
tracts, including 6307 ether-related contracts (20.63%), 7661 token-
related contracts (25.05%), 5994 contracts both ether-related and
token-related (19.60%) and 7896 indirect-related contracts in total
(25.82%). The remaining contracts account for 8.89%. Hence, finance-
related contracts make up a major portion (91.11%) of the real-world
contracts, which validates the goal of generating properties aiming
to protect cryptocurrencies shown in Section 5.2.

During the classification, we find that since the official ERC20

[11] standard of Ethereum recommends using variable name balances

to denote token balances, most token contracts use names simi-
lar to balances to denote token balances. Besides, there are also
token contracts using names similar to ownedTokenCount due to
ERC721 [18] standard.

Table 2: The effectiveness of our method for identifying to-
ken contracts.

threshold 70 75 80 85 90
Acc(%) 98.31 | 98.32 | 98.32 | 98.50 | 98.46
F1(%) 98.13 | 98.14 | 98.14 | 98.31 | 98.27

To validate our observation and evaluate the effectiveness of our
methods to identify token contracts, we perform an evaluation on
real-world dataset. We search for contracts with variables of type
mapping(address=>uint) that have names similar to balances or
ownedTokenCount, while the similarity of two names is calculated
based on fuzzywuzzy[8], and the thresholds are set to 70, 75, 80, 85
and 90, respectively. We collect the following data under different
thresholds: 1) TP: the number of token contracts correctly identified.
2) FN: the number of token contracts that are missed. 3) FP: the
number of contracts misclassified as token contracts. 4) TN: the

number of contracts that are not token contracts correctly classified.

: = TP+TN ‘Fl= 2P
5) Accuracy: Acc = e pparn - 0) FI: F1= orpirpern - We only

show 5) and 6) in Table 2 due to the page limit. According to Table
2, our method achieves Accuracy and F1-score higher than 98%
under different thresholds. We choose 85 as our threshold finally.

7.3 Comparison

Unlike other automatic tools, FASVERIF detects the effect of the
vulnerabilities, i.e., whether causing the financial loss. To fairly
compare FASVERIF and other automatic tools, we run the tools on
vulnerability dataset, and collect two sets of results as shown in TA-
BLE 1. Here we call a contract with a vulnerability as a vulnerable
contract, and call a contract with a vulnerability causing financial
loss as a finance-vulnerable contract. We regard the number of
contracts correctly recognized as a finance-vulnerable / vulnerable
contract as TP, and regard the number of contracts correctly rec-
ognized as a contract that is not finance-vulnerable / vulnerable
as TN. The calculation formulas of accuracy and F1 are mentioned
above. Due to the page limit, we only show the accuracy and F1
of tools in TABLE 1. Note that TOD-eth, TOD-token, gasless send
and transferMint always cause financial loss, thus the two sets of
results for them are the same.

Totally, FASVERIF outperforms the representative tools that it
achieves higher accuracy and F1 values in the detection of vul-
nerable and finance-vulnerable contracts in vulnerability dataset.
Meanwhile, FASVERIF is the only one that is able to detect all the
types of vulnerabilities in TABLE 1 among the automated tools



mentioned above. Note that we fail to make ContractFuzzer report
any findings. Though being in contact with the authors, we are
unable to fix the issue and both sides eventually give up. SECURIFY
can output alerts for all contracts using timestamp, but is not tar-
geted to detect TD, so we do not compare its ability to detect TD
with FASVERIF.

We analyze the reason for the false results produced by different
automatic tools shown in Table 1.

TOD-eth,TD, gasless send: The above automatic tools detect
these types of vulnerabilities based on their pre-defined patterns
and their accuracy depends on the patterns. On one hand, progres-
sive patterns can result in false negatives. For example, SECURIFY
decides if a contract is secure against gasless send by matching the
pattern whether each return value of send is checked. However,
a contract checks the result of send but does not handle the ex-
ception, which evades the detection of SECURIFY. On the other
hand, conservative patterns can lead to false positives. For example,
OYENTE and SECURIFY detect TOD-eth according to the pattern
that when the transaction orders changes, the recipient of ethers
may also change. A contract returns ethers to their senders and the
first sender will be the first receiver. For this case, both OYENTE
and SECURIFY falsely report TOD-eth vulnerability. However, all
senders eventually receive ethers, i.e., the result is not changed with
the transaction order, whereas our equivalence property holds. Be-
sides, the tools using symbolic execution, e.g., OYENTE and Mythril,
may produce false negatives as they explore a subset of contracts’
behaviors.

reentrancy: EThor defines a property: an internal transaction
can only be initiated by the execution of a call instruction, which
over-approximates the property that a contract free from reen-
trancy should satisfy. Therefore, eThor gets more false positives
than FASVERIF in detection of reentrancy. The reasons for the false
reports of the other tools in the detection of reentrancy are still
inaccurate patterns.

Overflow/underflow: OYENTE, Mythril, Osiris assume that the
values of all the variables are arbitrary and output FPs for this cate-
gory. Differently, FASVERIF and VERISMART consider additional
constraints of variables, e.g., for the variables whose values are con-
stant, their values should be equal to the initial values. VERISMART
outputs 2 false positives due to its assumption: every function can
be accessed.

FASVERIF also produces 9 false negatives due to the error of
property generation. Specifically, FASVERIF fails to detect 2 con-
tracts with overflow. In these two contracts, the variable allowance
may overflow. We currently do not design the invariants for this
variable. So we manually define a new invariant according to the
two contracts and FASVERIF successfully discovers the vulnerabil-
ities. FASVERIF also misses 3 contracts with TD and 4 contracts
with reentrancy. These contracts use uncommon variable names
to denote token balances. We manually specify the key variable
names and finally find out the missed vulnerabilities.

To compare the efficiency of the above tools, we calculate the
average time taken by them to analyze one contract in vulnerability
dataset as follows: Slither (2.16 s), SmartCheck (4.93 s), €Thor (11.95
s), OYENTE (20.81 s), Mythril (55.00 s), VERISMART (63.45 s), Osiris
(73.52 s), SECURIFY (222.99 s), FASVERIF (829.61 s).
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7.4 Security analysis of real-world smart
contracts

To evaluate the effectiveness of FASVERIF in real-world contracts,
we conduct an experiment on randomly-selected 1700 contracts
from real-world dataset. FASVERIF reports 15 contracts with vulner-
abilities, of which 11 violates the invariant property and 4 violates
the equivalence property. We simulate attacks on these contracts
on a private chain of Ethereum and check the exploitability of the
vulnerabilities in them with on-chain states. We eventually find
that among the 15 contracts, there is one contract destroyed and
another contract with non-exploitable vulnerabilities, whereas the
vulnerabilities in the remaining 13 contracts are exploitable. Among
the exploitable bugs, there are 10 of transferMint vulnerabilities,
which cannot be detected by existing automatic tools as shown in
Table 1. Considering the proportion of vulnerable contracts found
and the vulnerabilities in them causing financial losses, we hope
our work can raise security concerns. The unexploitable contract
is a crowdsale contract selling tokens. The contract specifies that
users who buy tokens within a certain time frame can get bonuses.
However, the bonuses are no longer available after September 7,
2017, thus the vulnerability in this contract is not exploitable but
misclassified due to the incompleteness of FASVERIF.

Ethical Considerations. As Ethereum accounts are anonymous,
we attempt to identify the owners of the vulnerable contracts by
checking the contract code, the addresses of the contract creators,
and 685 bug bounty programs [16]. We also use a chat software [15]
to send messages to the addresses of the contract creators but do not
receive replies after waiting for 40 days. To avoid the abuse of these
vulnerabilities, we do not provide the addresses of the vulnerable
contracts or open-source FASVERIF. Instead, we present a simpli-
fied version of the destroyed contract and provide a website with
an interface to use the restricted version of FASVERIF [21]. Also,
our tool is available upon request for researchers with validated
identities for academic purposes.

Example. The contract Ex1 shown in Fig. 5 is a contract with
an exploitable bug. Note that this contract is simplified. In practice
there are conditional statements to avoid numerical operations
causing overflow/underflow. FASVERIF recognizes Ex1 as a token
contract and chooses the invariant token_inv. Specifically, assume
that the sum of token balances of to and msg. sender before the
transaction, i.e., balancesg[to]+balancesg[msg. sender] is value
C1, FASVERIF checks whether the sum after the transaction, i.e.,
balancesi[to] + balances;[msg.sender] can be different from
(1. In the verification, FASVERIF finds an execution that reaches
End() and has a constraint Pred_eq(to, msg. sender). According
to the constraint, msg. sender in all expressions are replaced with
to. Moreover, since the rules var_declare and var_assign are
in the execution, balances;[to] is replaced by balances;[to] +
value. Hence, the constraints balancesg[to] + balancesg[to] =
C1,balancesq[to]+value+balancesg[to]+value # C; are added
to Z3. As aresult, the constraints are satisfied with value # 0, which
indicates the invariant token_inv is broken and FASVERIF decides
this contract as vulnerable. Comparatively, SECURIFY, OYENTE
and Mythril fail to detect this type of vulnerability with unknown
patterns. VERISMART cannot detect this vulnerability that does
not cause overflow/underflow.



We set the verification timeout as 5 hours but 12 contracts can-
not be verified within that time. The remaining contracts take an
average of 2 hours and 40 minutes to verify. During the verification,
we manually set variable names for 14 contracts in which FASVERIF
cannot find key variables.

Besides, we compare TeEther [43] with FASVERIF on the 1700
real-world contracts. TeEther aims to reveal critical parts of code
that can be abused to get ethers and assumes that if the attacker as
an external account can obtain ethers from a contract, the contract
is vulnerable. TeEther considers two contracts vulnerable, while
FASVERIF considers them non-vulnerable. For the first contract, the
attacker can destroy it whereby get ethers, but FASVERIF cannot
detect this vulnerability which is not covered by our properties.
For the second contract, the attacker cannot disrupt its execution
and can only get ethers in normal ways. FASVERIF considers this
contract safe since no ether or tokens will be lost unexpectedly.

8 RELATED WORK
8.1 Automated bug-finding tools for contracts

Automated bug-finding tools fall into two categories: tools using
symbolic execution and tools using other technologies. Among the
tools using symbolic execution, OYENTE [44] executes EVM byte-
code symbolically and checks for vulnerability patterns in execution
traces. Mythril [34] uses taint analysis and symbolic execution to
find vulnerability patterns. Osiris [61] is specially designed for
detecting arithmetic bugs. In the tools using other technologies,
ContractFuzzer [37] instruments EVM to search for executions that
match patterns. SmartCheck [58] searches for specific patterns in
the XML syntax trees of contracts. VERISMART [55] generates and
checks invariants to find the overflow in smart contracts.

Compared with the above tools, there are differences between
FASVERIF and them: 1) FASVERIF provides a proof of our transla-
tion and implements the verification using formal tools. 2) The vul-
nerabilities detected by these tools are in a particular category or de-
pendent on pre-defined known patterns. Comparatively, FASVERIF
generates security properties on demand and covers various types
of vulnerabilities.

8.2 Verification frameworks for contracts

Verification frameworks formally verify the properties of contracts.
SMARTPULSE [56] is used to check given temporal properties of
smart contracts. Similarly, VerX [48] performs a semi-automatic
verification of temporal safety specifications. ConCert [28] is a
proof framework for functional smart contract languages. These
tools can verify functional properties of contracts, which are not
currently supported by FASVERIF, but need human involvement
to produce results. Differently, FASVERIF can generate and ver-
ify finance-related properties for contracts automatically. Besides,
according to their literature, the above tools cannot verify our equiv-
alence properties. CFF [29] is a formal verification framework for
reasoning about the economic security properties of DeFi contracts.
CFF proposes extractable value (EV), which is similar to our equiv-
alence property. Specifically, the equivalence property is used to
check whether an adversary can obtain profits through operations
such as reordering transactions, while EV is used to quantify the
profits an adversary can obtain. However, CFF takes into account
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more financial features, e.g., changes in exchange rates, which are
not considered in FASVERIF.

8.3 Automated verifiers for contracts

To the best of our knowledge, there are three automated verifiers
for smart contracts: €Thor [54], SECURIFY [62] and ZEUS [39].
eThor is a sound static analyzer that abstracts the semantics of
EVM bytecode into Horn clauses. As the literature of eThor states,
it can only detect reentrancy or check assertions automatically. In
addition, eThor cannot verify our equivalence property. SECURIFY
detects specified patterns extracted from control flows of contracts.
SECURIFY cannot solve numerical constraints and thus cannot de-
tect overflow and transferMint. ZEUS transforms smart contracts
into LLVM bitcode and uses existing symbolic model checkers. The
transformations are claimed to be semantics preserving which how-
ever are refuted by [54]. Besides, ZEUS uses pre-defined policies
based on known patterns. Thus, ZEUS may miss unknown vul-
nerabilities or variants of known vulnerabilities, e.g., transferMint
supported by FASVERIF.

8.4 Generating properties for other verifiers

We investigate whether our properties can be used by other ver-
ifiers. We study the following verifiers that can verify properties
automatically: ZEUS, VerX, SECURIFY, eThor and SMARTPULSE.
Among them, ZEUS is not publicly available, and VerX only pro-
vides a website that is no longer maintained. SECURIFY cannot
solve numerical constraints and thus cannot verify our properties.
eThor analyzes the bytecode of contracts, ignoring semantic in-
formation like variable names, so it is non-trivial to convert our
properties, which require variable names as part of them, into a
form that eThor can verify. Besides, we fail to make SMARTPULSE
[12] work by following the instructions on its webpage.

9 LIMITATIONS AND DISCUSSION

Limitations. We summarize limitations of FASVERIF as follows:

1) The average time to analyze a contract using FASVERIF is
longer than the one using other automated tools. According to
the experiment on vulnerability dataset, FASVERIF take an aver-
age of 829.61 seconds to analyze a contract, while the most time-
consuming one of the other automated tools take an average of
222.99 seconds.

2) FASVERIF currently cannot detect vulnerabilities that do not
cause financial losses, e.g., the overflow vulnerabilities that lead to
DoS, which is supported by some automated tools.

3) FASVERIF can only support vulnerabilities that are covered
by our properties under our assumptions. Specifically, we do not
consider the exchange rates and focus only on vulnerabilities that
result in abnormal token amounts or that allow attackers to gain
differently with different transaction orders or block timestamps.
Thus, the economical security property (considering the exchange
rates) proposed in [29], the airdrop hunting and self-destruction
vulnerabilities (not covered by our properties) are unsupported by
FASVERIF.

4) Solidity language is not fully supported. Due to the Turing-
completeness of Solidity [24], it is challenging to fully support



its features. Thus, we add the following restrictions to define a
fragment of Solidity supported by FASVERIF:

e Loops. FASVERIF supports unrolling of bounded loops, i.e.,
the execution times of loops are constant, where the loop
statement is replaced by equivalent statements without
loops. The unbounded loops, whose execution times can-
not be determined statically, are not supported. We find
2988 contracts (9.77%) with unbounded loops in real-world
dataset and omit them in our analysis.

o Revert. FASVERIF verifies the properties under the assump-
tion that all transactions can be executed to completion.
For transactions where a revert occurs, we assume that the
executions of the transactions do not result in the modifi-
cation of any variables.

e Contract creation. FASVERIF supports the case of static
creation of contracts in the constructors. To trade off ef-
ficiency and coverage for Solidity features, we omit the
contracts creating contracts via function calls. However,
we only find 4.67% (1428/30577) of contracts in real-world
dataset that create contracts via function calls.

e Function call. Given a set of contracts with Solidity codes,
FASVERIF requires them not to invoke functions in con-
tracts outside the set whose codes are unknown. FASVERIF
can only analyze codes given beforehand, which is an in-
herent defect of static analyzers [47]. We also count the
contracts calling unknown codes in real-world dataset and
finally find 1754 contracts (5.74%).

In summary, even with the above restrictions, FASVERIF can still
cover 82.41% (25197/30577) real-world contracts.

5) FASVERIF may get incorrect key variables or invariants. Though
our method of identifying key variables achieves accuracy higher
than 98% in real-world dataset, it still may misidentify some key
variables. Additionally, the correctness of the generated invariants
is also not guaranteed. As a result, incorrect variables or invariants
can lead to legitimate contracts being ruled out. Thus, we offer users
the option to manually set invariants and key variables instead.

6) The incompleteness of FASVERIF may lead to misclassify-
ing safe contracts as vulnerable, e.g., the online contract that is
unexploitable mentioned in Section 7.4.

Discussion. We choose Tamarin due to its well-supported mod-
eling of concurrent systems [45]. Using Tamarin gives us the flex-
ibility to add or modify rules in our models to verify hyperprop-
erties [31] like the equivalence properties requiring simultaneous
reasoning of multiple executions. In comparison, using other tools
may introduce more difficulties when modeling and verifying hy-
perproperties [31][27]. However, our extensions to Tamarin are
specific to finance-related properties and some features of Tamarin
are not used. It is interesting to further extend Tamarin in the future.

10 CONCLUSION

We propose and implement FASVERIF, which can automatically
generate finance-related properties and the corresponding mod-
els for smart contracts, and verify the properties automatically.
FASVERIF outperforms other automatic tools in detecting finance-
related vulnerabilities in accuracy and coverage of types of vulner-
abilities, and it finds 13 contracts with exploitable bugs, including
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10 contracts evading the detection of other automated tools to the
best of our knowledge.
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APPENDIX

A.1 Complete definition of function R and

rules mentioned in Section 4.2

Definition of function R
The function R shown in Fig. 8 translates five categories of state-
ments into rules. Since the translation of assignment statements
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and return statements are introduced previously, we introduce the
translation of statements in the remaining three categories here:
1) Conditional statements. Two rules if_true and if_false
are generated for statement if ej then stmt; else stmty. Here,
0c(ep) is a conditional fact representing that the value of ey, is true.
Similarly, 0y, (ep,) denotes that the value of e, is false. Var;o1, Var;oo
correspond to the states when stmty, stmty start to be executed,
respectively. The definition of the function 6, (e) is as follows:

oale) if e is a constant
oy(e) if e is a variable
B0 (e1, €2, ) if eise; O ey

Oc(e) = EqNum(8e(e1), Oe (e2))

NeNum(e (e1), Oe(e2))
LessNum(0c(e1), Oe(e2))

ifeise; = ey
if eise; # ey
ifeise; < ey

Here, numerical facts EQNum, NeqNum, LessNum denote the rela-
tionships between numeric variables. ¢ € {+, —, %, /, %, **} repre-
sents an operator in expressions. 0, (e1, €2, ¢) represents the term
translated from e Qez. As tamarin prover does not support numeri-
cal operators like ¢ and to avoid conflicts with existing operators
in tamarin prover, we convert ¢ into special forms and modify the
source code of tamarin prover to parse them, which are eventually
passed into Z3 for processing. For example, + is translated in to @
and — is translated into ©.

2) Internal call statements. Besides external accounts, contract
account ¢ can also invoke the function fy of another account cx
by executing the statement x(cx).fx (p), where p is a sequence of
parameters and x is name of the contract of account cy. In this case,
the execution of this statement can be divided into the following
steps: a) An internal transaction is sent by ¢ to invoke fx. To denote
this step, rule in_call is generated. Because the ether balances may
be modified during executions of fx, while local variables will not
change, terms denoting local variables in rule in_call are main-
tained in Varjo; fact, while terms representing the ether balances of
all accounts are put into Evar and terms denoting global variables of
account ¢ are put into Gvar. b) The codes in f; are executed, which
have been recursively modeled as shown in Fig. 8. ¢) fx returns,
which has been modeled in return statement category. d) The next
statement of fy is prepared to be executed. Rule recv_ret is gen-
erated for this step, indicating that c receives the return message
from cx and f is ready to continue executing.

3) Ether transfer statements. The misuse of ether transfer state-
ments using call is one of the reasons that cause attacks. Consider
a statement c,.call().value(v;), which means that the account ¢
who invokes the call() is to transfer ether vy to the account cy,
where v1 is assumed as a local variable. There are three cases for
the execution of the statement: a) the transfer succeeds. The ether
balance of ¢ is reduced by v; and the ether balance of ¢y is increased
by v1. b) the transfer fails and the ether balances of ¢ and cx are
not modified. c) the transfer succeeds with ether balances changed
in the same way as case a), but the fallback function is called prob-
ably in an unexpected way. The rules ether_succ, ether_fail,
fb_call are generated for the 3 cases respectively. In these rules,
we use oy(c) and oy (cy) to denote the ether balances of ¢ and cy.
In rule fb_call, fact Fallback indicates that the fallback function
is called. According to assumption C2 in the adversary model, the
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global variables of ¢ and ether balances of all accounts may be mod-
ified due to execution of the fallback function, thereby the terms
denoting these variables are put into Gvar and Evar facts, while
terms representing local variables are maintained in Var;.3. Here
I(w) outputs a term sequence by obtaining the name of all tuples in
o whose range = R|. In rule recv_fb_ret, ReturnFallback implies
that the fallback function finishes executing and a return message is
sent to c. The terms in Var;o3, Gvar and Evar are merged back into
terms in Var;jo301, which indicates that the function f continues
executing.

Complete form of rules mentioned in Section 4.2

As mentioned in Section 4.2, multiple rules are generated for
each function f in the contract of account ¢ to model the adversary
model C2:

[Fallback([oa(c), oa(H)D] - [1 —
[Callin([0a(c). 0a(f"). 0a(caan)] - o(seq(d’)))] (fb_in_call)

[Return([oa(c), oa(f"), 0a(caan) D] = [1 =

[ReturnFallback([oq(c), oa(f)]] (ret_fb)

Here, c,q, represents the address of the contract account owned
by the adversary. f” denotes an arbitrary function in the contract
of account ¢, and d’ denotes the parameters of f’. After the fall-
back function is triggered, an internal transaction is sent which
invokes function f’. Therefore, the rule fb_in_call indicates that
the fallback function of account c,y, is triggered by function f
in the contract of account c. The rule ret_fb indicates that the
adversary gets a return message after the execution of f/ and sends
a message denoting that the fallback function finishes executing.

A.2 Complete definition of rules mentioned in
Section 6.1 and function R’

Definition of function R’

We define a function R’ shown in Fig. 9 and 10 to generate rules
of the complementary models for the invariant property and the
equivalence property. R’ is similar to R and the difference is that
R’ takes an additional argument compared to R. This argument
is a string denoting the subscript for facts, and the value of this
argument is A or B. Given a rule r translated from a sequence of
statements by using R, we define a function fg(r, s) shown in Table
3 to output the rule generated by using R’ from the same sequence.
Here s denotes the subscript A or B. This function will be used in
our subsequent proofs.

Complete definition of rules mentioned in Section 6.1

1) rule init_gvars_inv

[FR(g(wo)\e(e0))] = [Initg(wo[1]), O (¢)] —
[Gvar([wo[1]] - g(wo)\e(wo))]

Here, ¢ can be any invariant in Section 5.2. The fact 0. (¢§) denotes
that the invariant ¢ holds after the initialization.
2) rule ext_call_inv

[Fr(ou(cp)), FR(o(seq(d)))] - [Start()] —
[Calle([wo[1], 0a(f), 0u(cp)] - o(seq(d)))]

(init_gvars_inv)

(ext_call_inv)



R(function f(d){stmt}, &, wg) = R(stmt, 1, [{oa(f), Tc. Ros En), (00 (cp), Tv, R, En), (ou(calltype), Ty, Ry, En ), (ou(depth), Ty, R, En)]
- @ - seq(d)) U {[Fr(oy(cp)), FR(a(seq(d)))] = [1 — [Calle([wo[1], 0a(f), 0u(cp)] - o(seq(d)))], (ext_call)
[Calle([wo[1], 0a(f), 0u(cp)] - o(seq(d))), Evar(e(wo)), Gvar([wo[1]] - g(wo)\e(@o))] ~ [] —

[Vari ([oa(f), 0u(cp), EXT, 0] - 0(o) - o(seq(d)))], (recv_ext)
[Callin([wo[1], 0a(f), 0u(cp), ou(depth)] - o(seq(d))), Evar(e(wo)), Gvar([wo[1]] - g(wo)\e(wo))] - [1 —
[Vari([oa(f), 0u(cp), IN, oy (depth)] - o(wo) - o(seq(d)))]} (recv_in)
R (01 — vg;stmt, i, ) = R(stmt, i o 1, @) U {[Var; (c(@))] = [1 = [Varie; (o:(w)] Z”EZ;; M) (var_assign)
R(t vy « vg;stmt, i, w) = R(stmt,io Lw - [{o0(v1), Ty, R, En)]) U {[Vari(c(w))] = [] = [Vario1(c(w) - [ou(v2)]) ]} (var_declare)
R(if ep then stmty else stmty; stmts, i, w) = R(stmty;stmts, io 1, w) U R(stmty;stmts,io 2, w)U
{[Vari(g(w))] = [0e(ep)] — [Vario1(c(w))], (if_true)
[Var;(o(w))] = [0ne(ep)] — [Varioz(o(@))]} (if_false)
R(require ep stmty, i, w) = R(stmty,io 1, w) U {[Var;(c(w))] — [Bc(ep)] — [Vario1 (c(w))], (require_true)
[Vari(o(w))] — [One(ep)] — [1} (require_false)
R(return,i,w) = {[Var;(c(w))] — [Pred_eq(w[3], EXT)] — [Gvar([w[5]] - g(w)\e(w)), Evar(e(w))], (ret_ext)
[Var;(o(w))] - [Pred_eq(w[3],IN)] — [Return([w[5], w[1], w[2], @[4]], Gvar([w[5]] - g(w)\e(w)), Evar(e(w)))]}

(ret_in)
R(x(cx)-fx (p)istmt,i, ) = R(stmt,io 1o 1,w) U {[Vari(c(®))] - [ = [Callin([oalcx), 0a(f), @ [5], @[4] ® 1] - 05(p)), Varie1 (o (w)\g(w)),
Gvar([w[5]] - 9()\e(w)), Evar(e(w)) ],
(in_call)
[Return([oa(cx), oa(fx), @[5], ou(r_depth)]), Varie1 (o (w)\g(w)), Gvar([w[5]] - g(w)\e(w)), Evar(e(w))]
— [Pred_eq(oo (r_depth), w[4] ® 1)] — [Varioto1 (o(w))]}
(recv_ret)
R(cx.transfer(vy);stmt, i, w) = R(stmt,io 1, w)U

(IVars o ()] = [] = Varioy (00 |~ (C")“g’;) = (C;’”e(fj )l

[Vari(a(@))] =[] — [, (transfer_fail)
R(cx.send(vy);stmt, i, w) = R(stmt,io 1,w) U R(stmt,io 2, w)U

(transfer_succ)

(Vari(a(@)] = ] = Variar (o(0) | 220l 2o(€))

[Vari(o(w))] = [1 = [Varicz (o (@))], (send_fail)
R(cx.call().value(oy);stmt, i,w) = R(stmt,io 1, w) U R(stmt,io 2, w) U R(stmt,io301,w)U

(Vari(a(@))] - [ = Nario (@) | — 0L 0 ),

[Vari(o(®))] — [1 = [Variz (o (®))]. (ether_fail)

op(cx) | oy(c)
ay(cx) ® 0y (v1) 0u(c) © oy(v1)
[ReturnFallback([w[5], @[1]]), Gvar([w[5]] - g(w)\e(w)), Evar(e(w)), Vario3 (I(w))] — [] = [Variozo1 (o (w))]} (recv_fb_ret)

(send_succ)

(ether_succ)

[Var;(o(w))] = []1 = [Varios(I(w)), Fallback([w[5], w[1]]), Gvar([e[5]] - g(w)\e(w)), Evar(e(w)] )], (fb_call)

Figure 8: Complete definition of function R.

Different from rule ext_call, an action Start() is added into rule 4) rule init_evars_AB and init_gvars_AB
ext_call_inv. The action is associated with the restriction:

All #i #j.Start()@i&Start()@j = i=j (start_inv) [FR(@((A)()))] _ [lnltE()] N [EvarA(e(wo)),EvarB(e(wo))]
This restriction requires that Start() occurs only once in an execu- (init_evars_AB)
tion of the model. [FR(g(@0)\e(@0))] = [Initg(@o[1])] — [Gvara([wo[1]] - g(wo)

%) rule ret_ext_inv \e(wo)), Gvarg([wo[1]] - g(w0)\e(wo))] (init_gvars_AB)

[Vari(o(w))] — [Pred_eq(w[3], EXT), One(¢), End()] —
[Gvar(Jw[4]] - g(w)\e(w)), Evar(e(w))] (ret_ext_inv) 5) rule recv_ext_A and recv_ext_B
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R’ (function f(d){stmt}, &, wp, @) = R’ (stmt, 1, [{oa(f), Te; Ro, En), {00 (cp), Ty, R, En ), (op (calltype), Ty, R, En),
{ou(depth), Ty, R|, En)] - @0 - seq(d), A) U R’ (stmt, 1, [{oa(f), Te, Ros En ), (00 (cp), Tv, R, En), (oo (calltype), Ty, Ry, En),
(00 (depth), Ty, R, En)] - wo - seq(d), B) U {[Fr(oy(cp)), FR(a(seq(d)))] = [ — [Callae ([wo[1], 0a(f), 0u(cp)] - o(seq(d))),

Callge ([wo[1], 0a(f). 0u(cp)] - o(seq(d)))] (ext_call_AB)
[Callpe ([ewo[1], 00 (f), 00 (cp)] - o(seq(d))), Evara(e(wo)), Gvara ([ewo[1]] - g(ewo)\e(wo))] = [Exca(ow(cp)), 0a(f))] —
[Varai([oa(f), ov(cp), EXT] - o (o) - o(seq(d)))] (recv_ext_A)
[Callge ([ewo[1], 04 (f), 00 (cp)] - o(seq(d))), Evarp (e(wo)), Gvarg ([wo [1]] - g(@o)\e(wo))] = [Exca (0u(cp)), oa(f))] —
[Vargi([oa(f), o0(cp), EXT] - o (o) - o(seq(d)))] (recv_ext_B)
[Callain ([wo[1], 04 (f), 00 (cp), oo (depth)] - o(seq(d))), Evara (e(wo)), Gvaraewo[1]] - g(wo)\e(wo))] - [] —
[Vara1([oa(f), 0u(cp), IN, op (depth)] - o(wo) - o(seq(d)))]} (recv_in_A)
[Callgin ([wo[1], 64 (f), 00 (cp), o0 (depth)] - o(seq(d))), Evarg (e(wo)), Gvarg[wo [1]] - g(wo)\e(wo)) ] = [1 —
[Vargi([oa(f), ou(ch), IN, op(depth)] - a(wo) - o(seq(d)))]} (recv_in_B)
R (07 — v stmt, i, 0, A) = R (stmt, i 0 1, A) U {[Varaoi (0(@))] = [] = [Varaoser (o(e)]| 222003 (var_assign_A)

oy (v2)
R (01  vy;stmt, i, 0,A) = R'(stmt, i o L, - [{op(21), Ty, Ri, En)], A) U {[Varaci (a(@))] = [] = [Varacie1 (o(w) - [ou(e2)])]}
(var_declare_A)

R’ (if ep then stmt; else stmty; stmts, i, w, A) = R’ (stmty;stmts,io 1, w,A) U R’ (stmty; stmts,io 2, w, A)U

{[Varaoi (o(w))] = [Oe(ep) ] = [Varacior (o (w))], (if_true_A)
[Varpoi (0(@))] = [One(ep)] = [Varacioz(o(w))]} (if_false_A)
R’ (require ep stmty, i, w,A) = R'(stmty,io1,w,A) U {[Varpei(o(w))] = [0e(ep)] — [Varaoior (o(w))], (require_true_A)
[Varpoi (0 (@))] = [One(en)] — [1} (require_false_A)
R’ (return, i, w,A) = {[Varaoi(c(w))] — [Pred_eq(w[3],EXT)] — [Gvara[w[5]] - g(w)\e(w)), Evara (e(w))], (ret_ext_A)
[Varaoi(0(@))] — [Pred_eq(w[3],IN)] — [Returna([w[5], w[1], w[2], @[4]], Gvara[@[5]] - g(w)\e(®)), Evara(e(w)))]}
(ret_in_A)

R (x(ex)-fr (p);stmt, i, 0, A) = R (stmt, i 0 10 1,,A) U {[Varaei (c(w))] = [] = [Callain([oa(cx), 0a(fx), [5], [4] ® 1] - o5 (p)),
Varaoio1 (0(w)\g(w)), Gvaraw[5]] - g(w)\e(w)), Evara(e(w))],
(in_call_A)
[Returna ([oa(cx), 0a(fx), @[5], ou(r_depth)]), Varacio1 (o(w)\g(@)), Gvarp[w[5]] - g(w)\e(w)), Evara(e(w))]
— [Pred_eq(o,(r_depth), w[4] ® 1)] — [Varacioto1 (o(w))]}
(recv_ret_A)
R’ (cx.transfer(ovy);stmt, i, w, A) = R’ (stmt,io 1, w,A) U {[Varac;(d(w))] — [] = [Varacio1 (c(w)] av(c:;gtr)u(vl) lcrv(c)%e(ir),,(ul) ,
(transfer_succ_A)
[Varpoi (a(w))] = [1 = [, (transfer_fail_A)
R’ (cx.send(vy);stmt, i, 0, A) = R (stmt,io 1, w,A) U R (stmt,io 2, w, A)U

(Varnei(0(@))] = [] = Narnoen (0(0)| T o0y,

[Varaoi(o(w))] = [1 = [Varacioz (0 ()], (send_fail_A)

(send_succ_A)

Figure 9: Complete definition of function R’ (Part 1).

recv_ext_A and recv_ext_B are associated with the following The following rule is used to compare the ether balances and
restrictions: token balances of the adversary:
All #i cpy.Exca(0p(cp)), 0a(f)) @i => [Gvara([w[4]] - g(w)\e(w)), Evara(e(w)), Gvarg ([w[4]] - g(w)
Ex #j.Excp(0u(cp)), oa(f))@)  (exc_A) \e(w)), Evarg(e(w))] = [One(Pequ), End()] — [Gvara([w[4]
All #i cp.Excp(00(cp)), 0a(f)) @i => - g(w)\e(w)), Evara(e(w)), Gvarg ([w[4]] - g(w)\e(w)),
Ex #j.Exca(oo(cp)), 0a(f))@j (exc_B) Evarg(e(w))] (compare_AB)
6) rule compare_AB 7) rule ext_call_bvar_AB
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R’ (cx.call().value(o;);stmt,i,,A) = R'(stmt,io1,w,A) UR (stmt,io2,w,A) UR (stmt,io301,w, AU

oo (cx) | 0y (¢)

(Varnoi (0 ()] = 11 = Varnoier (9(0) | =T8S |22

(ether_succ_A)

[Varpoi (o(w))] =[] = [Varacioz (d(w)) ], (ether_fail_A)
[Varaoi (o (@))] = [] = [Varacios (I(w)), Fallbacka ([ [5], w[1]]), Gvara[w[5]] - g(w)\e(w)), Evara(e(w) | Go(C:)ugtf)v(m) GU(C;'UG(?U(M) )1,
(fb_call_A)
[ReturnFallbacka ([ [5], w[1]]), Gvara[w[5]] - g(@w)\e(w)), Evara(e(w)), Varaoios (L(@))] — [] = [Varacioso1 (c(w))]} (recv_fb_ret_A)
R’ (v) « vp;stmt, i, w,B) = R'(stmt,io 1, w, B) U {[Varpo; (0(w))] — [] = [Varpgoeio1 (o(w) |%)]} (var_assign_B)
R (z 0y = vysstnt, i,,B) = R'(stnt, 10 1,0 - [(00(01). Te Ry E)]L B) U {[Varses ((@))] = [] = Varsuior (0(@) - [o0(2) D)1}
(var_declare_B)
R’ (if ep then stmt; else stmty; stmts, i, , B) = R (stmty;stmts,io 1,0, B) U R (stmty; stmts,io 2, w, B)U
{[Vargoi(c(w))] = [e(ep) ] = [Vargoior (c(w))], (if_true_B)
[Vargoi (o(@))] = [One(ep)] — [Varpoioz (o(w))]} (if_false_B)
R’ (require ep stmty, i, ,B) = R'(stmty,io 1, w,B) U {[Varpe;(d(w))] — [0e(ep)] — [Varpoio1 (o(@))], (require_true_B)
[Vargoi (o(@))] = [One(ep)] — [1} (require_false B)
R’ (return, i, w,B) = {[Varpoi(c(@w))] — [Pred_eq(w[3], EXT)] — [Gvarg[w[5]] - 9(@)\e(w)), Evarg (e(w))], (ret_ext_B)
[Vargoi (0(w))] = [Pred_eq(w([3],IN)] — [Returng ([@[5], ®[1], w[2], w[4]], Gvarg [w[5]] - g(@)\e(w)), Evarg (e(w))) ] }
(ret_in_B)

R (x(cx)-fx (p);stmt, i,w, B) = R'(stmt,io101,0,B) U {[Varge; (d(®@))] = [1 = [Callgin([0a(cx), 0a(fx), @[5], w[4] ® 1] - 05 (p)),
Vargoio1 (0(@)\g(w)), Gvarg[@[5]] - g(w)\e(w)), Evarg (e()) ],
(in_call_B)
[Returng ([0a(cx), 0a(fx), @[5], 0 (r_depth)]), Vargoior (0 (w)\g(w)), Gvarg[w[5]] - g(w)\e(w)), Evarg (e(w))]
— [Pred_eq(oo (r_depth), w[4] ®1)] — [Vargsio1o1(0(w))]}
(recv_ret_B)
oy (Cx) ay(c)

ou(cx) ® 0u(0v1) 0o(c) ©0u(v1)
(transfer_succ_B)

[Vargoi (o (w))] =[] — [1. (transfer_fail_B)
R’ (cx.send(vy);stmt, i, 0, B) = R’ (stmt,io 1, w,B) U R’ (stmt,io 2, w, B)U

R (cx.transfer(v;);stmt, i, w, B) = R'(stmt,io 1,w,B) U {[Varge; (c(w))] = [] = [Varpoio1 (c(w)|

(WVara (o)1 = [] = Varaees(0(0)]| - 0L 0@y,

[Vargoi(0(w))] = [1 = [Varpoeioz(o(@))], (send_fail B)
R’ (cx.call().value(o;);stmt, i, w, B) = R'(stmt,io 1,w,B) U R’ (stmt,io2,w,B) U R (stmt,io301,w,B)U

(send_succ_B)

Ty (cx) ap(c)
tharmeitot@n] = 1= Weatmeier (0015 e 5 g oy ton) o0t © 3y (o)

[Vargoi(a(@))] = [1 = [Vargoioz (c(@))], (ether_fail_B)

(ether_succ_B)

oy (Cx) | oy(c)
op(cx) ® 0y(v1) 0u(c) © op(v1) ’
(fb_call_B)

[ReturnFallbackg (Jw[5], @[1]]), Gvarg[w[5]] - g(w)\e(w)), Evarg(e(w)), Vargoios (I(w))] — [] = [Vargoioso1 (c(w))]}  (recv_fb_ret_B)

[Vargoi(o(w))] = [1 = [Vargoies (I(«w)), Fallbackg ([ [5], @[1]]), Gvarg [w[5]] - g(@)\e(w)), Evarg (e(w) |

Figure 10: Complete definition of function R’ (Part 2).

Specially, if a statement in function f uses block.timestamp, to C3 mentioned in Section 3.2.
ruleext_call_bvar_ABis generated instead of ext_call_AB. Bvarp
(bt4) and Bvarg (btg) facts are added in the conclusion of ext_call_ [Fr(ou(cp)), FR(o(seq(d))), Fr(bta), Fr(bip)] — [1 —
bvar_AB, which indicates that the adversary can modify the times- [Bvara (bta), Bvarg (btg), Callae (Jwo[1], 04 (f), ou(cp)]
tamp of blocks containing transactions in T4 and Tp, corresponding - o(seq(d))), Callge ([wo[1], 0a(f), 00 (cp)] - o (seq(d)))]

(ext_call_bvar_AB)
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Table 3: The correspondence between rules generated by R

and R’

r

fr(r,A)

fr(r,B)

var_assign

var_assign_A

var_assign_B

var_declare

var_declare_ A

var_declare B

if_true

if true A

if true B

if false

if false A

if false B

require_true

require_true_A

require_true_B

require_false

require_false A

require_false B

ret_ext ret_ext_A ret_ext B
ret_in ret_in_A ret_in_B
in_call in_call A in_call B
recv_ret recv_ret_A recv_ret B

transfer_succ

transfer_succ_A

transfer_succ B

transfer fail

transfer_fail A

transfer _fail B

send_succ send_succ_A send_succ_B
send_fail send_fail A send_fail B
ether _succ ether_succ_ A ether _succ B
ether fail ether fail A ether fail B
fb_call fb_call A fb_call B

recv_fb ret

recv_fb ret A

recv_fb ret B

In addition, to process Bvar facts, FASVERIF generates numeri-

cal constraints related to timestamps of blocks, which cannot be
modeled in multiset rewriting system. Specifically, according to
adversary model C3, if a contract uses block. timestamp, when ver-
ifying the equivalence property, FASVERIF processes Bvara (bt4)
and Bvarg (btg) in the execution with the following additional steps:
i) assign indices to each bty and btp in the order they appear in
the execution, starting with 0; ii) generate numerical constraint
bta; > bta(j—1) and btp; > big(;_y) for every index i except for 0.
ii) generate numerical constraint btg; <= bt4; + 15 for btu; and
btg; with same index i. The constraints in step ii) restrict that the
timestamp of blocks can only be increased and not decreased. The
constraints in step iii) indicate that the adversary can only increase
the timestamp by a maximum of 15 seconds.

A.3 An Example of vulnerable contract with
TD.

1 contract Ex3{

2 mapping(address=>uint) balances;

3 function dice(uint bet) public{

4 uint price = bet * 9 / 10;

5 if (block.timestamp % 2 == 1){

6 balances[msg.sender] = balances[msg.sender]+prize;
7

8

else{
9 balances[msg.sender] = balances[msg.sender]-bet;

Figure 11: Example Ex3: a vulnerable smart contract.

Example. Fig. 11 shows a simplified version of a practical con-
tract that violates the equivalence property. The function dice is
used to play a game. If block. timestamp is odd, msg. sender will
get a prize, i.e., his token balances will be increased. The contract is
recognized as a token contract since it defines a variable balances
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of mapping(address=>uint) type. An invariant property and an
equivalence property are both generated. In verification of equiv-
alence property, FASVERIF can find an execution that simulates
two sequences T4 and Tp consisting of a same transaction which
invokes dice. Correspondingly, since this two sequences only use
block.timestamp once, the terms bt4 and big are transformed
into bt g and btgg and a numerical constraint btgy <= bt4q + 15 is
generated as mentioned in Section 6.2. The token balances after T4
and Tp are obviously different as bt4 and btg could be in different
parity, which violates the equivalence property. Therefore, Ex2 is
regarded vulnerable by FASVERIF. The vulnerability in Ex2 is a kind
of TD. Although this is a known type of vulnerabilities, FASVERIF
still finds 3 contracts with TD that are deployed on Ethereum.

A.4 Soundness of the translations

To prove the soundness of the translation from Solidity language
to our models, we firstly introduce the custom semantics of So-
lidity [38], namely KSolidity. We also briefly explain the relations
between the modeling in FASVERIF and KSolidity, including the
configurations and rules for the configurations. Then, we explain
the notations and adopted theories preparing for the proofs. Finally,
we prove the soundness of FASVERIF.

A.4.1 A glance at K-framework and KSolidity [38]. KSo-
lidity is defined using K-framework [52], a rewrite-based executable
semantic framework. The definition of a language consists of 3
parts: language syntax, the runtime configuration, and a set of rules
constructed based on the syntax and the configuration.

Configurations organize the state in units called cells, which
are labeled and can be nested. The cells’ contents can be various
semantic data, such as trees, lists, maps, etc. As shown in Figure 12,
the configuration of KSolidity is composed of six main cells: (1) k,
the rest of programs to be executed, (2) controlStacks, a collection
of runtime stacks, (3) contracts, a set of contract definitions, (4)
functions, a set of function definitions (5) contractInstances, a set of
contract instances and (6) transactions, information for the runtime
transactions.

When an event occurs in the blockchain, e.g., a statement in
a function of a smart contract is executed, the contents in the
configuration are updated, i.e., a new configuration is yielded.
The rules in the K-framework describe how the configuration is
yielded upon different events. For example, a configuration ¢ can
be yielded to a new configuration by applying rule READADDRESS-
LocALVARIABLES, if the first fragment of code in ¢’s k cell matches
pattern readAddress( Addr:Int,String2Id("Local")) and the top
of ¢ contractStack records integer value N, which corresponds to
ctld of ¢’s contractlnstance cell that records Addr |-> V in sub-
cell Memory. As a result, the first fragment in c is substituted by
gasCal (#read, String2Id("Local")) ~ V, while the rest of the con-
figuration stays unchanged. In practice, the rule means that when
readAddress is executed, the value V is read from contract N’s local
variable whose address is Addr, before which some gas has been
consumed. The notation ~ is a list constructor (read "followed by").
The detailed explanations of the configurations and the rules can
be found in [38].



$PGM: SourceUnit >k

< ( Listltem(-1) )eontractstack ¢ -List >function5tack >
< List >new5tack < List >block5tack controlStacks
< < 0:Int >cntContractDefs >
¢ K deName  List Ysarevars { false Yconstructor - - -)contract® contracts

0:Int >cntFucti0nS

< < 0:Int >ﬂd < K >fName < K >inputParameters > . | functions
K >returnParameters < K >Body < K >FunQuantiﬁers o [function
0:Int >cntContracts T
< (-1):Int >ctId < K >ctName < -Map >ctC0ntext
< -Map >globalContext < -Map >ctType < -Map >ctLocati0n
-Map >ctStorage < -Map >Memory - |contractInstance* contractinstances

< 0:Int >slotNum < 0:Int >Balance

< < 1:Int >cntTrans < 0 |-> "Main" >tranComputation < K >Msg < List >msg5tack

. transactions
< 0:Int >gasConsumption < List >gasStack >

Figure 12: An example of configuration in KSolidity semantics

RULE READADDRESS-LOCALVARIABLES
readAddress(Addr:Int,String2Id("Local"))
gasCal(#read,String2Id("Local™)) ~ V:Value k

{ ListItem(N:Int)

(e

Relationship between facts and configurations: The con-
figurations In FASVERIF are mainly represented by the multiset
of facts. We give examples of the relationship between the facts
in FASVERIF and configurations in the K-framework, as well as
the relationship between the corresponding rules, to facilitate the
understanding of proofs in Appendix A.4.3.

Suppose that a function is currently executing, and the PC is
currently at a certain point, denoted as index i. As mentioned in
Section 4, fact Var; represents the current configuration in the
model generated by FASVERIF. We demonstrate the corresponding
configuration in KSolidity as follows:

s >contract$tack

< N >Cﬂd tractlnst
Addr | >V .. ->Memary -« « [contractInstance

o The sequence of the first three terms in Var;, denoted as
[oa(f), ov(cp), calltype], represents the current executed
function f, contract account ¢; who invokes the function,
and the type calltype indicating whether ¢, is an external
account or a contract account. Correspondingly in KSo-
lidity, the name f and ¢y, is statically recorded in sub-cell
fName and cName, respectively; and the runtime informa-
tion about f and ¢y, is stored in cell controlStacks. In detail,
the fId of f is stored on top of the stack functionStack ,
and the cId of ¢, is the second from the top of the stack
contractStack.

e The 4th term in Var;, denoted as o4(c), represents the
contract account whose function f is being executed. In
KSolidity, the cId of ¢ is top of the stack contractStack.

o The sequence after the 4th terms in Var; represents the
concatenation of three sequences: the global variables of
account ¢, ether balances of all accounts, and the current
local variables. In KSolidity, global variables, balances, local
variables are stored in ctStorage, Balance, and Memory,
respectively.
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Consider the case of initializations in the independent model
of FASVERIF, which prepares for a new transaction. Assume that
the contract account ¢’s function f is to be invoked by c;, at the
beginning of the transaction. Note that the contract accounts, e.g.,
¢, have been created, and it is also assumed that some transactions
may have finished execution before the initialization. The facts
Evar(e(wp)) and Gvar([og(c)] - g(@o)\e(wo)) are generated by ap-
plying the rules init_evars and init_gvars, which means the initial
values of balances and global variables of account c are set arbitrar-
ily. The initial configuration can be represented by [o4(f), oy (cp),
calltype=EXT, 64(c)] - g(wo)\e(wp) - e(wo), since there are no local
variables.

The first configuration in KSolidity corresponds to the one when
the blockchain starts running. For instance, the number of created
contract accounts is 0, as counted in cntContracts. Hence, the initial
configuration in FASVERIF corresponds to a certain configuration,
not its first configuration, in KSolidity. In the derivation of the
configuration in the K-framework, contract accounts have been
created, i.e., rule NEW-CONTRACT-INSTANCE-CREATION has been
applied for each creation, and transactions may also be executed,
i.e, multiple corresponding rules may be applied as well. Finally, the
application of the rules results in changing the value of the cells,
e.g., cntContracts, in the configuration.

A.4.2 Notations and theories. We recall definitions and the-
ories in Tamarin prover [42, 46], K-framework [49] and matching
logic [49] necessarily needed for proofs in Appendix A.4.3 as fol-
lows.

Tamarin [42, 46]: Given a set S we denote by S* the set of
finite sequences of elements from S and by S* the set of finite
multisets of elements from S. We use the superscript # to annotate
usual multiset operation, e.g., S1 U* S, denotes the multiset union
of multisets Sy, So, |S|* denotes the number of elements in S. Set
membership modulo E is denoted by €f and defined as e €g S if
Je’ € S.e’ =g e. Define the set of facts as the set ¥ consisting of
all facts F(ty,. .., t;), where t; are the terms. Denote names(F) as
the multiset of signature names of the facts in #. For a fact f we



denote by ginsts(f) the set of ground instances, i.e. instances that
do not contain variables, of f.

Definition A.1. (Multiset rewrite rule). A labelled multiset rewrite
rule ri is a triple (I,a,r), l,a,r € F*, written | — [a] — r. We
call | = prems(ri) the premises, a = actions(ri) the actions, and
r = conclusions(ri) the conclusions of the rule.

Definition A.2. (Labelled multiset rewriting system). A labelled
multiset rewriting system is a set of labelled multiset rewrite rules R,
such that each rulel — [a] — r € R satisfies the following conditions:

e [, a,r do not contain fresh names
o r does not contain Fr-facts

We define one distinguished rule Fresh which is the only rule
allowed to have Fr-facts on the right-hand side

[1 =[] = [Fr(x: fresh)]

Definition A.3. (Labelled transition relation). Given a multiset
rewriting system R, define the labeled transition relation —grC G* x

PG x G* as

(Fresh)

S Br ((S\*Ifacts(1)) U* r)

ifand only ifl — [a] — r €g ginsts(R U Fresh), Ifacts(l) c* S and
pfacts(l) ¥ S.

Here, we denote G as the set of all ground facts, i.e., facts that do
not contain variables, n is the name of a rule in R. Given a sequence
or set of facts S we denote by Ifacts(S) the multiset of all linear
facts in S and pfacts(S) the set of all persistent facts in S. Since the
persistent facts are not used in FASVERIF, we trivially conclude the
following lemma.

LEMMA A 4. [Simplified labelled transition relation] Given a mul-
tiset rewriting system R that does not have persistent facts,

S SR ((S\F) U r)
where n is the name of a rule in R, if and only if |l — [a] — r €g

ginsts(R U Fresh), 1 c* S.

Definition A.5. (MSR-executions) Given a multiset rewriting sys-
tem R, define its set of executions as

exec™ (R) :{Q)LR ...LRS,, |Va,i,j:0<i+#j<n.

(Si+1\*Si) = {Fr(@)} = (Sj+1\"S)) # {Fr(a)}}
The definition indicates that the rule Fresh is at most fired once for
each name in the transition sequence. r; is the name of a rule in R.

Definition A.6. (MSR-traces) The set of traces is defined as

traces™" (R) ={[r1,...,tn] [VO<i<nri#0
and (Z)i)R ... i>RS,1 € exed™" " (R)}

K-framework [52] and matching logic [49]:

A signature X is a pair (S, F) where S is a set of sorts and F is a set
of operations f : w — s, where f is an operation symbol, w € S* is
its arity, and s € S is its result sort. If w is the empty word € then f is
a constant. The universe of terms T5, associated with a signature %
contains all the terms which can be formed by iteratively applying
symbols in F over existing terms (using constants as basic terms,
to initiate the process), matching the arity of the symbol being
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applied with the result sorts of the terms it is applied to. Given
an S-sorted set of variables X, the universe of terms Tx(X) with
operation symbols from F and variables from X consists of all
terms in Tz (X), where 2(X) is the signature obtained by adding
the variables in X as constants to X, each to its corresponding sort.
One can associate a signature with any context-free language (CFG),
so that well-formed words in the CFG language are associated with
corresponding terms in the signature.

A substitution is a mapping yielding terms (possibly with vari-
ables) for variables. Any substitution ¥ : X — Tx(Y) naturally
extends to terms, yielding a homonymous mapping ¢ : T, (X) —
T5(Y). When X is finite and small, the application of substitution
Y {x1,...,xn} — Tx(y) to term ¢ can be written as t[/(x1)/x1, ...,
V(xn)/xn] = ¥(t). This notation allows one to use substitutions
by need, without formally defining them.

Given an ordered set of variables, W = {Uy,...,0,}, named
context variables, or holes, a ‘W-context over X(X) (assume that
XNW=0)isaterm C € Tx(X U ‘W) which is linear in W (i.e.,
each hole appears exactly once). The instantiation of a ‘W-context
C with an n-tuple f = (#1,...,t,),written C[#] or C[ty,..., ], is
the term C[t;/04, ..., t,/0n]. One can alternatively regard t as
a substitution  : ‘W — Tx(X), defined by #(UJ;) = ¢;, in which
case C[f] = £(C). A Z-context is a ‘W context over X where ‘W is
a singleton.

A rewrite system over a term universe Ty, consists of rewrite rules,
which can be locally matched and applied at different positions in
a X-term to gradually transform it. For simplicity, we only discuss
unconditional rewrite rules. A X-rewrite rule is a triple (X, [, r),
written (VX)! — r, where X is a set of variables and [ and r are
Ts (X)-terms, named the left-hand-side (lhs) and the right-hand-side
(rhs) of the rule, respectively. A rewrite rule (VX)! — r matches a
3-term t using W-context C and substitution 0, iff t = C[0[I]]. If
that is the case, then the term t rewrites to C[0[r]]. A (Z-)rewrite-
system R = (2, R) is a set R of X-rewrite rules.

L
Definition A.7. (K rule, K-system). A K-rulep : (VX)p[l_Q] over
a signature ¥ = (S, F) is a tuple (X, p, L, R), where:

o X is an S-sorted set, called the variables of the rule p;

o pisa ‘W-context over £(X), called the rule pattern, where
‘W are the holes of p; p can be thought of as the “read-only”
part of p;

o L,R: W — Tx(KX) associate to each hole in‘W the original
term and its replacement term, respectively; L, R can be
thought of as the “read-write” part of p.

l l L
We may write (VX)p[—l, ..., 2] instead of p : (V/\’)p[ﬁ] whenever
r r
W = {Oy,....00} and L(O;) = l; and R(C};) = ri; this way, the
holes are implicit and need not be mentioned. A set of K rules K is
called a K system.

Recall rule READADDRESS-LOCALVARIABLES in Appendix A.4.1.

L
When formalizing the rule as p, : (VX;)pr [R_r]’ according to Defi-
r
nition A.7, we obtain
readAddress(Addr,String2Id("Local")) )
gasCal (#read,String2Id("Local")) ~ V — k

<N 7>cantmct5lack < <N>cl1d <7 Addr -V ,>Memory >contract1nstance

Pr:



If we want to identify the anonymous variables, the rule could
be alternatively written as:
readAddress(Addr,String2Id("Local"))
gasCal(#read,String2Id("Local")) ~ V @k
(N D) contractstack { N)ciza (¢ Addr =V d)Memory )contractinstance

S

Here, we have:
X, = {Addr,V,a,N, b,c,d}
W, = (O}
pr = @)k N b)contractstack
{({N)¢rra {c Addr = V d)Memory ) contractinstance
L,(0) = readAddress(Addr,String2Id("Local"))

R, (0) = gasCal (#read,String2Id("Local")) ~ V

RULE ALLOCATEADDRESS-LOCALVARIABLES
allocateAddress(N:Int, Addr:Int,
< String2Id("Local"), V:Value) >k
gasCal(#allocate,String2Id("Local™)) ~ V

[

Another example is rule ALLOCATEADDRESS-LOCALVARIABLES.
The difference from the first example is that there are 2 cells to
be subistituted in the configuration. When formalizing the rule as

< N >ctId
MEMORY :Map
MEMORY (Addr [-> V)

- - « [contractInstance
'Memory

L
Pw: (VXy) pW[R—W], according to Definition A.7, we obtain
w

) allocateAddress(N, Addr,String2Id("Local"), V)
Pw gasCal (#allocate,String2Id("Local")) ~ V

MEMORY
<<N>ctId < ) _>Memory>contractInstance

MEMORY (Addr +— V
If we want to identify the anonymous variables, the rule could be
alternatively written as:
) allocateAddress(N, Addr,String2Id("Local"), V)
Pw: ( gasCal (#allocate,String2Id("Local")) ~ V

<<N> < MEMORY
cld \MEMORY (Addr — V)
Here, we have:

k

a

b)Memory)contractlnstance

X = {N,Addr, V, a, b, MEMORY }
W,y = {01, Uz}

Pw = {01 @)k { (Negga {02 D) rMemory )contractinstance
L,,(001) = allocateAddress(N, Addr,String2Id("Local"), V)
R\ ([J1) = gasCal (#allocate,String2Id("Local")) ~ V
L,,(03) = MEMORY
R\ ([J2) = MEMORY (Addr > V)

The matching logic [49] can serve as a logic foundation of K
system. We give some definitions and properties that we use as
follows.

Definition A.8. (Pattern). A matching logic formula, or a pat-
tern, is a first-order logic (FOL) formula. Let T~ denote the elements
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of Tz (X) of a distinguished sort, called configurations. Define satis-
faction (y, ) E ¢ over configurations y € T, valuations (can also be
seen as substitutions) Y : Ty (X) — Tx(Y) and patterns ¢ as follows
(among the FOL constructs, we only show 3):

o (y,¥) E3Xo iff (1, ¥') E ¢ for somey’ : Ts(X) — Tx(Y)

with ' (y) = ¥(y) forally € To(X)\X.

o (y,)Ermiffy=y(x), wherer € T.
We write = ¢ when (y, ) F ¢ forally € T and all : T5(X) —
= (Y).

Example: in rule ALLOCATEADDRESS-LOCALVARIABLES, p,, is an
abbreviated form of FOL logic formula:

EIDL a,N, DZ: b<<|:|1 a)k < <N>ctId <|:|2 b)Memory >contractInstance>Cfg

Here, (... )cf represents a configuration pattern.

LEMMA A.9. (Structural Framing) If o € Zs,, 5,5, and ¢;, (pi’ €
Patterny, such thatF ¢; — ¢ foralli € 1...n, thenF o(p1, ..., on)
N O'(qo{, e QR

Let Ts, (Var) be the set of -terms of sort s, and Patterng be the
s-sorted set of patterns. Therefore, think of 35, s, s as the pattern
0(X1:81,...,Xn : Sp).

Example: assume that
p = (gasCal (#allocate, String2Id("Local™)) _)k {5)ctid

Since F (5)¢q4 — T, where intuitively T is a pattern that is matched
by all elements, we can get E p — p’ by Lemma A.9, where

p’ = (gasCal (#allocate,String2Id("Local")) _)
LEmMMA A10. If (y,¢) E p, and = p — p’, then (y,¢) F p’

Following from the definition of reachability system which is
based on matching logic [50], we define the transition system in K
systems:

Definition A.11. (K-transition system) The K system K induces a
K transition system (T, — g, yo) on the configuration model. Here
Yo € T is the initial configuration.y —q¢ y' fory,y’ € T iff there

L

is a substitution  : Tx(X) — Tx(Y) and p : (Vz\’)p[ﬁ] in K with
Yy =¥ (p[L]) andy’ = ¥ (p[R]) also written asy iq( Y.

Definition A.12. (K-executions) Given a K-transition system (T, —¢¢
,Y0), define its set of executions as

P P Pn
exec™ (y0) = {yo = y1 —2% -+ 2% Yn}

Definition A.13. (K-traces). Given a K transition system (7", =
,Y0), define the set of K traces as

pn

P1 P2
traces™ (y0) = {[p1.- ... pul | Yo =% 1 =% - =% ¥Yn}

A.4.3 Proof of Soundness. In this section, we first introduce
some definitions, propositions and lemmas that will be used in the
subsequent proofs. We then briefly describe the property we want
to prove that FASVERIF satisfies, that is, soundness. Finally, we
introduce and prove a theorem and show how it can be used to
prove the soundness of FASVERIF. Note that the proofs can improve
the faithfulness of FASVERIF, but it still does not mean that the
results of FASVERIF are completely reliable, due to the informal
part of FASVERIF, i.e., the property generation, and the gap between



Solidity and EVM bytecode. Here we regard the property generation
as an informal part since our properties are generated based on our
statistical analysis instead of using formal methods.

Given a set of source codes in Solidity language S = {c1,c2,...,cn},
we define the K system of KSolidity K, the independent model of
FASVERIF R, the complementary model for the invariant property
Riny and the complementary model for the equivalence property
Requ as follows.

Definition A.14. (Ks) Ks = {REQUIRE, OUT-OF-GAS, ...}, as
shown in Figure 13,14,15,16,17,18,19. The K system K induces a K
transition system (T, >, yo) according to Definition A.11. Here
the k cell in yp is (Cj)k wherecj € S.

Note that we include a subset of KSolidity rules. For instance,
rules for while statement and arrays are not included. To improve
readability, we also remove redundant and similar rules for proving.

Definition A.15. (Rs) Rs = R(c1)UR(c2)U. .. R(cp)U{init_evars,

init_gvars, fb_in_call, ret_fb}.

Pn+ Pm
(1) 3pnsts-->Pml. vn _—I‘WKS S K Ym

(2) Vyj.n < j<m— —typed(yj).

The transitions of i and ¢ during the transitions of states are
shown in Table 6. On the ninth row of Table 6, the notation _
means the function of an external transaction to be executed is not
concerned (can be an arbitrary one).

Assume the KSolidity semantic is correct and relatively com-
plete as claimed, so the KSolidity rules shown in Table 4 should
correctly correspond to state transition during a transaction. Hence
we propose the following assumption:

PROPOSITION A.21. Given a K transition system (T, =g, o)
that satisfies Ks k= a. Forany [p1, ..., pn] € traces™s (yy), o i)(](s

P2 Pn s
M — g, ... =g, An corresponds to a sequence of state transitions
so = S1 = -+ = spy, and there exists a strictly monotonically
increasing function f : {0,...,m} — {0...,n} such thaty; = Af(j),
where sj = (yj,ij,¢j).

Definition A.22. (K Successors). Let p € K, succy(p) represents

Definition A.16. (Rino) Rino = R(c1)UR(c2)U. .. R(cn)\ {ext_call, regxk YK successors of p such that

{init_evars,ret_fb,fb_in_call,init_gvars_inv,ext_call_inv,ret_ext_

inv}.

Definition A.17. (Requ) Requ = R'(c1) UR'(c2) U ... R (cn)

U{init_evars_AB,init_gvars_AB,ret_fb_A ret_fb_B, compare_AB

,fb_in_call A, fb_in_call_B}.

Note that the semantics of function calls in KSolidity is designed
from a general point of view, and the K-rules corresponding to
ether_succ, ether_fail, fb_call are not implemented, so we
omit the proof for the 3 rules.

Let a runtime process of Solidity be a state transition system,
named Solidity process, that the state is yielded iff a Solidity function
is called or a statement in a Solidity function is executed, and the
next transition is prepared to be executed.

Definition A.18. (State-typed configurations) Define a configu-
ration y as state-typed, writtern typed(y), when the first fragment
of code in k cell of y is shown in Table 5.

Definition A.19. (States of Solidity process) Given a state-typed
configuration y, define a state of Solidity process as (y, i, ¢). Here, i
represents the position of a state on the syntax tree of its function,
and c is the sequence of codes (including statements and functions)
of the current function to be executed. i and ¢ can be computed
from the configuration y and the correspondence between them is
shown in Table 4.

In Table 4, the first column represents the type ID we assign
to the current state, and we denote T(s) as type ID of state s. Let
function F, (i, id) be the key facts to be consumed when the state
transits from the position i and type id. We manually assign the
value of F¢(i, id) in the table which is used for latter proving. Here,
the key facts are the ones that can be identified and used to build
the correspondence relationship in the proof.

Definition A.20. (Transition relations of states of Solidity process)
Define the transition relation (yn, in, cn) = (Yms im, ¢m) represent-
ing that a state (yp, in, cp) is yielded to state (ym, im, cm) when the
following conditions hold:

22

p p
succi (p) = {p1 € Ks | Ty, v2. 13711 —x, v2 —1>7<S Y3}

Definition A.23. (Code Successors). Let p € K, succc(p) repre-
sents the set of code successors of p:

succe(p) ={p1 € Ks | . 1.y (p[R]) = Y1 (p1[L1])}
where p: (VX)pl 7] and pr + (VX0)p1 [

LEMMA A.24. Foreach p € K, we have
succy (p) C succe(p)

Proor. We prove the lemma by the following sequence:
1)
2) By Definition A.22, 3y1, y2, y3.11 —p—wKS Y2 i>st Y3-

Assume p; € succg(p).

Eliminate 3 in (2), i.e., y1 ﬁ)‘Ks Y2 ﬂ”Ks 3
By (3) and Definition A.11,
3.y = y(p[R])

Eliminate 3 in (4), i.e,, y2 = ¥ (p[R])
By (3) and Definition A.11,

Fn.y2 = Ya(p1(L])
By (5), (7),

Y(p[R]) = ya(p1[L])
By (7) and Definition A.23, p; € succe(p).
By (1) and (8), proved.

m}

Definition A.25. (=). Lety be a configuration in Ks, and p be
a pattern, we write y = p iff there exists a substitution , such that

r.¥) Fp.

Definition A.26. (2-tuples and sets in K.) In system K, let
local/global variables be L(y) /G(y), i.e., the Memory/ctContext cell
of the contract on top of the contractStack of configuration y. Let
balances be E(y), i.e., union of Balance cell of all contractInstance cells.
Define Ly, (y)/Gy(y) which collects the local/global variables from



Table 4: Correspondence relationship of translated rules from Solidity codes.

D States of solidity process in function f; KSolidity FASVERIF

yP ¢ Start or key rule Command in rule Correspondence Valuation & Key Rule Fe(i,id)
(y, ¢, function fe(d){stmt}) functionCall(C:Int;R:Int; . {Call,, GVar
1 FuncTION-CA Es~d & d))) =d ecv_ext
= (y/,1,stmt) UNCTION-LALL F:Id;Es:Values;M:Msg) s (o(seq(d))) recv_ex ,EVar}
local state: (y, i, x(cx).fx(p); stmt) = functionCall(C:Int;R:Int;
2 Recipient state: (y/, 1, stmty) FuncTion-CALL F:1d;Es:Values;M:Msg) Es~p E(o(seq(p))) =p in_call {Var;}
local state: .= (y”/,io 10 1, stmt)
(y,1,01 < vp;stmt) X~ 01 . {Var;}
ey W1 X:Id=V:Val =
3 = (o1 stmt) , WRITE d alue Vo E(oy(vg)) =02 var_assign Vari]
R ;stmt X ~ N
4 (Y:i EYU/I itlljzstmt) ) .., VAR-DECLARATION T:EleType X:Id=V:Value v~ :; E(oy(vg)) =02 var_declare {Var;}
,i,if ep th tmt; el tmty; stmt. if (t S:Stat t .
5 i if e (-;‘n_s mty else stmty; stmts) ... R5 1f (true) aremen true ~ ep E(be(ep)) = true if_true {Var;}
= (y/,io1,stmty;stmts) else S1:Statement
(y.1,1if ep then stmt; else stmty; stmts) if (false) S:Statement .
’ - false ~ = fal f_fal Var;
6 = (y’,io2 stmty; stmtz) R else S1:Statement atse~ & &(6e(ep)) aise 11_talse {vari}
7 (y,i,require ep; stmt) REQUIRE require(true) true ~ ep E(be(ep)) = true require_true {Var;}
8 = (y’,io1,stmt) - REQ require(false) false ~ ep E(0e(ep)) = false | require_false {Var;}
9 (y,i,returni}); = (v, 4,_) ..., RETURN-VALUE return E:Value E~i ret_ext {Var;}
10 (y,i,return i}); = ...(caller states) ..., RETURN-VALUE return E:Value E~i ret_in {Var;}
11 (y,i,cx.transfer(vy); stmt) #memberAccess(R: Id,F:Id) MsgValue ~ 01 transfer_succ {Var;}
——— ..., TRANSFER-FUND-BEGIN & = ——
12 = (y’,io1,stmt) NMsgValue:Int R~ cx (o0(01)) =01 transfer_fail {Var;}
13 (y,i,cx.send(v1); stmt) #memberAccess(R: Id,F:Id) MsgValue ~ 01 send_succ {Var;}
—— ..., SEND-FUND-B & = ——

14| = (y,iolstmt)or= (y',io2 stmt) END-EUND-BEGIN NMsgValue:Int R~ cx (00(01)) =01 send_fail {Var;}

Table 5: The code of state-typed configurations

code

functionCall(C:Int;R:Int;F:Id;Es:Values;M:Msg)

X:Id=V:Value

T:EleType X:Id=V:Value

if (true) S:Statement

if (false) S:Statement

require(true)

require(false)

return E:Value

#memberAccess(R:Id,F:Id)

Table 6: Transitions of states of Solidity process

transition

(7, ¢, function f.(d){stmt})
= (y/,1,stmt)

local state: (y, i, x(cx).fx(p); stmt)
= Recipient state: (y, 1, stmty)
local state: .= (y”,io 101, stmt)

(y,i,01 « vg;stmt) = (y’,io 1, stmt)

(y,i, T 01 « vg;stmt) = (y/,i01,stmt)

(y,i,1f ep then stmt; else stmty; stmts)
= (y’,io1,stmty;stmts)

(y,i,if ep then stmt; else stmty; stmts)
= (y’,io2,stmty; stmtsz)

(y,i,require ep; stmt)
= (y’,io1,stmt)

(y.i,returni) = (y’,¢,_)

(y,i,return i) = ...(caller states)

(v, i, cx.transfer(vy); stmt)
= (y/,io 1, stmt)

(7, i, cx.send(v1); stmt)
= (y/,iol,stmt) or = (y’,io 2, stmt)

cell globalContext, respectively. Define G(y, x)/ G4(y, x) as global
variables of contract x collected by using cell ctContext/globalContext,
respectively, in configuration y. Define S(y) as the collection of all
contract ID in configuration y. Define M (y) as the current transaction
of configuration y. Formally,

L(y) = {(a.9) | y ® (¢ _)contractstack { {)etrd {_a = d _)ctContext
{_a > Local_)ctrocation {_d ¥ 0 _YMemory )contractInstance }
Lp(y) = {(a ) |y & (¢ contractstack { {€)ct1a
{(_aw> d _)globalContext {_ @ > Local_)ctLocation
(_d ¥ 0 _YMemory )contractinstance }
G(y) ={(a,0) | y ® (¢ _)contractstack { {€)etta {_ @ > d _)ctcontext
(_a > Global _)ctrocation (_d > v JctStorage )contractinstance }
Gy, x) ={(a0) |y B {({()era {_a > d _ercontext
(_a > Global _)ctrocation (_d v _>ct5tomge )contractinstance }
Gp(y) ={(a0) |y & (€ )contractstack
(Yema {_a > d _)globaiContext {_ @ = Global _)ctLocation
(Ld—o Jctsrorage )contractInstance }
Gg(y.x) ={(a,0) |y = ({x)etra {_a > d _)globaiContext
(_a > Global _)ctrocation (_d > v JetStorage )contractinstance }
E(y) ={(av) | vy & ({a)ctid {v)Balance)contractinstance }
S(y) =A{x | y & {{x)ct1a)contractinstance }
M(y) = (c,r, f,mem) iff y =
(ListItem(r)ListItem(c))contractStack
(ListItem(#state(_,f,_, ) >functian5tack {0)GasConsumption

(A etta <mem>Memory Ycontractinstance

We also define information about the contexts in cell function-
Stack as follows.

Definition A.27. (Contexts in function stacks).
STACK(y) ={s |y =

(_ListItem(#state(s, ,_,_, 7))7>function5tack}
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Ls(y,s) ={(a,v) | Fd.(ar>d es) Ay =

( (_aw> Local_)ctLocation {_d 0 _>Memory )contractInstance}

BRy = PBrn A Binite A Binit

La(y) = {Ls(y,s) | s € STACK(y)} Br, =VIr1,...,rn] € traces™" (Rs).rp = ret_ext
ry n
initE = VO F, e ST (Rs).Vje{1,...,n}.
Here, an element in STACK(y) is a copy of the cell ctContext. Pinice —;Rs R, € exec™ (Rs).Vj € { n}
It represents the addressing information for both global variables YV, V' e F;. v # V' A names({V}) = {Evar} —
and local variables, which is used for context switching. Assume names({V’}) # {Evar}

STACK(y) = 0 just when a transaction starts. " o
Binitc =V0—R, ... —Rr,Fn € exed™ " (Rs) Vj € {1,...,n}.
Definition A.28. (terms, vars, gvars, evars) Given a fact f, define vV, v’ et F;.V #V’ A names({V}) = {Gvar*} —
terms(f) as the sequence of terms in f, define vars(f), gvars(f), evars(f)
as the sequence of terms representing variables, global variables,
and ether balances in f, respectively.

names({V'}) # {Gvar*} A names({V'}) # {Var}}

We define formula « to set up the initial configuration and rules
of K to filter out the executions that we wish to discard. Similarly, we define formulas fg,,, and fig,,, according to the
restrictions of the complementary models for the invariant property

® ap,: pp starts a transaction. It also indicates that the en- and the equivalence property, respectively.

vironment, i.e., configuration, for executing a transaction

has been prepared. For example, the contract accounts, i.e., e f’ :ry ends a transaction
. Tn .

() contractinstance> have been created and functions <>functi0n lfm. ¢E The terms representing the ether balances are ini-
have been loaded.

T tialized only once.
ap,: The tr ans.ac.tlon is external. ! i+ The terms representing global variables are initial-
ap,: No error is in the trace.

: ized only once for any contract.
ap,: pn ends a transaction.

Bstart: Only one transaction is executed.
ainit: At the start of a transaction, local variables in all con-
tract instances are empty, and the addressing information
for global variables stored in globalContext and ctContext

is the same. , , ,
BRino = Pstart N Br, A Binitg N Binic
Bstart =VI[r1,...,rn] € traces™  (Riny) Vr,r" € {r1,...,rn}
a = ap, Aap, Aap, A &p, A Qinit r#r A r=ext_call inv — r’ #ext_call_inv
ap, =V[p1,....pul € traces™ (yo).p1 = FUNCTION-CALL Bl =V[re.....ral € traces™ (Riny).rn = ret_ext_inv
— 7(5 n
ap, =V[p1,...,pn] € traces” (yo). Bk = V@L,Ri"v " r—’R,-m,Fn € exec™" (Rino).
p4 = INTERNAL-FUNCTION-CALL Vie{l,... 0}V, v’ et Fj.V# V' A names({V}) =
. (]<‘S
ap, =V[p1,....pn] € traces™ (yo). {Evar} — names({V'}) # {Evar}
Vp € {p1,...,pn}.p # PROPAGATE-EXCEPTION-TRUE

Bt = V(DLRM ... l’Ri,an € exec™" (Riny).
Vie{l,...,n}VV, V' € F;.V £V’ A names({V}) =
{Gvar®} — names({V'}) # {Gvar*}A
names({V'}) # {Var}}

ap, =V[p1,....pnl € traces(KS(yo).
pn = PROPAGATE-EXCEPTION-FALSE
ainit = Vx € S(yj).Lg(yj, x) = L(yj, x) = 0A
Gy(yjsx) = G(yj,x)

We also define formula fg_ according to the restrictions of the
independent model to filter out the executions of Rs that we wish
to discard.

BexcaB: Two sequences T4 and Tp consisting of the same

transactions are executed.

e f, :ry ends a transaction. . ﬁcomp: rn ends two sequences of transactions.

o finitg: The terms representing the ether balances are ini- BinitE / BinitEg: The terms representing the ether balances
tialized only once. are initialized only once.

® finitG: The terms representing global variables are initial- BinitGa/BinitGy: The terms representing global variables
ized only once for any contract. are initialized only once for any contract.
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BRegu = BexcaB N Peomp A Pinitea A PinitGa A Piniteg A PinitGp
BexcaB = VQLReunl e LReunn € exed™" (Requ)-
{terms(V) | V € F, A names({V}) = {Callpe}} =
{terms(V) | V €* F,, A names({V}) = {Callge}}*
Peomp =V[r1,....rn] € traces™" (Requ).rn = comp_AB

r r
EV0—1>R Fi...5p

equ

Fp € exec™ (Requ)-
Vjie{l,...,n}VV, V' € F;.V £V’ A names({V})
= {Evara} — names({V'}) # {Evarp}

ﬁinitEA

equ

= V@LREunl ... i’REunn € exec™" (Requ)-
Vie{l,...,ntVV, v’ &* Fj.V # V' A names({V})
= {Gvarpa™} — names({V’}) # {Gvara*}A

names({V'}) # {Vary,}

ﬂinitGA

r n
ﬁinitEB = Vm_l’Reunl e _’Reunn € exec™" (Requ)-
Vie{l,...,n}VV, V' € F;.V £V’ A names({V})
= {Evarg} — names({V'}) # {Evarg}

= V058, F1 .~ Ry Fr € €xec™ (Requ).
Vje{l,...,n}VV, V' € F;.V £V’ A names({V})
= {Gvarg™} — names({V'}) # {Gvarg™}A

names({V'}) # {Varg;}

ﬁinitGB

When a rule in R; is applied (except fresh rule), the variable
terms of facts on the right-hand side of the rule are substituted by
constant terms or fresh names. Therefore, the produced multiset
of facts by the rule has no variables terms, which can correspond
to a configuration in K, if the concrete terms and fresh names
are assigned with values of data type in K. Hence, we build the
relationship between the terms and the corresponding values in K
as follows.

Definition A.29. (Valuation &). Given a term x in a fact, let
valuation E(x) output x’s value of data types in Ks. If x is a fresh
name or constant term, the value is assigned beforehand; otherwise,
if x is a variable term, after the terms in its fact are substituted (i.e., a
rule, where the fact is on the right-hand side, is applied), it is evaluated
according to the substituted constant terms and fresh names.

The valuation can be seen as a process of calculating the value
of a variable term, based on the assignment of the constant terms
and fresh names.

Definition A.30. (<>y). Let A be a 2-tuple derived from a configu-
ration y in Ks. Let B be a sequence of terms obtained from vars in Rs.
We write A <, B, if there exists a bijection between A and B such
that whenever (a,v) € A is mapped to x € B, we have that

v=_&E(x)
When A <, B, (a,v) € A and x € B, we also write (a,0) <4 x if
this bijection maps (a,v) to x.

REMARK 1. Note that <> has the following properties.

25

[ IfAl <, By and Ay <>, By, then A1 U Ay <>, B{ UBy
o IfA; &y Bi,anda <, b fora € A; and b € By, then
Ar\{a} o Bi\{b}

Recall that the first and fourth parameter in fact Gvar and Var
represents its contract name, respectively. To differentiate the facts,
we denote Gvar® and Var* as the fact for the contract with ctld x
(corresponding to the first and fourth parameter of the fact, respec-
tively) in K;; we also omit the tag x, i.e., denote the facts as Gvar
and Var, if x is the current running contract in the corresponding
K; (in the following proofs, a state in K always corresponds to
a multiset of facts). Though in most cases of the proof the tag is
not used, it is useful when analyzing the case related to context
switching.

LEMMA A.31. Given function (transaction) code c, define Cy(c, i)
as the first parameter of R when R is recursively applied on c and i
is the second parameter of R; define Cp(c, i) as the third element of a
state when the state is at a transition running c and i is the second
parameter of the state.

Then we have

E Vi, c.Cr(c, i) = Cp(c, i)

Proor. We proceed by induction over the number of state tran-
sitions.
If a function ¢y is running, and a sequence of state transitions
on running ¢ is
So =851 = ...
where s; = (yj,ij,¢j).
Base case. For s
(1) By Table 4, T(sp) =1 and ip = 0.
(2) By Definition of R, C»(co, ip) = Cr(co,0) = co
(3) By Definition of Cy and Table 4, Cp(co,0) = co
(4) By (2).(3), Cr(co, 0) = Cp(co,0)
Inductive Step. Assume the invariants hold for ij. We have to
show that the lemma holds for the successors of i;.
Case: T(sj) =1,
(1) By Table 4, denote Cp(co,ij) = function f(d){stmt}
(2) By (1) and inductive hypothesis,

Cr(co,ij) = function f(d){stmt}

(3) By (1).i;=0
(4) By (1), (3), and Table 4, Cp(cop, 1) = stmt
(5) By (2) and Definition of R,

Cr(co, 1) = stmt

(6) By (4).(5), Cr(co, 1) = Cp(co, 1)
Case: T(sj) = 2...14, the proof of the cases is similar to the
case T(s;) = 1, and we omit the proof for the cases. o

LEMMA A.32. Let (7, =%, v0) be a K transition system that sat-
isfies K F a. Let Rs F Binite A Pinitc- If

Pn

P1 P2
Ao —>7(S /11 —)7(3 e —>7($ /ln



where [p1, ..., pn] € traces™s (yo), and it corresponds to a sequence
of state transitions according to Proposition A.21:

S) = S1 = = Sm

where sj = (yj,ij,cj), then there are (r, F1), (r2, F2), ..., (rm, Fr),
such that
r r2 m/
0 —pg, F1 =g, ... —R, F

and there exists a valuation & and a monotonic, strictly increasing
function g : {0,...,m} — {0,...,m’} such that g(m) = m’ and for
allj e {0,...,m}
(a) Fe(ij, T(sj)) € names(Fy(j))
(b) T(sj)=1— 3V e* Fy(j)-
G(yj) <o gvars(V) A names({V}) = {Gvar}
(© T(sj) >1— 3.3V €* Fyj.
G(yj) <o gvars(V) A names({V}) = {Var;}
(d T(sj)=1—3V et Fy(j)-
E(yj) <o evars(V) A names({V}) = {Evar}
(e) T(sj) > 1 — 3i.3V € Fy(j).
E(yj) <o evars(V) A names({V}) = {Var;}
() T(s5) =1 L(y;) =0
(®) T(sj) >1— 3i3V € Fy(y.
L(yj) <o vars(V)\gvars(V)\ A names({V}) = {Var;}
(h) Vx € S(y;).Gy(y,x) = G(y, x)
(i) Vx € S(yj) Lg(yjx) =0
(j) Vl e LA()/j).Hi.HV et Fg(j)'
1 &4 vars(V)\gvars(V) A names({V}) = {Var;}
(k) Vx € S(yj).3v et Fy(j)-G(yj, x) 9 gvars(V).

Proor. We proceed by induction over the number of state transi-
tions k. Denote i(y) as the contract ID of on top of cell contractStack
of y. Note that to achieve readability of the proof (besides strictness),
we omit the details of a derivation if the derivation is similar to one
that has been illustrated for another conclusion.

Base case. For k = 0, we let g(0) =t + 2, if there are t contracts
translated by R. Choose a function of a contract to run and let
F1, F3, F3 be the multiset obtained by using the rule init_evars,
init_gvars, ext_call in order respectively.

(1) By Definition A.3 and Lemma A.4
Fy ={Evar(e(wo))}
Fy =F; U* {Gvar([wo[1]] - g(w0)\e(w0))}
= {Evar(e(wp)), Gvar([wo[1]] - g(wo)\e(wo))}
F3 =F, U* {Calle([wo[1], 04 (f), 00 (cp)] - o(seq(d)))
={Evar(e(wo)), Gvar([wo[1]] - g(wo)\e(wo)).
Calle([wo[1], oa(f), ou(cp)] - o(seq(d)))}

Similarly, by the definition of f;,i:G, rule init_gvars is
applied to other contracts for ¢t — 1 times. For instance, for
contract x, facts Gvar® is added to the current multiset of
facts. Finally, Fr42 is generated.

(2) By Definition of names

{Evar, Gvar, Calle} = names(F3) C names(F42)
(3) By Table 4, ip = 0,T(s0) =1,
Fc(io, T(so)) = {Evar, Gvar, Calle}

(4) By (2),(3), Fc(io, T(s0)) € names(Ft42), condition (a)proved.
(5) By (3), T(s0) = 1, so condition (c), (e), (g) hold trivially.
(6) By ainit, Condition (b), (d), (f), (j), (k) hold by interpret-
ing & such that
e G(yo) &y vars(Gvar)
E(yo) <>y vars(Evar)
L(y0) <0 0
Vx € S(y0).L(yo,x) =0 <, 0
Vx € S(y0)-G(yo, x) <o gvars(GvarX)
(7) By @init, condition (h), (i) holds.
Inductive step. Assume the invariant holds for k > 0. We have to
show that the lemma holds for k + 1 transitions.

S = S1 = = Sk = Sk41

(A) By induction hypothesis, we have that there exists a mono-
tonic increasing function g and an execution

147%

r r2
0 —g, F1 =g, ... —r, Fir

such that the conditions hold and g(k) = k’.

(B) By Proposition A.21 and Definition A.19, there exists a
strictly monotonically increasing function f such that y; =
Af(]) and f(0) = 0.

(C) By eliminating 3 on g and f, we use the function go and
fo, respectively.

(D) By B), vk = Af (k)

(E) By (D) and Definition A.13, in tracess (yo) the segment of
traces from s to spyq is

[Pfy(k)+1s - > Py (k1) ]

and

Pfy(k)+1

Pfy(k)+2
Myk) — % Afy(k)+1

Py (k+1)

K Afy (k1)
We now proceed by case distinction over the type of transitions
from sg. to s, ;. We will extend the previous executions by a number
of steps, say step, from Fy, to some Firygpp, and prove that the
conditions hold for k + 1, and a function g, defined as follows:

9(j) = 90(J)
’ go(k) + step

ifi € {0,....k}
ifi=k+1
Case: T(sg) = 1.

(1) By Definition A.23 and Lemma A.24, there is only one
possible sub-trace [pf (k)+1 - - -5 Py (k)+++11] for the state
transition in (E) as follows:

® pf(k)+1 = FUNCTION-CALL
Pfy (k)+2 = SWITCH-CONTEXT
Pfy(k)+3 = CREATE-TRANSACTION
Pfy(k)+4 = INTERNAL-FUNCTION-CALL
Pfs (k)+5 = SAVE-CUR-CONTEXT
Pfi(k)+6 = CALL
Pfy(k)+7 = INIT-FUN-PARAMS
Pfy(k)+s = BIND-PARAMS
Pfy(k)+o = BIND-PARAMS

Pfy(k)+t+9 = BIND-PARAMS-END
Pfy(k)+t+10 = PROCESSFUNQUANTIFIERS
Pfy(k)+t+11 = CALL-FUNCTION-BoDY
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(——End of state transition———)
Pfy(k)+t+12 = FUNCTION-BoDY

(——End of statements in function——)

Pfy(k)+t+u+12 = UPDATE-CUR-CONTEXT

Pfy (k)+t+u+13 = RETURN-CONTEXT

Pfy (k)+t+u+14 = CLEAR-RECIPIENT-CONTEXT

Pfy (k)+t+u+15 = CLEAR-CALLER-CONTEXT

Pfy (k)+t+u+16 = PROPAGATE-EXCEPTION-FALSE

e (——End of function——)
Note that by a,,, we exclude the possible trace such that
Pfy (k)+t+u+16 = PROPAGATE-EXCEPTION-TRUE, which means
there are exceptions and the transaction is reverted.

(2) ByProposition A.21, in (E), the trace [p £ (k)41 - -
in (1) corresponds to the state transition from sg to sgq.
Here, ¢ is assumed to be the number of parameters in the
function. u represents the number of steps on executing
the statements and nested functions.

(3) By T(sg), i =0, and let ¢ = function fe(d){stmt}

(4) By (3) and Lemma A.31,

Cr(ck, ix) = Cp(ck, ix) = ¢ = function fo(d){stmt}

(5) By (4), Lemma A.31 and Definition of R, rule recv_ext is
generated.
(6) By inductive hypothesis of condition (a),

{Calle, Gvar, Evar} = F¢(0,1) = Fc(ix, T(sk)) C names(Fg(k))

(7) By (5), (6), construct Fyr)11 by applying rule recv_ext,
and by Definition of name: (It is similar to condition (a).(1)(2)
of Base case, and we omit the details.)

{Var1} € names(Fy(x)+1)
(8) By (4) and Table 4,

Cky1 = stmt, ik+1 =1

(9) By (8) and Table 4, T(sg41) > 1
(10) By (8), (9) and Table 4, F (igy1, T(sk41)) = {Vari}.
(11) Letstep=1,ie,g(k+1) =g(k)+1
(12) By (7), (10), (11)

Fe(igy1, T(sk41)) = {Vars} C names(Fg(kH))

Condition (a) proved.
(13) By (B), G(Ag k) = Glyx)
(14) By T(sg), T(sx) =1
(15) By (14) and inductive hypothesis, G(yx) <>, gvars(Gvar)
(16) By (5), gvars(Gvar) = gvars(Vary)
(17)
(18)

17 By assumption of f, Ag (k)+s+11 = Vi1

18) By (2), inductive hypothesis (h), and Definition A.7,A.26
G(Afy(ky+e+11) = - = CG(Ag k)+2) = G (Af (k) = C(Ag (k)
(19) By (15), (16), (18), G(A, (k)+t+11) <o gvars(Vary)

(20) By (17), (19), G(yk+1) >0 gvars(Vary)

(21) By (9), (20), condition (b), (c) hold.

(22) Slmllar to (15), E(yx) <o evars(Evar)
(23) Similar to (16), evars(Evar) = evars(Vary)
(24) By Definition A.7,A.26,

E(Af (ky+t+11) = - =E(Af 1)
(25) Similar to (21), condition (d),(e) hold

o Py (k)+t+11]
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(26) By Definition A.7, and inductive hypothesis (i)

LAfy(ky+7) = - =L(Ag (k)+2) = Lo (A 6)) = 0
(27) By Definition A.29, let valuation E(o(seq(d))) =d
(28) By (26), (27) and Definition A.29, let

L(Af (k) +149) <0 o(seq(d))

(29) By Definition A.7, L(Aﬁ)(k)+t+11) =...= L(Aﬁ)(k)+t+9)
(30) By (7), generated rule recv_ext satisfies:

vars(Vary)\gvars(Vary) = o(seq(d))

(31) Similar to (21), by (28), (29), (30), condition (f) (g) hold.
(32) By Definition A.7, condition (h), (i) hold trivially.
(33) By Definition A.27 and A.7,

La(Ag(ky+e411) = - =L(Agx)+2) =La(Agw) U {0} = {0}
(34) By (2), (17), (33), let @ <> 0, condition (j) holds.

(35) By (12), (20) and inductive hypothesis (k), condition (k)
hold.

Case: T(sg) = 2.

(1) Similar to (1)(2)in case T(si) = 1, (abbreviated as Case;.1 ~

2), the sub-trace for the state transition in (E) is as follows:

Pfy(k)+1 = FUNCTION-CALL

Pfy(k)+2 = SWITCH-CONTEXT

Pfy(k)+3 = CREATE-TRANSACTION

Pfy(k)+4 = NESTED-FUNCTION-CALL

Pfi(k)+s = CALL

Pfy(k)+6 = INIT-FUN-PARAMS

Pfy(k)+7 = BIND-PARAMS

Pfy(k)+s = BIND-PARAMS

Pfy(k)+t+s = BIND-PARAMS-END
Pfy(k)+t+9 = PROCESSFUNQUANTIFIERS
Pfy(k)+t+10 = CaLL-FuncTioN-Bopy
(———End of state transition——)
Pfy(k)+t+11 = FuncTtioN-Bobpy

(——End of statements in function——)

Pfy(k)+t+u+11 = RETURN-CONTEXT

Pfy(k)+t+u+12 = CLEAR-RECIPIENT-CONTEXT

Pfs (k)+t+u+13 = CLEAR-CALLER-CONTEXT

Pfy(k)+t+u+14 = PROPAGATE-EXCEPTION-FALSE

e (——End of function——)

(2) Similar to Case1.2, [pf (k)+1, - - -» Pfy (k)+¢+10] in (1) corre-
sponds to the state transition from s to sg,;. Here, t rep-
resents the number of parameters in the function. u repre-
sents the number of steps on executing the statements.

3) Similar to Case;.3, let ¢ = x(cx).fic(p); stmt

4) Let the caller and recipient ID be id,, id,, respectively.

5) Similar to Case;.4, Cr(cg, i) = x(cx).fx (p); stmt

6) Similar to Case;.5, rule in_call is generated.

7) By Definition of R, the first rule for fi(p) is generated.

8) Similar to Case; .6, {Varl:d“} C names(Fy(x))

ide

(
(
(
(
(
(

(9) Similar to Case;.7, {Call;p, Varlol,Gvarid“} C names(Fy(x)+1)

(10) Similar to Case;.7, by (7), {Var1 } € names(Fy(k)+2)
(11) Let step=1,ie,g(k+1)=g(k)+2
(12) Similar to Case;.12, Condition (a) proved.



(13) By B), vk = 50

(14) Similar to Case;.15, G(yg, idc) <y gvars(Var;d")

(15) By inductive hypothesis (k), we have V, such that
Gy, idy) ey gvars(V)

(16) By assumption of £, Af (ky+t+10 = Yiet
(17) Similar to Case;.18,

G(Af (k)+e+10) = - - = G(Ag (k)+2) = g ¥k, idr) = Gy, idr)
(18) For caller idc, by (5), (6), G(yx41, ide) <o gvars(GvaridC)
(19) For recipient id,, by (10), (15), (17),

G(yk+1-1dr) = G(yie1) = G(Af (k)+£+10)

Gygsr, idr) o Vari”

(20) Similar to Case;.21, by (19), condition (b), (c) hold.
(21) Similar to Case;.25, condition (d),(e) hold.
(22) Similar to Case;.31, condition (f) (g) hold.
(23) By Definition A.7, condition (h), (i) hold trivially.
(24) Similar to Case;.33,

La(Af(ky+2410) = - = L(Agk)+2) =La(Agx) U {L(yx)}
(25) Similar to Case;.20, by (8),

L(yx) <o vars(Vari:dC)\gvars(Vari:dC)
(26) By (5), (6), Var'®

io] € names(Fy(x41)) and

id, id.
;Ol)\gvars(Var;ol)

(27) By (16), (24), (25), (26), condition (j) holds.
(28) Similar to Case;.35, by (10), (18), (19), condition (k) holds.
Case: T(sg) = 3.
(1) Similar to (1), (2) in case T(sg) = 1, the possible sub-traces
for the state transition in (E) are as follows:
Sub-trace 1:

vars(Varﬁd“)\gvars(VarﬁdC) = vars(Var

® pf(k)+1 = FUNCTION-BoDY
® pf(k)+2 = EXE-STATEMENT-MAIN-CONTRACT
® pf(k)+3 = WRITE
® pf(k)+4 = WRITEADDRESS-GLOBALVARIABLES
o pﬁ)(k)+5 = Gas-CaL
e (———End of state transition———)
® pf(k)+6 = FUNCTION-BoDY
Sub-trace 2:
® pf(k)+1 = FuNcTION-BODY
® pf(k)+2 = EXE-STATEMENT-MAIN-CONTRACT
® Dfi(k)+3 = WRITE
® pf(k)+4 = WRITEADDRESS-LOCALVARIABLES
[ Pﬁ)(k)+5 = Gas-CaL
e (———End of state transition———)
® pf (k)+6 = FUNCTION-BoDY
Sub-trace 3:
® pf(k)+1 = FUNCTION-BoDY
® pf(k)+2 = EXE-STATEMENT
® pf(k)+3 = WRITE
® pf (k)+4 = WRITEADDRESS-GLOBALVARIABLES
° pﬁ)(k)+5 = Gas-CaL
e (———End of state transition———)
® pf(k)+6 = FUNCTION-BoDY
Sub-trace 4:

28

Pfy(k)+1 = FUNCTION-Bopy
Pfy(k)+2 = EXE-STATEMENT
Pfy(k)+3 = WRITE
Pfy(k)+4 = WRITEADDRESS-LOCALVARIABLES
pﬁ] (k)+5 = Gas-CaL
(———End of state transition———)
Pfy(k)+6 = FUNCTION-Boby
The difference between EXE-STATEMENT-MAIN-CONTRACT
and EXE-STATEMENT is that the first one occurs in a func-
tion of an external call and the second one is the function
of an internal call, but the behaviors are the same. The dif-
ference between WRITEADDRESS-GLOBALVARIABLES and
WRITEADDRESS-LOCALVARIABLES is that the first one writes
the value to the cell ctContext which stores global variables
and second one writes the value to the cell Memory which
stores local variables. Therefore, the proofs for the above
sub-traces are similar, and we choose sub-trace 1 for prov-
ing as follows.
(2) Similar to Case1.2, [pf; (k)+1, - - -» Pf (k)+5] in (1) corresponds
to the state transition from s to s 1.
(3) Similar to Case;.3, let ¢, = v < vy; stmt (For readability,
the value of left-hand of the name is assumed to be the ID
of the variable in %K)
(4) Similar to Case;.4, Cr(ck, i) = v1 < vg;stmt
(5) Similar to Case;.5, rule var_assign is generated.
(6) Similar to Case;.6, {Var;} C names(Fy(x))
(
(

7) Similar to Case;.10, F¢(ig41, T(Sk41)) = {Varior }
8) Let step=1,ie,g(k+1) =g(k)+1
(9) Similar to Case;.12, Condition (a) proved.

(10) By (B), yx = Aﬁ](k)
(11) Similar to Case;.15, G(yg) <o gvars(Var;)

(12) By assumption of f, Af (k)45 = Yk+1
(13) Similar to Case;.18,

Chpyiores = Odgyres

(14) Compute value x which satisfies
Ay B (g k) Dcontractstack SHAf (k) et
(o1 = d)ercontext (_d > x _>ctStorage>contractInstance
(15) By (14), Definition A.7,
G}Lf(’(k)Jrs = G/lﬁ)(k) U {(Ul, UZ)}\{(Ul:x)}
(16) By (4), (11), (15),

(01,%) ©9g 0y(01)
(17) By (4), (7)
goars({Vario1}) = guars({Var;}) U {oy(01))}\{00v(01))}
(18) Since vy = E(0y(v2)), build mapping
(01,02) ©p 0u(v2)
(19) By (10), (11), (15), (16), (17), (18), and Remark 1,
G(Yk+1) <o gars(Varior)

(20) Similar to Case;.10, condition (b),(c) hold.
(21) By Definition A.7, condition (d), (e), (f), (g), (h), (i), (i), (k)
hold trivially.



Case: T(sg) = 4. ® pfi(k)+4 = EXE-STATEMENT-MAIN-CONTRACT
(1) Similar to (1), (2) in case T(sg) = 1, the possible sub-traces ® ..
for the state transition in (E) are as follows: ® pf (k)+i+4 = EXE-STATEMENT-MAIN-CONTRACT
Sub-trace 1: e (——End of branch———)
® pf(k)+1 = FUNCTION-BoDY ® Pf(k)+i+4 = FUNCTION-BoDY
Pf;(k)+2 = EXE-STATEMENT-MAIN-CONTRACT
Pf;(k)+3 = VAR-DECLARATION

Sub-trace 2:

[ ]
® . = FuncTtioN-Bobpy
® Pfy(k)+4 = Gas-CaL o ﬁ?ig: = EXE-STATEMENT
e (——End of state transition———) . PfZ(k)+3 -5
® Pfi(k)+s = Funcion-Booy e (——End of state transition——)
Sub-trace 2: ® pf(k)+4 = EXE-STATEMENT
® pf(k)+1 = FUNCTION-BoDY ° ..
® pf(k)+2 = EXE-STATEMENT ® Df(k)+i+4 = EXE-STATEMENT
® pf(k)+3 = VAR-DECLARATION e (——End of branch——)
® pf(k)+a = Gas-CaL ® Pf(k)+i+4 = FUNCTION-BoDY
e (———End of state transition———) Similar to Case.2, we choose sub-trace 1 for proving as
® Pfi(k)+5 = FuncTiON-BODY follows.
Similar to Case.2, we choose sub-trace 1 for proving as (2) Similar to Case;.2, [Pﬁ)(k)+15 S Pﬁ)(k)+3] in (1) corresponds
follows. to the state transition from s to sg,-
(2) Similarto Caser.2, [pf (k)+1> - - -» Py (k)+4] in (1) corresponds (3) Similar to Case;.3, let

to the state transition from s to sg,q.

(3) Similar to Case;.3, let ¢ = 7 v1 < vy; stmt ¢k = 1f ey then stmt; else stmtz; stmts
(4) Similar to Case; .4, Cr(cg, ix) = T v1 <« vg; stmt (4) Similar to Case; .4,
(5) Similar to Case;.5, rule var_declare is generated.
(6) Similar to Case;.6, {Var;} C names(Fg(k)) Cr(cg, ip) = if ep then stmty else stmty; stmts
(7) Similar to Case;.10, Fe(ig41, T(sks1)) = {Vario1}
(8) Let step=1,ie,g(k+1)=g(k)+1 (5) Similar to Case;.5, since e, = true, we get E(Oe(ep)) =
(9) Similar to Case;.12, Condition (a) proved. E(oy(ep)) = true and rule if_true can be applied.
(10) By (B), yx = Af (k) (6) Similar to Cases.6, {Var;} € names(Fyx))
(11) Similar to Case;.15, (7) Similar to Case;.10, Fe(igt1, T(sg41)) = {Varior}
) _ (8) Let step=1,ie,g(k+1)=g(k)+1
L(vie) <o vars(Vars)\gvars(Vars) (9) Similar to Case;.12, Condition (a) proved.
82 Ey ia)ss;n}ftior; o;° oA (k)4 = Ve (10) By Definition A.7, condition (b), (c), (d), (e), (f), (g), (h), (i),
y Debmition A. (), (k) hold trivially.
L/\ﬁ](km = L/lfo(k) U {(01,02)} Case: T(sg) = 6. The proof of the case is similar to Cases, and
(14) By (5), generated rule var_declare satisfies: we omit the proof of this case.
Case: T =7.
vars(Varjo1)\gvars(Vario1) = ase: T(s)
_ ‘ (1) Similar to (1), (2) in case T(sg) = 1, the possible sub-traces
vars(Vars)\gvars(Vars) U [0y (22)] for the state transition in (E) are as follows:
(15) By (13),(14), since Since vz = E(0y(v2)), build mapping Sub-trace 1:

(v1,02) © 0(v2) ® Pfy(k)+1 = FUNCTION-BoDY
(16) By (10), (11), (12), (13), (14),(15), and Remark 1, ® Pfi(k)+2 = EXE-STATEMENT-MAIN-CONTRACT
® pf(k)+3 = REQUIRE
L(yks1) ©o vars(Variir)\gvars(Variii) o (———End of state transition———)
(17) Similar to Case;.10, condition (f), (g) hold. ® Pf (k)+4 = FuNCTION-BODY
(18) By Definition A.7, condition (b), (c), (d), (e), (h), (i), (), (k) Sub-trace 2:
hold trivially. * pjy(k)+1 = FuncTION-BoDY
Case: T(sg) = 5. ® Df(k)+2 = EXE-STATEMENT
(1) Similar to (1), (2) in case T(sg) = 1, the possible sub-traces ® pf(k)+3 = REQUIRE
for the state transition in (E) are as follows: o (———End of state transition———)
Sub-trace 1: ® pf (k)+4 = FUNCTION-BODY
® pf(k)+1 = FUNCTION-BoDY Similar to Case.2, we choose sub-trace 1 for proving as
® pf(k)+2 = EXE-STATEMENT-MAIN-CONTRACT follows.
® Pfi(k)+3 = RS (2) Similarto Case1.2, [pf; (k)+1, - - -» Pfy (k)+3] in (1) corresponds
e (——End of state transition———) to the state transition from s to sgq.
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Similar to Case; .3, let
¢ = require ep; stmt

Similar to Case; .4, Cr(cg, ix) = require ep; stmt

Similar to Case;.5, since e = true, we get E(be(ep)) =
&E(oy(ep)) = true and rule require_true can be applied.
Similar to Cases.6, {Var;} C names(Fy(x))

Similar to Case;.10, F¢(igy1, T(sg41)) = {Varior}

Let step=1,i.e.,g(k+1) =g(k) +1

Similar to Case;.12, Condition (a) proved.

By Definition A.7, condition (b), (c), (d), (e), (f), (g), (h), (i),
(), (k) hold trivially.

Case: T(sg) = 8.
(1) Similar to (1), (2) in case T(sg) = 1, the possible sub-traces

for the state transition in (E) are as follows:
Sub-trace 1:

Pf; (k)+1 = FUNCTION-BODY

Pf; (k)+2 = EXE-STATEMENT-MAIN-CONTRACT

Pfy (k)+3 = REQUIRE

Pf;(k)+4 = EXCEPTION-PROPAGATION

Pf;(k)+5 = UPDATE-EXCEPTION-STATE

Pf; (k)+t+5 = UPDATE-CUR-CONTEXT

Pf; (k)+t+6 = RETURN-CONTEXT

Pf(k)+t+7 = CLEAR-RECIPIENT-CONTEXT
Pf; (k)+t+8 = CLEAR-CALLER-CONTEXT

Py (k)+t+9 = PROPAGATE-EXCEPTION-TRUE

Sub-trace 2:

Pfy(k)+1 = FUNCTION-BoDY

Pf;(k)+2 = EXE-STATEMENT

Pf; (k)+3 = REQUIRE

Pfy(k)+4 = EXCEPTION-PROPAGATION
Pf;(k)+5 = UPDATE-EXCEPTION-STATE

Pfy (k)+t+6 = RETURN-CONTEXT

Pf; (k)+t+7 = CLEAR-RECIPIENT-CONTEXT
Pfy(k)+t+8 = CLEAR-CALLER-CONTEXT
Pfy(k)+t+9 = PROPAGATE-EXCEPTION-TRUE

Here, the application of rule UPDATE-EXCEPTION-STATE up-
dates a key value in cell contractStack which finally results
in the application of PROPAGATE-EXCEPTION-TRUE.

Since both traces violates ®p,» the cases do not satisfy
the precondition of the lemma, i.e., conditions of the case is
proved.

Case: T(sg) =9.

(1) Similar to (1), (2) in case T(sg) = 1, the possible trace for

the state transition in (E) is as follows:
® pf(k)+1 = FUNCTION-BoDY
Pf; (k)+2 = EXE-STATEMENT-MAIN-CONTRACT
Pf;(k)+3 = RETURN-VALUE
Pfy(k)+4 = UPDATE-CUR-CONTEXT
Pf;(k)+5 = RETURN-CONTEXT
Pf; (k)+6 = CLEAR-RECIPIENT-CONTEXT
Pf;(k)+7 = CLEAR-CALLER-CONTEXT

(10)

(11)
(12)

® pf(k)+s8 = PROPAGATE-EXCEPTION-FALSE

e (——End of state transition and function——)
Note that we omit traces that does not satisfy ap, - Hence,
we prove the conditions hold for trace.
Similar to Case1.2, [pf; (k)+1> - - -» Pf; (k) +8] in (1) corresponds
to the state transition from s to the end of the function.
Similar to Case.3, let

¢k =returni
Similar to Case; .4,
Cr(cg,ig) = ¢ = return i

Similar to Case;.5, rule ret_ext is generated.
Similar to Case;.6, {Var;} C names(Fy))
Similar to Case1.10, Fe(igy1, T(Sky1)) = {Gvar, Evar}
Let step=1, i.e,g(k+1) =g(k) +1
Similar to Case; .15,

G(yr) <o gvars(Vari)
E(yg) <o evars(Vary)
Similar to Case.16,
gvars(Vary) = gvars(Gvar)
evars(Vari) = evars(Evar)

Similar to Case1.17, Af (k)48 = Vk+1
Similar to Case; .18,

G(Afpky+8) = - =G Agk)+6) = B (A (k) = C(Ag (k)

(13)
(14)
(15)
(16)

L(Af(k)+8) = - =L(Af k)+6) = Gi(Ag k) = 0
E(gmy+s) = =E(dg k)

By (9), (10), (11), (12), condition (b), (c), (d), (e) hold.

By (11), (12), condition (f), (g) hold.

By Definition A.7, (h), (i) hold trivially.

Similar to Case;.33,

La(Afk)+8) = =L(Agk)+3) = La(Af )\ {Lsome}

17)
(18)

where Lsome is some value.
By (16) and inductive hypothesis (j), condition (j) holds.
Similar to Case;.35, by (13), condition (k) holds.

Case: T(si) = 10.

1)

(2)

Similar to (1), (2) in case T(sg) = 1, the possible sub-traces
for the state transition in (E) are as follows:
Sub-trace 1:

® pf (k)+1 = FUNCTION-BoDY

® pf(k)+2 = EXE-STATEMENT

® pf(k)+3 = RETURN-VALUE

® pf(k)+4 = RETURN-CONTEXT

® pf (k)+5 = CLEAR-RECIPIENT-CONTEXT

® pf(k)+6 = CLEAR-CALLER-CONTEXT

® pf (k)+7 = PROPAGATE-EXCEPTION-FALSE

e (———End of state transition and function———)

Note that we omit traces that does not satisfy ap,.
Hence, we prove the conditions hold for trace.
Let the ID of recipient and caller be id,, id,, respectively.



(3) Similar to Case1.2, [pf; (k)+15 - - -+ Pfi (k)+7] in (1) corresponds
to the state transition from s to the end of the function.
(4) Similar to Case;.3, let

cp =returni
(5) Similar to Case; .4,
Cr(cp,ip) =cp =return i
(6) Similar to Case;.5, rule ret_in is generated.
(7) By (6), both the recipient function and the caller function
have been applied by R, where the caller’s rule in_call
and recv_ret has been generated.

(8) By (7), let the rule in_call is generated at the correspond-
ing state

(vy» iy, x(ex).fx (p); stmt)

(9) Similar to Case; .6, by (8), {Var;ZC} C names(Fy(x))
(10) Similar to Case;.10, Fe(igy1, T(Sk41)) = {Var;jg101
(11) Let step=2,i.e., g(k +1) = g(k) + 2, and rule in_call and
recv_ret are applied in these steps.
(12) Similar to Case;.12, condition (a) holds.
(13) Similar to Case;.17, Af(}(k)+7 = Vi+1

(14) By inductive hypothesis (k), we have V €* Fy(k)» such that
G(yk. idc) <o gvars(V)
(15) Similar to Case;.15,
G(yg, idy) e gvars(Varéd’)
(16) Similar to Case;.18,

G(Agk)+7) =+ =C(Agk)+6) = Cg(Af k), idc)
= G(/lﬁ)(k),idc)
L(Yk+1,idr) = L(Agy k)47, 1dr) = -+ = L(Af k)45, 1dr) = 0
L(Ag (k)+7:ide) = - - - = L(Ag (k)46 ide) = L(yx, idc) € La(yx)
E(Agky+7) = =Eg )

G(yx+1-ide) = G(Af (k)+7)
G(yk+1,idr) = G(yx, idy)
(17) By (16) and inductive hypothesis (j), there exists V1, such
that La(yx) <o vars(Vi)\gvars(V)) and V; €* Fyx)
(18) By (11), (17), Vi € Fyjsr)
(19) By (13), (16), (17), (18), conditions (f), (g) hold.
(20) By (13), (14), (16), condition (b), (c) hold.
(21) By (13), (16), condition (d), (e) hold.
(22) By Definition A.7, (h), (i) hold trivially.
(23) Similar to Caseq.17, condition (j) holds trivially.
(24) By (11), (14), V € Fy(js1)-
(25) By (11), gvars(Varﬁd’) = gvars(Gvarid’) and Gvaridr ¢*
Fy(k+1)
(26) Similar to Case;.35, by (14), (16), (24), (25), condition (k)
holds.
Case: T(sp) = 11.
(1) Similar to (1), (2) in case T(sg) = 1, the possible sub-traces
for the state transition in (E) are as follows:
Sub-trace 1:
® pf(k)+1 = FUNCTION-BoDY
® pf(k)+2 = EXE-STATEMENT-MAIN-CONTRACT
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® pf(k)+3 = TRANSFER-FUND-BEGIN
o pﬁ)(k)+4 = Gas-CaL

® pf(k)+5 = TRANSFER-FUND

e (———End of state transition——)
® pf(k)+6 = FUNCTION-BoDY
Sub-trace 2:

® pf (k)+1 = FUNCTION-BoDY

® pf(k)+2 = EXE-STATEMENT

® pf(k)+3 = TRANSFER-FUND-BEGIN
o pﬁ)(k)+4 = Gas-CaL

® pf (k)+5 = TRANSFER-FUND

e (———End of state transition——)

® pf(k)+6 = FUNCTION-BoDY
Similar to Case.2, we choose sub-trace 1 for proving as
follows.

(2) Similar to Case1.2, [pf; (k)+1, - - -» Pfy (k)+5] in (1) corresponds
to the state transition from sg to spyq.

(3) Similar to Case;.3, let ¢p = cx.transfer(v;);stmt (For
readability, assume in K, cy, ¢ is the balance of the receiver
and the account of y, respectively)

(4) Similar to Case; .4, Cr(cg, i) = cx.transfer(vy); stmt

(5) Similar to Case;.5, rule transfer_succ is generated.

(6) Similar to Casey.6, {Var;} C names(Fyx))

(7) Similar to Case;.10, Fe(igy1, T(sp41)) = {Vario1}

(8) Let step=1,ie,g(k+1)=g(k)+1

(9) Similar to Case;.12, condition (a) holds.

(10) By (B), yk = A5k

(11) Similar to Case;.15, E(yy) <5 evars(Var;)
(12) By assumption of f, Af (k)45 = Vk+1

(13) Similar to Case;.18,

By =Bap = = Bapuom
(14) Let (id, ¢) € E(yx) and (idx, cx) € E(yg)
(15) By (11), let (idc, ¢) >4 0p(c) and (idy, cx) <>y oy(cx)
(16) By (12),(13),(14)

Byn = Bag s =
=Ey, U {(ide, c — 01), (idx, cx +v1) \{(ide, ¢), (idx, cx)}
(17) By (15) and Definition A.29,
E(op(c)) =c A E(op(ex)) = cx
(18) By (5), evars(Varjo1) =
evars(Var;) U {oy(c) © 0y(01), 0u(cx) ® 0p(01) }\{ow(c), 00 (cx) }
(19) By (17) and Definition A.29, let E(0y(v1)) = v1, we get
E(oy(c) © oy(v1)) = c — 01
E(oy(ex) ® 0y(v1)) = cx +01
(20) By (19), let (idc,c — v1) <4 (0u(c) ® oy(v1)), and let
(idx, cx © 0y(0v1)) 0 dy(cx) +01
(21) By (11), (16), (18), (20), and Remark 1, condition (d), (e) hold

(22) By Definition A.7, condition (b), (c), (f), (g), (h), (i), (j), (k)
hold trivially.

Case: T(sg) = 12.
(1) Similar to (1), (2) in case T(sg) = 1, the possible sub-traces
for the state transition in (E) are as follows:
Sub-trace 1:



Pf; (k)+1 = FUNCTION-Bopy

Pf; (k)+2 = EXE-STATEMENT-MAIN-CONTRACT
Pf;(k)+3 = TRANSFER-FUND-BEGIN

Pty (k)+4 = Gas-CAL-FAIL

Pf;(k)+5 = EXCEPTION-PROPAGATION
Pf;(k)+6 = UPDATE-EXCEPTION-STATE

Py (k)+t+7 = UPDATE-CUR-CONTEXT

Pf; (k)+t+8 = RETURN-CONTEXT

Pfy (k)+t+9 = CLEAR-RECIPIENT-CONTEXT
Pfy(k)+t+10 = CLEAR-CALLER-CONTEXT
Pfy(k)+t+11 = PROPAGATE-EXCEPTION-TRUE

Sub-trace 2:
Pf; (k)+1 = FUNCTION-Bopy
Pf;(k)+2 = EXE-STATEMENT
Pf;(k)+3 = TRANSFER-FUND-BEGIN
Pfi(k)+a = GAs-CAL-FAIL
Pf;(k)+5 = EXCEPTION-PROPAGATION
Pf;(k)+6 = UPDATE-EXCEPTION-STATE

Pf; (k)+t+7 = RETURN-CONTEXT

Pf; (k)+t+8 = CLEAR-RECIPIENT-CONTEXT
Pf(k)+t+9 = CLEAR-CALLER-CONTEXT

Pf; (k)+t+10 = PROPAGATE-EXCEPTION-TRUE

o ..
Similar to Case.8, all conditions holds.
Case: T(sg) = 13.
(1) Similar to (1), (2) in case T(sg) = 1, the possible sub-traces
for the state transition in (E) are as follows:
Sub-trace 1:
Pf; (k)+1 = FUNCTION-BoDY
Py (k)+2 = EXE-STATEMENT-MAIN-CONTRACT
Pf;(k)+3 = SEND-FUND-BEGIN
Pfy(k)+4 = GAs-CAL
Pf;(k)+5 = SEND-FUND-SUCCESSFUL
(———End of state transition——)
Pf; (k)+6 = FUNCTION-BoDY

Sub-trace 2:
Pf; (k)+1 = FUNCTION-BoDY
Pfy(k)+2 = EXE-STATEMENT
Pf; (k)+3 = SEND-FUND-BEGIN
Pfy(k)+4 = GAs-CAL
Py (k)+5 = SEND-FUND-SUCCESSFUL
(——End of state transition——)
® pf (k)+6 = FUNCTION-BoDY

The proof for the case is similar to the one for Casey1, and we omit
the proof.
Case: T(sg) = 14.
(1) Similar to (1), (2) in case T(sg) = 1, the possible sub-traces
for the state transition in (E) are as follows:
Sub-trace 1:
® pf(k)+1 = FUNCTION-BODY
® pf(k)+2 = EXE-STATEMENT-MAIN-CONTRACT
® pf(k)+3 = SEND-FUND-BEGIN
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Pfy(k)+a = GAs-CAL

Pfy(k)+5 = SEND-FUND-FAILED
(———End of state transition———)
Pfy(k)+6 = FUNCTION-Bopy

Sub-trace 2:
® pf (k)+1 = FUNCTION-BoDY
® pf(k)+2 = EXE-STATEMENT
® pf(k)+3 = SEND-FUND-BEGIN
® Pfi(k)+a = Gas-CaL
® pf(k)+5 = SEND-FUND-FAILED
e (———End of state transition——)
® pf (k)+6 = FUNCTION-BoDY
(2) Similar to Case;.12, Condition (a) proved.
(3) By Definition A.7, Condition (b), (c), (d), (e), (f), (g), (h),
(i), (), (k) hold trivially.
O

LemMA A.33. Let (7, —,, o) be a K transition system that sat-
isfiles Ks F a. Let Rs = Pp_. If

Pn

P P
}.0 —1>(KS Al —ZNKS e ——>r](S An

where [p1, ..., pn] € traces®s (yy), and it corresponds to a sequence
of state transitions according to Proposition A.21:

So =81 == Sm
where sj = (yj,ij,cj), then there are

m/

Lt r2
0 —g, Fi =R, ... =R, Fpw € exec™ (Ry)

and there exists a valuation & and a monotonic, strictly increasing
functiong : {0,...,m} — {0,...,m’} such that
(@) 3j € {L,...,m"}¥x € S(d). IV €* Fj. G(Ao,x) ©0
gvars(V)
(b) Vx € S(Ap). AV €* Fr. G(Ap, x) < gvars(V)

PROOF. (1) By Lemma A.32, for Rg & Binitg A PinitG, there

[

exists () r—1>Rs Fi r—2>RS ... —R, Fp» and there exists a
valuation & and a monotonic, strictly increasing function
g:{0,...,m} — {0,...,m""} such that g(m) = m"’and
(@) Vx € S(y).3V &* Fy(0)-G(y0,x) &0 gvars(V)

(b) Vx € S(ym).3V €* Fpr .G(ym, x) < gvars(V)

By Proposition A.21 and Definition A.19, there exists a
strictly monotonically increasing function f such that y; =

Af(j) and f(0) = 0.

(3) By (2), yo = Ao and Vx € S(y0).G(yo0, x) = G(Ao, x).
(4) By the definitions of a,,, and Kj, the only possible trace
for the transition A,—g E’?(s An—7... LIWS An is as

follows:
e pp_7 = FuNcTION-BODY

® pp—¢ = EXE-STATEMENT-MAIN-CONTRACT

® pp_5 = RETURN-VALUE

® pn—4 = UPDATE-CUR-CONTEXT

® pp—3 = RETURN-CONTEXT

® pp_2 = CLEAR-RECIPIENT-CONTEXT

® pn_1 = CLEAR-CALLER-CONTEXT

® pp = PROPAGATE-EXCEPTION-FALSE

e (———End of state transition and function———)



By Definition A.19, A.7, A.26, Vx € S(ym). G(sm,x) =
G(An-6,%) = G(An, x).

By Table 6 and Table 4, ¢, = return i and T (s,,) = 9.
By (6) and the definition of R, rule ret_ext is generated.

By (1), (7), there exists an execution e, = 0 r—l>Rs Fy Z’Rs

-~ ret_ext
<. =R, Fyr ——5R_ Fyy € exec™" (Rs) where R F

Binit A BinitG A Bry-

Foy. names({V}) = {Gvar*}}.
By (1), (5), (8), (9), Vx € S(A,).3V €* Fr.G(An, x) <y
gvars(V).
By (1), (3), (8), condition (a) proved.
By (8), (10), condition (b) proved.
m|

Definition A.34. (qﬁ?;;) Let (7, =, Ao) be a K transition system

that satisfies Ks = a. Given a set of global variablesy = {1, ..., xm}
of contract x, define the invariant property for this K transition system

¢7§Z (Ao, 17, x) as follows:

. P % Pn
For all executions Ay —INKS A —2>7<s s =g, An € exec™s (),

we have that
D= @
veG veG,

whereGi={v | yen A (x,v) € G(A;,x)}

Definition A.35. (d)Z;su) Let (T, =, Ao) be a K transition system
that satisfies Ks F a. Given a global variable y of contract x, define

the equivalence property for this K transition system ¢Z;su (Ao, x, x)
as follows:

. PA; PAy PAn
For any two executions Ay —%, Aa, K - TTOK,
PB PB. PB,
A, € exec(KS(yo), and Ay -—1_)7(5 AB, ——2—>7<s ——m—»Ks A, €

exec’s (yo), if
(M(Aa,) i €{1,....n}} ={M(Ap) | j€{1,...,m}}*
then we have that
VA =UB
where (x,v4) € G(da,,x%), (x,vB) € G(Ap,,, x).
Definition A.36. (ind, IND) Given a variable y and a sequence V
containing a term denoting k, we define ind( y, V') as the term denoting

x in'V. Given a set nj of variables and a sequence V containing terms
denoting variables in n, we define IND(n, V) = {ind(x,V) | x € n}.

Definition A.37. (¢§fv) Let Rs F P, . Given a set of global vari-
ablesn of contract x and a function IND, define the invariant property
¢5fv(n, IND, x) for Rs system as follows:

For all executions Fy r—1>Rs F r—2>RS r—">RS F,, € exed™" (Ry),
for all valuations &, if there exists j € {0,...,n} and

init_gvars
Fj ———r, Fjn

and
vV €* Fj. names({V}) # {Gvar*}A

3V’ €* Fjy1. names({V'}) = {Gvar*}

By the definition of rule ret_ext, {gvars(V) | Vx € S(ym).3V €
Frr. names({V}) = {Var{}} = {gvars(V) | Vx € S(ym). IV e?
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then we have that

2

t€IND(n.gvars(Vjs1))
where V; €* F;, names({V;}) = {Gvar¥}.

(&) = (&(1)

2

t€IND(n,gvars(Vy,))

Definition A.38. (¢Rinv) Let Riny BR;n,- Given a set of global
variables n of contract x and a function IND, define the invariant

# property ¢Rino (n, IND, x) for Rino system as follows:

. r r2 n
For all executions Fy —R,,, F1 —R;,, -+ —Rin, In €
exec™" (Riny), for all valuations &, if there exists j € {0,...,n}
and

init_gvars_inv
Fj =Ry, Fj11
and
VV € F;. names({V}) # {Gvar*}A

3V’ € Fjy1. names({V'}) = {Gvar*}
then we have that

teIND(n,gvars(Vy,))

&) =

t€IND(n.gvars(Vj.1))

where V; €' F;, names({V;}) = {Gvar*}.

(&)

Definition A.39. (Sub-executions) Given a multiset rewriting

. r ry T,
system R, an execution e; = Fp — gF1 — R... - rFn €

e i+l Ty
exec™" (R) and a sequence of transitions e = F; — g... — RFj

where 0 < i < j < n, define e; as a sub-execution of ey, writtern
ey Eeg.

Definition A.40. (¢§§u) Let Rs F PR, . Given a global variable

x of contract x and a function ind, define the equivalence property
¢>§§u( X, ind, x) for Rs system as follows:

rA 1 rAZ rAn

Given any two executionseg = Fp — R, Fa, —R, ... —R,
msr "By "By "Bm
Fy, € exec™"(Rs) and eg = Fy —R, FB, —R, ... —R,

Fg,, € exec™" (Ry), for all valuations &, if the following conditions
hold:
(@ {V | Yk € {1,...,n =1}V € Fa, AV ¢* Fa,, A
names({V}) = {Calle}}* = {V |Vk e {1,....m—-1}.V €
Fg, AV ¢* Fp,,, A names({V}) = {Callc}}
(b) 3je{1,...,n-1}.3j" € {1,...,m=1}.3V4 €" Fa,,,.3Vp €’
FBj'+1' Va ¢# FAj AVp ¢# FBjr Anames({V4}) = {Gvar*} A

names({Vg}) = {Gvar*} — V4 =V

then we have that

E(ind(y, gvars(Va,))) = E(ind(y, gvars(Vp,,)))

whereVy, et Fy,,,names({Va,}) = {Gvar*}, Vg et Fg,,,names({Vg,,}) =

{Gvar*}.

Definition A.41. ($Rea) Let Requ F PR, - Given a global vari-
able y of contract x and a function ind, define the equivalence property
¢Reau (y, ind x) for Ry system as follows:

r2 n

. 2!
For all executions e = F —Requ F— © TRequ Fy €

exec™" (Requ), for all valuations &,
E(ind(y, gvars(Va,))) = E(ind(y, gvars(Vi, )))

where V4, VB, €* Fy, names({Va,}) = {Gvara*}, names({Vg,
}) = {Gvarg™}.

Requ -



LEMMA A.42. Let Riny = BR,,, andRs F Br_. Given a set of global
variables 1) of contract x and a function IND, if ¢®ire (3, IND, x) holds,
then d)ﬁi}(n, IND, x) holds.

Proor. We prove this theorem by contradiction and firstly pro-
R (1, IND, x) does

inv

pose an assumption: ¢Rire (5, IND, x) holds and ¢
not hold.

(1) By the above assumption and Definition A.37, we have that

. . r r2 n
there exists an execution e = Fjy — R, F1 =R, ... —R,
Fy, € exec™T (Rs), and a valuation & and there exists j €
{0,...,n} and
init_gvars

Fj ————r, Fjn
and
init_gvars
Fj —————r, Fjn1
and
vV e F;. names({V}) # {Gvar*}A

3V’ €" Fj41. names({V'}) = {Gvar*}

2

t€IND(n,gvars(Vy,))

and

&) #

teIND(n,gvars(Vjs1))

(&)

where V; €* F;, names({V;}) = {Gvar*}.

(2) By the definition of f,,, 3r € traces™ " (Rs).r = ret_ext.

(3) By (2) and the definition of rule ret_ext, r € traces™" (Rs).r =

recv_ext.

(4) By (1), (2), (3) and the definitions of rule ret_ext and

h . . ’ init_evars

= _—
(11) By (10), there exists an execution e Fy R,
init_gvars 4 T’L+3

,
Fy R F) g, Fj...—>p, F, 4 € exec™" (Rs)
where r] = rj_p,3 and

PENCIOE D CI0)
t€IND(n,gvars(V3)) t€IND(n,gvars(Vuss))

where V; €* F{, names({V;}) = {Gvar*}.
By the definitions of init_gvars and init_gvars_inv

init_gvars , init_gvars_inv
andLemmaA4,F ————p F/A\F ———
Fl/ — Fl — F//
Similar to (12), F
F” - F =F".

L. ret_ext
Similar to (12), F ———
Fl - FN
By (11), (12), (13), (14), there exists an execution ejn, =

init_evars , init_gvars_inv ext_call_inv

0 Rino Fl

ret_ext_inv
’ — — 4
N
F3 e Rino Fu +3 and we have that

2 2

teIND(n,gvars(V3)) teIND(n,gvars(Vi3))

(12)
Rirw

ext_call ext_call_inv
e e Ty

(13) Rs F'AF Rino

ret_ext_inv

14 F’'AF F" >
Ry Rino

(15)

’
Rino ©'2

Riny

(&) # (&(1)

where V; €* F!, names({V;}) = {Gvar*}.
(16) By the definitions of e;n, in (15) and fg,,,,

einy € exec™ " (Riny) where Riny = PR, .-
(17) By (15),(16), ¢Ri"“(ry, IND, x) does not hold, which is in

contradiction to the assumption. Thus Lemma A.42 proved.

we have that

[m]

Tk+u

. s Tk
recv_ext, there exists a transition e’ = F_; — R, Fi... —R,

Fyy, where rp = recv_ext A rpy, = ret_ext AVr €
{Tksts---»Thqu}-r # recv_ext and e’ Ce.

By the definitions of rules in Rs, ¥r €* {ry, ..
{rk, ..
By the definition of ext_call, given a transition Fy._; BLN R,
Fy, rp = ext_call — gvars(Vi_;) = gvars(Vy) where
V; €* Fi, names({V;}) = {Gvar*}.

~,rn}#~r ¢#

®)

(6)

™)
Fy, rp = init_evars — gvars(Vi_;) = gvars(Vy) where
V; €* Fi, names({V;}) = {Gvar*}.

By (1) and the definition of fi,i;G, given a a transition
Fr_4 r—k>RS Fr(j+1 < k < n), rp = init_evars —
gvars(Vi_y) = gvars(Vy) where V; €* F;, names({V;}) =
{Gvar*}.

®)

gvars(V,) where V; €* F;, names({V;}) = {Gvar*}, j+1 <
k <n.
(10) By (1), (9).

> &) = D (EE)A
teIND(n,gvars(Vjs1)) t€IND(n,gvars(Vi-1))
&) # > &)

t€IND(n.gvars(Vi-1)) t€IND(n,gvars(Vieu))

where V; €* F;, names({V;}) = {Gvar*}, k > j + 2.

-
By the definition of init_evars,, given a transition Fj._; LN R,

BY (5)5 (6)’ (7)> (8)> g"ars(vjﬂ) = g‘/ars(vk—l) and gvars(Vk+u) =

LEMMA A.43. Let Requ F PR,,, and Rs & PR, . Given a global
variable y of contract x and a function ind, if gReav (y, ind, x) holds,
then ¢§§u( X, ind, x) holds.

equ

Tkt — r e {init_gvars,init_evars,ext_call}.

Proor. We prove this theorem by contradiction and firstly pro-
pose an assumption: ¢Reau (y, ind, x) holds and gbf,;u()(, ind, x) does
not hold. We also assume that there are ¢ contracts.

(1) By the above assumption and Definition A.40, there ex-
rA; ray TAp

ist two executions e = Fp —Rr, Fao, —R, ... —R,
Sr "By B, TBm
Fy,, € exec™"(Rs)andeg = Fp — g, Fg, —R, ... —R,

Fp, € exec™"(R;) and a valuation & and the following
conditions hold:

@ {V|VYke{l,....n—1}.V € Fq, AV ¢" Fa,, A
names({V}) = {Calle}}* = {V | Vk € {1,...,n -
1}.vet Fg, AV ¢* Fg,,, Anames({V}) = {Callc}}*

(b) 3j,j" € {1,...,n—1}.3V, * Fa;,-3VB e* FBj’+1' Va ¢*
Fyq;AVB ¢* FBj,Anames({VA}) = {Gvar®*}Anames({Vg}) =
{Gvarx} 4 VA = VB

(c) &(ind(x, gvars(Va,))) # E(ind(yx, gvars(Vs,,)))
where Vy et Fa,,,names({Vy4,}) = {Gvar*}, Vg et
Fg,,, names({Vp, }) = {Gvar*}.

(2) By the definition of rule init_gvars, given a transition
init_gvars

F —————pg_ F, 3V €* F. names({V}) = {Calle} —
v’ € F’. names({V’}) = {Calle} AV = V",
34



(3) By the definition of rule init_gvars,VF, LRS Fy...

Tktu init_gvars
Fi... —R, Fiyy € exec™T(Rg). IFy ————p,

k+u

N
—R, F12+u € exed™" (Ry). Fr =

Uu
By the condition (a) in (1), and the definition of rule recv_ext,
{rlre* {ra,....ra, Y Ar=recv_ext} = {r|re*
{r,,....r5,,}' Ar=recv_ext}*.
(5) By (4), Binirc and the definition of rule init_gvars, |{r |
re* {ra,,....ra, Y Ar=init_gvars}|f = |{r | r €
{rg,,....r5, }* Ar=init_gvars}|* =1.

r r

A A
By (5), there exist two executions e/, = Fy = R, F ;31 = R,

—
>
=

6

=

r/ / r/
An , , By , B
SR, FAn € execd™" (Rs) and e, = Fy — R, FB1 —R,
/

er

.. —p, Ff € exec™ (R;), whereVi € {1,...,t}.r} =
m 1

" 1= lrap a1

Bi
and [rl’sm, . rém] =
[rBl,...,er]\[rél,...,rét].
By (1), (2),(5), {V |Vk e {1,...,n—1}. V & F) AV ¢*
FAkH A names({V}) = {Calle}} = {V | Vk e {1,...,n -
1}.v e Fék AV ¢ F]’SH1 A names({V}) = {Call¢} }*.
By (1), (3), (5), 3j,j" € {1,...,t}. AV €* F;\jﬂ. Ivg €*
Fz,ajzﬂ' Vy ¢t F;‘j/\VB ¢* Féj/ Anames({Va}) = {Gvar*} A
names({Vg}) = {Gvar*} — V4 = Vp.
(9) By (1),(3).(5), E(ind(y gvars(Vy ))) # E(ind(y, gvars(Vy )))
where VA’n et F;‘n, names({Vf;"}) = {Gvar*}, Vém et
Fém, names({Vém}) = {Gvar*}.
(10) By (6),(8),VV4 € F;‘t. names({V4}) = {Gvar*} — 3vg €
F1,3,' V4 = Vgand VVg €* Fét. names({Vg}) = {Gvar*} —
v, € Fj .Va="Vs.
(11) By (6), (10) and the definition of init_gvars_AB, there
exists an execution Fy I, Requ Frp..
Vre{ry,.

—ini ’
=1init_gvarsand [rAm, ..

—
~
~

8

=

-
AN Requ Tt where
.., 1} r =1init_gvars_AB such that

init_gvars
_—

’
"’rA,]

. . n Tt
: (14) By (11), there exists an execution eeqy, = Fo Regu F1++- Requ
Ym+n—t compare_AB
F;... Requ Frn—t T Requ Fmtn-t+1 where

ifke{t+1,..,n}
ifke{n+1,...m+n—t}

= {fR(rAk,A)
JR(rBy_ s B)
(15) By (11), (12), (13), (14),
E(ind(y, gvars(Va,,,,.,))) = E(ind(y, gvars(Vf'\n)))
and
E(ind(y, gvars(Vém))) = &(ind(y, gvars(Vg,,,,. ,)))
where V4, . . VB, .0, € Foin-t names({Va,,,,.,}) =
{Gvarp*}, names({Vs,,,, ,}) = {Gvarg*} and Vz‘lin e? F;‘n, names({VAn}
{Gvar*}, Vém e? Fém, names({Vém 1) = {Gvar*}.
(16) By (9), (15),
&E(ind(y, gvars(Va,,,, ,))) # &(ind(yx, gvars(Vg,,,, ,)))
where V4, . . VB, .., €* Foin-t names({Va,,,,,}) =

{Gvarp*}, names({Vp,,,,_, }) = {Gvarg*}.

(17) By (16) and the definition of compare_AB,

E(ind(y, gvars(Va,,,, ,..)) # E(ind(x, gvars(Va,.,. ,..)))
whereVy, .. VB . .. €* Foin—t+1, names({Va, .. ;. })
= {Gvarp™*}, names({Vg,,,,,_,., }) = {Gvarg*}.

(18) By the definition of ext_call_AB, {terms(V) | V €* F; A
names({V}) = {Callae}} = {terms(V) | V € F A
names({V}) = {Callge} }*

(19) By (8), (14),(18), {terms(V) | V € Frin—_s+1Anames({V}) =
{Callae}} = {terms(V) | V €* Fppan—t+1 A names({V}) =

{Callge}}*
(20) By the definitions of eeqy in (14) and (19), we have that

eequ € exec™" (Reqy) where Regu = ﬁRequ.
(21) By (11), (17), (20), ¢Requ (yind, x) does not hold, which is in
contradiction to the assumption. Thus Lemma A.43 proved.
O

LEmMMA A.44. Let (T, 29 v0) be a K transition system that satis-

fiesKs F a. Let Rs F P, . Given a set of global variables n of contract
. R %K,
; clz;zd a function IND, lf¢inv('7’ IND, x) holds, then ¢inv(/10’ 1, x)
olds.

YV € Fr.names({V}) = {Gvarp*} — 3V, € F;‘t.

names({Va}) = {Gvar*} A terms(V) = terms(Va) Proor. We prove this theorem by contradiction and firstly pro-

pose an assumption: there exists a function IND such that qﬁfn" ,(IND, 1, x)

holds and ¢I(I§Z (Ao, n, x) does not hold. We also assume that there
are t contracts C = {x1,...,x;} and x € C.

and

VV € Fr.names({V}) = {Gvarg™} — 3Vp €* Fy .

(1) By the assumption and Definition A.34, there exists an exe-

Pn

. p p
cutione = Ay —ans M —ans oo =g An € exec’s (0),

we have that
PROEDNC)

veGy veG,

where Gi={v | yen A (y,v) € G(A;,x)}.

names({Vg}) = {Gvar*} A terms(V) = terms(Vp)

(12) By the definition of R’ and Table 3, given transitions F 5 R,

Fr(r,A
F’ and Fy Mmm F/,VV € F.3V4 € Ea. terms(V) =

terms(Vy) — YV’ €* F’. vy et F . terms(V') = terms(Vy).

. 1 2 T'm/
o . . r fr(r,B) (2) By Lemma A.33, there existe, = 0 —pg_  Fi —Rg, ... —R,
(13) Sl,rmlar t(; (12), glver; transitions F —pg_ F’and Fp ——,——> fequ Fyy € exec™" (Ry) and a valuation & and
Fp,VV €™ F.3Vg €" Fg. terms(V) = terms(Vg) — YV’ € (@ 3j € {1,...,n}. Vx € S(A). AV €* Fj. G(Ao,x) <>y

F. EIVé e* FIIS‘ terms(V’) = terms(Vé). gvars(V)
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(b) Vx € S(Ay). 3V €* Fpy. G(An, x) > gvars(V)
(3) By the definition of rule init_gvars, VFy —sg F...

init_gvars Tk
R, Fr ... l>R Fryy € exed™7" (Rs).

init_gvars T Thtu
IF) —————n, F.. L)R F, k—+)R Flé+u €
exec™ " (Rs). F = F{ A Fryy = F}

k+u’
’ /

r. T,
(4) By (2), (3), there exists an execution e, = 0 —I)Rs F —Z>RS

r .,
’

',
. R F,

€ exec™" (Rs) where Vr € {r{,...,r{}.7 =
init_gvars. And there exists a valuation & such that
(@) 3j € {1,...,n}. Vx € S(Ap). AV €* F}’.. G(Ag, x) <y

gvars(V)

(b) Vx € S(A,). 3V €* F},. G(An, x) < gvars(V)

(5) By eliminating 3 on j, we let j = ¢.

(6) By the definition of fini;g, Fk. 0 <k <t -1

init_gvars

F//

k Rs FI/

k+1

and

vV € F{. names({Vi}) # {Gvar*}A

FVpsy €' FL

rr-3Ve €" F/. names({Viy1}) = names({V;}) =

{Gvar*} A Vi = W

7) By (4), ¥V &* FIQ+1' dx’ e C. names({V} = {Gvar*'}.

8) By (6),(7),Vx € S(Ap).3V &* k+1 G (Ao, x) &5 gvars(V)A
names({V} = {Gvar*}.

(9) By the definition of <>, there exists a function ind mapping

from {y | (x,0) € G(Ao,x)} to {t | t € gvars(V) AV €*

FI;+1 A names({V} = {Gvar*}} and a function IND(n) =

{ind(y) | x € n}-

(10) By Definition A.26 and the definition of K, {x | (x,v) €
G(20,x)} = {x | (x.0) € G(An, x)}.

(11) By (2), (8), (9), (10) and the definition of R, there exists a
function IND such that

D)=

e beIND(n,gvars(Vii1))
2= (@)
veG, beIND(n,gvars(V,,))

where G; = {v | y e n A (,0) € G(Ai,x)} and V; €
F{, names({V;}) = {Gvar*}.
(12) By (11),

(
(

(&)

(&) # >,

beIND(n,gvars(V,y))

(&(b))

beIND(n.gvars(Vi+1))
where V; €* F, names({V;}) = {Gvar*}.

(13) By (6), (12), ¢§1“U(IND(77),x) does not hold, which is in

contradiction to the assumption. Thus Lemma A.44 proved.

O

LeEmMA A45. Let (7, =, yo) be a K transition system that sat-
isfies Ks F a. Let Rs F fr, . Given a global variable y of contract x

and a function ind, if¢§§u()(, ind, x) holds, then gbZéSu (Ao, x, x) holds.
36

Proor. We prove this theorem by contradiction and firstly pro-

pose an assumption: there exists a function ind such that ¢§§u (x. ind, x)

holds and ¢Z§L (Ao, x, x) does not hold. We also assume that there
are t contracts C = {x, ..

.,x¢}and x € C.
PA
(1) By the assumption, there exist two executionseq = Ao _I"K

PA PAn
Aa ——2—>7( L, A, € execq(S(yo), and eg =

PB; PB; PBm
/10 —)7( ABl —)7(5 —)WS ABm

and

1

€ exec’s (v0)

{M(Aa,) [i€{L,....n}} ={M(Ap)) [ j€{L....m}}A

vA F UB

where (y,v4) € G(A4,,x), (x,uB) € G(4g,,,x).
-
(2) By I;emma A.33, there exist eq, = 0 —Al—>R Fyu, —A2—>R
A n'
.. —’R Fa,, € exec™"(Rs) and a valuation & and
(@) 3j e {1,...,n}.¥x € S(A9). 3V &* Fa;. G(Ao,x) o
gvars(V).
(b) Vx € S(A4,). 3V S Fa,,. G(Aa,,x) ©y gvars(V).
T
(3) By I;emma A.33, there exist eg, = 0 —Bl—>Rs Fg, —BZ—>R
B !
.. ————>R Fpg,, € exec™" (Rs) and a valuation & and
(@ Jje{1,...,m}.Vx € S(Ap). AV &* Fp;. G(Ao, x) ©0
gvars(V).
(b) Vx € S(Ag,,). AV et Fg_,. G(AB,,,x) <y gvars(V).
init
(4) By the definition ofrule init_gvars,VF, r—1>Rs Fi... Mms

Thtu init_gvars
F ... —IEL)RS Fryy € exed™7(Rg). 3F —R,
r Uu
Fl... XL Fl ... =g F| € exec™ (Ry). Fy =
AFryy = Fl:+u'
rA1
(5) By (2), (3), (4), there exist executions e/, = 0 ——g,
Ta, A "
—5R, .. —R, F L€ exed™" (R;) where Vr €

r r

.. By B
’ — [ /
{rAl,...,rAt}.r =init_gvarsandep =0 —p, FB1 —R,

.. —R, Fém, € exed™" (Rs) where Vr € {r’l,...,rl’gt}.r =

init_gvars. And there exists a valuation & such that

(@ 3je{1,...,n}.Vx € S(d). IV €* F’ G(Ag, x) <y
gvars(V).

(b) ¥x € S(Aa,). IV €* FAn,A G(Aa,, x) <o gvars(V).

(¢) Fje{1,...,m}.Vx € S(A). AV &* Fé,—' G(Ag, x) &y
gvars(V).

(d) Vx € S(Ag,,). IV € Fp . G(Ap,,,x) &y gvars(V).

(6) By eliminating 3 on j, we letmj =t.

(7) By (5),VV &* F;\t. Ix’ € C. names({V} = {Gvar*'}.

(8) By (5), YV €* Fét. Ix’ € C. names({V} = {Gvar®'}.

(9) By (5), (6), (7) and the definition of <—>U, there exists a val-
uation & and VYV, €* F’ Jvg e F’ names({Va}) =
names({Vg}) = {Gvarx} /\ Vba € Vy. EIbB € Vg. E(by) =
&E(bp).



(10) Similar to (9), there exists a valuation & and YVp €* FJ/B[ .AVa €*  Given a set of global variables  of contract x and a function IND, if

F;\[. names({Vg}) = names({Va}) = {Gvar*} A Vb €
Vp. HbA € Vy. S(bB) = S(bA)

(11) By (9), (10) and the definition of init_gvars, ¥V, €&*
F;\:' names({V4}) = {Gvar*} — 3Vp Fl’;t. Va = Vg.

(12) By the definition of <>, there exists a function ind mapping
from {a | (a,v) € G(A4,,x)} to {b | b € gvars(V) AV et
F;\[ A names({V} = {Gvar*}}.

(13) Similar to (12), there exists a function ind mapping from
{a | (a,v) € G(4B,,.,x)} to{b | b € gvars(V) AV e*
Fét A names({V} = {Gvar*}}.

(14) By (12), (13) and the definition of R, there exists a function
ind such that

va = E(ind(y, gvars(Va,))) # E(ind(y, gvars(Vp,,))) = v
where V4, €* F, ,names({Va,}) = {Gvar*}, Vg, et

Fj , names({Vg,,}) = {Gvar*}.

(15) By the definitions of M and K, if M(4;) # 0, the only
Pi-1 pi

possible trace for the transition A;—p — ¢, di-1 —
Pi+1 Pitu+8 .
Ai ——li—wKS it %, Aitu+s is as follows:

pi—2 = FuncTiON-CALL

pi—-1 = SWITCH-CONTEXT

pi = CREATE-TRANSACTION

pi+1 = INTERNAL-FUNCTION-CALL
pi+2 = SAVE-CUR-CONTEXT

pi+3 = CALL

pi+a = INIT-FUN-PARAMS

pi+5 = BIND-PARAMS

pi+6 = BIND-PARAMS

Pi+u+6 = BIND-PARAMS-END

Pi+u+7 = PROCESSFUNQUANTIFIERS

pi+u+s = CALL-FUNCTION-BODY

(16) By Proposition A.21, [pj—2, ..., pi+u+s] in (15) corresponds
to a state transition from s; to sg,;. Here, u represents the
number of parameters in the function.

(17) By (16) and the definition of K and Table 4, T(s;) = 1 and
¢ = function fz(d){stmt}.

(18) By (17) and the definition of R, rule recv_ext is generated.

(19) By Proposition A.21, e4 corresponds to a sequence of state
transitions: sq, = s, - = 54, and ep corresponds to
a sequence of state transitions: sg, = sp, -+ = SB,-

(20) By (1), (17), I{sa, | i € {L,...,n""} AT(s4,) = J*" =
I{sB, | i € {1,...,m"} AT(sg,) = 1}*|*

(21) By(17),(20), and the definition of rule recv_ext,{V | Vk €
{1,...,n" —1}.V & F["k AV ¢* FAkH A names({V}) =
{Call}y = {V |Vk e {1,....m" —1}.V & Fp AV ¢*
FE’;k+1 A names({V}) = {Call¢} }*.

(22) By (11), (14), (21), ‘/1’5514()(, ind, x) does not hold, which is in

contradiction to the assumption. Thus Lemma A.45 proved.

]

¢Ri"" (n, IND, x) holds, then ¢7(s (Ao, m, x) holds.

ino
PROOF. (1) By Lemma A.42, if $Rino (5, IND, x) holds, then
¢5fy(17, IND, x) holds.
(2) By Lemma A.44, if ¢>5;v(17, IND, x) holds, then ¢7§; (Ao, 1, x)
holds .

(3) By (1), (2), Theorem A.46 proved.
m]

THEOREM A.47. (Soundness for the equivalence property) Let

(7, =%, Y0) be a K transition system that satisfies Ks F a. Let
Requ F PR, - Given a global variable y of contract x and a function

ind, if(;ﬁRequ (x, ind, x) holds, then ¢Z;L (Ao, x, x) holds.

ProOF. (1) By Lemma A.43, if g‘)Req“ (x, ind, x) holds, then
gzﬁféu (x. ind, x) holds.
(2) ByLemma A .45, ifqﬁf,;u (x, ind, x) holds, then ¢Z§L (Ao, x> x)
holds.
(3) By (1), (2), Theorem A.47 proved.

THEOREM A.46. (Soundness for the invariant property) Let (T, — ¢,
,Yo) be a K transition system that satisfies Ks = a. Let Riny = PR, ,, -
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RULE REQUIRE
< require(true);

require(false);
">" < exception() ">k

RULE Out-0F-GAs
< S:Statement

mm>k ¢ #msgInfo(_,_,_,GasLimit) )y,
< GasC >gasCunsumption
requires GasC >Int GasLimit

RULE REVERT
revert(.ExpressionList);
exception() ek

RULE ASSERT
< assert(true);

assert(false);
">k < exception() ">k

RULE EXCEPTION-PROPAGATION
exception()

updateExceptionState() >"

{ ListItem(R)ListItem(C)

requires C >=Int @

. > contractStack

RULE TRANSACTION-REVERSION
exception()
updateExceptionState() ~ revertState() k
{ ListItem(R)ListItem(-1) )ontracistack

RULE UPDATE-EXCEPTION-STATE
< updateExceptionState() >
e

LlstItem(#state(_,_,_,_ ) _
[istItem(#state(_,_,_,_,true)) " ) functionStack

RULE REVERT-STATE
revertState() >
k

revertInContracts(PreCNum, @)~
deleteNewContracts(PreCNum,CNum)
( ListItem(#state(_,_,_,PreCNum,_))

< CNum >cntContmcts

- ->func[ion5mck

RULE TRANSFER-FUND-BEGIN
< #memberAccess(R:Id,F:Id) ~ MsgValue:Int >
k

gasCal(#read,String2Id("Global™)) ~
#transferFund(Ng,N,MsgValue)

¢ ListItem(N:Int) ...Yeontractsiack
< N >ct1d
R [-> AdAr .. .eicontext

(... R |=> String2Id("Local") ...)erocation
(... R |-> address ...)appe
(... Addr |-> Np

requires Id2String(F)

« |contractinstance

. '>ct5torage
==String "transfer"

RULE TRANSFER-FUND
< #transferFund(Ng,N,MsgValue) >
o)k

< N >c[Id
BN contractlnstance
By -Int MsgValue /belance
< NR >ct]d contractinstances
Br tractlnst
BR +Int Msgvalue >balunce contractinstance

RULE REVERT-IN-CONTRACTS
< revertInContracts(PreCNum:Int,Q) >
Sk

{ No )ema
ORhoCy
< W>ct€ontexz

< Rhogo >tempConlcxl

0OSy
< T>ct§torage
< So > p conty
OM,
W 'Memory
< My >tempMemory
OB,

0
< T>Balunce

( Bo >tempBalance

Ny Dea
ORhOCI
W ctContext

< RhOCl >tempContex[
S
< ‘Slli>ct5torage

Sl >temp5torage

< contractInstance
< contractInstances

T 'Memory
< M, >tempMemory

B,
By Balance
< By >tempBalunce

< NPreCNum —Int 1 >ct1d

< ORhOCPreCNum —Int 1
RhoCprecNum —Int 1
RhOCPreCNum ~Int 1 >tempConlext
< OSprecNum —Int 1
PreCNum —Int 1

ctContext

> ctStorage

< SpreCNum —Int 1 >temp5torage
< OMpreCNum —Int 1

contractInstance

" MpreCNum —Int 1| >M”"°ry
MpreCNum ~Int 1 >tempMemory
OBpreCNum ~Int 1
PreCNum ~Int 1

< BPreCNum —Int 1 >tempBalance

>Balance

RULE DELETE-NEW-CONTRACTS
< deleteNewContracts(PreCNum:Int,CNum:Int) >
-

INS:Bag < < PreCNum >ct[d >cnntmcllnsmnce
< < PreCNum +Int 1 >ctld >contract[nxtance

- tractInst
< < CNum -Int 1 >Ctld >contmctInstance >C0n ractinstances
INS

RULE SEND-FUND-SUCCESSFUL
< #sendFund (Ngr,N,MsgValue) >
)k

true

>con[mcl]n:tance

< N >ctId
N
By -Int MsgValue /balance
< NR >ctIa'
< B

R
Br +Int MSgVa]_ue balance

contractInstances

>contractlnstance

RULE SEND-FuND-FAILED
#sendFund (Ngr,N,MsgValue)
false

( #msgInfo(_,_,_,GasLimit) )y
< GasC >gaSConsumption
requires GasC >Int GasLimit

Figure 13: Definition of K (Part 1).
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RULE SEnND-FUND-BEGIN
#memberAccess(R:Id,F:Id) ~ MsgValue:Int >
k

gasCal(#read,String2Id("Global™)) ~
#sendFund (Ngr,N,MsgValue)
< LiStItem(N : Int) .. ->cuntract5tack
< N >ct1d
. R [-> Addr .. )ccontext
(... R |-> String2Id("Local") ...)rocation
(... R |-> address ...)uppe
< Addr |_> NR ~-~>ct5torage
requires Id2String(F) ==String "send"

RULE WRITE
X:Id = V:Value
< writeAddress(Addr,L,V) >"
¢ ListItem(N:Int) ...)contractstack
< N >ct1d
< X |_> Addr --~>ctContext

X |-> L - - « |contractinstance

->ctLocation

(oo X |=> T:EleType .. .)crype

RULE WRITEADDRESS-GLOBALVARIABLES
writeAddress(Addr:Int,String2Id("Global"),
V: Value) ok
gasCal(#write,String oba ,0V, a3
< ListItem(N:Int) .. ~>cnntract5tack

< N >CtIa'
< Addr |-> OV
o W -« [ctStorage

RULE WRITEADDRESS-LOCALVARIABLES

. ->contractlnstance

writeAddress(Addr:Int,String2Id("Local"),
V:Value)
gasCal(#write,String2Id("Local™),0V,V) ~ V

¢ ListItem(N:INnt) .. >conrractstack

< N >ct1d
Addr |-> OV
< . W - ->Memuvy
RULE REaD

. ->contracrlnstance

:Id
readAddress (Addr, L) >k
{ ListItem(N:Int) .. ~>contruct$tack
< N >clId
< X |'> Addr «»~>ctC0ntzxt

oo X I=> L Detocation
(oo X |=> T:EleType ...)a1ype

« |contractinstance

RULE READADDRESS-GLOBALVARIABLES
readAddress(Addr:Int,String2Id("Global"))
gasCal(#read, Str1ng2Id("Global")) ~ V:Value k

¢ ListItem(N:Int) .. >contractstack

< N e
<' .. Addr | >V o ~>ctStorage

- Jcontractinstance

RULE READADDRESS-LOCALVARIABLES
< readAddress(Addr:Int,String2Id("Local")) >
k

gasCal(#read,String2Id("Local™)) ~ V:Value
¢ ListItem(N:Int) ...)contractstack

B ->contractlnstance

< < N >ctIa'
<. .. Addr |[->V .. ->Memory

RULE ALLOCATESTATEVARIABLES
allocateStateVars(N:Int,
ListItem(Var) Vars:List)

allocate(N, Var) ~
allocateStateVars(N, Vars)

« |contractinstance

RULE NEW-CONTRACT-INSTANCE-CREATION
new X:Id (E:ExpressionList) >
k

updateState(X) ~ allocateStorage(X) ~
initInstance(X,E)

RULE UPDATESTATE-MAIN-CONTRACT
updateState(X:Id) XY
gasCal (#newInstance) >k ¢ Name -+ -)eontract

e~

N:Int T:Int
W cntContracts W> cntTrans
INS:Bag
< N >ctld
INS < X

ctName

contractInstances
- + [contractInstance

Trans:Map _

Trans (T [-> "new contract™) tranComputation
L:List .

ListItem(X) L >ﬂew5tack < .List >ﬁmctionsmck

ULE UPDATESTATE-FUNCTION-CALL
updateState(X:Id) XY y
gasCal (#newInstance) " °/k ¢ cName - - -/contract
N:Int
W cntContracts
INS:Bag
< N >ct1d
(X

ctName

o~ ——~— ——

=

contractInstances
« + [contractInstance

L:List . .
ListItem(X) L >”8W5laﬂk < CalllList:List >function$tack
equires CalllList =/=K .List

5~
=
=z
wn

RULE ALLOCATESTORAGE

allocateStorage(X:Id)
allocateStateVars(N -Int T, Vars) k
< < X >cName < Vars:List >stateVars -~->conlmcl

< N:Int >cn[Contmct5

RULE INITINSTANCE-NOCONSTRUCTOR
initInstance(X:Id,E:ExpressionList) >
ek

N -Int 1
< ListItem(X) L:List
[

newStack < N:Int >cntCuntruc[s

< < X >cName < false >Constructor -~~>Contract

RULE INITINSTANCE-WITHCONSTRUCTOR
initInstance(X:Id,E:ExpressionList)
functionCalI(C;N -Int T,
String2Id("constructor");E;
#msgInfo(C,N -Int 1,0,gasCal (#constructor)))
< ListItem(X) L:List >
[

newStack < N:Int >cnlCantmcts
( ListItem(C:Int) ...)contractstack

< < X >cName < true >Constructor ~»->contruct

RULE DECOMPOSE-SOLIDITY-CALL
#memberAccess(R:Int,F:Id) ~ Es:Values
MsgValue:Int ~ MsgGas:Int
functionCall(C;R;F;Es; sk
#msgInfo(C,R,MsgValue,MsgGas))
( ListItem(C:INt) .. )contractstack

RULE FuncTtioN-CALL
functionCall(C:Int;R:Int;
F:Id;Es:Values;M:Msg)
switchContext(C,R,F,M) ~ ek
functionCall(F;Es) m returnContext(R)

Figure 14: Definition of K (Part 2).
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RULE ALLOCATESTATEVARIABLES-END
< allocateStateVars(N:Int, .List) >k

RULE ALLOCATE
allocate(N:Int, #varInfo(X:Id,
< T:EleType, L:Id, V:Value)) >k
allocateAddress(N,Addr,L,V)

< N >ctld
Addr
“Addr +Int 1 /slotNum
CONTEXT :Map
CONTEXT (X [-> Addr) /ctContext | @ @ actinstance
TYPE:Ma
_E ctType

LOCATION:Map .
LOCATION (X [-> L) ctLocation

RULE ALLOCATEADDRESS-GLOBALVARIABLES
allocateAddress(N:Int, Addr:Int,
< String2Id("Global"), V:Value) >k
gasCal(#allocate,String2Id("Global™)) ~ V

< N >CtId
STORAGE : Map « + - [contractInstance
STORAGE (Addr [-> V) /ctstorage

RULE ALLOCATEADDRESS-LOCALVARIABLES
allocateAddress(N:Int, Addr:Int,
< String2Id("Local"), V:Value) . >
gasCal(#allocate,String2Id("Local™)) ~ V

< N >ct1d
MEMORY :Map
< MEMORY (Addr [-> V) >Memory

RULE SwiTcH-CONTEXT
switchContext(C:Int,R:Int,F:Id,M:Msg)
createTransaction(L) sk

.. ->conlmct]nstance

L:List
CistItem(R) L >Conlmct5tack ¢ CNUmM enecontracts
1 Msglist:List
M /Mg \ TCistItem(MI) Msglist /mssStack

<
< CalllList:List
|
|
<

ListItem(#state(RhoC,F,
return(false,@),CNum,false)) CalllList

#
{ C Yera { RhoG >globalContext

< RhoC Context - -+ |contractInstance
“RhoG /ctContex

>function5tack

GaslList:List
' gasConsumption C 1stItem(G) GasList 'gasStack

oo

RULE RETURN-CONTEXT
returnContext(R:Int)

clearRecipientContext(R,RhoG)
clearCallerContext(C,Rho)~ sk

propagateException(C,Exception) ~E:Value
ListItem(R) ListItem(C) L:List
< ListItem(C) L

M ListItem(M1) MsglList:List
(s |
2

>conrracr$mck

MSng st >msg5tack

ListItem(#state(Rho,_,#return(_,E),
_,Exception)) CalllList:List
Calllist

< R >ct1d < RhoG >globalContext '~~>contractlnstance

>function5mck

G:Int
W>gds&nsumpngn
ListItem(G1) GasList:List
GaslList gasStack

RULE INTERNAL-FUNCTION-CALL
functionCall(F:Id;Es:Values)

saveCurContext(CNum,@) ~
call(searchFunction(F,checkCallData(Es,®)),Es)
M updateCurContext(CNum, @)

< CNum >cntContmcts < .List >function5tack

RULE NESTED-FUNCTION-CALL
functionCall(F:Id,Es:Values)
call(searchFunction(F,checkCallData(Es, ,Es
( Calllist:List )pncrionstack

requires CalllList =/=K .List

RULE CLEAR-RECIPIENT-CONTEXT
< clearRecipientContext(R:Id,RhoG:Map) >
)k

< R >ct1d
< RhoC:Map >
~ RhoG | ctContext

RULE Save-CUR-CONTEXT
saveCurContext(CNum:Int,Q)

>contmct1nstunce

ListItem(#state(_,_,_,_,_)) _
[istItem(#state(_,_,_,CNum,_)) /functionStack

(¢ No deam

ORhOCo
< W> tempContext

< SO >ct5tuvage

0Sy

< T>temp5tomge
< MO >Memory
OM,

W tempMemory
< Bo >Balance
OBy

T tempBalance
¢ Ny Do

< RhOCI >ctContext

ORhOCl

W tempContext
< St >ct5tuvage

0S;
< T>temp5tomge
< Ml >Memory
M

OM;
< T>[empMemory
{ B1 palance
OB;
T tempBalance

contractlnstance

contractlnstance

{ NcNum-Int1 Yema
< RhOCCNum —Int 1 >ctCantext
< ORhoCcNum -Int 1
OLCNum —Int 1
< SCNum —Int 1 >ctStumge
< OScNum -Int 1 >
fCNum “Int 1 tempStorage
McNum ~Int 1 >Memory
OMcNum —Int 1
< McNum —Int 1 >tempMem0ry
< BCNum —Int 1 >Balance
OBCNum —Int 1
< BCNum “Int 1 >tempBalance

>tempContext

contractlnstance

Figure 15: Definition of K (Part 3).
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RULE UrDATE-CUR-CONTEXT
< updateCurContext (CNum:Int,Q) >
)k

¢ No Do
RhoCy >ctCantext
ORhoCy
W tempContext
< S0 >cl5tomge
< 0S, >
T tempStorage
< MO >Mcmory
OM,
< W>tempMemory
< Bo >Balance
OBy
T tempBalance
¢ Ny Hom
RhoCy >ctCantext
ORhoC;4
W tempContext

< Sl >ct5tomge

—
T tempStorage
< Ml >Mcmory

OM

1
< T>tempMemory
< B, >Balance
OB;
T tempBalance

contractlnstance

contractlnstance

< NCNum —Int 1 >clId
< RhOCCNum —Int 1 >ctConlext
< ORhoCcNum —Int 1
OLCNum -Int 1
< SCNum —Int 1 >ctStarage
< OScNum —Int 1
CNum —Int 1
{ McNum -Int 1 )Memory
< OMcNum —Int 1 >
WCNum “Int 1 tempMemory
BeNum -Int 1 )Balance
< OBcNum -Int 1
CNum —Int 1

tempContext

tempStorage
P & contractInstance

tempBalance

RULE CREATE-TRANSACTION
createTransaction(L:List)

contractInstances

( #msgInfo(C:Id,R:Id,MsgValue:Int,MsgGas:Int) g,

< c >ctId
% contractInstance
B -Int Mngas Balance
CNT:Int
TCNT +Int 1 /cntTrans
TRAN: Map '
TRAN(CNT [-> "functioncall™) >tvanComputanon

RULE PrROPAGATE-EXCEPTION-TRUE

transactions

propagateException(C:Int,Exception:Bool)
exception() ~ propagateException(C;,Exception) /K

ListItem(C) ListItem(Cy:Int) ...
ListItem(Cy)...
requires Exception ==Bool true

> contractStack

RULE PROPAGATE-EXCEPTION-FALSE .
< propagateException(C:Int,Exception:Bool)

requires Exception ==Bool false

)

RULE CLEAR-CALLER-CONTEXT
< clearCallerContext(C:Id,Rho:Map) >,c

< C >ct1d
RhoC:Map
*Rhoi> ctContext

>conlmct1nsrance

RULE CaLL
call(N:Int,Es:Values)
initFunParams(N,Es) ~
processFunQuantifiers(N)~ [k
callFunBody(N)

RULE IN1T-FUN-PARAMS
< initFunParams(N:Id,Es:Values) >
3

BindParams(Ps,Es) ~
BindParams(Rs,Es)

< < N >ﬂd < Ps:List >inputPammeterx > .
< RS:LiSt >returnPummeters fum‘nan
RULE CaLrr-FuncTion-Bobpy
callFunBody(N)
funBody(B) ~ updateReturnParams(N) ~
updateReturnValue(N)

¢ ¢ N dmg € B DBody - -Yfunction

RULE BIND-PARAMS

< BindParams(T:EleType P:Id Ps:List,E:value Es:List)

BindParams(Ps,Es)

< N >L't1d < BaarAd+dIrnt ] >slotNum
CONTEXT : Map

< CONTEXT(P [-> Addr) >”C""”’“

TYPE:Map

>

LOCATION:Map

< LOCATION(P [-> String2Id("Local™))
MEMORY : Map

<WEMURVZA—dar—ITET>M”"”W

RULE BIND-PARAMS-END
< BindParams(.List,.List) >
-k

ctType

RULE FuncTtioN-Bopy
funBody (S:Statement Ss:Statements)
exeStmt(S) ~ funBody(Ss) ok

< funBody(.Statements) >k

RULE r1
S:Statement Ss:Statements
exeStmt(S) ~ Ss sk

RULE Rr5

if (true) S:Statement else S1:Statement
< exeStmt (S)
RULE Rr6

if (false) S:Statement else S1:Statement
< exeStmt (ST)

RULE EXE-STATEMENT
< exeStmt (S:NoBlockStatement) >
3 o)k

< ListItem(#state(_,_,

#return(false,_),_,false)) - ->function5tack

Figure 16: Definition of K (Part 4).
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RULE MORE-GLOBALVARIABLES

RULE EXE-STATEM]:T[NTI(MAIN—CONTRACT X:Td > Y:1d
exeStmt(S.NoBsoc Statement) >k gasCal(#fread,String2Id("GIlobal™)) ~
List gasCal (#read,String2Id("Global")) ~ [k
< .L1s >funclion5tack VX >Int VY
< LiStItem(N:Int) --~>contractSluck
R e TR, cgent. ¢ N Y
exestm ( :Nobloc atemen ) >k < X |_> Ader ) Y |_> AddrY --->ctC0ntext
: X |-> String2Id("Global"),
ListItem(#state(_,_, < -y ||_> Stringg2Id((“Globa1")) ...>dLm,,»o,, contractlnstance
#return(ReturnFlag, ), ...)unctionstack Coo X I=>Int, Y [=> Int L ampe
_,ExceptionFlag))
requires (ReturnFlag ==Bool true) RULE MORE‘LOCALY%RISB\%F%C'
orBool (ExceptionFlag ==Bool true) gasCal(¥read, String2Id("Local™) ~
gasCal (#read, String2Id("Local")) ~ k
RULE LEss-GLOBALVARIABLES Vx >Int Vy
X:tId < Y:Id { ListItem(N:Int) ...)conactstack
gasCal (#read,String oba a3 N e
gasCal(#read,String2Id("Global™)) ~ [k (.. X |-> Addrx , Y |C_> Addry .. Decontext
] Vx <Int Vy X |-> String2Id("Local"), ) contractnstance
< LlstItem(N:Int) "~>contruct5tauk R A 4 StringZId("Local") - - [ctlocation
¢ N S oo X |=>Int , Y [=> Int . amype
(.. X l__> Ad(.hx ! dY "|_1>bAi19 IY . DetContext RULE VAR-DECLARATION
<' ' X |-> String2I (“G oba "), m>cthmm contractlnstance T:EleType X:Id = V:Value
Y |-> String2Id("Global") gasCal (#allocate, String2Id("Local™) ~ V k
{ X |-> Int Y |-> Int N X
’ srsetlype ¢ ListItem(N:Int) .. >consractstack
RULE LESS-LOCAL)YfAIRéAEL$S.Id /fddN Yettd
. : r
gasCal(#read,String2Id("Local™)) ~ —Addr +Int T >slutNum
gasCal (#read, String2Id("Local")) ~ [k MEMORY : Map
Vx <Int Vy MEMORY (Addr [-> V) /Memory
¢ ListTtem(N:Int) .. Deonractstack < CONTEXT : Map > )
< N >tld C NTEXT X - r ctContext contractlnstance
Coo X 1=> Addr , Y |=> Addry .. Sucomen TYPE :Map >
< X |-> String2Id("Local"), >tL i contractInstance LTOYCPAET&XON —M> Ty /<tType
- 3 " " « « « JctLocation :Ma
Y | >_Str1ng21d( L_ocal ) < o p >c[Lmn_lm
oo X |=>Int , Y [=> Int . demype tring oca
RULE EQUAL-GLOBALVARIABLES RULE VAR-A.
X:Id == Y:Id 'AR-ASSIGNMENT
gasCal (#read, String2Id("Global™) ~ X:1d = V:Yalue . >k
gasCal (#read, String2Id("Global")) ~ -k g?sCal(#wrlte,StrlngZId( GIobal™),0V,V) ~ V
Vx ==Int Vy { ListItem(N:Int) ...)conractstack
( ListItem(N:Int) ...) Stack ¢ N Dera
< [f]on;r::,tdmc < X'|_> Addr »-->ctContext
(oo X > Addrx , Y |-> Addry «« YetContext < X |-> String2Id("Global") --->ctLocatian contractInstance
. M " Addr |-> OV
L X |_> StrlngZId( “GlOba]- "), . contractlnstance — « « - )etStorage
Y |-> String2Id("Global") ctLocation Addr T->'V
X [=>Int, Y [=> It L e RULE RETURN-VALUE

RULE EQUAL-LOCALVARIABLES

< return E:Value >
—_—— ... )k
X:Id == Y:Id

1

gasCal (¥read, String2Id("Local™) ~ ListItem(#state(_,_,
gasCal (#read, String2Id("Local")) ~ [k #return(_,_),_,-)) o
Vx ==Int Vy [istltem(#state(_,_, - [|functionStack
< ListItem(N:Int) --->Contract5tack #return(true,E),_,_))
N D RULE RETURN
(.o X |=> Addrx , Y |=> Addry .. acomen < return
X |_> Stf'ingZId("Local"), contractInstance £
Y |-> String2Id("Local") - -/ctLocation ListItem(#state(_,_,
Coo X [=>Int Y [=> Int L ey #return(_,_),_,_)) )
[istItem(#state(_,_, - - - |functionStack
#return(true,true),_,_))

Figure 17: Definition of K (Part 5).
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RULE Gas-CaL
< gasCal(X:Id,Y:Id)

ListItem(G:Int) GasList:List )
[istltem(G +Int GI1:Int) GasList /gasStack

G
< W>gqs€unsum‘ptinn
requires G +Int G1 <=Int GasLimit

RULE ADD-GLOBALVARIABLES
:Id = Y:Id + Z:1Id
gasCal(#read,String2Id("Global™)) ~
gasCal(#read,String2Id("Global"™)) ~ ... |k
gasCal (#write,String2Id("Global"),OVyx,
Vy +Int Vz) ~ Vy +Int Vg
{ ListItem(N:Int)

. ‘>contruct5tauk

< N >ctld
X |-> Addrx , Y |-> Addry ,
< Z |-> Addrz --<>L'tCUntext
X |-> String2Id("Global") ,
< Y |-> String2Id("Global") , _,_>Cthm
Z |-> StringZId(“Global")
(oo X |=>Int, Y [=>Int, Z [-> Int .. uzype
.. Addrx |-> OVy ,
Addry [->Vy , Addry |-> Vg .
.., Addrx [-> Vy +Int V7 , ctStorage
Addry |-> Vy , ...

RULE ADD-LOCALVARIABLES
: =Y:Id + Z:1d
gasCal(#read,String2Id("Local™)) ~
gasCal(#read,String2Id("Local")) ~ ... )x
gasCal (#write,String2Id("Local"),OVx,
Vy +Int Vz) ~ Vy +Int Vg
( ListItem(N:Int)

. '>conrract5tack

< N >ct1d
X |-> Addryx , Y | => Addry ,
< VA |_> Addrz --->ctContext
X |-> String2Id("Local") ,
< Y |-> String2Id("Local") ,
Z |-> String2Id("Local")

oo X I=>1Int, Y |[->1Int, Z [|->1Int .. Durpe
., Addrx |-> OVyx ,
, Addry |-> Vz , ...

Addry | > Vy
. Addry [-> Vy +Int V7 , Memory
Addry |-> Vy ,

RULE SuB-GLOBALVARIABLES
X:Id = Y:Id - Z:1d
gasCal(#read,String2Id("Global™)) ~
gasCal(#read,String2Id("Global")) ~ ... |
gasCal(#write,String2Id("Global"),OVx,
Vy —Int Vz) ~ Vy —Int Vz
( ListItem(N:Int)

- ~>contract5mck
< N >ct1d
X |-> Addrx , Y |-> Addry ,
< VA |_> Addl’z -»->c[Con[ext
X |-> String2Id("Global") ,
< Y |-> String2Id("Global") ,
Z |-> String2Id("Global")
{.. X |=>1Int , Y |->1Int, Z |->Int
..., Addrx |-> OVyx ,
Addry |-> Vy , Addrz |-> Vz , ...
., Addrx [-> Vy —Int V7 , ctStorage
Addry |-> Vy , ...

- ->clLocation

. ->ctType

..>k ( #msgInfo(_,_,_,GasLimit) )y

contractInstance

. ->ctLocatwn < ..
contractInstance

contractInstance

RULE Gas-CaL-FaIL
gasCal(X:Id,Y:Id)
exception()

G
< W>ga:&msumption
requires G +Int G1 >Int GasLimit

RULE Sus- LOCALVARIABLES
=Y:Id - Z:1d
gasCal(#read,StrlngZId("Local")) a3
gasCal(#read,String2Id("Local")) ~ ... )x
gasCal (#write,String2Id("Local"),OVx,
Vy —Int Vz) ~ Vy —Int Vg

< LiStItem(N:Int) ~~>cuntmct$zack
< N >ct1d
X |-> Addrx , Y |-> Addry ,
zZ |-> Addrz -« - [ctContext

String2Id("Local") ,
> String2Id("Local")
Int , Y [=>Int, Z [-> Int .. a7
.., Addrx |-> OVyx ,
Addry | ->Vy , Addrz |-> Vz , ...
, Addry [-> Vy —Int V7 , Memory
Addry |-> Vy , ...

X |-> String2Id("Local") ,
< Y |->
Z |-

X >

RULE MuUL-GLOBALVARIABLES
X:Id = Y:Id * Z:1Id
gasCal(#read,String2Id("Global™)) ~
gasCal(d#read,String2Id("Global™)) ~ ... |
gasCal(#write,String2Id("Global"),OVy,
Vy #Int Vz) ~ Vy xInt Vg

< ListItem(N:Int) -->contract51ack
< N >ctld
X |-> Addrx , Y |-> Addry ,
Z|-> Addrz - - - [ctContext

-> String2Id("Global") ,
Z |-> String2Id("Global")
X |=>1Int, Y [->Int, Z |->Int .. dampe
..., Addrx |-> OVx ,
Addry |-> Vy , Addrz |-> Vz , ...
., Addrx [-> Vy *Int V7 , ctStorage
Addry |-> Vy , ...

X |-> String2Id("Global") ,
< Y | -->ctLocation

RULE MuL-LOCALVARIABLES
: =Y:Id * Z:1Id
gasCal (#read,String2Id("Local™)) ~
gasCal (#read,String2Id("Local™))
gasCal(#write,String2Id("Local"),OVx,
Vy *Int Vz) ~ Vy xInt Vz
{ ListItem(N:Int)

. >contmct5[uck

->
>

< N >ctId
X |-> Addrx , Y |-> Addry ,
< 7 |_> Addrz --->C[Conlex[
X | String2Id("Local") ,
< Y |-> String2Id("Local") ,
Z |-> String2Id("Local")
oo X |=>Int , Y [->Int, Z |[->Int . Dupype
.., Addrx |-> OVyx ,
Addry | ->Vy , Addry |-> Vz , ...
., Addrx [-> Vy *Int V7 , Memory
Addry |-> Vy , ...

Figure 18: Definition of K (Part 6).
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.4>k ¢ #msgInfo(_,_,_,GasLimit) )y,

. ~>ctLDcutivn
contractInstance

contractInstance

. ->L‘thcatiun
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RULE D1v-GLOBALVARIABLES RULE D1v-LOCALVARIABLES

X:Id = Y:Id / Z:1d X:Id = Y:Id / Z:1d
gasCal(#read,String2Id("Global™)) ~ gasCal(#read,String2Id("Local™)) ~
gasCal(#read,String2Id("Global"™)) ~ ... |k gasCal(#read,String2Id("Local")) ~ ... )¢

gasCal (#write,String2Id("Global"),OVx, gasCal (#write,String2Id("Local"),OVx,
Vy /Int Vz) ~ Vy /Int Vz Vy /Int Vz) ~ Vy /Int Vg
( ListItem(N:Int) .. )contractstack ( ListItem(N:Int) .. )contractstack
< N >clld < N >c!ld
X |-> Addrx , Y |-> Addry , X |-> Addrx , Y |-> Addry ,
< VA |_> Addrz ~~>ctCDntext < Z |_> Addrz ~-~>ctCUntext

-> String2Id("Local") ,
Z |-> String2Id("Local")

« + « [ctLocation

X |-> String2Id("Global") ,
< Y |-> String2Id("Global") , ...>CtLomt,-,m

X |-> String2Id("Local") ,
Y|
Z |-> String2Id("Global") <

contractInstance

oo X I=>Int , Y [=>1Int , Z |[-> Int .. )umype (oo X [=>Int , Y |[=>1Int , Z |-> Int .. )unpe
..., Addrx |-> OVyx , ..., Addrx |-> OVyx ,
Addry |-> Vy , Addrz |-> Vz , ... Addry |-> Vy , Addrz |-> Vgz , ...
., Addrx [-> Vy /Int V7 , ctStorage ..., Addrx [-> Vy /Int Vz , Memory
Addry |-> Vy , ... Addry |-> Vy , ...

Figure 19: Definition of K (Part 7).
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