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Continuous-variable quantum key distribution (CV-QKD) has many practical advantages includ-
ing compatibility with current optical communication technology. Implementation using heterodyne
measurements is particularly attractive since it eliminates the need for active phase locking of the
remote pair of local oscillators, but the full security of CV QKD with discrete modulation was only
proved for a protocol using homodyne measurements. Here we propose an all-heterodyne CV-QKD
protocol with binary modulation and prove its security against general attacks in the finite-key
regime. Although replacing a homodyne measurement with a heterodyne measurement would be
naively expected to incur a 3-dB penalty in the rate-distance curve, our proof achieves a key rate

with only a 1-dB penalty.

I. INTRODUCTION

Quantum key distribution (QKD) is the technology
that enables information-theoretically secure communi-
cation between two separate parties. QKD is classified
into two categories: discrete-variable (DV) QKD and
continuous-variable (CV) QKD. DV-QKD protocols of-
ten encode information to a photon in different optical
modes such as different polarizations or time bins. They
use photon detectors to read out the encoded informa-
tion. This type has a long history since early studies
[, 2]. A lot of knowledge about the finite-key analy-
sis and how to handle imperfections of actual devices
has been accumulated. On the other hand, CV-QKD
protocols encode information to quadrature in the phase
space of an optical pulse. They use homodyne or het-
erodyne detection [3, 4], which is highly compatible with
the coherent optical communication technology currently
widespread in industry [5HI2]. See Refs. [I3] [14] for com-
prehensive reviews of the topic.

To implement the homodyne measurement, the local
oscillator (LO) phases of the sender (Alice) and the re-
ceiver (Bob) should be matched. Since they are indepen-
dently drifted in the actual experiment, they have to be
calibrated continuously. For this purpose, the so-called
local LO scheme is mainly used [I5], [I6] in the imple-
mentation. In this scheme, using pilot pulses as a phase
reference, the relative phase between the two remote LOs
is tracked and corrected. This real-time feedback scheme,
however, complicates Bob’s receiver and makes it difficult
to be integrated into the conventional systems [I7TH2T].

On the other hand, in the heterodyne measurement,
the difficulty related to the phase locking is greatly
reduced. The heterodyne measurement outputs two
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quadrature amplitudes, which contain the information
about the relative phase to the LO. As shown in some
experiments [22, 23], Bob can compensate for the phase
mismatch between the two LO after the measurement.
Therefore the CV-QKD protocol using only heterodyne
measurement removes the need for the real-time phase-
compensation system and makes the implementation eas-
ier.

In terms of security analysis, due to difficulty in deal-
ing with continuous observables, the security of CV-QKD
was proved only under limited conditions, such as specific
attacks [24H26] and asymptotic cases [27H32]. The full se-
curity in the finite-size regime against general attacks was
then proved for a Gaussian modulation protocol [33] 34],
but it did not cover discretization of modulation neces-
sary in actual implementation [35H37]. Recently, a bi-
nary phase modulated CV-QKD protocol with a full se-
curity proof was reported [38]. It uses both homodyne
and heterodyne measurements which should be actively
switched. In this protocol, a homodyne measurement is
used for generating a raw key and a heterodyne mea-
surement for monitoring the attacks. Since this protocol
involves homodyne measurements, it has the phase lock-
ing problem mentioned above.

In this paper, we propose a finite-key analysis of a CV-
QKD protocol with binary phase modulation that uses
only heterodyne measurements. The heterodyne mea-
surement consists of two homodyne measurements whose
inputs are made by splitting the original input into two
halves. Due to this apparent 3-dB loss, straightforward
application of the security proof in Ref. [3§] to the all-
heterodyne protocol may suffer from a 3-dB penalty in
the key rate as a function of distance. Our security proof
here shows that the penalty in the key rate can be sup-
pressed to be only about 1dB. Moreover, we show that
the security can be guaranteed even if we simplify the
protocol by omitting the random discarding of rounds
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required in Ref. [3§].

The article is organized as follows. In Sec. II, we intro-
duce our protocol with only heterodyne measurements.
In Sec. I, we provide a sketch of the security proof based
on analyzing the statistics of phase errors in a virtual pro-
tocol, while we describe the detail of the proof in Meth-
ods. Numerical simulations of the key rates as a function
of distance are given in Sec. IV. In Sec. V, we discuss how
our proof mitigates the apparent 3-dB penalty in the key
rate.

II. PROTOCOL

A. Proposed Protocol
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FIG. 1. Alice sends coherent state |,/uz) or |—,/) randomly.
Bob performs a heterodyne measurement. After N rounds
of communication, Bob randomly decides whether the role of
each round is “signal” or “test”. Alice and Bob use indepen-
dent LOs (local oscillators). Bob’s outcome (&r,&r) can be
compensated when Alice and Bob learns the phase difference
between their LOs later.

We describe our protocol as follows (see Fig. [I).
In the description, the outcome of the heterodyne
measurement is represented by a complex number that
is normalized such that its mean coincides with the
complex mean amplitude of the input. The definition
of the function A,,, will be given in the next sub-
section. The binary entropy function is defined by
h(z) = —xlogy(z) — (1 — ) logy(1 — ).

Actual Protocol

Alice and Bob predetermine the protocol parame-
ters [NV, €, it Dsigs Deests 5 8, 8", K,7,m, r] and acceptance
functions fsue,0(®) and fgue1(z) which map the real
number R into the closed interval [0,1]. Here N,s,s’
are positive integers, m is a positive odd integer,
Mar76?€ > Ov R, > 07 Psigs Ptest S [07 1]a Dsig + Dtest = 1a
fsuc,l(x) = fsuc,O(_I)a and fsuc,l(x) + fsuc,O(-T) <1

1. Alice randomly chooses a bit a € {0,1}. She
sends an optical pulse C' in the coherent state with com-
plex amplitude (—1)%,/z to Bob. She repeats it N times.

2. On each pulse C of the received N pulses, Bob

performs a heterodyne measurement and obtains an
outcome & = &g +i0r (g, wr € R).

3. Alice and Bob processes the raw data associated
with each of the N transmissions, which we call a round,
in the following way. Bob randomly chooses the role of
the round and announces it such that a “signal round”
is chosen with probability psie and a “test round” with
Prest- According to the announced role, Alice and Bob
do one of the following procedures.

[signal] Bob determines the bit b € {0,1} or “fail-
ure” according to the real part wg of the measurement
outcome, such that the probability for each event is
given by the acceptance functions as follows:

PI‘(b = 0) = fsuc,O((L'R)a (1)
PI‘(b = 1) = fsuc,l(wR) = fsuc,O(_wR)7 (2)
Pr(failure) = 1 — fouc,0(@Rr) — fouc,1(WR)- (3)

Bob announces “success” when he obtained the bit
b € {0,1} and announces “failure” otherwise. If he
announces “failure”, Alice discards her bit a.

[test] Alice announces the bit a to Bob and he cal-
culates the value Ay, (& — (—=1)*5]).

4. The N rounds are divided into “signal-success”,
“signal-failure” and “test” rounds, whose numbers are
denoted by N, N*il and N respectively. The num-
ber of “signal” rounds is denoted by N®i& := Nsuc  Nfail
Alice and Bob concatenate their own bits kept in the
signal-success rounds to define N*"°-bit sifted keys. Bob
calculates the sum of A, (|0 — (—=1)*8]) in all test

rounds, which is denoted by F.

5. Alice and Bob perform bit error correction on
the sifted keys. They consume Hgc bits of the pre-
shared key for privately transmitting the syndrome of a
linear code and s’ bits of that for the verification.

6. Alice and Bob perform privacy amplification on
the N®“-bit reconciled keys. The length is shortened by
NsUh(U(F)/N®") + s, where the function U(F) will be
given in Eq. . The final key length Nfn is thus given
by

Nfin — fysue (1 - h(U(ﬁ)/NS“)) —s. (4)

In the above protocol, the net key gain per pulse is
given by

G = (Nﬁn — Hpe — s') /N. (5)

The above protocol is feasible even when Alice’s and
Bob’s LOs are not phase-locked, as long as one can pro-
vide a good guess on their relative phase for each pulse.
In such a case, the outcome & in Step 2 is determined



as follows. First, Bob records the complex amplitude
@' obtained directly from his heterodyne measurement.
Then, using the guess on the relative phase, he appro-
priately choose an angle 6 to define a compensated value
@ = €%’ such that the real axis of & coincides with the
direction of Alice’s binary modulation.

B. Definition of A, and its property

The function A,, , relates the outcome of the hetero-
dyne measurement to a bound on the fidelity of the input
state to a coherent state [38], see also Ref. [39]. It is de-
fined as

A (1) = (L) LD (1 + 7)), (6)
where L%) is the associated Laguerre polynomial

k dkLn-i-k(V)

ngk)(y) = (_1) dvk ’

and L,,(v) is the Laguerre polynomial

e’ d"
— v, n
For a state p of an optical pulse, the heterodyne mea-
surement produces an outcome @ € C with a probability
measure
d?w
Qp(W)d2w = (w|p|w) 0 (9)

where |w) is a coherent state

|w> = ef|“’|2/2 nz:;) ﬁ |n> . (10)

The expectation value of a function f(w) based on the
probability measure in Eq. (9) is denoted as E,[f()].
In Ref. [38], it has been shown that a fidelity (8| p|3)
satisfies the following relation

Ep[Amr (0 = B*)] < Te(plB) (B]),  (m:odd). (11)

IIT. SKETCH OF THE SECURITY PROOF

The finite-size security of the proposed protocol
against general attacks can be shown using the Shor and
Preskill approach [40], similar to Ref. [38]. This approach
connects the amount of the privacy amplification to the
so-called phase error rate. Here, we describe the sketch of
the security proof. We mainly focus on the intuitive ex-
planation on how we can bound the number of the phase
errors and we also comment on differences between our
proof and that of Ref. [38]. The full proof will be de-
scribed in Methods.

First, we define the phase error. For that purpose,
we introduce an entanglement-sharing protocol in
which Alice and Bob share N“¢ pairs of qubits in the
signal-success rounds in such a way that measuring those
qubits should produce binary sequences equivalent to the
sifted keys in Actual protocol. A major difference from
Ref. [38] appears in how we define Bob’s qubits, because
Bob’s sifted key bit is generated from a heterodyne
measurement in our protocol instead of a homodyne
measurement in Ref. [38].

Entanglement-sharing protocol ~
1. Alice prepares a qubit A and an optical pulse C in
the state |U) ,~ defined as

04 [V & + 1) A=V &
NG ;

and sends C to Bob. She repeats it N times.

) 4e = (12)

2. For each of the N rounds, with the probabilities
Dsig and Diest, Bob determines whether each round is
“signal” or “test” and announces it. Based on this label,
Alice and Bob proceed as follows.

[signal] Bob performs a quantum operation (speci-
fied by trace-non-increasing and completely positive
map) F on the received optical pulse C', where

Flp) = [ Pwkpn @), (13)
K(w) =\ 2o 1) g, oy FrmerCom) p -l

- \/W(WB (wle + 1) g (—wle)- (15)

This operation heralds “success” or “failure”, which Bob
announces, and in the former case produces a qubit B
in the state F(p)/Tr(F(p)).

[test| Bob performs a heterodyne measurement and
obtains an outcome & = Wg + iW; (Wr,wr € R). Alice
measures her qubit A on the Z basis ({|0),[1)}) and
announces the outcome a € {0, 1} to Bob, who calculates
Ay (|0 = (—1)%8]) as in Actual protocol.

3. Alice and Bob define Nsue Nfail prtest nrsie  and

F as in Actual protocol. At this point, Alice and Bob
share N®"¢ qubits.

This entanglement-sharing protocol can be made
equivalent to Actual protocol by measuring the NS“¢
pairs of qubits left by the protocol on the Z basis.
This can be confirmed by the following two observations.
First, measuring the qubit A of the state |¥) ,~ on the Z



basis reproduces the bit a as well as the state of the op-
tical pulse C of Actual protocol. Second, Egs. —
lead to

OFO ) = [ o fucaon 222 )

which shows that Bob’s procedure of determining the bit
b is equivalent to that in Actual protocol.

Based on this entanglement-sharing protocol, we define
the phase error as follows. After Entanglement-sharing
protocol, suppose that Alice and Bob measure each of

their N' qubits on the X basis {|4) = %} instead
of the Z basis. Each outcome can be denoted by + or —.
The pair of Alice’s and Bob’s outcomes can thus be writ-
ten as an element in {(za,z5)|za,z5 € {+,—}}. We
call the outcomes (+,—) and (—, +) as a “phase error”.
The number of phase errors is denoted by Nph.

It is known [41] [42] that if we can find a function U
of the data observed in the test rounds that bounds Nph
from above, we can derive a sufficient amount of the pri-
vacy amplification to achieve the required secrecy of the
protocol. In our case, if we can find U that satisfies

Pr (Nph < U(F)) >1-—¢ (17)

in Entanglement-sharing protocol followed by X-basis
measurements on the N®Y¢ qubits, our protocol is
(V2Ve + 275 + 275 )-secure.

For the construction of U (]3' ), we regard occurrence
of a phase error as an outcome of a generalized mea-
surement on Alice’s qubit A and the optical pulse C
received by Bob. The positive-operator-valued measure
(POVM) for this measurement is constructed as follows.
Bob’s measurement has three outcomes, (+, —, failure),
whose POVM elements are denoted, respectively, by
(Meoy, Mog, Mtait). The use of ev/od is because the out-
comes + and — implies even and odd photon numbers,
respectively (see Methods). The explicit form of the oper-
ators can be determined from the relations Tr(Meypc) =
(+] Flpc) |+), Tr(Moapc) = (= F(pc)|—) and My =
1c¢ — Mey — Mog. The POVM elements M, , ., of the
outcome (x4, zp) for Alice’s and Bob’s X-basis measure-
ment is then given by

MEA,-F(—) = |IA> <:17A| Y Mev(od)- (18>
The phase error is then represented by the operator
Moy =My _+M_ .. (19)

As an intuitive explanation, let us consider an asymp-
totic limit of N — oo, in which Eve’s attack is fully
characterized by the state pout,ac for Alice’s qubit A
and the optical pulse C received by Bob, averaged over
the N rounds. In this limit, Npn/Npse converges to
Tr(Mpnpous, ac) and hence finding an upper bound U(F)
in Eq. amounts to finding an upper bound on
Tr(Mphpout,AC)'

The state pout, ac is restricted by two conditions about
the input states and about the observed data in the test
rounds. The first condition comes from the fact that the
reduced state of Alice’s qubit A is unaffected by Eve’s
attack, implying that Tropout,ac is the same as the re-
duced state of the initial state |¥) , ~ in Eq. . It leads
to a constraint written as

Trac (Pout,ACHS_ig) =q, (20)
where
I = |-) (-4 ®1c (21)
and
g =Tr (0) (0], TC)
(1= (V| —ViD)

(L—e ). (22)

N — N

The second condition comes from Eq. :

Trac (pous,acTI™)
>E o, ac [Amr (|0 = (=1)81%)]

where
% = 0) (0] , @ |8) (Ble + 1) (1|4 © |=8) (—Ble - (24)

We note that the right-hand side of Eq. corresponds
to F'/(Npiest) in the asymptotic limit.

The analysis in the asymptotic limit now reduces to
finding a bound on Tr(Mpnpout, ac) under the constraints
Eq. and Eq. . In Methods, we derive a family
of bounds B(k,v) with nonnegative parameters x and v
satisfying

(m : odd), (23)

Tr (pAC(Mph + wITfd — ”YHS_ig)) < B(x,7) (25)

for any density operator pac. Using B(k,7), an upper
bound on the phase error rate in the asymptotic limit is
given by

N ~ .
Np% S U(F/Nptest) = B(Ka ’Y) - KF/NpteSt + 79—
sig
(26)

Next, we consider the finite-key analysis.  From
the asymptotic analysis, we expect that the bound
U(F) in will be written in the form U(F) =
Npsigu(F’/Nptest) + A, in which the finite-size correc-
tion A is to be determined. In order to find A that
bounds Ny from above under general attacks, we use
Azuma’s inequality [43]. It is applicable to a series of
events with general correlations, and can be used to an-
alyze a large deviation of the total sum Zfil T of a



series of random variables {T"} from its expectation if
there is a known constraint on the conditional expecta-
tion of 79, where conditioning is made on the events
prior to the ¢-th. In order to apply this inequality to our
case, we write Np, = S0, Z\AII();) and FF =N F@ and
seek a constraint on the conditional statistics of random
variables (Néil) , (). A problem here is that the condi-
tional state PE:)C on systems A and C' has no guarantee
on its reduced state on A, and hence does not satisf
Tr(p(;)cﬂs_ig) = ¢_. This prevents us from using Eq.
to find a tight constraint on the statistics of (]\Afé;), F@),
One way to connect the property of Eq. to
Azuma’s inequality is to add a measurement correspond-
ing to the operator IT*® to the protocol. In Ref. [38],
the trash round, in which Alice and Bob discards ev-
ery data, is randomly chosen with a probability piasn in
Actual protocol. This modification allows us to assume
that, after Entanglement-sharing protocol, Alice makes
measurement {II7%,1 — II*'®} in the trash rounds to de-

termine the total number Q_ of the events corresponding
to IT*'®. Its purpose is to treat the property of Eq.
as that of a measurement outcome. In fact, the expecta-
tion of Q_ is Nptrasng—, and its deviation can be easily
analyzed. Azuma’s inequality is then used to analyze the
large deviation of the three variables, (Npn, F,Q-), for
which the conditional statistics can be directly bounded
using Eq. (25). An obvious drawback in this approach
is that it wastes Npirasn rounds in Actual protocol and
lowers the finite-size key rate.

Here we improve the above approach in such a way that
one does not need to waste rounds. It comes from the
observation that the operator II"'® commutes with Mpy,.

It means that we can perform the measurement {Hs_ig, 1-

I8} at the same time as the measurement of the phase
error at the signal round. Thus, we do not have to add
the trash rounds to obtain @Q_. Since this structure is in
common with Ref. [38], the same trick is also applicable
to the protocol of Ref. [38]. An explicit form of U(F)
and the proof of Eq. is given in Methods.

IV. NUMERICAL SIMULATION

We simulated the key rate G for the Gaussian channel
specified by a transmissivity n and an excess noise £&. The
transmissivity 7 represents the amplitude damping of a
coherent state. The excess noise & represents an envi-
ronmental noise generated on Bob’s side, which increases
the variance by a factor of (1 + &) [44], 45] (see Methods
for the explicit definition). We set s = 104, s’ = 51, and
e = 27°. It makes the protocol 270-secure.

For the predetermined parameters (m,r) of the
bounded function A, ., we adopt (m,r) = (1,0.4120),
which leads to (max A, ,, minA,, ,) = (2.824,—0.9932)
as shown in Ref. [38]. As for 8 and fsuc,0(z), we adopt
B = i and foeo(z) = O(x — 41,), where O(z) = 1

for x > 0 and ©(z) = 0 for < 0. For each transmissiv-
ity n, we determined two coefficients (x,) via a convex
optimization using the CVXPY 1.0.25 [46], [47] and four
parameters ((, Psig, Ptest; £th) via the Nelder-Mead in the
scipy.minimize library in Python, in order to maximize
the key rate.

We compare the key rate of our protocol with
that in the previous protocol [38 (we call it “ho-
modyne protocol” henceforth) in Fig. at & =
0,10730,10727°,10725,107225,10729 for N = 10U
and in the asymptotic limit. As expected, the key rate
of our protocol using only the heterodyne measurement
is lower than that of the homodyne protocol. We see
that if we shift each curve for the homodyne protocol by
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FIG. 2. Comparison of the secure key rates of our protocol
and the homodyne protocol [38]. The abscissa represents at-
tenuation in decibel, i.e., 10log,,n, where 7 is the channel
transmission. Solid lines are the key rates of our protocol.
Dash-dotted lines are those of the homodyne protocol. a:
The finite-size key rates for various values of excess noise &
for N = 10" rounds. b: The asymptotic key rates for various
values of &.



—1dB, it will be close to the corresponding curve for our
protocol, except in the case of (£ =0 and N — o0).

V. DISCUSSION

Since our protocol uses a binary phase modulation, the
heterodyne measurement in the signal rounds is used only
for measuring the amplitude in one quadrature. This is
also seen in Egs. (1)—(3)), where only wg, is used and there
is no reference to wy. This observation may lead to an
alternative way of proving its security as follows.

Although the main motivation in using the heterodyne
measurement is to dispense with the phase locking of the
two LOs, for the sake of proving the security, one can
assume that Bob uses an LO phase-locked to Alice’s and
configure his apparatus in Fig. [1| such that outcome wg
is obtained from the upper-right pair of detectors, while
outcome wy is from the lower-left pair. Then, in a signal
round, the lower part are redundant and the measure-
ment of wg is equivalent to a homodyne measurement
placed behind a half beam splitter. This suggests that
one may just repurpose the security proof and the key
length formula of the homodyne protocol [38], as it is, to
our protocol. In what follows, we argue that it is indeed
true in the asymptotic limit but the achievable key rate
is much worse than that of the security proof presented
in the previous sections.

Let us introduce four protocols, summarized in Fig. [3]
by modifying our protocol in stages toward the homodyne
protocol of Ref. [38].

(I) (Our protocol) Bob performs the heterodyne mea-
surement on the received pulse C for the signal and
test. Based on the test results, Alice and Bob con-
firm that the fidelity of the pulse C to the coherent
state |f) is no smaller than F.

C C C’
(I) Our Protocol — N —= = 2
F
(II) Equivalent Protocol — R
F 3-dB pure loss channel #*
(III) Homodyne Protocol — M F
3-dB pure loss channel
(IV) Homodyne Protocol —— Q ;
F
attenuation 1 n nl2

FIG. 3. Four protocols for understanding the difference be-
tween the proposed all-heterodyne protocol and the homo-
dyne protocol: (I) Our protocol, (II) Equivalent protocol, (II)
Homodyne protocol with trusted loss channel, and (IV) Ho-
modyne protocol with untrusted loss channel.

(II) (Equivalent protocol) In the test round, Bob per-
forms the heterodyne measurement on the received
pulse C. Based on the test results, Alice and Bob
confirm that the fidelity of the pulse C' is no smaller
than F. In the signal round, Bob sends the received
pulse C to a 3-dB-pure-loss channel which is out
of Eve’s reach. Then he performs the homodyne
measurement on the output C’ of the 3-dB-pure-
loss channel. As described below, this protocol is
equivalent to (I).

(IT) (Homodyne protocol with trusted loss channel) The
signal round is the same with the protocol (II). In
the test round, Bob performs the heterodyne mea-
surement on C’. Based on the results, Alice and
Bob confirm that the fidelity of the pulse C’ is no
smaller than F'.

(IV) (Homodyne protocol with untrusted loss channel)
This protocol itself is the same with the protocol
(I). In this case, unlike (II) and (I), we assume
that Eve can attack the channel from C to C’.

Protocol (I) is the all-heterodyne protocol proposed in
this paper. Protocol (IV) is the case where the homo-
dyne protocol of Ref. [38] is carried out on a channel
whose transmission is lower by 3 dB. In the following, we
compare the above four protocols with the same value of
the fidelity bound F'.

First, we compare (I) and (II). As explained above, the
heterodyne protocol (I) is equivalent to a half beam split-
ter followed by a homodyne measurement. Since a half
beam splitter is equivalent to a 3-dB-pure-loss channel,
protocol (II) is equivalent to (I).

To compare other protocols, let us denote the 3-dB-
pure-loss channel appearing in protocols (II) and (I) by
a CPTP (completely positive and trace preserving) map
NCE=C" which satisfies

N2 (w) (wl) = w/v2) (w/ V2 (27)

for any coherent state |w). We compare the protocols
(I), (1), and (IV) by considering Eve’s possible attacks
in each case, assuming that the same value of the fidelity
bound F' was observed in the test. An attack by Eve can
be characterized by a CPTP map from C to C'E, where
FE means Eve’s system. We denote the allowed sets of
maps for the three protocols by Ly, Lmy, and L. To
simplify the notation, we introduce an abbreviation

g = (NCHC’ ® idE> o EC—CE, (28)

and the density operator for the state of C prepared by
Alice as

pin = (=1 (=1)* V] (29)



Then, the sets Ly, L, and L1y can be written as

a={2]; 3

a=0,1

(1) v/ | Tree®OF (o)

(<)) = F},
(30)

> (31)
a=0,1
(v 02 2 F),
ool 3

From the monotonicity of the fidelity and Eq. , we
find

Treé (p,)

TrpECCF (p2)

(33)

(—1)/ma|Tep€C~CF (o) |(~1)%/7)
< (=1)*/nu 2T € () [(=1)*\/n/2) -

It means £y C L. Since the map & is a special case of

the general CPTP map EGHCIE, Lm C Ly holds. We
thus obtain

L (C) Lm (g) L. (35)

The above inclusive relation with the equivalence be-
tween Protocols (I) and (II) justifies that we are able to
repurpose the key rate formula for the homodyne proto-
col of Ref. [38] to achieve a secure key rate for the het-
erodyne protocol. In Fig.[d] the key rates from such a re-
purposed formula are plotted as broken curves. Because
of the property of our channel model that the noise char-
acteristics (see Eq. ) are independent of the channel
transmission, those curves are exactly the one shifted by
3 dB from the rate curves of the homodyne protocol. On
the other hand, as seen in Sec. [[V] the key rate obtained
from the present security proof (also plotted in Fig.
has only about 1-dB degradation.

Since the removal of trash rounds does not affect the
asymptotic key rate, we can ascribe the origin of the key
rate difference between the two security proofs shown in
Fig. [ to two factors deduced from the inclusive relation
of Eq. : (i) the repurposed formula assumes the fi-
delity test at a different point and may fail to fully utilize
the observed fidelity bound F and (ii) the repurposed for-
mula overestimates Eve’s ability as if she could eavesdrop
on the fictitious 3-dB loss channel.

In conclusion, by using only heterodyne measurement,
our protocol eliminates the need for the phase locking of
the local oscillators used by the sender and the receiver.

(1)a\/?> > F}.

It thus makes its implementation easier and enhances the
practical advantages of the CV-QKD protocol. Com-
parison with a similar protocol with a homodyne mea-
surement and with the same level of the security, our
all-heterodyne protocol suffers only 1-dB penalty in the
rate-distance curve. This is much better than the naive
expectation based on the fact that a heterodyne detec-
tion in one quadrature is equivalent to a homodyne mea-
surement with a 3-dB loss. In addition, we improved the
proof technique to remove the “trash rounds” required in
the homodyne protocol [38], which simplifies the struc-
ture of the protocol.
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FIG. 4. Comparison of the secure key rates of the heterodyne
protocol obtained from the two security arguments. Solid
curves are the rates derived from our security proof. Broken
curves are the rates obtained by repurposing the key-rate for-
mula [38] for the homodyne protocol. The latter curves are
exactly the one shifted by 3 dB from the rate curves of the
homodyne protocol.

METHODS
A. Derivation of operator bound B(k,~)

Here we construct a computable bound B(k, ), which
satisfies an operator inequality

M{i, 5] = Mpp, + £II5¢ — ATI78 (36)
< B(k,)1 (37)

for kK > 0 and v > 0. Note that Eq. implies that
Tr (M[s,7lpac) < B(k,7) (38)

for any density operator pac.

We denote by og,p(0O) the supremum of the spectrum
of a bounded self-adjoint operator O. The following
lemma is shown in Ref. [38].



Lemma 1. Let I11 be orthogonal projections satisfying
I I = 0. Suppose that the rank of 11y is no smaller
than 2 or infinite. Let My be self-adjoint operators sat-
isfying e My IlL = My < a4lly ,where a4 is real
constants. Let 1) be an unnormalized vector satisfying
(T4 + 1) |¢) = |9¥) and 114 i) # 0. Define the follow-
ing quantities with respect to |1) :

Cy = (Y|4 [4) (> 0) (39)
Dy = CL' (| M |) (40)
Vi = Ci' (| M2 |¢) — Di. (41)

Then, for any real numbers ~v4,v—, we have

oy (M + M+ 9 (9] — 3T, — 7 TL) (42)
S Osup (M4d) ) (43)

where Myq is defined as

Mg =
O — V4 \/VTr 0 0
VVi Ci+Dy—vp /OO 0
0 VCiC-  C_+D_—~y_ JV_
0 0 V_ o — -
(44)

In order to apply this lemma to our case, we first derive
an explicit form of My (oq). Let Iley (resp. Iloq ) be the
projection to the subspace with even (resp. odd) photon
numbers, i.e., oy +1oq = 1 and (Iley —pg) [w) = |—w).
Rewriting Eq. in the X basis leads to

2fsuc,O (WR)
T

K(w) = () (Wle ey + =) g (wlc Hoa) -

(45)

Then we have
Mooy = /C Pk (W) () (HO)p K(w)  (46)

2
= p /(C dQWfSuC,O(WR)HeV(od) ‘OJ> <w| 1_[ev(od)~
(47)

We introduce

[Bere) = ) © Toa [B) + =) © ey |8),
|peor) =|+) @ ey |B) + | =) @ Ioq |B)
M [k, 7] = |+) (+] ® Moa + |=) (=] ® Mey,  (48)
+K |¢err> <¢err| - |*> <*| ® Hew
MCO]F[“:’Y] =K |¢cor> <¢cor| -7 |_> <_| ® Hod~

Compared with Eq. , we see that the following rela-
tion holds:

Hﬁd = |¢err> <¢)err‘ + |¢cor> <¢C0r| . (49)
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From Egs. , , , , , , we can then
decompose M|k, ] = My, + 1189 — 4TT8 into a direct
sum as

M[k,"] = M [k,~] & M*[r,7]. (50)

We apply Lemmal[I] to M°™[,~] by choosing

Mi = |i> <i‘ & Mod(ev) (51)
|¢> = \/E ‘¢err> (52)
Hi = |:|:> <j:‘ ® 1_[Od(ev) (53)
aL = 1 (54)
Y+ =0,7- = 7. (55)

This leads to
Usup(Merr [Ha 'Y]) S USUP(MZg [H7 ’Y])’ (56)

where
Mg’ [k, 7] =
1 Via 0 0

VVod KCod + Doa £/ CodCey 0 (57)
0 R/ Codccv K/CCV + Dcv -7 V ‘/cv
0 0 VVer 1—v

with
Coy = (8| ey |B) = 1 cosh | B2, (
Coq = (8| Toq |8) = e~ 181" sinh |82, (59
Dey(od) = Coytoq) (Bl Mev(oa) 18) (
Vev(od) = Cryfoa) (Bl (Mev(od))2 8) = DZ,oay-

Similarly, we apply Lemma [l to M°°*[k,~] by choosing

My =0 (62)
[¥) = V& [ Peor) (63)
Iy = |i> <i| ® Hev(od) (64)
a4+ = 0 (65)
Y+ =0,7-=1. (66)
This leads to
Osup (M [k, 7]) < osup(Mig'[K, 7)), (67)
where
0 0 0 0
cor o 0 KCey Ry CodCev O
M4d [lﬁ’ﬂ o (U C1odcvev '%Cod -7 0 ' (68)
0 0 0 —y

Next we define one of its block matrices by

KfCev Ry/ C'odcvev (69)
vV CodCov KCoad —7v |’

M3 [k,7] =



which then satisfies
Osup(Mig' [k, 7]) = max{osup (M3q"[K,71),0, =7} (70)

Since 7,k > 0, we have det (M$9"[k,7]) = —ykCey < 0
and hence ogyp,(MSS'[k,7]) > 0. We can thus simplify

Eq. as
Tsup(Mig" [k, ) = osup (M54 [, 7]).- (71)

Then, from Egs. , , , and . we finally

obtaln an upper bound B(k,7) as

W) osup (Mg [5,71)) 5
(72)

B(k,7) = max (osup (Mg [k,

which satisfies Eq. .

B. Detailed security proof

Here, we construct a function U satisfying Eq. (17)),
which determines the final key length through Eq. (4
and guarantees the security.

For that purpose, we will define a protocol which we
call the estimation protocol. It reproduces the statistics
of (Npn, F') and is suited to the use of Azuma’s inequal-
ity. The main difference from Entanglement-sharing pro-
tocol followed by the X-basis measurements is that Alice
conducts the X-basis measurement on her qubit A even
when Bob’s measurement outcome is a failure. We thus
define the operators for such measurements as

My, it = |T4) (Ta] @ Meait (73)

for 4 = +,—. The protcol is then formally defined as

follows.

Estimation protocol ~

1. Alice prepares a qubit A and an optical pulse C in
the state |¥) ,~ defined in Eq. and sends C' to Bob.
She repeats it N times.

2. For each of the N rounds, with the probabilities
Dsig and prest, Bob determines whether each round is
“signal” or “test” and announces it. Based on this label,
Alice and Bob proceed as follows.

[signal] Alice and Bob measure their systems and
obtain (Za,%p), where the POVM elements are given

by {MwA,:L’B }IA€{+,*},IB€{+,7,faﬂ} defined in Eq. -

[test] Alice measures her qubit A on the Z basis
({|0),]1)}) to obtain a bit a@. Bob performs a heterodyne
measurement to obtain a complex number w.

3. For ¢ = ., N, wvariables Né?,ﬁ(i)@(j), and
T are defined according to Table [I] by using the

outcomes in Step 2 for the i-th round. Finally, the sum
of these variables are defined as

N
Now =Y N, (74)
=S R0, (75)
A l;l B
Q-=>qQY, (76)
N
T=Y 10, (77)

The way to determine (Nph, F) is equivalent to
Entanglement-sharing protocol followed by the X-basis
measurement. Therefore, if we can show that Eq.
holds true in Estimation protocol, the security of Actual
protocol immediately follows. .

In contrast to Ref. [38], here we defined Q_

introducing the trash rounds. It is achieved because Q@
can be simultaneously measured with N (;) in Estimation
protocol, which can be seen from the commutativity of
the corresponding POVMs IT™® and Mpy,. Thus, we can
dispense with the trash rounds and improve the finite-key
performance. .

To find an upper bound U (F') satisfying Eq. , we
first find an upper bound on the expectation of 7™ for
arbitrary state pac on Alice’s qubit A and Bob’s received
pulse C'. From Table we see that 7 and T' are related
to other variables as

without

N9 G A(0)

TO = B 4 - 'yQ_ , (78)
Dsig Dtest Dsig

Npn F _
Now , 0
Psig Ptest p51g

T:

For state pac, we have

Epac [N ] = poaTr (Mpnpac) (80)

and
Epac [Qi)} =psig Tt (M- + M_ _ + M_ ai1) pac)
=Psig It (HsigpAc> : (81)
According to Eq. , the operator ITfid satisfies
E,.. [ﬁm} < Prest Tr (T ) (82)

From the relations Eqs. , , , and ,

we have
E,.. [TA(“} <Tr ((Mph 4 RIIfd yns_ig) p Ac)
< B(k,7) (83)
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round‘ outcome ‘]\A/Ig;) G ‘ ) 7@
(Za,@8) = (+,+) | 0 0 0 0
e 0 T e

signal | (Z4,2B) = (=, +) | 1 0 1 1 —7)/psig

B Gadn) = (-, )| 0 0 1 —7/Dsie
(Za,@p) = (+,fail)| 0 0 0 0
(Za,2B) = (= fail)| O 0 L —/Psis

test (a,0) 0 [Amr(Jo— (DB 0 [6Am . (J& — (=1)*B[*) /prest

TABLE 1. Measurement outcomes in Estimation protocol and definitions of the random variables.

for any state pac. Using this property, we can derive a
bound on 7T in the form of

Pr[T = NB(r) <0i(e/2)] 21-5  (84)
by using Azuma’s inequality [43]. The detail is given in
the next subsection and 41 (€) is defined in Eq. .

Since the variables {Q@}Z are outcomes on Alice’s
qubits, they are not affected by Eve’s attack. From the
initial state (12), we see that they are N independent
Bernoulli trials. As a result, Q_ follows the binomial
distribution with probability pseq—, where g_ is defined
in Eq. . We may then derive a bound in the form of

Pr Q- — Npuga— < da(9)| 213

by using the Chernoff-Hoeffding bound [48]. The detail
is given in the next subsection and ds(€) is defined in
Eq. (T00).

Combining Eqgs. , and , we obtain an ex-
plicit form of U(F) as

(85)

U(F)=— n}%ﬁ’ +7 (Npsigq_ + 02 (g))
+pag (NB(x,7) +01 (5)) (86)
which satisfies
Pr {Nph < U(F)} >1-e. (87)

This formula refers to Egs. ([22), (45)-(7), (57)-(61),
, , 7 and (100]) for the definitions used in
it.

C. Derivation of finite-size corrections

51 (E) and 52(6)

Here we derive explicit forms of 41 (€) and d3(€) appear-
ing in Egs. and (85). For d;(e), we utilize Azuma’s
inequality [43] in the form of the following proposition:

Proposition 1. Azuma’s inequality Suppose that
(X(k))k:0,17,,_ is a martingale and (Y(k))k:m,__‘ s a pre-
dictable process with regard to (X(k))k:(),lw, which sat-
isfies

_Y(k) + Cmin S X(k) - X(k_l) S _Y/(k) + Cmax (88)

for constants cpin and cpax. Then for all positive integers
N and all positive reals §,

262 )

- Cmin)2N .

Pr[ X)) — X > 4] < exp <<
Cmax

(89)

Here, we say a sequence (Y(k))k:1,27___ is a predictable

process with respect to a sequence (X(k))k:0,17,,_ when

E[Y®|X<F = Y® for all k& > 1, where X<F =

(X©, XMW . X*E1) To apply Azuma’s inequality

for T', we use Doob decomposition of (T®),_;  y, given
by

X© =, (90)
k

X =310 —yO), k>1, (91)
i=1

Y(l) _ E[j—v(i) ‘X<Z] (92)

This definition guarantees that (X(k))kzo,l _____ N is a mar-
tingale, and (Y(k))kzm,m,N is a predictable process. Ac-
cording to Table [I, 7() satisfies

Cmin S T(Z) S Cmax (93)
with
- = min(p_t i —pi
Cmin = MIN(Pyege i rlflzlg A (v), Dsig 7); (94)
Cmax = maX(pt_eitfi I,I/1>aé( Am,r(l’)aps_igl)a (95)
and hence this choice fulfills Eq. . We define
N 1
o ‘= (Cmax — Cmin —1 -] 96
10) = (ens — n) [0 (1) 0
By setting 6 = d; (¢/2) in Proposition |1} we obtain
N €
Pr (T <> v 46 (e/2) >1- . 97
JUSEY +1<s/>]_ o

Since Eqgs. and lb imply Y < B(k,7), we obtain
Eq. .



Since the
sequence of outcomes {Q(f)}Z obeys the Bernoulli distri-

bution with probability psizq—, we can use the Chernoff-
Hoeffding bound [48] to obtain

Next, we derive an explicit form of da(e).

Pr|Q- > Npyga +9]

5 (98)
<exp {—ND (psigq_ + N‘ psng—):|

with 0 < 6 < (1 — psigg—)N, where

D (z||y) ::xlogg +(1 —gv)log1

is the Kullback-Leibler divergence. We define d2(¢) > 0
as the unique solution for the following equations:

{D (psng— + 62}86)‘ psng—> =
b2(g) = (1 — psigq-)N

—loge

(e > (Psiga—)")

(e < (psiga-)") -
(100)

Then, combined with Eq. , we have

Pr {Q, < Npsigq— + 62(5)} >1-—c¢, (101)

from which Eq. follows.

D. Channel model and simulation

Calculation of the final key length Nfi* in Sec. [[V| was
done by assuming a channel model, from which we deter-
mined the values of parameters N3"¢, F', and Hgc. We
adopted a Gaussian channel as a model, and here we de-
scribe its detail.

Our model is characterized by transmissivity n and ex-
cess noise £&. When Alice sends |(—1)%,/u) through this
channel, the state pf} ;. that Bob receives is written as

e = /C Ppe (1) | (= 1)/ + %) ((~1)° VT + 71
(102)

with
2

pe(y) = ;56_

Under this channel model, the expectation value of F
is calculated as

E |:F:| - NptestE [Am,r (|dj - (71)0‘@'2)]

m+1 5/2 m
b= =y <1+r(1+§/2)) ]
(104)

2\“/|2/€_ (103)

_ ptestN
1+¢/2

We used this value as the observed value of F' in Actual
protocol.
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For NS¢, let us define the probability P* that Al-
ice and Bob succeed in the detection and have the
same/different bits in the signal round in Actual proto-

col. Under our model and the choice of the step function
fsuc,0(x) = O(z — x41) in Sec. it can be written as

Pi = <:|:(_1)a| ]:(p?nodel) H:(_l)a>

= 1e fc | ( NGO 2 (105)
- 2 T Tth F /M 2+§ )
where
erfe(z) = — /OO it et (106)
T = — .
x 7=/ e
With P*, we have
E 8] = Npgg (P + P7), (107)

which was used as the value of N*U¢ in the simulation of
the key rate.

For the cost Hgc of the error correction, we assume
that the efficiency of the error correction is 1.1. It means
that Hgc can be given by

Hge = 1.1 X N*h(epit), (108)
with
p-
Chit = pr o po (109)
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