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Abstract

Interpretability of Deep Learning (DL) models is arguably the
barrier in front of trustworthy AI. Despite great efforts made
by the Explainable AI (XAI) community, explanations lack
robustness—indistinguishable input perturbations may lead
to different XAI results. Thus, it is vital to assess how ro-
bust DL interpretability is, given an XAI technique. To this
end, we identify the following challenges that state-of-the-
art is unable to cope with collectively: i) XAI techniques are
highly heterogeneous; ii) misinterpretations are normally rare
events; iii) both worst-case and overall robustness are of prac-
tical interest. In this paper, we propose two evaluation meth-
ods to tackle them—i) they are of black-box nature, based on
Genetic Algorithm (GA) and Subset Simulation (SS); ii) be-
spoke fitness functions are used by GA to solve a constrained
optimisation efficiently, while SS is dedicated to estimating
rare event probabilities; iii) two diverse metrics are intro-
duced, concerning the worst-case interpretation discrepancy
and a probabilistic notion of how robust in general, respec-
tively. We conduct experiments to study the accuracy, sensi-
tivity and efficiency of our methods that outperform state-of-
the-arts. Finally, we show two applications of our methods for
ranking robust XAI methods and selecting training schemes
to improve both classification and interpretation robustness.

1 Introduction
A key impediment to wide adoption of Deep Learning (DL)
is their perceived lack of transparency, which promotes the
rapid development of Explainable AI (XAI)—a research
field that aims at improving the transparency and trust of
AI. Typically, XAI techniques visualise which input features
are significant to DL model’s prediction via, e.g., attribu-
tion maps (Arrieta et al. 2020; Huang et al. 2020; Zhang
et al. 2021). However, interpretations1 suffer from the lack
of robustness. Many works have shown that a small per-
turbation can manipulate the interpretation while keeping
model’s prediction unchanged, e.g., (Ghorbani, Abid, and
Zou 2019; Kindermans et al. 2019). Moreover, there also
exists the misinterpretation of Adversarial Examples (AEs)
(Zhang et al. 2020), i.e., adversarial perturbations can not

1Despite the subtle difference between interpretability and ex-
plainability, we use both terms interchangeably as an attribute of
DL models in this paper. While, as suggested by (Molnar 2020),
we use explanation/interpretation for individual predictions.

only fool DL’s prediction, but also the interpretation with
respect to the misclassified2 label so that the interpretation
of the AE “remains” as that of the original input. To illus-
trate the aforementioned two types of misinterpretations, we
refer readers to Fig. 1 for examples. In this regard, it is vital
to assess how robust the coupled DL model and XAI method
against input perturbations, which motivates this work.

Figure 1: Two types of misinterpretations after perturbation

To answer the question, the 1st challenge we found is
the need of diverse evaluation metrics that are missing from
state-of-the-art. Most of existing works focus on adversar-
ial attack on explanations (Heo, Joo, and Moon 2019; Slack
et al. 2020) and defence (Dombrowski et al. 2022; Tang
et al. 2022), which essentially answer the binary question
of whether there exist any adversarial interpretation in some
perturbation distance. On the other hand, evaluation ap-
proaches mainly study extreme-case metrics, e.g., the max-
imum change in the resulting explanations when perturba-
tions are made (Alvarez-Melis and Jaakkola 2018) and local
Lipschitz continuity as the sensitivity to perturbations (Yeh
et al. 2019). However, for systematic evaluation, in addition
to binary/worst-case metrics, we also need a notion of how
robust in general the model is whenever a misinterpretation
can be found (in line with the insight gained from evaluat-
ing classification robustness (Webb et al. 2019)). We intro-
duce two metrics concerning the worst-case interpretation
discrepancy and a probabilistic metric of the proportion of

2Without loss of generality, in this paper we assume the DL
model is a classifier if with no further clarification.
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misinterpretations in the local region around the original in-
put, that complement each other from different perspectives.

Second, today’s XAI techniques are so heterogeneous (cf.
Sec. 2.1 for a list) that no existing evaluation methods are
generic enough to be applicable on all common ones. That
said, white-box methods requiring internal information of
DL models and/or XAI tools are hopeless, e.g. (Ghorbani,
Abid, and Zou 2019; Zhang et al. 2020), while black-box
evaluation is the only way forward. Based on this insight,
we design a Genetic Algorithm (GA) and a statistical Sub-
set Simulation (SS) approach to estimate the two robustness
metrics introduced early, that both are of black-box nature.

The 3rd challenge we identified is that misinterpretations
are normally rare events in a local norm-ball. Without white-
box information like gradients, black-box methods have to
leverage auxiliary information to detect such rare events ef-
ficiently. In our evaluations, we design bespoke fitness func-
tions in the GA to solve an optimisation efficiently, and
retrofit the established SS, dedicated to estimating rare event
probabilities (Au and Beck 2001), for misinterpretation.

To the best of our knowledge, no state-of-the-arts can col-
lectively cope with the three pinpointed challenges like ours.
To validate the claim, we conduct experiments to study the
accuracy, sensitivity and efficiency of our methods. More-
over, we develop two practical applications of our methods:
i) We evaluate a wide range of XAI techniques and draw in-
sights on their robustness; ii) Both theoretical analysis and
empirical studies confirm the strong correlation between in-
terpretation robustness and the curvature of DL model’s loss
function (Dombrowski et al. 2019). It is also known that
curvature regularisation may improve classification robust-
ness (Moosavi-Dezfooli et al. 2019). Consequently, in this
2nd application, we ask, what is the intersection and gap
between classification robustness and interpretation robust-
ness? Is there any training scheme to improve both?

In summary, the key contributions of this paper include:

• Two diverse and novel metrics, worst-case misinterpreta-
tion discrepancy and probabilistic interpretation robust-
ness, that complement each other as a holistic approach.

• GA and SS are introduced to estimate the new metrics,
which are black-box and thus generic to most3 XAI tools.
Despite of the rare-event nature of misinterpretations,
GA and SS are designed to be efficient to detect them.

• A theoretical bound is derived to show how the Hessian
of input loss, classification robustness and interpretation
robustness are related, hinting good training schemes.

• Two practical applications of our methods for ranking ro-
bust XAI techniques, and selecting training schemes to
improve both classification and interpretation robustness.

3Current version of our tool is applicable to the most common
type of feature-attribution XAI methods, with a great potential to be
modified for other types, e.g., rule/example based XAI. Moreover,
we omit LIME (Ribeiro, Singh, and Guestrin 2016) and SHAP
(Lundberg and Lee 2017) for brevity, because they require to ut-
terly permutate features of each perturbed input in a norm ball,
generating a large number of samples in total, cf. Appendix for a
detailed complexity analysis.

2 Preliminaries
2.1 Feature-Attribution based XAI
While readers are referred to (Arrieta et al. 2020; Huang
et al. 2020) for a comprehensive review, we list some tech-
niques fall into the common category of feature-attribution
based XAI (Zhang et al. 2021) that studied by this work3.

Guided Backpropagation: It computes the gradient of
output with respect to the input, but only the non-negative
components of gradients are propagated to highlight the im-
portant pixels in the image (Springenberg et al. 2015).

Gradient ˆ Input: The map gpxq “ x d Bfpxq
Bx is more

preferable to gradient alone to leverage the sign and strength
of input to improve the interpretation sharpness (Shrikumar,
Greenside, and Kundaje 2017).

Integrated Gradients: Instead of calculating single
derivative, this approach integrates the gradients from
some baseline to its current input value gpxq “ px ´

x̄q
ş1

α“0
Bfpx̄`αpx´x̄qq

Bx dα, addressing the saturation and
thresholding problems (Sundararajan, Taly, and Yan 2017).

Layer-wise Relevance Propagation (LRP): LRP oper-
ates by propagating the outputs fpxq backwards, subject
to the conservation rule (Bach et al. 2015). Given neurons
j and k in two consecutive layers, propagating relevance
score Rk to neurons j in lower layer can be expressed as
Rj “

ř

k
zjk

ř

j zjk
Rk where weight zjk “ wjkxk is the

weighted activation, representing the contribution of rele-
vance neuron k makes to neuron j.

DeepLift: It is an improved version of LRP by consider-
ing changes in the neuron activation from the reference point
when propagating the relevance scores (Shrikumar, Green-
side, and Kundaje 2017). Rescale rule is used to assign con-
tribution scores to each neuron.

2.2 Local Robustness of Interpretation
Analogous to the robustness problem of classification, inter-
pretation can be fooled by adding perturbations to the input.
The interpretation robustness is highly related to the robust-
ness of classification, since the attribution map is produced
based on some prediction class. We first formalise the ro-
bustness of classification, and then define the robustness of
interpretation. We have the following notations. Given an in-
put seed x, we may find a norm ball Bpx, rq with the central
point at x and radius r in Lp norm. We denote the prediction
output of the DL model as the vector fpxq with size equal to
the total number of labels.

Robustness of classification requires that DL model’s pre-
diction output should be invariant to the human impercep-
tible noise, which can be expressed through the prediction
loss around an input seed x

Jpfpxq, fpx1qq “ max
i‰y

pfipx
1q ´ fypx

1qq

y “ arg maxi fipxq, x1 P Bpx, rq
(1)

where fipx1q returns the probability of label i after input x1
being processed by the DL model f . Note, J ě 0 implies



that x1 is an AE. We then define the following indicator func-
tion for misclassification within the norm ball Bpx, rq

Ic “

"

´1 if Jpfpxq, fpx1qq ě 0

1 if Jpfpxq, fpx1qq ă 0
(2)

That is, Ic “ ´1 indicates misclassification, otherwise 1.
Next, we define the robustness of interpretation. Previ-

ous works study two circumstances when small perturbation
fools the interpretation gpxq, cf. Fig. 1 for examples. We
use the interpretation discrepancy Dpgpxq, gpx1qq (defined
later) to quantify the difference between the new interpreta-
tion gpx1q after perturbation and the reference gpxq, where
x1 P Bpx, rq. We then introduce two constants as thresh-
olds, α and β, such that D ă α represents consistent in-
terpretations, while D ą β represents inconsistent interpre-
tations4. The two misinterpretation regions within the norm
ball Bpx, rq are then defined as

pF “ tD ą β ^ J ă 0u, rF “ tD ă α^ J ě 0u (3)

pF represents preserved classification with different inter-
pretation and rF represents different classification with pre-
served interpretation, respectively. Note, α and β are hyper-
parameters that define the consistency notion of interpreta-
tions. They may vary case by case in the application specific
context, representing the level of strictness required by the
users on interpretation robustness.

2.3 Interpretation Discrepancy Metrics
In order to quantify the visual discrepancy between the XAI
results (i.e., attribution maps), there are several commonly
used metrics, including Mean Square Error (MSE), Pearson
Correlation Coefficient (PCC), and Structural Similarity In-
dex Measure (SSIM) (Dombrowski et al. 2019). PCC and
SSIM have the absolute values in r0, 1s. The smaller values
indicate the larger discrepancy between two interpretations.
MSE calculates the average squared differences, the value of
which more close to 0 means higher similarity. Then, inter-
pretation discrepancy D can be expressed as

D “
1

PCC
or

1

SSIM
or MSE (4)

3 Two Types of Robustness
Suppose the gradient based interpretation can be written as
gpxq “ ∇`pxq, where ` can be the cross-entropy loss (or
our defined prediction loss J). We leverage Lipschitz con-
tinuous gradient to hint the relation between classification
robustness and interpretation robustness as what follows.

A differentiable function `pxq is called smooth within lo-
cal region Bpx, rq iff it has a Lipschitz continuous gradient,
i.e., if DK ą 0 such that

||∇`px1q ´∇`pxq|| ď K||x1 ´ x||, @x1 P Bpx, rq. (5)

Proposition 1 Lipschitz continuous gradient implies:

||`px1q ´ `pxq|| ď ||∇`pxq||r ` K

2
r2 (6)

4When α ď D ď β, it represents the case that we cannot
clearly decide if the two interpretations are consistent or not.

Cf. Appendix for the proof. Proposition 1 says, the change
of classification is bounded by input gradient ||∇`pxq||, as
well as K

2 . K can be chosen as the Frobenius norm of input
hessian ||H||F pxq (Dombrowski et al. 2022). In later exper-
iments, based on our metrics, we empirically study how the
two regularisations of input gradient and input hessian affect
classification robustness and interpretation robustness.

4 Related Work

Evaluation of Interpretation Robustness Existing eval-
uation metrics proposed for interpretation robustness only
consider the misinterpretation when prediction label of per-
turbed inputs are unchanged. The work (Alvarez-Melis and
Jaakkola 2018) estimates the Local Lipschitz of interpre-
tation gpxq, while (Yeh et al. 2019) introduces the max-
sensitivity and average-sensitivity of interpretation gpxq.
Both of them use Simple Monte Carlo (SMC) sampling to
estimate their metrics. In (Dasgupta, Frost, and Moshkovitz
2022), it defines the consistency as the probability that the
inputs with the same interpretation have the same prediction
label. However, their evaluation method is only applicable to
tree ensemble models and tabular datasets with low dimen-
sionality, leaving the probabilistic estimation of misinterpre-
tation for high dimensional image dataset blank.

Notably, toolsets/benchmarks for evaluating XAI tech-
niques are emerging in the last two years, including
(Kokhlikyan et al. 2020; Agarwal et al. 2022; Liu et al. 2021;
Arras, Osman, and Samek 2022). They are not specifically
built for evaluating interpretation robustness, thus only con-
cern the aforementioned metrics from (Alvarez-Melis and
Jaakkola 2018) and (Yeh et al. 2019) and use SMC for esti-
mation. While, our metrics complement theirs, and our GA
and SS are more efficient than SMC.

Adversarial Attack and Defence on Interpretation
Ghorbani et al. first introduce the notion of adversarial per-
turbation to Neural Network (NN) interpretation (Ghorbani,
Abid, and Zou 2019). Afterwards, several works are dedi-
cated to generating indistinguishable inputs which have the
same prediction label but substantially different interpreta-
tions (Heo, Joo, and Moon 2019; Slack et al. 2020). The
theoretical analysis has shown that the lack of interpreta-
tion robustness is related to geometrical properties of NNs
(Dombrowski et al. 2019). In (Zhang et al. 2020), a new
class of attack is proposed to fool the NN’s prediction as
well as the coupled XAI method.

In (Dombrowski et al. 2019), an upper bound on max-
imum changes of gradient-based interpretation is derived.
The upper bound is proportional to the smooth parameter
of the softplus activation function, which can be smoothed
to improve the interpretation robustness. In (Dombrowski
et al. 2022), regularisation on training, like weight decay,
and minimising hessian of NNs are theoretically proved to
be effective for training more robust NNs against interpreta-
tion manipulation. In (Zhao et al. 2021b), prior knowledge,
e.g., from V&V evidence, is leveraged in Bayesian surrogate
models for more robust and consistent XAI results.



5 Worst Case Evaluation
The conventional way to evaluate robustness of classifica-
tion is based on the worst case loss under the perturbation
(Yu et al. 2019). This underlines the adversarial attack and
motivates the adversarial training. Similarly, the worst case
interpretation discrepancy between the original input and
perturbed input may partly reflect interpretation robustness.

There are two types of misinterpretations after perturba-
tion in a local region, cf. Eq. (3). Two optimisation problems
are formalised for the worst case interpretation discrepancy:

sol
pF “ max

x1PBpx,rq
Dpgpxq, gpx1qq

s.t. Jpfpxq, fpx1qq ă 0
(7)

sol
rF “ min

x1PBpx,rq
Dpgpxq, gpx1qq

s.t. Jpfpxq, fpx1qq ě 0
(8)

That is, sol
pF corresponds to finding the largest interpretation

discrepancy when perturbed input is still correctly classified.
While sol

rF is the minimum interpretation discrepancy be-
tween the AE x1 and input seed x.

Previous works adopt white-box methods to solve the
above optimisations for adversarial explanations (Zhang
et al. 2020; Ghorbani, Abid, and Zou 2019), in which case
the DL model fpxq and XAI method gpxq are required to
be fully accessible to derive the gradient of interpretation
discrepancy D and prediction loss `. In addition, XAI meth-
ods gpxq are so heterogeneous that many of them are not
differentiable, making white-box evaluations inapplicable.
That said, we propose an black-box method, based on GA,
to solve the constrained optimisation.

The core of GA is the design of fitness functions. At each
iteration, the most fitted individuals are selected as parents
for latter operations. GA can be directly applied to the un-
constrained optimisation when objective function equals to
fitness function. The constraint optimisation is more chal-
lenging and different strategies are proposed to handle the
non-linear constraint for GA (Michalewicz and Schoenauer
1996). We refer readers to Appendix for more details of GA.

For the optimisation of (7), the constraint can be directly
encoded as the indicator Ic into the fitness function

F “ IcDpgpxq, gpx
1qq (9)

and Dpgpxq, gpx1qq is always none negative. All feasible in-
dividuals satisfying the constraint Jpfpxq, fpx1qq ă 0 will
have Ic “ 1, and F ą 0. If the constraint is violated, then
Ic “ ´1, and F ă 0. In other words, the individuals vio-
lating the constraint will have smaller fitness values than the
others and are suppressed during the evolution.

For the optimisation of (8), we note J ą 0 is a rare event
within the local region Bpx, rq, as AEs are normally rare
(Webb et al. 2019). To accelerate the search in the feasible
input space, we set two fitness functions F1 and F2. The
former increases the proportion of AEs in the population. On
this basis, when over half of the population are AEs, then F2

will guide the generation of adversarial explanations.
F1 “ Jpfpxq, fpx1qq F2 “ ´Ic{Dpgpxq, gpx

1qq (10)
In F2, Ic also penalises the violation of constraints, which
keeps the optimisation conditioned on AEs.

6 Probabilistic Evaluation
6.1 Probabilistic Metrics
In addition to the worst case metric, probabilistic evaluation
based on statistical approaches is of the same (if not more)
practical interest, which is a lesson learnt from evaluating
classification robustness (Webb et al. 2019; Wang, Webb,
and Rainforth 2021) and DL reliability (Zhao et al. 2021a).
To this end, we study the probability of misinterpretation
within Bpx, rq on the two types of misinterpretations5:

P pF q “

ż

x1PBpx,rq

1F qpx
1q dx1, F “ pF or rF (11)

where x1 is a randomly perturbed sample under the dis-
tribution qpx1q (precisely the “input model” used by, e.g.
(Webb et al. 2019), when study local probabilistic metrics)
in Bpx, rq, and 1F is equal to 1 when F is true, 0 otherwise.

6.2 Estimation by Subset Simulation
To estimate the two probabilistic metrics defined by
Eq. (11), we face two challenges: i) misinterpretations repre-
sented by rF and pF are arguably rare events (that confirmed
empirically later in our experiments); ii) inputs of DL mod-
els are usually high dimensional data-points like images.
Thus, we need advanced sampling methods specifically de-
signed for rare events, rather than SMC sampling (that is
known to be inefficient for rare events). But still, some com-
monly used advanced sampling methods for rare events, like
importance sampling, may not be applicable to high dimen-
sional data (Au and Beck 2003).

The well-established Subset Simulation (SS) can effi-
ciently calculate the small failure probability in high dimen-
sional space (Au and Beck 2001). As a black-box method,
it only involves the input and response of interest for calcu-
lation, thus generic to diverse XAI methods gpxq. The main
idea of SS is introducing intermediate failure events so that
the failure probability can be expressed as the product of
larger conditional probabilities. Let F “ Fm Ă Fm´1 Ă

¨ ¨ ¨ Ă F2 Ă F1 be a sequence of increasing events so that
Fk “

Şk
i“1 Fi. By conditional probability, we get

PF :“P pFmq“P p
m
č

i“1

Fiq“P pF1q

m´1
ź

i“1

P pFi`1|Fiq (12)

The conditional probabilities of intermediate events in-
volved in Eq. (12) can be chosen sufficiently large so that
they can be efficiently estimated. For example, P pF1q “

P pFi`1|Fiq “ 0.1, i “ 1, 2, 3, 4, then PF « 10´5 which
is too small for efficient estimation by SMC sampling. In
this section, we adapt SS for our problem, as what follows.

Design of Intermediate Events pF and rF can be decom-
posed as the series of intermediate events through the ex-
pression of property functions J and D. For pF , J ă 0 is

5Through out the paper, we use the shorthand notation F for
either pF or rF , according to the context.



not rare for a well-trained DL model, representing the cor-
rectly classified input after perturbation. Thus, the interme-
diate events pFi and pFi`1 can be chosen as

pFi “tIcD ą βiu, pFi`1 “ tIcD ą βi`1u

where 0 ă βi ă βi`1 ď β
(13)

such that pFi`1 Ă pFi. Ic (in Eq. 2) encodes the constraint
J ă 0 as the sign of D.

In contrast, J ě 0 in rF represents the occurrence of AEs
that are rare events, which cannot be directly expressed as
the indicator Ic, since the random sampling within Bpx, rq
cannot easily satisfy J ě 0. Thus, for rF , J ě 0 should be
chosen as the critical intermediate event.

rFj “ tJ ě 0u, where 1 ă j ă m (14)

For intermediate events rFi and rFi`1, when i` 1ď j, we set

rFi “ tJ ą γiu, rFi`1 “ tJ ą γi`1u

where γi ă γi`1 ă 0
(15)

such that rFj Ă rFi`1 Ă rFi. And for intermediate events rFk
and rFk`1, when k ą j, we can set

rFk “ t´Ic{D ą 1{αku, rFk`1 “ t´Ic{D ą 1{αk`1u

where 0 ă α ď αk`1 ă αk (16)

such that rFk`1 Ă rFk Ă rFj .

Estimating Conditional Probabilities Upon formally de-
fined intermediate events, the question arises on how to
set βi, γi and αi to make the conditional probability
P pFi`1|Fiq sufficiently large for estimation by a few sim-
ulations. Also, P pFi`1|Fiq cannot be efficiently estimated
by common technique due to the rarity of Fi`1. There-
fore, the Markov Chain Monte Carlo sampling based on the
Metropolis–Hastings (MH) algorithm is adopted. For sim-
plicity, the intermediate event threshold is generally denoted
as Li “ tβi, γi, αiu.

Choices of Intermediate Event Threshold Start from es-
timating P pF1q, F1 is chosen as the common event such that
N samples are drawn from qp¨q by SMC and all belong to
F1. A feasible way is setting the threshold of property func-
tion L1 to ´8, and P pF1q “ 1. For i “ 2, ¨ ¨ ¨ ,m, Li af-
fects the values of condition probabilities and hence the effi-
ciency of SS. It is suggested that Li is set adaptively to make
P pFi`1|Fiq approximately equals to ρ, and ρ is a hyper-
parameter in SS (that takes a decimal less than 1 and nor-
mally can be empirically optimised), i.e., P pFi`1|Fiq « ρ.
In other words, at each iteration when we simulate N sam-
ples, ρN samples should belong to Fi`1.

Simulating New Samples from qp¨|Fiq At iteration i “
2, ¨ ¨ ¨ ,m, we already have ρN samples belonging to Fi
and aim to simulate new samples to enlarge the set to
N , so that the conditional probability P pFi`1|Fiq “
1
N

řN
k“1 1Fi`1

px1kq can be calculated. We can pick up an
existing sample x1 subject to the conditional distribution

qp¨|Fiq, denoted as x1 „ qp¨|Fiq, and use the MH algo-
rithm to construct a Markov Chain. By running M steps
of MH, the stationary distribution of the Markov Chain is
qp¨|Fiq. Then new data x2 „ qp¨|Fiq can be sampled from
the Markov Chain and added into the set. More details of the
MH algorithm for SS are presented in Appendix.

Termination Condition and Returned Estimation By
conducting the aforementioned steps, SS divides the prob-
lem of estimating a rare event probability into several sim-
pler ones—a sequence of intermediate conditional proba-
bilities, as formulated in Eq. (12). Since each conditional
probability P pFi`1|Fiq approximately equals to ρ, then by
Eq. (12), the returned estimation sPF « ρm´1, where m is
the total number of intermediate event generated adaptively.
The adaptive generation of intermediate events terminates
when sPF ă Pmin, and Pmin is a given termination threshold.

7 Experiments
7.1 Experiment Setup
We consider three public benchmark datasets6, five XAI
methods, and five training schemes in our experiments. The
norm ball radius, deciding the oracle of robustness, is calcu-
lated with respect to the r separation property (Yang et al.
2020). That is, r “ 0.3 for MNIST, r “ 0.03 for CIFAR10,
and r “ 0.05 for CelebA. More details of the DL models
under study are presented in Appendix. For the probabilis-
tic evaluation using SS, without loss of generality, we con-
sider the uniform distribution as qpx1qwithin each norm ball.
We compare D “ MSE, 1/PCC, and 1/SSIM for measur-
ing interpretation discrepancy in Appendix, and find PCC is
better to quantify the interpretation difference in our cases.
Based on sensitivity analysis, we choose hyperparameters
PCC thresholds 1{β “ 0.4, 1{α “ 0.6, MH stepsM “ 250,
lnPmin “ ´100 for probabilistic evaluation, and population
size N “ 1000, number of iteration itr “ 500 for the worst
case evaluation by GA. Our tools are publicly available at
https://github.com/havelhuang/Eval_XAI_Robustness.

7.2 Sensitivity to Hyper-Parameter Settings
We first investigate the sensitivity of objective function D
and constraint J (cf. Eq. (7) and (8)) to GA’s population size
and iteration numbers, as shown in Fig. 2. We observe from
the 1st row that interpretation discrepancy measured by PCC
(the red curve) quickly converge after 300 iterations with the
satisfaction of constraint J (the blue curve), showing the ef-
fectiveness of our GA. From the 2nd row, we notice that the
optimisation is not sensitive to population size, compared
with the number of iterations, i.e., population size over 500
cannot make significant improvement to the optimisation. In
addition, if the number of iterations is enough for achieving
convergence results, the effect of population size on optimal
solution further decreases. We only present the results of one
seed from CelebA, cf. Appendix for more seeds from other
datasets and the general observation/conclusion remains.

6Our methods work for all common data types like tabular
data, text and images, while we focus on more challenging high-
dimensional image data in our experiments.

https://github.com/havelhuang/Eval_XAI_Robustness


Figure 2: Sensitivity of objective function D and constraint
J to GA’s population size and iteration numbers. Each col-
umn represents a type of misinterpretation. 1st row: quickly
converged GA objective functions satisfying the constraint,
with fixed population size of 1000 and varying iterations.
2nd row: GA solutions, with fixed iteration numbers and
varying population size. A test seed (a norm ball) from
CelebA is used; interpretation discrepancy D is measured
by 1{PCC; “GradientˆInput” XAI method is studied.

Next, we study the sensitivity of SS accuracy to the num-
ber of MH steps M , varying the PCC threshold that de-
fines the rarity level of misinterpretation events. In Fig. 3,
we can calculate the difference ∆ lnPF between SS es-
timations and SMC estimations (using a sufficiently large
number of samples7). While the 1st row shows the over-
lapping of SS and SMC estimations (two red curves) and
the decreasing running time (the blue curve) when decreas-
ing the rarity levels of misinterpretations (i.e. PCC thresh-
olds), we also observe from the 2nd row that, with increased
MH steps M , the estimation accuracy of SS is significantly
improved. In addition, the rarity of misinterpretation events
determines the choice of M . E.g., if lnP

pF “ ´3.87 with
pF “ tPCC ă 0.4 ^ J ă 0u, then M “ 100 already
achieves high precision without additional sampling budget.
Other parameters, e.g. the number of samples n and sample
quantile ρ that are discussed in Appendix, are in general less
sensitive than the number of MH steps M .

In summary, such sensitivity analysis provides the basis of
setting hyper-parameters in later experiments: 500 iterations
and 1000 population size for GA, 250 MH steps for SS.

7.3 Evaluation Accuracy and Efficiency
We study the accuracy of our GA-based evaluation, compar-
ing with state-of-the-art (Alvarez-Melis and Jaakkola 2018;
Yeh et al. 2019)—they define the local Lipschitz (SENSLIPS)

7Specifically, we use 108 samples which can accurately esti-
mate a small probability in natural logarithm around ´17„´18.

Figure 3: Each column represents a type of misinterpreta-
tion. 1st row: the probability of misinterpretation (lnPF ) es-
timations returned by SS and SMC7 („22 minutes for each
estimate), varying the rarity of misinterpretations. Two esti-
mations overlap showing high accuracy of SS. 2nd row: sen-
sitivity of SS accuracy ∆ lnPF to MH steps M , varying the
rarity level of misinterpretation controlled by PCC thresh-
old. A test seed from MNIST is used; Results are averaged
over 10 runs; “GradientˆInput” XAI method is considered.

and max-sensitivity (SENSMAX) metrics for the maximum in-
terpretation discrepancy, and empirically estimate the met-
rics using SMC sampling. For fair comparisons, we first
choose MSE as the interpretation discrepancy metric in our
fitness functions of GA, and then apply both GA and SMC to
generate two populations of interpretations in which we cal-
culate the 3 robustness metrics respectively and summarise
in Table 1. We use 5ˆ105 samples for both GA and SMC.

Table 1: Three worst case robustness metrics estimated by
our GA and SMC, averaged over 100 test seeds. GA outper-
forms SMC (used by state-of-the-arts) w.r.t. all 3 metrics.

Dataset GA SMC
sol

pF
(MSE) SENSMAX SENSLIPS

sol
pF

(MSE) SENSMAX SENSLIPS

MNIST 1.549 36.067 13.747 0.271 15.226 2.772
CIFAR10 42.436 328.147 314.861 0.589 38.529 40.232
CelebA 3.204 192.203 65.635 0.013 11.298 3.563

As shown in Table 1, our GA-based estimator outperforms
SMC in all the three robustness metrics. Although the met-
rics of local Lipschitz and max-sensitivity are not explicitly
encoded as optimisation objectives in our GA, still GA is
more effective and efficient to estimate those three extreme
values than SMC. This is non-surprising, since all three met-
rics are compatible and essentially representing the same
worst-case semantics. That said, our new metric encoded by
the GA could be more versatile than SENSLIPS and SENSMAX
(in L2 norm) via encoding other types of discrepancy met-
rics like PCC and SSIM.

For SS, in addition to the accuracy shown in Fig. 3, the



rarity of events (controlled by the PCC threshold) affects the
running time per estimation. SS is a dedicated method for
rare events, thus expected to be much more efficient than
SMC. Indeed, SS takes less than 2 minutes on average for
an estimation, while SMC takes „22 minutes on average.

7.4 Evaluating XAI Methods
Based on our methods, the first application is to draw in-
sights on the robustness of common XAI methods, from both
the worst-case and probabilistic perspectives. Thanks to the
black-box nature of GA and SS, our methods are applica-
ble to diverse XAI tools, and we consider five most popu-
lar ones in this paper. We randomly sample 100 test seeds
from MNIST for evaluations, and summarise the statistics
in the box-and-whisker plots of Fig. 4. More results from
CIFAR10 and CelebA are presented in Appendix.

Figure 4: Worst-case (1st row) and probabilistic (2nd row)
robustness evaluations of five XAI methods based on 100
random test seeds from MNIST. Each column represents a
type of misinterpretation— pF left and rF right. For top-left
plot, higher value means more robust; for all other plots,
lower value means more robust.

Based on the empirical results of Fig. 4, we may conclude:
i) for misinterpretation pF—correct classification (J ă 0)
with inconsistent interpretation (PCC ă 0.4), DeepLift and
Integrated Gradients outperform others, while Guided Back-
prop and Gradient̂ Input are unrobust both in worst-case and
probabilistically; ii) for misinterpretation rF–wrong classifi-
cation (J ě 0) with persevered interpretation (PCC ą 0.6),
while all XAI methods perform similarly w.r.t. both metrics,
LRP shows better robustness than others.

The empirical insights are as expected if we consider the
mechanisms behind those XAI methods. For instance, con-
sidering pF , DeepLift and Integrated Gradients are more ro-
bust, since they use the reference point to avoid the discon-
tinuous gradients (large curvature) that mislead the attribu-
tion maps (Shrikumar, Greenside, and Kundaje 2017). On
the other hand, DeepLift and Integrated Gradients become
vulnerable to rF . Because misclassification and misinterpre-
tation are rare events, it is very likely that perturbed inputs

inside the norm ball have consistent interpretation with the
seed. Consequently, the integration from the reference point
which averages the attribution map over several points are
prone to produce the consistent interpretations. We discuss
more in Appendix to back up the empirical observations.

7.5 Evaluating Training Schemes
In this application, we study the effect of various training
schemes on the classification robustness and interpretation
robustness of DL models. As discussed in Sec. 3, input Hes-
sian norm and input gradient norm are related to the change
of classification loss and interpretation discrepancy. Thus,
we add input gradient and hessian regularisation terms to
the training loss, and also consider the PGD-based adversar-
ial training (that improves classification robustness through
minimising the maximal prediction loss in norm balls). Ta-
ble 2 records the results.

Table 2: Evaluating classification (c) and interpretation ( pF

and rF ) robustness of DL models trained with input gradient
norm regularisation (Grad. Reg.), input hessian norm regu-
larisation (Hess. Reg.), both of them (Grad. + Hess. Reg.)
and adversarial training (Adv. Train.). Results are averaged
over 100 random test seeds. Higher sol

pF means more robust,
for other metrics, lower values means more robust.

Dataset Model Worst Case Evaluation Probabilistic Evaluation
solc
(J)

sol
pF

(PCC)
sol

rF
(PCC) lnPc lnP

pF lnP
rF

MNIST

Org. 22.43 0.06 0.93 -24.28 -3.87 -31.47
Grad. Reg 11.37 0.10 0.92 -31.51 -15.69 -44.96
Hess. Reg. 10.59 0.17 0.90 -33.36 -21.27 -43.85

Grad. + Hess. 10.04 0.20 0.90 -36.96 -23.79 -46.19
Adv. Train. -0.16 0.21 0.59 -84.15 -28.67 -89.09

CIFAR10

Org. 42.58 0.02 0.85 -31.55 -18.63 -71.46
Grad. Reg 42.34 0.01 0.85 -27.31 -21.77 -65.75
Hess. Reg. 8.99 0.08 0.81 -76.29 -99.20 -91.89

Grad. + Hess. 8.47 0.06 0.81 -71.65 -98.49 -92.39
Adv. Train. -0.67 0.25 0.80 -92.57 -100 -95.97

CelebA

Org. 51.08 0.08 0.86 -13.77 -21.58 -70.82
Grad. Reg 25.29 0.06 0.88 -45.52 -70.22 -83.26
Hess. Reg. 18.71 0.09 0.86 -74.93 -100 -95.85

Grad. + Hess. 25.41 0.06 0.88 -65.95 -100 -94.13
Adv. Train. -0.45 0.55 0.81 -95.09 -100 -95.58

In addition to the knowledge that input hessian can de-
fence adversarial interpretation (Dombrowski et al. 2022),
we notice it is actually effective in improving both classifica-
tion and interpretation robustness, than input gradient regu-
larisation, confirming Proposition 1. Moreover, we discover
that adversarial training is surprisingly effective at improv-
ing interpretation robustness, but at the price of dropping ac-
curacy, cf. Appendix. Thus, there is no silver bullet training
scheme that is effective for all DL attributes.

8 Conclusion
In this paper, we propose two versatile and efficient evalua-
tion methods for DL interpretation robustness. We conclude
versatile in two folds: the proposed metrics are characteris-
ing robustness from both worst-case and probabilistic per-
ceptives, and GA and SS are black-box thus generic to het-
erogeneous XAI methods. Considering the rare-event nature
of misinterpretations, GA and SS are designed to be efficient
in detecting them, and shown with experimental results.
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9 Appendix
9.1 Proof of Proposition 1
We first show that for K ą 0, ||∇`px1q ´ ∇`px2q|| ď

K||x1 ´ x2|| implies

`px1q ´ `px2q ď ∇`px2q
T px1 ´ x2q `

K

2
||x1 ´ x2||

2

Recall from the integral calculus `paq´ `pbq “
şa

b
∇`pθq dθ,

`px1q ´ `px2q “
ż 1

0

∇`px2 ` τpx1 ´ x2qq
T px1 ´ x2q dτ “

ż 1

0

p∇`px2 ` τpx1 ´ x2qq
T ´∇`px2q

T `∇`px2q
T q

px1 ´ x2q dτ

As ∇`px2q is independent of τ , it can be taken out from the
integral

`px1q ´ `px2q “ ∇`px2q
T px1 ´ x2q`

ż 1

0

p∇`px2 ` τpx1 ´ x2qq
T ´∇`px2q

T qpx1 ´ x2q dτ

Then we move ∇`px2q
T px1 ´ x2q to the left and get the

absolute value

|`px1q ´ `px2q ´∇`px2q
T px1 ´ x2q| “

|

ż 1

0

p∇`px2 ` τpx1 ´ x2qq
T ´∇`px2q

T qpx1 ´ x2q dτ | ď

ż 1

0

|p∇`px2 ` τpx1 ´ x2qq
T ´∇`px2q

T qpx1 ´ x2q| dτ ďc.s.

ż 1

0

||p∇`px2 ` τpx1 ´ x2qq ´∇`px2qq||||px1 ´ x2q|| dτ

c.s. means Cauchy – Schwarz inequality. By applying lips-
chitz continuous gradient, we can get

||p∇`px2 ` τpx1 ´ x2qq ´∇`px2qq||

ď K||τpx1 ´ x2q||

ď Kτ ||x1 ´ x2||

Note τ ě 0, and the absolute sign of τ can be removed.
Then, we can get

|`px1q ´ `px2q ´∇`px2q
T px1 ´ x2q| ď

ż 1

0

Kτ ||x1 ´ x2||
2 dτ “

K

2
||x1 ´ x2||

2

Next, get the norm of two sides, and apply triangle inequal-
ity, we finally get

||`px1q ´ `pxq|| ď ||∇`pxqT px1 ´ xq ` K

2
||x1 ´ x||2||

ď ||∇`pxq||||x1 ´ x|| ` K

2
||x1 ´ x||2

ď ||∇`pxq||r ` K

2
r2

(17)

QED

9.2 Genetic Algorithm based Optimisation
Genetic Algorithm (GA) is a classic evolutionary algorithm
for solving the either constrained or unconstrained optimi-
sation problems. It mimics the biological evolution by se-
lecting the most fitted individuals in the population, which
will be the parents for the next generation. It consists of 4
steps: initialisation, selection, crossover, and mutation, the
last three of which are repeated until the convergence of fit-
ness values.

Initialisation The initialisation of population is crucial to
the quick convergence. Diversity of initial population could
promise approximate global optimal(Konak, Coit, and Smith
2006). Normally, we use the Gaussian distribution with the
mean at input seed x, or a uniform distribution to generate a
set of diverse perturbed inputs within the norm ball Bpx, rq.

Selection A fitness function is defined to select fitted indi-
viduals as parents for the latter operations. We use the fitness
proportionate selection (Lipowski and Lipowska 2012).

pi “
Fi

řn
i“1 Fi

(18)

The fitness value is used to associate a probability of se-
lection pi for each individuals to maintaining good diversity
of population and avoid premature convergence. The fitness
function is the objective function to be optimised. For exam-
ple, previous paper applies GA to the perturbation optimisa-
tion to generate the high quality AEs (Chen et al. 2019). In
this paper, the explanation discrepancy is optimised to find
the worst case adversarial explanations.

Figure 5: Illustration of crossover and mutation in GA

Crossover The crossover operator will combine a pair of
parents from last step to generate a pair of children, which
share many of the characteristics from the parents. The half
elements of parents are randomly exchanged.



Mutation Some elements of children are randomly altered
to add variance in the evolution. It should be noticed that the
mutated samples should still fall into the norm ball Bpx, rq.
Finally, the children and parents will be the individuals for
the next generation.

Termination The termination condition of GA is either
maximum number of iterations is reached or the highest
ranking of fitness reaches a plateau such that successive iter-
ations no longer produce better results. In this paper, we fix
the maximum iteration number for simplicity.

GA can be directly applied to the unconstrained optimi-
sation when objective function equals to fitness function.
The constraint optimisation is more challenging and dif-
ferent strategies are proposed to handle the non-linear con-
straint for GA (Michalewicz and Schoenauer 1996). One of
the popular approaches is based on the superiority of fea-
sible individuals to make distinction between feasible and
infeasible solutions (Powell and Skolnick 1993).

9.3 Subset Simulation
Subset Simulation (SS) is widely used in reliability engi-
neering to compute the small failure probability. The main
idea of SS is introducing intermediate failure events so that
the failure probability can be expressed as the product of
larger conditional failure probabilities (Au and Beck 2001).

Suppose the distribution of perturbed inputs with the
norm ball is qpxq, and the failure event is denoted as F . let
F “ Fm Ă Fm´1 Ă ¨ ¨ ¨ Ă F2 Ă F1 be a sequence of
increasing events so that Fk “

Şk
i“1 Fi. By the definition of

conditional probability, we get

PF “ P pFmq “ P p
m
č

i“1

Fiq

“ P pFm|
m´1
č

i“1

FiqP p
m´1
č

i“1

Fiq

“ P pFm|Fm´1qP p
m´1
č

i“1

Fiq

“ P pFm|Fm´1q ¨ ¨ ¨P pF2|F1qP pF1q

“ P pF1q

m´1
ź

i“1

P pFi`1|Fiq

(19)

Fm is usually a rare event, which means a large amount of
samples are required for the precise estimation by Simple
Monte Carlo (SMC). SS decomposes the rare event with a
series of intermediate events, which are more frequent. The
conditional probabilities of intermediate events involved in
Eq. (12) can be chosen sufficiently large so that they can be
efficiently estimated. For example, P pF1q “ P pFi`1|Fiq “
0.1, i “ 1, 2, 3, 4, then PF « 10´5 is too small for the
efficient estimation by SMC.

The keypoint of SS is estimating P pF1q and conditional
probabilities P pFi`1|Fiq. On the one hand, F1 can be cho-
sen as the common event such that by SMC of N perturbed
inputs within the norm ball x1k „ qpx1q, all samples fall into

F1. On the other hand, computing the conditional probabil-
ity

P pFi`1|Fiq “
1

N

N
ÿ

k“1

1Fi`1px
1
kq « ρ (20)

requires the simulation of p1´ ρqN additional samples. For
example, if we have N samples belonging to Fi´1 with
i ě 2, and P pFi|Fi´1q “ ρ, which indicate ρN sam-
ples belongs to Fi. To estimate next conditional probability
P pFi`1|Fiq, p1´ρqN additional samples lying in Fi should
be simulated to expand the population size to N . Given
the conditional distribution qpx1|Fiq “ qpx1qIF1

px1q{P pFiq,
on average 1{P pFiq samples are simulated before one such
sample occur. The Markov Chain Monte Carlo based on
Metropolis-Hastings (MH) algorithm can be adopted to im-
prove the efficiency.

At intermediate iteration i, we already obtain ρN samples
lying in Fi, that is x1 P Fi. The target distribution is qp¨|Fiq.
We can use MH algorithm to generate new samples x2 from
the proposal distribution gpx2|x1q. gpx2|x1q can be normal
distribution or uniform distribution centred at x1. The MH
algorithm can be written as below:

Initialisation Pick up a sample x1 belonging to Fi. Set
step t “ 0 and let xt “ x1.

Iteration At step t, generate a random candidate sample
x2 according to gpx2|xtq. Calculate the acceptance proba-
bility

Apx2, xtq “ mint1,
qpxt|Fiq

qpx2|Fiq

gpxt|x
2q

gpx2|xtq
u (21)

and accept the new sample x2 with probability Apx2, xtq.
Further check if x2 P Fi, otherwise reject x2. In practice,
we generate a uniform random number u P r0, 1s, set xt`1

as

xt`1 “

"

x2 if u ď Apx2, xtq and x2 P Fi
xt Otherwise

(22)

and increment t “ t` 1.
We can run a large amount of Markov chains simultane-

ously to enlarge the set of i.i.d. samples falling into Fi. How-
ever, as discussed in (Katafygiotis and Zuev 2008; Schueller,
Pradlwarter, and Koutsourelakis 2004), MH becomes ineffi-
cient for high dimensional problems. The acceptance prob-
ability Apx2, x1q will rapidly decrease with increasing di-
mensions. It results in many repeated samples and high cor-
related Markov chains. It is recommended to adapt the pro-
posal distribution gpx2|x1q after M steps of MH (Papaioan-
nou et al. 2015). The mean acceptance probability should be
kept around 0.234 (Gelman, Gilks, and Roberts 1997).

The whole process of SS can be summarized as follows.
First, we simulate N perturbed samples within the norm
ball Bpx, rq (all belong to F1) and use SMC to estimate
P pF2|F1q. From these N samples, we already obtain ρN
samples distributed from qp¨|F2q. Start from each of these
ρN samples falling in F2, we can create a Markov chain and
run MH M steps to generate new samples distributed from
qp¨|F2q. In initial SS method (Au and Beck 2001), ρN dis-
tinct Markov chains (with different start points) are created.



1{ρ new samples are drawn from each chain, and the covari-
ance between new samples in same Markov chain should be
considered for evaluating the coefficient of variation (c.o.v)
of the final estimation on PF . (Cérou et al. 2012) modify the
algorithm by firstly enlarge set to N samples with replace-
ment from ρN . Then N Markov Chains are constructed and
only one sample is drawn from each chain.

These new generated samples can be utilised to estimate
P pF3|F2q. Repeating this process until the rare failure of in-
terest. We get the final estimation of failure event probability
by “assembling” the conditional probabilities with Eq. (12).

Statistical Property of SS Estimator We present the
analysis on statistical property of sPFi

(shortened notation
for sP pF1q and sP pFi`1|Fiq) and sPF . They are based on the
assumption that Markov chain generated by MH algorithm
is theoretically ergodic. That is, the stationary distribution
is unique and independent of the initial state. Since we use
SMC with samples simulated from Markov chain to estimate
sPFi (ref. to Eq. (20)), The coefficient of variation of sPFi

(c.o.v) is approximated by
c

1´ sPFi
sPFi

N
. Finally, we can calcu-

late estimated mean sPF and c.o.v sδ as

sPF “
m

ź

i“1

sPFi “

m
ź

i“2

1

N

N
ÿ

k“1

1Fipx
1
kq

sδ2 «

m
ÿ

i“2

1´ sPFi

sPFiN

(23)

where sPF1
“ 1. It should be noted that sPF is biased for N ,

but asymptotically unbiased due to the fact that samples in
Fi for computing sPFi are utilised to start Markov chain for
computing sPFi`1 .

9.4 Complexity Analysis of Genetic Algorithm
and Subset Simulation Applied on XAI
Methods

Although the proposed evaluation methods can be applied
to all kinds of feature attribution based XAI techniques,
the time complexity will be extremely high for perturbation
based XAI methods, such as LIME and SHAP, which take
random perturbation of input features to yield explanations.

The complexity of GA is Opt ¨ N ¨ pcpfitnessq `
cpcrossoverq ` cpmutationqqq, where t and N are evolu-
tion iterations and population size, respectively. When we
choose different XAI methods, the evaluation time of fitness
values cpfitnessq will change correspondingly.

The complexity of SS is related to the number of sub-
events m, the number of MH steps M and number of sim-
ulated samples N . For estimating conditional probability
of each sub-event, M MH steps are taken, and running
each MH step requires the calculation of property func-
tion of N samples. Thus, the complexity of SS is approxi-
matelyOpm ¨M ¨N ¨cppropertyqq. When we choose differ-
ent XAI methods, the evaluation time of property function
cppropertyq will change correspondingly.

From the definition of fitness function in GA and property
function in SS. both cpfitnessq and cppropertyq can be ap-
proximated by the computation of interpretation discrepancy

Table 3: Time counts of N ¨ cpcal_attr_disq in seconds
across different dataset (N “ 1000). Results are averaged
over 10 runs.

Dataset Gradient
x Input

Integrated
Gradients GradCAM DeepLift LIME SHAP

MNIST 0.0202 0.0512 0.0342 0.0382 99.21 25.80
CIFAR-10 0.0909 0.3329 0.1222 0.1307 293.72 255.95

CelebA 0.0620 0.2759 0.0887 0.1029 739.59 692.75

cpcal_attr_disq. In practice, we can compute interpretation
discrepancy in a batch, e.g. N samples can run simultane-
ously to generate the explanations. Therefore, we count the
running time ofN ¨cpcal_attr_disq across different datasets
and different XAI methods in Nvidia A100. Results are pre-
sented in Table 3. LIME and SHAP take much more time
than gradient-based XAI methods for the batch computation
of interpretation discrepancy. This will be amplified by iter-
ation number t in GA or number of sub-events times number
of MH steps m ¨M in SS for one time evaluation of inter-
pretation robustness.

9.5 Details of DL models
The information of DL models under evaluation are pre-
sented in Table 4. All experiments were run on a machine
of Ubuntu 18.04.5 LTS x86_64 with Nvidia A100 GPU
and 40G RAM. The source code, DL models, datasets and
all experiment results are available at https://github.com/
havelhuang/Eval_XAI_Robustness.

9.6 Experiment on Interpretation Discrepancy
Measures

We study the quality of three widely used metrics, i.e.
Mean Square Error (MSE), Pearson Correlation Coefficient
(PCC), and Structural Similarity Index Measure (SSIM)
(Dombrowski et al. 2019) to quantify the visual discrep-
ancy between two attribution maps. The proposed evalua-
tion methods can produce the adversarial interpretation with
the guidance of different metrics. As shown in Fig. 6, the
first row displays three seed inputs and corresponding attri-
bution maps. The following groups separated by lines show
the adversarial interpretation of perturbed input measured by
different metrics. The value of PCC appears to be relatively
more accurate in terms of reflecting the visual difference be-
tween original interpretation of seeds input and adversarial
interpretations. Smaller PCC represents larger visual differ-
ence between two attribution maps. In addition, the value
range of PCC is 0„1, with 0„0.3 indicating weak associ-
ation, 0.5„1.0 indicating strong association. Therefore, it
provides a uniform measurement across different seeds in-
put and different dataset. In contrast, MSE can also precisely
measure the visual difference but vary greatly with respect
to seed inputs and image size. SSIM exhibits the worst per-
formance in measuring difference between attribution maps.

9.7 Experiment on Parameter Sensitivity
Additional experiments on hyper-parameter settings in GA
and SS are presented in Fig. 7 and Fig. 8. The objective func-
tion interpretation discrepancy D, measured by PCC, is op-

https://github.com/havelhuang/Eval_XAI_Robustness
https://github.com/havelhuang/Eval_XAI_Robustness


Figure 6: Comparison between PCC, SSIM and MSE as metrics of interpretation discrepancy between original interpretation
and adversarial interpretation, generated by GA and SS. Smaller PCC, smaller SSIM, and larger MSE indicate greater differ-
ence. In this set of experiments, PCC is relatively the best to quantify the visual difference between attribution maps.



Table 4: Details of the datasets and DL models under evaluation.

Dataset Image Size r DL Model Org. Grad. Reg. Hess. Reg. Adv. Train.
Train Test Train Test Train Test Train Test

MNIST 1ˆ 32ˆ 32 0.1 LeNet5 1.000 0.991 0.993 0.989 0.993 0.989 0.994 0.989
CIFAR-10 3ˆ 32ˆ 32 0.03 ResNet20 0.927 0.878 0.910 0.876 0.786 0.779 0.715 0.703

CelebA 3ˆ 64ˆ 64 0.05 MobileNetV1 0.934 0.917 0.918 0.912 0.908 0.904 0.769 0.789

timised to converge with the increasing number of iterations
while the prediction loss J as the constraint is gradually sat-
isfied. The number of iterations in GA is more important
than population size.

For hyper-parameters in SS, apart from the sensitivity of
MH steps, we also discuss the impact of population size
n and quantile ρ for conditional probability. As expected,
increasing population size will improve the estimation pre-
cision, using SMC results with 108 samples as the ground
truth. However, there is no exact answer for which ρ is bet-
ter. In most cases, we find that ρ “ 0.5 can reduce the es-
timation error, but will take more time for one estimation.
Larger ρ represents more sub events are decomposed and ad-
ditional estimation of conditional probability will obviously
cost more time. Fortunately, we find SS estimation accuracy
is more sensitive to the number of MH steps M and popu-
lation size n, compared with ρ. Therefore, setting ρ “ 0.1
but increasing MH steps and population size will get suffi-
ciently accurate results. Finally, the rarity of failure events
can determine the setting of these hyper-parameters. The es-
timating accuracy of more rare events, e.g. PCC ă 0.2, is
more sensitive to the theses parameters.

9.8 Experiments on Evaluating XAI methods
We evaluate the robustness of more XAI methods on CI-
FAR10 and CelebA dataset, including “Deconvolution”,
“Guided Backpropagation”, “GradientˆInput”, “Integrated
Gradients”, “GradCAM”, and “DeepLift”. Results are pre-
sented in Fig. 9. In terms of misinterpretation with preserved
classification, Integrated Gradients is the most robust XAI
method due to the integral of gradient of model’s output with
respect to the input. The integral averages the gradient-based
attribution maps over several perturbed images instead of
single point explanation. DeepLift has the similar smoothing
mechanism by comparing the neuron activation with a refer-
ence point. Therefore, single point explanation like Decon-
volution and GradCAM are vulnerable to this type of misin-
terpretation when DL model’s loss surface is highly curved,
leading to the great change of gradients. GradientˆInput is
slightly better by leveraging the input sign and strength.

These XAI methods in general show similar robustness
against misinterpretation conditioned on misclassification,
although we find the single point explanation is a litter bet-
ter than explanation averaged over several points under this
circumstance. We guess the rarity of misclassification and
misinterpretation make it difficult to find the perturbed in-
put which have different attribution map with input seeds.
Therefore, the averaged interpretation of perturbed input
tend to be consistent with original interpretation.

In addition to evaluation on different datasets, we do ex-

Table 5: Robustness evaluation of XAI methods on different
neural network architecture for CIFAR-10 dataset.

Model
Architecture

Eval
Metrics

Gradient
x Input

Integrated
Gradients GradCAM DeepLift

ResNet20

sol
pF 0.0166 0.0375 0.0044 0.0212

sol
rF 0.8562 0.8308 0.8079 0.8551

lnP
pF -20.32 -45.05 -35.93 -21.22

lnP
rF -80.73 -87.64 -68.27 -81.81

MobileNetV2

sol
pF 0.0552 0.1167 0.0523 0.0712

sol
rF 0.7689 0.7885 0.7085 0.7707

lnP
pF -12.75 -34.99 -16.01 -8.70

lnP
rF -70.32 -62.19 -82.17 -68.38

VGG16

sol
pF 0.0767 0.1227 0.1133 0.0206

sol
rF 0.7813 0.8240 0.8637 0.8358

lnP
pF -14.42 -53.48 -47.52 -44.25

lnP
rF -59.74 -54.155 -49.90 -66.02

DLA

sol
pF 0.0737 0.0953 0.0078 0.0930

sol
rF 0.7919 0.8111 0.2113 0.7983

lnP
pF -8.48 -28.69 -4.31 -9.77

lnP
rF -39.57 -37.74 -77.57 -36.40

periments on different neural network architectures for CI-
FAR10 dataset. Results in Table 5 shows that Integrated Gra-
dients maintain the most robust XAI method to misinterpre-
tation with preserved classification, invariant to the change
of neural network architecture. However, the robustness to
misinterpretation conditioned on misclassification varies ac-
cording to the internal structure of neural network. Grad-
CAM seems to be robust in most cases.



Figure 7: GA is applied to test seeds (norm balls) from MNIST and CIFAR10 dataset to find worst case interpretation discrep-
ancy, measure by PCC. First row: fixed population size 1000, and varied iterations; Second row: fixed iterations, and varied
population size. “GradientˆInput” interpretation method is considered.



Figure 8: SS for estimating the probability of misinterpretation (lnPF ) within a norm ball from MNIST, CIFAR10 dataset com-
pared with SMC using 108 samples ( 22 minutes for each estimate for MNIST; 154 minutes for each estimate for CIFAR10).
Results are averaged on 10 runs. “GradientˆInput” interpretation method is considered.



Figure 9: Robustness evaluation of different interpretation methods based on 100 randomly selected samples from CIFAR10
and CelebA test set. From top to bottom, first row (worst case evaluation) and second row (probabilistic evaluation). From left
to right, first column (misinterpretation pF ) and second column (misinterpretation rF )
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