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ABSTRACT Secret sharing schemes for classical secrets can be classified into classical secret sharing
schemes and quantum secret sharing schemes. Classical secret sharing has been known to be able to distribute
some shares before a given secret. On the other hand, quantum mechanics extends the capabilities of secret
sharing beyond those of classical secret sharing. We propose quantum secret sharing with the capabilities in
designing of access structures more flexibly and realizing higher efficiency beyond those of classical secret
sharing, that can distribute some shares before a given secret.

7 INDEX TERMS Advance sharing, quantum secret sharing, quantum stabilizer code, Reed-Solomon code.

I. INTRODUCTION8

Secret sharing scheme [1] is a cryptographic scheme to9

encode a secret into multiple pieces of information (called10

shares) and distribute shares to participants so that qualified11

sets of participants can reconstruct the secret but forbidden12

sets can gain no information about the secret. For instance,13

it can be used to guarantee that no individual can obtain an14

industrial secret, or can launch a nuclear missile, but qualified15

groups can. The set of qualified sets and that of forbidden sets16

are called an access structure [2]. In common uses of secret17

sharing schemes, it is assumed that a dealer can communicate18

with participants after the dealer obtains a secret.19

We consider the following problem: In a country, the pres-20

ident suffers from a serious disease and is anxious about his21

sudden death. He is afraid that his death makes a national22

secret accessible to no one if he alone knows about the23

national secret. For this reason, the president wishes to share24

the national secret to the dignitaries by a secret sharing25

scheme. The national secret is sensitive information and the26

president needs to hand encoded information of the national27

secret to the dignitaries. The president will obtain the national28

secret three days later but some dignitaries will make an29

extended business trip to foreign country from tomorrow.30

How can the president share the secret?31
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FIGURE 1. Advance sharing is distribution of shares to some participants
before a given secret.

As we can see from this problem, perhaps a dealer may 32

be unable to communicate with some participants after the 33

dealer obtains a secret. In those situations, it is desirable 34

for the dealer to distribute shares to some participants while 35

the dealer can communicate with participants. To realize 36

this distribution, the dealer needs to be capable to distribute 37

shares to some participants before a given secret. We call this 38

distribution ‘‘advance sharing’’ and a set of shares that can 39

be distributed in advance is called ‘‘advance-shareable’’. For 40

example, a dealer considers to share a 1-bit secretM to partic- 41

ipants A and B (see Fig. 1). Before a secret is given, the dealer 42

randomly chooses either 0 or 1 as a 1-bit share SA and dis- 43

tributes a 1-bit share SA. After the dealer obtains a secret M , 44

the dealer generates a share SB by exclusive-OR ⊕ (XOR), 45
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SB = M ⊕ SA and then distributes a 1-bit share SB to46

participant B. Only if participants A and B collaborate, they47

can reconstruct a secretM by XOR ⊕,M = SA ⊕ SB. In this48

example, the share SA is advance-shareable.49

Secret sharing schemes for classical secrets can be clas-50

sified into classical secret sharing schemes [1], [2], [3], [4]51

and quantum secret sharing schemes [5], [6], [7], [8], [9],52

[10], [11], [12]. Classical secret sharing uses classical infor-53

mation as shares while quantum secret sharing uses quantum54

information [13] as shares. Classical secret sharing has been55

known to be able to distribute some shares before a given56

secret. Advance sharing for quantum secrets was proposed57

in [14] and it can be used for advance sharing for classical58

secrets. However, an advantage over classical secret shar-59

ing has not been clarified in advance sharing of quantum60

shares for classical secrets by [14]. We propose quantum61

secret sharing with the capabilities in designing of access62

structures more flexibly and realizing higher efficiency [2,63

Definition 13.4] (i.e., the ratio of the size of a secret over the64

size of each share) beyond those of classical secret sharing,65

that can distribute some shares before a given secret.66

On the other hand, quantummechanics provides the promi-67

nent capabilities to information processing beyond those of68

classical information processing [13]. For example, quantum69

computation [15], [16] and quantum teleportation [17], [18],70

[19] are studied by many researchers. As another application,71

quantum mechanics extends the capabilities of secret sharing72

beyond those of classical secret sharing as below [5], [6], [7],73

[8], [9], [10], [11], [12]. For a fixed size of classical secrets74

and a fixed size of shares, quantum secret sharing enables75

designing of access structures more flexibly than classical76

secret sharing. For example, consider a scheme to share a77

2-bit classical secret to 2 participants by distributing a 1-bit78

or 1-qubit share to each participant. When a dealer distributes79

a 1-bit share to each participant, leakage of a share from80

1 participant allows an adversary to gain a 1-bit classical81

secret and the dealer cannot distribute any share before a82

secret is given. On the other hand, the superdense coding [20]83

provides quantum secret sharing scheme, where each share is84

1-qubit and a secret is 2-bits. This quantum secret sharing85

scheme was proposed by Gottesman [5, Section 4]. Let I be86

the identity operator, X (or Y or Z ) be a Pauli-X (or Y or87

Z ) operator [13] and i =
√
−1. Gottesman’s secret sharing88

scheme [5, Section 4] is given as follows:89

1) Prepare a Bell state |ψ〉 = (|00〉 + |11〉)/
√
2.90

2) Perform a unitary operator corresponding to a secret91

and prepare the quantum state of shares as follows:92

• If a secret is 00, perform I ⊗ I to |ψ〉 and prepare93

(I ⊗ I )|ψ〉.94

• If a secret is 01, perform I ⊗ Z to |ψ〉 and prepare95

(I ⊗ Z )|ψ〉.96

• If a secret is 10, perform I ⊗ X to |ψ〉 and prepare97

(I ⊗ X )|ψ〉.98

• If a secret is 11, perform I ⊗ iY to |ψ〉 and prepare99

(I ⊗ iY )|ψ〉.100

3) Distribute each qubit in the quantum state of shares to 101

each participant. 102

In this scheme, leakage of a share from 1 participant does 103

not allow an adversary from gaining any information about a 104

secret. In addition, the quantum state of shares has the form 105

(I ⊗ U )|ψ〉, where U is a unitary operator for a given secret 106

and thus a dealer can distribute the first qubit in the quantum 107

state of shares to 1 participant before a given secret. 108

Matsumoto generalized Gottesman’s secret sharing [5, 109

Section 4] to an arbitrary number of participants and an 110

arbitrary size of classical secrets [21], [22]. Matsumoto’s 111

secret sharing scheme [22] is based on quantum stabilizer 112

codes [23], [24], [25], [26], [27], [28], [29] and summarized 113

as follows: 114

1) Prepare the multipartite entangle state |ϕ〉 determined 115

by a quantum stabilizer code. 116

2) Choose a unitary operator U for a given secret and 117

perform chosen unitary operator U on |ϕ〉. Prepare the 118

quantum state of shares U |ϕ〉. 119

3) Distribute each qudit in the quantum state of shares 120

U |ϕ〉 to each participant. 121

We modify an encoding method of Matsumoto’s secret shar- 122

ing scheme [22] so that for any classical secrets, a dealer 123

chooses a unitary operator of the form U = I ⊗ V , where I 124

is the identity operator and V is a unitary operator. As we can 125

see from Gottesman’s secret sharing [5, Section 4], a dealer 126

can distribute each qudit in the quantum state of shares 127

corresponding to an identity operator I before a secret is 128

given. Our proposed secret sharing scheme is a special case 129

of Matsumoto’s secret sharing scheme [22] and thus retains 130

access structures of Matsumoto’s secret sharing scheme [22]. 131

In our paper, we clarify a necessary and sufficient condition 132

on advance-shareable sets in our proposal. 133

Our proposal can provide a further advantage to advance 134

sharing. In advance sharing of Fig. 1, the dealer generates a 135

share SB based on not only a secret M but also a share SA. 136

In classical secret sharing, a dealer realizes advance shar- 137

ing by generating the rest of shares based on given secret 138

and shares already distributed. Thus the dealer needs to 139

keep shares already distributed until all shares are generated. 140

Shares distributed in advance can leak out from the dealer. 141

If shares distributed in advance leak out, forbidden sets are 142

narrower than designed. It implies that smaller leakage allows 143

an adversary to gain the partial information about a secret 144

than designed. Thus advance sharing causes extra danger of 145

security breaches in classical secret sharing. In our paper, 146

we prove that extra danger of security breaches caused by 147

advance sharing is unavoidable in any classical secret sharing. 148

In contrast, the rest of shares are generated only based on a 149

given secret in the proposed quantum secret sharing scheme. 150

Thus in our proposal, the dealer does not need to keep the 151

information about shares already distributed. For this reason, 152

even if security breaches expose dealer’s storage before a 153

secret is given, our proposed secret sharing is as secure as 154

designed. Therefore, our proposed secret sharing does not 155
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have extra danger of security breaches which is unavoidable156

in any classical secret sharing.157

The paper is outlined as follows: Sect. II introduces nec-158

essary notations. In Sect. III, we modify an encoding method159

of Matsumoto’s quantum secret sharing scheme so that some160

shares can be distributed before a given secret and clarify a161

necessary and sufficient condition on advance shareable sets162

in our proposal. In Sect. IV, we show a construction of our163

proposed encoding method from the Reed–Solomon codes164

and compare it with a ramp version [30] of Shamir’s secret165

sharing. In Sect. V, we prove that extra danger of security166

breaches described above is unavoidable in any classical167

secret sharing while our proposed secret sharing has no extra168

danger of security breaches. In Sect. VI, we give a Gilbert–169

Varshamov-type sufficient condition for existence of our170

proposed secret sharing. We conclude our paper in Sect. VII.171

II. NOTATION172

Throughout this paper, we suppose that q = pm where p is173

a prime and m is a positive integer. Denote the finite field174

with q elements by Fq and the q-dimensional complex linear175

space by Cq. The quantum state space of n-qudits is denoted176

by C⊗nq with its orthonormal basis {|v〉 = |v1〉 ⊗ · · · ⊗ |vn〉 :177

v = (v1, . . . , vn) ∈ Fnq}.178

For two vectors a, b ∈ F2n
q , 〈a, b〉E denotes the standard179

Euclidean inner product. For two vectors (a|b), (c|d) ∈ F2n
q ,180

define the standard symplectic inner product as181

〈(a|b), (c|d)〉s = 〈a,d〉E − 〈c,b〉E .182

For an Fq-linear space C ⊂ F2n
q , C⊥s denotes its orthogonal183

space in F2n
q with respect to 〈·, ·〉s, that is,184

C⊥s={(a|b) ∈ F2n
q : 〈(a|b), (c|d)〉s = 0 for all (c|d) ∈ C}.185

Let {γ1, . . . , γm} be a fixed Fp-basis of Fq. LetM be am×m186

invertible matrix over Fp whose (i, j) element is Trq/p(γiγj),187

where Trq/p is the trace map from Fq to Fp. Let φ : F2mn
p −→188

F2n
q be anFp-linear isomorphism sending (a1,1, . . . , a1,m, a2,1,189

. . . , an,m|b1,1, . . . , b1,m, b2,1, . . . , bn,m) to190  m∑
j=1

a1,jγj, . . . ,
m∑
j=1

an,jγj

∣∣∣∣∣∣
m∑
j=1

b′1,jγj, . . . ,
m∑
j=1

b′n,jγj

 ,191

where (b′i,1, . . . , b
′
i,m) = (bi,1, . . . , bi,m)M−1 for i = 1, . . . , n.192

For α, β ∈ Fp, define the unitary operators X (α),Z (β) on Cp193

as194

X (α) =
∑
x∈Fp

|x + α〉〈x|, Z (β) =
∑
z∈Fp

ωβz|z〉〈z|,195

where ω = e
2π i
p is a p-th primitive root of unity. For (a|b) =196

(a1, . . . , an|b1, . . . ,bn) ∈ F2n
q , let φ−1(a1, . . . , an|b1, . . . ,bn) =197

(c1,1, . . . , c1,m, c2,1, . . . ,cn,m|d1,1, . . . , d1,m, d2,1, . . . , dn,m) ∈198

F2mn
p and define the unitary operator on C⊗nq as199

X (a)Z (b) = X (c1,1)Z (d1,1)⊗ . . .⊗ X (c1,m)Z (d1,m)200

⊗X (c2,1)Z (d2,1)⊗ . . .⊗ X (cn,m)Z (dn,m).201

LetC ⊂ F2n
q be an Fq-linear space such that dimC = n−k 202

and C ⊂ C⊥s. An [[n, k]]q quantum stabilizer codes [23] 203

encoding k qudits into n qudits can be defined as a simulta- 204

neous eigenspace of all X (a)Z (b)((a|b) ∈ C). 205

For (a|b) = (a1, . . . , an|b1, . . . ,bn) ∈ F2n
q , define its 206

symplectic weight as swt(a|b) = |{i : (ai, bi) 6= (0, 0)}|. 207

For V2 ⊂ V1 ⊂ F2n
q , define their coset distance [31] as 208

ds(V1, V2) = min{swt(a|b) : (a|b) ∈ V1 \ V2}. 209

Let A ⊂ {1, . . . , n}. Define FAq = {(a1, . . . ,an|b1, . . . ,bn) ∈ 210

F2n
q : (ai, bi) = 0 for i /∈ A}. Let PA to be the projection map 211

onto A, that is, PA(a1, . . . , an|b1, . . . , bn) = (ai|bi)i∈A for any 212

(a1, . . . , an|b1, . . . , bn) ∈ F2n
q . 213

III. DISTRIBUTION OF QUANTUM SHARES BEFORE A 214

GIVEN SECRET 215

In this section, we modify an encoding method of Mat- 216

sumoto’s secret sharing scheme [22] so that some shares can 217

be distributed before a given secret. 218

A. OUR PROPOSED ENCODING METHOD 219

Let CS, CR ⊂ F2n
q be Fq-linear spaces with dimCS = n − 220

k − s, dimCR = n − s and CS ⊂ CR ⊂ C⊥sR ⊂ C⊥sS . Then 221

CS defines an [[n, k+ s]]q quantum stabilizer codeQ and CR 222

defines an [[n, s]]q quantum stabilizer code. ByWitt’s lemma 223

in [32], there always exists CS ⊂ CR ⊂ Cmax ⊂ C⊥sR ⊂ C⊥sS 224

such thatCmax = C⊥smax and dimCmax = n. Note that there are 225

many possible choices of Cmax. We fix Cmax. Since Cmax = 226

C⊥smax, Cmax defines an [[n, 0]]q quantum stabilizer code Q0. 227

Without loss of generality, we can assumeQ0 ⊂ Q. Denote a 228

quantum state vector inQ0 by |ϕ〉. Since dimC⊥sS /C⊥sR = k , 229

we have an isomorphism f : Fkq −→ C⊥sS /C⊥sR . Note that 230

there are many possible choices of isomorphisms f : Fkq −→ 231

C⊥sS /C⊥sR . We fix f . Denote n participants or a set of n shares 232

by {1, . . . , n}. Let B be a set of t shares distributed before 233

a given secret and B = {1, . . . , n} \ B be the rest of shares. 234

Without loss of generality, we can assume B = {1, . . . , t} and 235

B = {t + 1, . . . , n}. 236

The conventional quantum secret sharing scheme [22] 237

using stabilizers CS ⊂ CR ⊂ Cmax distributes a given 238

classical secret m ∈ Fkq to n participants as follows: 239

1) f (m) is a coset of C⊥sS /C⊥sR and f (m) can also seen as 240

a subset of C⊥sS /Cmax. Choose T ∈ f (m) ⊂ C⊥sS /Cmax 241

at uniformly random. Choose an arbitrary (a|b) ∈ T 242

and prepare the quantum codeword X (a)Z (b)|ϕ〉 ∈ Q. 243

2) Distribute each qudit in the quantum codeword 244

X (a)Z (b)|ϕ〉 to each participant. 245

Our proposed modified version of the conventional quantum 246

version [22] distributes a given classical secret m ∈ Fkq to 247

n participants with a set of shares B = {1, . . . , t} being 248

advance-shareable as follows: 249

0) Prepare the quantum codeword |ϕ〉 and distribute the 250

i-th qudit in the quantum codeword |ϕ〉 to the i-th 251

participant for i ∈ B = {1, . . . , t}. 252
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1) f (m) is a coset of C⊥sS /C⊥sR and f (m) can also seen as253

a subset of C⊥sS /Cmax. Choose T ∈ f (m) ⊂ C⊥sS /Cmax254

at uniformly random. Choose a coset representative of255

T of the form (0, x|0, y) with x, y ∈ Fn−tq . Prepare the256

quantum codeword257

X (0, x)Z (0, y)|ϕ〉258

= (X (0)Z (0)⊗ X (x)Z (y))|ϕ〉259

= (I tp ⊗ X (x)Z (y))|ϕ〉 ∈ Q,260

where I tp is the identity operator on C⊗tq .261

2) Distribute the i-th qudit in the quantum codeword (I tp⊗262

X (x)Z (y))|ϕ〉 to the i-th participant for i ∈ B = {t +263

1, . . . , n}.264

Our proposal restricts choices of unitary operator applied265

by the dealer. Thus the quantum codeword has the form266

X (0, x)Z (0, y)|ϕ〉 = (I tp ⊗ X (x)Z (y))|ϕ〉 for a given secret.267

Therefore, the dealer can distribute the i-th qudit in the quan-268

tum codeword before a given secret for i ∈ B = {1, . . . , t}.269

Focus on Step 1 of the conventional quantum version [22]270

and that of our proposed modified version. Assume that a271

dealer chooses T ∈ f (m) ⊂ C⊥sS /Cmax. A dealer chooses an272

arbitrary coset representative (a|b) ∈ T in the conventional273

quantum version [22] while a dealer chooses a coset repre-274

sentative of T of the form (0, x|0, y) in our proposedmodified275

version.276

Theorem 1: Since our proposed modified version is a spe-277

cial case of the conventional quantum version [22], it retains278

access structures, and necessary and sufficient conditions279

on qualified sets and forbidden sets, from the conventional280

quantum version [22].281

In our proposed secret sharing scheme, after a dealer282

chooses T ∈ f (m) ⊂ C⊥sS /Cmax, the dealer chooses a coset283

representative of T of the form (0, x|0, y). Let (a|b) be any284

element of T . We give an explicit method to compute x,285

y ∈ Fn−tq such that T = (0, x|0, y) + Cmax as follows: First286

compute a basis {(c1|d1), . . . , (cn|dn)} of an Fq-linear space287

Cmax. Define a matrix H for Cmax as288

H =


d1 −c1
d2 −c2
...

...

dn −cn

 .289

Next solve the following simultaneous linear equation in290

unknowns x, y and constants (a|b) ∈ T :291

([a|b]− [0, x|0, y])tH = 0, (1)292

where tH represents the transpose of the matrixH . A solution293

(x, y) to (1) satisfies T = (0, x|0, y) + Cmax. If a solution294

to (1) exists for any T ∈ C⊥sS /Cmax, a set of shares B is295

advance-shareable. There may exist T ∈ C⊥sS /Cmax such296

that (1) has no solution. In this case, a set of shares B is not297

advance-shareable.298

Thus a set of shares B is said to be advance-shareable if and299

only if there exists a solution to (1) for any T ∈ C⊥sS /Cmax.300

However, it is nontrivial to check if a set of shares B is 301

advance-shareable. Thus it is desirable to have a simpler 302

condition to check if a set of shares B is advance-shareable. 303

For this reason, we will clarify a necessary and sufficient con- 304

dition that a set of sharesB is advance-shareable in Sect. III-C. 305

Remark 2: Encoding can be classified into deterministic 306

encoding and randomized encoding. Shares are determin- 307

istically chosen for a fixed secret in deterministic encod- 308

ing, while shares are randomly chosen for a fixed secret 309

in randomized encoding. In both conventional and modified 310

versions, encoding is randomized and includes deterministic 311

encoding as a special case. Encoding is deterministic if and 312

only if CR = Cmax = C⊥sR . 313

Remark 3: The reconstructing process of the secret in our 314

proposal is the same as that of the conventional quantum 315

version [22, Theorem 4]. 316

B. OUR PROPOSED ENCODING METHOD CONSTRUCTED 317

FROM A SHORT LINEAR CODE 318

We illustrate how our proposed encoding method in 319

Sect. III-A works with an example in [22, Example 3]. 320

Let q = 3, n = 4, k = s = 2, t = |B| = 2. A basis of 321

the doubly-extended [4, 2, 3]3 Reed-Solomon code [33] over 322

F3 consists of 323

v1 = (1, 1, 1, 0), 324

v2 = (2, 1, 0, 1). 325

By using them, define CS = {0}, CR as the linear space 326

spanned by {(v1|0), (0|v1)}, and Cmax as the linear space 327

spanned by {(v1|0), (v2|0), (0|v1), (0|v2)}. Let 328

v3 = (1, 1, 0, 0). 329

Then C⊥sR is spanned by Cmax ∪ {(v3|0), (0|v3)}. Let 330

v4 = (0, 0, 0, 1). 331

ThenC⊥sS = F8
3 and {(v4|0)+C

⊥s
R , (0|v4)+C⊥sR } forms a basis 332

of C⊥sS /C⊥sR . Let |ϕ〉 be an eigenvector of all unitary matrices 333

corresponding to a vector in Cmax. Define f : F2
3 −→ 334

C⊥sS /C⊥sR as f (m1,m2) = (0, 0, 0,m1|0, 0, 0,m2)+C⊥sR ⊂ F8
3. 335

Let T be any coset in f (m1,m2) ⊂ C⊥sS /Cmax. C⊥sR is 336

spanned by Cmax ∪ {(v3|0), (0|v3)}. Thus for any T ∈ f (m1, 337

m2) = (0, 0, 0, m1|0, 0, 0, m2) + C⊥sR ⊂ C⊥sS /Cmax, there 338

exist a1, a2 ∈ F3 such that T = (a1, a1, 0, m1|a2, a2, 0, 339

m2) + Cmax. An explicit derivation of (x1, x2), (y1, y2) ∈ F2
3 340

such that T = (a1, a1, 0, m1|a2, a2, 0, m2) + Cmax = (0, 0, 341

x1, x2|0, 0, y1, y2)+Cmax is given as follows: Define a matrix 342

H for Cmax as 343

H =


0 0 0 0 2 2 2 0
1 1 1 0 0 0 0 0
0 0 0 0 1 2 0 2
2 1 0 1 0 0 0 0

 . 344

Solve the following simultaneous linear equation in 345

unknowns (x1, x2), (y1, y2) ∈ F2
3 and constants a1, a2 ∈ F3: 346

([a1, a1, 0,m1|a2, a2, 0,m2] 347

−[0, 0, x1, x2|0, 0, y1, y2])tH = 0. 348
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The solution to this equation is (x1, x2) = (2a1,m1),349

(y1, y2) = (2a2,m2). For any T = (a1, a1, 0, m1|a2, a2, 0,350

m2)+Cmax with a1, a2 ∈ F3, find that351

T = (0, 0, 2a1,m1|0, 0, 2a2,m2)+ Cmax.352

A dealer can perform the following secret sharing scheme353

for a given classical secret (m1,m2) ∈ F2
3 to 4 participants354

with a set of shares {1, 2} being advance-shareable:355

0) Prepare the quantum codeword |ϕ〉 and distribute the356

i-th qudit in the quantum codeword |ϕ〉 to the i-th357

participant for i ∈ {1, 2}.358

1) f (m1,m2) is a coset of C⊥sS /C⊥sR and f (m1,m2) can359

also seen as a subset of C⊥sS /Cmax. Choose T =360

(a1, a1, 0,m1|a2, a2, 0,m2) + Cmax ∈ f (m1,m2) ⊂361

C⊥sS /Cmax at uniformly random, with a1, a2 ∈ F3.362

This means that the dealer chooses a1, a2 ∈ F3 at363

uniformly random and fix a1, a2 ∈ F3. Choose a coset364

representative of the form (0, 0, 2a1,m1|0, 0, 2a2,m2).365

Prepare the quantum codeword366

X (0, 0, 2a1,m1)Z (0, 0, 2a2,m2)|ϕ〉367

= (X (0, 0)Z (0, 0)⊗ X (2a1,m1)Z (2a2,m2))|ϕ〉368

= (I2p ⊗ X (2a1,m1)Z (2a2,m2))|ϕ〉 ∈ Q,369

where I2p is the identity operator on C⊗2p .370

2) Distribute the i-th qudit in the quantum codeword371

(I2p ⊗ X (2a1, m1)Z (2a2, m2))|ϕ〉 to the i-th participant372

for i ∈ {3, 4}.373

In this scheme, CS,CR,Cmax are defined as the same as374

[22, Example 3]. Thus by Theorem 1, this scheme retains the375

access structure of the conventional quantum secret sharing376

scheme [22, Example 3]. That is, a set of 2 or less than377

2 shares is forbidden and the set of all 4 shares is qualified.378

C. NECESSARY AND SUFFICIENT CONDITION ON379

ADVANCE-SHAREABLE SETS380

We clarify a necessary and sufficient condition that a set of381

shares B is advance-shareable in our proposal.382

Theorem 4: A set of shares B is advance-shareable or383

equivalently for any T ∈ C⊥sS /Cmax, there exists (z|w) ∈384

C⊥sS ∩ F
B
q such that T = (z|w)+ Cmax if and if only385

dimC⊥sS ∩ F
B
q/Cmax ∩ FBq = dimC⊥sS /Cmax.386

To prove Theorem 4, we give several lemmas. Theorem 4387

immediately follows from Lemma 5 and Lemma 7.388

Lemma 5: The following conditions (i) and (ii) are389

equivalent:390

(i) For any coset T ∈ C⊥sS /Cmax, there exists (z|w) ∈391

C⊥sS ∩ F
B
q such that T = (z|w)+ Cmax.392

(ii) C⊥sS = (C⊥sS ∩ F
B
q )+ Cmax, where (C⊥sS ∩ F

B
q )+ Cmax393

is an Fq-linear space spanned by an Fq-linear spaces394

C⊥sS ∩ F
B
q and Cmax.395

Proof: Assume that the condition (i) holds. Let (a|b) be396

any element of C⊥sS . Then there exists a coset T ∈ C⊥sS /Cmax397

such that (a|b) ∈ T . By the condition (i), there exists (z|w) ∈ 398

C⊥sS ∩F
B
q such that T = (z|w)+Cmax. This means that there 399

exist (z|w) ∈ C⊥sS ∩ FBq and (c|d) ∈ Cmax such that (a|b) = 400

(z|w) + (c|d). This shows that C⊥sS ⊂ (C⊥sS ∩ FBq ) + Cmax. 401

Obviously, C⊥sS ⊃ (C⊥sS ∩ FBq ) + Cmax holds. Therefore, the 402

condition (ii) holds. 403

Assume that the condition (ii) holds. Let T be any coset 404

of C⊥sS /Cmax. Then there exists (a|b) ∈ C⊥sS such that T = 405

(a|b) + Cmax. Since (a|b) ∈ C⊥sS = (C⊥sS ∩ FBq ) + Cmax, 406

there exist (z|w) ∈ C⊥sS ∩ FBq , (c|d) ∈ Cmax such that 407

(a|b) = (z|w)+ (c|d). This shows that T = (a|b)+ Cmax = 408

(z|w)+(c|d)+Cmax = (z|w)+Cmax. Therefore, the condition 409

(i) holds. 410

Lemma 6: LetV ,W be anyFq-linear spaces such thatV ⊂ 411

W ⊂ Cmax = C⊥smax ⊂ W⊥s ⊂ V⊥s. Define an Fq-linear map 412

ψ : V⊥s∩FBq/W⊥s∩FBq −→ ((V⊥s∩FBq )+Cmax)/((W⊥s∩ 413

FBq )+Cmax) asψ((a|b)+W⊥s∩FBq ) = (a|b)+ (W⊥s∩FBq )+ 414

Cmax for any (a|b) ∈ V⊥s ∩ FBq . Then ψ : V⊥s ∩ FBq/W⊥s ∩ 415

FBq −→ ((V⊥s ∩ FBq ) + Cmax)/((W⊥s ∩ FBq ) + Cmax) is an 416

isomorphism. 417

Proof:Assume that (a|b)+W⊥s∩FBq = (c|d)+W⊥s∩FBq 418

for (a|b), (c|d) ∈ V⊥s ∩ FBq . Then we have (a|b) − (c|d) ∈ 419

W⊥s ∩FBq ⊂ (W⊥s ∩FBq )+Cmax. This means that ψ((a|b)+ 420

W⊥s ∩ FBq ) = ψ((c|d) + W⊥s ∩ FBq ). This shows that ψ is 421

well-defined. 422

Assume thatψ((a|b)+W⊥s∩FBq ) = (a|b)+(W⊥s∩FBq )+ 423

Cmax = (W⊥s ∩ FBq ) + Cmax for (a|b) ∈ V⊥s ∩ FBq . Then 424

we have (a|b) ∈ (W⊥s ∩ FBq ) + Cmax. This means that there 425

exist (c|d) ∈ W⊥s ∩ FBq and (e|f) ∈ Cmax such that (a|b) = 426

(c|d)+(e|f). Since (a|b) ∈ V⊥s∩FBq , we have (e|f) = (a|b)− 427

(c|d) ∈ Cmax∩FBq . Therefore, we have (a|b) = (c|d)+(e|f) ∈ 428

W⊥s∩FBq . This shows that the kernel ofψ is zero and thus an 429

Fq-linear map ψ is injective. 430

Let (n|m)+ (W⊥s∩FBq )+Cmax be any element of ((V⊥s∩ 431

FBq )+Cmax)/((W⊥s∩FBq )+Cmax). Since (n|m) ∈ (V⊥s∩FBq )+ 432

Cmax, there exist (a|b) ∈ V⊥s ∩ FBq and (c|d) ∈ Cmax such 433

that (n|m) = (a|b) + (c|d). Since (c|d) ∈ Cmax ⊂ (W⊥s ∩ 434

FBq )+Cmax, we have (n|m)+ (W⊥s ∩FBq )+Cmax = (a|b)+ 435

(W⊥s ∩ FBq )+ Cmax. Namely, there exists (a|b) ∈ V⊥s ∩ FBq 436

such thatψ((a|b)+W⊥s∩FBq ) = (n|m)+(W⊥s∩FBq )+Cmax. 437

This shows that ψ is surjective. 438

Therefore, ψ : V⊥s ∩ FBq/W⊥s ∩ FBq −→ ((V⊥s ∩ FBq ) + 439

Cmax)/((W⊥s ∩ FBq )+ Cmax) is an isomorphism. 440

Lemma 7:

dimC⊥sS ∩ F
B
q/Cmax ∩ FBq = dimC⊥sS /Cmax (2) 441

if and only if 442

C⊥sS = (C⊥sS ∩ F
B
q )+ Cmax (3) 443
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Proof: Assume that (2) holds. We have444

dimC⊥sS /Cmax (4)445

= dimC⊥sS ∩ F
B
q/Cmax ∩ FBq (5)446

= dim((C⊥sS ∩ F
B
q )+ Cmax)/Cmax, (6)447

where (5) follows from (2), and (6) follows from (C⊥smax ∩448

FBq ) + Cmax = Cmax and Lemma 6. This means that449

dimC⊥sS = dim(C⊥sS ∩ FBq )+ Cmax. Since obviously C⊥sS ⊃450

(C⊥sS ∩F
B
q )+Cmax holds, we have C⊥sS = (C⊥sS ∩F

B
q )+Cmax.451

Thus (3) holds.452

Assume that (3) holds. We have453

dimC⊥sS ∩ F
B
q/Cmax ∩ FBq454

= dim((C⊥sS ∩ F
B
q )+ Cmax)/Cmax (7)455

= dimC⊥sS /Cmax, (8)456

where (7) follows from (C⊥smax ∩ FBq ) + Cmax = Cmax and457

Lemma 6, and (8) follows from (3). Thus (2) holds.458

D. SUFFICIENT CONDITION ON ADVANCE-SHAREABLE459

SETS460

We present a sufficient condition that a set of shares B is461

advance-shareable in our proposal. The following sufficient462

condition can be verified without computing dimensions of463

linear spaces like Theorem 4.464

Theorem 8: If |B| ≤ ds(Cmax,CS)− 1, then a set of shares465

B is advance-shareable or equivalently dimC⊥sS ∩F
B
q/Cmax∩466

FBq = dimC⊥sS /Cmax.467

Proof: By the condition |B| ≤ ds(Cmax,CS)−1, there is468

no (a|b) ∈ Cmax ∩ FBq \ CS ∩ FBq . This means that469

dimCS ∩ FBq = dimCmax ∩ FBq . (9)470

By [33], [34], we have471

dimC⊥sS ∩ F
B
q/Cmax ∩ FBq = dimPB(Cmax)/PB(CS). (10)472

Since the kernel of PB : CS −→ PB(CS) is CS ∩ FBq , we have473

dimCS − dimCS ∩ FBq = dimPB(CS). (11)474

Since the kernel of PB : Cmax −→ PB(Cmax) is Cmax ∩ FBq ,475

we have476

dimCmax − dimCmax ∩ FBq = dimPB(Cmax). (12)477

Therefore, we find that478

dimC⊥sS ∩ F
B
q/Cmax ∩ FBq479

= dimPB(Cmax)/PB(CS) (13)480

= dimPB(Cmax)− dimPB(CS)481

= (dimCmax − dimCmax ∩ FBq )482

−(dimCS − dimCS ∩ FBq ) (14)483

= dimCmax − dimCS (15)484

= dimC⊥sS /Cmax,485

where (13) follows from (10), (14) follows from (11) and486

(12), and (15) follows from (9).487

E. RELATIONSHIP BETWEEN ADVANCE-SHAREABLE SETS 488

AND FORBIDDEN SETS 489

We clarify a relationship between advance-shareable sets and 490

forbidden sets in our proposal. 491

By Theorem 1, a necessary and sufficient condition on 492

forbidden sets remains the same as the conventional quantum 493

secret sharing scheme [22]. Thus by [22, Theorem 4], a set of 494

shares B is forbidden if and only if 495

dimCR ∩ FBq/CS ∩ FBq = 0. 496

Theorem 9: If a set of shares B is advance-shareable, then 497

a set of shares B is forbidden. Equivalently, if 498

dimC⊥sS ∩ F
B
q/Cmax ∩ FBq = dimC⊥sS /Cmax, (16) 499

then 500

dimCR ∩ FBq/CS ∩ FBq = 0. (17) 501

Proof: Assume (16) holds. Let T be any coset in 502

C⊥sR /Cmax. Then we have T ∈ C⊥sR /Cmax ⊂ C⊥sS /Cmax. 503

By (16) and Theorem 4, there exists (z|w) ∈ C⊥sS ∩ FBq such 504

that T = (z|w) + Cmax. Since T ∈ C⊥sR /Cmax, we have 505

(z|w) ∈ (C⊥sS ∩ FBq ) ∩ C⊥sR = C⊥sR ∩ FBq . Thus for any 506

T ∈ C⊥sR /Cmax, there exists (z|w) ∈ C⊥sR ∩ FBq such that 507

T = (z|w)+Cmax. By replacing CS with CR in Lemma 5, we 508

have C⊥sR = (C⊥sR ∩ FBq ) + Cmax. By (16) and Lemma 7, we 509

have C⊥sS = (C⊥sS ∩ F
B
q )+ Cmax. Therefore, we have 510

dimC⊥sS ∩ F
B
q/C

⊥s
R ∩ F

B
q 511

= dim((C⊥sS ∩ F
B
q )+ Cmax)/((C⊥sR ∩ F

B
q )+ Cmax) (18) 512

= dimC⊥sS /C⊥sR (19) 513

= dimCR/CS, (20) 514

where (18) follows from Lemma 6, and (19) follows from 515

C⊥sS = (C⊥sS ∩ FBq ) + Cmax and C⊥sR = (C⊥sR ∩ FBq ) + Cmax. 516

Let PB to be the projection map onto B. Since the kernel of 517

PB : CS −→ PB(CS) is CS ∩ FBq , we have 518

dimCS − dimCS ∩ FBq = dimPB(CS). (21) 519

Since the kernel of PB : CR −→ PB(CR) is CR∩FBq , we have 520

dimCR − dimCR ∩ FBq = dimPB(CR). (22) 521

By [33], [34], we have 522

dimC⊥sS ∩ F
B
q/C

⊥s
R ∩ F

B
q = dimPB(CR)/PB(CS). (23) 523

Therefore, we obtain (17) as follows: 524

dimCR ∩ FBq/CS ∩ FBq 525

= dimCR ∩ FBq − dimCS ∩ FBq 526

= (dimCR − dimPB(CR)) 527

−(dimCS − dimPB(CS)) (24) 528

= dimCR − dimCS − dimPB(CR))/PB(CS)) 529

= dimCR − dimCS − dimC⊥sS ∩ F
B
q/C

⊥s
R ∩ F

B
q (25) 530
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= dimCR − dimCS − dimCR/CS (26)531

= 0,532

where (24) follows from (21) and (22), and (25) follows from533

(23), and (26) follows from (20).534

IV. OUR PROPOSED ENCODING METHOD CONSTRUCTED535

FROM THE REED–SOLOMON CODES536

In this section, we show a construction of our proposed secret537

sharing scheme by using the Reed–Solomon codes in which538

we can easily see from |A| if a set of shares A is qualified, for-539

bidden and advance-shareable. In this scheme, CS,CR,Cmax540

are defined as the same as [22, Sect. 6.2]. Thus by Theorem 1,541

this scheme retains the access structure of the conventional542

quantum secret sharing scheme [22, Sect. 6.2].543

Let n = q and let n− s, k be positive even integers which544

implies that n − k − s, n + s, n + k + s are even. Let α1,545

. . . , αn ∈ Fq be n distinct elements. Define an [n, k] Reed-546

Solomon(RS) code [33] as547

RS(n, k) = {(g(α1), . . . , g(αn)) :548

g(x) ∈ Fq[x], deg g(x) < k}.549

Denote the Euclidean dual by ‘‘⊥ E’’. Then RS(n, k)⊥E =550

RS(n, n− k) [33] because n = q.551

Define552

CS = {(a|b) : a,b ∈ RS(n, (n− k − s)/2)},553

CR = {(a|b) : a,b ∈ RS(n, (n− s)/2)}.554

Then we find that555

C⊥sR = {(a|b) : a,b ∈ RS(n, (n+ s)/2)},556

C⊥sS = {(a|b) : a,b ∈ RS(n, (n+ k + s)/2)},557

dimCS = n− k − s,558

dimCR = n− s.559

We can choose Cmax as560

Cmax = {(a|b) : a ∈ RS(n, bn/2c),b ∈ RS(n, dn/2e)}.561

Let (a|b) be any element of Cmax. Then we have a ∈562

RS(n, bn/2c) and b ∈ RS(n, dn/2e). There exists a polyno-563

mial g(x) ∈ Fq[x] such that deg g(x) < bn/2c and a =564

(g(α1), . . . , g(αn)). There exists a polynomial h(x) ∈ Fq[x]565

such that deg h(x) < dn/2e and b = (h(α1), . . . , h(αn)).566

If g(x), h(x) 6= 0, the number of distinct roots of g(x) is less567

than bn/2c and the number of distinct roots of h(x) less than568

dn/2e. Then we have swt(a|b) = |{i : (ai, bi) 6= (0, 0)}| ≥569

n−bn/2c+1 ≥ dn/2e+1. Thus we have ds(Cmax,CS)−1 ≥570

ds(Cmax, {0}) − 1 ≥ dn/2e. Thus a set of dn/2e shares is571

advance-shareable by Theorem 8.572

Therefore, we can easily see from |A| if a set of shares A is573

qualified, forbidden and advance-shareable as follows:574

• A set of shares A is forbidden if and only if575

0 ≤ |A| ≤
n+ s
2

. (27)576

• A set of shares A is qualified if and only if 577

n+ k + s
2

≤ |A| ≤ n. (28) 578

• A set of shares A is advance-shareable if 579

0 ≤ |A| ≤
⌈n
2

⌉
. (29) 580

We will compare the size of forbidden sets and 581

advance-shareable sets of our proposed quantum secret shar- 582

ing scheme constructed from the Reed–Solomon codes with 583

that of a classical linear secret sharing. To the best of the 584

authors’ knowledge, a necessary and sufficient condition on 585

advance-shareable sets in classical linear secret sharing has 586

not been studied by other researchers to date. For this reason, 587

we clarify a necessary and sufficient condition on advance- 588

shareable sets in classical linear secret sharing. 589

First we give a definition of encoding of classical linear 590

secret sharing schemes [35], [36], [37]. 591

Definition 10: Let {1, . . . , n} be n participants or equiva- 592

lently a set of n shares. Let C1 ⊂ Fnq be a linear code and 593

C2 ⊂ C1 be a subcode of C1. Denote k = dimC1/C2. Fix an 594

arbitrary isomorphism g : Fkq −→ C1/C2. Let m ∈ Fkq be a 595

secret. From a coset g(m) ∈ C1/C2, a dealer chooses a vector 596

c = (c1, . . . , cn) ∈ g(m) ⊂ C1 at uniformly random. Then 597

the dealer distributes each element ci to the i-th participant. 598

It was shown in [37] that encoding in any classical linear 599

secret sharing can be written as Definition 10. 600

Next we clarify a necessary and sufficient condition on 601

advance-shareable sets of shares in classical linear secret 602

sharing. 603

Lemma 11: In classical linear secret sharing, a set of 604

shares A is advance-shareable if and only if A is forbidden. 605

Proof: Assume that a set of shares A is forbidden, which 606

is necessary and sufficient to PA(C1) = PA(C2) [35], [36], 607

[37], where PA is the projection map onto A. Let y be any 608

element of PA(C1). For any g(m) ∈ C1/C2, there exists x ∈ 609

g(m) such that PA(x) = y. Thus a dealer can distribute a set 610

of shares A before a given secret. 611

Assume that a set of shares A is not forbidden, which is 612

necessary and sufficient to PA(C1) 6= PA(C2) [35], [36], [37]. 613

Let y be any element of PA(C1) \ PA(C2). For a given secret 614

m such that g(m) = 0+C2 ∈ C1/C2, there does not exist x ∈ 615

g(m) such that PA(x) = y. Thus the dealer cannot distribute 616

a set of shares A before a given secret. 617

Finally we compare the size of forbidden sets and advance- 618

shareable sets of our proposed quantum secret sharing 619

scheme constructed from the Reed–Solomon codes with that 620

of a classical linear secret sharing. In our proposed quantum 621

secret sharing scheme, a dealer shares a k log2 q-bit secret 622

(i.e., a secret is an element of Fkq) to n participants by dis- 623

tributing a log2 q-qubit share (i.e., q-qudit share) to each 624

participant. Consider a ramp version [30] of Shamir’s scheme 625

as a classical linear secret sharing. Assume that in a ramp 626

version [30] of Shamir’s scheme, 627

• A classical secret is shared between n participants. 628
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TABLE 1. Comparison between our proposed quantum secret sharing scheme and ramp Shamir’s scheme [30].

• The bit-size of a shared classical secret is k log2 q-bit629

(i.e., a secret is an element of Fkq).630

• The bit-size of each share is log2 q-bit (i.e., a share is an631

element of Fq).632

• A set of shares A is qualified if and only if633

n+ k + s
2

≤ |A| ≤ n, (30)634

which implies that the size of qualified set is the same as635

(28), that is, that of our proposed quantum secret sharing636

constructed from the Reed–Solomon code.637

The bit-size of a secret and each share and the size of qual-638

ified sets, forbidden sets and advance-shareable sets in our639

proposed quantum secret sharing scheme constructed from640

the Reed–Solomon codes and a ramp version [30] of Shamir’s641

scheme can be summarized in Table 1.642

Since in a ramp version [30] of Shamir’s scheme, the size643

of qualified sets is given by (28) and the size of each share is644

1/k of the bit-size of the secret, a set of shares A is forbidden645

if and only if646

0 ≤ |A| ≤
n+ k + s

2
− k =

n+ s− k
2

. (31)647

By Lemma 11, a set of shares A is advance-shareable if and648

only if a set of shares A is forbidden. Thus a set of shares A is649

advance-shareable if and only if650

0 ≤ |A| ≤
n+ s− k

2
. (32)651

Forbidden sets of a ramp version [30] of Shamir’s652

scheme are narrower than that of our proposed quantum653

secret sharing scheme constructed from the Reed–Solomon654

codes, which follows from (27) and (31). It implies that655

smaller leakage allows an adversary to gain the partial656

information about a secret than our proposed quantum657

secret sharing scheme constructed from the Reed–Solomon658

codes. Our proposed quantum secret sharing scheme con-659

structed from the Reed–Solomon codes can make the size660

of advance-shareable sets larger than a ramp version [30]661

of Shamir’s scheme when s < k . This follows from (29)662

and (32).663

V. UNAVOIDABLE EXTRA DANGER OF SECURITY 664

BREACHES IN ANY CLASSICAL SECRET SHARING 665

WITH ADVANCE SHARING 666

In this section, we prove that extra danger of security breaches 667

caused by advance sharing is unavoidable in any classical 668

secret sharing while our proposed secret sharing does not 669

have any extra danger of security breaches. 670

First, we give the most general definition of encoding in 671

classical secret sharing schemes. 672

Definition 12: Let {1, . . . , n} be n participants or equiva- 673

lently a set of n shares. Let X1, . . . ,Xn be random variables of 674

n shares. For each i = 1, . . . , n, Xi denotes a share distributed 675

to the i-th participant. Let S be a random variable of a clas- 676

sical secret. Encoding of a classical secret sharing scheme 677

is defined by a conditional probability P(X1, . . . ,Xn|S) of 678

X1, . . . ,Xn given S. 679

In classical secret sharing, a dealer can realize advance 680

sharing by generating the rest of shares based on given 681

secret and shares already distributed. Thus the dealer needs 682

to keep the information about shares already distributed until 683

all shares are generated. Shares distributed in advance can 684

leak out from the dealer. If shares distributed in advance leak 685

out, forbidden sets are narrower than designed. It implies 686

that smaller leakage allows an adversary to gain the partial 687

information about a secret than designed and thus advance 688

sharing of classical secret sharing can cause extra danger of 689

security breaches. The dealer wishes to avoid extra danger of 690

security breaches. To avoid extra danger of security breaches, 691

the dealer would like not to keep any information about 692

shares already distributed. What happens if the dealer does 693

not keep any information about shares already distributed? 694

Theorem 13 provides an answer to this question. 695

Theorem 13: Let B be an advance-shareable set of shares 696

which implies I (S; {Xi : i ∈ B}) = 0, where I (·; ·) is 697

the mutual information [38]. Suppose that the dealer does 698

not keep any information about a set of shares B distributed 699

before a given secret or equivalently {Xi : i ∈ B} ↔ S ↔ 700

{Xi : i ∈ B} forms a Markov chain [38] (i.e., the conditional 701

distribution of {Xi : i ∈ B} depends only on S and is 702

conditionally independent of {Xi : i ∈ B} for a given S). 703

Then the amount of information about a secret is determined 704

by only a set of shares B or equivalently for any set of shares 705

D ⊂ B andE ⊂ B, I ({Xi : i ∈ D∪E}; S) = I ({Xi : i ∈ E}; S). 706
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Proof: Since {Xi : i ∈ B} ↔ S ↔ {Xi : i ∈ B} forms707

a Markov chain, {Xi : i ∈ D} ↔ S ↔ {Xi : i ∈ E} forms a708

Markov chain. We have709

I ({Xi : i ∈ D ∪ E}; S)710

= I ({Xi : i ∈ E}; S|{Xi : i ∈ D})711

+I ({Xi : i ∈ D}; S|{Xi : i ∈ E}) (33)712

≤ I ({Xi : i ∈ E}; S|{Xi : i ∈ D})713

+I ({Xi : i ∈ D}; S) (34)714

≤ I ({Xi : i ∈ E}; S|{Xi : i ∈ D})+ 0 (35)715

≤ I ({Xi : i ∈ E}; S), (36)716

where (33) follows from chain rule for themutual information717

[38, Theorem 2.5.2], (34) and (36) follow from a Markov718

chain {Xi : i ∈ D} ↔ S ↔ {Xi : i ∈ E} and719

[38, Theorem 2.8.1], and (35) follows from the assumption720

I (S; {Xi : i ∈ B}) = 0. Since I ({Xi : i ∈ D ∪ E}; S) ≥ I ({Xi :721

i ∈ E}; S), we have I ({Xi : i ∈ D ∪ E}; S) = I ({Xi : i ∈722

E}; S).723

Theorem 13 provides an answer to the question as follows:724

Suppose that the dealer does not keep any information about a725

set of sharesB already distributed. Then even if participants in726

B dispose their shares distributed before a secret is given, the727

amount of information about a secret gained from shares of728

participants is the same. That is, distributing a set of shares729

B is completely wasteful and advance sharing is worthless.730

Therefore, the dealer cannot avoid extra danger of security731

breaches described above if the dealer uses classical secret732

sharing.733

In contrast, the rest of shares are generated only based on a734

given secret in our proposed quantum secret sharing scheme.735

Thus the dealer does not need to keep the information about736

shares already distributed. For this reason, even if security737

breaches expose dealer’s storage before a secret is given, our738

proposed secret sharing is as secure as designed. Therefore,739

our proposed secret sharing has no extra danger of security740

breaches which is unavoidable in any classical secret sharing.741

VI. GILBERT-VARSHAMOV-TYPE SUFFICIENT CONDITION742

In this section, we give a Gilbert-Varshamov-type sufficient743

condition for existence of our proposed secret sharing and744

then discuss its engineering implication.745

Theorem 14: If positive integers n, k, s, δq, δf , δt with746

δf ≥ δt satisfy747

qn+k+s − qn+s

q2n − 1

δq−1∑
i=1

(
n
i

)
(q2 − 1)i748

+
qn − qn−s

q2n − 1

δt−1∑
i=1

(
n
i

)
(q2 − 1)i749

+
qn−s − qn−k−s

q2n − 1

δf−1∑
i=1

(
n
i

)
(q2 − 1)i < 1, (37)750

then there exist CS ⊂ CR ⊂ Cmax = C⊥smax ⊂ C⊥sR ⊂ 751

C⊥sS ⊂ F2n
q such that dimCS = n − k − s, dimCR = n − s, 752

ds(C⊥sS ,C⊥sR ) ≥ δq, ds(CR,CS) ≥ δf and ds(Cmax,CS) ≥ δt . 753

Remark 15: By Theorem 1, a sufficient condition on for- 754

bidden sets remains the same as the conventional quantum 755

secret sharing scheme [22]. Thus by [22, Theorem 6], the 756

condition ds(CR,CS) ≥ δf implies that a set of δf − 1 shares 757

is forbidden. By Theorem 8, the condition ds(Cmax,CS) ≥ δt 758

implies that a set of δt − 1 shares is advance-shareable. 759

Proof: Let A(k, s) be the set of triples of linear spaces 760

(U ,V ,W ) such that dimU = n − k − s, dimV = n − s, 761

dimW = n and U ⊂ V ⊂ W = W⊥s ⊂ V⊥s ⊂ U⊥s ⊂ F2n
q . 762

For e ∈ F2n
q , define BU⊥s (k, e) = {(U ,V ,W ) ∈ A(k, s) : e ∈ 763

U⊥s \ V⊥s}, BW (k, e) = {(U ,V ,W ) ∈ A(k, s) : e ∈ W \ V } 764

and BV (k, e) = {(U ,V ,W ) ∈ A(k, s) : e ∈ V \ U}. 765

For nonzero e1, e2 ∈ F2n
q , we have |BU⊥s (k, e1)| = 766

|BU⊥s (k, e2)|, |BW (k, e1)| = |BW (k, e2)| and |BV (k, e1)| = 767

|BV (k, e2)| by the almost same argument as [22, Proof of 768

Theorem 15]. 769

For each (U ,V ,W ) ∈ A(k, s), the number of e such that 770

e ∈ U⊥s\V⊥s is |U⊥s|−|V⊥s| = qn+k+s−qn+s. The number 771

of quadruples (e, U ,V , W ) such that 0 6= e ∈ U⊥s \ V⊥s is 772∑
0 6=e∈F2nq

|BU⊥s (k, e)| = |A(k, s)| × (qn+k+s − qn+s), 773

which implies 774

|BU⊥s (k, e)|
|A(k, s)|

=
qn+s − qn+k+s

q2n − 1
. (38) 775

Similarly we have 776

|BW (k, e)|
|A(k, s)|

=
qn − qn−s

q2n − 1
, (39) 777

|BV (k, e)|
|A(k, s)|

=
qn−s − qn−k−s

q2n − 1
. (40) 778

If there exists (U ,V ,W ) ∈ A(k, s) such that (U ,V ,W ) /∈ 779

BU⊥s (k, e1), (U ,V ,W ) /∈ BW (k, e2) and (U ,V ,W ) /∈ 780

BV (k, e3) for all 1 ≤ swt(e1) ≤ δq − 1, 1 ≤ swt(e2) ≤ 781

δt − 1 and 1 ≤ swt(e3) ≤ δf − 1, then there exists a triple of 782

(U ,V ,W ) with the desired properties. The number of e such 783

that 1 ≤ swt(e) ≤ δ − 1 is given by 784

δ−1∑
i=1

(
n
i

)
(q2 − 1)i. (41) 785

By combining (38), (39), (40) and (41), we see that (37) is a 786

sufficient condition for ensuring the existence of (U ,V ,W ) 787

required in Theorem 14. 788

We will derive Theorem 16 as an asymptotic form of 789

Theorem 14. 790

Theorem 16: Let R ≤ 1, S ≤ 1, εt ≤ εf < 0.5, εq < 0.5 791

be nonnegative real numbers. Define hq(x) = −logqx − (1− 792

x)logq(1− x). For sufficiently large n, if 793

hq(εq)+ εq logq(q
2
− 1) < 1− R− S, 794

hq(εt )+ εt logq(q
2
− 1) < 1 and 795

hq(εf )+ εf logq(q
2
− 1) < 1+ S, 796

94466 VOLUME 10, 2022



R. Miyajima, R. Matsumoto: Advance Sharing of Quantum Shares for Classical Secrets

then there exist CS ⊂ CR ⊂ Cmax = C⊥smax ⊂ C⊥sR ⊂797

C⊥sS ⊂ F2n
q such that dimCS = n − bn(R + S)c, dimCR =798

n − bnSc, ds(C⊥sS ,C⊥sR ) ≥ bnεqc, ds(CR,CS) ≥ bnεf c and799

ds(Cmax,CS) ≥ bnεtc.800

Proof: Proof can be done by almost the same argument801

as [22, Theorem 16].802

For sufficiently large n, the size of advance-shareable sets803

(i.e., bnεtc − 1 in Theorem 16) depends on only a prime804

power q and independent of the size of classical secrets805

(i.e., R in Theorem 16). We compare our proposed quantum806

secret sharing scheme with classical secret sharing schemes807

and then can make the following observation: Consider a808

scheme to share a n log2 q-bit classical secret to sufficient809

large number n of participants by distributing a log2 q-bit or810

log2 q-qubit (i.e., q-qudit) share to each participant. When a811

dealer distributes a log2 q-bit share to each participant, all of812

each share depend on the secret and there are no advance-813

shareable shares. On the other hand, our proposed quantum814

secret sharing scheme distributing a log2 q-qubit share to each815

participants can make a set of bnεtc − 1 shares advance-816

shareable for εt satisfying that hq(εt )+ εt logq(q
2
− 1) < 1.817

Particularly when q = 2, Theorem 16 implies that a set of818

roughly 19% of shares is advance-shareable independently819

of the size of classical secrets (i.e., R in Theorem 16), as820

h2(0.19)+ 0.19 log2 3 ' 1 for sufficiently large n.821

For sufficiently large n, Theorem 16 gives a sufficient con-822

dition on existence of our proposed secret sharing schemes823

with a set of bnεf c − 1 shares being forbidden and a set of824

bnεtc − 1 shares being advance-shareable, which is indepen-825

dent of the size of classical secrets (i.e., R in Theorem 16).826

VII. CONCLUSION827

In our paper, we propose quantum secret sharing with the828

capabilities in designing of access structures more flexibly829

and realizing higher efficiency beyond those of classical830

secret sharing, that can distribute some shares before a831

given secret. We clarify a necessary and sufficient condi-832

tion on advance-shareable sets in Sect. III. Our proposed833

quantum secret sharing can make the size of forbidden sets834

and advance-shareable sets larger than classical linear secret835

sharing scheme, which is demonstrated in Sect. IV by com-836

paring our proposed quantum secret sharing scheme from837

the Reed–Solomon codes with a ramp version of Shamir’s838

scheme. In Sect. V, we prove that in classical secret shar-839

ing, a dealer needs to keep the partial information about840

shares already distributed until all shares are generated, which841

causes extra danger of security breaches. On the other hand,842

the dealer does not need to keep the information about shares843

already distributed in our proposed quantum secret sharing.844

Thus our proposed quantum secret sharing has no extra dan-845

ger of security breaches. In Sect. VI, we give a sufficient con-846

dition on existence of our proposed secret sharing schemes847

with the given size of forbidden and advance-shareable sets,848

which is independent of the size of classical secrets. There-849

fore, our proposal can provide a useful method of advance850

sharing when a dealer unable to communicate with some 851

participants after the dealer obtains a secret. 852
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