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A Model for Multi-Agent Heterogeneous Interaction Problems

Christopher D. Hsu'2, Mulugeta A. Haile!, and Pratik Chaudhari?

Abstract— We introduce a model for multi-agent interaction
problems to understand how a heterogeneous team of agents
should organize its resources to tackle a heterogeneous team of
attackers. This model is inspired by how the human immune
system tackles a diverse set of pathogens. The key property
of this model is a ‘“‘cross-reactivity”” kernel which enables a
particular defender type to respond strongly to some attacker
types but weakly to a few different types of attackers. We
show how due to such cross-reactivity, the defender team can
optimally counteract a heterogeneous attacker team using very
few types of defender agents, and thereby minimize its resources.
We study this model in different settings to characterize a set
of guiding principles for control problems with heterogeneous
teams of agents, e.g., sensitivity of the harm to sub-optimal
defender distributions, and competition between defenders gives
near-optimal behavior using decentralized computation of the
control. We also compare this model with existing approaches
including reinforcement-learned policies, perimeter defense, and
coverage control.

I. INTRODUCTION

Consider the adaptive immune system which protects an
organism from pathogens. Some pathogens are persistent
but benign (e.g, common cold) and others are rare but
dangerous (e.g., HIV). There is a vast number (~ 103°) of
other pathogens on this spectrum. Tackling every pathogen
optimally requires a specialized receptor, lymphocytes gener-
ate these receptor proteins which bind to the pathogens. The
immune system has evolved to achieve a somewhat counter-
intuitive solution: it allocates a relatively larger amount of
resources to tackling pathogens that cause a large harm even
if they are rare, and relatively fewer resources to pathogens
which cause less harm, even if they are encountered frequently.
Mathematical models of the immune system such as [1] have
argued that two very natural principles are sufficient to explain
this phenomenon. First, the metabolic resources spent by an
organism are proportional to the total number of diverse
receptors (as opposed to the number of receptors). Therefore,
the immune repertoire minimizes the diversity of the receptors.
Second, even if a receptor is best suited to tackling a specific
pathogen, it can also tackle other pathogens with similar
protein structures with a small probability. Therefore, the
repertoire can tackle a much more heterogeneous pathogen
population than simply what the composition of the receptors
suggests, if it has the right composition.
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The goal of this paper is
to demonstrate that multi-
agent interaction problems,
where a team of defenders
interacts with a team of
attackers, also benefit from
these principles. Fig. 1
shows a scenario with dif-
ferent electronic, ground,
and air systems as attackers
and defenders. Each team
consists of a heterogeneous
group of agents with dif-
ferent types or capabilities,
say offensive vs. defensive
skills, sensing modalities,
operating environments, and/or mobility. The blue/orange
bars show the relative composition of different types in the
attacker/defender teams, e.g., in the picture, the attackers have
a large number of aerial vehicles. The problem that we will
focus upon is as follows.
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Fig. 1: Orange defenders from
distribution P, successfully in-
teract with blue attackers from
distribution Q. with probabil-
ity fq,, which depends on the
defender type d and the at-
tacker type a.

Problem: Given a particular composition of the
attacker team, i.e., the relative proportion of the
types of agents, what should the composition of the
defender team be in order to minimize harm.

As we discuss in §II and via examples in the rest of the paper,
applications of this work range from pursuit-evasion games,
perimeter defense and coverage control problems for multiple
agents, to optimal resource allocation for teams in the face
of diverse and conflicting objectives.

A. Contributions

We use a mathematical model (§I11) of the human adap-
tive immune system first proposed in [1] to understand
how a defending team can optimally allocate its resources
to minimize the harm incurred from a heterogeneous
team of attackers. We focus our analysis on two situations
in §IV: (i) when no single type of defender can defend against
every type of attacker, and (ii) when defenders have limited
resources that they should devote optimally to tackle attackers.

In §V we show that in this model, a decentralized
control policy where defender agents compete with each
other for successful encounters with attacking agents can
achieve near-optimal harm even when the attacking dis-
tribution is not known. Centralized computation may seem
necessary to select the optimal defender distribution because it
depends upon both local and global structures of the attacker
team’s composition. We study the “centralized estimation and
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decentralized control” setting where information obtained
from individual interactions with the attackers is shared with
all the defenders but different defenders use this information
in different ways, e.g., deciding which attacker type to tackle.
This competition between defenders leads to the proliferation
of successful defender types over multiple episodes.

We compare and contrast our model and control
policies with three types of existing approaches: multi-
agent reinforcement learning (RL) in §VI, perimeter
defense [2] and coverage control [3] in §VII. Different
choices of the ingredients of our model allow us to study
problems like perimeter defense and coverage control which
provides a different perspective on them. For example, we
show how coverage control can be achieved while minimizing
the number of sensors given the capability.

II. RELATED WORK

Interactive multi-agent problems, e.g., pursuit-evasion
games, have seen a wide range of perspectives [4, 5]. We apply
our model to two variants of interactive multi-agent problems:
perimeter defense and coverage control. A large body of the
work on perimeter defense [6] studies how multiple defenders
decompose the problem into smaller games [2], or reduce
the defense strategy to an assignment problem [7]. Similarly,
coverage control [3] solves the locational optimization prob-
lem for spatial resource-allocation problem and works since
improve decentralization [8], minimize assumptions on prior
knowledge on the environment [9], and heterogeneity [10].

A popular theme in reinforcement learning-based multi-
agent control is to train a centralized policy and execute it in
a decentralized fashion [11]. These methods typically suffer
from poor sample complexity but some works have scaled
them to large problems [12], including problems with up to
1000 attackers and defenders using heuristics [13]. There are
also bio-inspired approaches mimicking the behavior of ants,
bees and flocks [14, 15] for multi-agent control.

In the context of the above literature, the place of the
present paper is to study a theoretical model where large het-
erogeneous multi-agent interaction problems can be analyzed
precisely. This model establishes guiding principles for build-
ing multi-agent control policies, e.g., inducing competition
among the defender agents for successful encounters can lead
to near-optimal harm. Also, we can simulate the model even
when the number of agents is extremely large. A large number
of papers, including many above, have sought to understand
trends in learned policies and costs for multi-agent systems
using simulations. The utility of our model is that it is a more
straightforward approach to achieving the same insights.

Modeling heterogeneity, which is the focus of this paper,
has gained interest [16, 17]. Heterogeneity comes in many
forms, e.g., differences in roles [18], robotic capabilities and
or sensors [19], dynamics [20], and even teams of air and
ground robots [21]. Heterogeneity has been defined [22] for
systems in the finite and discrete setting [23, 24], but algorith-
mic methods that can tackle large-scale heterogeneity have
been difficult to build. Task assignment with heterogeneous

agents [25] is another similar problem to ours, but a desired
trait distribution is necessitated by the objective instead of
calculating it explicitly. In comparison, the present paper
uses a simple formulation to understand what distribution is
best and how to allocate heterogeneous agents optimally in a
multi-agent interaction problem.

III. PROBLEM FORMULATION
A. The model for interactions between attackers and defenders

TABLE I: The following key quantities of model are collected
here for reference; they are introduced in the text.

Qa Probability of attacker of type a (attacker distribution)

Py Probability of defender of type d (defender distribution)
fa,a  Probability of recognition of type a by type d (cross-reactivity)
P, Coverage (function of Py and fg o)

F, Harm from attacker of type a

Ng Number of attackers of type a (used for simulation)

Ny Number of defenders of type d (used for simulation)

N Number of types/intervals in the shape space z

a) Shape/State space: In biology, attackers of type a
and defenders of type d interact in an abstract space (often
also a metric space) called the shape-space [26]. For the
purposes of this paper, we think of the shape space x as the
real-valued space of the different types of agents; if attacker
types a,a’ are similar to each other then |a — o’| is small. The
mathematical formulation that follows will be general and
can also be used for shape-spaces that are multi-dimensional
or discretized. We will show several examples where the
mathematical formulation can be directly mapped to classical
problems (e.g., perimeter defense, coverage control, etc.) by
thinking of the shape space as the Euclidean locations of the
attacker and defender agents.

b) Composition of the team: Let Qg be the probability
that denotes the next attack will be caused by an attacker
of type a. Let P; be the probability of a defender of type d
being present. The composition of the attacker and defender
teams under consideration is the number of distinct types
that Q, and P, respectively put their probability mass on.
In the mathematical model, we do not explicitly model the
number of attacker and defender agents explicitly, effectively
we imagine an infinite number of agents sampled according
to their respective distributions Q. and Py, interacting with
each other. In the numerical experiments, we will indeed have
a finite number of agents for both sides independent of the
number of types.

c) Interactions between attackers and defenders of
different types: We model the interaction between an attacker
of type a with a defender as a Poisson random variable with
rate \q(t). In biology, the longer an attacker type exists, the
larger the number of agents of that type, and therefore higher
the probability that the particular pathogen type interacts
with a lymphocyte receptor. We can mimic this as a rate
of interaction that increases exponentially with time, i.e.,
Aa(t) = Aqv/, starting from some initial rate \,(0) = 1. For
our problem, there will be situations where a particular type



of attacker reinforces the team composition by having more
agents of its type. Under this assumption, the expected number
of interactions of some defender with an attacker of type a
is ma(t) = [ dr Aa(r) ~ Aa(0)(e%a’ — 1) /1.

In biology, a successful interaction means that the immune
repertoire has produced the correct receptor d to tackle
pathogens of type a; this is called a “recognition” and it
occurs, say, within a few days of the infection. Unsuccessful
interactions of defenders with the attackers in the meanwhile
incur harm to the organism. We will model recognition as
a probabilistic event. Let the “cross-reactivity” fq , denote
the probability that defender of type d successfully interacts
with an attacker of type a. There are different models for
the interaction of different types of receptors/pathogens and
consequently for different types of defenders/attacker agents;
we use a Gaussian

faa o exp (~(d = a)’/(20%))
where o denotes the bandwidth. Defenders of type d that
have a low probability under this probability distribution
have a small chance of recognizing an attacker of type a.
The essential conclusions of our mathematical formulation
do not change if the cross-reactivity is different. Using a
Gaussian simply ensures that we can perform some of the
calculations analytically, e.g., compute the optimal defender
team distribution P;. The cross-reactivity being Gaussian is
not essential for our numerical simulations.

We will assume that an attacker type does not cause any
harm after a recognition event. In biology, this is because
there are appropriate receptors to tackle it. In our problem,
this is because we imagine that the appropriate defender
type can neutralize all agents of the recognized attacker type
easily. This is a modeling choice and this way we can focus
on computing the optimal defender composition instead of
modeling the number of agents.

If the defender distribution is P, then the total probability
of recognizing an attacker of type a is Po =3, fd,aPa- We
will call this the “coverage”. A naive defender composition
would maximize coverage but that would not take into account
the harm caused by each attacker type.

d) Harm caused by an attacker type: Let F,(t) be the
harm caused by an attacker of type a until it is recognized
at time ¢. We will assume that this grows exponentially
Fo(t) = Fav, starting from some F,(0) = 1. The exponents
ve here and v/, in the expression for the expected number
of interactions of attacker a denoted by mq(t) above can be
different. This is because the harm incurred (say, proportional
to the actual number of attackers a) can be different than the
number of attackers a observed by the defenders. For large
times ¢ ~ log(ma/Aa(0))/v}, the expected harm caused by
an attacker of type a after m interactions is

m va/ thz o
Fa(m) = Fa(0) (m) o m?; ()
where a = v, /v, [1]. Observe that in this case, F,(m) is
polynomial in the number of interactions m. In this paper
we will assume unsuccessful interactions of defenders with

attackers cause one unit of harm, e.g. a = 1, Fy(m) = m,
and 74 (t) = 1. The harm function can also take other forms,
e.g., Fu(m) =1 —e ™ would model the situation where the
harm plateaus after a large number of interactions. The harm
F, caused by an attacker of type a until it is recognized by
the defenders is thus

Fa(Pd) =P, /OOO dm Fa(m)e_mP”A 2)

We call this quantity the “empirical harm” because we will
be able to estimate it by simulating interactions between
attackers of type a sampled from @, and defenders of type d
sampled from P;. The harm F, is a function of the defender
distribution P, through the coverage P,.

In the above formulation, we have avoided modeling the
number of agents in the attacker and defender teams and used
quantities like mq(t) (the expected number of interactions of
an attacker type a) and F,(t) (the harm caused by a if it is
not recognized by time ¢) to implicitly capture the number of
agents. This choice simplifies analytical calculations and it
is conceptually equivalent to considering an infinite number
of attackers and defenders that interact probabilistically. Our
numerical simulations are conducted with a finite number of
agents which we show to be consistent with those from the
analytical model.

e) Minimizing the harm: Our goal is to minimize
Harm(Py) =", QaFa. 3)
caused by the attacker team with distribution of types given
by Qq; note that it is a function of the defender distribution
P, through F,. When F,(m) = m®, we can show that the
optimal value of this objective is achieved for
F,=T01+a)/PS, 4)
where T" is the Gamma function [1]. We will refer to the
corresponding harm as the “analytical harm” in the rest of
the paper. The harm incurred for different settings, e.g., a
sub-optimal defender distribution P, a reinforcement learned-
policy, etc. can all be compared to this quantity.

B. Numerical simulations of the model

For numerical implementation, we discretize the shape-
space x € [0,1] into N intervals of equal widths 1/N
and therefore a,d € {1/N,2/N,...,1}. We first solve the
optimization problem in (3) to minimize the harm caused by
attacker types with distribution Q. with respect to defender
types with distribution P, using sequential least squares
programming (SLSQP) with constraints

min D> QT +a)/O fa.aPd)®
d a d
&)
such that P; >0 and ZPd =1,

d
where the constraints enforce that P; is a probability distri-

bution over the shape space. We have used the analytical
expression for Fy, from (4).

a) Simulating interaction episodes between attackers and
defenders: The episode begins by sampling a total 3~ Ng
(typically ~ 100) attackers from the multinomial distribution
Qq; note that some attacker types a may not take part in



the simulation episode even if Q. > 0. We are interested
in calculating the empirical harm (2) of the defender team
P; obtained by solving (5). At each time-step, for each
attacker type in the episode, we draw a Poisson random
variable according to rate A, (¢) which reflects the interaction
of that type with some defender. Each attacker agent of type
a interacts with a random defender agent of type, say d;
in some experiments, they will interact greedily with the
closest defender in shape space. For each interaction, we
sample a Bernoulli random variable according to the cross-
reactivity kernel f; , that determines whether this interaction
is successful or not. If the defender recognizes the attacker,
then we set the attacker type’s growth rate A\, (t) to zero
(and all agents of that type do not play a further role in the
episode). If not, we incur a harm equal to F,(mq(t)); note
that this is different for each attacker type a depending upon
their total previous interactions mq(t). The growth rate for
the next time-step is updated using Aa(¢) = Aqv/, in this case.
The simulation ends when all attacker types are successfully
recognized by the defenders, i.e., when ) A4 (t) = 0.

We implemented this model using vectorized operations
and can simulate hundreds of episodes and hundreds of
attacker and defender agents. We can also modify the details
of the simulation easily to consider situations when there is
a finite number of defenders, changing attacker or defender
distributions during, and across episodes.

IV. THE OPTIMAL DEFENDER TEAM HAS A FINITE NUMBER OF
DEFENDER TYPES

A. Gaussian attacker and defender distributions
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Fig. 2: A simulation of )" N, = 100 attackers sampled from
a Gaussian Q. with og = 0.1 interacts with >~ ; Ny = 100
defenders sampled from P; for different values of op in
a shape space = € [0,1] with N = 50 types (Az = 0.02).
Left: For o = 1, when op > 0gV/2 the optimal P; which
is a Gaussian tends towards a Dirac delta distribution at the
origin. Right: In the simulation, as we increase op beyond
UQ\/ﬁ, the empirical harm, i.e., the average unsuccessful
interactions until all attackers are recognized, decreases (blue).
The number of distinct defender types also decreases (orange).

Cross-Reactivity Bandwidth o
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For a Gaussian Qg o« e ¢ /(29%) it can be shown that

when a chosen o is smaller than a threshold og+/1+ «, the
optimal defender distribution is also Gaussian [1]

__ar
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The variance is negative if o/og > /14 . So if the chosen

bandwidth is above this threshold, the optimal defense is a
Dirac delta at the origin. This shows that larger the cross-
reactivity o it creates concentrated distributions and reduces
the number of defender types and diversity of the problem
in the finite domain. Fig. 2 shows a numerical simulation.
We can also see this by turning the variational problem
in (3) into a standard optimization problem by assuming a
parametric form for the defender distribution Py o< e—d?/(203)
(by symmetry it has to be centered at d = 0). For a Gaussian
Qa, the solution that minimizes the harm in (3) has op =
0. In biology, cross-reactivity allows a particular type of
receptor to bind to different types of pathogens to varying
degrees; a non-zero bandwidth o thus reduces the number of
distinct defender types. It suggests that for some multi-agent
interaction problems, the optimal defender composition need
not span the entire spectrum of attacker types.

Even if a defender distribution P} is supported on a discrete
set in the shape space and has a finite set of defender types,
it can tackle many different attacker types with nonzero cross-
reactivity. We can therefore design the defender team with
fewer resources (types of agents) and still tackle diverse
attacker types. Note that it is minimal in terms of types, not
in terms of numbers; our model is not suited to addressing
the optimal number of defenders. Larger the cross-reactivity
bandwidth o, smaller the number of types in the optimal
defender team P;'. This is consistent with the intuition that
if each defender type can tackle a range of attacker types, even
if some of them sub-optimally, we can build a defender team
with fewer types. But the unique quantitative insight provided
by this model is that if defenders agents are generalists beyond
a specific threshold (cp > og+/1 + a in the Gaussian example
above), then having only a few types is optimal.

B. Non-Gaussian attacker and defender distributions

In this section, we show how the result above is expected
to hold in general. To build a more complicated attacker
distribution Qq, for each a € {1/N,2/N ..., 1} with N = 200
types, we drew a sample from a log-normal distribution with
the coefficient of variation 2 = exp (oé) —1 with x = 5.
The value Q. is then the probability of this sample under
the log-normal. As we see in Fig. 3 this creates an attacker
distribution supported on types in different parts of the shape
space. We simulate the model numerically for this Q. as
discussed in §III-B.

Fig. 3 (left) shows the attacker distribution Q. (blue), the
optimal defender distribution P (orange) and the normalized
harm per attacker type QaFa/ Y, QaFa (green). As expected
from the previous section, the defender team obtained from
numerical optimization of (3) seems to be supported on a
few different types. Broadly, these types are similar to those
of Qa (Where the cross-reactivity is high), although they do
not match exactly. This will be a general theme, the optimal
defender types need not simply tackle the attacker types that

!In experiments, we measure the diversity of the defender types using
the £o norm, smaller the value of 3~ ; 1{P; > 0} smaller the number of
defender types in the optimal defender distribution.
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Fig. 3: Left: Simulation of the interaction of defenders (or-
ange) with attackers from distribution Q. (blue). The optimal
defender distribution P; (orange) is found by optimizing (3).
Cross-reactivity f; , with bandwidth o = 0.05 in a state 2 with
N =200 types (Az = 0.005) leads to a discrete distribution.
The harm Q. F, caused by attackers of different types (green)
is uniform across the domain. Right: The harm incurred
using a non-optimal P, increases as the difference measured
by the Wasserstein distance between the probability P; and
probability P} increases. To obtain this plot, we sampled 1000
different P;s (by perturbing the optimal P using log-normal
noise) and computed the empirical and analytical harm against
a fixed Qq. This also indicates that the analytical harm (4) is
close to the mean of the empirical harm over 100 episodes
of our experiments using (2) for a broad regime.

are most probable. Cross-reactivity allows defender types to
be slightly different than attacker types and yet minimize
harm. Each attacker type causes roughly the same normalized
empirical harm (in green) which is relatively constant across
the domain in spite of the discrete-like distribution of the
defender distribution. This is an important property of our
model. It can be used as a desideratum, or also an evaluation
metric, for multi-agent control policies obtained by different
methods such as reinforcement learning (see §VI).

Fig. 3 (right) shows the analytical and empirical harm for
sub-optimal P;. We will use the 1-Wasserstein metric [27]
to measure distances between different defender distributions.
This is reasonable because from the previous paragraph, we
expect that two distributions P,; with atoms close to each
other may incur similar harm, even if the atoms are not
exactly the same. The 1-Wasserstein metric for probability
distributions on one-dimensional domains is W1 (P, P}) =
I ‘de (x) — Fps (x)| dz, where Fp(x) = [§ P(y)dy is the
cumulative distribution function; in our simulations we use a
discretization of our shape-space x € [0, 1] and can calculate
this integral easily. Our simulation results show that the
empirical harm closely tracks the analytical harm in Fig. 3
(right). Secondly, it show that the model holds when the
number of agents is finite and the shape space is discretized.
Furthermore, it is noticeable that the variance of the empirical
harm across multiple simulations increases as P; becomes
more sub-optimal. This is not directly implied by (4) (which
only optimizes the average harm). But it is intuitive: as P,
becomes more sub-optimal, the absence of certain defender
types in the team leads to proliferation of certain attacker
types, until the small cross-reactivity f;, from some far
away defender type manages to recognize the proliferated

attacker type. This has an important practical implication.
Our model suggests that if the defender team does not have
enough different types to build the optimal composition Py,
then it should not only minimize the expected harm as is
more commonly done in multi-agent control research, but
also the variance of the harm, e.g., using the conditional
value at risk [28].

V. COMPETITION BETWEEN DEFENDERS LEADS TO OPTIMAL
RESOURCE ALLOCATION

The optimal defender distributions P; so far were calcu-
lated in a centralized fashion. We next discuss how the optimal
defender distribution can also emerge from a decentralized
computation. The key idea is to exploit cross-reactivity
between the defender types, i.e., the fact that multiple defender
types can tackle the same attacker type, and set up competition
among the defender types to earn the reward of successfully
recognizing an attacker type. Biology does things in a similar
way: receptors that successfully recognize antigens proliferate
at the cost of other receptors [29].

Let N, be the finite number of defenders of a particular
discretized type d. We can set

% = Ny |:§(L:Qa80 (%;Nd’fd/@) fd,a_C:| ) (6)

Here, the constant ¢ is the rate at which defender types d
are decommissioned. In the first term, the total interaction
of defender type d with different attacker types >, Qafq.q
is weighted by ¢(-) which is a decreasing function of its
argument. The quantity >~ Ny f4 , determines how many
other defender types can tackle a. If this is large, then the
incremental utility of having the specific defender type d
diminishes, and its growth rate N, should be small.

It is a short calculation (see Appendix J of [1]) to show that
the stable fixed point N of (6) gives the probability distribu-
tion P; = N7 /(>4 Nj) for the harm to be minimized. For
this to h~appen, we need o(N,) = —b' dF /dm i (¥ / Ve
where No = >, Njfq, and Ny is the total number of
defenders at the fixed point. The fixed point is found by setting
N, = 0. For the nontrivial solution where N, > 0, notice that
substituting ¢(Nq) into (6) gives 3, QuF'(Pa)fsa = —b'c
which is equivalent to the optimality condition for (3).

Fig. 4 shows P; obtained using competition dynamics (6)
and the optimal P found using (3). In Fig. 4 (left), we show
the final P; using competition dynamics after a total 10°
interactions (10% per episode); this simulation uses the same
Qq as Fig. 3). In the spirit of adaptation and decentralization,
the defender population does not observe the distribution Q.
directly but rather different defenders observe the attackers
only via attacker-defender interactions. In our model, this
corresponds to the variable mq(t). The defenders use a
simplistic estimator for the attacker distribution: Qu(t) =
ma(t)/ >, ma(t). This estimate is shared among all the
defender types. We see that, over time, the composition of the
defender team using competition dynamics converges toward
the optimal distribution, and thereby optimal harm even when
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Fig. 4: Convergence to near-optimal harm with compe-
tition dynamics. We run the population dynamics in (6)
to calculate the defender distribution Py(¢) starting from a
uniform P;(0). On the left, we compare the optimal defender
distribution (blue) calculated using (3) for a known Q. (Qa
is the same log-normal distribution sampled in Fig. 3) with
the defender distribution calculated using the competition
dynamics (blue) and an estimated Q, from attacker-defender
interactions. On the right, we show how the empirical
harm (orange batched boxplot) incurred by the competition
dynamics distribution P;(Q,) converges towards the analytical
harm (blue) and standard deviation shrinks as time progresses.
For this experiment, the dynamics were run for 10* iterations
per episode, with time in between interactions At = 0.2¢7 1,
decommission rate ¢ = 0.001, cross-reactivity bandwidth
o =0.05, and N = 200 types in the shape space.

there are a finite numbers of agents in a discrete shape space.

VI. COMPARISON WITH REINFORCEMENT LEARNED POLICIES

We next use a reinforcement learning (RL) algorithm called
soft actor-critic (SAC) [30] to learn a policy for the defender
team that minimizes the empirical harm (2). Our goal in doing
so is to compare the defender team’s composition obtained
from RL to the one obtained from competition dynamics
in §V, and to the optimal defender distribution.

At the beginning of each episode, we initialize with a
uniform defender distribution P; and sample N; defenders
from it. We sample N, attackers from a Q., which are fixed
across episodes. At each time-step, defenders optimize the
parameters 0 of a neural network to learn a control policy
which outputs a discrete control [—A,0,A] 5 @ ~ mg(d, Qa)
that reallocates a defender agent from type d to type d + u;
we set A = 0.005. Weights 6 are shared by all defender
agents. This way, using reinforcement learning, the defender
team reallocates its resources using information from the
interactions (observations mg(t) provided to each agent are
the same as the competition dynamics formulation, the agents
also accumulate them using Qqu(t) = ma(t)/ >, ma(t)).
During rollouts, at each time-step, attackers proliferate at
rate vgmq(t) and interactions increase with rate is v \q(t)).
The reward during a rollout is set to r = —3 1ma(t)
which is the rate of proliferation of the attackers; note
that the number of attackers that are not recognized grows
as mq(t) = vame sO maximizing the reward encourages
the policy to recognize attackers. The RL policy should
be compared to the competition dynamics in §V because
defenders compete for interactions with the attackers to earn

the reward of successful recognition. Note that at the end
of the episode, we can also calculate the effective defender
distribution obtained by the SAC policy Py = Ng/ > Ny.

In Fig. 5, starting from a uniform distribution P;, we see
that the SAC policy changes the defender types such that
they collapse to specific types. The distribution obtained
by SAC is not the same as the optimal distribution P}
and it achieves higher harm (about 9) than the one learned
from the competition dynamics in Fig. 4 which converges to
optimal (about 7). This section shows that: (a) a reinforcement
learning formulation for multi-agent interaction problems
gives defender team compositions that are close to the
optimal ones, and therefore (b) our model can be used as a
guiding principle for new RL formulations in situations where
abstraction of certain aspects of the problem is possible (e.g.,
in our case, we have abstracted away the number of agents).

0.20 PJ(Oa) 161 — P, (Q.) Analytical
>0.15 Pd(éa) 14 P4(Q,, t) Empirical
% 0.10 = v

©
< T10
& N
0.05 l ‘ 8
0.00{ = A ) . 6
0.0 0.5 1.0 0 50 100
State (x) Epoch

Fig. 5: Defender distribution P; learned by SAC at the end
of episode after competing for interactions with attackers
sampled from Q. (the optimal P} is in blue and the same Q.
as Fig. 3). We sampled ) ; N; = 100 agents from a uniform
distribution that shift states to perform recognition. On the
right we compare the test harm of the defender distribution
P, learned by SAC over training epochs to the optimal harm
(10* iterations per epoch for a total of 10° interactions). Cross
reactivity bandwidth is ¢ = 0.05 and there are N = 200 types.

VII. MAPPING THE SHAPE SPACE TO EUCLIDEAN SPACE

We next discuss how our model can be used to formulate
classical multi-agent problems such as perimeter defense [2]
and coverage control [3] in a very natural fashion. The key
idea explored in this section is that we can also think of the
shape space as the Euclidean space; defender types d and
attacker types a that were rather abstract so far will be likened
to the locations of the agents.

A. Perimeter Defense

The premise of this game is to capture attacker agents before
they breach a perimeter. In literature, capturing attacker agent
is usually defined to be point-wise capture in which a defender
agent d must be close to an attacker ¢ when a reaches the
perimeter, e.g., |d — a| < e. In our model, defenders recognize
(capture) attackers using the cross-reactivity kernel, e.g., a
Gaussian e~ (4=®?/20° where o and d are, say, angles in a
polar coordinate frame. Our cross-reactivity can be thought of
a capture radius in the classical perimeter-defense literature,
except that in our case the probability of capture decreases



exponentially as |d — a| increases. Using a small o is akin to
point-wise capture.

In Fig. 6 (right), defenders (orange) are initialized on the
perimeter by sampling from the solution P;. Attackers (blue)
are initialized at a distance of 1 from this perimeter and move
along a fixed polar angle, i.e., a = (r, ), at a rate r towards the
perimeter. At each time-step, defenders interact with attackers
with a Poisson rate \q(t) that grows exponentially with each
failed interaction. This is our way of modeling the probability
of capture based on the distance of the attacker from the
perimeter; capture occurs using the cross-reactivity kernel.
The game ends after a fixed time 7' = r/r.

As seen by the description of the perimeter defense game,
there is little to no difference between a late response and no
response if the attacker reaches the perimeter. Therefore, in
our model, we use the cost F,(m) = 1—e~#™ which saturates
at large numbers of interactions m. The associated average
cost is given as F, = 8/(8 + Pa). It can be seen that the
optimal defender distribution with this type of cost function
will forgo parts of the attacker distribution @, that have small
probability mass, i.e., those attackers will be recognized late.
We measure the capture ratio = # captured/N, in a fixed
time horizon 7' = 20 where T is defined by the velocity of
the attacker 7 = 0.05. We set 8 = 0.2 such that the cost
function 1 — e~#™ saturates around m = 20.

In Fig. 6 (left) we show the solution to the optimization
problem (4) in the shape space form where we optimize the
cost function as stated above, F,(m) =1—e ™, to get the
optimal defender distribution. N, = 100 attackers are sampled
from a log-normal as stated in past sections and Nz = 100
defenders are sampled from this solution. The analytical harm
calculated in this scenario is given to be Harm(P;) = 0.556.
In Fig. 6 (right) a snapshot of the instantiation of this problem
in the euclidean space where the perimeter is a polygon and
the shape space = € [0,1] is first mapped to polar angles
x € [—m,w| and then to the 2D Euclidean space.

24— .
03 — @ perimeter
' * e attacker
Pd 1 defender
2 =
=0.2 X
® o 0
g ©
o =
S 0.1 l "
0.0 J_J-“muu..‘l JL..,U. . -2
0.0 0.5 1.0 -1 0 1
State (x) State (x71)

Fig. 6: Perimeter Defense Problem. Left: The standard
interaction game and solution where defenders use a cost
function F,(m) =1 — e ?™ where 3 = 0.2, cross-reactivity
bandwidth ¢ = 0.05 for shape space = € [0,1] and N = 200
types. Right: We mapped the shape space types shown on
the left to polar coordinate angles x € [—m, 7] and then to the
Euclidean space. 100 attackers (blue dots) sampled from Q,
are initialized on the blue line which is 1 polar radius away
from the perimeter (orange line). 100 defenders sampled from
P} live on the perimeter. At each timestep, attackers move
and interactions occur until the end of the episode at time 7.

We consider two cases in Table II: (1) when attacker-
defender task allocation is random or greedy, and (2) when
defenders are fixed in their location or move according to a
control law d = —k(d — a) for some gain k > 0. Conceptually,
k should be proportional to the ratio of the velocities of the
attackers to that of the defenders.

Assignment Mobility  Capture Ratio Empirical Harm
Random X 0.883 + 0.035 0.583 + 0.032
Random v 0.905 + 0.035 0.565 + 0.026
Greedy X 0.851 £ 0.095 0.379 £ 0.078
Greedy v 0.942 + 0.071 0.353 + 0.077

TABLE II: Mean and standard deviation of the capture ratio
and empirical harm for different scenarios: random verses
greedy interaction assignment and when defenders are fixed
at initialization verses when they can move.

In Table II, the scenario “random and no mobility” is
exactly our original model where attackers interact at rate
Aa(t) with a randomly assigned fixed defender. The empirical
harm aligns with the analytical harm. Incorporating mobility
improves the capture ratio and subsequently the empirical
harm. Even greedy attacker-defender assignment improves
upon the base scenario. We see that although “greedy and no
mobility” improves empirical harm, i.e., on average, defenders
capture attackers quickly, this allows infrequent attackers to
breach the perimeter resulting in a slightly smaller capture
ratio. “Greedy with mobility” allows defenders to capture
even those infrequent attackers; the capture ratio is the largest
and empirical harm is the smallest.

B. Coverage Control

Coverage control seeks to place multiple sensors at optimal
locations in the environment to maximize the information
obtained from them. In the context of a fixed environment
and a fixed phenomenon being observed, say a function
¢ : Q@ — R4 over the domain @ (say a convex polytope),
there are a number of works [3] that use Voronoi partitions
to establish “regions of dominance” and move sensors/agents
toward the centroids of the partitions. Suppose the sensing
capability degrades with distance |¢ — p||*. The locations of
the n sensors P = (py,...,pn) can be chosen to maximize
Sy Jy, la = pil*6(g)dg where Vi = {q € Q | [l —pi <
lla = p;||, Vi # i} is the Voronoi cell.

Our model maps naturally to such settings, the coverage
objective is akin to the harm, i.e., ¢ = Q.F,. The sens-
ing degradation model ||q — p||* corresponds to the cross-
reactivity kernel. But while the coverage control formulation
first selects a fixed number of sensors n, our formulation only
optimizes the locations of an arbitrary number of sensors
(replace the summation by an integral in (5)). This is a
major difference in the two approaches and leads to a very
interesting phenomenon shown in Fig. 7. For a small chosen
o, the defenders cover essentially the high-probability regions
of ¢; this solution would be similar to the one obtained by, say,
Voronoi partition-based methods. For a large o, the sensors



0.020 0.020

1.0 1.0 Lo
0.08
0.8 0.015 0.8 0.015 0.8
Zos Z Zos - 2 Zos H ] 0.062
v 00108 g i 00108 & . B
T0.4 S =04 " | 0.4 u 0.042
2 a o0 L} &
0.2 0.005 0.2 = 0.005 0.2 L] 0.02
"l " = -
080 0.5 1 0.5 1 0.5 14|
State (x1) 0.000 State (x1) —0.000 State (x1) 0.00

Fig. 7: In the coverage control problem, we model the shape
space as the two-dimensional Euclidean space where the
state (z1,z2) € [0,1]2 and N = 400 discrete locations. Given
a distribution ¢ = QaF, with og = 0.05 and Fa(m) = m,
(blue, left) we show the optimal P for two different cross-
reactivity bandwidths op = 0.04 (orange, middle) and op =
0.08 (orange, right).

are much more spread out in the domain. There are some
sensors in extremely low probability regions (but due to their
cross-reactivity then sense large parts of the domain). This
suggests that our model is well-suited to addressing coverage
control problems where the number of sensors needs to be
minimized (as opposed to simply having a preselected number
of sensors).

VIII. CoNcLUSION

We used a mathematical model to understand what an
optimal defender team composition should be. The key
property of this model is the cross-reactivity which enables
defender agents of a given type to recognize attackers, of
a few different types. This allows the defender distribution
to be supported on a discrete set, even if the shape-space,
i.e., the number of different types of agents, is very large.
Cross-reactivity is also fundamentally responsible for the
defender team to be able to estimate an unknown and evolving
attacker distribution. This model points to a number of guiding
principles for the design of multi-agent systems across many
different scales and problem settings, e.g., the immune system
where the population-level dynamics of the attackers and
defenders that was used to formulate the model, to various
experimental settings where we evaluated the model with a
finite number of agents, to competition dynamics that allows
effective decentralized control policies and reinforcement
learning such controllers.

As discussed in §V, the attacking distribution might not al-
ways be known. For stationary distributions, the naive version
presented works well. However, we have also implemented a
Kalman filter to obtain a better estimate of the attacker team’s
composition. This estimate is used to update the defender
team’s composition at the end of each episode. Due to space
limitations, we do not elaborate upon these results, but the
Kalman filter can also effectively address situations where
the attacker team’s composition changes over time.
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