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Entropic uncertainty relations are bedrocks to compute the quantitative security bound in quan-
tum cryptographic applications, such as quantum random number generation (QRNG) and quan-
tum key distribution (QKD). This paper shows the case of the standard entropic uncertainty relation
yielding the trivial bound in the source-independent quantum walk-based random number gener-
ation (SI-QW-QRNG) with a specific set of positive-operator valued measures (POVMs) and its
overlap. Moreover, we introduce a simulation result: the generalized entropic uncertainty relation
with the effective overlap also produces the trivial bound with the same setting. So, this paper
posits there exists a case such that the effective overlap equals the overlap, which conflicts with
the conjecture that the effective overlap is constantly less than equal to the overlap. Moreover, we
introduce an alternative approach when the standard and generalized entropic uncertainty relations
fail to operate in the quantum cryptographic application. We briefly discuss the backup method, a
sampling-based entropic uncertainty relation, and shows the success of generating random bit rates

in the SIF-QW-QRNG based on the substitute.

I. INTRODUCTION

In quantum cryptography, an entropic uncertainty re-
lation is a backbone in a security analysis of its ap-
plication. In 1927, Heisenberg first introduced his no-
table uncertainty principle [I]. In 1929, Robertson re-
composed the principle: the product of the standard de-
viations of the outcomes through two incompatible or-
thogonal measurements on a pure quantum state is lower
bounded [2]. Entropic uncertainty relations were intro-
duced for a finite output alphabet in [3| 4]. Maassen
and Uffink showed in [5] extended entropic uncertainty
relations, which reveals that Shannon’s entropy of two
incompatible measurements is lower bounded by a max-
imum overlap of these measurements, which projective
measurements decide the overlap value. Entropic un-
certainty relations have developed to describe what an
adversarial party with a quantum memory can entangle
with a quantum system and measure the entangled sys-
tem to foreknow the outcome of measurements in [I0-
12]. Conditional von Neumann entropies craft the en-
tropic uncertainty relations for the presence of quantum
memory. Entropic uncertainty relations have extended to
the case of general quantum measurement by a positive
operator-valued measure (POVM) in [6]. The standard
entropic uncertainty relations with POVMs and smooth
min-and max-entropies were introduced in [I2]. While
the standard entropic uncertainty relation has been done
for the security analysis of quantum cryptography, the
method is challenging to be applied to an experiment.
We need a better theoretical embodiment that the mea-
surement devices are used to decide the particular un-
certainty quantity through the experiment. In practice,
any deviation from the physical execution may lead to
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overestimating the uncertainty, which directly leads to a
security loophole in quantum cryptography [13] 14]. To
amend this empirical gap, the generalized entropic uncer-
tainty relation with POVMs is introduced in [13, [14]. For
further information regarding entropic uncertainty rela-
tions, we guide the reader to consider a survey of entropic
uncertainty relations and their applications in [17].

Moreover, quantum algorithms can be utilized for cryp-
tography, search and optimization, simulation of quan-
tum systems, and solving large systems of linear equa-
tions [22H25]. Especially, the quantum walk (QW) algo-
rithm, a quantum analogy of the classical random walk,
is one of the fundamental methods in quantum compu-
tation [26H31]. QW-algorithm can be employed not only
for searching and sampling problems but also recently, in
quantum cryptography [43H45]. Lately, quantum walk-
based random number generation (QW-QRNG) proto-
cols are introduced in [46H49).

QRNG is to produce a string of true random bits by
using the inherent randomness in a quantum state [38-
42]. The first quantum walk-based QRNG (QW-QRNG)
is introduced in [46], which can generate multiple bits by
only one quantum walk state. The first security analy-
sis of the semi-source independent QW-QRNG (SI-QW-
QRNG) protocol based on its original model is estab-
lished in the following papers [48, [49]. Note that the
source independent (SI) model assumes measurement de-
vices are characterized, but the source is under the con-
trol of an adversarial party [39H41]. In the SI model, a
user desires to generate true random bits without trust-
ing the randomness source that is possibly under the ad-
versary’s control. The SI-QW-QRNG protocol’s security
analysis employs the sampling-based entropic uncertainty
relation because the standard and generalized entropic
uncertainty relations do not work with the designated
POVMs in the protocol; the overlaps generate the trivial
value, one, so these relations produce only trivial bounds
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in the security analysis [48], [49]. This paper discusses
the trivial bounds of these entropic uncertainty relations
and an alternative approach: the sampling-based entropic
uncertainty relation with the POVMs.

We make three primary contributions in this paper.
First, we introduce the case of a quantum cryptographic
application, the SI-QW-QRNG, that can not operate
with the POVM-versions of the standard and generalized
entropic uncertainty relations. This case shows a triv-
ial value, one, in computing the overlaps of the POV Ms;
the result brings about the trivial bound of these en-
tropic relations. Second, we analyze the trivial value of
the overlap of the set of POVMs in the standard en-
tropic uncertainty. Also, we simulate the overlap in the
standard entropic uncertainty relation and the effective
overlap in the generalized entropic uncertainty relation
to see if they yield the trivial value, one. These analyt-
ical and experimental results postulate that there exists
a case in quantum cryptographic applications such that
the effective overlap equals the overlap. This byproduct
is against the results in [I3} [16, 17]. Thirdly, we briefly
introduce an alternative approach we can regard when
the standard and generalized entropic uncertainty rela-
tions fail to function in the security analysis of the quan-
tum cryptographic application. The alternative method
is a sampling-based entropic uncertainty relation, which
successfully shows the secure random bit rates of the SI-
QW-QRNG protocols in [48] [49].

II. PRELIMINARIES
A. The Operator Norm

Let A be any linear operator in L(H,H'), where H
and H’ are Hilbert spaces. Then the operator norm of
the operator A : H — H’ is the largest value by which A
can stretch an element in # via the linear transformation.
The formal definition in [21] is as follows:

Definition II.1. Let H and H’ be Hilbert spaces, and
a linear operator A € L(H,H'). Then the matrix norm
induced by the norm of the Hilbert space is called the
operator norm, namely:

41l = sup { Il o) € 3 and o)) # o}, )

where [||-||| is a matrix norm and ||-|| is a vector norm.

Also, the operator norm, ||Al[,,. is the largest singu-

lar value of A, that is, the largest eigenvalue of vV A* A,
where A* is the conjugate transpose of A. Note that since
A* A is square, symmetric, and diagonalizable, the spec-
tral theorem implies that (A*A)'/2 = UAY/2U*, where U
is a unitary eigenvectors matriz and A is an eigenvalues
matriz [2I]. Thus, we have that:

1Al = Tmax(4) = Amax(VA*A) = /Amax(4*4), (2)

where A\jnqz(+) is the mazimum eigenvalue of a matrix.
The operator norm satisfies the following properties [21]:

llAll,,, = 0 and [[Al],, = 0 iff A= 0, 3)
AN, = AU A, for any scalar A, (4)
A+ Blllop < llAlllop + I Blll,p» ()
IABIl,, < Al B0y (6)

Moreover, in [21], it says that unitary invariance in the
singular value decomposition allows: for any unitary U
and V,

ITAVIl,, = llAll,,- (7)

Note that when the context is clear, we forgo the
subscription in the operational norm notation, namely

-l = 111

B. Quantum Walks on a Cycle

A quantum walk is one of the fundamental algorithms
in quantum computation [29-3T]. The quantum walk can
be utilized to gain a substantial speedup over classical
algorithms based on Markov chains [34437]. In [27, 28], it
says that the quantum walk propagates over the walker’s
Hilbert space Hy = Ho @ Hp over time T’ € Z>(, where
Hc is the two-dimensional Hilbert coin space, Hp is the
P-dimensional Hilbert position space, and the dimension
of the walk state is [Hw| = 2P. Note that P is the
walker’s positional dimension . The walker starts at any
initial position state |c, x) on a cycle at time ¢ = 0, where
c € {0,1} and z € {0, ..., P — 1}. For each time ¢ € T in
walking propagation, the walker employs a unitary walk
operator W = S - (H ® Ip), where the shift operator S
on a cycle is defined in [27] 28] as follows:

S=3_ 3 lea+(=1)°(mod P))e,zl, (8)

H is the Hadamard operator, and Ip is an iden-
tity operator on the position space. The shift oper-
ator S maps |0,z) — [0,z + 1(mod P)) and |1,z) —
|1,z — 1(mod P)). Thus, the state of the quantum walk
on a cycle over time t is obtained in [27) 28] as follows:
for any ¢ € {0,1} and z € {0, ..., P — 1},

|we ) = Zal(f’w) |0, k£ (mod P)>+Z B 10, r(mod P)),

k
(9)
where |w. ) = W |e,z) and k € {0,...,P — 1} and r €
{P,...,2P — 1}. Note that when the context is clear,
we forgo the superscription in the amplitudes, namely

al(:’z) = ay, and ﬁﬁc’z) = B,



C. Quantum Walk based Random Number
Generation

A quantum random number generation (QRNG) is
to produce a string of true random numbers by us-
ing a quantum state that carries the inherent random-
ness throughout quantum processes [38442]. Recently,
a quantum walk based random number generation (QW-
QRNG) is first introduced in [46]. The first rigorous secu-
rity analysis of the semi-source-independent QW-QRNG
(SI-QW-QRNG) is presented in [48] [49]. The protocol of
SI-QW-QRNG works as follows:

Public Parameters: The quantum walk setting in-
cludes the dimension of the position space P, the walker’s
unitary operator W, and the number of steps to evolve
by time T.

Source: An untrusted source produces a quantum state
lpi) € Ha ® Hp, where Hy = H%N. If the source
is honest, the state prepared should be of the form
lpo) = |we)®N ® |0) - , namely, N-copies of the walker
state |wp) = W7T|0,0) unentangled with Eve E. Note
that Alice can define which walker’s state is a honest
state |wp).

User: Alice chooses a random subset ¢t C [IN] of size
m and measures the systems indexed by this subset us-
ing POVM W = { \w0>(w0| ,I — |w0><w0|} = {WQ,Wl}
resulting in outcomes ¢ € {0,1}™. She measures the
remaining n-walker systems by POVM Z = {I. ®
|j><j|}f:_017 where n = N — m. The first m-outcome is
used to test the fidelity of the received state while the
second is used as a raw-random string r € A%.
Postprocessing: Alice applies privacy amplification to
r, producing a final random string of size £. As proven
n [38], the hash function used for privacy amplification
need only be chosen randomly once and then reused for
each run of the protocol.

The goal of the QW-QRNG protocol is to provide that,
for a given epy4 set by the user, after privacy amplifica-
tion, the secure and random string, that is, epa close to
an ideal random string, uniformly generated and inde-
pendent of any adversary system.

D. Entropic Uncertainty Relations

After Heisenberg introduced his notable uncertainty
principle in [I], Robertson reformulated the principle as
the product of the standard deviations of the outcomes
via two incompatible measurements on a pure quantum
state |p) is lower bounded [2], namely:

oxoz 2 31 (61X, 21 I9)], (10)

where X and Z are the observable of the two mea-
surements, and its commutator is defined as [X,Z] =
XZ — ZX. After the stunning discoveries, entropic un-
certainty relations for a finite output symbols were intro-
duced by Hirschman and Deutsch, respectively in [3] 4].

A matured entropic uncertainty relations were shown by
Maassen and Uffink [5], which reveals that the Shannon
entropy of two incompatible measurements X and Z is
lower bounded by a mazimum overlap of them, called c,
namely: for any quantum state p4 before measurement,

H(X)+H(Z) > —logy ¢, where ¢ = max| (z|2) |?, (11)
T,z

where |z)(z| € X and |z)z| € Z. The value ¢ is the
overlap determined by these projective measurements.
Note that the outcome of two projective measurements
X and Z are stored in two classic registers X and Z.
Moreover, entropic uncertainty relations have developed
to determine what adversarial observer with a quantum
memory can entangle with a quantum system and mea-
sure the entangled system to predict the outcome of mea-
surements in [I0HI2]. The entropic uncertainty relations
in the presence of quantum memory are formulated by
conditional von Neumann entropies as follows: given a
tripartite quantum system papc and orthogonal mea-
surements X and Z,

H(X|B), + H(Z|C), > —log, c. (12)

These entropic uncertainty relations dispense lower
bounds on the uncertainty of the outcomes of two in-
compatible measurements given side information [13].

1. Standard Entropic Uncertainty Relations with POVMs

In [6], Entropic uncertainty relations have expanded
to the case of general quantum measurement, called a
positive operator-valued measure (POVM). The overlap
of two POVMs is defined in [6] [13] as follows:

Definition II.2. Let X = {X,} and Z = {Z,} be two
POVMs. The overlap of these measurements is defined
as follows:

2
(X, Z) = m%XH‘\/Xa\/Zb , (13)

a, op
where [|-[|,, is the operator norm, which is the largest

singular value.

Note that if X and Z are projective measurements,
then the owerlap in Eq. reduces to another over-
lap in Eq. , namely ¢ = max, . | (z|z) |2. The stan-
dard entropic uncertainty relation with two POVMs and
smooth min-and max-entropies is introduced in [12} [13],
namely:

Theorem 1. Let p4pc be any tripartite quantum state,
and X = {X,} and Z = {Z,} be two POVMs on the
quantum register A. For € > 0, we have that:

HE(X[B)p + Hppoo(2]C)p 2 —logy (X, 2). - (14)



The operational meaning of the smooth min-and max-
entropies in [7HI] is as follows: first, the smooth min-
entropy HS (X|B), estimates the maximal number of
uniformly random bits that can be extracted from X,
but it is independent of quantum side information B.
This quantity is significant in quantum cryptography,
where the job often takes to extract unassailable random-
ness from a quantum adversary; next, the smooth max-
entropy, H,,.(Z|C),, evaluates the minimum number of
extra bits of information about Z required to reconstruct
it from a quantum memory C.

2.  Generalized Entropic Uncertainty Relations with
POVMs

The standard entropic uncertainty relation in Eq.
has been employed for the security analysis of quantum
cryptography. However, it is challenging to be sampled
experimentally. So, to decide the precise uncertainty
quantity through the experiment, we need a careful the-
oretical benchmark of the measurement devices used. In
practice, any deviation from the physical implementation
may lead to overvaluing the uncertainty, which directly
leads to a security loophole in quantum cryptography
[13 [14]. Thus, the effective overlap of POVMs is intro-
duced in [I3] [T4] as follows:

Definition II.3. Let papc be arbitrary and tripar-
tite quantum state, and X = {X,} and Z = {Z;}
be two POVMs on H,u. The triple {pa,X,Z} is
called a measurement setup. Then the effective overlap,
c*(pa, X, Z) = c*, of the measurement setup is defined

as follows:
| s

where P,(y) = tr(PY - pa) and P = {PY} is a set of
projective measurements on H 4.

pY Z ZvX 07
b

c* = Hgn { Z P,(y) max
y

Note that the set of projective measurement P com-
mutes with both X and Z. By following a set of projec-
tive measurements P = {l 4}, the effective overlap in Eq.
(15) can be simplified. Accordingly, the modified effec-
tie overlap, ¢*(W, Z) = ¢*, is defined in [I7] as follows:

(1}6)

In [13] [I7], the conjecture of the relation between these
overlaps is following: the effective overlap c¢* always
yields a stronger bound than the overlap ¢ in Eq. (13]),
namely ¢* < ¢. The conjecture is proved in [I6].

With the effective overlap, the generalized entropic un-
certainty relation with POVMs is presented in [13] [14] as
follows:

, max
b

c® := min { max
a

ZZbXaZb ZXaZbXa
b a

Theorem 2. Let papc be any arbitrary and tripartite
quantum state, € > 0, & > 0 and let X = {X,} and Z =
{Zp} be two POVMs on H,4. After each measurement,
the post-measurement state is either px 5 = Mx[pap] or
pzc = Mz[pac]. Then in terms of the smooth min-and
max-entropies as defined in [12], the generalized uncer-
tainty relation shows that:

HEF*(X|KB), + HE

max

(Z|KC), > —logc* —log(2/&?).
(17)

This uncertainty relation in smooth entropies gives a
lower bound on the uncertainty about the outcome of
two incompatible measurements, X and Z, conditioned
on quantum side information and the result of project
measurement, K, before obtaining X and Z [I3] [14].

III. MAIN RESULTS

The SI-QW-QRNG with the POVMs, W and Z, runs
into the problem of estimating a true random bit rate via
the standard entropic uncertainty relation in Eq. (14])
because its mazimum overlap in the POVMs yields the
trivial value, one [48]. Here, we formally discuss this
problem. Suppose the randomness source in the SI-QW-
QRNG protocol produces the honest quantum walk state,
lwo.0) = WT10,0), where W is a unitary walk opera-
tor and T is time. But, we assume that the random-
ness source may be under the adversary’s control, or the
state’s transmission is noisy. Once the quantum walk
state is created and delivered, the protocol measures the
state by two POVMs, W and Z, to generate a true ran-
dom bit. The POVMs are defined in [48] as follows:

W = {|woXwo|, I — |wo)Xwol|} = {Wo, W1} (18)
and
z={le®i}il}j= ={Z}j=" (19)

Note that the notation |wg o) can be simplified as |wg).
When the protocol computes the random bit rate through
finding the overlap in Eq. , it produces the trivial
value, one. So, the standard entropic uncertainty relation
in Eq. induces the trivial bound. We can go into
the problem further in the following section.

A. Trivial Value of Overlaps

First of all, we have the analytical analysis of the triv-
ial bound of the overlap in Eq. in the SI-QW-QRNG
protocol, which shows analytically why it produces such
trivial value. We define formally our main result as fol-
lows:

Theorem 3. Let |wg) be an honest quantum walk state
on a cycle and let W = {Jwo)wpl|,I — |wo)wo|} =
{Wo, W1} and 2 = {Ic @ )i} =" = {Zo,.... Zp_1}



be two POVMs, where P € Z>q is the positional dimen-
sion of the quantum walker. Then the overlap defined in
Eq. produces the trivial value, namely:

cW, 2)

Zy

1, (20)

max

where [|-[[,,, is the operator norm, that is, the largest
singular value of the given matrix.

Proof Suppose an honest quantum walk state is de-
fined as |wo) = >, ax[0,k) + >, Br|1,7) and (wo| =
Do arr (0K [+, B (1,77] via Eq. (9). Then we have
a measurement operator Wy = |wo)wp| in POVM W,
namely: for any ¢, ¢ € {0,1},

Zfo e, ) (21)

c,c’

where the function fy(c, ) is:

Dk kg e k)X K| if e, =0,
f ( /) Z’I" k' B’f’ak’ |C r><cl7 | if c = 170/ =0,
C,C )=
0" Zk,r/ ak/BT‘/ |C k><Cl,r | ifC:07C/ = ].7
Zk,k' ﬂk,@z; |C, k><C/,k/| if C, C/ =1.

(22)
Since W, and Z; are self-adjount operators, that is,
W2 = W, and Z = Z,, we have that W,V/Z, =
W, - Zy. Then we compute the following: Wy - Z, =
lwo)wol| (I ® |5)(j] ), namely: for any b € {0,...,n — 1},

=>" e o), (23)

c,c!

where the function is updated as follows:

S awad e, k) b if e,d =0,
(b) (C C/) _ Zr ﬂraz |C7 7"><C/, b| if ¢ = 170/ _ O7
0 ’ B Zk akﬁg |C7 I{j><c/7 bl if c = 070/ _ 17
Zr 5]@5{? |07 k><cl,b| if C, C/ =1.
(24)
Let Ay, = Wy - Zy. Then we compute A; Ay as follows:
454, =37 1" (e ), (25)
where
abaz |C7 b><c/, b| if c, C/ = 07
~(b ﬂba* cvb C’,b ifc:l,c':(L
e, d) = l;| ></ | ife=1,¢ = 28)
apBy e, b} ,b] ife=0,c =1,
BBy e, b)e b| if e, = 1.

By the Spectral theorem, it is not difficult to find that

Aj Ap has only one eigenvalue, )\(()b), where )\E)b) = apay +
BBy . Thus, we have that:
max [| 4|3, = max A(A4y) = max Ay, (27)

5

where 0 < )\(()b) < 1 since Y, apaj + Bpf; = 1. Note that

as the walker’s positional space becomes larger, then )\éb)
becomes smaller. Now, we consider the second measure-
ment operator in POVM W as follows: Wy = I — Wy,
where I =3, W; and ¢ =0, ...,2P—1. Then we compute
the POVM W as follows:

Wi=1- ZfO(C, ) = file, d). (28)
Let By = Wi - Zy, as follows:
Yol —agag) e, k) b ife,d =0,
(b)(C C/) o Er _/BTOKZ |C, ’r><c/7 b‘ if ¢ = 1, ¢ = 0,
1 ’ o Zk _Oékﬁ; ‘C, kj><cl’ bl if ¢ = 0, ¢ — 1,
S (1= B.B8) e, k) b ife,d = 1.

(29)
Then we compute B} By as follows:

BBy =Y f"(c, ), (30)
where ¢, ¢’ € {0,1} and
(1= asa}) e, bY, | if e, =0,
i) (e ! —Boarg |e, bY¢, b] ife=1,¢ =0,
1 (Cv C) = % , . B ,
—apfy |e, bY{c', b| ife=0,c =1,
(1= BuB) e, b) b ife,d = 1.

(31)
Since By By is square and symmetric, we can have the
decomposition as follows:

By By = QuA(B;, By)Q;, (32)

where

(33)

_ 1 ®) .
Q - \/@;gl (0,6)7

where )\b) is as same as the mazimum eigenvalue of A} Ay
in Eq

b

—Bb ‘67 b><C,, b‘ if ¢, c = 0,
®), af le, b}, b ife=1,d =0,
) = 34
9 (ee) ap le,b)c’ b ife=0,¢ =1, (34)
7ﬂlf |Ca b><cl7 b| if c, d = 1,

and the eigenvalue matriz is formed as follows:

A(B; By) = 1- (0,50, 5] + (1 = A”) [1,b)(1,b].  (35)

So, we have the following result: an eigenvalue of the
symmetric matrix, B} By, is A(lb) e {1,1 - )\(()b)}. Since
the eigenvalue /\éb) is always less than equal to one, we
have that:

max [|W; - Zy|5, = max A" = 1. (36)
Therefore, the maximum of the operator norm over all
measurements in two POVMs W and Z produces always
the trivial value, one, as claimed. O]



Corollary III.1. Let pap be an arbitrary quantum walk
state acting on Hy ® Hg. And let W = {W,, W3} and
Z = {Zj}fgol be two POVMs on the quantum register
A. Then the standard entropic uncertainty relation in
Eq. induces the trivial bound.

We have this following consequence because its overlap
in Eq. shows the trivial value by Theorem

B. Simulations of Overlaps

From Theorem [3| we show that the overlap c¢(W, 2)
in Eq. (13) with the POVMs W and Z in Eq. and
Eq. (19) always outputs the trivial value, one. We sim-
ulate this result to validate it in this section. Moreover,
because of the trivial value of the overlap, the standard
entropic uncertainty relation produces the trivial bound.
So, we can not employ the standard relation in the se-
curity analysis of the SI-QW-QRNG with the POVMs
W and Z. Also, we test the modified effective overlap
(W, Z) in Eq. to navigate whether it is valid for
the entropic uncertainty relation in Eq. .

We have the following simulation results of the over-
laps for the standard and generalized entropic uncertainty
relations. To have the experimental results, we define
functions as follows:

5. 2) = x| VIV )
and
5w 2) = x| VIV @9

which computes the overlap ¢(W,Z) = max{do,d }.
Now, we define the following functions:

Z) = Z
T]o(W, ) mgiX ZWG bWa (39)
a op
and
mW, 2) = max ||> " ZWaZ|| (40)
a 3 op
which simulates the modified effective owverlap

W, 2Z) = min{ng,m} in Eq. (16). Through the
comparison of the simulations, we have the following
result:

W, 2) =c(W, 2), (41)

which contradicts to the conjecture, c¢*(W,Z2) <
c(W, Z), in [13, 16, I7]. Fig.l and Fig.2 show that
c(W, Z) and ¢*(W, Z) always produce the value one,
which implies that both standard and generalized en-
tropic uncertainty relations yield the trivial bound with
these overlaps.

FIG. 1. The quantum walk state evolves over dimensions
P =1,...,101 and time T = P. The left graph is to show do
and d; to find the overlap in the standard entropic uncertainty
relation; The right graph is to show 79 and 7: to compute the
modified effective overlap in the generalized entropic uncer-
tainty relation; Both ¢ = max{do,d1} and ¢* = min{no,m}
show the trivial value, one.

FIG. 2. The quantum walk state evolves over time T =
1,...,100 for fixed dimension P; the first row is with the
dimension P = 51; the second row is with the dimension
P = 101. The first column is to show dg and d; to find the
overlap in the standard entropic uncertainty relation; The sec-
ond column is to show 79 and 71 to compute the modified
effective overlap in the generalized entropic uncertainty re-
lation; All ¢ = max{do,d1} and ¢* = min{no,n1} show the
trivial value, one.

C. An Alternative Approach

We show the overlap in of the standard entropic
uncertaint relation generates the trivial value, one. Also,
we present the simulation results: the modified effective
overlap in of the generalized entropic uncertaint re-
lation produces the same trivial value. Consequently,
the standard and generalized entropic uncertainty rela-
tions with the POVMs W and Z produce the trivial
bound. Thus, we need an alternative solution for the
quantum walk-based quantum cryptographic application
using these POVMs. The new alternative approach for
the SI-QW-QRNG is first introduced in [48] to remedy



the trivial bound matter. Here, we briefly discuss this
quantum sampling-based approach and its results in this
section.

The sampling-based entropic uncertainty relations with
sets of orthogonal measurements, X and Z, are first in-
troduced in [I8| 9], which relations are accomplished
by the quantum sampling technique [20]. This quantum
sampling-based entropic uncertainty approach is applied
not only to compute a true random bit rate of quantum
walk-based QRNG but also to amend the problem of the
trivial bound with the POVMs W and Z. The alter-
native sampling-based entropic uncertainty relation with
these POVMs is defined in [48] 49] as follows:

Theorem 4. Let ¢ > 0, 0 < 8 < 1/2, and pag
an arbitrary quantum state acting on H 4 ® Hg, where
Ha = ”H;‘%ﬁ"*m) and m < n. Let W = {[wq), I — [wo]} =
{Wo, W1} and Z = {Ic ®@[j]}15) = {Z;};. If a subset
t of size m of p4 is measured using POVM W result-
ing in outcome g we denote by p(t,q) to be the post-
measurement state. Then the post-state is measured
using POVM Z resulting in outcome r € A%, where
n = N —m. It holds that: except with probability at
most £1/3 ,

Hap(w(g) + )

. 1
H (Z|E),+n Z—nqlogv—Qlog;

logyp(2)
(42)
where & = 2¢ + 2¢1/3 and
v = max Py (|wo) — 2). (43)

The true random bit rates of the SI-QW-QRNG us-
ing the alternative sampling-based entropic uncertainty
relation shows in Fig.3. The brief concept of the quan-
tum sampling and the sketchy proof of Theorem [4] are
introduced in Appendix [A]
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FIG. 3. By using the sampling-based uncertainty relation, a
quantum walk based QRNG produces true random bits over
noisy settings; The left graph shows the random bit rate over
noise (Q = 0; The middle graph shows the random bit rate
over noise (Q = 0.15; The last graph shows the random bit
rate over noise () = 0.2; x-axis: number of signals sent IV;
y-axis: random bit rates; green solid is |W| = 2 - 51; magenta
solid is |W| = 2 - 21; orange dash is [W| = 2 - 11; blue-dotted
is |[W] = 2 - 5; cyan-dot-dashed is |[W| =2- 3.

IV. CLOSING REMARKS

In this paper, we present the case of the quantum cryp-
tographic application, the SI-QW-QRNG, which shows
the trivial bound of the standard and generalized en-
tropic uncertainty relations in its security analysis. We
show the analytical evaluation of the trivial value of the
overlap in the standard entropic uncertainty relation and
the simulation results of the overlap ¢(W, £) in Eq. ((13)
and the modified effective overlap ¢*(W, Z) in Eq. (16)).
These analytical and experimental results propose that
there exists a case such that the modified effective overlap
equals the overlap, namely, ¢*(W, Z) = ¢(W, Z), which
contracts the results in [I3] 16, [I7]. Also, many excit-
ing open problems dwell. First, simulating the overlap
and the modified effective overlap with a generalized coin
operator in [44] 5] and a memory-based quantum walk
state in [50H54] would be an exciting project. Second,
analyzing the trivial value of the modified effective over-
lap ¢*(W, Z) of the POVMs W and Z and the proof
of the equality of ¢((W, Z) and ¢*(W, Z) would be fas-
cinating. Thirdly, analyzing and computing the general
effective overlap c*(pa, W, Z) of the POVMs W and Z
via finding a set of projective measurement P in Eq.
is a compelling problem. Finally, analyzing the general
effective overlap c*(pa, W, Z) to see whether the conjec-
ture ¢*(pa, W, Z) < ¢(W, Z) is valid or not would be an
imperative project.
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Appendix A: Quantum Sampling-Based Entropic
Uncertainty Relation

In Appendixes [AT] and [A2] the following notation is
considered: a Hermitian positive semi-definite operator
of unit trace that acts on a Hilbert space H is a density
operator. Suppose a pure quantum state |1)) € H is given.
Then the density operator of the pure state is denoted
[t)(1p|. We simplify it as the symbol [¢] to mean |¢)(e)].

1. Quantum Sampling

The first quantum sampling technique is introduced in
[20]. They discovered a fascinating link between classical
sampling strategies and quantum ones, even if a quantum
state is entangled with an adversarial system. Based on
the quantum sampling, the sampling-based entropic un-
certainty relations are introduced in [18] [19] 48] [49]. We
briefly review its concepts in this section.



Let a basis be {|0),...,|d —1)}. Consider the quan-
tum analogue of the good collection of classical words as
follows:

span(By,s) = spanf{|w;,, ..., wiy) : |w(iy) —w(iz)| < 0},
where the set B;s is the group of all good words such
that the classic sampling strategy is to almost likely pro-
duce a §-close estimate of the Hamming weight of the
unobserved portion.

Suppose that given a state [¢) 4 € span(B.s) ® Hg,
a measurement in the basis performing on those qudits
indexed by ¢ leads to outcome ¢ € L' = {0, ...,d — 1}
It must uphold that the remaining state is a super-
position of the form: [v;,) = >, ;@i |w;, E;), where
Jc{ie ™™ |w(@) —w(g)| <8} Also, they intro-
duce the superposition Lemma in [20]. It allows comput-
ing the lower bound of entropy of Z given E by using a
mixed quantum state, that is, quantifying how much in-
formation an adversary E, prepares an entangled quan-
tum state |¢) o, and sends A portion to Alice, has on
measuring the state by Alice. The superposition Lemma
is as follows:

Lemma 1. Let |p) o and p3 be of the form:

) ap = Y ili)yw®|Ei) and piE = ail*lilwe[E,
ieJ ieJ

where [i) = |i1,...,in)y 1 the m-tensors of quantum
states, J = {i € L. p : |w(i)—w(q)] < 6} andn=N-—m
with m = |q|, ¢ € {0,1}™ and N is the total number of
signals from the adversarial source E to Alice A. Let pzp
and pBX = y 7 describe the hybrid systems obtained by
measuring subsystem A of |¢) 4, and pix respectively
in basis {|z)}. and tracing out a coin subspace out of all
coin spaces, respectively. Then we have that:

Hoo(Z|E)p 2 Hoo(Z|E)x — log, | J]- (A1)

With Lemmal[l] the main result in [20] as follows:
Theorem 5. Let § > 0. Given the classical sampling
strategy and an arbitrary quantum state |¢) ,p, there
exists a collection of ideal state {|¢4)}:, indexed over all

possible subsets the sampling strategy may choose, such
that each [¢;) € span(By,q) ® Hpg and:

<y/es,

where T = (ﬁ ) and the sum is over all subsets of size m.

(A2)

=Y Meld- e

1
2

The upshot is to show the failure probabilities of the
quantum sampling strategy are functions of the classical
error probability. We guide those interested in looking
through [20] to have the detailed information.

2. Brief Proof of Theorem [4l

Theorem [4 is one of the alternative approaches based
on the quantum sampling that we can employ when the
standard entropic uncertainty relations do not work out
[48, [49]. The sketch of the proof in [48] [49] is as follows:
Proof Let |¢;) 4 be the quantum state that the dishon-
est source E creates and sends the A portion to Alice N-
times with the fixed error ¢ > 0. If the source is honest,
Alice receives the state |¢o) 4p = lwo)®N @ | Ey), where
|lw;) € Hw = Ho ® Hp and 7 € {0,...,2P — 1}. Note
that P is the walker’s positional dimension. By Theo-
rem b} there exists ideal states, indexed over all subsets
t C [N] of size m such that [¢;) € span(|wi,, ..., wiy) :
lw(iy) — w(iz)| < 8) ® Hp. Note that we define |wy) =
WT0,0). We utilize a similar approach, a two-step proof
method, in [I8, [19] to show the security. Analyzing the
security of the ideal state opap = 1/T >, [t]® (1], where
T = (Z) and p(t) = 1/T is the first footstep. We mea-
sure the T register in orap, which leads the state to
collapse to the superposition of ideal states |1;) that is a
quantum analogy of a classical random sampling. After
the quantum sampling, we measure the ideal states [i);)
in a set of measurement POVM W to have ¢ € {0,1}™.
It tests whether a sample of quantum states |w;) is hon-
est or not. If the outcome is ¢ = 0, i.e., |wg), Alice
considers the state from the source is honest so that
she can extract true randomness. Then the experiment
traces out the measured portion of size m resulting in
the post-measurement state o(t, q) acting on Hsp @ Hp.
Since |¢;) € span(Bg’QP) ® HEg, we claim that the post-
measurement state is of the form:

J(t?q) = Z De - Uj(:éa

wt(q)
e€A;py

(A3)

where P(Z) = ZZ*, wt(q) is the (non-relative) Ham-

i€ J§® O‘EC) |wi)®|E;) )v and

Jée) C{ie A%p : |w(i) —w(q)| < 6}. Recall n = N —m.
This is the form of the post-measurement state after the
experiment is done. Indeed, note that [¢;) is a superpo-
sition of vectors of the form {|w;) : |w(i) — w(q)| < ¢}.
Thus, on observing ¢ using POVM W on subspace in-
dexed by t, but before tracing out the measured portion,
the state is of the form:

> Vilrdg® Y ol lwi) @),

e€f), iEJéE)

ming weight of ¢, aifg =P(Y

(A4)

where Q; = {e € A}, : e; = 0iff ¢; = 0}. As the
final step of the experiment, tracing out the @ register
brings Eq. . Let us consider one of the 01(46])*J states.
And Alice performs a measurement using POVM Z in
Eq. , on the remaining A portion to extract true
randomness based on the multi-dimensional space. To
compute this state o(t,q), we write a single quantum
walker |w;) € Hw as |w;) = >, |¢) ® |p(c,4)), where



c € {0,1}. With this notation, we can compute a post-

measurement state, with Alice storing the outcome z €
5 in a classical register Z and also tracing out the coin

register. The post-measurement state is as follows:

o5 =S1z Y wal Y BeciBi.® [y

z i,jGJ(ge) 06{0,1}"

where z € A} and S, ; = HZ:_& (ze|(ce,ip)). To com-
pute the min-entropy of the post-measurement state, we
will consider the following density operator:

XZE = Z[z] Z |Oéi|2 Z |5z,c,i

2 [E).

Due to the superposition LemmalT} it bounds the min-
entropy of a superposition based on the min-entropy of
both suitable mixed states, we find that:

Hoo(Z|E) ot > Hoo(Z|E)y —logy |15 (A5)

Consider the state x z g where we append an auxiliary
system spanned by orthonormal basis |i) as follows:

XZEI = Z s - X ® [EBi] @ [i], (A6)

where XV = 3" [2] Y. |B:.c.i|?>. For strings z € A,
let p(z|w;) be the probability that outcomes z is ob-
served if measuring the pure, and unentangled state,
state |wj, , ..., w;,, ) using POVM Z. Simple algebra shows
that this is in fact p(z|w;) = 3, |Bs.cil?>. So xV =
>, p(z|w;)[z]. From the strong subadditivity of the min-
entropy in [7] and treating the joint EI registers as a
single classical register, we have:

(A7)

X

H. (Z|E)y, > Hx(Z|EI)y, > min Hy(Z)

Fix a particular i € the) and n = n — wt(i) (namely, 7

is the number of zeros in the string 7.) Then, it is clear
that p(z|w;) < max, . Pw(Jwo) = (x,¢))7 = €". Indeed,
any other Py (Jwo) — (z,¢)) < 1. We may consider only
the |wp) term as contributing to this upper-bound. From
this it follows that Ho(Z),» = —logmax, p(z|lw;) >
—log &t By considering the noise in the source
via the sampling, we have that for i € Jée) and w(i) <
n(w(q) + 8), min; Hoo(Z) ) > —log "0 > gy,
where 7, = n(1 — (w(q) + 0)), the gamma ~ is defined
in Eq. . Finally, by the well known bound on the
volume of a Hamming ball |J¢§e)| < drHa(w(@+9) the su-
perposition Lemma and the inequality in Eq. , we
have the bound of the min-entropy:

nizp(w(g) +9)
log,p(2)

The above analysis is for the ideal state. Since we use
a similar technique for translating this ideal analysis to
the real case, we refer the details to [I8] [19]. O

Hoo(Z|E)gter = Mgy — (A8)
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