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ABSTRACT

Processing In Memory (PIM) accelerators are promising
because they can provide massive parallelization and high
efficiency in multiple application domains. These
architectures can produce near-instantaneous results over
wide data streams, allowing for real-time performance in
data-intensive workloads. For instance, Resistive Memory
(ReRAM) based PIM architectures are widely known for
their inherent dot-product computation capability. While the
performance of these architectures is appealing, reliability
and accuracy are also important, especially in
mission-critical real-time systems. Unfortunately, PIM
architectures have a fundamental limitation in guaranteeing
error-free operation. As a result, the current methods must
pay high implementation costs or performance penalties to
achieve reliable execution in the PIM accelerator. In this
paper, we make a fundamental observation of this reliability
limitation of ReRAM based PIM architecture. Accordingly,
we propose a novel solution–Fault Tolerant PIM or
FAT-PIM, that allows for low-cost error detection. Our
evaluation using simulation technique shows that we can
detect all errors with only 4.9% performance cost and 3.9%
storage overhead.

1. INTRODUCTION

Many modern applications operate over large datasets. The
accelerated growth of the memory footprint of applications
on one hand and the limited bandwidth between the memory
and the processor on the other hand motivate the need for
novel and unconventional processing architectures such as
In-Memory or Near-Memory computing [12, 23, 28, 31]. In
such a computing architecture, data can be processed directly
inside the memory, minimizing the data movement between
the CPU and the memory. Machine learning applications
[26, 29], databases [15, 16], personalised recommendation
systems [10, 11], and genomics [2] benefit from the massive
parallelization of in-memory computing.

Prior works [3, 19, 20, 24, 25, 35] have shown that a simple
change in the memory circuitry can enable tremendous
in-memory computing potential. These works have proposed

many ideas to allow in-memory computation in various
memory technologies such as SRAM [17, 34],
DRAM [20, 24], ReRAM [26, 29], and STT-MRAM [3]. For
instance, activating two wordlines in DRAM allows charge
sharing among capacitors. The direction of the current in the
bitlines during this period can help determine the result of
bit-wise operations among values stored in two word
lines [24]. Among such Processing In Memory (PIM)
architectures, Resistive RAM (ReRAM) crossbars have also
shown significant in-memory computation potential. In
particular, they are known for their inherent capability to
process matrix-vector multiplication and dot-product
operations. For instance, a multiplication of a matrix and a
vector can be obtained in the bit lines in the form of analog
value of currents by programming the crossbar cells as per
the matrix and applying the input vector through the word
lines [26]. With such PIM accelerators, thousands of matrix
multiplications are processed in a single memory read cycle.
This will achieve tremendous benefits over the traditional
Von-Neumann architectures where frequent data movement
between the memory and the CPU core is necessary.

Besides performance, reliability is also an important factor
in PIM architectures with significant challenges. The first
challenge is ensuring correctness of the input data. Due to
the high degree of parallelization and data processing inside
the memory, it is challenging to ensure the correctness of the
massive amount of data promptly. Traditionally, the CPU
reads data from memory, processes it inside its core, and
finally, the computed data are pushed towards the memory
hierarchy. Since there are limited degrees of parallelization,
the overhead of Error Correction Code (ECC) is tolerable and
does not significantly impact the performance. However, in
PIM architecture, it is impractical to use a similar method
and pass all data through the memory controller before they
are processed in memory, as that will nullify all benefits of
in-memory processing.

Nevertheless, inputs need to be checked before
computation inside the memory. One possible way to
achieve that is to have a scrubbing mechanism that scrubs all
data periodically. Note that modern memory systems also
employ ECC circuitry inside the memory DIMM for higher
reliability. Similar circuitry can be utilized for data
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scrubbing. Such ECC hardware inside the memory is
generally placed at a relatively higher level to reduce circuit
overhead and design complexity (e.g., at chip-level
protecting each 64b data [21]). While scrubbing can keep
error accumulation in check, soft errors can occur any time
and produce many incorrect results before the next scrubbing
phase. Due to the periodicity of scrubbing, it’s likely that
these incorrect results will propagate, further corrupting the
computation. Therefore, unless we squash all computed
values upon error detection during the scrubbing phase and
preserve the capability to roll back to a previous state, the
computation cannot be trusted. As the reader may guess, this
will require a complex design and will have significant
slowdown in the presence of memory errors. Accordingly,
this approach to scrubbing will be impractical.

Alternatively, if the ECC circuitry at a higher level is
shared among many processing engines (PEs) and used
before every operation, the hardware complexity and cost
can be reduced. However, this will incur significant
stagnation if a high-degree of parallel computation is
expected. Accordingly, it is impossible to quickly evaluate
the data for errors before the operation unless we adopt the
costly and naïve way of employing ECC at the lowest level
(e.g., memory crossbar, or processing engines). Adding ECC
circuitry at such a low level and forcing an ECC check
before every operation will incur significant hardware and
power costs.

The second challenge is to ensure the correctness of the
in-memory computation itself. In most in-memory
computing designs, the cellular-level analog properties (e.g.,
current, voltage and resistance) are utilized to perform
certain operations. For instance, Ambit [24] utilizes the level
of charge stored in the capacitor, Pinatubo [19] utilizes the
resistance level, and ISSAC [26] uses the analog current to
determine the result of the operation. Unlike CMOS logic,
such architectures are less reliable and can be influenced by
external noise. While the first challenge of ensuring the
input’s reliability is at least addressable at the expense of
high hardware cost or a compromised performance, the
second challenge is more difficult to solve. As the data are
processed inside the memory, the results will not have any
ECC bits associated with them. Even if we assume that all
inputs have some ECC that can be used to check for errors
before being used as an operand, the ECC for the computed
results will be unknown. In other words, if Data A and B
have ECC(A) and ECC(B), the result C = A op B will have
no ECC unless we can calculate a homomorphic ECC, i.e.,
ECC(C) = ECC(A) op ECC(B). In many cases, these
results are fed back into the PEs for further processing for
the next stages of computation. If we allow recalculation of
ECC over computed data, it may spread errors and the newly
calculated ECC may certify the faulty data as correct.

Despite these challenges, it is crucial to guarantee a
reliable in-memory operation. Such architectures can be
used to implement systems with real-time machine learning
and data analysis requirement. For instance, autonomous
vehicular systems need to make prompt decisions based on
the data collected from their surroundings. If highly parallel
in-memory compute engines are used to accelerate the
computation in this domain, an error may have devastating

consequences. For example, Guanpeng et al. [18] showed
that a consequence of a soft error in a DNN system might
lead to classifying an oncoming truck as a bird, in which
case the autonomous vehicle may decide not to initiate the
braking operations.

In this work, we show that it is possible to address both
challenges of implementing reliable operations in ReRAM
crossbar-based in-memory architectures with minor
modifications inside the in-memory compute architecture. In
summary, we make the following fundamental contributions:

• We present the fundamental challenges in ensuring
reliable PIM operation.

• We propose a simple but effective solution of using
summation as a means to having homomorphic ECC
operation in ReRAM crossbar-based PIM architecture.

We evaluate our scheme using an in-house simulator and
implement our error tolerance mechanism. We also perform
fault injection analysis in our simulation to analyze the
reliability aspects. On average, FAT-PIM can offer low-cost
error detection with only 4.9% additional performance
overhead and 3.9% storage overhead.

The rest of the paper is organized as follows. Section 2
discusses the related topics and backgrounds of our work.
Section 3 illustrates the limitations of the existing
approaches and motivates the need for having a more reliable
PIM architecture. Section 4 discusses the design of our
scheme. Section 5 shows our evaluation settings and section
6 presents our results. Finally, Sections 7 and 8 present
related discussions and relevant works.

2. BACKGROUND

This section discusses the topics related to In-Memory
Computing, ReRAM crossbar architecture, and
ReRAM-based PIM accelerators.

2.1 Resistive RAM (ReRAM)

Resistive memories store data in the form of resistance of
the memory cell. Phase Change Memory (PCM) and ReRAM
are examples of resistive memories. ReRAM usually refers
to metal-oxide-based memory technology, where the oxide
layer is sandwiched between two metal layers. Figure 1
shows a simplified view of a metal-oxide ReRAM cell. The
oxide layer forms a conductive filament that can be formed or
raptured based on the applied voltage across two metals. The
cell can retain a high-resistance state when the oxide layer is
ruptured (RESET) and a low-resistance state when it forms
a connection between two layers (SET). It is also possible
to manipulate the density of the oxide layer by applying a
varying voltage and hence vary the resistance. This resistance
continuum can be used for multi-level cells.

ReRAM can be organized in a 1T-1R fashion where a
transistor controls the current through each cell. Having an
access transistor in this fashion can be beneficial in terms of
energy efficiency and performance [32]. However, having a
transistor per cell increases the overall cell size and leads to
higher area and cost. A more area-efficient way of
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Figure 1: ReRAM Cell (a) SET operation (b) RESET
operation

organizing ReRAM cells is the crossbar architecture, where
all cells are connected in a crossbar without an access
transistor. While such structures can provide highly dense
memory with minimal area overhead, they are less reliable
due to the interference one cell imposes on every other cell.
Since there is no access control mechanism, sneak-path
currents can flow through the crossbar, causing difficulty in
maintaining uniform voltage across the crossbar. When we
activate a bit-line and a word-line, a small current will flow
through other cells in that row and column. However, prior
literature has addressed this problem by using Double-Sided
Ground Biasing (DSGB) [32].

2.2 Memristor Crossbar-Based PIM
architecture

One exciting aspect of the memristor crossbar is that it
has an inherent capability for dot product calculation, as
discovered in many prior arts [26, 29]. Figure 2 shows such
an architecture, which can produce a multiplication result
between a 2D matrix and a vector in a single read cycle. Such
memristor crossbar-based PIM engines primarily consists of a
crossbar array, a Digital-to-Analog Converter (DAC), a Shift
and Hold (S&H) circuit, and an Analog-to-Digital Converter
(ADC). Before the computation, the matrix (e.g., weights of
a neural network) is programmed into the crossbar array in
the form of conductance (G = 1

R ). Then, the input vector is
applied through the word lines (WL) in the form of voltage.
Typically, the voltages are supplied digitally, and the DAC
converts them into analog voltages through the word lines.
As the voltages are applied through the word lines, current
starts flowing through the cells, which finally appears at the
end of the bit lines in the form of a summation of currents
flowing through all the cells on that bit line (BL). This sum
of currents represents a vector multiplication between the
applied voltage and the conductance of the cells in the bit line.
Accordingly, the multiplication result between the matrix and
the vector appears through the bit lines. Figure 2b illustrates
this operation in simple terms. For instance, each cell will
add A× Gi current to the bit line, where A is the input to
the word line and Gi is the conductance of the cell. In this
simplified diagram, the total current flowing through the bit
line will be I= A×G0+B×G1+C×G2+D×G3.

These crossbar architectures can accelerate applications
that need to perform many matrix-vector multiplication
operations. For instance, in a Convolutional Neural Network
(CNN), which is widely used in image recognition, computer
vision, and data mining applications, convolution is the most
important and repeated stage. In the convolution stage, a

number of filters are applied to the input to extract specific
features. This operation requires multiplying segments of the
input with the filters. The ReRAM crossbar architecture can
be used to perform an accelerated computation. ISAAC [26]
is a PIM accelerator that utilizes such a ReRAM crossbar to
accelerate CNN applications. Although we aim not to
specialize our design to any specific use case, FAT-PIM
adopts ISAAC’s underlying hardware for PIM operation and
provides additional reliability. Therefore, we discuss
ISAAC’s operation in brief.

ISAAC restricts the design to limited ADCs per
In-Memory Accelerator (IMA). ISSAC also uses 2-bit
ReRAM cells and supplies single-bit input voltages to the
DAC one at a time in a sequential manner. This allows
ISAAC to use low-precision ADCs. Although memristor
cells can be designed to store multi-bit values, limiting the
number of states in the cell is preferable to ensure stability
and reliability. A large number of bits per cell will create a
current summation that may require a high-precision ADC to
translate it, a non-trivial circuit. Therefore, ISAAC uses four
states (two bits) per cell. In addition, the bits of the values
are spread across many cells. For instance, in a 128× 128
crossbar, we can use eight consecutive cells in a row to store
a 16b value. Therefore, the crossbar will be able to store a
128 × 16 matrix. This allows using low-precision and
lower-cost ADCs to perform analog to digital conversion of
the bit-line currents. However, after the conversion, some
shift and add circuitry is required to combine the results into
the actual output value. To further reduce the hardware cost
for ADCs, ISAAC limits their number and shares among all
the crossbars in the IMA.

Figure 2a shows a simplified ReRAM accelerator
architecture similar to ISAAC. The accelerator comprises of
several chips. Each chip contains many tiles inside it. Each
of the tiles host many In-Memory Accelerators (IMA),
which are the actual processing engines that performs matrix
multiplication and other related operations specific to the
application. Each IMA contains several crossbars, ADCs,
DACs, S&H, Shift and Add circuitry.

The crossbars are first programmed with the weights.
During inference operation, the inputs are routed to specific
IMAs using on-chip network. IMAs then perform dot
product operation using the crossbars. After a read cycle, the
results appear in the bitlines in form of currents. A Sample &
Hold (S&H) circuit holds the current until they are supplied
to the ADC. ISAAC uses 1.28 giga-samples per second
ADCs to convert 128 bitline currents sampled by the S&H
circuit. Since several ADCs are shared among multiple
crossbars, at least one ADC needs to become available to
start the conversion. As soon as one ADC becomes available,
it starts converting each of the bitline currents one by one.
Once the conversion begins, the crossbar starts the next read
phase. The outputs from the ADCs are accumulated using a
Shift & Add circuit to recover the actual multiplication result.
ISAAC tiles also contain CNN-specific circuitry to perform
the sigmoid and maxpooling operations. With such a parallel
architecture, a large number of dot product operations can be
distributed among many IMAs to achieve accelerated CNN
inference operation.

2.3 ReRAM Failure Model
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Figure 2: (a) ReRAM crossbar based machine learning accelerator architecture [26, 29]. (b) Dot product computation
in ReRAM crossbar.

Resistive memories such as PCM and ReRAM suffer from
soft errors due to changes in resistance, hard errors due to
cell imperfection, and wear-out [7,9,13,22,33]. In particular,
if ReRAM cells are arranged in a crossbar, there can be two
primary categories of failures [33]. The first one is due to
structural reasons caused by the unique organization of the
crossbar. These errors are generated from voltage drops,
sneak-path currents, and the data values stored in the cells.
Such errors can be mitigated with a careful design of the
crossbar architecture [32]. The second category of failures
comes from the ReRAM cells and can be permanent failures
or transient failures. Transient failures or soft errors are
more challenging to tackle due to their random and non-
deterministic nature. The primary cause of soft errors in
ReRAM cells is retention failure. Unlike PCM cells, where
the resistance drifts over time, retention failure in ReRAM
cells is caused by a sudden and abrupt drop or rise of the
resistance. The resistance can suddenly drop from High
Resistance State (HRS) to Low Resistance State (LRS) or the
opposite [7, 9, 22].

3. MOTIVATION

While errors in regular memory devices are already
problematic, their impact can be even more serious when
emerging memory technologies are used to process data
inside memory in an accelerated fashion. Additionally,
traditional error detection and correction methods of
guaranteeing reliable memory operation will not be practical
in such architectures. Regular ECC for general memory,
which detects and corrects errors in conventional memory
systems, is less suitable for PIM devices. It is impractical to
invoke a centralized ECC hardware before every in-memory
operation. If we want to have faster ECC operation in this
scenario, we can have many redundant ECC logic in each of
the Processing Engines (PEs) or IMAs to avoid stagnation.
However, this will significantly impact power, performance,
and cost-effectiveness. A performance-friendly and
cost-effective solution can be infrequent memory scrubbing.
However, in this scenario, memory scrubbing will have
compromised reliability. Between two scrub events, errors
may silently propagate through computed faulty results.

Additionally, none of the ECC options can detect
operation-level failures (e.g., faulty ADC).

Figure 3: Comparison among reliability options for in-
memory computing.

Figure 3 illustrates the trade-off among competing factors,
such as reliability, overhead, power, and performance.
Further descriptions of these alternative approaches are
provided in Section 4. Accordingly, current PIM
architectures lack an appropriate reliability mechanism to
guarantee reliability in a deterministic manner. While the
relaxed reliability may not be an issue in some applications,
the consequence can be devastating in other safety-critical
and scientific applications. Special-purpose SoCs that can
perform such operations are becoming increasingly popular
in the automotive industry and real-time systems. Relaxed
reliability is extremely dangerous in many cases, such as
autonomous driving and biomedical devices. Therefore,
FAT-PIM aims to provide a reliable in-memory operation for
ReRAM crossbar-based PIM accelerators while ensuring
high data and operation reliability, low storage overhead,
high performance, and low hardware complexity.

4. DESIGN

This section explores the design space of the FAT-PIM for
low-overhead and error-free operation. Initially, we discuss
the alternative design options to enable error-tolerant PIM
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architecture and their associated complexities. Later, the
proposed design is discussed.

4.1 Design Space for Reliable PIM
Architecture

As discussed earlier, we must ensure two things to ensure
reliable PIM architectures: (a) error-free operands and (b) the
reliability of the operation itself. Since the memory is now
responsible for both storing data and performing computation
over it, generally, it requires multiple levels of protection.
The desired reliability can be achieved through the following
straightforward methods.

4.1.1 Protecting Data from Errors

General Purpose ECC: General computing systems in both
conventional processors and accelerators rely on error
detection and correction logic inside the memory controller
to check for errors when the data values are fetched from
memory. Error Correction Codes (ECC) is calculated and
stored alongside the data. Such ECC gives the system the
ability to check and correct errors before the operation.
However, such an approach is not efficiently feasible in PIM
architectures as the data does not pass through the memory
controller as frequently as it does in conventional CPU and
GPU architectures. If we design a PIM system that sends the
data to the memory controller before every operation, the
system will behave similarly to a conventional CPU, and
there will be no benefits of using in-memory computation. In
other words, this would be an impractical and naive
implementation that is hugely inefficient in exploiting the
memory level parallelism.

One possible way to prevent stagnation due to centralized
error correction logic is to distribute them in different chips
or different tiles. Such a method of error correction is also
available in conventional memory architecture, where
multiple ECC logic is incorporated inside the memory to
perform error checks at a lower level. In such In-Memory
ECC, errors are checked at a finer granularity, e.g., 128b in
DDR5 [1]. This ensures faster error checking with a low
hardware cost for ECC logic. However, unlike conventional
memories, where only a single memory block requires
correction at any point in time, PIM architectures require
thousands of data values to be checked for errors. For
instance, a 128×128 crossbar with 2-bit cell stores 4kB data
alone that need to be accessed during every operation.
Additionally, if we take inputs into consideration, we may
encounter significant delay before all necessary data in all
crossbars are error-checked. Therefore, such distributed error
correction logic will still incur significant overhead.

The only way to alleviate this performance bottleneck is to
add ECC logic in each low-level compute engine (e.g., the
crossbar in this case). To check errors over the required data
(weights and inputs), we either need an extensive detection
and correction logic or use a smaller error correction logic
where the data are fed as smaller chunks sequentially. In
both cases, this will tremendously worsen the device’s power
consumption and add extremely high hardware and
performance overheads to the system. Figure 4 shows

Figure 4: (a) General ECC operation in conventional
memory system (b) Stagnation of PIM in centralized
ECC (c) Distributed in-memory ECC (d) Aggressive
ECC login in all in-memory compute engines

different ECC options for such PIM accelerators in
comparison with conventional system. Figure 4a shows a
conventional memory system where data are read from the
memory and error-checked in the memory controller before
passing them to the core. Figure 4b shows a naive PIM
architecture where all data are sent to central ECC logic
before every operation. Figure 4c shows where multiple
ECC blocks are used inside the memory. Finally, figure 4d
shows the case where ECC is added in each PE inside the
PIM architecture to avoid ECC bottlenecks.
Memory Scrubbing: One way to keep errors in check in
the error-prone memories is to perform periodic scrubbing.
Such a method is commonly used in PCM-based
memory [4]. If we relax the need for error-checking before
every operation, we can significantly reduce the hardware
cost by periodically performing frequent memory scrubbing.
A central scrubber may stall the PIM operations and scrub
the weights as well as the eDRAM contents. We can assume
that the stored contents (weights and inputs) have
pre-calculated ECCs that the scrubber can use to check and
correct. However, this scrubbing is limited only to pre-stored
data. Newly computed data that need to be re-applied as
input will have no ECC and hence cannot be scrubbed.
Computing new ECC over the calculated data allows for
errors to propagate further. For instance, if soft errors appear
within the stored data before the scrubbing operation begins,
the system may silently propagate errors through the
computed values. While infrequent scrubbing is
comparatively low-overhead and hardware simplicity is
improved, the reliability is significantly relaxed.
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4.1.2 Reliable Operation

The second requirement for error-free PIM operation in
the ReRAM crossbar accelerator is to guarantee reliable dot
product operation. Even if the contents in the crossbar and
the input values are checked before the in-memory operation
using ECC, external interference and circuit-level glitches can
produce a wrong result. Since existing ECC algorithms do
not have homomorphic properties, there will be no option to
check for and correct errors once the computation is complete.
This is a fundamental limitation of in-memory computation
and cannot be solved even with the most aggressive ECC
circuitry discussed above.

The only existing way to ensure reliable operation is to
perform redundant operations. For instance, we can use
Triple Modular Redundancy (TMR) to compute the same
operation in three different crossbars. We can finally compare
and ignore results that do not agree with the majority. While
redundant computation will ensure that errors are not silently
propagated, it has extremely high hardware costs. There will
be a 200% waste of hardware resources in TMR, which could
otherwise be used to compute and improve the throughput.

As discussed, none of the current solutions offer reliability
in PIM architecture without significant performance or
hardware cost. Therefore, in some aspects, the design
options are inherently limited to high-cost methods.
Therefore, in the following, we explain our novel solution
that can ensure reliability for both the inputs and the
operation with minimal hardware and performance cost.

4.2 Basic Architecture of FAT-PIM

FAT-PIM leverages the fact that memristor crossbar-based
PIM accelerators perform current summation on the bit lines
in every operation, which can be used to verify the correctness
of the values and the operation itself. If we use a dedicated bit
line containing cells with conductance values equal to the sum
of the conductance of the cells in the corresponding word line,
we shall be able to get the summation of all products in that bit
line. Figure 5 shows such a crossbar. The conductance values
corresponding to the weights (G00 to G33) are stored in the
data region of the crossbar. The cells in the additional bit-line
hold the summation of the conductance values stored in the
cells in each word line. For instance, G(SA) is the summation
of G00 to G03. When inputs A, B, C, and D are applied to the
crossbar through the word lines, currents will flow through
all the bit lines, and the sampled values will represent their
corresponding dot products. Also, the value sampled in the
summation line will be equal to the summation of values
sampled in the rest of the bit lines DS = ∑Di). The operation
steps are illustrated in detail in the following discussion.
Step 1: The summation values for each word line are
pre-calculated before storing the weights. For instance, the
corresponding summations are also supplied whenever the
PIM device is programmed with values in the crossbar (e.g.,
weights). The summation calculation can be done at the
software level during data preparation or at the hardware
level using dedicated adders. Note that we assume that the
PIM device will be mostly used for inference purposes, and
the values stored in the crossbar will not change unless they

Figure 5: Using summation as homomorphic ECC

are re-programmed.
Step 2: The inputs are applied as an analog voltage through
the word lines. If used for image recognition hardware, the
inputs will belong to either the image that needs to be inferred
or the output from another network (CNN or DNN) layer that
has been computed previously.
Step 3: Currents will flow through the ReRAM cells and
accumulate in each bit line. The summation of the currents in
each bit line will be sampled using a Sample & Hold circuitry
and will be digitized with the help of an analog to digital
circuitry (ADC).
Step 4: The output from the ADCs will be sent to the Sum
Checker logic, where the summation of all values coming
from the data region will be compared against the value
obtained from the sum region.
Step 5: If any mismatch is detected, appropriate action will
be taken to achieve error-free operation.

The summations will mismatch if the weights deviate
from their original value. Hence, the PIM units will be able
to check for any errors present in the crossbar. Additionally,
this method will guarantee that any error in the operation
itself will not go unnoticed. For instance, any outside
interference that changes the analog value or any
circuit-level glitches in the ADCs and sampling circuitry will
be detected. This way, we can have a homomorphic-like
error checking operation with the help of a simple
summation operation. Fortunately, this method naturally
suits the crossbar-based PIM accelerators and can provide
reliable operation with minimal overhead.

4.3 Analysis of FAT-PIM

4.3.1 Notations and Foreground

Even a correctly implemented procedure to program a
ReRAM device with the conductance Gi j will be subject to
natural drifts during the writing process, and the
implemented conductance Gi j can be modeled as a normal
distribution, i.e., Gi j ∼N (Gi j,σ

2). This is not the case of
an erroneous operation but just reflects the natural
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uncertainty in programming ReRAM devices. Similarly, the
sum of the weights in every row GSi = ∑ j Gi j programmed
in the Sum ReRAM devices, while obtained offline in an
exact manner, will be written with an inherent uncertainty as
GSi = N (∑ j Gi j,σ

2).
Now, for n× n PIM, the sum operation over the Sum

ReRAM devices is the sum of n normally distributed random
variables. Hence, with inputs Ai, the implemented sum
DS = ∑i AiGSi is distributed as N (∑i ∑ j AiGi j,∑i A2

i σ2). If
the inputs are normalized between 0 and 1 as is common in
machine learning, the inputs Ai are upper bounded by 1;
hence, the sum of the Sum ReRAM devices has more
uncertainty than each of the devices themselves but the
growth in the uncertainty or standard deviation is O(

√
n).

Similarly, with the inputs Ai, the weighted sum of each of
the columns D j = ∑i AiGi j is a weighted sum of n normally
distributed random variables, and is hence given by
D j ∼N (∑i AiGi j,∑A2

i σ2). A sum S of all these n partial
sums ∑ j D j for a n× n PIM is normally distributed, i.e.,
D∼N (∑ j ∑i AiGi j,∑nA2

i σ2). The uncertainty due to noise
in this sum D grows linearly with the dimension of the
crossbar, i.e., the growth is O(n).

4.3.2 Theoretical Result

Small variances in the writing of Gi j are expected and need
to be tolerated. Hence, we will ignore small errors in our
comparator and flag an error in the operation if and only if
the two values are different by higher than a threshold δ .

LEMMA 1. Given an acceptable error threshold of δ and
a variance of σ2 in operations under normal circumstances,
the FAT-PIM will detect any error with 99.9999998%
probability for any n×n crossbar of size n < δ

12σ
.

PROOF. Since the sum of the row-wise Sum devices DS =
∑i AiGSi is distributed as N (∑i ∑ j AiGi j,∑i A2

i σ2), we know
the following with the aforementioned probability:

DS = ∑
i

∑
j

AiGi j±6

(
∑

i
A2

i σ
2

)1/2

(1)

Similarly, since the sum of the weighted sums of the
columns D is distributed as D ∼N (∑ j ∑i AiGi j,∑nA2

i σ2),
we know the following with the aforementioned probability:

D = ∑
i

∑
j

AiGi j±6
(
∑nA2

i σ
2)1/2

(2)

Since we tolerate an acceptance threshold of |D−DS|= δ ,
we get the following:

δ ≥ 6
(
∑A2

i σ
2)1/2

+6
(
∑nA2

i σ
2)1/2

(3)

The latter holds true when δ ≥ 12nσ ; i.e., n≤ δ

12σ
.

4.3.3 Exposition of Theoretical Results

Our theoretical analysis shows that the size of the crossbar
is a function of the accuracy with which we seek to detect

errors. Consider a ReRAM device with a high-resistance
state of 0.5×10−3 S, a low-resistance state of 10−3 S, that is
used as a 1-bit device, and an acceptable error tolerance δ of
0.5×10−3 S during normal operations. Assuming a standard
deviation of 10−9 S, our results show that our approach will
work well with crossbars of size 0.5×10−3

12×10−9 ; i.e., PIM with
41,666×41,666 rows and columns. Later, we also evaluate
the likelihood of missed detection due to run-time multi-bit
errors after discussing the details of our design.

4.4 Challenges and Solutions

While simple, several challenges to practically
implementing this in hardware may exist. In the following,
we discuss these challenges and how to overcome them.

4.4.1 Calculation of wordline summation

The word line summation can be calculated in various
ways. The simplest method is to use a software-level
extension to pre-calculate the summations before storing
them in the crossbar. However, this will add some
complexity to the data preparation stage. We calculate the
word line sums within the Tile to simplify the software
overhead when the weights are programmed into the
crossbar. During the programming phase, the values are first
stored in the eDRAM buffer, then moved to their destination
crossbar. A preparator circuit uses adders to generate the
summations before storing them into the crossbar.

4.4.2 Cell and ADC precision

We use two bits (four states) per cell (m = 2), similar to
ISSAC. All data (inputs and weights) are first stored in the
eDRAM buffer. The preparator circuitry samples and aligns
the data adequately based on the programming and inference
stage requirements. During the programming stage, apart
from sampling each of the values into n m-bit values, the
preparator circuitry also appends the word line values by
appropriate summation. Finally, the sum value is distributed
into multiple two-bit values and appended to the word line
values.

For a 128×128 crossbar, if the values of the weights are
of k bits each, we can have v = m×128

k values in each word
lines. Therefore, the maximum value for the summation will
be b = log2(v× 2k) bits long, requiring b

m additional cells
per word line. For instance, if we use 16-bit values in a
two-bit cell crossbar architecture, we need ten other cells for
each 128-bit word line, requiring only 7.8% additional
storage. The storage overhead for summation increases if the
weights need to have more bits. For instance, if we need to
design the architecture for 32-bit values, we need 13.7%
additional storage assuming other parameters remain the
same. However, the storage overhead can also be reduced by
increasing the cell’s precision and width of the crossbar. For
instance, a three-bit cell crossbar will have 4.1% storage
overhead. To reduce the storage overhead further and have
low-overhead sum checking, we calculate the sum over
smaller values instead of full 16-bit values. For instance, the
preparator circuit will distribute bits in different cells as
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two-bit values. If we calculate the sum over these two-bit
values, the summation will be much smaller and consume
less storage space. This method also has some performance
benefits, which are discussed later.

The precision of the ADCs depends on the height of the
crossbar and the bits per memristor cell. Similar to prior
works [26], we also allow input bits to be applied as a one-bit
voltage per cycle, which reduces the ADC requirement to only
nine bits. This can be further reduced to eight bits by flipping
the values of the weights if they have a large collective value.
FAT-PIM carefully assigns value to additional cells that store
the word line summation to use such optimizations for ADC.
Since we spread the sum over many two-bit values, the same
ADC can be utilized in our case.

4.4.3 Impact of additional circuitry on performance

Compared to a conventional memristor-based PIM
architecture similar to prior studies [26, 29], the additional
primary circuitry is the summation calculation circuitry that
calculates the sum of the inputs. When the operation finishes
and the currents are available in analog form, they are first
sampled and converted to nine-bit digital values. Each of
these nine-bit digital values of the current represents the dot
product between the inputs and the values stored in the cells
on this column. A Shift And Add circuitry is then used to
combine them into actual multiplication values. This Shift
And Add circuitry is not needed if we store all bits of a value
in a single cell. However, using a high number of bits per
cell is not practical, and hence the S&A circuitry is needed
anyway. Now, if we calculate the summation over the
original value (e.g., 16-bit values), the S&A circuit first
needs to finish combining the results before we can start
calculating the sum over all the values. This will have
several additional stages of the pipeline beyond the ADC and
S&A circuitry. For instance, if we have 16-bit values, we will
have a 39-bit result corresponding to column of the matrix
(comprising of eight bit lines) after ADC and S&A circuitry
finishes their operation. There will be 16 such values over
which we need to calculate the sum. Therefore, the sum
check circuit will have to wait until S&A circuit finishes
preparing a 39-bit value. This will be followed by few cycles
to calculate the final summation value.

Figure 6: FAT-PIM Architecture

Another way to do this is to implement the sum check
circuitry immediately after the ADCs so that the S&A circuit
and the sum check both can work in parallel. Due to the high
hardware overheads associated with ADCs, generally, they
are limited in number and shared by multiple crossbars in
each IMAs. For instance, we can have four ADCs per IMA

which are shared by tens of crossbars. After the read
operation finishes, the Sample & Hold (S&H) circuit
samples the analog value in each bit line and holds them to
supply it to the ADC. As soon as one ADC becomes
available, it starts converting these analog currents one by
one in a pipelined fashion, while the crossbar starts to
compute the next set of values. Therefore, the ADC outputs
a nine-bit value in each cycle. To avoid the high performance
and hardware cost of adders, we can simply have one adder
that keeps adding the ADC outputs in a pipelined manner.
The S&H circuit also operates in parallel, and hence there is
no additional performance overhead if the summation is
done in this way. For a 128× 128 crossbar, the ADC
circuitry will finish converting all bit line currents in 128
cycles, and the following cycle will have the final sum as
well as the last value from the S&A circuit. The comparator
then compares two sums that take only one cycle. There are
also additional cycles needed in the ADC to convert the bit
lines corresponding to the stored summation.

However, now since the summation is performed over the
non-accumulated values collected from each bit line, we also
need to prepare the stored sum value accordingly. Now, we
need to calculate 128 two-bit values to get the sum in a 128×
128 crossbar during the program phase. Fortunately, this
optimization has a positive impact on storage overhead since
we are now calculating summation over smaller values. This
will also essentially reduce the storage overhead significantly,
from 7.8% to only 3.9%.

4.4.4 Input Errors

A mismatch between the summation calculated over the
bit line values and the stored summation will capture faults
in the crossbar cells, ADC, S&H, and other circuitry in the
path between the crossbar and the sum check circuit.
However, errors can also happen in the input bits supplied to
the crossbar. The inputs are stored in the eDRAM buffer and
supplied to the crossbar by the preparator during regular
operation. Since the inputs are handled as regular memory
data, they can be protected using regular ECC. Therefore,
any data stored in the eDRAM buffer can also have its ECC
stored alongside it. The preparator controls the flow of the
inputs from the eDRAM to the IMAs and can check for
errors using the ECC. Therefore, ensuring the correctness of
the input values before applying them to the crossbar.

4.5 Putting It Altogether

Figure 6 shows the overall architecture of our
error-tolerant PIM architecture for the memristor crossbar.
Each Tile contains an eDRAM buffer (to temporarily store
data), preparator circuitry, registers, and several IMAs. Tiles
can also have some application-dependent circuitry specific
to certain operations. For instance, CNN operation requires a
sigmoid and max-pooling operation, which can be handled
by such application-specific hardware. The preparator
circuitry aligns the bits properly before sending them to the
crossbar and checks for errors using ECC before sending
them to the IMAs. Tiles also hold multi-purpose registers
that control the operations, modes, and also temporarily

8



Table 1: Experimentally calculated probability of missed
detection due to multi-bit error

64x64 crossbar 128x128 crossbar 512x512 crossbar
16b input 1.25E-11 5.3E-12 1.9E-12
8b input 1.9E-11 1.06E-11 7.8E-12

holds the data.
During regular operation, the preparator circuitry sends

the input values in a digital format which are later converted
to analog voltages and applied to the target crossbar. The
crossbar will generate dot product results in the form of
analog currents, which are sampled in the S&H circuit. Later,
the analog currents are routed to an available ADC, which
starts converting the bit-line currents one by one. The shift-
and-add circuit and sum calculator works in parallel over the
outputs generated from the ADC and finally generate both the
result in original format and the corresponding summation of
values. Finally, the calculated summation and the summation
calculated by the crossbar is compared to identify any faults
in operation.

4.6 Error Correction

While the summation checker will be able to identify
operation failures and errors within the crossbar cell, it does
not have inherent correction capability. Therefore, FAT-PIM
will only monitor for errors inside the crossbar and interrupt
the operation once an error is identified. In the event of error
detection, the IMA signals an error to the Tile instead of
sending the computed value. The Tile then takes appropriate
actions such as re-programming the crossbar or raising an
interrupt that is sent to the host to take appropriate action. To
ensure correct operation after an error is detected, we stall
the IMA and re-program the cells from the values stored in
the eDRAM buffer. If errors are detected multiple times even
after re-programming, we can conclude that a permanent
fault has occurred in one of the crossbar components, and
hence it cannot be used further.

4.7 Likelihood of Missed Detection

The crossbar will compute vector summation (SBL) over
each of the bit lines. These summation values are then added
together into a bigger sum (∑SBL) that is compared against
the collective summation (∑SWL) of all worldline
summations (SWL). SWL values are pre-calculated and stored
when the crossbar is programmed. Here we discuss the
likelihood of an event where two distinct bit flips in the
crossbar cells cause a detection failure because of equal
∑SBL and ∑SWL. Such an event can be possible in two
general cases. First, there can be multiple errors in either the
data region or the summation region of the crossbar, which
results in unchanged ∑SBL or ∑SWL. The second case is
where both ∑SBL and ∑SWL change to erroneous ∑SBL

* or
∑SWL

*, respectively, but they remain equal.
For the first case, both errors occur in two different

locations within either the data region or the summation
region. In this case, they may fall along the same bit line or
across different bit lines. For two random changes in two
different cells within a bit-line, the likelihood of generating a

Figure 7: Tolerating multiple errors in crossbar

same SBL can be roughly estimated to
1

total number o f possible sum values , or 1
(2m−1)×w , for m-bit

ReRAM cell and w wordlines/columns in the crossbar. The
complete multiplication operation finishes when all input bits
are applied through the DAC. For i-bit input value, SBL will
remain unchanged only if the combination of input bits
corresponding to the position of the faulty cell retains the
same for the complete i iterations. For instance, if the input
bit from DAC changes from 1 to 0 for one of the word lines
where the error happened, SBL will no longer remain the
same, and the error will be detected. For N randomly chosen
faulty cells at different word line positions, the likelihood
that the input pattern across the DAC will remain identical
for the entire i-bit input is ( 1

2N× i ). Therefore, if the
probability of a random single-bit error is p, the likelihood
of another occurrence that causes similar summation will be
p2 × 1

(2m−1)×w × ( 1
2N× i ), or p2 × p∗, where p∗ is the

likelihood of failed detection should a multi-bit error occurs.
If the errors share the same wordline, the bitline summations
in each of the bitlines will change. Now, the probability of
∑SBL remaining unchanged can be similarly calculated to
p2 × 1

(2s−1)×w × ( 1
2N× i ), where s is the size of bitline

summation (e.g., 9-bit for 128x128 crossbar). For the second
case where both summation values (∑SBL and ∑SWL)
change, the likelihood of one of them accidentally being
similar to the other can also be represented as
p2 × 1

(2s−1)×w × ( 1
2N× i ) since they each can have

(2s − 1)× w possible values. To better understand the
multi-bit error scenario and consider all possible cases that
the above theoretical description may not cover, we also
conduct experimental analysis by randomly injecting
multi-bit errors into a single crossbar. For all cases, the
probability of correct detection was close to 1. Considering
the worst-case probability of error (1E-3) in restive memory
devices reported in prior studies [27, 36], the experimentally
calculated probability of missed detection in FATPIM for
two-bit errors is tabulated in Table 4.7.

5. METHODOLOGY

We have used an in-house simulator to model and evaluate
the performance of the FAT-PIM design. We have adopted
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Table 2: FAT-PIM’s Simulation Parameters

Simulation Parameters

Overall Architecture Number of Chips 8
Number of Tiles 16 per chip

Tile Parameters eDRAM 42MB per tile
Number of IMAs 12 per tile

IMA Parameters

Number of ADCs 4 per IMA
1.28Giga-Samples/sec

Number of S&A 4 per IMA
Sum Checker 4 per IMA
XBAR 12 per IMA

XBAR Parameters

Row Width 128
Column Width (data) 128
Column Width (sum) 5
S&H 128 per XBAR

Memory Latency [26, 32] Read Latency 100ns
Write Latency 200ns

the design parameters from ISSAC architecture and
additionally incorporated FAT-PIM’s reliability logic. Table
2 lists the parameters we have used in our evaluation. We
simulate a ReRAM crossbar-based PIM architecture with
eight chips, 16 tiles per chip, 12 In Memory Accelerators
(IMA) per tile, and 12 crossbars per IMA. We manually
program the crossbars with random values for weights before
evaluation. Pre-computed random inputs are also stored in
the eDRAM buffer that feeds them to the crossbar during
in-memory operation.

While multiple IMAs can operate in parallel, there are a
limited number of ADCs per IMA. Therefore, ADCs are
utilized in a shared manner among the crossbars. The values
generated by the crossbars are fed to the ADCs, S & A, and
Sum Check circuit in a pipelined fashion. We pre-generate
random input traces with varying pipeline delays to evaluate
the performance. For example, the application App_X_Y will
have Y cycles delay after every X cycle. This analysis tries
to mimic the real-world scenario where it is always not
possible to maintain a continuous supply of data to the IMAs
due to dependencies and other contentions outside the IMAs.
To evaluate the system’s reliability, we perform random
injections of random and transient faults in the system.
Accordingly, we evaluate FAT-PIM’s detection capability
and correction overhead in the presence of errors. We also
perform a sensitivity analysis by varying the ADC
throughput and number of summation bit-lines.

6. RESULTS

In this section, we present our evaluation results in terms
of FAT-PIM’s performance and fault tolerance capability.

6.1 Performance Impact

FAT-PIM checks for error by re-calculating the summation
during every crossbar operation. Although the summation
calculation is hidden underneath the ADC and S&A
operation, the ADC circuit must also perform the conversion
for the summation bit lines in the crossbar. For example, for
a crossbar having 128 bit-lines for data, there will be five
additional summation columns that need to be converted
using ADC in addition to the data lines. This requires five

additional cycles. Note that the additional slowdown can be
easily eliminated by using a faster ADC. For instance, if we
use ADCs with 1.33 giga-samples capability per second, the
performance overheads can be hidden. However, we keep the
ADC throughput identical to understand the overheads.

Figure 8: FAT-PIM’s Impact on performance.

We measure throughput (Figure 8) in terms of successful
dot product results produced per cycle throughout the
accelerator to evaluate the performance. App_0_0 is the
ideal scenario for an application that is able to best utilize the
hardware as there are always available inputs that can be fed
to the IMAs. On the other hand, the throughput decreases
with an increase in input delays. With such delays, the
pipelined ADCs cannot properly utilize their resource. For
instance, App_1000_400 performs worst due to frequent
delays and pipeline stalls. After every 1000 cycle,
App_1000_400 incurs a pipeline delay for 400 cycles. This
causes frequent bubbles in the ADC pipeline and hence
reduced performance. Additionally, due to the extra cycles
needed for FAT-PIM operation, its throughput is slightly less
than the corresponding baseline. On average, FAT-PIM has a
4.9% additional performance impact over the baseline
system.

6.2 Reliability Analysis: Error Detection

In this section, we discuss FAT-PIM’s effectiveness in
terms of error detection. To analyze this, we inject random
faults to ReRAM cells during run-time operation. A ReRAM
crossbar cell with a deviated value will produce an incorrect
result which will be detected after summation calculation.
During every operation, we compare the summation values
and log the outcome.

The rate of failures in ReRAM cells depends on many
parameters, including cell imperfections, the number of bits
per cell, and environmental conditions. Generally, multi-bit
resistive memory cells are less error-tolerant compared to the
single-bit (two states) alternative. Apart from the failures
occurring in the ReRAM cell, there can also be other factors
that contribute to the incorrect result. For instance,
circuit-level glitches may happen in S&H, ADC, and S&A
circuits producing wrong computation results. Due to many
factors involving faulty results, we simplify our evaluation
by considering a large range of Failure In Time (FIT) values
from studies performed in resistive memory failure
analysis [7, 9, 13, 22]. For instance, Jubong et al. [22] reports
MTTF (Mean Time To Failure) for ReRAM cells. Based on
the experimental temperature-dependent retention time
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model reported by Jubong et al., the MTTF of ReRAM cell
operating at typical upper-bound of tolerable computing
system temperature (85◦C) can be 2.2×106 seconds, which
can be translated to 1.6× 10-3 FIT per hour per cell. We
consider a similar value to represent a real-world scenario
and extend the failure rate to 1.6 FIT per hour per cell
(equivalent to operating in ≈ 160◦C according to the data
reported by Jubong et al.) to represent extreme cases. Finally,
we analytically estimate the FIT for the device and the
corresponding number of total faulty cells for a given time.

Figure 9: Detection of faulty operation.

To estimate the error detection behavior, we periodically
introduce faults into ReRAM cells in the crossbar and try to
detect them through summation calculation. Accumulated
faults also depend on when operations begin after
programming the ReRAM cells. With a longer delay, the
likelihood of errors in ReRAM cells increases. With such
varying delays, we calculate how many results are detected
as faulty by the summation checker. Figure 9 shows such
data. As shown in the figure, a lower failure rate (1.6×10-3

to 0.1) has a percentage of faulty results below 20%. On the
other hand, a higher failure rate (FIT per cell per hour > 1)
will have many faulty cells in the system. A high failure rate
can easily add at least one faulty cell per crossbar with even
distribution of errors. As a result, all computed results are
detected as faulty. Besides checking the summation values,
we also manually inspect the results to observe any detection
failure. Such detection failure may be caused by extreme
cases of equal changes of values in two cells in a crossbar in
the opposite direction to generate an equal sum. After our
simulation, we also compare the results manually with a
golden reference having no error and we have encountered
no such cases.

6.3 Error Correction Overhead

Unlike conventional ECC, which can perform error
correction after detecting errors, our scheme can only detect
errors using the summation method. Therefore, error
correction must be handled separately. While there can be
different ways to augment FAT-PIM to allow error correction,
here we evaluate a simple and straightforward method of
re-programming the crossbar after an error is discovered. We
allow a redundant copy of the crossbar’s data to reside in the
eDRAM buffer. Any data stored in eDRAM (e.g., weights
and inputs) will have conventional ECC alongside it to check

for errors in the preparator circuit before sending it to the
IMA.

We evaluate this error correction scenario with a random
injection of errors based on the failure rate. Once an error
is detected, the crossbar stalls and signals the corresponding
IMA for error correction. The IMA then allows the Tile to
re-program the faulty crossbar by copying data from eDRAM
to the crossbar. For the 128×128 crossbar, 128 consecutive
write operation is done to re-program the entire crossbar.

Figure 10: (a) Impact of FAT-PIM’s error correction
on performance, (b) Breakdown of error detection and
correction overhead for soft errors

Figure 10a and 10b show how such correction method can
impact the performance. Figure 10a shows the impact on
throughput, and Figure 10b shows the breakdown of
correction and detection overheads. BASE_App_0_0 runs
App_0_0 without FAT-PIM. FATPIM_NO_ERR has only
detection overhead since no error is injected. Then we
introduce random faults in the crossbar with different failure
rates. FIT-A, FIT-B, FIT-C, and FIT-D corresponds to failure
rate of 1.6× 10-3, 1.6× 10-2, 1.6× 10-1 and 1.6 failure per
hour per cell respectively. Here, as explained in Section 6.2,
A and B are realistic cases, and C and D are extreme cases.
As shown in the figure, the correction overhead is extremely
minimal and less visible with a relatively low failure rate.
However, with a higher failure rate, the system incurs
significant stalls due to frequent re-program events.

6.4 Sensitivity

Figure 11 shows the impact on performance after varying
the ADC latency and summation conversion overhead. Our
design with 128× 128 crossbar and summation calculated
over 2-bit cell values uses five additional bit lines to store
the summations. With a different crossbar size or different
bits-per-cell, this value can vary. Therefore, we evaluate
throughput after varying this parameter. Figure 11a shows
such analysis after varying ADC throughput from 0.52 giga-
samples per second to 2.56 giga-samples per second. As
expected, the throughput increase with faster ADC. Similarly,
in 11b, we vary the number of additional bit-lines needed for
FAT-PIM.

7. DISCUSSION
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Figure 11: Sensitivity Analysis

7.1 Error tolerance of ML models

Due to the extensive computation demand for machine
learning applications, machine learning operations are
generally performed in HPC settings or in general/special
purpose accelerators. An operation can be divided into
training and inference. During training, the weights and
biases of the neural networks are computed based on a
training data set. The trained model is then used to perform a
prediction during inference. Since such operations are
performed in computing resources, such as HPC and
accelerators, errors may occur, impacting the outcome.

Several prior studies [18, 37] have performed extensive
studies to understand the impact of hardware-level faults on
ML applications. Errors during the training phase have less
impact on the outcome than in the inference phase. This is
because the training algorithms inherently measure the
deviation of the computed outcome with the ideal data to
train the network correctly. Therefore, errors in one iteration
may be corrected in the next iteration, minimizing the error’s
impact on the training. However, Zhao et al. [37] showed
that faults could sometime cause Silent Data Corruption
(SDC) which can be problematic. On the other hand, errors
during inference have more catastrophic consequences.
While some errors may have no impact on the inference and
may produce correct prediction results in the presence of
errors, some errors can easily cause the network to make a
wrong prediction. Prior works have concluded that the
resilience of a machine learning model varies with the type
of the model, values used, the scale of dependency, and the
type and number of layers used in the model. For instance,
Guanpeng et al. [18] illustrate an experiment where the
injection of error causes an autonomous vehicle to classify
an incoming transportation truck as a flying bird. Such
misprediction can have a devastating consequence as the
system will not take proper action to avoid danger. In fact,
such misdirection in safety-critical systems is intolerable.
For instance, ISO 26262 standard specifically mandates SoC
that performs DNN application for the autonomous vehicle
to operate with specific reliability guarantee [30].

7.2 Hardware Overhead

The additional hardware cost for error detection is
negligible in FAT-PIM. To estimate the area overhead of the
proposed design, we use the data reported in the prior arts for
memristor crossbar-based PIM architecture [26] and adder

design in 32nm. Based on our calculation, the FAT-PIM error
detection logic roughly has an area overhead of 1.86×10-2%
Note that we categorize the overhead for additional ReRAM
cells as storage overhead, which is only 3.9%.

7.3 Tolerating Hard Errors

Permanent errors occur when a ReRAM cell fails due to
endurance failure or manufacturing defects. While ReRAM’s
endurance is not as good as DRAM, they have slightly better
endurance compared to PCM [33]. Since hard errors or
permanent failures are relatively rare compared to soft errors,
they can be handled relatively easily. For instance,
post-production probing of cells can be used to identify
crossbars with faulty cells and can be mapped to redundant
crossbars. It is also possible to manufacture the crossbars
with redundant rows and columns to isolate faulty cells
within crossbars. Such hard errors in the memristor crossbar
have been studied in prior literature [5, 33] and can be
implemented alongside FAT-PIM.

7.4 Reliability For Other PIM Technologies

Besides memristor crossbar-based PIM devices, there
exist other PIM technologies that target different memory
technologies. For instance, the in-memory method of
computation in DRAM [8, 24] is fundamentally different
from memristor-based PIM devices. Due to such differences,
it is challenging to design a single scheme that can work for
all devices. Therefore, we believe that different approaches
are required for different PIM devices to ensure reliability.
For instance, the memristor crossbar performs current
summation in the bit line, enabling FAT-PIM to use
summation as homomorphic ECC. On the other hand,
DRAM in-memory computation performs several different
operations such as AND, OR, and NOT, which makes
designing a general error detection for both inputs and
operations challenging. We leave such exploration for future
research.

8. RELATED WORKS

8.1 General Purpose PIM Architecture

In-memory computation has been widely explored for
different memory technologies. Ambit [24],
ComputeDRAM [8] focuses on operating on data stored in
DRAM cells. The authors present the idea that the charge
level in capacitors can indicate the result of the operation. It
is possible to activate multiple rows and measure the impact
on the bit line from the capacitors to determine the bitwise
operation result. Such PIM architecture can perform bitwise
operations such as AND, OR, and NOT. General-purpose
in-memory computation in NVM cells is also explored in the
past. Pinatubo [19] presents ways to use the combined
resistance level of the circuit to perform bitwise operations
easily in resistive memories. Ensuring error-free operation in
general-purpose PIM architecture is also equally challenging
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due to their diverse nation of operation. We leave such
exploration for future research.

8.2 Special Purpose In-Memory Accelerators

The special-purpose application of traditional near
memory computing architecture that performs certain types
of operation in an accelerated fashion is also widely explored
in recent literature. Such accelerators are generally
special-purpose accelerators built for certain applications
such as machine learning. TensorDIMM [14] and
DaDianNao [6] are examples of such special purpose
architecture. These architectures combine processing core
and memory storage technology into a single package in a
way that can compute a large number of operations in
parallel. Such architectures also carry special-purpose
circuitry specific to certain operations, such as max-pooling
and sigmoid.

9. CONCLUSION

Processing In Memory (PIM) accelerators can
tremendously speed up data-intensive applications. However,
despite the tremendous potential of PIM devices, their
reliability is rarely explored. In this paper, we explore the
reliability issues in memristor crossbar-based PIM
accelerators and show its fundamental reliability limitation.
We propose FAT-PIM, which can make such a system
error-tolerant without significant performance overhead and
hardware cost. Our evaluation shows that we can improve
the error tolerance significantly with only 4.9% performance
cost and 3.9% storage overhead.
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