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Abstract

Private Information Retrieval (PIR) was first proposed by B. Chor,
O. Goldreich, E. Kushilevitz and M. Sudan in their 1995 FOCS pa-
per. For MDS coded distributed storage system private information
retrieval was proposed and the capacity of PIR schemes for MDS coded
distributed storage was studied. Star product PIR schemes from gen-
eral coded distributed storage system with colluding servers were con-
structed over general finite fields. These star product schemes has
no restriction on the sizes of fields and can be constructed for coded
distributed storage across large number of servers. In this paper we
first propose and prove the Singleton type upper bound on the stor-
age rate, ratio of colluding servers and the retrieval rate of the star
product PIR schemes. Secondly star product PIR schemes for coded
distributed storage from algebraic geometry (AG) codes are analysed.
We prove that when the number of the servers goes to the infinity, star
product PIR schemes with colluding servers for AG-coded distributed
storage have parameters closing to the Singleton type upper bound
if the field is large. Comparing with the star product PIR schemes
for Reed-Solomon coded and Reed-Muller coded distributed storage
we show that PIR schemes with colluding servers for AG coded dis-
tributed storage have their performance advantages. AG-code based
star product PIR schemes with colluding, Byzantine and unrespon-
sive servers are discussed. g¢-ary cyclic code based star product PIR
schemes for replicated data storage are also studied. When the storage
code is the Reed-Muller code, the best choice of the retrieval code is
not always the Reed-Muller code.
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1 Introduction and Preliminaries

The Hamming weight wt(a) of a vector a € Fy is the number of non-zero
coordinate positions. The Hamming distance d(a,b) = wt(a — b) between
two vectors a and b is the Hamming weight of a — b, that is, the number of
coordinate positions where a and b are different. The Hamming distance of
a code C C Fy,

d(C) = min{d(a,b),a € C,b € C},
a#b

is the minimum of Hamming distances d(a,b) between any two different
codewords in C. The minimum Hamming distance of a linear code is its
minimum Hamming weight. For a linear [n, k, d], code, the Singleton bound
asserts d < n — k + 1. When the equality holds, this code is an MDS code.
Reed-Solomon codes introduced in [26] are well-known MDS codes. We re-
fer to [16] for the theory of Hamming error-correcting codes. Let o € S,
be a permutation of n coordinate positions, where S,, is the order n! group
of all permutations of n symbols, if ¢(C) = C, o is an automorphism of
this code. The subgroup of all automorphisms of this code is denoted by
Aut(C). The code is called transitive if Aut(C) acts transitively at the set
of n symbols, that is, if for any two coordinate position u,v € [n], there is
an automorphism o of C such that o(u) = v.

The Euclidean inner product on Fy is defined by
< X,y >= 2?:1331'%7

where x = (z1,...,2,) and y = (y1,...,Yn). The dual of a linear code
CCFyis

Ct={ce F; :<c,y >=0,Vy € C}.
The minimum distance of the Euclidean dual is called the dual distance
and is denoted by d*+. The componentwise product of ¢ vectors X; =

(ij,. .. ,xj7n) G F:]L’] = 1’ o e ,t, iS Xl*- . '*Xt = (':ULI .. 'xt,la . ’an . '$t,n) G
F{. The componentwise product of linear codes Cy, ..., C; in Fy is defined
by

Cix--xCy = X¢ec,Fgc1 x -+ - x ¢y,



we refer to [25] for the study of this product. If C; C Fy is a linear [n, 1,7],
code, we say two linear codes C and C + C; are equivalent codes.

We recall the coded distributed storage system from a general linear
code C C ng as in [I0J11L34]. The coded distributed data storage or coded
database can be used to resist failed servers when data are reading from
servers. If m files x1,...,x,, € FZXk need to be stored and download at
n servers. Each x; = (x7,...,2},) can be considered as a length k vector
in Fp for i = 1,...,m. The files can be considered as a m X k matrix
X = (xz')lﬁiém,léjék with entries in F ». Let G(C) be a generator matrix of
the linear code C with n columns gi,...,8, € F';b. Then a length m vector
(< X1,8 >0, < X, 8 >) € FZ’Z is stored in the i-th server. When the files
are downloaded from servers, then if at most d(C)—1 servers are failed, then
files can be recovered. Actually in any n — d(C) + 1 columns in g1,...,gn,
there are k linear independent columns, otherwise there is a weight d(C)—1
codeword in C. We call f = % the ratio of tolerated failed servers of
this coded distributed storage system from a general linear code C. The
storage rate of this distributed storage system is Rgiorage = % = % This
code is called the storage code. When dim(C) = 1 this is the replicated
data storage. From the Singleton bound

Rstorage + f S 1.

Hence if the ratio of tolerated failed servers is high the storage rate is low.
When the number n; of servers go to the infinity and a sequence of lin-
ear codes C1,Co,...,C;,... of lengths ny,n9,...,n;, ..., are used in coded
distributed storage systems, we call

Rasym,storage = lim
n;

the asymptotic storage rate.

Private information retrieval was proposed in [7/8]. In the classical model
data x = (x!,...,2™) € FJ" is stored and the user want to retrieval a single
bit z* without revealing any information about the index i. The retrieval
rate of an PIR scheme is the ratio of the gained information over down-
loaded information, while uploaded costs of the requests are ignored. PIR
scheme for coded distributed storage of data was proposed in [2129]. All files
X1,...,Xm € FZXk are stored over servers according to a storage code C as
above. The coded distributed data storage can be used to help to recover



the data in case of server failure. PIR scheme with t colluding servers is
a protocol in which the user want to retrieval the file x,, without reveal-
ing any information of the index w, while any < t servers can share their
quaries from the user. In previous papers [I[10,321[33]39,40] and references
therein only PIR schemes for MDS coded distributed data (or replicated
data) storage are considered. The MDS coded distributed storage system is
maximally robust against server failure. For these coded distributed stor-
age, the files are in Fng with the condition ¢® > n. That is, each file has
at least logon bits. Obviously this is not reasonable for practice. Moreover
since MDS codes over F satisfying q® > n are used, the download com-
plexity and computational complexity of each server are lower bounded by
a logan factor, since a large field has to be used. These schemes are obvi-
ously not suitable when files with bounded length of bits are stored across
large number of servers. Practical PIR schemes with colluding servers for
coded databases from general linear codes over small fields were constructed
and studied in [I0,1T,20,34]. We refer to [4,[15L38] for computational PIR
schemes, [9] for PIR codes and [28.35,37] for PIR schemes with colluding,
Byzantine and unresponsive servers.

In [10,21] star product PIR schemes with t-colluding servers for coded
distributed storage from C C Fy was constructed from another retrieval
linear code D C Fy. The star product PIR schemes were studied further
in [11,28,134]. The start product PIR scheme has the retrieval rate

d(C+D)—1
n

Rretrieval =

for general linear codes C and D, see Theorem 2 in page 2111of [11]. When
both C and C x D are transitive the rate can be improved to
dim((C xD)1)

Rretm'eval = )
n

see Theorem 4 in page 2113 of [I1]. It is clear that
d(C+D) — 1 < dim((C+D)1)

from the Singleton bound for the linear code C x D. Their PIR schemes
protect against d (D) —1 colluding servers. This is called a (t = d*+ (D) —1)-
privacy PIR scheme. When the number n; of servers goes to the infinity,
we call the limit Rysym retrieval = lim R; of the retrieval rates the asymp-
totic retrieval rate and denoted by Rusym retrievar- The limit of the ratio of
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colluding servers t,sym = lim t? is called the asymptotic colluding ratio. In
star product PIR schemes the number m of stored files is independent of
the construction.

Main result 1 (Singleton type upper bound). Let C and D be two
linear codes in Fy.
1) If dim(C) + d*+ (D) > n + 2, then d(CxD) =
2) Otherwise

dim((C « D)*) + d+ (D) < n+ 2 — dim(C).
3) If d+(C) + d+(D) > n + 3, then d(C D) =

Hence the storage rate, retrieval rate and the ratio of colluding servers
have to satisfy Rrerieval +1 < 1 — Rstorage + % for a nonzero retrieval rate
star product PIR scheme with colluding servers. Asymptotically we have

Rasym,retrieval + ZL/asym S 1-— Rasym,storage'

The PIR scheme with colluding servers from Reed-Muller codes and
weighted lifted Reed-Muller codes were studied in [IT],[17,[18,28]. These t-
privacy PIR for coded database can be defined over the smallest field Fy and
have good performance. The PIR scheme with colluding servers from the
generalized Reed-Solomon codes were studied in [I0]. These t-privacy PIR
for MDS-coded database can only be defined over the field FZXk satisfying
n < ¢°, that is, each file has at least logan bits. The comparison with PIR
scheme against colluding servers for AG-coded databases will be given in
Section 4.

We will construct ¢;-privacy PIR schemes from AG coded distributed
storage as in the following result, in which the sequence of AG codes attain-
ing the Tsfasman-V1adut-Zink bound is used.

Main result 2. Let F 2 be a fived base field. Let Ry and Ry be two
positive real numbers satisfying R1 + Ro > % Then we have a sequence of
AG-coded distributed storage with the asymptotic storage rate

Rasym,stm"age =Ry )



t;-privacy PIR schemes with the asymptotic retrieval rate
Rasym,retrieval =1-R—Ry— ——

and asymptotic colluding ratio

From the above construction it is obvious that

1 3
1 =1 _Rasym,storage - ﬁ .

2
RaSym,retrieval +ta5ym = 1—R1 —R2 — = 1 +R2 —

Actually using the transitive AG codes PIR scheme against colluding servers
has the improvement qul. When the base field is large it is clear that PIR
schemes for AG-coded distributed storage have their parameters closing to
the Singleton type upper bound. The construction of PIR schemes for AG-
coded distributed storage with colluding servers over a fixed base field pro-
posed in this paper is parallel to the construction of algebraic geometric
secret sharing proposed in [5], which is a natural generalization of the clas-
sical Shamir threshold secret sharing from MDS codes. As initial examples
g-ary cyclic code based star product PIR schemes with colluding servers for
replicated data storage are studied. Parameters of these PIR schemes are
calculated based on the paper [14,[19.22].

2 Singleton type upper bound

In this section we prove the Singleton type upper bound from the results in
the beautiful paper [25].

Theorem 2.1. Let C and D be two linear codes in FZ‘.
1) If dim(C) + d*+(D) > n + 2, then d(C x D) = 1;
2) Otherwise

dim((C «D)4) + d+ (D)) < n + 2 — dim(C).

3) If d+(C) + d*+(D) > n + 3, then d(C xD) = 1.



Then Ryetricval +1 < 1 — Rgtorage + % holds for a nonzero retrieval rate
start product PIR schemes with colluding servers. Asymptotically we have

Rasym,retrieval + tasym § 1- Rasym,storage'

Proof. From
dim(C) + d-(D) > n + 2,

we have
dim(C) + dim(D) > dim(C) + d* (D) =1 > n+ 1.

Then n — dim(C) — dim(D) + 2 < 1. From Proposition 5 in [25] we have
d(C+D) = 1. The rate of PIR in Theorem 2 of [11] is zero. For PIR in The-
orem 4 in [I1], transitivity of the code CxD implies that CxD has a weight
one codeword supported at each coordinate position. Hence Cx D = Fy
and the rate of PIR in Theorem 4 is also zero.

Otherwise
dim(C) + d-(D) — 2 < n,
from Lemma 6 in [25] we have
dim(C + D) > dim(C) + d*(D) — 2.
Therefore
n — dim(C x D) + d*(D) < n — dim(C) + 2.
The conclusion 2 is proved.
If
d*+(C) +d+ (D) > n + 3,

then
dim(C) + dim(D) > d*+(C) +d*(D) —2>n+1,

from Singleton bound for two linear codes C+ and D+. From Proposition
5 in [25] again, we have d(C x D) = 1. Therefore the rate of PIR schemes
in Theorem 2 and 4 in [I1] is zero. The conclusion is proved.



3 PIR schemes for AG-coded databases over a fixed
field.

Algebraic geometry codes are suitable to be used to construct coded dis-
tributed storage, since they are natural generalizations of Reed-Solomon
codes. More importantly, algebraic geometry codes with arbitrary long
length can be defined over a fixed field. Therefore secret sharing over F,
with n > ¢ players corresponding to rational points of the curve can be in-
troduced in [5]. If the files have a fixed long length of bits and the number of
the servers in the distributed storage is large, AG-coded distributed storage
is more suitable.

Let F, be an arbitrary finite field, Py, ..., P, be n < ¢ elements in F,.
The Reed-Solomon code RS(n, k) is defined by

RS(n, k) ={(f(P1),..., f(Pn)) : | € Fola], deg(f) <k —1}.

This is an MDS [n, k,n — k + 1], linear code attaining the Singleton bound
d <n—k+1since a degree deg(f) < k — 1 nonzero polynomial has at most
k — 1 roots. PIR schemes studied in [1,10,32,[33[39,40] are for MDS coded
databases. They are based on the generalized Reed-Solomon codes.

Let X be an absolutely irreducible, smooth and genus g curve defined
over F,. Let P,..., P, be n distinct rational points of X over F,. Let G be
a rational divisor over F, of degree deg(G) satisfying 29 — 2 < deg(G) < n
and

support(Q) ﬂ P =0.

Let L(G) be the function space associated with the divisor G. The algebraic
geometry code (functional code) associated with G, Py, ..., P, is defined by

C(Pr,.. s P, G, X) = {(f(P1),..., f(Pn) : f € L(G)}.
The dimension of this code is
k=deg(G)—g+1

follows from the Riemann-Roch Theorem. The minimum Hamming distance
is

d >n —deg(Q).

An divisor G = ¥m;G; where m; > 0 is called an effective divisor. Algebraic-
geometric residual code Cq(Py, ..., P,, G,X) with the dimension k = n —



m+ g — 1 and minimum Hamming distance d > m — 2g + 2 can be defined,
we refer to [16[36] for the detail. It is the dual code of the functional code
of the dimension m — g + 1.

The Reed-Solomon codes are just the algebraic-geometric codes over the
genus 0 curve. One achievement of the theory of algebraic-geometric codes is
the sequence of algebraic-geometric codes over F 2 satisfying the Tsfasman-
Vladut-Zink bound

qg—1
which is exceeding the Gilbert-Varshamov bound when ¢ > 7. We re-
fer to [16] Chapter 13 and [36] for the detail. In [30] a low-complexity
polynomial time algorithm was given to construct AG codes attaining the
Tsfasman-V1adut-Zink bound. Therefore these AG codes can be used in
star product constructions.

3.1 Colluding servers

Let X be an absolutely irreducible, smooth, and genus g curve defined over
Fq. Let C = C(Pl, cee ,Pn, Gl,X) and D = C(Pl, cee ,Pn, GQ,X) be two
AG function codes associated with two divisors

29 — 2 < deg(G;) < mn,

for i =1,2, and
deg(G1) + deg(Ga) < n.

Then the storage rate of the C-coded distributed storage system is deg(Ga)—g+1

n—deg(G1)-1)

and the ratio of tolerated failed servers is f = . Hence we have

g
Rstorage + f S 1-— E

The range of the storage rate is

-1
J < Rstorage <L
n
Another advantage is that Cx D C C = C(P,..., Py, G1 + G2,X). Thus

d(C*D)—1>n—deg(Gi) — deg(Gz) — 1. We have the following result.



Theorem 3.1. Let C and D are defined as above. Then we have an
PIR scheme for C-coded distributed storage system. The number of toler-
ated failed server is upper bounded by d(C) — 1 = n — deg(Gy) — 1. This

PIR scheme protects against any d+(D) — 1 = deg(Gq) — 29 + 1 colluding

servers. The retrieval rate is Ryetricval = d(c*f)_l > n_deg(Gl);ng(GQ)_l.

When both C and C(Py, ..., Py, G1 + G2,X) are transitive, the rate of the
n—(deg(G1+deg(Ga)—g+1)

PIR scheme can be improved to - .

In the query phase and reconstruction phase the generator matrix of the
dual code C *x D has to be used. In most cases C x D is just the func-
tional code C(Py,...,P,, G + G2,X) and the dual is the residual code
Comaga(P1, ..., Pn, G,X), see [36]. The generator matrix of C D can be
explicitly given for most curves and AG codes.

Proposition 3.1. Let X be an absolutely irreducible smooth genus g
curve defined over F, with the canonical divisor K. Let G and G’ be
two linear equivalent effective divisors and P = {Py,...,P,} be a set of
n rational points satisfying supp(G;) (P = 0. Then two functional codes
C(P,...,P,,G1,X) and C(Py,..., Py, Go,X) are equivalent linear codes.
Therefore the dual residual code of C(P,...,P,, G,X) is equivalent to a
functional code C(Py, ..., P,,G',X), where G’ is a divisor linear equivalent
to

P+---+PFP +K-G.

Proof. Let f be a rational function such that the divisor (f) associated
with f is G1 — Ga. Then the space L(G) = {g : (9) + G1 > 0} of rational
functions associated with G corresponds to L(Gz) = {g1 : (9) + G2 > 0}
by

g —fg= g

Then the two functional codes are equivalent.

Corollary 3.1. Let X be an absolutely irreducible smooth genus g curve
with N rational point defined over F,. Then for a storage rate Rgiorage
satisfying % < Rsiorage < 1 — % AG-coded distributed storage system
over 2g —2 <n < N — 1 servers, and any given t satisfying

39 — 2

Ogtgl_Rstorage_ n 9
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we can construct a star product PIR scheme with the retrieval rate

39 — 2
Rretm'eval =1- Rstorage —1t— gn .

This star product PIR scheme protects against any tn colluding servers.

In the case of replicated data storage, that is, Rstorage = %, we construct

a retrieval rate
n—t—3g+1

n

Rretrieval =

star product PIR scheme with t colluding servers for the replicated data
stored across n servers if n < N — 1. Comparing with the asymptotic
capacity "T_t when the number of the files m goes to the infinity, see [33],
this AG code based star product PIR scheme with colluding servers is good.
In this PIR scheme n servers with any given n satisfying

P <n<N-1

can be used in the distributed storage system. The elliptic curve case g =1
is interesting. In g =1 case N — 1 = ¢ + [2,/q] servers can be used in the
distributed storage system and the retrieval rate can achieve

n—t—2
- .

Rretrieval =

Example 1. There is a genus 6 curve with 33 rational points defined over
Fg. Then from Corollary 3.1 for any storage rate Rsiorqge coded distributed

storage system, where

) 1
ﬁ < Rstorage < 57

and any ratio t of colluding serves satisfying
1
t S 5 - Rstorage

we can construct a star product PIR scheme with the retrieval rate

1
Ryctrieval = 5 - Rstorage —t.

This PIR scheme can protect against any 32¢ colluding servers.
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From the main result in [31] about transitive AG-code sequence attaining
the Tsfasman-V1adut-Zink bound can be constructed from curve sequence
in [12]. Thus we have the following result.

Corollary 3.2. Let F 2 is a fized base field. Let Ry and Ry be two
positive real numbers satisfying R1 + Ro > % Then we have a sequence of
transitive AG-coded distributed storage with the asymptotic storage rate

Rasym,storage = R17
and t;-privacy PIR schemes with the asymptotic retrieval rate

1
Rasym,retrieval =1-R — Ry — F

and asymptotic colluding ratio

1
t >Ry — ——.
asym — 412 q—l

3.2 Colluding servers, Byzantine servers and unresponsive
servers

A Byzantine server in distributed storage system is a server may respond
wrong response (error) and an unresponsive server is a server may respond
nothing (erasure). In [28,135] star product PIR schemes with colluding,
Byzantine and unresponsive servers are constructed from generalized Reed-
Solomon codes and binary Reed-Muller codes. Another symbol retriever
vector E satisfying items 1)-6) in page 2 of [28] is needed. When both codes
are transitive item 6) is satisfied automatically. Then we need find a vector
FE e FZ,, such that the linear code

CR=C+D+C+E

can be explicitly given and has its minimum distance at least 2b+a+1, where
b is the number of (changed) Byzantine servers and a is number of (changed)
unresponsive servers. When the retrieval code is D = C(Py, ..., P,, G2, X)
satisfying

t+2g9—1<deg(Gsa) <n,
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To decode the responses, F needs to satisfy
Cig C (CxD)",

see page 3 of [28]. We use the third functional code C(Py, ..., P,, Gs, X)
associated with the the third divisor Gj satisfying that

deg(G1 + deg(Gz) + deg(G3) +2b+a+ 1 < n,

and Gg is always linear equivalent to an effective divisor G5 < P; + --- +
P, + K — 2G; — 2G9, where K is the canonical divisor of X. The retrieval
vector F is in

C(Pl,...,Pn,Gl + Go —I—Gg,X)\C(Pl, ,Pn,Gl —I—GQ,X).

Then from Proposition 3.1 C*E is in a suitable equivalent code of (CxD)>.

There are many transitive AG codes. For example, AG codes from el-
liptic curves with the groups of rational points are of the form Z/NZ, N
is the number of rational points, see [27], are transitive. AG codes from
curves in [12] are also transitive. Thus AG code based star product PIR
schemes can be constructed from transitive AG codes from some elliptic
curves and curves in [12] to protect against colluding, Byzantine and unre-
sponsive servers. Notice that the curves in [12] over F 2 attains the Drinfeld-
VIddut bound and thus have many rational point. Hence AG-code based star
product PIR schemes with colluding, Byzantine and unresponsive servers
can be constructed over small fields when large number of servers are used
in the distributed storage systems. The retrieval rate can achieve

n — deg(Gq) — deg(G2) — deg(Gs) — 1
n

For example for an elliptic curve defined over Fos with NN rational points,
such that the group of rational points of this curve is of the form Z/NZ. If
N is a prime number, then codes associated with mO and evaluated at all
other NV — 1 nonzero elements are transitive, where O is the zero element of
the group of all rational points and Pi,..., Py_1 are other N — 1 nonzero
elements of the group. Notice that P, 4+ --- + Py_1 is linear equivalent to
the divisor (IV — 1)O. The canonical divisor of an elliptic curve is always
zero. The three divisors G; are of the form m;0O, where m1, mo, m3 are three
positive integers satisfying

2g—2<m; <N -1,
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t+1 Smg,
2b+a+1§n—m1—m2—m3,
2(my +mgy) +m3g < N — 1.
Set
C=C(P,...,P,,G1,X).
and
D=C(P,..., P, Go, X).

Then symbol retrieval vector E is in the code C(P,...,P,, G1 + Go +
G3,X). Then C:ED CC(P,...., P, G1+G2+G3,X) C C(Py,..., P, G+
G2, X)*. Then we construct an elliptic curve code based star product PIR
scheme protecting against t colluding. b Byzantine, a unresponsive servers.
The retrieval rate is

N—l—ml—mg—mg—l
Rretrieval = N _1

In many cases IV is bigger than 2% and this kind of elliptic curve code star
product PIR schemes can be constructed over the field Fos when N —1 > 2%
servers are used in the distributed storage system.

4 Cyclic code based star product PIR schemes for
replicated data

PIR schemes using cyclic codes were mentioned in [11,2428]. In [3] PIR
schemes with colluding servers using cyclic codes were studied. In particular
in the case of 2™ — 1 server distributed storage system, parameters of cyclic
code based PIR schemes with colluding servers from length 2”7 — 1 BCH
codes are compared with punctured Reed-Muller code based PIR schemes
with colluding servers.

Notice that the number of servers can be arbitrary positive integer n
as showed in this section, and the number of colluding servers can be more
flexible in binary cyclic code based star product PIR schemes with colluding
servers than star product PIR schemes for Reed-Muller coded distributed
storage studied in [I1128]. In this section we consider the replicated storage
of data, that is, the storage code C is the [¢"™ —1,1,¢™ — 1], code. Let
D be a primitive length ¢ — 1 narrow-sense BCH code over F, studied in
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Theorem 18 (¢ = 2) or Theorem 23 (¢ > 3) in [I4]. It is clear that all cyclic

dim(D™)

codes are transitive. Then the rate is always and the number of

colluding servers is at most d-(D) — 1.

When g =2set r=m —t where2<t<m—1,

by=2m -1 s (i (m . "1_ 1) LD,
7 1 —

Then we have a binary dually BCH code D+ (the dual is also BCH) with

dimension k in the range
2m—1—k‘t§k’<2m—1—k‘t+1

and distance d > 2™~! where 2 < t < m—3 from Theorem 18 of [14]. Set the
retrieval code D as above we have a binary BCH code based star product
PIR scheme for replicated data storage which protects against 2™~ — 1
colluding servers and has the retrieval rate

2Mm —1 —ky k 2 — 1 — Ky

om _ 1 < Rretrieval = om _ 1 < om _ 1

If the number of colluding servers is at most 2™~ — 1, then the retrieval

rate is 5m—. If the the number of the colluding servers is at most 3, the
retrieval rate is 22;@; 2

Comparing with the PIR scheme for replicated
m(m—1)

data from binary Reed-Muller code in [I1], the retrieval rate is 1+m+2m 2

for t = 2™~ —1 and the retrieval rate is 2;—;1 when ¢ = 3. Considering the

number of servers is 2" — 1, the binary BCH code based star product PIR
schemes are comparable with these PIR schemes from binary Reed-Muller
codes.

When ¢ > 3 set r =m — s, set

ke = g™ —1— ZiﬁlJ (—1)i! m(q - 1)* <m - irl_ 1> i),
1 1 —

Then we have a g-ary dually BCH code D+ with dimension k in the range
q"—1—ks<k<q™—1—ks

and distance d > ¢™*"! — ¢ + 2, where 2 < s < m — 3, see Theorem 23
of [I4]. Set the retrieval code D as above we have a g-ary BCH code based
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star product PIR scheme for replicated data storage which protects against

g™ 571 — ¢ +1 colluding servers and has the retrieval rate at least %.

If the number of colluding servers is at most ¢™ —¢™ ' —1, then the retrieval
rate is %. If the the number of the colluding servers is at most 2, the
retrieval rate is ‘1”;;77?1_2, see Theorem 23 of [14].

These g-ary BCH code based star product PIR schemes are suitable
when ¢ — 1 servers are used in the replicated data storage of g-ary files.
Comparing with Reed-Muller code based star product PIR schemes with

colluding servers in [I1,28], the numbers of colluding servers are flexible.

The another interesting case is the number of servers in the replicated
storage of data is ¢"* + 1. In this case length ¢™ 4+ 1 BCH codes are suit-
able for star product construction. From Corollary 19 about binary BCH
codes in [19], we have a star product PIR scheme protecting against at most
10 — 1 = 9 colluding servers and with the retrieval rate R,eirieval = 2;”%,
or an PIR scheme protecting against at most 14 — 1 = 13 colluding servers
and with the retrieval rate R etricval = 2;”%, or a an PIR scheme protect-
ing against at most 18 — 1 = 17 colluding servers and with the retrieval rate

2m—8
Ryetrieval = 2m—+1n

In general we have the following result from Theorem 18 in [19].

Theorem 4.1. Let g be a prime power § be a positive integer satisfying
3<6< quTilJ + 3. We consider the PIR scheme over F, with colluding
servers for replicated storage of data. Then we have an BCH code based
star product PIR scheme protecting against 26 — 3 colluding servers. The
retrieval rata of this PIR scheme is

¢" —2m(0 —2 - |*°F2))
" +1 '

Rretm'eval =

Now we consider the replicated data storage across 3-2° servers. This case
can be comparing with Reed-Muller code based star product PIR schemes
across 2° servers. Then length 3-2° repeated-root cyclic codes studied in [22]
can be used. Let s be a fixed positive integer and sg, s be two nonnegative
integers satisfying 0 < s1 < sg < s — 1. If i and j are two positive integers
satisfying

95 _ 95—50 + 1 S i S 95 _ 95—50 + 28—80—1’
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25 . 25—51 + 1 S i S 25 . 25—50 + 28—81—17

then the binary repeated-root cyclic code generated by (z + 1)* (2% 4+ z + 1)/
has the dimension 3 - 2° — ¢ — 25 and the minimum Hamming distance
min{2%0F! 251+21 " gee [22] Table 1 and Table 2. Thus we have the fol-

lowing result.

Theorem 4.2. Let s,sp,581,1,] be nonnegative integers as above. We
consider the PIR scheme over Fo with colluding servers for replicated stor-
age of data. Then we have a repeated-root cyclic code based star product
PIR scheme protecting against min{2%+1 25172} _ 1 colluding servers. The
retrieval rata of this PIR scheme is

3:2°—i—25
Rretrieval = Tj

5 Comparison with RS-coded databases and RM-
coded databases

The PIR scheme with colluding servers from Reed-Muller codes were studied
in [I1128]. These t-privacy PIR for coded database can be defined over the
smallest field Fy and have good performance. m, r and r’ are three positive
integers satisfying r + r’ < m. The parameters of their PIR schemes are as
follows,

2m—7"—r’ -1

Rretm'eval = om )

for PIR scheme in Theorem 2 in [11], or

(2

Rretm'eval =

2m ’
for PIR scheme in Theorem 4 of [11],
2r'+l 1
t= T,
and
m
()
Rstorage = T
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It is easy to verify that 1 — Ryctrieval — Rstorage — t is much bigger than 0.

Example 2. Let the storage code is the Reed-Muller code RM (7,0).
This is the replicated data storage with » = 0. Let ' = 3 and RM (7,4)
be the retrieval code. Then the star product PIR scheme with colluding
servers protects against 16 — 1 = 15 colluding servers. The retrieval rate is
w = % On the other hand there is an extended BCH [128, 64, 22|,
code. Let the retrieval code be the dual of this BCH code. We have a star
product PIR scheme with colluding servers protects against 22 — 1 = 21
servers. The retrieval rate is %

The above example shows a simple fact that when the storage code is
Reed-Muller code, the best choice of the retrieval code is not the Reed-
Muller code. We will study this problem further in [6].

The PIR scheme with colluding servers from the generalized Reed-Solomon
codes were studied in [I0]. These ¢t-privacy PIR for MDS-coded database
can only be defined over the field FSXk satisfying n < ¢°, that is, each file
has at least logan. Let C be a generalized Reed-Solomon [n, ki, n — ki + 1],
code and D is another generalized Reed-Solomon [n, ko, n — k2 + 1], code.
Therefore the condition n < ¢° is needed. Each file x; € FZXk has at least
logon bits. The parameters of their PIR schemes are as follows,

n—=Fk —ky+1

Rretreieval = )
n

and

t=—=,
n

and .
1
Rstorage = -
Then the PIR scheme for MDS-coded distributed storage attains the Single-
ton type bound. However only n < ¢® servers can be used in the distributed
storage system.

If binary AG codes or AG-cdoes over small fields F,, ¢ < 4, are used,
we need the table in [I3]. Parameters of AG code based star product PIR
schemes over Fg are worse than PIR scheme from binary Reed-Muller codes.
However the number of servers in AG-code based PIR are flexible, not re-
stricted to 2™. When the base field is F;, ¢ > 8, star product PIR scheme
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against colluding servers from AG codes defined over Fg have better pa-
rameters than parameters of PIR schemes from Reed-Muller codes. More
importantly the number of servers and the number of colluding servers are
flexible and thus more suitable in practice.

6 Conclusion

PIR schemes with colluding servers defined over small fields are more suit-
able in practice. In this paper the Singleton type upper bound for star prod-
uct PIR schemes with colluding servers for coded distributed storage systems
of data from general linear codes was proposed and proved. We studied PIR
schemes with colluding servers for AG-coded distributed storage, which can
be defined over small fields. Moreover the number of servers and the num-
ber of colluding servers in PIR schemes for AG-coded distributed storage are
flexible, not restricted as the PIR schemes for MDS-coded databases or PIR
schemes for Reed-Muller coded databases. It was proved that parameters
in PIR schemes with colluding servers for AG-coded distributed storage are
closing to the Singleton type upper bound when the base field is large. We
argued that transitive AG-code based star product PIR schemes over small
fields can be constructed which protect against colluding servers, Byzantine
servers and unresponsive servers, when large number of servers are used in
the distributed storage systems. Hence it seems that AG-code based star
product PIR schemes over small fields are more suitable in practice. g-ary
cyclic code based star product PIR schemes with colluding servers for repli-
cated data storage are also studied and the retrieval rates are calculated for
various numbers of colluding servers. It showed that when the storage code
is the Reed-Muller code, the best choice of the retrieval code is not always
the Reed-Muller code.
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