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Abstract— Offering vertical take-off and landing (VTOL)
capabilities and the ability to travel great distances are crucial
for Urban Air Mobility (UAM) vehicles. These capabilities make
hybrid VTOLs the clear front-runners among UAM platforms.

On the other hand, concerns regarding the safety and
reliability of autonomous aircraft have grown in response to the
recent growth in aerial vehicle usage. As a result, monitoring
the aircraft status to report any failures and recovering to
prevent the loss of control when a failure happens are becoming
increasingly important. Hybrid VTOLs can withstand some de-
gree of actuator failure due to their intrinsic redundancy. Their
aerodynamic performance, design, modeling, and control have
all been addressed in the previous studies. However, research
on their potential fault tolerance is still a less investigated field.

In this workshop, we will present a summary of our work on
aircraft fault detection and the recovery of our hybrid VTOL.
First, we will go over our real-time aircraft-independent system
for detecting actuator failures and abnormal behaviors. Then,
in the context of our custom tiltrotor VTOL aircraft design,
we talk about our optimization-based control allocation system,
which utilizes the vehicle’s configuration redundancy to recover
from different actuation failures. Finally, we explore the ideas
of how these parts can work together to provide a fail-safe
system. We present our simulation and real-life experiments.

I. INTRODUCTION

Fixed-rotor unmanned aerial vehicles (UAVs), such as
multirotors, have vertical take-off and landing (VTOL) ca-
pabilities [1], [2]. However, they are inefficient. On the
other hand, fixed-wings are far more energy-efficient but lack
VTOL capability [3]. Hybrid VTOL UAVs combine VTOL
capabilities with efficient long-range flight and are the clear
front-runners for Urban Air Mobility (UAM).

To securely incorporate UAVs into the airspace for real-
world UAM applications, the aircraft should have a degree
of tolerance to different hardware failures. While the con-
troller is generally designed to be as robust to failures as
possible [4], [5], failures may still happen. Hence, there is
a need to detect and identify the failures and recover from
them.

The majority of the fault detection methods are heavily
model-dependent [7], [8], [9], [10]. On the other hand, signal
processing-based techniques [11], [12], [13] do not require
the aircraft’s model and instead detect the faults by analyzing
the signals from the aircraft.

On the failure recovery side, depending on the configu-
ration of the aircraft, there are a variety of ways to deal
with actuator failures [14], [15], [16]. In the case of hybrid
VTOL UAVs, although there has been a recent increase in
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Fig. 1: Our custom VTOL tiltrotor platform [6].

research [17], [18], [19], [20], [21], [22], fault tolerance has
received only limited attention [23]. These aircraft offer con-
figuration redundancy; however, little investigation has been
done into using this redundancy to recover from actuator
failures.

This workshop summarizes our works on aircraft fault
detection [24], [25] and failure recovery of our hybrid
VTOL design [6]. First, we describe our real-time RLS-
based method for detecting actuator failures and anomalies
in aircraft behavior. Instead of relying on the complete model
of the aircraft, this approach models the connection between
correlated input-output signal pairs and estimates a model
online. The generated model is then used for real-time fault
detection of virtually any aircraft without prior training.
Then, we discuss tolerance to numerous types of actuator
failures in the context of our custom tiltrotor VTOL aircraft
design (Figure 1). The aircraft is more resilient to actuator
failures thanks to our designed dynamic control allocation,
which takes advantage of system redundancy. The aircraft
can thus recover from a collection of actuator failures in
different flight phases by solving a constraint optimization
problem. We present our simulation and real-world experi-
ments performed to validate our methods. Finally, we explore
the idea of how the detection and recovery systems can
create a complete pipeline from detection to identification
and recovery and discuss the possible future directions to
achieve the safety requirement for UAM applications.

II. OUR WORK

In this section, we first briefly describe our fault detection
system, which can be used for almost any aircraft [24].
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Fig. 2: The flowchart of the fault detection method [24].

Then we describe our custom VTOL system and discuss the
fault recovery approach implemented in the context of this
system [6].

The aircraft dynamics are nonlinear and cannot be de-
scribed by a linear model. However, instead of modeling the
whole aircraft dynamics, the purpose of the detection part
is to describe the interaction between two signals. Because
many signal pairs are linearly connected to one another,
we may use a linear model to estimate their connection.
The aircraft dynamics were modeled using an Autoregressive
Exogenous (ARX) Time-Domain Transfer Function model.
Using our model, having past states and the current input is
adequate to estimate the current output.

Assuming a true unknown ARX model for the relationship
of input-output signals, the estimation algorithm aims to
compute a prediction model which converges to the true
model given enough samples. Recursive estimation methods
aim to compute a new model estimate by a simple update
to the current model when a new observation becomes
available.

Our approach [24] uses the Recursive Least Squares (RLS)
method, which is an online optimization method that recur-
sively finds the coefficients to minimize a weighted linear
least-squares cost function related to the input signals [26].
Compared to most other methods, RLS exhibits fast conver-
gence [27]. However, this benefit comes at the cost of higher
computational complexity.

Once the ARX Time-Domain Transfer Function is esti-
mated for the input-output pair, the output is predicted from
the input using this model at each step. The error between
the prediction and the measured output is utilized to update
the model and calculate its Z-score. A high Z-score indicates
a fault in the system. The algorithm can be written in the
form of Fig. 2.

We published our dataset consisting of tens of flights with
various actuator failures on a real aircraft [25]. It has been
used in ours and several other works, including for failure
identification with short identification times [28].

Based on the methods mentioned above, the failure can be
detected and identified in near real-time. Given a correctly
detected and identified failure, the next step is recovery from

Fig. 3: An overview of the VTOL recovery method [6].

the failure.
For our tiltrotor VTOL, we developed an optimization-

based dynamic control allocation method in the PX4 flight
control stack that can respond to the configuration changes
of the vehicle, such as an actuator failure [6]. Our designed
control diagram is shown in Fig. 3.

This control allocation module aims to allocate the desired
control setpoint to the actuators depending on the current
state and aircraft configuration. To execute this allocation,
we define a constrained optimization problem.

We first linearize the vehicle dynamics around the equilib-
rium points. This linearization leads to the control allocation
matrix that maps our actuation change from the equilibrium
points to the resulting forces and moments. To assign certain
actuation for the desired set of forces and moments, the most
straightforward technique is to use the pseudo-inverse of the
control allocation matrix to obtain the least-norm solution.

An issue with the least-norm solution is that it might be
out of actuation limits, which means that the desired values
cannot be allocated to the actuators after trimming. This issue
could cause the vehicle to deviate from the required forces
and moments. Another problem is that consecutive solutions
might be far apart, leading to jittery motor performance. So,
even if the least-norm solution is feasible and within the
range of actuation, it is not usable in practice.

To resolve the issues of the least-norm solution, we utilize
the fact that our system is over-actuated, and there exists a
non-zero null space that could be utilized to adjust the least-
norm solution while still producing the desired set of forces
and torques. We achieve this by combining the null space and
the least-norm solutions. The least-norm solution achieves
the net wrench, whereas the null space solution generates
zero wrenches but remaps the inputs within the actuator lim-
its while minimizing actuation change between consecutive
steps. The final optimization problem is expressed as follows:

min
λ

J(usp) (1)

s.t umin,i ≤ usp,i ≤ umax,i

where usp is the overall control setpoint, J(·) is the objective
function where we try to minimize the actuator change from
the trimmed condition,

J = (usp − usp,trim)
>R(usp − usp,trim) (2)



TABLE I: Actuator failure cases in different flight phases [6].

Flight Phase Failure Description Cause

Multirotor Lock of one tilt in hover Broken servo
Single motor failure in hover Motor flaw/propeller loss

Fix-wing

Single motor failure in cruise Motor flaw/propeller loss
Lock of one elevator in cruise Broken servo
Lock of one aileron in cruise Broken servo

TABLE II: Failure detection statistics [24].

Failure
Type

# of
tests

Flight
Time(s)

Avg.
Detection
Time(s)

Max
Detection
Time(s)

Accuracy
(%)

Engine 7 665 2.28 3.37 100
Rudder 3 171 0.21 0.25 -
Elevator 2 181 0.36 0.36 -
No Failure 5 262 - - -
Total 22 1735 2.02 5.6 86.36

where R is the weight matrix considering the contribu-
tion from different actuators. The inequality constraints of
problem (Eq. 1) ensure that the output is within actuator
limits, where i represents the ith actuator. Simultaneously,
minimizing the cost function ensures that the actuation
change is minimized while the commands are kept near the
equilibrium point.

In the event of an actuation failure, we assume the failure
has been detected and identified. With the knowledge of the
actuation failure, we zero out or delete the corresponding
column, which represents the failed actuator in the control
allocation matrix. This provides the control allocation for the
failure scenario. We subtract that from the desired wrench
since the failed actuator still produces some wrench. The
control allocation problem then becomes similar to that in the
healthy vehicle. The only difference is that the problem di-
mension has been reduced by the number of failed actuators.
Therefore, we formulate a similar constrained optimization
problem for the vehicle with actuation failure.

III. EXPERIMENTS AND RESULTS

A. Failure Detection

Our failure detection system is developed and tested using
C++ and ROS in Ubuntu on Nvidia Jetson TX2 onboard
computer and Ardupilot autopilot is used on Pixhawk flight
control. The flight test platform is a modified Carbon Z T-28,
a fixed-wing UAV with a wingspan of 2 meters and a central
electric engine.

The statistics from 22 flight tests with various types of
failures are presented in Table II. Different performance
metrics are used to evaluate our technique. Out of 22 tests,
we found two False Positive (FP) and two False Negative
(FN) detections, achieving 86.36 percent accuracy, 88.23 per-
cent precision, and 88.23 percent recall (sensitivity) within
the total number of 19 correct sequences. A more detailed
description of the tests and results is available in [24] and our
dataset article [25] explains the assessment measures utilized
for our calculations in further detail.
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Fig. 4: Z-Score vs Roll input for an engine failure flight test
showing the detection of the fault from the sudden increase
in Z-score [24].
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Fig. 5: Actuator commands for a motor failure in hover [6].

Fig. 4 shows how the system detects the engine failure
from a pair of commanded/measured signals (roll error in
this case). After the initial stabilization phase, the Z-score
of the prediction error tends to be significantly less than the
set threshold for the anomaly. However, when the failure
happens, the prediction does not match the measurement
anymore, and the spike in the Z-score indicates that an
anomaly has happened. The figure also shows how the
prediction error variance stabilizes with the stabilization of
the predictor model.

B. Failure Recovery

We model the tiltrotor VTOL in Gazebo based on our
design in [6]. The dynamic control allocation is developed
in PX4 autopilot, which can directly run on real aircraft. The
constrained optimization is solved using Algilib [29], which
is a numerical analysis and data processing library.

1) Motor Failure in Hover: When the vehicle takes off
and hovers before transition, we completely turn down one
of the motors to test this failure. The allocated actuator
command is shown in Fig. 5. When the front-right motor
fails, it is evident that all other effective actuators adjust and
compensate for the thrust reduction. It is worth noting that
the tilt angle associated with the failed motor immediately
drops to zero, which is understandable given that the defec-
tive rotor can no longer create any applicable torques. After
about 10 seconds, the actuator commands converge. After
recovery, the aircraft is still controllable and can follow the
planned waypoints.

We compare our approach to one in which the controller
is unaware of the motor failure. The aircraft attitude and
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Fig. 6: Aircraft attitude and path for a motor failure in
hover [6].

flight path are depicted in Fig. 6 for two scenarios: with
and without being alerted of the system failure. Without the
knowledge of the failure, the system is still attempting to
allocate a control wrench to the failed actuator. The vehicle
instantly enters an extreme turn, eventually loses control, and
crashes.

2) Motor Failure During Cruise Flight: Motor failure
during the cruise flight is shown in Fig. 7. The dynamical
control allocation allows the aircraft to quickly adapt to
the failure and resume normal flight. It is worth noting
that the optimization solution maintains the complete tilts
of all the rotors (all the rotors are facing forward). The
vehicle can recover from the failure by altering the motor
speed and control surfaces. In fact, in high-speed cruise
flight, relying more on motor speed and control surfaces
benefits the aircraft because an abrupt tilt change could
be detrimental to the structure. Compared to the case in
which the system is unaware of the failure, it is evident
that the failure knowledge enables the aircraft to maintain a
straight route, whereas being oblivious to the failure causes
significant path deviation.

3) Other Failures: The list of failures tested with suc-
cessful recovery is shown in Table. I. Tilt angle failure in
the hover phase is simulated by injecting a sudden tilt servo
lock at a fixed position (about 60◦ tilt). Even with a 60◦

tilt angle change, the system can recover quickly after a big
sudden disturbance by dynamically reallocating the rest of
the actuators.

The elevator failure during cruise flight is injected with
the control surface locked at 6◦. In this scenario, the rear
two rotors tilt back, and the front two tilt slightly forward
over 90◦ to compensate for the continual pitch up moment
generated by the locked elevator while maintaining the force
balanced.

Finally, the aileron failure is injected during the cruise
flight. When the aileron is locked at 15◦, the other healthy

Fig. 7: Actuator commands and flight path for a motor failure
during cruise [6].

control surfaces adjust to compensate for the lower roll
control authority in order to sustain cruise flight.

Ref. [6] provides a more detailed description of the failure
recovery experiments and the test results.

IV. CONCLUSIONS AND FUTURE WORK

This workshop provided an overview of our failure de-
tection and recovery progress. We described our method
for real-time fault detection using a recursive least square
algorithm and presented the real-world tests highlighting its
accuracy of over 88 percent. Then, in the context of our
custom tiltrotor VTOL, we explained our optimization-based
control allocation approach for failure recovery. Finally, we
showcased the extensive experimental results that validate
our failure recovery capability under various actuator fail-
ures.

We suggest the following potential future work directions
to move towards safer UAM vehicles:

• Extending the detection system by monitoring multiple
input vs. multiple output signals,

• Using a nonlinear model for failure detection to provide
more precise predictions,

• Performing real flight tests to validate the described
failure recovery approach further,

• Developing a failure identification systems to identify
the type of the detected failure,

• Integrating the developed detection and recovery sys-
tems with an identification system to form a complete
detection, identification, and recovery pipeline.
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