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Privacy-Utility Trade-Off
Hao Zhong and Kaifeng Bu

Abstract—In this paper, we investigate the privacy-utility
trade-off (PUT) problem, which considers the minimal privacy
loss at a fixed expense of utility. Several different kinds of privacy
in the PUT problem are studied, including differential privacy,
approximate differential privacy, maximal information, maximal
leakage, Rényi differential privacy, Sibson mutual information
and mutual information. The average Hamming distance is used
to measure the distortion caused by the privacy mechanism.
We consider two scenarios: global privacy and local privacy.
In the framework of global privacy framework, the privacy-
distortion function is upper-bounded by the privacy loss of a
special mechanism, and lower-bounded by the optimal privacy
loss with any possible prior input distribution. In the framework
of local privacy, we generalize a coloring method for the PUT
problem.

Index Terms—Privacy-utility trade-off, differential privacy,
maximal leakage, Rényi differential privacy, Sibson mutual
information

I. INTRODUCTION

Advance in digital technologies of data-producing and data-
using provides enormous reliable and convenient services in
the era of Big Data. Along with the prosperity, security issues
and challenges result in increasing privacy concerns. Nowa-
days, examples include patient data breach, facial recognition
data abuse, and surveillance measures without consent during
the COVID-19 pandemic.

Traditional semantic security for cryptosystems is not al-
ways achievable due to the auxiliary information available to
adversary. Hence, differential privacy has been introduced by
Dwork et al. [5], [6] to deal with this problem. The origi-
nal differential privacy is a typical divergence-based privacy
since it is exactly the max-divergence between the probability
distributions on neighboring databases.

This new measure requires an upper bound on the worst-
case change, which may take high expense of utility. As
a result, several relaxations of differential privacy have
been studied recently. We categorize these existing measures
into two main classes, divergence-based privacy and mutual
information-based privacy. Besides, 𝛿-approximation can be
used for particular privacy notion to relax the strict relative
shift.

The most generalized divergence-based privacy for now
was given by [20], Rényi differential privacy. This 𝛼-Rényi
divergence-based measure keeps track of the privacy cost and
allows tighter analysis of mechanism composition [13], [21],
[22]. All the divergence-based measures consider the worst-
case guarantee of privacy, and thus they protect the information
of every single individual.
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The mutual information-based privacy concerns the ex-
pected information leakage from the input (plain) database to
the output (synthetic or sanitized) database. A straightforward
measure is based on Shannon’s mutual information which
makes use of related results in information theory [4], [30].
Another measure called max-information was also given by
Dwork et al. [9], which aims at bounding the change in
the conditional probability of events relative to their a pri-
ori probability. Two most common mutual information-based
privacy measures are based on Sibson’s [26] and Arimoto’s
𝛼-mutual information [1], respectively. Plenty of works [10],
[12], [15], [19], [29], [31] based on the 𝛼-mutual information
were published, concerning data processing and mechanism
composition. Notably, the case 𝛼 =∞ leads to a newly defined
privacy definition, maximal leakage, which was first proposed
by Issa et al. [16]. As compared to most of mutual-information
metrics, it is easier to compute and analyze.

In Ref. [7], Dwork et al. defined approximate (𝜖, 𝛿)-
diferential privacy. It is a differential privacy notion with a 𝛿
shift tolerance, which provides more flexibility while design-
ing mechanisms. In another paper by Dwork [9], she unified
this idea with max information. Let 𝑥 and 𝑥 ′ be two adjacent
database, i.e., differing in only one individual. It is worth
noting that for (𝜖, 𝛿)-differential privacy, the mechanism 𝑄

is approximate private if and only if there exists a distribution
which is statistically 𝛿-close to 𝑄(𝑥) and max-divergently
𝜖−close to 𝑄(𝑥 ′) [8].

The main goal is to find a privacy-preserving mechanism
not destroying statistical utility, or to solve the privacy-utility
trade-off (PUT) problem. A rate-distortion theory flavored
PUT problem is to determine the minimal compression during
a valid communication [18]. As an important topic in infor-
mation theory, rate distortion has been studied and applied
in many fields including complexity and learning theory. For
example, the information bottleneck (IB) problem which was
initiated by Tishby [27], has attracted lots of attention as it
provides an explanation of the success of machine learning
[14], [24], [25], [28]. As for PUT problem, global differential
privacy-distortion with average Hamming distance was stud-
ied in [30]; local differential privacy-distortion with average
Hamming distance was studied in [18]; local maximal leakage-
distortion was studied in [23]; Arimoto mutual information-
distortion with hard Hamming distance was studied in [19].

In this paper, we study the the minimal privacy loss with
given Hamming distortion for seven different privacy notions
including differential privacy, approximate differential privacy,
maximal information, maximal leakage, Rényi differential
privacy, Sibson mutual information and mutual information.
Our main contributions in this work are listed as follows:

1) We obtain the lower- and upper-bounds of privacy-
distortions for the privacy notions mentioned above.
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Moreover, for the prior input distribution is unknown,
we obtain the closed-form expression for differential
privacy- and rate-distortion.

2) We generalize the coloring method to solve the PUT
problems for local approximate differential privacy- and
maximal leakage-distortion. The term "local" means the
data server is untrusted and the individual information
is calibrated before uploading.

3) If the input space consisting of samples independently
and identically distributed chosen, we show the analyti-
cal closed form results for differential privacy-, maximal
leakage- and rate-distortion, together with the lower- and
upper-bounds for the rest of privacy-distortions.

The remainder of this paper is organized as follows. In
Section II, we introduce the basics notions and concepts.
In Section III, we investigate the global privacy distortion,
i.e., the privacy-utility trade-off when there is a curator with
access to the plain data. In Section IV, we study the local
privacy distortion and demonstrate our results by two images.
Moreover, we show the privacy-distortion trade-off for parallel
composition. Finally, we conclude in Section V.

II. PRELIMINARIES

Let X be the input data space, which is a finite set. A
randomized mechanism 𝑄 is a conditional distribution 𝑄𝑌 |𝑋
mapping the discrete random variable 𝑋 to an output data
𝑌 ∈ Y. We assume that the data 𝑥 is drawn from some
distribution 𝑃𝑋 with full support on X. For simplicity, we
denote 𝑃𝑋 (𝑖) and 𝑄𝑌 |𝑋 ( 𝑗 |𝑖) as 𝑃𝑖 and 𝑄( 𝑗 |𝑖) for 𝑖 ∈ X and
𝑗 ∈ Y, respectively.

In general, the prior distribution 𝑃𝑋 is unknown. Hence, we
assume it belongs to some set of probability distribution on
X, which is called source set of 𝑃𝑋 and discloses the prior
knowledge about the input distribution. For example, Kalantari
et al. [18] divided the set of source sets into the following three
classes.

Definition 1 ( [18]). A source set P is classified into three
classes as follows:

Class I. Source set P whose convex hull Conv(P) includes
the uniform distribution 𝑃𝑈 .

Class II. Source set P not belonging to Class I, with ordered
probability values. Without loss of generality, 𝑃1 ≥ 𝑃2 ≥ · · · ≥
𝑃 |X | .

Class III. Source set P that cannot be classified as Class I
or Class II.

Note that Class I contains two special cases: (1) it only
contains the uniform distribution and (2) it contains all possi-
ble probability distributions, which means there is no auxiliary
information about input distribution. And Class II contains a
special case that it only contains one non-uniform probability
distribution.

A. Distortion Measure

The input space X can represent attributes for a single
individual or several individuals. A straight way to estimate
the utility of mechanism is to calculate the distortion between

𝑋 and 𝑌 , where smaller distortion corresponds to greater
usefulness. This is because smaller distortion implies one can
gain more information of the original data from the released
one. Let Y be a synthetic database, i.e., it is in the same
universe with X. Then we define the distortion as follows.

E𝑃,𝑄 [𝑑 (𝑋,𝑌 )] =
∑︁
𝑥∈X

∑︁
𝑦∈Y

𝑃𝑋 (𝑥)𝑄𝑌 |𝑋 (𝑦 |𝑥)𝑑 (𝑥, 𝑦), (1)

where 𝑑 (𝑥, 𝑦) is the Hamming distance between 𝑥 and 𝑦, i.e.,
the number of attributes they differ in. Two elements 𝑥 and 𝑥 ′

are called neighbors if 𝑑 (𝑥, 𝑥 ′) = 1. In this paper, we focus on
the accuracy-persevering mechanisms that do not distort the
data above some threshold 𝐷.

Definition 2. A mechanism 𝑄 is (𝑃,𝐷)-valid if the expected
distortion E𝑃,𝑄 [𝑑 (𝑥, 𝑦)] ≤ 𝐷, where E𝑃,𝑄 denotes the average
over the randomness of input and mechanism. Moreover, 𝑄
is (P, 𝐷)-valid if 𝑄 is (𝑃,𝐷)-valid for any 𝑃 ∈ P. The set
of all (𝑃,𝐷)-valid ((P, 𝐷)-valid, respectively) mechanisms is
denoted by Q(𝑃,𝐷) (Q(P, 𝐷), respectively).

Due to the convexity, it is directly to see that Q(P, 𝐷) =
Q(𝐶𝑜𝑛𝑣(P), 𝐷). Hence, without loss of generality, we always
assume that P is convex.

B. Different Notions of Privacy

In this paper, we investigate different notions of privacy,
which we list as follows.

Definition 3. Let 𝑃𝑋 be a distribution with full support on X
and let 𝜖 represent a non-negative real number.

(1) [𝜖-differential privacy, [5], [6]] A mechanism 𝑄 is called
𝜖-differential private if for any 𝑦 ∈ Y, neighboring elements 𝑥
and 𝑥 ′ ∈ X,

𝑄𝑌 |𝑋 (𝑦 |𝑥) ≤ 𝑒𝜖𝑄𝑌 |𝑋 (𝑦 |𝑥 ′).

In this case, we denote the minimal 𝜖 as 𝜖𝐷𝑃 (𝑄) for the
mechanism 𝑄.

(2) [(𝜖, 𝛿)-differential privacy, [8]] Given a positive number
𝛿 < 1, a mechanism 𝑄 is called (𝜖, 𝛿)-differential private if for
any 𝑦 ∈ Y, neighboring elements 𝑥 and 𝑥 ′ ∈ X,

𝑄𝑌 |𝑋 (𝑦 |𝑥) ≤ 𝑒𝜖𝑄𝑌 |𝑋 (𝑦 |𝑥 ′) + 𝛿.

In this case, we denote the minimal 𝜖 as 𝜖𝛿 (𝑄) for the
mechanism 𝑄.

(3) [Maximal information, [9]] A mechanism 𝑄 has maxi-
mal information 𝜖 if for any 𝑦 ∈ Y, 𝑥 ∈ X,

𝑄𝑌 |𝑋 (𝑦 |𝑥) ≤ 𝑒𝜖 E
𝑥∼𝑃𝑋

[𝑄𝑌 |𝑋 (𝑦 |𝑥)] .

In this case, we denote the minimal 𝜖 as 𝜖𝑀𝐼 (𝑄) for the
mechanism 𝑄.

(4) [Maximal leakage, [16]] A mechanism 𝑄 has maximal
leakage 𝜖 if ∑︁

𝑦∈Y
max
𝑥∈X

𝑄𝑌 |𝑋 (𝑦 |𝑥) ≤ 𝑒𝜖 .

In this case, we denote the minimal 𝜖 as 𝜖𝑀𝐿 (𝑄) for the
mechanism 𝑄.
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(5) [Rényi differential privacy, [20]] Given a positive num-
ber 𝛼 > 1, a mechanism 𝑄 is 𝜖-Rényi differential private if for
any neighboring elements 𝑥 and 𝑥 ′ ∈ X, the Rényi divergence

𝐷𝛼
(
𝑄𝑌 |𝑋 (·|𝑥)‖𝑄𝑌 |𝑋 (·|𝑥 ′)

)
≤ 𝜖 .

In this case, we denote the minimal 𝜖 as 𝜖𝛼,𝐷𝑃 (𝑄) for the
mechanism 𝑄.

(6) [𝛼-mutual information privacy, [10], [26], [29]] Given a
positive number 𝛼 > 1, a mechanism 𝑄 has maximal 𝛼-mutual
information 𝜖 if the the Sibson mutual information

𝐼𝛼 (𝑋;𝑄(𝑋)) ≤ 𝜖 .

In this case, we denote the minimal 𝜖 as 𝜖𝛼,𝑀 (𝑄) for the
mechanism 𝑄.

(7) [Mutual information privacy, [4], [30]] A mechanism 𝑄

is called 𝜖-mutual information private if the mutual informa-
tion

𝐼 (𝑋;𝑄(𝑋)) ≤ 𝜖 .

In this case, we denote the minimal 𝜖 as 𝜖𝑀 (𝑄) for the
mechanism 𝑄.

The minimum 𝜖★(𝑄) above is called the privacy loss
of mechanism 𝑄. We now introduce the privacy-distortion
function, which describes the minimal achievable privacy loss
under restricted distortion. It is defined as follows.

Definition 4. Let P be a set with full-support distributions
and 𝐷 a positive number.

𝜖∗★(P, 𝐷) := min
𝑄∈Q(P,𝐷)

𝜖★(𝑄) (2)

is called the corresponding privacy-distortion function for ★
representing the privacy notions aforementioned. The set of
mechanisms achieving the minimum is denoted by Q∗

★(P, 𝐷).
In particular, if P consists of only a single element 𝑃, then
we write them as 𝜖∗★(𝑃,𝐷) and Q∗

★(𝑃,𝐷). Conversely, given
restricted privacy cost 𝜖 ≥ 0, we denote the smallest expected
distortion achievable by

𝐷∗
★(P, 𝜖) := min

𝜖★ (𝑄) ≤𝜖
max
𝑃∈P
E𝑃,𝑄 [𝑑 (𝑥, 𝑦)] . (3)

III. GLOBAL PRIVACY FRAMEWORK

A global privacy framework relies on a data server which
collects all the data directly from individuals and publish them
in a privacy-protected synthetic database (see Fig. 1). The 𝑛-
individual database 𝑥 is drawn from X = {1,2, · · · ,𝑚}𝑛 with
respect to the probability distribution 𝑃 in P where 𝑚 is the
total number of types the individuals belong to. For fixed 𝑥,
all database in X can be divided into 𝑛+1 categories based on
their Hamming distance to 𝑥. Let N𝑙 (𝑥) be the set consisting
of all elements with 𝑙 attributes different from 𝑥 and 0 ≤ 𝑙 ≤
𝑛. Then the size of the set N𝑙 (𝑥) is 𝑁𝑙 :=

(𝑛
𝑙

)
(𝑚 − 1)𝑙 . To

avoid notation representation confusion, 𝜖∗ is used to denote
the privacy-distortion function of global case. Here, we have
the following result which holds for every privacy notions in
Definition 3.

Fig. 1. Global Privacy Framework: the curator collects all the data directly
from individuals and publish them in a privacy-protected synthetic database

Lemma 5. Given a source set P, let 𝐷 be a positive integer
not greater than 𝑛, we have the following properties of
privacy-distortion function:

(1) For any 𝑃 ∈ P, 𝜖∗ (P, 𝐷) ≥ 𝜖∗ (𝑃,𝐷).
(2) Let 𝑄𝑈 be the uniform mechanism, i.e., 𝑄𝑈 (𝑦 |𝑥) = 1

𝑚𝑛

for any 𝑥, 𝑦 ∈ X. Then for 𝑛(𝑚−1)
𝑚

≤ 𝐷 ≤ 1, 𝜖∗ (P, 𝐷) =

𝜖∗ (𝑄𝑈 ) = 0.
(3) Let 𝑄𝐷 be the mechanism given by Wang et al. [30],

defined as

𝑄𝐷 (𝑦 |𝑥) =
(
1− 𝐷

𝑛

)𝑛 (
(𝑚−1) (𝑛−𝐷)

𝐷

)−𝑑 (𝑥,𝑦)
,

then 𝜖∗ (P, 𝐷) ≤ 𝜖 (𝑄𝐷).

Proof of Lemma 5. By Definition 4, for any mechanism 𝑄 ∈
Q∗ (P, 𝐷), 𝑄 is (P, 𝐷)-valid. Thus, 𝑄 is (𝑃,𝐷)-valid for any
𝑃 ∈ P. Hence, 𝜖∗ (𝑄) = 𝜖∗ (P, 𝐷) ≥ 𝜖∗ (𝑃,𝐷).

Conversely, for any (P, 𝐷)-valid mechanism 𝑄, the defini-
tion of privacy distortion function implies 𝜖∗ (P, 𝐷) ≤ 𝜖∗ (𝑄).
Besides, it is easy to verify that 𝑄𝑈 is (P, 𝐷)-valid for
𝑛(𝑚−1)
𝑚

≤ 𝐷 ≤ 1 and 𝑄𝐷 is (P, 𝐷)-valid for 0 < 𝐷 ≤ 1. This
completes the proof. �

Theorem 6. Let P be a source set such that each proba-
bility distribution in P has full support and let \∗ := 𝑚𝑛 ·
max𝑃∈P min𝑥∈X 𝑃(𝑥). Then we have the following results on
the privacy-distortion function with respect to the privacy
notions in Definition 3.

(1) (Differential privacy)

max
{
0, log(𝑚−1) \

∗𝑛−𝐷
𝐷

}
≤ 𝜖∗𝐷𝑃 (P, 𝐷)

≤ max
{
0, log

(𝑚−1) (𝑛−𝐷)
𝐷

}
.

(2) (Approximate differential privacy)

max
{
0, log(𝑚−1) \

∗𝑛(1− 𝛿𝑚𝑛−1) −𝐷
𝐷

}
≤ 𝜖∗𝛿 (P, 𝐷)

≤ max
{
0, log(𝑚−1) 𝑛−𝐷

𝐷
(1− 𝛿(1− 𝐷

𝑛
)−𝑛)

}
.

(3) (Maximal information)

max
{
0, log𝑚(1− 𝐷

\∗𝑛
)
}
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≤ 𝜖∗𝑀𝐼 (P, 𝐷)

≤ max

{
0,− log min

𝑃𝑋 ∈P,𝑦∈Y

𝑚∑︁
𝑙=0

(
(𝑚−1) 𝑛−𝐷

𝐷

)−𝑙
𝑃𝑋 (N𝑙 (𝑦))

}
.

(4) (Maximal leakage)

max
{
0, log𝑚(1− 𝐷

\∗𝑛
)
}

≤ 𝜖∗𝑀𝐿 (P, 𝐷)

≤ max
{
0, 𝑛 log𝑚

(
1− 𝐷

𝑛

)}
(5) (Rényi differential privacy)

max
{
0, log

(𝑚−1) (𝑛−𝐷/\∗)𝛼/(𝛼−1)

𝐷/\∗ − 1
𝛼−1

log𝑛𝑚𝑛−1
}

≤ 𝜖∗𝛼,𝐷𝑃 (P, 𝐷)

≤ max
{
0,

1
𝛼−1

log
𝐷

𝑛(𝑚−1)

(
𝑚−2+(

(𝑛−𝐷) (𝑚−1)
𝐷

)𝛼
+

(
(𝑛−𝐷) (𝑚−1)

𝐷

)1−𝛼 )}
.

(6) (Sibson mutual information)

max

{
0,
𝛼−𝑛
𝛼−1

log𝑚 + 𝛼

𝛼−1
log

1−𝐷/𝑛
1
2 (1− \∗) (𝑛+1)𝑚 + \∗

}
≤ 𝜖∗𝛼,𝑀 (P, 𝐷)

≤ max
{
0, 𝑛 log𝑚((𝑛−𝐷)𝛼 +𝐷𝛼 (𝑚−1)1−𝛼)1/(𝛼−1)

− 𝛼

𝛼−1
𝑛 log𝑛

}
.

(7) (Mutual information)

max
{
0, \∗𝑛 log[−

1
𝑛 (1− 𝐷

𝑛\∗
)

+\∗𝐷 log
(

𝐷

(𝑚−1) (𝑛\∗−𝐷)

) }
≤ 𝜖∗𝑀 (P, 𝐷)

≤ max
{
0, 𝑛 log𝑚(1− 𝐷

𝑛
) +𝐷 log

(
𝐷

(𝑚−1) (𝑛−𝐷)

)}
where [ = max𝑥∈X 𝑃′(𝑥) and 𝑃′ = argmax𝑃∈P min𝑥∈X 𝑃(𝑥).

In particular, 𝜖∗ (P, 𝐷) = 0 if 𝑛(1− 1/𝑚) ≤ 𝐷 ≤ 1 for all
notions aforementioned.

Proof of Theorem 6. Based on Lemma 5, we have already
known 𝑄𝑈 is (P, 𝐷)-valid for 𝑛(𝑚−1)

𝑚
≤ 𝐷 ≤ 1. Thus

𝜖∗ (P, 𝐷) = 0 if 𝑛(𝑚−1)
𝑚

≤ 𝐷 ≤ 1 for all notions aforementioned.
Otherwise, for 0 < 𝐷 <

𝑛(𝑚−1)
𝑚

we consider the upper- and
lower-bounds, respectively.

(1) First, let us consider the upper bound on the privacy-
distortion functions. By Lemma 5, 𝜖∗ (P, 𝐷) is upper-bounded
by 𝜖∗ (𝑄𝐷). Hence, it suffices to calculate or upper-bound
𝜖∗ (𝑄𝐷). For simplicity, we denote (𝑚−1) (𝑛−𝐷)

𝐷
and

(
1− 𝐷

𝑛

)𝑛
by 𝐴 and 𝐵, respectively. Note that if 0 < 𝐷 < 𝑛(𝑚 − 1)/𝑚
then 𝑚−𝑛 < 𝐵 < 1 < 𝐴. Let us start with 𝛼-type notions, i.e.,
𝜖𝛼,𝐷𝑃 (P, 𝐷) and 𝜖𝛼,𝑀 (P, 𝐷).

1.1) For 𝜖𝛼,𝐷𝑃 (P, 𝐷), we have

𝜖𝛼,𝐷𝑃 (𝑄𝐷) = max
𝑑 (𝑥,𝑥′)=1

1
𝛼−1

log
∑︁
𝑦

𝑄𝛼𝐷 (𝑦 |𝑥)𝑄1−𝛼 (𝑦 |𝑥 ′)

= max
𝑑 (𝑥,𝑥′)=1

1
𝛼−1

log
( ∑︁
𝑑 (𝑥,𝑦)=𝑑 (𝑥′,𝑦)

𝐴−𝑑 (𝑥,𝑦)𝐵

+
∑︁

𝑑 (𝑥,𝑦)=𝑑 (𝑥′,𝑦)+1
𝐴−𝑑 (𝑥,𝑦)𝐵 · 𝐴1−𝛼

+
∑︁

𝑑 (𝑥,𝑦)=𝑑 (𝑥′,𝑦)−1
𝐴−𝑑 (𝑥,𝑦)𝐵 · 𝐴𝛼−1

)
= max
𝑑 (𝑥,𝑥′)=1

1
𝛼−1

log( 𝑛∑︁
𝑙=1

(𝑚−2)
(
𝑚−1
𝑙 −1

)
(𝑚−1)𝑙−1𝐴−𝑙𝐵

+
𝑛∑︁
𝑙=1

(
𝑚−1
𝑙 −1

)
(𝑚−1)𝑙−1𝐴−𝑙𝐵 · 𝐴1−𝛼

+
𝑛−1∑︁
𝑙=0

𝐴−𝑙𝐵 · 𝐴𝛼−1
)

= max
𝑑 (𝑥,𝑥′)=1

1
𝛼−1

log
𝑛−1∑︁
𝑙=0

(𝑚−1)𝑙𝐴−𝑙
(
(𝑚−2)𝐴−1𝐵

+𝐴−𝛼𝐵+ 𝐴𝛼−1𝐵
)

=
1

𝛼−1
log

𝐵

𝐴

(
(𝑚−2) + 𝐴1−𝛼 + 𝐴𝛼

)
(1+ (𝑚−1)𝐴−1)𝑛−1

=
1

𝛼−1
log

𝐷

𝑛(𝑚−1)

(
𝑚−2+

(
(𝑛−𝐷) (𝑚−1)

𝐷

)𝛼
+
(
(𝑛−𝐷) (𝑚−1)

𝐷

)1−𝛼 )
.

1.2) For 𝜖𝛼,𝑀 (P, 𝐷), by the definition of Sibson 𝛼-mutual
information, we have

𝜖𝛼,𝑀 (𝑄𝐷) = max
𝑃∈P

𝛼

𝛼−1
log

∑︁
𝑦

(∑︁
𝑥

𝑃(𝑥)𝑄𝛼 (𝑦 |𝑥)
) 1

𝛼

=
𝛼

𝛼−1
log𝐵+ 𝛼

𝛼−1
logmax

𝑃∈P

∑︁
𝑦

(∑︁
𝑥

𝑃(𝑥)𝐴−𝛼(𝑑 (𝑥,𝑦))

) 1
𝛼

.(4)

We now show that if P contains the uniform distribution
𝑃𝑈 , then 𝜖𝛼,𝑀 (𝑄𝐷) obtains the maximal value at 𝑃 = 𝑃𝑈 .
Otherwise, 𝜖𝛼,𝑀 (𝑄𝐷) is upper-bounded by

𝛼

𝛼−1
log𝐵+ 𝛼

𝛼−1
log

∑︁
𝑦

(∑︁
𝑥

𝑃𝑈 (𝑥)𝐴−𝛼(𝑑 (𝑥,𝑦))

) 1
𝛼

.

To prove this claim, let us consider the following optimization
problem.

min
𝑃

−
∑︁
𝑦

(∑︁
𝑥

𝑃(𝑥)𝐴−𝛼(𝑑 (𝑥,𝑦))

) 1
𝛼

subject to (5)
(𝑐1) 𝑃(𝑥) ≥ 0,
(𝑐2)

∑︁
𝑥

𝑃(𝑥) = 1.

It is obvious that the feasible region of (5) consists of
all the probability distributions. By the convexity of Sibson
mutual information (see Lemma 21 in Appendix A), this
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optimization problem is convex. To find the optimal value,
we utilize the Karush-Kuhn-Tucker (KKT) conditions [2]. The
KKT conditions for convex problem (5) are as follows.

a) For 𝑥 ∈ X,

∇𝑃 (𝑥)𝐿 (𝑃(𝑥),_,𝛼𝑥)

= _−
∑︁
𝑦

1
𝛼

(∑︁
𝑥

𝑃(𝑥)𝐴−𝛼𝑑 (𝑥,𝑦)

) 1−𝛼
𝛼

+𝛼𝑥

= 0

where 𝐿 (𝑃(𝑥),_,𝛼𝑥) is the Lagrangian defined as follows.

𝐿 (𝑃(𝑥),_,𝛼𝑥) = −∑
𝑦

(∑
𝑥 𝑃(𝑥)𝐴−𝛼(𝑑 (𝑥,𝑦)) ) 1

𝛼

+_ (∑𝑥 𝑃(𝑥) −1) −∑
𝑥 𝛼𝑥𝑃(𝑥).

b)
∑
𝑥 𝑃(𝑥) = 1

c) 𝛼𝑥𝑃(𝑥) = 0, 𝛼𝑥 ≥ 0, 𝑃(𝑥) ≥ 0.
It is easy to verify that

(𝑃 = 𝑃𝑈 , _ =
1
𝛼
𝑚

𝑛(𝛼−1)
𝛼 (1+ (𝑚−1)𝐴−𝛼)

𝑛
𝛼 , 𝛼𝑥 = 0)

satisfies the above KKT conditions. Note that feasible solution
of KKT conditions is also optimal for convex problem [2].
Thus

𝜖𝛼,𝑀 (𝑄𝐷)

≤ 𝛼

𝛼−1
log𝐵+ 𝛼

𝛼−1
log

∑︁
𝑦

(∑︁
𝑥

𝑃𝑈 (𝑥)𝐴−𝛼(𝑑 (𝑥,𝑦))

) 1
𝛼

= 𝑛 log𝑚((𝑛−𝐷)𝛼 +𝐷𝛼 (𝑚−1)1−𝛼)1/(𝛼−1) − 𝛼

𝛼−1
𝑛 log𝑛.

1.3) For 𝜖𝐷𝑃 , let 𝑐1 =
𝐷
𝑚−1 and 𝑐2 = 𝑛−𝐷, then 0 < 𝑐1 <

𝑛/𝑚 < 𝑐2 < 𝑛 and we have

𝜖𝐷𝑃 (𝑄𝐷) = lim
𝛼→∞

𝜖𝛼,𝐷𝑃 (𝑄𝐷)

= lim
𝛼→∞

𝑐1

(
𝑐2
𝑐1

)𝛼
log 𝑐2

𝑐1
+ 𝑐2

(
𝑐1
𝑐2

)𝛼
log 𝑐1

𝑐2

𝑚−2
𝑚−1𝐷 + 𝑐1

(
𝑐2
𝑐1

)𝛼
+ 𝑐2

(
𝑐1
𝑐2

)𝛼
= lim
𝛼→∞

𝑐1

(
𝑐2
𝑐1

)𝛼
log 𝑐2

𝑐1

𝑚−2
𝑚−1𝐷 + 𝑐1

(
𝑐2
𝑐1

)𝛼
= log

𝑐2
𝑐1

= log
(𝑚−1) (𝑛−𝐷)

𝐷
.

1.4) For 𝜖𝑀𝐿 (𝑄𝐷), by the relation between Sibson mutual
information and maximal leakage (see Lemma 20 in Appendix
A), we have

𝜖𝑀𝐿 (𝑄𝐷) = lim
𝛼→∞

𝜖𝛼,𝑀 (𝑄𝐷)

≤ 𝑛 log𝑚 +𝑛 lim
𝛼→∞

𝑛

𝛼−1
log

(( 𝑐2
𝑛

)𝛼
+ (𝑚−1)

( 𝑐1
𝑛

)𝛼)
= 𝑛 log𝑚 +𝑛

𝑐𝛼2 log(𝑐2/𝑛) + (𝑚−1)𝑐𝛼1 log(𝑐1/𝑛)
𝑐𝛼2 + (𝑚−1)𝑐𝛼1

= 𝑛 log𝑚(𝑐2/𝑛) = 𝑛 log𝑚(1− 𝐷
𝑛
).

1.5) For 𝜖𝑀 (𝑄𝐷), by the relation between Sibson mutual
information and mutual information (see Lemma 20 in Ap-
pendix A), we have

𝜖𝑀 (𝑄𝐷) = lim
𝛼→1

𝜖𝛼,𝑀 (𝑄𝐷)

≤ 𝑛 log𝑚 +𝑛 lim
𝛼→1

𝑛

𝛼−1
log

(( 𝑐2
𝑛

)𝛼
+ (𝑚−1)

( 𝑐1
𝑛

)𝛼)
= 𝑛 log𝑚 +𝑛

𝑐𝛼2 log(𝑐2/𝑛) + (𝑚−1)𝑐𝛼1 log(𝑐1/𝑛)
𝑐𝛼2 + (𝑚−1)𝑐𝛼1

= 𝑛 log𝑚 +𝑛 𝑐2 log(𝑐2/𝑛) + (𝑚−1)𝑐1 log(𝑐1/𝑛)
𝑐2 + (𝑚−1)𝑐1

= 𝑛 log𝑚(1− 𝐷
𝑛
) +𝐷 log

𝐷

(𝑚−1) (𝑛−𝐷) .

1.6) For 𝜖𝛿 (𝑄𝐷), by Definition 3,

𝜖𝛿 (𝑄𝐷) = max
{
0, max
𝑦∈Y,𝑑 (𝑥,𝑥′)=1

log
𝑄𝐷 (𝑦 |𝑥) − 𝛿
𝑄𝐷 (𝑦 |𝑥 ′)

}
.

Note that |𝑑 (𝑥, 𝑦) − 𝑑 (𝑥 ′, 𝑦) | ≤ 𝑑 (𝑥, 𝑥 ′). Hence,

𝜖𝛿 (𝑄𝐷) = max
{
0, log(𝑚−1) 𝑛−𝐷

𝐷
(1− 𝛿

(
1− 𝐷

𝑛

)−𝑛
)
}
.

1.7) For 𝜖𝑀𝐼 (𝑄𝐷), by Definition 3,

𝜖𝑀𝐼 (𝑄) = max
𝑃∈P,𝑥∈X,𝑦∈Y

log
𝑄𝐷 (𝑦 |𝑥)∑

𝑥∈X 𝑃𝑋 (𝑥)𝑄𝐷 (𝑦 |𝑥)

= − log min
𝑃𝑋 ∈P,𝑦∈Y

𝑚∑︁
𝑙=0

(
(𝑚−1) 𝑛−𝐷

𝐷

)−𝑙
𝑃𝑋 (N𝑙 (𝑦)).

(2) Second, let us consider the lower bounds on the privacy-
distortion functions. For any mechanism 𝑄 in Q(P, 𝐷), it is
(𝑃,𝐷)-valid for any 𝑃 ∈ P. Thus, for

𝑃′ = argmax
𝑃∈P

min
𝑥∈X

𝑃(𝑥) and \∗ = 𝑚𝑛 ·max
𝑃∈P

min
𝑥∈X

𝑃(𝑥),

∑︁
𝑥,𝑦

𝑚−𝑛\∗𝑄(𝑦 |𝑥)𝑑 (𝑥, 𝑦)

≤
∑︁
𝑥,𝑦

𝑃′(𝑥)𝑄(𝑦 |𝑥)𝑑 (𝑥, 𝑦)

= E𝑃′,𝑄 [𝑑 (𝑋,𝑌 )] ≤ 𝐷.

Therefore, we have∑︁
𝑥,𝑦

𝑄(𝑦 |𝑥)𝑑 (𝑥, 𝑦) ≤ 𝐷𝑚𝑛

\∗
. (6)

We complete the proof by contradiction.
2.1) For 𝜖𝛿 , assume there exists a 𝑄 ∈ Q(P, 𝐷) such that

𝜖𝛿 (𝑄) < 𝜖 := log(𝑚 − 1) \
∗𝑛(1−𝑚𝑛−1 𝛿)−𝐷

𝐷
. Given an arbitrary

vector 𝑦 ∈ X, we can always find 𝑥 ∈ N𝑙−1 (𝑦) and 𝑥 ′ ∈ N𝑙 (𝑦)
for any positive integer 𝑙 no larger than 𝑛. Since 𝑥 and 𝑥 ′ are
neighboring, we have

𝑄(𝑦 |𝑥) < 𝑒𝜖𝑄(𝑦 |𝑥 ′) + 𝛿
⇒ (𝑛− 𝑙 +1) (𝑚−1)𝑄(𝑦 |𝑥)

< 𝑒𝜖
∑︁

𝑥′∈N1 (𝑥)
⋂N𝑙 (𝑦)

𝑄(𝑦 |𝑥 ′) + 𝛿(𝑛− 𝑙 +1) (𝑚−1)

⇒ (𝑛− 𝑙 +1) (𝑚−1)
∑︁

𝑥∈N𝑙−1 (𝑦)
𝑄(𝑦 |𝑥)
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< 𝑒𝜖
∑︁

𝑥∈N𝑙−1 (𝑦)

∑︁
𝑥′∈N1 (𝑥)

⋂N𝑙 (𝑦)
𝑄(𝑦 |𝑥 ′) + 𝑙𝑁𝑙𝛿

⇒ (𝑛− 𝑙 +1) (𝑚−1)
∑︁

𝑥∈N𝑙−1 (𝑦)
𝑄(𝑦 |𝑥)

< 𝑒𝜖 𝑙
∑︁

𝑥∈N𝑙 (𝑦)
𝑄(𝑦 |𝑥) + 𝑙𝑁𝑙𝛿

⇒ 𝑛(𝑚−1)
∑︁

𝑥∈N𝑙−1 (𝑦)
𝑄(𝑦 |𝑥)

< 𝑒𝜖 𝑙
∑︁

𝑥∈N𝑙 (𝑦)
𝑄(𝑦 |𝑥)

+(𝑚−1) (𝑙 −1)
∑︁

𝑥∈N𝑙−1 (𝑦)
𝑄(𝑦 |𝑥) + 𝑙𝑁𝑙𝛿

⇒ 𝑛(𝑚−1)
𝑛∑︁
𝑙=1

∑︁
𝑥∈N𝑙−1 (𝑦)

𝑄(𝑦 |𝑥)

< 𝑒𝜖
𝑛∑︁
𝑙=1
𝑙

∑︁
𝑥∈N𝑙 (𝑦)

𝑄(𝑦 |𝑥)

+(𝑚−1)
𝑛∑︁
𝑙=1

(𝑙 −1)
∑︁

𝑥∈N𝑙−1 (𝑦)
𝑄(𝑦 |𝑥) +𝑛(𝑚−1)𝑚𝑛−1𝛿

⇒ 𝑛(𝑚−1)
∑︁
𝑥

𝑄(𝑦 |𝑥)

< (𝑒𝜖 + (𝑚−1))
∑︁
𝑥

𝑄(𝑦 |𝑥)𝑑 (𝑥, 𝑦) +𝑛(𝑚−1)𝑚𝑛−1𝛿

⇒ 𝑛(𝑚−1)𝑚𝑛

< (𝑒𝜖 + (𝑚−1))
∑︁
𝑥,𝑦

𝑄(𝑦 |𝑥)𝑑 (𝑥, 𝑦) +𝑛(𝑚−1)𝑚2𝑛−1𝛿

⇒
∑︁
𝑥,𝑦

𝑄(𝑦 |𝑥)𝑑 (𝑥, 𝑦) > 𝑛(𝑚−1)𝑚𝑛 (1−𝑚𝑛−1𝛿)
𝑒𝜖 + (𝑚−1) =

𝐷𝑚𝑛

\∗
.

Contradiction! Thus 𝜖∗
𝛿
(P, 𝐷) ≥ log(𝑚−1) \

∗𝑛(1−𝑚𝑛−1 𝛿)−𝐷
𝐷

.

2.2) The 𝜖-DP can be regarded as (𝜖,0)-DP. Thus, for 𝜖𝐷𝑃 ,
we have 𝜖∗

𝐷𝑃
(P, 𝐷) ≥ log (𝑚−1) (\∗𝑛−𝐷)

𝐷
.

2.3) For 𝜖𝑀𝐼 , assume there exists a 𝑄 ∈ Q(P, 𝐷) such that
𝜖𝑀𝐼 (𝑄) < 𝜖 := log𝑚(1− 𝐷

\∗𝑛 ), then for any 𝑥, 𝑦 ∈ X and 𝑃 ∈ P,

𝑄(𝑦 |𝑥) < 𝑒𝜖
∑︁
𝑧

𝑃(𝑧)𝑄(𝑦 |𝑧)

⇒
∑︁

𝑥∈N𝑙 (𝑦)
𝑄(𝑦 |𝑥) < 𝑒𝜖 𝑁𝑙

∑︁
𝑧

𝑃(𝑧)𝑄(𝑦 |𝑧)

⇒
∑︁
𝑦

∑︁
𝑥∈N𝑙 (𝑦)

𝑄(𝑦 |𝑥) < 𝑒𝜖 𝑁𝑙
∑︁
𝑦,𝑧

𝑃(𝑧)𝑄(𝑦 |𝑧)

⇒
∑︁
𝑦

∑︁
𝑥∈N𝑙 (𝑦)

𝑄(𝑦 |𝑥) < 𝑒𝜖 𝑁𝑙

⇒
𝑛∑︁
𝑙=0

(𝑛− 𝑙)
∑︁
𝑦

∑︁
𝑥∈N𝑙 (𝑦)

𝑄(𝑦 |𝑥) < 𝑒𝜖
𝑛∑︁
𝑙=0

(𝑛− 𝑙)𝑁𝑙

⇒ 𝑛𝑚𝑛 −
∑︁
𝑥,𝑦

𝑄(𝑦 |𝑥)𝑑 (𝑥, 𝑦) < 𝑒𝜖 𝑛𝑚𝑛 − 𝑒𝜖 𝑛𝑚𝑛 (1− 1
𝑚
)

⇒
∑︁
𝑥,𝑦

𝑄(𝑦 |𝑥)𝑑 (𝑥, 𝑦) > 𝑛𝑚𝑛 (1− 𝑒
𝜖

𝑚
) = 𝐷𝑚𝑛

\∗
.

Contradiction! Thus 𝜖∗
𝑀𝐼

(P, 𝐷) ≥ log𝑚(1− 𝐷
\∗𝑛 ).

2.4) For 𝜖𝑀𝐿 , assume there exists a 𝑄 ∈ Q(P, 𝐷) such that
𝜖𝑀𝐿 (𝑄) < 𝜖 := log𝑚(1− 𝐷

𝑛\∗ ), then∑︁
𝑦

max
𝑥
𝑄(𝑦 |𝑥) < 𝑒𝜖

⇒
∑︁
𝑦

max
𝑥∈N𝑙 (𝑦)

𝑄(𝑦 |𝑥) < 𝑒𝜖 for 0 ≤ 𝑙 ≤ 𝑛

⇒
∑︁
𝑥,𝑦

𝑄(𝑦 |𝑥)𝑑 (𝑥, 𝑦) > 𝑛𝑚𝑛 (1− 𝑒
𝜖

𝑚
) = 𝐷𝑚𝑛

\∗
.

Contradiction! Thus 𝜖∗
𝑀𝐿

(P, 𝐷) ≥ log𝑚(1− 𝐷
𝑛\∗ ).

2.5) For 𝜖𝛼,𝐷𝑃 , assume there exists a 𝑄 ∈ Q(P, 𝐷) such

that 𝜖𝛼,𝐷𝑃 (𝑄) < 𝜖 := log (𝑚−1) (𝑛−𝐷/\∗)
𝛼

𝛼−1
𝐷/\∗ − 1

𝛼−1 log𝑛𝑚𝑛−1.
For any vector 𝑦 ∈ X, we can always find 𝑥 ∈ N𝑙−1 (𝑦) and
𝑥 ′ ∈ N𝑙 (𝑦) for any positive integer 𝑙 no larger than 𝑛. Since 𝑥
and 𝑥 ′ are two neighbors, then by the probability preservation
property of Rényi divergence (see Lemma 22 in Appendix A),
we have

𝑄(𝑦 |𝑥) < (𝑒𝜖𝑄(𝑦 |𝑥 ′))
𝛼−1
𝛼

⇒ (𝑛− 𝑙 +1) (𝑚−1)𝑄(𝑦 |𝑥)
<

∑︁
𝑥′∈N1 (𝑥)

⋂N𝑙 (𝑦)
(𝑒𝜖𝑄(𝑦 |𝑥 ′))

𝛼−1
𝛼

⇒ (𝑛− 𝑙 +1) (𝑚−1)
∑︁

𝑥∈N𝑙−1 (𝑦)
𝑄(𝑦 |𝑥)

< 𝑙
∑︁

𝑥∈N𝑙 (𝑦)
(𝑒𝜖𝑄(𝑦 |𝑥))

𝛼−1
𝛼

⇒ 𝑛(𝑚−1)
∑︁

𝑥∈N𝑙−1 (𝑦)
𝑄(𝑦 |𝑥)

< 𝑙
∑︁

𝑥∈N𝑙 (𝑦)
(𝑒𝜖𝑄(𝑦 |𝑥))

𝛼−1
𝛼

+(𝑚−1) (𝑙 −1)
∑︁

𝑥∈N𝑙−1 (𝑦)
𝑄(𝑦 |𝑥)

⇒ 𝑛(𝑚−1)
𝑛∑︁
𝑙=1

∑︁
𝑥∈N𝑙−1 (𝑦)

𝑄(𝑦 |𝑥)

<

𝑛∑︁
𝑙=1
𝑙

∑︁
𝑥∈N𝑙 (𝑦)

(𝑒𝜖𝑄(𝑦 |𝑥))
𝛼−1
𝛼

+(𝑚−1)
𝑛∑︁
𝑙=1

(𝑙 −1)
∑︁

𝑥∈N𝑙−1 (𝑦)
𝑄(𝑦 |𝑥)

⇒ 𝑛(𝑚−1)
∑︁
𝑥

𝑄(𝑦 |𝑥)

<
∑︁
𝑥

(𝑒𝜖𝑄(𝑦 |𝑥))
𝛼−1
𝛼 𝑑 (𝑥, 𝑦)

+(𝑚−1)
∑︁
𝑥

𝑄(𝑦 |𝑥)𝑑 (𝑥, 𝑦)

⇒ 𝑛(𝑚−1)𝑚𝑛

<
∑︁
𝑥,𝑦

(𝑒𝜖𝑄(𝑦 |𝑥))
𝛼−1
𝛼 𝑑 (𝑥, 𝑦)

+(𝑚−1)
∑︁
𝑥,𝑦

𝑄(𝑦 |𝑥)𝑑 (𝑥, 𝑦).
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By Hölder inequality,

𝑛(𝑚−1)𝑚𝑛 <
(
𝑒𝜖

∑︁
𝑥,𝑦

𝑄(𝑦 |𝑥)𝑑 (𝑥, 𝑦)
) 𝛼−1

𝛼
(∑︁
𝑥,𝑦

𝑑 (𝑥, 𝑦)
) 1

𝛼

+(𝑚−1)
∑︁
𝑥,𝑦

𝑄(𝑦 |𝑥)𝑑 (𝑥, 𝑦)

=

(
𝑛(𝑚−1)𝑚2𝑛−1

) 1
𝛼

(
𝑒𝜖

∑︁
𝑥,𝑦

𝑄(𝑦 |𝑥)𝑑 (𝑥, 𝑦)
) 𝛼−1

𝛼

+(𝑚−1)
∑︁
𝑥,𝑦

𝑄(𝑦 |𝑥)𝑑 (𝑥, 𝑦).

However, the inequality (6) implies that(
𝑛(𝑚−1)𝑚2𝑛−1

) 1
𝛼

(
𝑒𝜖

∑︁
𝑥,𝑦

𝑄(𝑦 |𝑥)𝑑 (𝑥, 𝑦)
) 𝛼−1

𝛼

+(𝑚−1)
∑︁
𝑥,𝑦

𝑄(𝑦 |𝑥)𝑑 (𝑥, 𝑦)

≤
(
𝑛(𝑚−1)𝑚2𝑛−1

) 1
𝛼

(
𝑒𝜖𝐷𝑚𝑛

\∗

) 𝛼−1
𝛼

+ (𝑚−1)𝐷𝑚
𝑛

\∗

= 𝑛(𝑚−1)𝑚𝑛.
Contradiction! Thus

𝜖∗𝛼,𝐷𝑃 (P, 𝐷) ≥ log
(𝑚−1) (𝑛−𝐷) 𝛼

𝛼−1

𝐷
− 1
𝛼−1

log𝑛𝑚𝑛−1.

2.6) For 𝜖𝛼,𝑀 , assume there exists a 𝑄 ∈ Q(P, 𝐷) such that
𝜖𝛼,𝑀 (𝑄) < 𝜖 := 𝛼−𝑛

𝛼−1 log𝑚 + 𝛼
𝛼−1 log 1−𝐷/𝑛

1
2 (1−\∗) (𝑛+1)𝑚+\∗ . By the

probability preservation property of Sibson mutual information
(for fixed 𝑥 ∈ X, take 𝐸 (𝑙) = {(𝑥, 𝑦) |𝑑 (𝑥, 𝑦) = 𝑙} into Lemma
23 in Appendix A), we have for any 𝑃 ∈ P,∑︁

𝑑 (𝑥,𝑦)=𝑙
𝑃(𝑥)𝑄(𝑦 |𝑥)

≤ max
𝑦

(
𝑃(N𝑙 (𝑦))𝑒𝐼𝛼 (𝑋 ;𝑄 (𝑋 ))

) 𝛼−1
𝛼

< max
𝑦

(𝑃(N𝑙 (𝑦))𝑒𝜖 )
𝛼−1
𝛼

≤
(
𝑒𝜖

(
1− \

∗ (𝑚𝑛 −𝑁𝑙)
𝑚𝑛

)) 𝛼−1
𝛼

.

Thus,
𝑛∑︁
𝑙=0

(𝑛− 𝑙)
∑︁

𝑑 (𝑥,𝑦)=𝑙
𝑃(𝑥)𝑄(𝑦 |𝑥)

<

(
𝑒𝜖

𝑚𝑛

) 𝛼−1
𝛼

𝑛∑︁
𝑙=0

(𝑛− 𝑙) ((1− \∗)𝑚𝑛 + \∗𝑁𝑙)
𝛼−1
𝛼

⇒ 𝑛−
∑︁
𝑥,𝑦

𝑃(𝑥)𝑄(𝑦 |𝑥)𝑑 (𝑥, 𝑦)

<

(
𝑒𝜖

𝑚𝑛

) 𝛼−1
𝛼

(
(1− \∗)𝑚𝑛

(
𝑛+1

2

)
+ \∗𝑛𝑚𝑛−1

)
⇒

∑︁
𝑥,𝑦

𝑃(𝑥)𝑄(𝑦 |𝑥)𝑑 (𝑥, 𝑦) > 𝐷.

Contradiction! Thus

𝜖∗𝛼,𝑀 (P, 𝐷) ≥ 𝛼−𝑛
𝛼−1

log𝑚 + 𝛼

𝛼−1
log

1−𝐷/𝑛
1
2 (1− \∗) (𝑛+1)𝑚 + \∗

.

2.7) We restrict the input distribution to

𝑃′ = argmax
𝑃∈P

min
𝑥∈X

𝑃(𝑥).

By Lemma 5, 𝜖∗ (P, 𝐷) ≥ 𝜖∗ (𝑃′, 𝐷). To evaluate 𝜖∗ (𝑃′, 𝐷), let
us consider the following convex optimization problem.

min
𝑄 (𝑦 |𝑥)

∑︁
𝑥,𝑦

𝑃′(𝑥)𝑄(𝑦 |𝑥) log
𝑄(𝑦 |𝑥)∑

𝑥 𝑃𝑈 (𝑥)𝑄(𝑦 |𝑥)
subject to (7)

(𝑐1)
∑︁
𝑥,𝑦

𝑃′(𝑥)𝑄(𝑦 |𝑥)𝑑 (𝑥, 𝑦) ≤ 𝐷,

(𝑐2)
∑︁
𝑦

𝑄(𝑦 |𝑥) = 1,

(𝑐3) 𝑄(𝑦 |𝑥) ≥ 0.

All the conditions in (7) imply feasible 𝑄 is (𝑃′, 𝐷)-valid
and thus the optimal value is 𝜖∗ (𝑃′, 𝐷). It is difficult to solve
(7) directly. Instead, let us consider the following relaxed
optimization problem.

min
𝑄 (𝑦 |𝑥)

𝑚−𝑛\∗
∑︁
𝑥,𝑦

𝑄(𝑦 |𝑥) log
𝑄(𝑦 |𝑥)∑
𝑥 [𝑄(𝑦 |𝑥)

subject to (8)

(𝑐1)
∑︁
𝑥,𝑦

𝑄(𝑦 |𝑥)𝑑 (𝑥, 𝑦) ≤ 𝐷𝑚𝑛

\∗
,

(𝑐2)
∑︁
𝑦

𝑄(𝑦 |𝑥) = 1,

(𝑐3) 𝑄(𝑦 |𝑥) ≥ 0

where [ = max𝑥∈X 𝑃′(𝑥). Note that (𝑐1) in (7) implies (𝑐1) in
(8). Thus, the optimal value of (8) is not greater than 𝜖∗ (𝑃′, 𝐷).
By the convexity of mutual information (see Lemma 21 in
Appendix A), optimization problem (8) is convex. To find the
optimal value, we utilize the KKT conditions again. The KKT
conditions for convex problem (8) are as follows.

a) For any 𝑥, 𝑦 ∈ X,

∇𝑄𝐿 (𝑄,_,𝛼𝑥 , 𝛽𝑥𝑦) = 0

where 𝐿 (𝑄,_,𝛼𝑥 , 𝛽𝑥𝑦) is the Lagrangian of (8) defined as

𝐿 (𝑄,_,𝛼𝑥 , 𝛽𝑥𝑦) := 𝑚−𝑛\∗
∑︁
𝑥,𝑦

𝑄(𝑦 |𝑥) log
𝑄(𝑦 |𝑥)∑
𝑥 [𝑄(𝑦 |𝑥)

+_(
∑︁
𝑥,𝑦

𝑄(𝑦 |𝑥)𝑑 (𝑥, 𝑦) − 𝐷𝑚
𝑛

\∗
)

+
∑︁
𝑥

𝛼𝑥

(∑︁
𝑦

𝑄(𝑦 |𝑥) −1

)
−

∑︁
𝑥,𝑦

𝛽𝑥𝑦𝑄(𝑦 |𝑥).

b) _(∑𝑥,𝑦𝑄(𝑦 |𝑥)𝑑 (𝑥, 𝑦) − 𝐷𝑚𝑛

\∗ ) = 0, _ ≥ 0 and∑︁
𝑥,𝑦

𝑄(𝑦 |𝑥)𝑑 (𝑥, 𝑦) ≤ 𝐷𝑚𝑛

\∗
.

c) For 𝑥 ∈ X,
∑
𝑦𝑄(𝑦 |𝑥) = 1.

d) For any 𝑥, 𝑦 ∈ X, 𝛽𝑥𝑦𝑄(𝑦 |𝑥) = 0, 𝛽𝑥𝑦 ≥ 0, 𝑄(𝑦 |𝑥) ≥ 0.
It is easy to verify that (𝑄 = 𝑄𝐷/\∗ ,_ =

\∗

𝑚𝑛 log (𝑚−1) (𝑛\∗−𝐷)
𝐷

, 𝛼𝑥 =
𝑛\∗

𝑚𝑛 log [1/𝑛𝑛
𝑚(𝑛−𝐷/\∗) , 𝛽𝑥𝑦 = 0) satisfies

the KKT conditions. Thus

𝜖∗𝑀 (P, 𝐷) ≥ 𝜖∗𝑀 (𝑃′, 𝐷)
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≥ 𝑚−𝑛\∗
∑︁
𝑥,𝑦

𝑄𝐷/\∗ (𝑦 |𝑥) log
𝑄𝐷/\∗ (𝑦 |𝑥)∑
𝑥 [𝑄𝐷/\∗ (𝑦 |𝑥)

= \∗𝑛 log[−
1
𝑛 (1− 𝐷

𝑛\∗
)

+\∗𝐷 log
(

𝐷

(𝑚−1) (𝑛\∗−𝐷)

)
.

�

It is seen in Theorem 6 that the difference between lower-
and upper-bounds is decreasing in \∗. In fact, the difference
vanishes for some special cases. Assume that the source
set P in Theorem 6 contains the uniform distribution 𝑃𝑈 .
Then argmax𝑃∈P min𝑥∈X 𝑃(𝑥) = 𝑃𝑈 , which implies \∗ = 1 and
[ = 𝑚−𝑛. Hence, we have the following results on privacy-
distortion functions.

Theorem 7. Let P be a source set over X = {1, ...,𝑚}𝑛 in
Class I, then we have the following results on the privacy-
distortion function with respect to the privacy notions in
Definition 3,

(1) (Differential privacy)

𝜖∗𝐷𝑃 (P, 𝐷) = max
{
0, log

(𝑚−1) (𝑛−𝐷)
𝐷

}
.

(2) (Approximate differential privacy)

max
{
0, log(𝑚−1) 𝑛(1− 𝛿𝑚

𝑛−1) −𝐷
𝐷

}
≤ 𝜖∗𝛿 (P, 𝐷)

≤ max
{
0, log(𝑚−1) 𝑛−𝐷

𝐷
(1− 𝛿(1− 𝐷

𝑛
)−𝑛)

}
.

(3) (Maximal information)

max
{
0, log𝑚(1− 𝐷

𝑛
)
}
≤ 𝜖∗𝑀𝐼 (P, 𝐷) ≤ max {0, 𝜖𝑀𝐼 (𝑄𝐷)} ,

where

𝜖𝑀𝐼 (𝑄𝐷) = − log min
𝑃𝑋 ∈P,𝑦∈Y

𝑚∑︁
𝑙=0

(
(𝑚−1) 𝑛−𝐷

𝐷

)−𝑙
𝑃𝑋 (N𝑙 (𝑦)).

(4) (Maximal leakage)

max
{
0, log𝑚

(
1− 𝐷

𝑛

)}
≤ 𝜖∗𝑀𝐿 (P, 𝐷)

≤ max
{
0, 𝑛 log𝑚

(
1− 𝐷

𝑛

)}
.

(5) (Rényi differential privacy)

max
{
0, log

(𝑚−1) (𝑛−𝐷)𝛼/(𝛼−1)

𝐷
− 1
𝛼−1

log𝑛𝑚𝑛−1
}

≤ 𝜖∗𝛼,𝐷𝑃 (P, 𝐷)

≤ max
{
0,

1
𝛼−1

log
𝐷

𝑛(𝑚−1)

(
𝑚−2+(

(𝑛−𝐷) (𝑚−1)
𝐷

)𝛼
+

(
(𝑛−𝐷) (𝑚−1)

𝐷

)1−𝛼 )}
.

(6) (Sibson mutual information)

max
{
0, 𝜖∗𝑀 (P, 𝐷), 1

𝛼−1
log𝑚𝛼−𝑛 (1− 𝐷

𝑛
)𝛼

}

Fig. 2. Local Privacy Framework: the individuals do not trust the data server,
so the privacy mechanism is applied before data uploading

≤ 𝜖∗𝛼,𝑀 (P, 𝐷)
≤ max

{
0, 𝜖𝛼,𝑀 (𝑄𝐷)

}
where 𝜖𝛼,𝑀 (𝑄𝐷) = 𝑛 log𝑚((𝑛 − 𝐷)𝛼 + 𝐷𝛼 (𝑚 −

1)1−𝛼)1/(𝛼−1) − 𝛼
𝛼−1𝑛 log𝑛.

(7) (Mutual information)

𝜖∗𝑀 (P, 𝐷) =max
{
0, 𝑛 log𝑚(1− 𝐷

𝑛
) +𝐷 log

(
𝐷

(𝑚−1) (𝑛−𝐷)

)}
.

In particular, 𝜖∗ (P, 𝐷) = 0 if 𝑛(𝑚−1)
𝑚

≤ 𝐷 ≤ 1 for all notions
aforementioned.

IV. LOCAL PRIVACY FRAMEWORK

In this section, we assume |X| = 𝑚 > 0 and consider the
local privacy framework, i.e., the privacy mechanism is applied
before data uploading (see Fig. 2). The distance metric 𝑑 (𝑥, 𝑦)
is actually the discrete distance, i.e.,

𝑑 (𝑥, 𝑦) =
{

0, 𝑥 = 𝑦,

1, 𝑥 ≠ 𝑦.

Hence, for any 𝑥 ≠ 𝑥 ′, 𝑥 and 𝑥 ′ are neighborhood.
Given 0 < 𝐷 ≤ 1, 𝑄 belongs to Q(𝑃,𝐷) if and only if∑𝑚
𝑖=1 𝑃𝑖𝑄(𝑖 |𝑖) ≥ 1−𝐷. We claim that a good choice of output

space is the synthetic one i.e., Y = X (See Lemma 24 in
Appendix C).

A. Source Set of Class I

Let us start with the source set of Class I, for which we take
𝑛 = 1 into Theorem 7 and get the following results directly.

Proposition 8. Let P be a source set over X = {1, ...,𝑚} in
Class I, then we have the following results on the privacy-
distortion function with respect to the privacy notions in
Definition 3,

(1) (Differential privacy)

𝜖∗𝐷𝑃 (P, 𝐷) =
{

log (𝑚−1) (1−𝐷)
𝐷

, 0 < 𝐷 < 𝑚−1
𝑚
,

0, 𝑚−1
𝑚

≤ 𝐷 ≤ 1;

(2) (Approximate differential privacy)

𝜖∗𝛿 (P, 𝐷) =
{

log (𝑚−1) (1−𝐷−𝛿)
𝐷

, 0 < 𝐷 < (1− 𝛿) 𝑚−1
𝑚
,

0, (1− 𝛿) 𝑚−1
𝑚

≤ 𝐷 ≤ 1;

(3) (Maximal information){
log𝑚(1−𝐷) ≤ 𝜖∗

𝑀𝐼
(P, 𝐷) ≤ 𝜖𝑀𝐼 (𝑄𝐷), 0 < 𝐷 < 𝑚−1

𝑚
,

𝜖∗
𝑀𝐼

(P, 𝐷) = 0, 𝑚−1
𝑚

≤ 𝐷 ≤ 1
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where 𝜖𝑀𝐼 (𝑄𝐷) = log 1−𝐷
𝑃∗
P (1−𝐷− 𝐷

𝑚−1 )+
𝐷

𝑚−1
and 𝑃∗

P = min1≤𝑖≤𝑚

{𝑃𝑖 |𝑃 ∈ P};
(4) (Maximal leakage)

𝜖∗𝑀𝐿 (P, 𝐷) =
{

log𝑚(1−𝐷), 0 < 𝐷 < 𝑚−1
𝑚
,

0, 𝑚−1
𝑚

≤ 𝐷 ≤ 1;

(5) (Rényi differential privacy)

max{0, log
(𝑚−1) (1−𝐷)𝛼/(𝛼−1)

𝐷
}

≤ 𝜖∗𝛼,𝐷𝑃 (P, 𝐷)
≤ max{0, 𝜖𝛼,𝐷𝑃 (𝑄𝐷)},

where

𝜖𝛼,𝐷𝑃 (𝑄𝐷) =
1

𝛼−1
log

𝐷

𝑚−1

(
𝑚−2+

(
(1−𝐷) (𝑚−1)

𝐷

)𝛼
+
(
(1−𝐷) (𝑚−1)

𝐷

)1−𝛼 )
;

(6) (Sibson mutual information)

max
{
𝜖∗𝑀 (P, 𝐷), log𝑚(1−𝐷) 𝛼

𝛼−1

}
≤ 𝜖∗𝛼,𝑀 (P, 𝐷)
≤ max

{
0, 𝜖𝛼,𝑀 (𝑄𝐷)

}
,

where 𝜖𝛼,𝑀 (𝑄𝐷) = log𝑚((1−𝐷)𝛼 +𝐷𝛼 (𝑚−1)1−𝛼)1/(𝛼−1) ;
(7) (Mutual information)

𝜖∗𝑀 (P, 𝐷) =
log𝑚(1−𝐷)

(
𝐷

(𝑚−1) (1−𝐷)

)𝐷
, 0 < 𝐷 < 𝑚−1

𝑚
,

0, 𝑚−1
𝑚

≤ 𝐷 ≤ 1.

B. Source Set of Class II

By taking 𝑛 = 1 into Theorem 6, one can obtain the
properties of privacy-distortion functions for any source set
P. However, if P does not contain the uniform distribution
𝑃𝑈 then Theorem 6 fails to give the lower bounds sometimes.
Thus, in this subsection, we introduce a different method to
address the PUT problem for the source set of Class II, and we
mainly study the differential privacy-, approximate differential
privacy- and maximal leakage-distortion trade-off. First, we
consider the scenario in which the distribution on X is given.

Theorem 9. Let 𝑃 be a distribution with full support on
X such that 0 ≤ 𝑃𝑚 ≤ 𝑃𝑚−1 ≤ · · · ≤ 𝑃1 ≤ 1. Let 𝐷 (𝑘) =∑𝑚
𝑗=𝑚−𝑘+1 𝑃 𝑗 for 0 ≤ 𝑘 ≤ 𝑚. Then

𝜖∗𝛿 (𝑃,𝐷) = max
{
0, min
𝐷> (1−𝛿)𝐷 (𝑘−1)

log
(𝑚− 𝑘) (1−𝐷 − 𝛿)
𝐷 − (1− 𝛿)𝐷 (𝑘−1)

}
.

Before proving Theorem 9, we need introduce the following
useful lemmas.

Lemma 10. For 0 < 𝛿 < 1, 𝜖∗
𝛿
(𝑃,𝐷) = 0 if and only if 𝐷 ≥

(1− 𝛿)𝐷 (𝑚−1) .

Proof of Lemma 10. On one hand, if 𝜖∗
𝛿
(𝑃,𝐷) = 0, then there

exists a mechanism 𝑄 such that 𝜖𝛿 (𝑄) = 0 and E𝑃,𝑄 [𝑑 (𝑥, 𝑦)] ≤
𝐷. Thus, |𝑄( 𝑗 |𝑖) −𝑄( 𝑗 |𝑘) | ≤ 𝛿 for any 𝑖, 𝑗 and 𝑘 in X. Hence,

E𝑃,𝑄 [𝑑 (𝑥, 𝑦)] =
𝑚∑︁
𝑗=1
𝑃 𝑗 (1−𝑄( 𝑗 | 𝑗))

= 𝑃1 (1−𝑄(1|1)) +
𝑚∑︁
𝑗=2
𝑃 𝑗 (1−𝑄( 𝑗 | 𝑗))

≥ 𝑃1 (1−𝑄(1|1)) +
𝑚∑︁
𝑗=2
𝑃 𝑗 (1−𝑄( 𝑗 |1) − 𝛿)

=

𝑚∑︁
𝑗=1
𝑃 𝑗 (1−𝑄( 𝑗 |1) − 𝛿) + 𝛿𝑃1

= 1− 𝛿+ 𝛿𝑃1 −
𝑚∑︁
𝑗=1
𝑃 𝑗𝑄( 𝑗 |1)

≥ 1− 𝛿+ 𝛿𝑃1 −𝑃1 = (1− 𝛿)𝐷 (𝑚−1) .

Thus (1− 𝛿)𝐷 (𝑚−1) ≤ E𝑃,𝑄 [𝑑 (𝑥, 𝑦)] ≤ 𝐷.
On the other hand, if 𝐷 ≥ (1− 𝛿)𝐷 (𝑚−1) , we define mech-

anism 𝑄 𝛿 as follows.

𝑄 𝛿 =

©«
𝑄 𝛿 (1|1) 𝑄 𝛿 (2|1) · · · 𝑄 𝛿 (𝑚 |1)
𝑄 𝛿 (1|2) 𝑄 𝛿 (2|2) · · · 𝑄 𝛿 (𝑚 |2)

...
...

. . .
...

𝑄 𝛿 (1|𝑚) 𝑄 𝛿 (2|𝑚) · · · 𝑄 𝛿 (𝑚 |𝑚)

ª®®®®¬
=

©«

1 0 0 · · · 0
1− 𝛿 𝛿 0 · · · 0
1− 𝛿 0 𝛿 · · · 0
...

...
. . .

...

1− 𝛿 0 0 · · · 𝛿

ª®®®®®®¬
.

Note that 𝜖𝛿 (𝑄 𝛿) = 0 and E𝑃,𝑄𝛿
[𝑑 (𝑥, 𝑦)] = (1−𝛿)𝐷 (𝑚−1) ≤ 𝐷.

Thus, 𝜖∗
𝛿
(𝑃,𝐷) = 0. �

Lemma 11. For 0 < 𝛿 < 1, if 𝜖∗
𝛿
(𝑃,𝐷) > 0, then there exists

a mechanism 𝑄 ∈ Q∗
𝛿
(𝑃,𝐷) such that

(1) 𝛿 ≤ 𝑄(𝑚 |𝑚) ≤ 𝑄(𝑚−1|𝑚−1) ≤ · · · ≤ 𝑄(1|1) ≤ 1;
(2) 𝑄( 𝑗 | 𝑗) = 𝑒𝜖 ∗𝛿 (𝑃,𝐷)𝑄( 𝑗 |1) + 𝛿 for 2 ≤ 𝑗 ≤ 𝑚.

To prove Lemma 11, we improve the coloring method
introduced by Kalantari et al. [18]. The details of the proof
are provided in Appendix B, C and D.

Proof of Theorem 9. For 𝐷 ≥ (1 − 𝛿)𝐷 (𝑚−1) , Lemma 10
proves the statement.

For 0 < 𝐷 < (1 − 𝛿)𝐷 (𝑚−1) , let 𝑄∗ be a mechanism
satisfying the conditions in Lemma 11. Then 𝑄∗ ( 𝑗 |1) =

𝑒−𝜖
∗
𝛿
(𝑃,𝐷) (𝑄∗ ( 𝑗 | 𝑗) − 𝛿) for 2 ≤ 𝑗 ≤ 𝑚, which implies

𝜖∗𝛿 (𝑃,𝐷) = log
∑𝑚
𝑗=2 (𝑄∗ ( 𝑗 | 𝑗) − 𝛿)
1−𝑄∗ (1|1) .

Let us consider the following optimization problem,

𝑑1 := min
𝛼1 ,𝛼2 , · · · ,𝛼𝑚

log
∑𝑚
𝑗=2 (𝛼 𝑗 − 𝛿)
1−𝛼1

subject to

(𝑐1)
𝑚∑︁
𝑗=1
𝑃 𝑗𝛼 𝑗 ≥ 1−𝐷, (9)

(𝑐2)
𝑚∑︁
𝑗=1

(𝛼 𝑗 − 𝛿) ≥ 1− 𝛿,

(𝑐3) 𝛼 𝑗 ≤ 𝛼 𝑗−1 for 1 ≤ 𝑗 ≤ 𝑚 +1
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where 𝛼0 = 1 and 𝛼𝑚+1 = 𝛿. Note that {𝑄∗ ( 𝑗 | 𝑗)}1≤ 𝑗≤𝑚 is a
feasible solution of (9), and hence 𝜖∗

𝛿
(𝑃,𝐷) ≥ 𝑑1. Conversely,

let {𝛼∗1, 𝛼
∗
2, · · · , 𝛼

∗
𝑚} be the optimal solution of (9). We define

the following mechanism.

𝑄( 𝑗 |𝑖) =

𝛼∗
𝑗

if 𝑖 = 𝑗 ,
(𝛼∗

𝑗
−𝛿) (1−𝛼∗

𝑖
)∑

𝑗≠𝑖 (𝛼∗
𝑗
−𝛿) if 𝑖 ≠ 𝑗 .

For any 𝑗 ∈ [1,𝑚], ∑𝑚
𝑖=1𝑄( 𝑗 |𝑖) = 1, that is, 𝑄 is a conditional

probability. The first condition in (9) implies that 𝑄 is within
Q(𝑃,𝐷). The other two imply that

𝜖2 (𝑄) = max
1≤𝑖≤𝑚

∑
𝑗≠𝑖 (𝛼∗𝑗 − 𝛿)
1−𝛼∗

𝑖

=

∑
𝑗≠1 (𝛼∗𝑗 − 𝛿)
1−𝛼∗1

= 𝑑1.

Thus, we have 𝑑1 = 𝜖
∗
𝛿
(𝑃,𝐷). Moreover, condition (𝑐1) in (9)

combined with the assumption 𝑃 𝑗 is non-increasing in 𝑗 yields
that

𝛼1 =

𝑚∑︁
𝑗=1
𝑃 𝑗𝛼1 ≥

𝑚∑︁
𝑗=1
𝑃 𝑗𝛼 𝑗 ≥ 1−𝐷.

Thus,

𝑑1 = min
1−𝐷≤𝛼1≤1

min
𝛼2 ,𝛼3 , · · · ,𝛼𝑚

log
∑𝑚
𝑗=2 (𝛼 𝑗 − 𝛿)
1−𝛼1

,

where 𝑑1 := 0 for 𝛼1 = 1. For fixed 𝛼1 ∈ [1−𝐷,1], consider
the following optimization problem,

𝑑2 (𝛼1) := min
𝛼2 ,𝛼3 , · · · ,𝛼𝑚

𝑚∑︁
𝑗=2

(𝛼 𝑗 − 𝛿)

subject to

(1)
𝑚∑︁
𝑗=2
𝑃 𝑗𝛼 𝑗 ≥ 1−𝐷 −𝑃1𝛼1, (10)

(2)
𝑚∑︁
𝑗=2

(𝛼 𝑗 − 𝛿) ≥ 1−𝛼1,

(3) 𝛼 𝑗 ≤ 𝛼 𝑗−1 for 2 ≤ 𝑗 ≤ 𝑚 +1.

The optimal values of optimization problem (9) and (10)
satisfy 𝑑1 = min1−𝐷≤𝛼1≤1 log 𝑑2 (𝛼1)

1−𝛼1
. Denote 𝛽 𝑗 := 𝛼 𝑗 − 𝛼 𝑗+1

for 1 ≤ 𝑗 ≤ 𝑚−1. Then problem (10) can be rewritten as the
following optimization problem.

𝑑3 (𝛼1) := max
𝛽1 ,𝛽2 , · · · ,𝛽𝑚−1

𝑚−1∑︁
𝑗=1

(𝑚− 𝑗)𝛽 𝑗

subject to

(1)
𝑚−1∑︁
𝑗=1

𝐷 (𝑚− 𝑗) 𝛽 𝑗 ≤ 𝛼1 −1+𝐷, (11)

(2)
𝑚−1∑︁
𝑗=1

(𝑚− 𝑗)𝛽 𝑗 ≤ 𝑚(𝛼1 − 𝛿) −1+ 𝛿,

(3)
𝑚−1∑︁
𝑗=1

𝛽 𝑗 ≤ 𝛼1 − 𝛿,

(4) 𝛽 𝑗 ≥ 0 for 1 ≤ 𝑗 ≤ 𝑚−1.

Moreover, 𝑑2 (𝛼1) = (𝑚 − 1) (𝛼1 − 𝛿) − 𝑑3 (𝛼1). The dual of
linear program (11) is the minimization linear program as
below.

𝑑3 (𝛼1) := min
𝛾1 ,𝛾2 ,𝛾3

(𝛼1 −1+𝐷)𝛾1 + (𝑚(𝛼1 − 𝛿) −1+ 𝛿)𝛾2

+(𝛼1 − 𝛿)𝛾3

subject to (12)
(1) 𝐷 ( 𝑗)𝛾1 + 𝑗𝛾2 +𝛾3 ≥ 𝑗 for 1 ≤ 𝑗 ≤ 𝑚−1
(2) 𝛾1, 𝛾2, 𝛾3 ≥ 0.

By strong duality theorem, we have 𝑑3 (𝛼1) = 𝑑3 (𝛼1). Fix 𝛾2 ≥
0, we define the following linear program.

𝑑4 (𝛼1, 𝛾2) := min
𝛾1 ,𝛾3

(𝛼1 −1+𝐷)𝛾1 + (𝛼1 − 𝛿)𝛾3

subject to (13)
(1) 𝐷 ( 𝑗)𝛾1 +𝛾3 ≥ 𝑗 (1−𝛾2) for 1 ≤ 𝑗 ≤ 𝑚−1,
(2) 𝛾1, 𝛾3 ≥ 0.

Hence

𝑑3 (𝛼1) = min
𝛾2≥0

{𝑑4 (𝛼1, 𝛾2) + (𝑚(𝛼1 − 𝛿) −1+ 𝛿)𝛾2} .

Case I. 𝛾2 ≥ 1. Let us consider the optimization problem
(13), where 𝑑4 (𝛼1, 𝛾2) = min𝛾1 ,𝛾3 (𝛼1 − 1 + 𝐷)𝛾1 + (𝛼1 − 𝛿)𝛾3
with 𝛾1, 𝛾3 ≥ 0. Thus, 𝑑4 (𝛼1, 𝛾2) = 0.

Case II. 0 ≤ 𝛾2 < 1. Let 𝑙 𝑗 denote the line 𝛾3 = −𝐷 ( 𝑗)𝛾1 +
𝑗 (1− 𝛾2) for 1 ≤ 𝑗 ≤ 𝑚−1. Assume that 𝑙 𝑗 intersects with 𝑙𝑖
at 𝑍𝑖 𝑗 (𝑢𝑖 𝑗 , 𝑣𝑖 𝑗 ) for 𝑖 ≠ 𝑗 . It is easy to calculate the coordinate
of the intersection point, i.e.,{

𝑢𝑖 𝑗 =
(1−𝛾2) (𝑖− 𝑗)
𝐷 (𝑖)−𝐷 ( 𝑗) ,

𝑣𝑖 𝑗 =
(1−𝛾2) ( 𝑗𝐷 (𝑖)−𝑖𝐷 ( 𝑗) )

𝐷 (𝑖)−𝐷 ( 𝑗) .

We claim that for any 𝑗 ∈ [1,𝑚−1],{
𝑢1 𝑗 > 𝑢2 𝑗 > · · · > 𝑢 𝑗−1, 𝑗 > 𝑢 𝑗+1, 𝑗 > · · · > 𝑢𝑚−1, 𝑗 > 0,
0 < 𝑣1 𝑗 < 𝑣2 𝑗 < · · · < 𝑣 𝑗−1, 𝑗 < 𝑣 𝑗+1, 𝑗 < · · · < 𝑣𝑚−1, 𝑗 .

(14)
Therefore, the feasible region of (13) is unbounded, and corner
points are located from top left to bottom right as follows.

(0, (𝑚−1) (1−𝛾2)) → 𝑍𝑚−1,𝑚→·· ·𝑍2,3 → 𝑍1,2 → ( 1−𝛾2
𝑃𝑚

,0).

We now prove (14). By the definition of 𝐷 (𝑘) , 𝐷 (𝑘) is
increasing in 𝑘 , and hence 𝑢𝑖 𝑗 is positive. If 𝑗 > 𝑖 then 𝑗𝐷 (𝑖) −
𝑖𝐷 ( 𝑗) = ( 𝑗 − 𝑖)𝐷 (𝑖) − 𝑖(𝐷 ( 𝑗) −𝐷 (𝑖) ) =∑𝑚

𝑎=𝑚−𝑖+1
∑𝑚−𝑖
𝑏=𝑚− 𝑗+1 (𝑃𝑎−

𝑃𝑏) < 0. Thus 𝑣𝑖 𝑗 is positive.
For 𝑘 ≠ 𝑗 and 1 ≤ 𝑖 < 𝑘 ≤ 𝑚,
𝑢𝑘 𝑗 −𝑢𝑖 𝑗

1−𝛾2
=

𝑘 − 𝑗
𝐷 (𝑘) −𝐷 ( 𝑗) −

𝑖− 𝑗
𝐷 (𝑖) −𝐷 ( 𝑗)

=
(𝑖− 𝑘)𝐷 ( 𝑗) + (𝑘 − 𝑖)𝐷 (𝑖) + (𝑖− 𝑗) (𝐷 (𝑖) −𝐷 (𝑘) )

(𝐷 (𝑘) −𝐷 ( 𝑗) ) (𝐷 (𝑖) −𝐷 ( 𝑗) )

=
(𝑘 − 𝑖) (𝐷 (𝑖) −𝐷 ( 𝑗) ) − (𝑖− 𝑗) (𝐷 (𝑘) −𝐷 (𝑖) )

(𝐷 (𝑘) −𝐷 ( 𝑗) ) (𝐷 (𝑖) −𝐷 ( 𝑗) )

=


∑𝑚− 𝑗

𝑎=𝑚−𝑖+1
∑𝑚−𝑖

𝑏=𝑚−𝑘+1 (𝑃𝑎−𝑃𝑏)
(𝐷 (𝑘)−𝐷 ( 𝑗) ) (𝐷 (𝑖)−𝐷 ( 𝑗) ) if 𝑘 > 𝑖 > 𝑗,∑𝑚−𝑘
𝑎=𝑚− 𝑗+1

∑𝑚−𝑖
𝑏=𝑚−𝑘+1 (𝑃𝑏−𝑃𝑎)

(𝐷 (𝑘)−𝐷 ( 𝑗) ) (𝐷 (𝑖)−𝐷 ( 𝑗) ) if 𝑗 > 𝑘 > 𝑖,∑𝑚−𝑖
𝑎=𝑚− 𝑗+1

∑𝑚− 𝑗

𝑏=𝑚−𝑘+1 (𝑃𝑏−𝑃𝑎)
(𝐷 (𝑘)−𝐷 ( 𝑗) ) (𝐷 (𝑖)−𝐷 ( 𝑗) ) if 𝑘 > 𝑗 > 𝑖.
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< 0.

Thus, 𝑢𝑖 𝑗 is decreasing in 𝑖. On the other hand, line 𝑙 𝑗 with
negative slope −𝐷 ( 𝑗) passes point 𝑍𝑖 𝑗 for any 1 ≤ 𝑖 ≤ 𝑚, which
implies 𝑣𝑖 𝑗 is increasing in 𝑖.

The slope of the objective function in (13) determines which
corner point will be reached last. Hence, we divide [1−𝐷,∞]
into 𝑚 closed intervals. For 1−𝐷−𝛿𝐷 (𝑘−1)

1−𝐷 (𝑘−1) ≤ 𝛼1 ≤ 1−𝐷−𝛿𝐷 (𝑘)

1−𝐷 (𝑘) ,
𝑘 = 1, 2, · · · , 𝑚, we have −𝐷 (𝑘) ≤ −(𝛼1 − 1+𝐷)/(𝛼1 − 𝛿) ≤
−𝐷 (𝑘−1) . Thus, 𝑍𝑘−1,𝑘 is optimal solution of (13) and

𝑑4 (𝛼1, 𝛾2) =
1−𝛾2
𝑃𝑚−𝑘+1

(
(𝛼1 −1+𝐷) + (𝛼1 − 𝛿) ((𝑘 −1)𝑃𝑚−𝑘+1 −𝐷 (𝑘−1) )

)
,

for 0 ≤ 𝛾2 < 1. Let

𝑐𝑘 (𝛼1) :=
1

𝑃𝑚−𝑘+1

(
(𝛼1 −1+𝐷) + (𝛼1 − 𝛿) ((𝑘 −1)𝑃𝑚−𝑘+1 −𝐷 (𝑘−1) )

)
Then for 1−𝐷−𝛿𝐷 (𝑘−1)

1−𝐷 (𝑘−1) ≤ 𝛼1 ≤ 1−𝐷−𝛿𝐷 (𝑘)

1−𝐷 (𝑘) with 𝑘 satisfying 𝐷 >
(1− 𝛿)𝐷 (𝑘−1) , we have

𝑑3 (𝛼1) = min
𝛾2≥0

{𝑑4 (𝛼1, 𝛾2) + (𝑚(𝛼1 − 𝛿) −1+ 𝛿)𝛾2}

= min
0≤𝛾2≤1

{𝑐𝑘 (𝛼1) (1−𝛾2) + (𝑚(𝛼1 − 𝛿) −1+ 𝛿)𝛾2}

= min {𝑐𝑘 (𝛼1),𝑚(𝛼1 − 𝛿) −1+ 𝛿} .

Thus,

𝑑3 (𝛼1) = 𝑑3 (𝛼1) = min {𝑐𝑘 (𝛼1),𝑚(𝛼1 − 𝛿) −1+ 𝛿}
⇒ 𝑑2 (𝛼1) = max {1−𝛼1, (𝑚−1) (𝛼1 − 𝛿) − 𝑐𝑘 (𝛼1)}

⇒ 𝑑1 = min
𝛼1 ,𝑘

logmax
{
1,

(𝑚−1) (𝛼1 − 𝛿) − 𝑐𝑘 (𝛼1)
1−𝛼1

}
⇒ 𝜖∗𝛿 (𝑃,𝐷) = min

𝐷> (1−𝛿)𝐷 (𝑘−1)
log

(𝑚− 𝑘) (1−𝐷 − 𝛿)
𝐷 − (1− 𝛿)𝐷 (𝑘−1) .

In a summary, we have that if 0 < 𝐷 < (1− 𝛿)𝐷 (1) , then

𝜖∗𝛿 (𝑃,𝐷) = log
(𝑚−1) (1−𝐷 − 𝛿)

𝐷
;

if (1− 𝛿)𝐷 (𝑘−1) ≤ 𝐷 < (1− 𝛿)𝐷 (𝑘) for 2 ≤ 𝑘 ≤ 𝑚−1, then

𝜖∗𝛿 (𝑃,𝐷) = min
1≤ 𝑗≤𝑘−1

log
(𝑚− 𝑗) (1−𝐷 − 𝛿)
𝐷 − (1− 𝛿)𝐷 ( 𝑗−1) ;

if (1− 𝛿)𝐷 (𝑚−1) ≤ 𝐷 ≤ 1, then

𝜖∗𝛿 (𝑃,𝐷) = 0.

�

Next, let us consider the case when the input distribution
belongs to some set P of Class II.

Proposition 12. The approximate differential privacy-
distortion with P of Class II is

𝜖∗𝛿 (P, 𝐷) = min
1−𝐷≤𝛼1≤1

log
(𝑚−1) (𝛼1 − 𝛿) −min𝛾2≥0 𝑑 (𝛼1, 𝛾2)

1−𝛼1

where 𝑑 (𝛼1, 𝛾2) is the optimal value of PV.

Proof. Recall the optimization problem (13), we can also
obtain the approximate differential-privacy function as the
solution to the following optimization problem.

min
𝛾P ,𝛾3

(𝛼1 −1+𝐷)
∑︁
𝑃∈P

𝛾𝑃 + (𝛼1 − 𝛿)𝛾3

subject to

(1)
∑︁
𝑃∈P

𝐷
( 𝑗)
𝑃
𝛾𝑃 +𝛾3 ≥ 𝑗 (1−𝛾2), 1 ≤ 𝑗 ≤ 𝑚−1

(2) 𝛾𝑃 , 𝛾3 ≥ 0, ∀𝑃 ∈ P

where 𝐷 (𝑘)
𝑃

=
∑𝑚
𝑗=𝑚−𝑘+1 𝑃 𝑗 for the corresponding 𝑃 in P. Thus,

we have the result.
�

By taking 𝛿 = 0, we get the following result of differential
privacy-distortion function for given input distribution, which
is stronger than that in [18], where it only provides the
optimization problem instead of the solution.

Theorem 13. Given distribution 𝑃 with 𝑃1 ≥ 𝑃2 ≥ · · · ≥ 𝑃𝑚,
we have

𝜖∗𝐷𝑃 (𝑃,𝐷) = max
{
0, min
𝐷>𝐷 (𝑘−1)

log
(𝑚− 𝑘) (1−𝐷)
𝐷 −𝐷 (𝑘−1)

}
.

A recent paper [23] studied the privacy-utility trade-off by
taking maximal leakage as the privacy measure. We regain the
results by coloring argument which we put in Appendix E.

Theorem 14. Let 𝐷 (𝑘) =
∑𝑚
𝑗=𝑚−𝑘+1 𝑃 𝑗 for 0 ≤ 𝑘 ≤ 𝑚. Then

𝜖∗𝑀𝐿 (𝑃,𝐷) = max
{
0, log

(
𝑚− 𝑘 − 𝐷 −𝐷 (𝑘)

𝐷 (𝑘) −𝐷 (𝑘−1)

)}
if 𝐷 (𝑘−1) < 𝐷 ≤ 𝐷 (𝑘) and 1 ≤ 𝑘 ≤ 𝑚.

An equal expression of Theorem 14 showing smallest
distortion with fixed leakage was given by Saeidian et al. [23].
Assume that the prior belongs to some set P of Class II.
Recall the definition of 𝐷∗ (P, 𝜖) in Definition 4, we have a
straightforward result as follows.

Corollary 15 ( [23]). Given 𝜖 ≥ 0,

𝐷∗
𝑀𝐿 (P, 𝜖) = max

𝑃∈P
𝐷∗
𝑀𝐿 (𝑃, 𝜖)

where 𝐷∗
𝑀𝐿

(𝑃, 𝜖) = 𝐷 (𝑚−𝑘) + 𝑃𝑘+1 (𝑘 − 𝑒𝜖 ) if log 𝑘 ≤ 𝜖 <

log(𝑘 +1) and 1 ≤ 𝑘 ≤ 𝑚.

C. Illustration of Local Results

In this subsection, we demonstrate the results in local
privacy framework by figures. Our results are first applied
to binary datasets. In particular, each attribute associated
with individuals is the answer of some binary classification
problem, that is a yes/no question or a setting with 0-1
outcome. In general, X = {0,1} and 𝑚 = 2. For local privacy
mechanism, we compare the privacy-distortion functions with
input distribution unknown by taking 𝑚 = 2 into Theorem
8. It is shown in Fig. 3 that high accuracy requirement
(i.e., 𝐷 < 0.5) leads to the phenomena-the privacy costs for
divergence-based measures (i.e., 𝜖𝐷𝑃 , 𝜖𝛿 and 𝜖𝛼,𝐷𝑃) are
numerically higher than the ones for mutual information (i.e.,
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Fig. 3. Privacy-Distortion trade-off curves for differential privacy (𝜖𝐷𝑃 (𝐷)),
0.1-approximate differential privacy (𝜖0.1 (𝐷)), maximal leakage (𝜖𝑀𝐿 (𝐷)),
and mutual information (𝜖𝑀 (𝐷)); Privacy-Distortion trade-off ranges for
Rényi differential privacy (𝜖2,𝐷𝑃 (𝐷)) and Sibson mutual information
(𝜖2,𝑀 (𝐷)) with 𝛼 = 2.

0.2 0.4 0.6 0.8 1.0

1

2

3

4

5

D

ε

Fig. 4. Privacy-Distortion trade-off curves for differential privacy
(𝜖𝐷𝑃 (𝑃,𝐷)), 0.1-approximate differential privacy (𝜖0.1 (𝑃,𝐷)), and maxi-
mal leakage (𝜖𝑀𝐿 (𝑃,𝐷)).

𝜖𝑀𝐿 , 𝜖𝛼,𝑀 and 𝜖𝑀 ). This is reasonable since divergence-based
privacy pays more attention to individuals than the collectives.
Notably, the randomized response mechanism 𝑄𝐷 is always
an optimal choice.

We now turn to the privacy-distortion functions with the
knowledge of prior distribution. To demonstrate the power of
Theorem 9, we set a certain example with 𝑚 = 4 and prior
distribution 𝑃 = (𝑃1, 𝑃2, 𝑃3, 𝑃4) = (0.4,0.3,0.2,0.1). As shown
in Fig. 4, maximal leakage is the most relaxed privacy notion
among these three popular measures. Notably, the curves for
differential privacy and approximate differential privacy jump
to zero when 𝐷 = 0.6 and 0.54, respectively. This is because
the special mechanism 𝑄 𝛿 mentioned in the proof of Lemma
10 is (𝑃,𝐷)-valid if and only if 𝐷 ≥ (1− 𝛿) (1−𝑃1).

D. Parallel Composition

To create a database consisting of data with local privacy
guarantees, the data server usually collects the i.i.d. samples

Fig. 5. Parallel Composition: the data server collects the i.i.d. samples from
all possible individual uploads with local privacy guarantees.

from all possible individual uploads (see Fig. 5). In other
words, the input space X𝑛 contains the elements which are
independently and identically distributed samples from X =

{1,2, · · · ,𝑚} with full-support distribution 𝑃𝑋 , i.e.,

𝑃𝑋 (𝑥𝑥𝑥) = 𝑃𝑋 (𝑥1, · · · , 𝑥𝑛) =
𝑛∏
𝑗=1
𝑃𝑥 𝑗 .

Then the global privacy mechanisms on X𝑛 by 𝑄 on X is
given as follows.

𝑄𝑌 |𝑋 (𝑦𝑦𝑦 |𝑥𝑥𝑥) =𝑄𝑌 |𝑋 (𝑦1, · · · , 𝑦𝑛 |𝑥1, · · · , 𝑥𝑛) =
𝑛∏
𝑗=1
𝑄𝑌 |𝑋 (𝑦 𝑗 |𝑥 𝑗 ).

Due to the independence of sampling, we have

E𝑃,𝑄 [𝑑 (𝑥𝑥𝑥, 𝑦𝑦𝑦)] = 𝑛E𝑃,𝑄 [𝑑 (𝑥, 𝑦)] .

Lemma 16. Let 𝜖∗ (P, 𝐷) be the privacy-distortion function
over X𝑛. Then

(1) 𝜖∗ (P, 𝐷) = 𝜖∗ (P, 𝐷/𝑛) for differential privacy and Rényi
differential privacy.

(2) 𝜖∗ (P, 𝐷) = 𝑛𝜖∗ (P, 𝐷/𝑛) for maximal information, max-
imal leakage, Sibson mutual information and mutual informa-
tion.

Proof of Lemma 16. By the relations among these privacy
notions (See Lemma 20 in Appendix A), it suffices to prove
the cases for maximal information and the 𝛼-type notions. Let
𝑄 be a mechanism from X𝑛 to Y𝑛.

1)(Maximal information)

𝜖𝑀𝐼 (𝑄) = max
𝑥𝑥𝑥,𝑦𝑦𝑦

log
𝑄(𝑦𝑦𝑦 |𝑥𝑥𝑥)∑

𝑥𝑥𝑥 𝑃(𝑥𝑥𝑥)𝑄(𝑦𝑦𝑦 |𝑥𝑥𝑥)

= max
𝑥1 , · · · ,𝑥𝑛
𝑦1 , · · · ,𝑦𝑛

log
∏𝑛
𝑗=1𝑄(𝑦 𝑗 |𝑥 𝑗 )∑

𝑥1 , · · · ,𝑥𝑛
∏𝑛
𝑗=1 𝑃(𝑥 𝑗 )𝑄(𝑦 𝑗 |𝑥 𝑗 )

= max
𝑥1 , · · · ,𝑥𝑛
𝑦1 , · · · ,𝑦𝑛

log
∏𝑛
𝑗=1𝑄(𝑦 𝑗 |𝑥 𝑗 )∏𝑛

𝑗=1
∑
𝑥 𝑗
𝑃(𝑥 𝑗 )𝑄(𝑦 𝑗 |𝑥 𝑗 )

=

𝑛∑︁
𝑗=1

max
𝑥 𝑗 ,𝑦 𝑗

log
𝑄(𝑦 𝑗 |𝑥 𝑗 )∑

𝑥 𝑗
𝑃(𝑥 𝑗 )𝑄(𝑦 𝑗 |𝑥 𝑗 )

= 𝑛𝜖𝑀𝐼 (𝑄).
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2)(Rényi differential privacy)

exp((𝛼−1)𝜖𝛼,𝐷𝑃 (𝑄))
= max
𝑑 (𝑥𝑥𝑥,𝑥𝑥𝑥′)=1

∑︁
𝑦𝑦𝑦

𝑄𝛼 (𝑦𝑦𝑦 |𝑥𝑥𝑥)𝑄1−𝛼 (𝑦𝑦𝑦 |𝑥𝑥𝑥 ′)

= max
𝑥1 , · · · ,𝑥𝑛−1
𝑥≠𝑥′

∑︁
𝑦1 , · · · ,𝑦𝑛

𝑛∏
𝑗=1
𝑄𝛼 (𝑦𝑛 |𝑥)𝑄1−𝛼 (𝑦𝑛 |𝑥 ′)

= max
𝑥1 , · · · ,𝑥𝑛−1
𝑥≠𝑥′

𝑛−1∏
𝑗=1

∑︁
𝑦 𝑗

𝑄(𝑦 𝑗 |𝑥 𝑗 )
∑︁
𝑦

𝑄𝛼 (𝑦 |𝑥)𝑄1−𝛼 (𝑦 |𝑥 ′)

= exp((𝛼−1)𝜖𝛼,𝐷𝑃 (𝑄)).

3)(Sibson mutual information)

𝜖𝛼,𝑀 (𝑄) = 𝛼

𝛼−1
log

∑︁
𝑦𝑦𝑦

(∑︁
𝑥𝑥𝑥

𝑃(𝑥𝑥𝑥)𝑄𝛼 (𝑦𝑦𝑦 |𝑥𝑥𝑥)
)1/𝛼

=
𝛼

𝛼−1
log

∑︁
𝑦1 , · · · ,𝑦𝑛

©«
∑︁

𝑥1 , · · · ,𝑥𝑛

𝑛∏
𝑗=1
𝑃(𝑥 𝑗 )𝑄𝛼 (𝑦 𝑗 |𝑥 𝑗 )

ª®¬
1/𝛼

=
𝛼

𝛼−1
log

𝑛∏
𝑗=1

∑︁
𝑦 𝑗

©«
∑︁
𝑥 𝑗

𝑃(𝑥 𝑗 )𝑄𝛼 (𝑦 𝑗 |𝑥 𝑗 )
ª®¬

1/𝛼

= 𝑛𝜖𝛼,𝑀 (𝑄).

Since E𝑃,𝑄 [𝑑 (𝑥𝑥𝑥, 𝑦𝑦𝑦)] = 𝑛E𝑃,𝑄 [𝑑 (𝑥, 𝑦)], the results above
complete the proof. �

Based on the additivity of composition and Theorem 8 , we
get the following results directly.

Theorem 17. For any P of Class I, we have
(1) (Differential privacy)

𝜖∗𝐷𝑃 (P, 𝐷) =
{

log (𝑚−1) (𝑛−𝐷)
𝐷

, 0 < 𝐷 <
𝑛(𝑚−1)
𝑚

,

0, 𝑛(𝑚−1)
𝑚

≤ 𝐷 ≤ 1;

(2) (Approximate differential privacy)

max
{
0, log(𝑚−1) (𝑛(1− 𝛿𝑚

𝑛−1) −𝐷)
𝐷

}
≤ 𝜖∗𝛿 (P, 𝐷)

≤ max
{
0, log(𝑚−1) 𝑛−𝐷

𝐷
(1− 𝛿(1− 𝐷

𝑛
)−𝑛)

}
;

(3) (Maximal information){
𝑛 log𝑚(1− 𝐷

𝑛
) ≤ 𝜖∗

𝑀𝐼
(P, 𝐷) ≤ 𝜖𝑀𝐼 (𝑄𝐷), 0 < 𝐷 <

𝑛(𝑚−1)
𝑚

,

𝜖∗
𝑀𝐼

(P, 𝐷) = 0, 𝑛(𝑚−1)
𝑚

≤ 𝐷 ≤ 1

where 𝜖𝑀𝐼 (𝑄𝐷) = 𝑛 log 𝑛−𝐷
𝑃∗
P (𝑛−𝐷− 𝐷

𝑚−1 )+
𝐷

𝑚−1
and 𝑃∗

P = min1≤𝑖≤𝑚

{𝑃𝑖 |𝑃 ∈ P};
(4) (Maximal leakage)

𝜖∗𝑀𝐿 (P, 𝐷) =
{
𝑛 log𝑚(1− 𝐷

𝑛
), 0 < 𝐷 <

𝑛(𝑚−1)
𝑚

,

0, 𝑛(𝑚−1)
𝑚

≤ 𝐷 ≤ 1;

(5) (Rényi differential privacy)

max

{
0,
𝑛(𝑚−1) (1− 𝐷

𝑛
)𝛼/(𝛼−1)

𝐷

}

≤ 𝜖∗𝛼,𝐷𝑃 (P, 𝐷)
≤ max

{
0, 𝜖𝛼,𝐷𝑃 (𝑄𝐷)

}
where

𝜖𝛼,𝐷𝑃 (𝑄𝐷) =
1

𝛼−1
log

𝐷

𝑛(𝑚−1)

(
𝑚−2+

(
(𝑛−𝐷) (𝑚−1)

𝐷

)𝛼
+
(
(𝑛−𝐷) (𝑚−1)

𝐷

)1−𝛼 )
;

(6) (Sibson mutual information)

max
{
𝜖∗𝑀 (P, 𝐷), 𝑛 log𝑚(1− 𝐷

𝑛
) 𝛼
𝛼−1

}
≤ 𝜖∗𝛼,𝑀 (P, 𝐷)
≤ max

{
0, 𝜖𝛼,𝑀 (𝑄𝐷)

}
where

𝜖𝛼,𝑀 (𝑄𝐷) = 𝑛 log𝑚
(
(1− 𝐷

𝑛
)𝛼 + (𝑚−1)

(
𝐷

𝑛(𝑚−1)

)𝛼) 1
𝛼−1

;

(7) (Mutual information)

𝜖∗𝑀 (P, 𝐷) =max
{
0, 𝑛 log𝑚(1− 𝐷

𝑛
) +𝐷 log

(
𝐷

(𝑚−1) (𝑛−𝐷)

)}
.

Proof of (2) in Theorem 17. For given 𝛿 ∈ (0,1),

𝜖𝛿 (𝑄) = max
𝑦𝑦𝑦,𝑑 (𝑥𝑥𝑥,𝑥𝑥𝑥′)=1

log
𝑄(𝑦𝑦𝑦 |𝑥𝑥𝑥)
𝑄(𝑦𝑦𝑦 |𝑥𝑥𝑥 ′)

= max
𝑦,𝑥≠𝑥′

log
𝑄(𝑦 |𝑥) − 𝛿𝑄1−𝑛

∗
𝑄(𝑦 |𝑥 ′) = 𝜖𝛿𝑄1−𝑛

∗
(𝑄)

where 𝑄∗ = max𝑖, 𝑗𝑄( 𝑗 |𝑖). Thus,

𝜖∗
𝛿𝑚𝑛−1 (P,

𝐷

𝑛
) ≤ 𝜖∗𝛿 (P, 𝐷) ≤ 𝜖∗𝛿 (P,

𝐷

𝑛
).

�

Theorem 18. let 𝑃 be a given prior distribution such that
𝑃1 ≥ 𝑃2 ≥ · · · ≥ 𝑃𝑚. Let 𝐷 (𝑘) =

∑𝑚
𝑗=𝑚−𝑘+1 𝑃 𝑗 for 0 ≤ 𝑘 ≤ 𝑚.

Then
(1) (Approximate differential privacy)

𝜖∗𝛿 (𝑃,𝑛𝐷) = max
{
0, min
𝐷> (1−𝛿)𝐷 (𝑘−1)

log
(𝑚− 𝑘) (1−𝐷 − 𝛿)
𝐷 − (1− 𝛿)𝐷 (𝑘−1)

}
.

(2) (Maximal leakage)

𝜖∗𝑀𝐿 (𝑃,𝑛𝐷) = max
{
0, 𝑛 log

(
𝑚− 𝑘 − 𝐷 −𝐷 (𝑘)

𝐷 (𝑘) −𝐷 (𝑘−1)

)}
if 𝐷 (𝑘−1) < 𝐷 ≤ 𝐷 (𝑘) and 1 ≤ 𝑘 ≤ 𝑚.

V. CONCLUSION

This paper investigates the privacy-utility trade-off problem
for seven popular privacy measures in two different scenarios:
global and local privacy. For both global and local privacy,
our results provide some upper and lower bounds on privacy-
distortion function, which reveals the relationships between
privacy and distortion in a quantitative way. In particular,
with known prior distributions, we obtain the analytical closed
form of privacy-distortion function for approximate differential
privacy. To the best of our knowledge, this is the first result
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on the privacy-uitility tradeoff for approximate differential
privacy.

In addition to the privacy measures we used here, it is
still possible to consider other privacy measures, such as the
privacy measure defined by Arimoto 𝛼-mutual information
and 𝑓 -mutual information. Moreover, the application privacy-
utility trade-offs in machine learning is an important problem,
which we leave it for further study.
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APPENDIX

A. Basic Properties of Privacy

To clearly show the properties of different notions for
any given mechanism 𝑄, we turn to the following definition
equivalent to Definition 3.

Definition 19. Let 𝑃𝑋 be a fixed distribution with full support
on X.

(1) (Maximal divergence) The differential privacy loss of 𝑄
is defined as

𝜖𝐷𝑃 (𝑄) := max
𝑦∈Y,𝑑 (𝑥,𝑥′)=1
𝑄𝑌 |𝑋 (𝑦 |𝑥′)>0

log
𝑄𝑌 |𝑋 (𝑦 |𝑥)
𝑄𝑌 |𝑋 (𝑦 |𝑥 ′)

.

(2) (Approximate maximal divergence) Given a postive real
number 𝛿 < 1, the approximate differential privacy loss of 𝑄
is defined as

𝜖𝛿 (𝑄) := max

0, max
𝑦∈Y,𝑑 (𝑥,𝑥′)=1
𝑄𝑌 |𝑋 (𝑦 |𝑥′)>0

log
𝑄𝑌 |𝑋 (𝑦 |𝑥) − 𝛿
𝑄𝑌 |𝑋 (𝑦 |𝑥 ′)

 .
(3) (Maximal information) The maximal information be-

tween 𝑋 and 𝑄(𝑋) is denoted by

𝜖𝑀𝐼 (𝑄) := 𝐼∞ (𝑋;𝑄(𝑋)) = max
𝑥∈X,𝑦∈Y

log
𝑄𝑌 |𝑋 (𝑦 |𝑥)∑

𝑥∈X 𝑃𝑋 (𝑥)𝑄𝑌 |𝑋 (𝑦 |𝑥)
.

(4) (Maximal leakage) The maximal leakage from 𝑋 to
𝑄(𝑋) is denoted by

𝜖𝑀𝐿 (𝑄) := L(𝑋 →𝑄(𝑋)) = log
∑︁
𝑦∈Y

max
𝑥∈X

𝑄𝑌 |𝑋 (𝑦 |𝑥).

(5) (Rényi divergence) Given a postive real number 𝛼 > 1,
the Rényi differential privacy loss of 𝑄 is defined as

𝜖𝛼,𝐷𝑃 (𝑄) := max
𝑑 (𝑥,𝑥′)=1

𝐷𝛼
(
𝑄𝑌 |𝑋 (·|𝑥)‖𝑄𝑌 |𝑋 (·|𝑥 ′)

)
= max

𝑑 (𝑥,𝑥′)=1

1
𝛼−1

log
∑︁
𝑦∈Y

𝑄𝛼
𝑌 |𝑋 (𝑦 |𝑥)𝑄

1−𝛼
𝑌 |𝑋 (𝑦 |𝑥

′).

(6) (Sibson’s mutual information) Given a postive real
number 𝛼 > 1, the 𝛼-mutual informationa of 𝑄 is denoted
as

𝜖𝛼,𝑀 (𝑄) := 𝐼𝛼 (𝑋;𝑄(𝑋))

=
𝛼

𝛼−1
log

∑︁
𝑦∈Y

(∑︁
𝑥∈X

𝑃𝑋 (𝑥)𝑄𝛼𝑌 |𝑋 (𝑦 |𝑥)
)1/𝛼

.

(7) (Mutual information) The mutual information of 𝑄 is
denoted as

𝜖𝑀 (𝑄) := 𝐼 (𝑋;𝑄(𝑋))

=
∑︁
𝑥,𝑦

𝑃𝑋 (𝑥)𝑄𝑌 |𝑋 (𝑦 |𝑥) log
𝑄𝑌 |𝑋 (𝑦 |𝑥)∑

𝑥 𝑃𝑋 (𝑥)𝑄𝑌 |𝑋 (𝑦 |𝑥)
.

Then we have the following well-known results.

Lemma 20. Relations and implications.
(1) The privacy losses 𝜖𝐷𝑃 (𝑄), 𝜖𝛿 (𝑄), 𝜖𝑀𝐿 (𝑄) and

𝜖𝛼,𝐷𝑃 (𝑄) do not depend on 𝑃.
(2) The privacy losses 𝜖𝐷𝑃 (𝑄), 𝜖𝛿 (𝑄) and 𝜖𝛼,𝐷𝑃 (𝑄) pro-

vide worst-case privacy guarantees.

(3) The privacy losses 𝜖𝑀𝐼 (𝑄), 𝜖𝑀𝐿 (𝑄), 𝜖𝛼,𝑀 (𝑄) and
𝜖𝑀 (𝑄) provide global privacy guarantees.

(4) For 0 ≤ 𝛿1 ≤ 𝛿2, 𝜖𝛿2 (𝑄) ≤ 𝜖𝛿1 (𝑄). In particular,
𝜖𝛿=0 (𝑄) = 𝜖𝐷𝑃 (𝑄).

(5) lim𝛼→∞ 𝜖𝛼,𝐷𝑃 (𝑄) = 𝜖𝐷𝑃 (𝑄).
(6) lim𝛼→1 𝜖𝛼,𝑀 (𝑄) = 𝜖𝑀 (𝑄).
(7) lim𝛼→∞ 𝜖𝛼,𝑀 (𝑄) = 𝜖𝑀𝐿 (𝑄).
(8) 𝜖𝛼,𝐷𝑃 (𝑄) is non-decreasing in 𝛼 and upper-bounded

by 𝜖𝐷𝑃 (𝑄).
(9) 𝜖𝛼,𝑀 (𝑄) is non-decreasing in 𝛼, lower-bounded by

𝜖𝑀 (𝑄) and upper-bounded by 𝜖𝐷𝑃 (𝑄).

The convexity of privacy metrics has long been studied. As
we see in Section III, the following results spark the ideas in
development of optimal mechanisms.

Lemma 21 (Convexity of privacy). For fixed 𝑃𝑋 , in 𝑄𝑌 |𝑋 ,
(1) 𝜖𝐷𝑃 (𝑄), 𝜖𝛿 (𝑄) and 𝜖𝑀𝐼 (𝑄) are quasi-convex;
(2) ( [17]) 𝑒𝜖𝑀𝐿 (𝑄) is convex;
(3) ( [15]) 𝜖𝛼,𝐷𝑃 (𝑄) is convex;
(4) ( [15], [29]) 1

𝛼−1 exp
(
𝛼−1
𝛼
𝜖𝛼,𝑀 (𝑄)

)
is convex and

𝜖𝛼,𝑀 (𝑄) is quasi-convex;
(5) ( [3]) 𝜖𝑀 (𝑄) is convex.

Proof of Lemma 21. The results of (2)-(5) are well-known
and one may refer to the publications mentioned above. We
now prove (1). Let 𝑄1 and 𝑄2 be (𝜖1, 𝛿) and (𝜖2, 𝛿)-differential
private mechanisms respectively for some 𝛿 ∈ [0,1). Then for
any 𝑦 ∈ Y and neighbors 𝑥, 𝑥 ′ in X, 𝑄𝑖 (𝑦 |𝑥) ≤ 𝑒𝜖𝑖𝑄𝑖 (𝑦 |𝑥 ′) +𝛿,
𝑖 = 1, 2. For 0 ≤ _ ≤ 1, we have

𝑄(𝑦 |𝑥) := _𝑄1 (𝑦 |𝑥) + (1−_)𝑄2 (𝑦 |𝑥)
≤ _ (𝑒𝜖1𝑄1 (𝑦 |𝑥 ′) + 𝛿) + (1−_) (𝑒𝜖2𝑄2 (𝑦 |𝑥 ′) + 𝛿)
≤ 𝑒max{𝜖1 , 𝜖2 } (_𝑄1 (𝑦 |𝑥 ′) + (1−_)𝑄2 (𝑦 |𝑥 ′)) + 𝛿
= 𝑒max{𝜖1 , 𝜖2 }𝑄(𝑦 |𝑥 ′) + 𝛿.

Thus, 𝜖𝛿 (𝑄) ≤ max{𝜖𝛿 (𝑄1), 𝜖𝛿 (𝑄2)}.
Next, let 𝜖𝑀𝐼 (𝑄𝑖) ≤ 𝜖𝑖 for 𝑖 = 1 and 2. Then for any 𝑦 ∈ Y

and 𝑥 ∈ X, we have

𝑄(𝑦 |𝑥) := _𝑄1 (𝑦 |𝑥) + (1−_)𝑄2 (𝑦 |𝑥)
≤ _𝑒𝜖1E𝑥 [𝑄1 (𝑦 |𝑥)] + (1−_)𝑒𝜖2E𝑥 [𝑄2 (𝑦 |𝑥)]
≤ 𝑒max{𝜖1 , 𝜖2 } (_E𝑥 [𝑄1 (𝑦 |𝑥)] + (1−_)E𝑥 [𝑄2 (𝑦 |𝑥)])
= 𝑒max{𝜖1 , 𝜖2 }E𝑥 [𝑄(𝑦 |𝑥)] .

Thus, 𝜖𝑀𝐼 (𝑄) ≤ max{𝜖𝑀𝐼 (𝑄1), 𝜖𝑀𝐼 (𝑄2)}. This completes the
proof. �

The following two lemmas reveal the probability preserva-
tion properties of the 𝛼-type privacy measurements.

Lemma 22 ( [20]). For 𝛼 > 1, let 𝐷𝛼 (𝑃‖𝑄) denote the Rényi
divergence between 𝑃 and 𝑄 over R. Then we have

(1) Monotonicity. 𝐷𝛼 (𝑃‖𝑄) is non-decreasing in 𝛼.
(2) Probability preservation. For any arbitrary event 𝐴 ⊂ R,

𝑃(𝐴) ≤
(
𝑒𝐷𝛼 (𝑃 ‖𝑄)𝑄(𝐴)

) 𝛼−1
𝛼

.

Lemma 23 ( [10]). Let (X × Y,F , 𝑃𝑋𝑌 ) and (X ×
Y,F , 𝑃𝑋𝑃𝑌 ) be two probability spaces, and assume 𝑃𝑋𝑌 �
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𝑃𝑋𝑃𝑌 . Given 𝐸 ∈ F , let 𝐸𝑦 := {𝑥 : (𝑥, 𝑦) ∈ 𝐸}. For 𝛼 > 1, let
𝐼𝛼 (𝑋;𝑌 ) denote Sibson mutual information. Then

𝑃𝑋𝑌 (𝐸) ≤ max
𝑦

(
𝑃𝑋 (𝐸𝑦) exp(𝐼𝛼 (𝑋;𝑌 ))

) 𝛼−1
𝛼 .

B. Coloring Scheme

Let 𝑃 be a prior distribution such that 𝑃1 ≥ 𝑃2 ≥ · · · ≥ 𝑃𝑚.
For any mechanism 𝑄, we write it as the matrix form below.

𝑄 =

©«
𝑄(1|1) 𝑄(2|1) · · · 𝑄(𝑚 |1)
𝑄(1|2) 𝑄(2|2) · · · 𝑄(𝑚 |2)
...

...
. . .

...

𝑄(1|𝑚) 𝑄(2|𝑚) · · · 𝑄(𝑚 |𝑚)

ª®®®®¬
.

To reinforce the understanding of prior distribution, we define
the accumulation function 𝐷 (0) = 0 𝐷 (𝑘) :=

∑𝑚
𝑗=𝑚−𝑘+1 𝑃 𝑗 for

1 ≤ 𝑘 ≤ 𝑚.
By Lemma 10 and 33, there exists mechanism costing

zero approximate privacy loss as well as mechanism causing
no maximal leakage under specific assumption sacrificing
accuracy. In this appendix, we assume that privacy loss is
inevitable, i.e., the threshold 𝐷 is at most (1 − 𝛿)𝐷 (𝑚−1)

for approximate differential privacy and 𝐷 (𝑚−1) for maximal
leakage.

For any mechanism 𝑄 with 𝜖𝛿 (𝑄) > 0, we say two distinct
entries 𝑄( 𝑗 |𝑖) and 𝑄( 𝑗 |𝑘) of the same column consist of a
critical pair if 𝑄( 𝑗 |𝑖) = 𝑒𝜖 (𝑄)𝑄( 𝑗 |𝑘) + 𝛿. We mow color every
single entry of 𝑄 following the rules below.

• Color the element black if it is the bigger one in the
critical pair.

• Color the element red if it is the smaller one in the critical
pair.

• Color the element white, otherwise.
Notice that if 𝑄( 𝑗 |𝑖) = 0 then for the 𝑗 th column, every element
is not greater than 𝛿 with equality if the element is black.

Similarly, for any mechanism 𝑄 with 𝜖𝑀𝐿 (𝑄) > 0, we color
every single entry of 𝑄 following the rules below.

• Color the element black if it is the biggest among the
entries of the same column.

• Color the element red if it is the smallest one among the
entries of the same column.

• Color the element white, otherwise.

C. Special Transformers

Lemma 24. (Size of the output space) There exists a mech-
anism 𝑄 ∈ Q∗

★(P, 𝐷) such that |𝑄(X)| ≤ 𝑚 for the notions
aforementioned except for the approximate privacy with pos-
itive 𝛿.

To prove Lemma 24, we introduce the transformation on
mechanism given by Kalantari et al [18].

Proof of Lemma 24. For any 𝑄 ∈ Q(P, 𝐷), assume that
|𝑄(𝑋) | = 𝑁 > 𝑚, that is 𝑄( 𝑗 |𝑖) > 0 for 𝑗 ≤ 𝑁 and 𝑄( 𝑗 |𝑖) = 0
for 𝑗 > 𝑁 . We create a mechanism �̃� defined as follows.

�̃�( 𝑗 |𝑖) =


𝑄(𝑁 −1|𝑖) +𝑄(𝑁 |𝑖) if 𝑗 = 𝑁 −1,
𝑄( 𝑗 |𝑖) if 𝑗 < 𝑁 −1,
0 if 𝑗 > 𝑁 −1.

Note that |�̃�(𝑋) | = 𝑁 −1, and for any 𝑃 ∈ P, E𝑃,�̃� [𝑑 (𝑥, 𝑦)] =∑𝑚
𝑖=1 𝑃𝑖 (1− �̃�(𝑖 |𝑖)) ≤ E𝑃,𝑄 [𝑑 (𝑥, 𝑦)] where the equality holds

if and only if 𝑁 > 𝑚 +1. It is followed by the fact �̃� belongs
to Q(P, 𝐷). Hence, it is sufficient to prove that 𝜖 (�̃�) ≤ 𝜖 (𝑄).

1) For 1 ≤ 𝑗 ≤ 𝑁 −2 and 1 ≤ 𝑖 ≠ 𝑘 ≤ 𝑚,

�̃�( 𝑗 |𝑖) =𝑄( 𝑗 |𝑖) ≤ 𝑒𝜖1 (𝑄)𝑄( 𝑗 |𝑘) = 𝑒𝜖1 (𝑄)�̃�( 𝑗 |𝑘),

�̃�(𝑁 −1|𝑖) =𝑄(𝑁 −1|𝑖) +𝑄(𝑁 |𝑖)
≤ 𝑒𝜖𝐷𝑃 (𝑄)𝑄(𝑁 −1|𝑘) + 𝑒𝜖𝐷𝑃 (𝑄)𝑄(𝑁 |𝑘)
= 𝑒𝜖𝐷𝑃 (𝑄)�̃�(𝑁 −1|𝑘).

Hence, 𝜖𝐷𝑃 (�̃�) ≤ 𝜖𝐷𝑃 (𝑄).
2) For maximal information, one can obtain that 𝜖𝑀𝐼 (�̃�) ≤

𝜖𝑀𝐼 (𝑄) by changing 𝑄( 𝑗 |𝑘) to E𝑘 [𝑄( 𝑗 |𝑘)] in 1).
3) The inequality

L(𝑋 → �̃�(𝑋)) =
𝑁−1∑︁
𝑗=1

max
1≤𝑖≤𝑚

�̃�( 𝑗 |𝑖)

=

𝑁−2∑︁
𝑗=1

max
1≤𝑖≤𝑚

�̃�( 𝑗 |𝑖) + max
1≤𝑖≤𝑚

{�̃�(𝑁 −1|𝑖), �̃�(𝑁 |𝑖)}

≤
𝑁∑︁
𝑗=1

max
1≤𝑖≤𝑚

𝑄( 𝑗 |𝑖) = L(𝑋 →𝑄(𝑋))

yields the result 𝜖𝑀𝐿 (�̃�) ≤ 𝜖𝑀𝐿 (𝑄).
4) Let 𝑓𝛼 (𝑥, 𝑦) = 𝑥𝛼𝑦1−𝛼 for 0 ≤ 𝑥, 𝑦 ≤ 1. Then 𝑓𝛼 is

convex since ∇2 𝑓𝛼 is positive semi-definite. Therefore,
we have for 1 ≤ 𝑖 ≠ 𝑘 ≤ 𝑚,
𝑁−1∑︁
𝑗=1

�̃�𝛼 ( 𝑗 |𝑖)�̃�1−𝛼 ( 𝑗 |𝑘)

=

𝑁−2∑︁
𝑗=1

𝑄𝛼 ( 𝑗 |𝑖)𝑄1−𝛼 ( 𝑗 |𝑘) +(
𝑄(𝑁 −1|𝑖) +𝑄(𝑁 |𝑖)

)𝛼 (
𝑄(𝑁 −1|𝑘) +𝑄(𝑁 |𝑘)

)1−𝛼

≤
𝑁−2∑︁
𝑗=1

𝑄𝛼 ( 𝑗 |𝑖)𝑄1−𝛼 ( 𝑗 |𝑘) +

𝑄𝛼 (𝑁 −1|𝑖)𝑄1−𝛼 (𝑁 −1|𝑘) +𝑄𝛼 (𝑁 |𝑖)𝑄1−𝛼 (𝑁 |𝑘)

=

𝑁∑︁
𝑗=1
𝑄𝛼 ( 𝑗 |𝑖)𝑄1−𝛼 ( 𝑗 |𝑘).

Hence, 𝜖𝛼,𝐷𝑃 (�̃�) ≤ 𝜖𝛼,𝐷𝑃 (𝑄).
5) The function 1

𝛼−1 exp
(
𝛼−1
𝛼
𝜖𝛼,𝑀 (𝑄)

)
is convex (refer to

Lemma 21 in Appendix A), and thus so is the situation
for fixed 𝑦. Hence, we have

𝑁−1∑︁
𝑗=1

(
𝑚∑︁
𝑖=1
𝑃𝑖�̃�

𝛼 ( 𝑗 |𝑖)
) 1

𝛼

=

𝑁−2∑︁
𝑗=1

(
𝑚∑︁
𝑖=1
𝑃𝑖𝑄

𝛼 ( 𝑗 |𝑖)
) 1

𝛼

+
(
𝑚∑︁
𝑖=1
𝑃𝑖

(
𝑄(𝑁 −1|𝑖) +𝑄(𝑁 |𝑖)

)𝛼) 1
𝛼
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≤
𝑁−2∑︁
𝑗=1

(
𝑚∑︁
𝑖=1
𝑃𝑖𝑄

𝛼 ( 𝑗 |𝑖)
) 1

𝛼

+
(
𝑚∑︁
𝑖=1
𝑃𝑖𝑄

𝛼 (𝑁 −1|𝑖)
) 1

𝛼

+
(
𝑚∑︁
𝑖=1
𝑃𝑖𝑄

𝛼 (𝑁 |𝑖)
) 1

𝛼

=

𝑁∑︁
𝑗=1

(
𝑚∑︁
𝑖=1
𝑃𝑖𝑄

𝛼 ( 𝑗 |𝑖)
) 1

𝛼

followed by 𝜖𝛼,𝑀 (�̃�) ≤ 𝜖𝛼,𝑀 (𝑄).
6) As 𝛼 tends to 1 in 5), we have 𝜖𝑀 (�̃�) ≤ 𝜖𝑀 (𝑄).

�

This explains why we choose synthetic version as the
released database in local privacy framework. Next, inspired
by the construction of transformation above, we introduce
several interesting transformers which are useful in coloring
scheme. For any mechanism 𝑄 with

𝑄(𝜎(1) |𝜎(1)) ≥ 𝑄(𝜎(2) |𝜎(2)) ≥ · · · ≥ 𝑄(𝜎(𝑚) |𝜎(𝑚))

for some permutation 𝜎 over {1,2, · · · ,𝑚}. We define the
transformer T1 over 𝑄 as follows.

T1 :𝑄 ↦→ T1𝑄 where T1𝑄( 𝑗 |𝑖) =𝑄(𝜎( 𝑗) |𝜎(𝑖))

for 1 ≤ 𝑖, 𝑗 ≤ 𝑚.

Lemma 25. For approximate differential privacy and maximal
leakage, if mechanism 𝑄 satisfying 𝜖 (𝑄) > 0, then T1𝑄 is still
a well-defined mechanism such that

1) T1𝑄 is (𝑃,E𝑃,𝑄 [𝑑 (𝑥, 𝑦)])-valid for any prior distribu-
tion 𝑃;

2) 𝜖 (T1𝑄) = 𝜖 (𝑄);
3) T1𝑄(1|1) ≥ T1𝑄(2|2) ≥ · · · ≥ T1𝑄(𝑚 |𝑚).

We skip the proof for simplicity. It is worth noting that if we
color T1𝑄 following the rules aforementioned, then T1𝑄( 𝑗 |𝑖)
and 𝑄(𝜎( 𝑗) |𝜎(𝑖)) have the same color for 1 ≤ 𝑖, 𝑗 ≤ 𝑚.

Lemma 26. There exists 𝑄 ∈ Q∗ (𝑃,𝐷) for approximate dif-
ferential privacy or maximal leakage, such that all the off-
diagonal elements in the same row have the same color.

Proof. We denote the number of black (red, white, respec-
tively) off-diagonal elements in the 𝑘th row by 𝑛

(𝑘)
𝐵

(𝑛(𝑘)
𝑅

,
𝑛
(𝑘)
𝑊

, respectively).

1) If 𝑛(𝑘)
𝐵

, 𝑛(𝑘)
𝑅

> 0, then we define

𝑄 ′( 𝑗 |𝑖) =
𝑄( 𝑗 |𝑘) −Δ/𝑛(𝑘)

𝐵
, if 𝑖 = 𝑘 ≠ 𝑗 and 𝑄( 𝑗 |𝑘) is black,

𝑄( 𝑗 |𝑘) +Δ/𝑛(𝑘)
𝑅
, if 𝑖 = 𝑘 ≠ 𝑗 and 𝑄( 𝑗 |𝑘) is white,

𝑄( 𝑗 |𝑖), otherwise

where Δ is small enough such that 0 ≤ 𝑄 ′ ≤ 1 and 𝜖

does not increase. Moreover, 𝑄 ′ is also a (𝑃,𝐷)-valid
mechanism.

2) If 𝑛(𝑘)
𝐵

, 𝑛(𝑘)
𝑊

> 0, then we define

𝑄 ′( 𝑗 |𝑖) =


𝑄( 𝑗 |𝑘) −Δ/𝑛(𝑘)

𝐵
, if 𝑖 = 𝑘 ≠ 𝑗 and 𝑄( 𝑗 |𝑘) is black,

𝑄( 𝑗 |𝑘) +Δ/𝑛(𝑘)
𝑊
, if 𝑖 = 𝑘 ≠ 𝑗 and 𝑄( 𝑗 |𝑘) is white,

𝑄( 𝑗 |𝑖), otherwise

where Δ is small enough such that 0 ≤ 𝑄 ′ ≤ 1 and 𝜖

does not increase. Moreover, 𝑄 ′ is also a (𝑃,𝐷)-valid
mechanism.

3) If 𝑛(𝑘)
𝑊

, 𝑛(𝑘)
𝑅

> 0, then we define

𝑄 ′( 𝑗 |𝑖) =
𝑄( 𝑗 |𝑘) −Δ/𝑛(𝑘)

𝑊
, if 𝑖 = 𝑘 ≠ 𝑗 and 𝑄( 𝑗 |𝑘) is black,

𝑄( 𝑗 |𝑘) +Δ/𝑛(𝑘)
𝑅
, if 𝑖 = 𝑘 ≠ 𝑗 and 𝑄( 𝑗 |𝑘) is white,

𝑄( 𝑗 |𝑖), otherwise

where Δ is small enough such that 0 ≤ 𝑄 ′ ≤ 1 and 𝜖

does not increase. Moreover, 𝑄 ′ is also a (𝑃,𝐷)-valid
mechanism.

Notice the transformation can be done repeatedly until 𝑄 ′

satisfies the claim. �

Through the composition of the operators above, we obtain
a transformer T2 such that for any optimal mechanism 𝑄,

1) T2𝑄 is (𝑃,E𝑃,𝑄 [𝑑 (𝑥, 𝑦)])-valid for any prior distribution
𝑃;

2) 𝜖 (T2𝑄) = 𝜖 (𝑄);
3) T2𝑄( 𝑗 | 𝑗) =𝑄( 𝑗 | 𝑗) for 1 ≤ 𝑗 ≤ 𝑚;
4) all the off-diagonal elements of a row in T2𝑄 have the

same color.

Lemma 27. There exists 𝑄 ∈ Q∗ (𝑃,𝐷) for approximate dif-
ferential privacy or maximal leakage, such that if a diagonal
element is not black, then the off-diagonal elements of the
same the row are red.

Proof. Let Q̃∗ (𝑃,𝐷) ⊂ Q∗ (𝑃,𝐷) be the set of (𝑃,𝐷)-valid
mechanisms with smallest distortion. Choose an arbitrary
mechanism 𝑄 ∈ Q̃∗ (𝑃,𝐷). Let 𝐾 denote the set of the line
numbers 𝑘 such that 𝑄(𝑘 |𝑘) is not black and 𝑄( 𝑗 |𝑘) is not
red for 𝑗 ≠ 𝑘 .We define

𝑄 ′( 𝑗 |𝑖) =


𝑄(𝑘 |𝑘) +Δ𝑘 , if 𝑗 = 𝑖 = 𝑘 and 𝑘 ∈ 𝐾,
𝑄( 𝑗 |𝑘) −Δ𝑘/(𝑚−1), if 𝑗 ≠ 𝑖 = 𝑘 and 𝑘 ∈ 𝐾,
𝑄( 𝑗 |𝑖), otherwise

where

Δ𝑘 =min
{
max
𝑖
𝑄(𝑘 |𝑖) −𝑄(𝑘 |𝑘), 𝑛 ·min

𝑗

(
𝑄( 𝑗 |𝑘) −min

𝑖
𝑄( 𝑗 |𝑖)

)}
.

Therefore, 𝑄 ′ is a (𝑃,𝐷)-valid mechanism with 𝜖 (𝑄 ′) ≤ 𝜖 (𝑄).
Furthermore,

E𝑃,𝑄′ [𝑑 (𝑥, 𝑦)] = E𝑃,𝑄 [𝑑 (𝑥, 𝑦)] −
∑︁
𝑘∈𝐾

𝑃𝑘Δ𝑘 < E𝑃,𝑄 [𝑑 (𝑥, 𝑦)]

which contradicts the assumption 𝑄 ∈ Q̃∗ (𝑃,𝐷). Thus, for any
𝑄 ∈ Q̃∗ (𝑃,𝐷), if a diagonal element is not black, then the off-
diagonal elements of the same the row are red. �
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D. Special Mechanism

In this subsection, we consider the properties of 𝑄 ∈
T1T2 (Q̃∗ (𝑃,𝐷)). By Lemma 25, 26 and 27, 𝑄 satisfies the
following properties.

1) 𝑄(1|1) ≥ 𝑄(2|2) ≥ · · · ≥ 𝑄(𝑚 |𝑚).
2) All the off-diagonal elements of a row in 𝑄 have the

same color.
3) If a diagonal element is not black, then the off-diagonal

elements of the same the row are red.
There are more traits for the color pattern of 𝑄.

Proposition 28. The elements of a row in 𝑄 are not all black
nor red.

Proof. Assume that all elements of the 𝑘th row are black.
Then, there exists a row, denoted by 𝑖th row, such that
𝑄( 𝑗 |𝑘) > 𝑄( 𝑗 |𝑖) for 𝑗 ≠ 𝑖. Hence, we have

1 =𝑄(𝑖 |𝑘) +
𝑚∑︁
𝑗≠𝑖

𝑄( 𝑗 |𝑘) > 𝑄(𝑖 |𝑖) +
𝑚∑︁
𝑗≠𝑖

𝑄( 𝑗 |𝑖) = 1.

Contradiction. The proof for no row with all red elements is
similar. �

By Property 28, there exists no black off-diagonal element.
Moreover, if a diagonal element is not black, then it is white.

Proposition 29. There is only one possible non-black diagonal
element in 𝑄.

Proof. Assume for 1 ≤ 𝑖 < 𝑘 ≤ 𝑚, 𝑄(𝑖 |𝑖) and 𝑄(𝑘 |𝑘) are not
black. Then by Lemma 27, 𝑄(𝑖 |𝑘) is red. Thus, 𝑄(𝑖 |𝑙) is
black for some 1 ≤ 𝑙 ≤ 𝑚. Because 𝑄(𝑖 |𝑖) is not black, 𝑙 ≠ 𝑖.
Thus 𝑄(𝑖 |𝑙) is a black off-diagonal element which contradicts
Property 28. �

Proposition 30. For the coloring scheme of approximate
differential privacy, if 𝑄(𝑘 |𝑘) is the only possible non-black
diagonal element, then 𝑄(𝑘 |𝑘) =𝑄(1|1).

Proof. By Lemma 27, 𝑄( 𝑗 |𝑘) is red for 𝑗 ≠ 𝑘 . By Property
29, 𝑄(𝑖 |𝑖) is black for 𝑖 ≠ 𝑘 . Then by Property 28, 𝑄( 𝑗 |𝑖) is
not black for 𝑗 ≠ 𝑖. Therefore, 𝑄( 𝑗 |𝑖) ≥ 𝑄( 𝑗 |𝑘) for 𝑗 ≠ 𝑖 and
𝑘 .

𝑚∑︁
𝑗=1
𝑄( 𝑗 |𝑖) =

𝑚∑︁
𝑗=1
𝑄( 𝑗 |𝑘) = 1

⇒ 𝑄(𝑘 |𝑘) +𝑄(𝑘 |𝑖) ≥ 𝑄(𝑖 |𝑖) +𝑄(𝑘 |𝑖)
⇒ 𝑄(𝑘 |𝑘) ≥ 𝛿+𝑄(𝑘 |𝑖) ≥ 𝛿.

Because 𝑄(𝑘 |𝑘) is white, there exists no line number 𝑗 such
that 𝑄(𝑘 | 𝑗) = 0. Thus, 𝑄(𝑘 |𝑖) > 0. If 𝑄(𝑖 |𝑘) = 0 then 𝑄(𝑘 |𝑘) ≥
𝑄(𝑖 |𝑖). If 𝑄(𝑖 |𝑘) > 0 then 𝑄 (𝑖 |𝑖)−𝛿

𝑄 (𝑖 |𝑘) >
𝑄 (𝑘 |𝑘)−𝛿
𝑄 (𝑘 |𝑖) . Assume that

𝑄(𝑘 |𝑘) < 𝑄(𝑖 |𝑖). Then 0 < 𝑄(𝑖 |𝑖) −𝑄(𝑘 |𝑘) ≤ 𝑄(𝑖 |𝑘) −𝑄(𝑘 |𝑖).
Thus

𝑄(𝑖 |𝑖) −𝑄(𝑘 |𝑘)
𝑄(𝑖 |𝑘) −𝑄(𝑘 |𝑖) ≤ 1.

On the contrary,

𝑄(𝑖 |𝑖) −𝑄(𝑘 |𝑘)
𝑄(𝑖 |𝑘) −𝑄(𝑘 |𝑖) =

𝑄(𝑖 |𝑖) − 𝛿− (𝑄(𝑘 |𝑘) − 𝛿)
𝑄(𝑖 |𝑘) −𝑄(𝑘 |𝑖)

>
𝑄(𝑖 |𝑖) − 𝛿− 𝑄 (𝑘 |𝑖)

𝑄 (𝑖 |𝑘) (𝑄(𝑖 |𝑖) − 𝛿)
𝑄(𝑖 |𝑘) −𝑄(𝑘 |𝑖)

=
𝑄(𝑖 |𝑖) − 𝛿
𝑄(𝑖 |𝑘) > 1.

Contradiction! Hence, 𝑄(𝑘 |𝑘) ≥ 𝑄(𝑖 |𝑖) for 1 ≤ 𝑖 ≤ 𝑚. �

Proposition 31. For the coloring scheme of approximate
differential privacy, all the off-diagonal elements in the first
row of 𝑄 are red.

Proof. Assume that all the off-diagonal elements in the 𝑘th
row are red and all the off-diagonal elements in the 𝑖th row
are white. Since the sum of each row is one, we have

𝑄(𝑘 |𝑘) +𝑄(𝑘 |𝑖) ≥ 𝑄(𝑖 |𝑖) +𝑄(𝑘 |𝑖).

Similar with the proof of Property 30, this inequality implies
𝑄(𝑘 |𝑘) ≥ 𝑄(𝑖 |𝑖). In other words, all the red rows are arranged
above the white ones in 𝑄. �

Proposition 32. For the coloring scheme of maximal leakage,
all the diagonal elements are black in 𝑄.

Proof. We claim that if the only possible white diagonal
element is 𝑄(𝑘 |𝑘), then 𝑄( 𝑗 |𝑘) = 0 for 𝑗 ≠ 𝑘. Otherwise,
we can transfer some non-zero off-diagonal elements’ value
of the 𝑘th row to 𝑄(𝑘 |𝑘) until it turns black, resulting in a
optima l mechanism with smaller distortion. Contradiction to
𝑄 ∈ Q̃∗ (𝑃,𝐷). Thus 𝑄( 𝑗 |𝑘) = 0 for 𝑗 ≠ 𝑘 , leading to the fact
𝑄(𝑘 |𝑘) = 1. This is not possible since 𝑄(𝑘 |𝑘) is white. �

Combing all aforementioned properties of 𝑄, one can obtain
Lemma 11.

E. Proof of Theorem 14

The condition of equivalence for zero maximal leakage is
given as follows

Lemma 33. For given 𝑃 such that 𝑃1 ≥ 𝑃2 ≥ · · · ≥ 𝑃𝑚,
𝜖∗
𝑀𝐿

(𝑃,𝐷) = 0 if and only if 𝐷 ≥ 𝐷 (𝑚−1) .

Proof of Lemma 33. Necessity. If 𝜖∗
𝑀𝐿

(𝑃,𝐷) = 0 then there
exists a mechanism 𝑄 such that 𝜖𝑀𝐿 (𝑄) = 0 and
E𝑃,𝑄 [𝑑 (𝑥, 𝑦)] ≤ 𝐷. Thus,

∑
𝑗 max𝑖𝑄( 𝑗 |𝑖) = 1. Hence,∑

𝑗𝑄( 𝑗 | 𝑗) ≤ 1. The expected distortion

E𝑃,𝑄 [𝑑 (𝑥, 𝑦)] = 1−
𝑚∑︁
𝑗=1
𝑃 𝑗𝑄( 𝑗 | 𝑗)

≥ 1−𝑃1

𝑚∑︁
𝑗=1
𝑄( 𝑗 | 𝑗) ≥ 𝐷 (𝑚−1) .

Thus 𝐷 (𝑚−1) ≤ E𝑃,𝑄 [𝑑 (𝑥, 𝑦)] ≤ 𝐷.
Sufficiency. For 𝐷 ≥ 𝐷 (𝑚−1) , we define mechanism 𝑄 as

follows.

𝑄 =

©«
1 0 · · · 0
1 0 · · · 0
...

...
. . .

...

1 0 · · · 0

ª®®®®¬
.

One can easily obtain that 𝜖𝑀𝐿 (𝑄) = 0 and E𝑃,𝑄 [𝑑 (𝑥, 𝑦)] =
𝐷 (𝑚−1) ≤ 𝐷. Thus, 𝜖∗

𝛿
(𝑃,𝐷) = 0. �
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Combing all properties of 𝑄 in Appendix D, one can obtain
the following lemma.

Lemma 34. If 𝜖∗
𝑀𝐿

(𝑃,𝐷) > 0 then there exists a mechanism
𝑄 ∈ Q∗

𝑀𝐿
(𝑃,𝐷) such that

(1) 0 ≤ 𝑄(𝑚 |𝑚) ≤ 𝑄(𝑚−1|𝑚−1) ≤ · · · ≤ 𝑄(1|1) ≤ 1;
(2) max𝑖𝑄( 𝑗 |𝑖) =𝑄( 𝑗 | 𝑗) for 1 ≤ 𝑗 ≤ 𝑚.

Combining theses two lemmas leads to the proof of Theo-
rem 14.

Proof of Theorem14. For 𝐷 ≥ 𝐷 (𝑚−1) , Lemma 33 proves the
statement.

For 0 < 𝐷 < 𝐷 (𝑚−1) , let 𝑄∗ be a mechanism satisfying the
conditions in Lemma 34. Then 𝜖∗

𝑀𝐿
(𝑃,𝐷) = log

∑𝑚
𝑗=1𝑄

∗ ( 𝑗 | 𝑗).
Consider the following optimization problem,

𝑑6 := min
𝛼1 ,𝛼2 , · · · ,𝛼𝑚

log
𝑚∑︁
𝑗=1
𝛼 𝑗

subject to

(1)
𝑚∑︁
𝑗=1
𝑃 𝑗𝛼 𝑗 ≥ 1−𝐷, (15)

(2)
𝑚∑︁
𝑗=1
𝛼 𝑗 ≥ 1,

(3) 𝛼 𝑗 ≤ 𝛼 𝑗−1 for 1 ≤ 𝑗 ≤ 𝑚 +1

where 𝛼0 = 1 and 𝛼𝑚+1 = 0. Notice that {𝑄∗ ( 𝑗 | 𝑗)}1≤ 𝑗≤𝑚
is a feasible solution of (15), and hence 𝜖∗

𝑀𝐿
(𝑃,𝐷) ≥ 𝑑6.

Conversely, let {𝛼∗1, 𝛼
∗
2, · · · , 𝛼

∗
𝑚} be the optimal solution of

(15). We define the following mechanism.

𝑄( 𝑗 |𝑖) =
{
𝛼∗
𝑗

if 𝑖 = 𝑗 ,
(1−𝛼∗

𝑗
)𝛼∗

𝑖∑
𝑖≠ 𝑗 𝛼𝑖

if 𝑖 ≠ 𝑗 .

For any 𝑗 ∈ [1,𝑚], ∑𝑚
𝑖=1𝑄( 𝑗 |𝑖) = 1 which leads to the fact that

𝑄 is a conditional probability. The first restricted condition in
the scenario of (15) implies that 𝑄 is within Q(𝑃,𝐷). The
other two imply that

𝜖∗𝑀𝐿 (𝑃,𝐷) ≤ 𝜖𝑀𝐿 (𝑄) = log
𝑚∑︁
𝑗=1

max
1≤𝑖≤𝑚

𝑄( 𝑗 |𝑖) = log
𝑚∑︁
𝑗=1
𝛼∗𝑗 = 𝑑6.

By letting 𝛽 𝑗 := 𝛼 𝑗 − 𝛼 𝑗+1 for 1 ≤ 𝑗 ≤ 𝑚, we obtain the
following standard linear programming.

𝑑7 (𝛼1) := max
𝛽1 ,𝛽2 , · · · ,𝛽𝑚

−
𝑚∑︁
𝑗=1

𝑗 𝛽 𝑗

subject to

(1)
𝑚∑︁
𝑗=1

(𝐷 (𝑚− 𝑗) −1)𝛽 𝑗 ≤ −1+𝐷,

(2) −
𝑚∑︁
𝑗=1

𝑗 𝛽 𝑗 ≤ −1, (16)

(3)
𝑚∑︁
𝑗=1
𝛽 𝑗 ≤ 1,

(4) 𝛽 𝑗 ≥ 0 for 1 ≤ 𝑗 ≤ 𝑚.

Moreover, 𝑑6 = log(−𝑑7). The dual of (16) is the minimization
linear program as below.

𝑑7 := min
𝛾1 ,𝛾2 ,𝛾3

(−1+𝐷)𝛾1 −𝛾2 +𝛾3

subject to (17)
(1) 𝐷 (𝑚− 𝑗)𝛾1 − 𝑗𝛾2 +𝛾3 ≥ − 𝑗 for 1 ≤ 𝑗 ≤ 𝑚
(2) 𝛾1, 𝛾2, 𝛾3 ≥ 0.

By strong duality theorem, we have 𝑑7 = 𝑑7. Similar with the
proof of Theorem 9, we can obtain the following result by
fixing 𝛾2 ≥ 0.

𝑑7 = min
{
−1,

𝐷 −𝐷 (𝑘−1)

𝑃𝑚+1−𝑘
− (𝑚 +1− 𝑘)

}
if 𝐷 (𝑘−1) < 𝐷 ≤ 𝐷 (𝑘) and 1 ≤ 𝑘 ≤ 𝑚. Thus,

𝜖∗𝑀𝐿 = max
{
0, log

(
𝑚− 𝑘 − 𝐷 −𝐷 (𝑘)

𝐷 (𝑘) −𝐷 (𝑘−1)

)}
if 𝐷 (𝑘−1) < 𝐷 ≤ 𝐷 (𝑘) and 1 ≤ 𝑘 ≤ 𝑚. �
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