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Abstract

The rank metric measures the distance between two matrices by the rank of their
difference. Codes designed for the rank metric have attracted considerable attention
in recent years, reinforced by network coding and further motivated by a variety of
applications. In code-based cryptography, the hardness of the corresponding generic
decoding problem can lead to systems with reduced public-key size. In distributed
data storage, codes in the rank metric have been used repeatedly to construct codes
with locality, and in coded caching, they have been employed for the placement of coded
symbols. This survey gives a general introduction to rank-metric codes, explains their
most important applications, and highlights their relevance to these areas of research.

1 Introduction

Codes composed of matrices are a natural generalization of codes composed of vectors.
Codes in the rank metric of length n < m can be considered as a set of m X n matrices over
a finite field IF, or equivalently as a set of vectors of length n over the extension field Fym.
The rank weight of each codeword vector is the rank of its matrix representation and the
rank distance between two matrices is the rank of their difference. These definitions rely
on the fact that the rank distance is indeed a metric. Several code constructions and basic
properties of the rank metric show strong similarities to codes in the Hamming metric.
However, there are also notable differences, e.g., in the list decoding properties.
Error-correcting codes in the rank metric were first considered by Delsarte (1978),
who proved a Singleton-like upper bound on the cardinality of rank-metric codes and con-
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structed a class of codes achieving this bound!. This class of codes was reintroduced by
Gabidulin (1985) in his fundamental paper “Theory of Codes with Maximum Rank Dis-
tance”. Further, in his paper several properties of codes in the rank metric and an efficient
decoding algorithm based on an equivalent of the Euclidean algorithm were shown. Since
Gabidulin’s publication contributed significantly to the development of error-correcting
codes in the rank metric, the most famous class of codes in the rank metric — the equiv-
alents of Reed—Solomon codes — are nowadays called Gabidulin codes. These codes can
be defined by evaluating non-commutative linearized polynomials, proposed by Ore (Ore,
1933a; Ore, 1933b). Independently of the previous work, Roth (1991) discovered in 1991
codes in the rank metric and applied them for correcting crisscross error patterns.

The goal of this survey is to provide an overview of the known properties of rank-
metric codes and their application to problems in different areas of coding theory and
cryptography.

Chapter 2 provides a brief introduction to rank-metric codes, their properties and their
decoding. After providing basic notations for finite fields and linearized polynomials, we
consider codes in the rank metric. We first define the rank metric and give basic prop-
erties and bounds on the cardinality of codes in the rank metric (namely, equivalents
of the Singleton, sphere-packing, and the Gilbert—Varshamov bounds). Then, we define
Gabidulin codes, show that they attain the Singleton-like upper bound on the cardinality
and give their generator and parity-check matrices. We describe their decoding up to half
the minimum rank-distance by syndrome-based decoding. A summary of how to accomplish
this efficiently is given and the problem of error-erasure correction is considered. We also
give an overview on list decoding of Gabidulin codes and consider interleaved and folded
Gabidulin codes. Finally, further classes of rank-metric codes such as twisted Gabidulin
codes are briefly discussed.

Rank-metric codes have several applications in communications and security, including
public-key code-based cryptography. In 1978, Rivest, Shamir and Adleman (RSA) (Rivest
et al., 1978) proposed the first public-key cryptosystem in order to guarantee secure com-
munication in an asymmetric manner. Since then, public-key cryptography is essential to
protect data via encryption, to enable secure key exchange for symmetric encryption, and
to protect the authenticity and integrity of data via digital signature schemes. Only one
year after the RSA cryptosystem was introduced, whose security relies on the hardness of
the integer factorization problem, McEliece (1978) proposed the first public key cryptosys-
tem based on error-correcting codes. In his pioneering work McEliece showed that hard
problems in coding theory can be used to derive public-key cryptosystems. A crucial draw-
back of the McEliece cryptosystem compared to other public-key cryptosystems, such as
RSA or elliptic curve cryptosystems (ECC), is its large public-key size. The recent develop-
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ments in quantum computing rendered all of the currently used public-key cryptosystems
whose security relies on the integer factorization or the discrete logarithm problem insecure.
In particular, Shor’s algorithm (Shor, 1999) allows to solve both, the integer factorization
problem and the discrete logarithm problem in polynomial time, which in turn allows to
break the corresponding public-key cryptosystems completely, given a sufficiently large
quantum computer. Since code-based public-key cryptosystems are resilient against all
known attacks on quantum computers, including Shor’s algorithm, they are considered to
be quantum-resistant (or post-quantum secure) cryptosystems. Quantum-resistant cryptog-
raphy is an important research area to ensure the long-term security of transmitted and
stored data. Therefore, the National Institute of Standards and Technology (NIST) opened
a standardization call, which meanwhile has reached its final round (NIST, 2017). In order
to reduce the public-key size, many new McEliece variants based on several codes were
proposed, both before and independent of the NIST competition and also as submissions
to the NIST competition. This includes a long history of variants based on codes in the
rank metric. The first McEliece variant in the rank metric was proposed by Gabidulin et al.
(1991) and is therefore known as the GPT cryptosystem. Although no rank-metric based
schemes are among the finalists, rank-metric based schemes are considered as potential
candidates for future standards (Alagic et al., 2020).

Chapter 3 gives an overview of rank-metric code-based quantum-resistant encryption
and authentication schemes. First, hard problems which can be used to design rank-metric
code-based cryptosystems are considered. Then, a general framework to define most GPT
variants is given, and the particular variants are described. Finally, an overview on non-
GPT-like cryptosystems, including the NIST submission Rank Quasi Cyclic (RQC), and
rank-metric code-based signature schemes is given.

Rank-metric codes find applications not only in the cryptographic protection of data,
but also in ensuring its integrity. The increase in the amount of data that is stored by
distributed storage systems has motivated a transition from replication of the data to
the use of more involved storage codes, most commonly Maximum Distance Separable
(MDS) codes. By storing one symbol of a codeword on each node, a node failure then
corresponds to a symbol erasure and the Hamming distance of the storage code provides
a guarantee on the number of failures the system can tolerate before data loss occurs.
However, as the number of nodes in these systems grows, not only the number of tolerable
node failures, but also the efficiency of the node repair process becomes a concern. Codes
with locality (Huang et al., 2007; Chen et al., 2007; Gopalan et al., 2012) address this
issue by reducing the number of nodes required for repair in the more likely event of a
single or small number of node failures. While these codes are designed for the Hamming
metric, codes for the rank metric, in particular, Gabidulin codes have repeatedly been
used to construct these codes, especially for the stronger notion of maximally recoverable
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(MR) locally repairable/recoverable codes (LRCs)?. Further, rank-metric codes have also
been used in another area related to distributed storage, referred to as coded caching.
Caching is a commonly used strategy to reduce the traffic rate during the peak hours. The
communication procedure consists of two phases: placement and delivery. The seminal work
by Maddah-Ali and Niesen (2014) has shown that applying coding merely in the delivery
phase can reduce the traffic rate. As a further improved scheme (Yu et al., 2018) has been
shown to be order-optimal under uncoded placement, schemes with coded placement (Chen
et al., 2016; Gémez-Vilardebd, 2018) become of interest in order to further reduce the traffic
rate during the delivery phase. Rank-metric codes have been utilized in the scheme with
coded placement by Tian and Chen (2018), which has been shown to outperform the
optimal scheme with uncoded placement (Yu et al., 2018) in the regime of small cache size.

In Chapter 4, the application of rank-metric codes to distributed data storage is outlined.
First, we explore the connection between codes with locality and rank-metric codes by
providing a high-level description of the property exploited by many constructions of (MR)
LRCs. Second, we present the application of Maximum Rank Distance (MRD) codes in
the coded caching scheme by Tian and Chen (2018).

Network coding has been attracting attention since the fundamental works by Ahlswede
et al. (2000) and Li et al. (2003) showed that the capacity of multicast networks can be
achieved by performing linear combinations of packets instead of just forwarding them.
Rank-metric codes have been used in network coding solutions (Etzion and Wachter-Zeh,
2018) and error correction in coherent networks (Silva and Kschischang, 2009b). For random
networks, rank-metric codes are used to correct errors by the lifting construction (Silva et
al., 2008). In addition, the subspace metric (Kotter and Kschischang, 2008a) was introduced
for error control, as this metric perfectly captures the type of errors that occur in (random)
linear network coding. Due to the close relation between the rank metric and the subspace
metric, rank-metric codes are a natural choice to construct subspace codes for error control
in random network coding.

Chapter 5 introduces constructions of network codes based on MRD codes, construc-
tions of subspace codes by lifting rank-metric codes, bounds on the cardinality, and the
list decoding capability of subspace codes. We first present constructions based on MRD
codes for a class of deterministic multicast networks, which guarantee that all the receivers
decode all the messages. Two error models commonly considered in networks are described.
We introduce subspace codes, with a focus on constructions based on lifting rank-metric
codes and provide upper bounds on the size of subspace codes. Further, an analysis of list
decoding subspace codes is provided.

Finally, Chapter 6 concludes this survey and shortly mentions further applications of
rank-metric codes.

MR LRCs are also referred to as partial MDS (PMDS) codes.
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2 Basics on Rank-Metric Codes

Codes in the rank metric have drawn increasing interest in recent years due to their appli-
cation to cryptography, distributed storage and network coding. The survey by Gorla and
Ravagnani (2018) mainly focuses on combinatorial properties of rank-metric codes, while
the one by Sheekey (2019a) considers MRD codes and their properties. In particular, Gorla
and Ravagnani (2018) and Gorla (2019) treat (amongst others): isometries, anticodes, du-
ality, MacWilliams identities, generalized weights in the rank metric. We will therefore
not considers these topics in this survey. An English version of the textbook by Gabidulin
(2021) has been published recently which contains a collection of Gabidulin’s results in the
area of rank-metric codes. Our survey deals shortly with properties of rank-metric codes,
but the main focus is on their decoding and their applications to code-based cryptography,
storage, and network coding.

In this chapter, we give an introduction to rank-metric codes, their properties and
decoding. In Section 2.1, we provide the basic notation used in this survey. Section 2.2
defines linearized polynomials and recalls some basic properties. In Section 2.3, we define
the rank metric and state bounds on the cardinality of rank-metric codes, i.e., sphere-
packing, Gilbert—Varshamov, and Singleton-like bounds. Section 2.4, 2.5 and 2.6 provide
the weight distribution of rank metric codes, constant-rank codes and covering property of
rank-metric codes, respectively. Section 2.7 defines Gabidulin codes, proves their minimum
rank distance and gives generator and parity-check matrices. In Section 2.8, we describe
syndrome-based decoding of Gabidulin codes, i.e., we prove the key equation, show how
to solve it and how to reconstruct the final error. We also outline error-erasure decoding
and summarize known fast decoders. In Section 2.9, we discuss results on list decoding of
Gabidulin codes. Further, we introduce interleaved Gabidulin codes (Section 2.10), folded
Gabidulin codes (Section 2.11) and summarize further classes of MRD codes (Section 2.13).

2.1 Notation

This section introduces notation that is used throughout the survey.

We denote a finite field of size ¢ by F, and the set of all row vectors and matrices
over this field by Fy and F;**", respectively. The ring of integers is given by Z and the
non-negative integers by Zso. The set of integers {i | a < i < b} is denoted by [a, ] or by
[b] if @ = 1. To simplify the notation, we denote a4 = alil,

For a linear code of length n, dimension k over Fym, and F,-rank distance d we write
[n, k,d] (Ffm and for a non-linear code of cardinality M we write (n, M, d)f;m. Similarly, a code
of Hamming distance d over Fym is denoted [n, k:,d]qu. The rank and Hamming distance
of a code C are given by dr(C) and dy(C), respectively.

The entries of a matrix A € F"*" are given by A;; for i € [1,m],j € [1,n] and the
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entries of a vector a € F™ by q; for i € [1,n]. Denote by (A), the row-space of A, i.e., the
F-linear vector space spanned by the rows of A. Similarly, <A>qC denotes its column space.
We define a mapping from Fy. to Fy'*" by

. mxn
eXtB : qu — Fq

a=(ay,...,ap) — A= : : ,
Api oo Amn

where 8 = (1, B2, ..., m) is a basis of Fym over F, and
a; = ZAi,j/Bia VJ S [1,77,]
i=1

The weight of a vector a € Fim in the rank metric is its Fy-rank, which is defined as
rkq(a) = rk(extg(a)).
The trace operator is given by

. n
Trqm/q : ]qu — Fq

m—1 m—1
a=(ag,...,ay) — <Z a[f],---7 Z a,@).
=0 =0

The Gaussian binomial coefficient, i.e., the number of r-dimensional subspaces of the
vectorspace Fg, is given by

[s] . {(1—qs)(1—qs1)---(1—qs"+1) forr < s
rl T
q

(1-¢)(1-¢%)...(1—=q")
0 for r > s,

where s and r are non-negative integers. The collection of these subspaces of dimension
N of the ambient space is denoted P,(N) and G4(N, i) denotes the set of subspaces of
dimension i in P, (N). Hence, P, (N) = UN G, (N, ).

2.2 Linearized Polynomials

Linearized polynomials constitute a non-commutative ring and will later provide the defi-
nition of Gabidulin codes. Apart from their application to coding theory, linearized polyno-
mials are used, e.g., in root-finding of usual polynomials and as permutation polynomials
in cryptography.

They are also called g-polynomials and were introduced in 1933 by Ore (1933a) as a
special case of skew polynomials (Ore, 1933b). The theory of skew polynomials is quite rich
and widely investigated (Jacobson, 1943; Giesbrecht, 1998; Jacobson, 2010). It is possible to
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construct error-correcting codes based on skew polynomials (Boucher et al., 2007; Boucher
and Ulmer, 2009b; Boucher and Ulmer, 2009a; Chaussade et al., 2009; Boucher and Ulmer,
2012).

Linearized polynomials are defined as follows.

Definition 2.2.1 (Linearized Polynomial). A polynomial a(x) is a linearized polynomial if it
has the form

da
a(z) =Y azll,  a; € Fym Vi € [0,d,).
=0

The non-commutative univariate linearized polynomial ring with indeterminate x, consist-
ing of all such polynomials over F,m, is denoted by Lgm[z].

The g-degree of a(z) is defined to be the largest ¢ € [0, d,] such that a; # 0.

Remark 2.2.1. Linearized polynomials are a special case of skew polynomials', which were
also introduced by Ore (1933b). Since a lot of literature on rank-metric codes defines rank-
metric codes as evaluation codes of the more general class of skew polynomials, we briefly
outline the connection here.

Let Fym be a field extension of F,. The Galois group of the field extension is denoted
by Gal(F,m /F,), and consists of all automorphisms o of Fym that fix the small field I,
i.e., o(a) = a for all a € F,. For finite fields, the Galois group consists of all powers of the
Frobenius automorphism ¢, : Fgm — Fym, a — a?, ie.,

Gal(Fym /Fy) = {qsg L0<i< m}

The skew polynomial ring w.r.t. F;m and o € Gal(F,m /F,) is the set of polynomials of the
form

da
_ i
a= E a;x’,
i=0

where a; € Fyn and d, € Z>o. Addition is defined as usual, i.e., component-wise, but
multiplication is defined using the multiplication rule z - a := o(a)z for all a € Fym, and
extended to arbitrary degree polynomials by associativity and distributivity. Hence, the
closed-form expression for the multiplication of two polynomials a,b € Fym[x; 0] is

i

a-b= Z ZCLjO’j(bi_j) a:i. (21)
7=0

1Skew polynomials become linearized polynomials when the derivation is zero and the Frobenius auto-
morphism is used, i.e., when we consider only Fq-linear maps.

7



This multiplication rule is in general non-commutative. The degree of a skew polynomial
is defined by dega := max{i : a; # 0} for a # 0, and dega := —oo for a = 0. The operator
evaluation of a skew polynomial a is the map

(I() : qu — qu,

o Z a;io'(a).

Note that there are several ways to define evaluation of skew polynomials, see, e.g., (Boucher
and Ulmer, 2012). Other types of evaluations, such as the remainder evaluation, also have
applications in coding theory.

The ring of linearized polynomials is isomorphic to the ring of skew polynomials with
Frobenius automorphism ¢ = ¢, through the obvious isomorphism

¢ : Lgm[z] = Fym[z; 0],

da ) da

1
> jai’ = ) aia’
1=0 =0

This can be easily seen by replacing o by the Frobenius automorphism in the multiplication
rule formula. Furthermore, the degree of a skew polynomial equals the ¢-degree of its
corresponding linearized polynomial, and the operator evaluation of a skew polynomial
equals the ordinary evaluation of its corresponding linearized polynomial. o

Recall that for any B € Fy, B [l = B holds for any integer i. This provides the following
lemma about evaluating linearized polynomials.

Lemma 2.2.1 (Evaluation of a Linearized Polynomial (Berlekamp, 1984, Theorem 11.12)).
Let B ={00,01,--.,0m-1} be a basis of Fym over Fg, let a(z) be a linearized polynomial
as in Definition 2.2.1 and let b € F,m. Denote extg (b) = (Byp By ... Bm-1)' € F7xd,
Then,

m—1
i=0
Lemma 2.2.1 establishes the origin of the name linearized polynomials: for all A;, As €
Fy, all by,by € Fym, and a(z) € Lym[z] it holds that
a(A1b1 + A2b2) = Ala(bl) + AQCL(bg).
Hence, any F,-linear combination of roots of a linearized polynomial a(x) is also a root of
a(z).

Theorem 2.2.2 (Roots of a Linearized Polynomial (Berlekamp, 1984, Theorem 11.31)). Let
a(z) € Lgm[z] be a linearized polynomial and let the extension field Fys of Fgm contain
all roots of a(x). Then, its roots form a linear space over F, and each root has the same
multiplicity, which is a power of ¢.



The roots of a(x) form a linear space of dimension d, < d,. Let {fo, 51,...,04.—1} be
a basis of this d,-dimensional root space. Then, each distinct root r € Fys of a(z) can be
expressed uniquely as r = Z?;al R;B;, where R; € IF,Vi. Conversely, the following lemma
shows that the unique minimal subspace polynomial is always a linearized polynomial.

Lemma 2.2.3 (Minimal Subspace Polynomial (Lidl and Niederreiter, 1996, Theorem 3.52)).
Let U be a linear subspace of Fy", considered over Fym. Let ug, u1, ..., ugim@)—1 € Fgm be
a basis of this subspace. Then, the minimal subspace polynomial
Mu07u1,---,udim(u)—1(‘r) = H (z - ethl (u)),
ucld
is a linearized polynomial over Fym of ¢-degree dim(Uf).

The g-Vandermonde matriz was introduced by Moore (1896) and plays an impor-
tant role in linearized interpolation, evaluation and the g-transform. For a vector a =
(ap a1 ... an—1) € Fym, we obtain the s x n g-Vandermonde matrix by the following map:

X
qvang : ]Fgm — FZmn

aq a9 e Qg
af ad ... al
a=(apai ... ap_1) = M;q(a) = : : y : . (2.2)
a‘f#l ags*1 .. a‘}f*l
Lemma 2.2.4 (Determinant of Moore Matrix (Lidl and Niederreiter, 1996, Lemma 3.15)). Let
a=(agay ... ap_1) € Fym. The determinant of the square n x n Moore matrix, defined

as in (2.2), is

n—2 J
det (M4 (a)) = ag H H (aj+1 — Z Bhah>.
j=0 h=0

Bo,....B;€F,
Hence, det (M4 (a)) # 0 if and only if ag,a1,...,a,—1 are linearly independent over
F,. If ag, a1, ..., ap—1 are linearly independent over F,, then M, , (a) has rank min{s,n}.

2.3 Rank-Metric Codes

The rank distance between a and b is the rank of the difference of the two matrix repre-
sentations, i.e.,
dr(a,b) :=rk,(a —b) =1k,(A — B).
The minimum distance of a rank-metric code C(n, M )Em over [Fym of length n and cardinality
M is defined as
dr(C) :== min dgr(a,b).

a,beC
a#b



A linear rank-metric code C over Fym, denoted by [n, k, d]f;m, is a linear subspace of Fym of
dimension k£ and minimum rank distance
dr(C) = min d(a, b) = minrk,(a),
a#b a7#0
where the second equality holds because in a linear code any codeword can be represented
as a linear combination of other codewords, thus, dg(a,b) = dg(a — b, 0).

A sphere in the rank metric of radius 7 around a word a € Fym is the set of all words
in rank distance exactly 7 from a and a ball is the set of all words in rank distance at
most 7 from a. Such a sphere will be denoted by SéT) (a) = SF({T)(A) and such a ball by
BE{T) (a) = Bg) (A). The cardinality of Bg)(a) can obviously be obtained by summing up the
cardinalities of the spheres around a of radius from zero up to 7. The number of matrices
of a certain rank is given, e.g., in (Migler et al., 2004). Therefore, we have

m T—1 )
sO@I=|"| -
qj=0
T ) T 'm i—1 )
B @ =2 5P @I =3 || TTa" - o).
i=0 i=0 q5=0

Note that the cardinalities \BI({) (a)] and \S,g) (a)| are independent of the choice of their
center. The following lemma gives upper and lower bounds on the cardinality of balls with
rank radius 7.

Lemma 2.3.1 (Bounds on Ball Size (Gadouleau and Yan, 2008a, Lemma 5)). For 0 < 7 <
min{n,m},

qT(m+n—T) < ‘Bg—) (a)’ < Kq—l . qT(m+TL—T)

where K, == [[72;(1 — q 7).

The asymptotic behavior of \BI({) (a)| as n — oo, while lim,,_,, =+ is a constant, can be
found in (Gadouleau and Yan, 2008a, Lemma 11).

The cardinality of the intersection of two balls rank of given rank radius can be found
in (Gadouleau and Yan, 2008a, Proposition 4, 5), while the size of the union of any K balls
can be found in (Gadouleau and Yan, 2009, Lemma 2).

The following theorem states analogs of the sphere-packing (Hamming) and Gilbert—
Varshamov bound in the rank metric, which can be proven similar to the Hamming metric
(Gadouleau and Yan, 2006; Loidreau, 2008; Gadouleau and Yan, 2008a; Loidreau, 2012).

Theorem 2.3.2 (Sphere Packing and Gilbert—Varshamov Bound in the Rank Metric (Gadouleau
and Yan, 2006)). Let A(';m (n,d) denote the maximum cardinality of a block code over Fym
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of length n and minimum rank distance d and let 79 = V;;J Then,

mn mn

q R q
———— < Agm (n,d) < ——~—. (2.3)
B Do)~ 1B5™(0)]

The LHS of (2.3) is the Gilbert—Varshamov bound in the rank metric and the RHS of
(2.3) is the sphere packing bound in the rank metric.

A code is called perfect in the rank metric if it fulfills the RHS of (2.3) with equality.
For a perfect code, the balls of radius 7y = V;;J around all codewords cover the whole
space. However, in contrast to the Hamming metric, perfect codes do not exist in the rank
metric (Loidreau, 2008, Proposition 2).

The Singleton bound in the rank metric is given in the following theorem.

Theorem 2.3.3 (Singleton Bound in the Rank Metric (Delsarte, 1978, Theorem 5.4)). Let
C be a code over Fym of length n, cardinality M, and minimum rank distance d. The
cardinality M of C is restricted by

M < qmin{n(m—d+1), m(n—d+1) max{n,m}(min{n,m}—d+1) (24)

| g— .

If the cardinality of a code fulfills (2.4) with equality, the code is called mazimum
rank distance (MRD) code. An MRD (not necessarily linear) code over Fym of length n,
cardinality M = qmax{n,m}(min{n,m}—d-‘rl)
MRD(n, M).

For linear codes of length n < m and dimension k, Theorem 2.3.3 implies that d <
n —k + 1, cf. (Gabidulin, 1985, Corollary, p. 2). A linear MRD code over Fym of length

n < m, dimension k, and minimum rank distance d = n — k + 1 is therefore denoted by

, and minimum rank distance d is denoted by

MRDI[n, k] and has cardinality M = ¢™*. If n > m, we simply transpose all matrices and
apply the previous considerations.

2.4 Weight Distribution of MRD Codes

In (Delsarte, 1978, Theorem 5.6) and (Gabidulin, 1985, Section 3), the weight distribution
of linear MRD codes was derived. Let Ag(n,d) denote the number of codewords of an
MRDIn, k] code of rank s. This number can be calculated by separating the code into
subspaces of dimension s and determining the number of words of the code in this subspace.
By this, we obtain the recursive equation:

Ag(n,d) = ["

J As(s,d), d<s<n,

where A;(s,d) denotes the number of codewords in each s-dimensional subspace.
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The rank weight distribution of MRD[n, k] codes can be given by (Gabidulin, 1985)

S

Adys = [d—?—s] D=1

J=0

d+s
d+j

)

] gl Ne=i=D/2(gm(+1) _ 1)

=:B;

for s=0,1,...,n—dand n < m.
Note that for the special case of s = 0 (i.e., the number of codewords of weight exactly
d), we obtain:
n

Adtn,d) = |1} (a7 - )

In the following, we provide upper and lower bounds as well as an approximation of
the MRD weight distribution, which might be helpful to quickly estimate the number of
rank-s codewords. The relation between B; and Bj,1 can be estimated as

{d—l—S} q(s=D(s=3=D/2(gm+1) _ 1)

B _ d+j

Bivn [ 453, g3 Dlemi=2/2(gmi+2) - 1)
d+s S—j—
{dij}q( j=1)

= d+s m
d+j+1] 4

(d+5)(s=7)=(d+j+1)(s=j=1) | js—j—1-m

~q
q(d+j)—(5—j)+1 .

q
=dq

s—j—1—m d+j—m

q

For an upper bound on A4, we only consider the highest term, i.e., j = s, and obtain

d+s 0/, m(s+1) [
<
[ l S:| q (q 1) =

n
d+s

m(s+1)

Ad-l—s < [

d—i—s}q

To obtain a lower bound, we consider the difference between the two highest terms:

[ n ] d+s
> m(s+1) _|: ] 0/ ms )
Aaes 2| g0 ((q Dl 4s_q]0@ -1

n

= 4] (@ =) = (" =™ - 1)

I s: (a7 = g"oqm) = [d | s] g (1 gt

Q

The following expression provides a rough estimate of the weight distribution:

n 2 o 2
Adts ~ [d—i— s] g & gmgnd-d o 2ds st
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2.5 Constant-Rank Codes

A concept closely related to the rank weight distribution of a code are constant-rank codes.
Commonly, codes are designed to guarantee a lower bound on the minimum rank-distance
of any two codewords. For linear codes, this implies a lower bound on the rank of each
codeword, i.e., every codeword in a linear rank-metric code of minimum rank-distance d has
rank at least d. In most cases, an [n, k,d]gm rank-metric code designed to have minimum
distance d will contain words of any rank w with d < w < n. In contrast, constant-rank
codes only contain words of a given rank. Their equivalent in the Hamming metric, so-called
constant-weight codes, play an important role in list decoding (Johnson, 1962; Bassalygo,
1965) and a variety of other applications (see, e.g., (Agrell et al., 2000) and the references
within).

Constant-rank codes were first considered by Gadouleau and Yan (2010), where they
are used to solve problems related to constant-dimension codes (a class of subspace codes),
which have application in noncoherent network coding (see Section 5.5.4). Similar to the
Hamming metric, they also have implications for list-decoding of rank-metric codes, as
discussed in Section 2.9.

Definition 2.5.1 (Constant-Rank Code (Gadouleau and Yan, 2010)). A (n,M,d)%. code
C C Fym is said to be of constant-rank w if

rky(c) =w, YV ceC.

Note that any non-trivial (w > 0) constant-rank code is necessarily non-linear, as it
does not contain the all-zero codeword.

In (Gadouleau and Yan, 2010) it was shown that a constant-rank code of a certain
cardinality can be constructed from a pair of constant-dimension subspace codes (for more
details on subspace codes, see Section 5.4) of the same cardinality. This result was later
generalized to arbitrary cardinalities by Wachter-Zeh (2013, Proposition 2).

Lemma 2.5.1 ((Gadouleau and Yan, 2010, Prop. 3),(Wachter-Zeh, 2013, Prop. 2)). Let C;
and Cy be (n1, M1) and (ng, My) constant-dimension r codes of subspace distance ds ; and
ds 2, respectively, where » < min{n,na}. Then, there exists an (n, M, dR)sm constant-rank
r code of cardinality M = min{M;, Ms}. Furthermore, the minimum rank distance dg is

1 1
dg > =d —d
RZ 5 s,1+2 S,2 s
and, if M7 = M, then
1 .
dr < 3 min{ds 1,dso} + 7 .
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Similarly, optimal constant-dimension codes can be constructed from optimal constant-
rank codes (Gadouleau and Yan, 2010, Theorem 2).

Further, Gadouleau and Yan (2010) presents rank-metric analogs of several bounds
on the cardinality of codes in the Hamming metric. Specifically, bounds resembling the
Johnson bound, the Singleton bound, and the Bassalygo-Elias are introduced.

In (Wachter-Zeh, 2013) a close inspection of the achievable size of constant-rank codes
results in upper and lower bounds on their cardinality. Interestingly, these results show
that, unlike for codes in the Hamming metric, there does not exist a generic list decoding
radius beyond the unique decoding radius that is guaranteed to be achievable for any code
of a given length and minimum rank distance, independent of its structure (for more details,
see Section 2.9).

A classification of constant weight codes was developed in (Randrianarisoa, 2019) based
on a geometric approach.

2.6 Covering Property

The covering radius of a code C C Fym is the smallest integer p such that all vectors in the
space [Fm are within distance p to some codeword of C, i.e.,
p(C) = x%%); min d(x,c).

The covering radius of is a fundamental property of a code, which is generally harder to
compute than the minimum distance. It measures the maximum weight of a correctable
error vector. It also characterizes the mazimality property of a code. A code C is said to
be mazximal if there does not exist any code C’ of the same length and minimum distance
such that C € C’. A maximal code has covering distance less than its minimum distance
(Cohen et al., 1985; Byrne and Ravagnani, 2017), i.e., p(C) < d(C) — 1.

The covering problem is to find the minimum cardinality of a code C C Fjm with
covering radius p. Denote by Mg(¢™,n,p) the minimum cardinality of such a code. This
quantity for codes in the Hamming metric has been studied extensively (see (Bartoli et
al., 2014; Cohen et al., 1997) and the references therein). In the rank-metric, the covering
property has been studied by Gadouleau and Yan (2008a), (Gadouleau and Yan, 2009)
for codes which are Fym-linear. Several lower and upper bounds on Mgr(¢™,n,p) can be
found in (Gadouleau and Yan, 2008a, Section V) and (Gadouleau and Yan, 2009). The
numerical results and comparisons of the bounds for small parameters (p < 6,m < 7)
can be found in the tables provided by both references. From (Gadouleau and Yan, 2009,
Table I) one can observe that there is gap between the best upper and lower bounds for
these parameters. Finding tighter bounds for non-asymptotic parameters is still an open
problem. The existing bounds are computationally expensive for larger code parameters.
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The asymptotic behavior of Mg(¢™,n, p) is stated in (Gadouleau and Yan, 2008a, Theorem

1).
More results on the covering property of Fy-linear codes endowed with the rank metric
can be found in (Byrne and Ravagnani, 2017).

2.7 Gabidulin Codes

Gabidulin codes are a special class of rank-metric codes and can be defined by their gener-
ator matrices.

Definition 2.7.1 (Gabidulin Code (Gabidulin, 1985)). A linear G(n, k) Gabidulin code over
Fym of length n < m and dimension k, denoted by G(n, k), is defined by its k x n generator
matrix

G=Mi,((9 91 - gn-1)),
where g = (g0 91 --- gn—1) € Fym and rky(g) = n.

It was shown by Gabidulin (1985) that Gabidulin codes are MRD codes, i.e., they are
of minimum rank-distance d =n — k + 1.

Equivalently, we can define Gabidulin codes by evaluating g-degree restricted linearized
polynomials:

G(n, k) = { (F(90) F(@1) - F(901)) = [() : F(x) € Lymla] i },

where the fixed elements go, ..., gn—1 € Fym are linearly independent over F, and Lgym [z] <
is the set of all linearized polynomials with ¢-degree less than k.

Theorem 2.7.1 (Minimum Rank Distance of a Gabidulin Code). The minimum rank distance
of a G(n, k) Gabidulin code over Fym withn <misd=n—k+1.

Proof. The evaluation polynomials f(z) have g-degree less than k and therefore the dimen-
sion of their root spaces over F,m is at most k — 1.

Let C = extg (c) € Fy"*™ denote the representation of ¢ € G(n, k). Since the evaluation of
a linearized polynomial at a basis is an F,-linear map, the dimension of the right kernel
of C € Fy" " is equal to the dimension of the root space of the corresponding evaluation
polynomial f(z). Therefore,

dimker(c) <k —1, VceG(n,k).

By linearity, there is a codeword ¢ in G(n, k) of rank d and due to the rank nullity theorem,
for this codeword dimker(c) = n — d holds. Hence,

dimker(c) =n—-d<k—-1 <= d>n—-k+1

However, the Singleton-like bound (2.4) implies that d < n —k+ 1 and hence, d =n — k +
1. O
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Gabdulin codes achieve the Singleton bound (2.4) with equality, thus they are MRD
codes.

Lemma 2.7.2 (Parity-Check Matrix of Gabidulin Code). Let G be a generator matrix of a
G(n, k) code, where go, g1, ..., gn—1 € Fym are linearly independent over F,. Let ho, h1, ..., hyp—1
be a non-zero solution for the following n — 1 linear equations:

Zg[jh—o Viel[-n+k+1,k—1]. (2.5)

Then, the (n — k) X n matrix

h[O} h[lo] h£?1—1
Ll
H = Mn—k,q ((h() hl . o hn_l)) - . . . : ’
i bl g

is a parity-check matrix of the G(n, k) code.

Proof. Since the dual of a G(n, k) code is a G(n,n — k) code (Gabidulin, 1985, Theorem 3),
we have to prove that H is a generator matrix of this dual code, i.e., G-H' = 0 has to
hold, which is equivalent to the following n — 1 linear equations:

Zg[l]hb 0, WViel0o,k—1],j€0,n—k—1]

— Zg[jh =0, Vje[-n+k+1k—1]

Therefore, if hg, hi,...,hy—1 are linearly independent over F,, H is a generator matrix of
[—ntht] [tk Paran)
i e .

n—1

the dual code G(n,n — k). To prove this, denote g = (g,
Then, (2.5) is equivalent to

My14&) - (hohi ... hy1)" =0, (2.6)

The matrix M,,_; 4 () is a generator matrix of a G(n,n—1) code, since g([] +k+1}, g&‘"“ﬁﬂ}’

ey 7[1__"14']6“] € Fym are linearly independent over F,,. Due to (2.6), the vector (hg hy ... hyp—1)

is a codeword of a G(n,1) code, i.e., of the dual code of the G(n,n — 1) code. This G(n, 1)

code has minimum rank distance d = n—1+1 = n and therefore rk((ho h1 ... hp—1)) = n.
Thus, H is a generator matrix of the dual G(n,n — k) code and therefore a parity-check
matrix of the G(n, k) code. O
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2.8 Decoding of Gabidulin Codes

We now recall some well-known results on the decoding of Gabidulin codes.

2.8.1 Decoding of Errors

Following the descriptions of (Gabidulin, 1985; Roth, 1991; Gabidulin, 1992), we explain
the idea of syndrome-based bounded minimum distance (BMD) decoding, without going
into detail about the different algorithmic possibilities.

Let r = c + e € Fym be the received word, where ¢ € G(n, k). The goal of decoding
is to reconstruct c, given only the received word r. Clearly, this is possible only if the
rank of the error e is not too big. Syndrome-based BMD decoding of Gabidulin codes
follows similar steps as syndrome-based BMD decoding of Reed—Solomon codes. For Reed—
Solomon codes, the two main steps are determining the “error locations” and finding the
“error values”, where the second step is considered to be much easier. Algebraic BMD
decoding of Gabidulin codes also consists of two steps; however, the second one is not
necessarily the easier one. The starting point of decoding Gabidulin codes is to decompose
the error, based on the well-known rank decomposition of a matrix.

Lemma 2.8.1 (Rank Decomposition (Matsaglia and Styan, 1974, Theorem 1)). For any ma-
trix X € IF‘Q”X” of rank r there exist full rank matrices Y € Fg”x” and Z € Fgm such that
X = YZ. Moreover, the column space of X is (X); = (Y), € G¢(m,r) and the row space

is (X), = (Z), € Gq(n, 7). !

Therefore, we can rewrite the matrix representation of e with rk,(e) =t by:
E =extg(e) =A-B, with A € IFZ””, B e FZX",
and if we define a == extgl (A) € Flm:
e= extg1 (E) = extg1 (A)-B=a-B=(apa ... a;—1)-B. (2.7)

This decomposition is clearly not unique, but any of them is good for decoding. The two
main steps of decoding Gabidulin codes are therefore: first, determine “a basis of the column
space” of the error, i.e., find the vector a of a possible decomposition, and second, find the
corresponding matrix B, which determines the row space®. Both steps are based on the
syndrome, which can be calculated out of the received word by

s=1(s081 ... Sp_g—1)=Tr" H =e-H', (2.8)

2Note that it is possible to change the order of these two steps and search for a basis of the row space
first and then find a corresponding matrix A. This is a difference to Reed—Solomon codes, where we cannot
interchange the two main steps.
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where H is a parity-check matrix of the G(n,k) code (see Lemma 2.7.2). We denote the

associated syndrome polynomial by s(z) = Z;‘Z_Ok_l szl e Lgm[z]. Its coefficients are
calculated by
n—1 ) n—1t—1 ) t—1 )
si= > el =3B nl =Y ad, vielon—k-1], (2.9)
j=0 j=01=0 1=0

with )
dy =Y Byjhj. (2.10)
=0

We define the error span polynomial as the minimal subspace polynomial of the vector
a to be

g—1 q—1 t—1
A@) = Magar, (@)= [] - I (2= Bias). (2.11)
Bo=0  B;_1=0 i=0
Hence, due to Lemma 2.2.3, the error span polynomial A(x) is a linearized polynomial of
g-degree t and any F,-linear combination of roots of A(z) is also a root of A(x).
The first part of the decoding process is to determine A(x), given the syndrome polyno-

mial s(z), and it is strongly based on the following theorem, the key equation for decoding
Gabidulin codes.

Theorem 2.8.2 (Key Equation for Decoding Gabidulin Codes (Gabidulin, 1985, Lemma 4)).
Let r = ¢ + e € Fym be given, where ¢ € G(n,k) over Fym and rk(e) =t < n — k.
Denote by s = (s 51 ... Sp_p_1) = r-H' € Fgﬁk the syndrome as in (2.8) and by
s(z) = S 52l its associated polynomial.

Let the error span polynomial A(z) with deg, A(z) = ¢ be defined as in (2.11), where
a=(ap ay ... a;—1) is a basis of the column space of e. Then,

Q(z) = A(s(z)) mod z"*, (2.12)

for some Q(z) € Lym[z] with deg, Q(x) < t.

Proof. With (2.9), the i-th coefficient of A(s(z)) can be calculated by

i , i -1 \NWoer .
Q=Y Agsi =34 (Z aldl“‘ﬂ> =S a3 Ay qf, (2.13)
j=0 1=0 =0 j=0

i=0

Note that €2; is the coefficient of % in A(s(z)). For i >t this gives

t—1
Q=Y dA(a) =0, Vixt, (2.14)
=0
since A(z) has a;, Vi € [0, —1], as roots, see (2.11), and therefore deg, Q(z) < deg, A(x) =
t. U
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Alternatively, we can derive a key equation for the row space of the error word.

Theorem 2.8.3 (Row Space Key Equation for Decoding Gabidulin Codes (Silva and Kschis-
chang, 2009a)). Let r = c + e € Fjin be given, where c € G(n, k) over Fym and rk,(e) =
t <n—k. Denote by s = (sg 81 ... Sp_p_1) =r-H' € Fgﬁk the syndrome as in (2.8) and
by s(z) = Z;‘Z_Ok_l s;zl its associated polynomial.

Let the row error span polynomial be I'(z) = Mgy 4,.....a,_, (x) with deg, I'(x) = t, where
d; is defined as in (2.10) for ¢ € [0,t — 1]. Further, let

5= s i 0,0 — k- 1] (2.15)
and 3(z) = 21 F 1 8zl Then,
®(z) =T(5(x)) mod z"* (2.16)
for some ®(z) € Lym[x] with deg, ®(z) < t.

Proof. From (2.10), we obtain
-1
5= a g, (2.17)

The i-th coefficient of the linearized composition I'(5(z)) can then be calculated by

;= Zr 57
) t—1 (]
=er(za£ -

§=0 1=0
= [i—n-+k+1] 5]
1—Nn
= Z al Z Fj . dl] .
1=0 Jj=0

For ¢ > ¢ this gives

t—1
®; =Y d T HIr(g) =0, vixt,
=0

since I'(x) has all d;, Vi € [0, — 1], as roots and therefore deg, ®(z) < deg,I'(z) =¢. O

Based on the key equation from Theorem 2.8.2, we explain the different steps of the
standard decoding process of Gabidulin codes in the following and summarize them in
Algorithm 1. Similar steps have to be accomplished when we solve the row space key
equation instead of the column space key equation.
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Syndrome Calculation

As mentioned before, the first step of decoding Gabidulin codes is calculating the syndrome

based on a parity-check matrix H € Ffﬁfk)m and the received word r € Fym by

s=(sgs1 --. Sn_k_l):r-HT:e-HTGFZEk.

Solving the Key Equation

The direct way to find A(z) is to solve a linear system of equations based on the key
equation (2.12). Due to (2.13) and (2.14) we have

7 ) t '
2 = ZAjSZ['j—}j = ZAJ'SZ[J_]]- =0, Vi>t.
=0 =0

This is equivalent to the following homogeneous linear system of equations:

Qt s[g})] S£§]1 . 3(51 AO
t
Qi1 _ St'+1 5t o 51 ) M =0. (2.18)
Q-1 SE?]—k—l Sg]—k—z . s[rf}_k_l_t Ay

If the dimension of the solution space of (2.18) is one, then any solution of (2.18) provides
the coefficients of the error span polynomial A(x), defined as in (2.11), except for a scalar
factor. This scalar factor does not pose a problem, since it does not change the root space.
The following lemma provides a criterion to obtain the actual number of errors out of the
syndrome matrix.

Lemma 2.8.4 (Rank of Syndrome Matrix (Gabidulin, 1992, Lemma, p. 132)). Letr =c+e €
Fym, where ¢ € G(n, k) and tk(e) =t < VT_ICJ and let (sg $1 ... Sp—k—1) € Ffﬁk denote
the corresponding syndrome.

Then, for any u > t, the u X (u + 1) matrix

N N
[0] (1] [u]
gl — | Futt o ol (2.19)
0 1 "
3[211—1 3%—2 e SLll

has full rank v if and only if u = ¢, where the i-th row of S® is defined to be all-zero if
i+tu>n—k—1,Vi=[0,u—1].
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Proof. Since there are n — k non-zero syndrome coefficients, we can provide only n —k —u
non-zero rows of S . Therefore, for u > VT_ka the matrix S™ has only n — k —u < u
non-zero rows and therefore rank less than wu.

Let a;,d; = 0 for 1 > t. For u < VT_RJ’ we can decompose S with (2.9) as

G ) (A

u+ u+ ut 3

g — dy dy coedy g ay a1 4
d([)2u—1} d[12u—1} o dz[fvjl—ﬂ agﬂ_l ag}_l . aLull

Both matrices are Moore matrices and due to Lemma 2.2.4, they have both full rank
if and only if dgy,dy,...,dy—1 and ag,aq,...,a,—1 are sets of elements which are linearly
independent over F,. If u > t, this is not true, since a;,d; = 0 for « > ¢. If u = ¢ this is
true and the left matrix is a square matrix of rank w and the right is a u x (u + 1) matrix
of rank u. Since the first 4 columns of the right matrix constitute a matrix of rank u, the
statement follows. O

Thus, Lemma 2.8.4 proves that for ¢ < {%J = VT_kJ’ S® has full rank and the

dimension of the solution space of (2.18) is one. For the algorithmic realization, we can
set up S™ for u = V;zlJ and check its rank. If the rank is not full, we decrease u by
one, control the rank, and so on, until we find u such that the rank is full. Since we have
to solve several linear systems of equations over F,m, the complexity of this step is in the
order of at least O(t*) < O(n?) operations in Fym with Gaussian elimination (cf. (Roth,

1991; Gabidulin, 1992)). See Subsection 2.8.3 for a list of asymptotically faster algorithms.

Finding the Root Space of A(x)

After solving the key equation (2.18) for the coefficients of A(x), we have to find a basis
of the root space of A(z). This basis corresponds to one possible a = (ag a1 ... a;—1) in
the decomposition of (2.7). Finding a basis of the root space of a linearized polynomial
is relatively easy due to the structure of their roots. We can find the root space of A(x)
by finding the right kernel of its associated evaluated matrix, i.e., for some basis B =
{Bo,B1,- -, Bm—1} of Fgm over F,, we have to determine

ker ((extg ((A(Bo) AB1) - A(Bm-1))))-

The kernel of this matrix is equivalent to extg (a) of one possible a. Thus, finding the root
space of A(z) involves solving a linear system of equations of size m over F,, which has
complexity at most O(m?) over [F,. This root-finding procedure was explained in detail in
(Lidl and Niederreiter, 1996; Berlekamp, 1984).
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Determining the Error

Knowing a possible vector a € Fgm, we have to find the corresponding matrix B € IE‘ZX"
such that e = a-B as in (2.7). This is basically done in two substeps. Based on (2.9), we can

set up the following system of equations which we have to solve for d = (dg dy ... di_1)>:
o, R & hy )
-1 -1 -1 -1
... d
i “ i1 N I I . (2.20)
a([)—(n—k—l)} a[l—(n—k—l)] o al[;(ln—k—l)] di_1 SL—_(Z:f—l)}

Solving this system of equations with Gaussian elimination requires complexity O(n?) op-
erations over F,m, whereas the algorithm from (Gabidulin, 1985) requires complexity O(n?)
over F,m by using the Moore structure of the involved matrix.

After having found d, we determine the matrix B out of d; = Z?:_()l By ;h; for all
[ € [0,t—1]. The complexity of this calculation is negligible, since (hg hy ... hy,—1) has rank
n and we are looking for the representation of d over F, using these linearly independent
elements.

Finally, we calculate e = a - B and can reconstruct ¢ = r — e. A summary of this
decoding procedure is given in Algorithm 1. Notice that the algorithm will most likely
output a decoding failure when ¢ > {%J In this case, with high probability, there is
more than one solution of the linear system of equations that solves for the coefficients of

the error span polynomial.

3Notice that this system of equations from (2.20) can be used to do row-erasure-only correction, i.e.,
when a is known in advance due to the channel. For the concept of row and column erasures, see also
Figure 2.1.
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Algorithm 1:
c or decoding failure <~ DECODEGABIDULIN(r; H)

Imput: r=(rg r1 ... rn_1) € Fym with n <m,
Parity-check matrix H = M,y 4 ((ho h1 ... hn—1)) of G(n, k)
Output: Estimated codeword ¢ € Fj,. or decoding failure
1 Syndrome calculation: s < r-HT € Fg;k
2 if s = 0 then
3 Estimated codeword: ¢ < r
4 return c

5 else
Set up S® as in (2.19) for ¢t = [25% |
while rk(S®) < t do

(=)

7 tt—1

8 Set up S® as in (2.19)

o | Solve S®-AT =0for A= (Ag Ay ... Ay) € FLE!
10 Find basis (ag a1 ... a.—1) € Fgn of the root space of A(x) = ZZ:O Azl over Fym
11 if e =t then
12 Findd = (do dy ... di—1) € Fl.. by solving (2.20)

. i€[0,t—1 _

13 Find B = (B ;) S0 € F*" such that d; = X720 By ;h;
14 Estimated codeword: c +—r —a-B
15 return c
16 else
17 L return decoding failure

2.8.2 Error-Erasure Decoding

For a short description on error-erasure decoding of Gabidulin codes, denote by C € Fy**"
the transmitted codeword (i.e., the matrix representation of ¢ € Fym) of a G(n,k) code
that is corrupted by an additive error E € Fy**". At the receiver side, only the received
matrix R € Fj"*", where R = C +E, is known. The channel might provide additional side
information in the form of erasures:

o o row erasures (in (Silva et al., 2008) called “deviations”) and
o v column erasures (in (Silva et al., 2008) called “erasures”),

such that the received matrix can be decomposed into

R =C+ABBWH L ACBO) L gF) (2.21)
:Etotal

where A ¢ Fge, BW®) ¢ Fgxn, A©) ¢ Fg>7, B©) e Fy*™ are full-rank matrices,
respectively, and E(¥) ¢ Fy"™™ is a matrix of rank ¢. For an illustration see Figure 2.1.
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The decoder knows R and additionally A and B(©). Further, ¢ denotes the number of
errors without side information. The rank-metric error-erasure decoding algorithms from
(Gabidulin and Pilipchuk, 2008; Silva et al., 2008; Wachter-Zeh and Zeh, 2014) can then
reconstruct c¢g € G(n, k) with asymptotic complexity O(n?) operations over F,m, or in sub-
quadratic complexity using the fast operations described in (Puchinger and Wachter-Zeh,
2016; Puchinger and Wachter-Zeh, 2018), if

2t+o+v<d—-1=n—-k (2.22)

is fulfilled.

v t

<L> (L > >
n n n
(N (EmE=r =Rt

Figure 2.1: Illustration of row erasures, column erasures and (full) errors in the rank metric. The known
matrices (given by the channel) are filled with gray.

2.8.3 Other Decoding Algorithms

The syndrome-based decoder that we presented above is based on the algorithms pre-
sented in (Gabidulin, 1985; Gabidulin, 1992). However, instead of solving a linear system
of equations to find the error span polynomial (we call this the first step below), Gabidulin
suggested to use the analog of the extended Euclidean algorithm (EEA) for linearized poly-
nomials. This gives a quadratic complexity in the code length for this step of the decoder.
Roth independently proposed an alternative decoder that also solves the first step using
a linear system of equations in (Roth, 1991). Furthermore, there are several adaptations
of the Berlekamp—Massey algorithm (Paramonov and Tretjakov, 1991; Richter and Plass,
2004a; Richter and Plass, 2004b; Hassan and Sidorenko, 2010; Sidorenko et al., 2011b;
Sidorenko and Bossert, 2014), which allow to recover the error span polynomial in O(n?)
or O~ (n'%) (divide-and-conquer variant) operations over Fym, where n is the code length.
Note that in the latter case, the second step of the decoder becomes the bottleneck.

All of the mentioned algorithms are rank-metric counterparts of classical decoding al-
gorithms for Reed—Solomon codes, which first find an error locator polynomial and then
determine the error values. For Reed—Solomon codes, the latter step has negligible complex-
ity compared to the first part of the algorithm. In the Gabidulin code case, the second step
is rather heavy. Determining the error from the known a € Fg'm is as fast as an algorithm
with (soft-)quadratic cost over Fym: computing a basis of the root space of the error span
polynomial costs O(n?m) operations in [F,, which asymptotically costs—up to logarithmic
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factors—as much as O(n?) operations over F,m using the bases in (Couveignes and Lercier,
2009).

There are also some decoding algorithms that directly output the message polynomial
and thus avoid the second step. Loidreau (2006) proposed a Welch—Berlekamp-type decoder,
which directly returns the message polynomial by first finding two linearized polynomials
that fulfill certain evaluation conditions and degree constraints, followed by a division of
one polynomial by the other. The resulting decoder has cubic complexity in the code length
over Fym.

The decoder in (Wachter-Zeh et al., 2013) is based on a key equation that contains the
message polynomial, which is sometimes referred to as “Gao-like key equation” since it can
be seen as the rank-metric analog of (Gao, 2003). The key equation can be solved using
only multiplication, division, EEA, multi-point evaluation, minimal subspace polynomial
computation, and interpolation of linearized polynomials. Fast operations for these oper-
ations with linearized polynomials in (Puchinger and Wachter-Zeh, 2016; Puchinger and
Wachter-Zeh, 2018) led to the first sub-quadratic decoding algorithm for Gabidulin codes.

Module minimization (Puchinger et al., 2017a), also called row reduction, of linearized
polynomial matrices gives a general framework for decoding Gabidulin codes and related
codes. For the case of Gabidulin codes, it is equivalent to the EEA, but for other classes,
such as interleaved codes, it is more flexible. A divide-and-conquer version, Alekhnovich’s
algorithm, gives a sub-quadratic algorithm in n. Most recently, minimal approximant bases
for linearized polynomials have been studied in (Bartz et al., 2021). These bases enable
more flexible and faster decoding algorithms for variants of Gabidulin codes, e.g., (lifted)
interleaved and folded Gabidulin codes.

2.9 Considerations on List Decoding Gabidulin Codes

Given a word r € Fm (or alternatively, a matrix R € F**"), a list decoding algorithm
outputs all codewords that are inside a ball of radius 7, centered at r, where 7 is possibly
larger than the unique decoding radius of the code. For a given code, a natural question
to ask is: for which values of 7 can list decoding be done efficiently?

Although Gabidulin codes can be seen as the rank-metric analog of Reed—Solomon
codes, there are a few remarkable differences.

List decoding of rank-metric codes and Gabidulin codes was recently studied in (Wachter-
Zeh, 2013; Ding, 2015b; Guruswami et al., 2016; Raviv and Wachter-Zeh, 2016; Liu et al.,
2017; Xing and Yuan, 2018; Trombetti and Zullo, 2020). In (Wachter-Zeh, 2013), it was
shown that Gabidulin codes cannot be list-decoded beyond the Johnson radius. Hence, for
7 > n—+/n(n — d), general list decoding has exponential (in n) worst-case complexity since
the list size grows exponential in n, see (Wachter-Zeh, 2013, Theorem 1). This result was
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generalized to any rank-metric code by Ding (2015b). When m is sufficiently large, Ding
(2015b) also showed that with high probability a random rank-metric code can be efficiently
list decoded. Further, it was shown in (Wachter-Zeh, 2013) that there is no Johnson-like
polynomial upper bound on the list size since there exists a non-linear rank-metric code
with exponentially growing list size for any radius greater than the unique decoding radius.
In (Guruswami et al., 2016), an explicit subcode of a Gabidulin code was shown to be
efficiently list-decodable. The remarkable difference to Reed—Solomon codes is the follow-
ing: There are families of Gabidulin codes of rate R > 1/6 for which some received words
have exponential-sized lists even for decoding only one error beyond VT_’“J , see (Raviv and
Wachter-Zeh, 2016). This result was recently generalized in (Trombetti and Zullo, 2020) to
more general classes of MRD codes.

Despite their analogy to Reed—Solomon codes and many unsuccessful trials by re-
searchers in the last 20 years, nobody has found a polynomial-time list decoding algorithm
for Gabidulin codes analog to the Guruswami—Sudan decoder for RS codes. In fact, the
above mentioned result in the list size of some Gabidulin codes proves that an equally
general algorithm cannot exist.

Figures 2.2a and 2.2b illustrates the different decoding regions of rank-metric and
Gabidulin codes.
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(a) General codes in the rank metric (b) Gabidulin codes

Figure 2.2: List size of codes in the rank metric, depending on normalized Bounded Minimum Distance
(BMD) decoding radius 7eymp/n = (d — 1)/2n and normalized Johnson radius 7;/n and on the normalized
minimum distance § = d/n.

2.10 Interleaved Gabidulin Codes

Interleaved Gabidulin Codes are a code class for which efficient decoders are known that
are able to correct errors of rank larger than Ld;zlj
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Definition 2.10.1 (Interleaved Gabidulin Codes (Loidreau and Overbeck, 2006)). A linear
(vertically, heterogeneous) interleaved Gabidulin code Ig(u;n,k(l),...,k(“)) over Fgm of
length n < m, dimensions k) < n, Vi € [1,u], and interleaving order v is defined by

1
W
c? . ‘
ZG(usn, kM, kW) = e c(gZ) € G(n, kD), Vi € [1,u]
(@
N

If k(i) = k,Vi € [1,u], we call the code a homogeneous interleaved Gabidulin code and
denote it by ZG(u;n, k).

When considering random errors of rank weight ¢, the code ZG(u;n, k) can be decoded
uniquely with high probability up to ¢ < [ 45(n—Fk)] errors®, cf. (Loidreau and Overbeck,
2006; Sidorenko et al., 2011a; Wachter-Zeh and Zeh, 2014). However, it is well-known that
there are error patterns for which the known efficient decoders fail.

There are several decoding algorithms for interleaved Gabidulin codes. The most com-
mon one is the syndrome-based decoder, cf. (Sidorenko et al., 2011a). For interleaved codes,
we consider errors whose column spaces are the same. Therefore, we can stack the syndrome
matrices (2.20) from each row of the received word and solve the corresponding linear sys-
tem of equations for the error span polynomial to obtain the error span polynomial which
is the same for all rows. Counting the number of unknowns and equations results in the
restriction ¢ < | &5 (n — k)]. This maximum radius can only be achieved if the rank of the
stacked syndrome matrix is full, else the linear system of equations does not have a unique
solution and a syndrome-based decoder declares a decoding failure.

In the following, we shortly summarize the interpolation-based decoder by Wachter-
Zeh and Zeh (2014). The algorithm consists of two steps: the interpolation step computes

non-zero vectors of linearized polynomials
QY =@, QY. ..., QW) € Lyn [zt \ {0}, ¥i=1,....L

such that they fulfill certain degree and evaluation conditions with respect to the received
matrix C + E. The root-finding step finds all message polynomial vectors [f1,..., fu] of
degrees deg f; < k; such that

Q(()i)JFZQgi)fj:O Vi=1,...,L.
j=1

If the rank of the error matrix E is at most ;35 (n — k) with k == % i_1kj, then at least
one satisfactory interpolation vector Q) exists (Wachter-Zeh and Zeh, 2014). In this case,

4In this setting, an error of weight ¢ is a u X n matrix of F,-rank ¢. Note that this means that the tall
(um) X n-matrix obtained by expanding the matrix component-wise over F, has rank ¢.
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the output list contains the transmitted message polynomial vector. The algorithm can be
considered as a partial unique or list decoder (Wachter-Zeh and Zeh, 2014). Notice that
the list decoder returns a basis of the list of all codewords on the decoding list. The number
of all words on the list can become large.

2.11 Folded Gabidulin Codes

Variants of folded Gabidulin codes were proposed independently in (Mahdavifar and Vardy,
2012) and (Guruswami et al., 2012). In (Guruswami et al., 2012) the coefficients of the
message polynomial are restricted to belong to the subfield F, of Fym. In the following we
consider folded Gabidulin codes as defined in (Mahdavifar and Vardy, 2012).

Definition 2.11.1 (h-Folded Gabidulin Code). Let « be a primitive element of Fym and let
n < m. Let h be a positive integer that divides n and let ¢ = n/h. An h-folded Gabidulin
code FGlh,a;g, k] of length g and dimension k is defined as

f(a®) fla)y o fla"h

flah)F@M) @ ) Ll V. (2.23)
Flamhy f@y L e
Defining ap = (ao ol . an—h)T, we can write each codeword of FG[h, a; g, k] as
(f(ap) flaar) ... f(a"ar)) (2.24)

where f(z) € Lgm[r]<x. For a fixed basis of Fnm over Fym a codeword of an h-folded

Gabidulin code FGlh,a; g, k] can be represented as a column vector ¢ € IF'*Z,LXWIL, a matrix

Ce ngh or a matrix C € Fthm. The j-th row of C for j € [0,g — 1] is

¢j = (F(@™) f(@h) .. falTI)

and can be seen as an element of the field F nn. Folded Gabidulin codes are codes of length
g over a large field F nm that can be decoded over the small field Fym. An h-folded Gabidulin
code considered over F nm is a nonlinear code over F nm since F nm-linear combinations of
codewords do not necessarily give codewords.

A folded Gabidulin code is [Fym-linear since the unfolded code is an F,m-linear subspace
of Fim. This also implies that the code is linear over F,,.

The number of codewords in FG[h,a; g, k] is |FG[h, a; g, k]| = ¢™*. The code rate of a
folded Gabidulin code is the same as the code rate of the unfolded code (Mahdavifar and
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Vardy, 2012), i.e.,

The following theorem shows that folded Gabidulin codes are MRD codes if and only
if h divides k.

R

Theorem 2.11.1 (Minimum Distance of h-Folded Gabidulin Codes (Bartz and Sidorenko, 2017,
Theorem 1)). The minimum rank distance of an h-folded Gabidulin code FG[h, a; g, k] of
length g = 7 isd, =g — [%] + 1.

Proof. An h-folded Gabidulin code forms a group under addition since Lym [x]<) forms an
additive group over Fym. Thus the minimum distance of the code C, = FG[h,a; g, k| is
given by the minimum rank of a nonzero codeword, i.e.,

dr(Cp) = ggél* rk,(C)

where C} = C, \ {0}. Let C € C be a codeword generated by the evaluation of f(z) €
Lym[] <k at the code locators {a®,al,... a1}, Since g < hm we have 1k, (C) < g. If the

row rank of C is
rky(C) =g — 2

then by Fg-elementary row operations (Gaussian elimination) we get C’ with z zero rows
and g — z linearly independent rows. It follows that C’ is generated by the evaluation of
f(x) at the new code locators o that are obtained from «; by F,-elementary operations for

all ¢ € [0,n — 1]. Thus the new code locators ag, @} ...,a}_; are Fg-linearly independent
and we have f(of) =0 for all i € [0,n — 1] at most k — 1 times. Hence the number of zero
rows z in C’ satisfies L1 L
<|l—|=|-]-1 2.2

=< |5 =] (220
and .

= i >qg— |— . .

d,(Cy) &1& rkqe(C) > g {h-‘ +1 (2.27)

From the Singleton-like bound we have
loggwm ™ < g—dp+1 = d,<g- % + 1. (2.28)
Combining (2.27) and (2.28) we get
g—m+1gdrgg—%+1 (2.29)
and the statement of the theorem follows, since d,. is an integer. O
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Thus folded Gabidulin codes fulfill the Singleton bound in the rank metric with equal-
ity, i.e., they are MRD codes, if and only if h divides k. If h does not divide k then
Theorem 2.11.1 shows that the code still has the best minimum distance for the given
parameters g,k and h but the size of the code could be larger in this case.

2.11.1 Decoding of Folded Gabidulin Codes

Motivated by the results of Guruswami and Rudra (Guruswami and Rudra, 2008) and
Vadhan (Vadhan, 2011), there is an interpolation-based decoding algorithm for folded
Gabidulin codes (Mahdavifar and Vardy, 2012), which will be summarized in the following.

The algorithm consists of two steps: the interpolation step computes r < s non-zero
and (left) Lym[x]-independent vectors of linearized polynomials

QV=1Q,Q,...,QY) € Ln[a* "\ {0}, ¥i=1,...,r

such that they fulfill certain degree and evaluation conditions with respect to interpolation
points obtained in a sliding-window manner from the received matrix C + E. The root-
finding step finds all message polynomials f of degrees deg f < k such that

J=1

If the rank of the error matrix E is less than —2- (M

s+1 h—s+1
isfactory interpolation vector Q) exists, see (Mahdavifar and Vardy, 2012). The output

), then at least one sat-

list contains the transmitted message polynomial vector. The algorithm can be considered
as a partial unique or list decoder (Bartz, 2017; Bartz and Sidorenko, 2017). A decoding
scheme for folded Gabidulin codes with an improved decoding performance for high-rate
codes was presented in (Bartz, 2017; Bartz and Sidorenko, 2017).

2.12 Decoding of Symmetric Errors

A symmetric error is an error matrix where the transpose of the matrix coincides with the
matrix itself. When error matrices are symmetric, the correctable rank of the error can be
increased by using special code constructions.

In (Pilipchuk and Gabidulin, 2005; Gabidulin and Pilipchuk, 2004; Gabidulin and
Pilipchuk, 2006), it was shown that for Gabidulin codes that contain a linear subcode
of symmetric matrices can correct symmetric error matrices of rank up to (n —1)/2.

In (Jerkovits et al., 2021), the condition of symmetric errors was relaxed and space-
symmetric error matrices, which have the property that their column and row spaces co-
incide, were considered. It is possible to use a Gabidulin code with the same property as
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in (Pilipchuk and Gabidulin, 2005; Gabidulin and Pilipchuk, 2004; Gabidulin and Pilipchuk,
2006) to decode such space-symmetric errors of rank up to 2(n —k)/3 with high probability.

2.13 Further Classes of MRD Codes

In the last five years, there has been a growing interest in finding new MRD codes that are
not equivalent® to a Gabidulin code. The first such family was discovered independently
by Sheekey (2016) (twisted Gabidulin codes) and Otal and Ozbudak (2016) (special case
of twisted Gabidulin codes). These seminal works started a fruitful line of work, which
resulted in various constructions of linear and non-linear MRD codes, for instance:

o Generalizations of twisted Gabidulin codes in (Sheekey, 2016, Remark 9) and (Lunar-
don et al., 2018; Otal and Ozbudak, 2017; Sheekey, 2019b; Puchinger et al., 2017b).

e Some further constructions: linear MRD codes of dimension 2 which are not general-
ized Gabidulin codes (Horlemann-Trautmann and Marshall, 2017), new MRD codes
from projective geometry (Csajbdk et al., 2018a; Csajbdk et al., 2018b; Bartoli et al.,
2019), MRD codes with maximum idealizers, which are not generalized Gabidulin
codes, for n = 7,q odd and n = 8,¢ = 1 (mod 3) (Csajbok et al., 2020), Fy-linear
MRD codes of FS*% of dimension 12, minimum distance 5 (Marino et al., 2020).

A recent survey by Sheekey (2019a) gives a comprehensive overview of these code con-
structions. In the following, we briefly outline the construction of linear twisted Gabidulin
codes.

A twisted Gabidulin code is defined by evaluating linearized polynomials, similar to
Gabidulin codes. However, in contrast to Gabidulin codes, these polynomials do not have
g-degree at most k — 1, but have non-zero monomials of higher degree. The coefficients of
these monomials are chosen in a special way such that the resulting code is an MRD code.
Figure 2.3 illustrates twisted Gabidulin codes in different levels of generality. Note that the
codes in (Sheekey, 2016) can be more general if we allow the codes to be non-linear over
Fgm, but we restrict ourselves to F,m-linear codes here.

Definition 2.13.1 (Twisted Gabidulin Code, (Sheekey, 2016; Puchinger et al., 2017b)). Let
n,k,£ € N with k <n and ¢ <n — k. Choose a

o hook vector® h € {0,...,k —1}* and a

5By equivalent, we mean that one code can be obtained by a semi-linear isometry of the rank metric:
that is, multiplication of an invertible n X n matrix over Fy from the right, multiplication with a constant
in Fym, and taking an automorphism (which fixes Fy) of each codeword entry.

®For didactic reasons, this definition slightly differs from the one in (Puchinger et al., 2017b), i.e., this
is a special case.
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o twist vector t € {1,...,n — k}* with distinct entries ¢;, and let

e m€ Fem \ {0}

The set of [k, t, h,n|-twisted linearized polynomials over Fgm is defined by

k—1 1
PZ}i'r] = {f = Z fl'm[l] + anfhjlv[k_l—‘rtj] : fl S qu} .

i=0 j=1

Let aq,...,an € Fgm be linearly independent over F, and write a = [a,...,ay]. The
[, t, h, n]-twisted Gabidulin code of length n and dimension k is given by

Tga,t,h,n[”? k] - {[f(al)v f(a2)7 s ,f(()én)] : f S ,Ptrf}f,n} .

In Sheekey’s case (Sheekey, 2016) (n =m, ¢ =1, h = (0), t = (1)), a twisted Gabidulin
code is MRD if n = 71 has field norm Ny, /r, (n) = 17::%11 # (=1)"*. A non-zero n with
this property exists for any field size ¢ > 2. Puchinger et al. (2017b) also gave a necessary
condition for the given more general class of twisted Gabidulin codes to be MRD: if we
choose a chain of proper subfields Fy C Fyso C Fys1 € -+ C Fysp = Fym, take the evaluation
points a; from Fgso (this requires n < sg), and choose 7; € Fgsi \ Fysi—1, then the resulting
code is MRD. Note that we have m > 2‘n, so the codes are defined over relatively large
fields for large £.

A finite semifield (Dickson, 1905; Dickson, 1906; Albert, 1961; Knuth, 1963) is a finite
division algebra with multiplicative identity, in which multiplication is not necessarily asso-
ciative. It is well-known (see, e.g., (Cruz et al., 2016)) that a certain class of finite semifields
is in one-to-one correspondence to the set of (not necessarily linear) MRD codes of length
n and minimum rank distance n over F,». Note that in this case, all non-zero codewords
are invertible matrices, which corresponds to the fact that division is possible in a division
ring. This correspondence gave rise to various constructions of MRD codes inequivalent to
Gabidulin codes (see (Sheekey, 2019a) for an overview), and also inspired some new MRD
constructions for d < n. For instance, Sheekey’s twisted Gabidulin codes (Sheekey, 2016)
coincide with generalized twisted fields (Albert, 1961) for £ = 1, but still provide MRD
codes for k£ > 1.

When constructing new rank-metric codes, it is always of importance to show that the
new codes are not equivalent to an existing code construction (see (Wan, 1996; Berger, 2003;
Morrison, 2014) for the formal definition of equivalence in the rank metric). A practical tool
that can show inequivalence for linear rank-metric codes in many cases was introduced by
Neri et al. (2020). The method works well for several code constructions that are evaluation
codes of linearized polynomials.

Decoding of Sheekey’s twisted Gabidulin codes and its additive variants was studied in
(Randrianarisoa and Rosenthal, 2017; Randrianarisoa, 2017; Li, 2019; Li and Kadir, 2019;
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Kadir et al., 2021; Kadir and Li, 2020). The general decoding principle of (Randrianarisoa
and Rosenthal, 2017; Randrianarisoa, 2017) is to solve a linear system of equations with
one fewer equation than usual (cf. Section 2.8). The solutions of these equations form a one-
dimensional space. In addition, we have one non-linear equation that arises from the special
structure of the evaluation polynomials. It is shown in (Randrianarisoa and Rosenthal, 2017;
Randrianarisoa, 2017) that we can efficiently find the unique solution of the decoder by
solving this additional non-linear equation. So far, there is no polynomial-time decoder for
twisted Gabidulin codes with multiple twists, or one twist ¢; > 1.
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Figure 2.3: Illustration of evaluation polynomials of twisted Gabidulin codes. Boxes [J correspond to
possibly non-zero coefficients. Arcs connect the corresponding hook and twist (gray background) coefficients
(cf. Definition 2.13.1). (a) shows the evaluation polynomials of a Gabidulin code (Delsarte, 1978; Gabidulin,
1985; Roth, 1991): fo,..., fk—1 can be chosen arbitrarily, and all higher-degree coefficients are zero. (b)
shows the evaluation polynomials of Sheekey’s (Sheekey, 2016) twisted Gabidulin codes, where the k-th
coefficient is a multiple of the zeroth coefficient. (c) shows the evaluation polynomials of the generalization
of twisted Gabidulin codes in Definition 2.13.1: there are several non-zero coefficients of degree > k, and
each depends on one of the coefficients fo, ..., fi—1.

3 Applications to Code-Based Cryptosystems

Most currently-used public-key cryptosystems are based on number-theoretic hard prob-
lems. As soon as large-scale quantum computers exist, it will be possible to solve these
seemingly hard problems in polynomial time using Shor’s algorithm (Shor, 1999). As it is
likely that capable quantum computers will exist in the near future, there is a strong need
to develop, analyze and standardize post-quantum cryptosystems. The importance is also
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reflected in the currently running post-quantum cryptography standardization competition
by the National Institute of Standards and Technology (NIST).

Code-based cryptosystems are, besides lattice-based systems, among the very few candi-
dates for post-quantum-secure public key encryption (PKE) schemes and key encapsulation
mechanisms (KEM). Their security is based on hard computational problems in coding the-
ory and en-/decryption often corresponds to en-/decoding of a code. One of the biggest
challenges in designing code-based cryptosystems is to reduce the size of the public key. The
most prominent example of a code-based cryptosystem is the McEliece system (McEliece,
1978), which is based on binary Goppa codes (in the Hamming metric).

Rank-metric code-based cryptosystems have been studied since 1991. Their main ad-
vantage is that the generic decoding problem in the rank metric, which is often the under-
lying hard problem of a code-based cryptosystem, is seemingly harder to solve than the
corresponding problem in the Hamming metric. This results in significantly reduced key
sizes compared to similar Hamming-metric schemes. Especially in the last 10 years, there
have been several important developments related to rank-metric code-based cryptosys-
tems. Two of the known systems, RQC and ROLLO, have been considered in the NIST
standardization. According to the Status Report on the Second Round of the NIST Post-
Quantum Cryptography Standardization Process (Alagic et al., 2020, Section 3.14, 3.16),
although neither of them advanced on in the PQC standardization process due to that the
security analysis of them needs more time to mature, NIST encouraged further research on
rank-based cryptosystems, as their key and ciphertext sizes remain competitive compared
to traditional Hamming-metric codes.

In this chapter, we present several known rank-metric code-based cryptosystems. We
start with a discussion on hard problems in the rank metric (Section 3.1). In Section 3.2,
we present rank-metric cryptosystems that can be seen as variants of the McEliece cryp-
tosystem in the rank metric. Most prominently, we discuss the GPT system (the first
known rank-metric code-based cryptosystem which basically adapts the McEliece principle)
and its variants, including the—as of today—unbroken one by Loidrau, the one based on
Gabidulin matrix codes, and the one based on quasi-cyclic low-rank-parity-check (LRPC)
codes (which is used in the NIST submission ROLLO). We outline two schemes that are
based on the hardness of list decoding rank-metric codes in Section 3.3. In Section 3.4, we
discuss the NIST submission RQC, which is based on rank quasi-cyclic (or, more generally,
ideal rank) codes. We briefly discuss signature schemes in Section 3.6 and conclude the
chapter with a parameter comparison of unbroken rank-metric code-based cryptosystems
in Section 3.5.

34



3.1 The Hardness of Problems in the Rank Metric

3.1.1 Random Codes

In analogy to the Hamming metric, several problems in the rank metric can be defined
and their hardness can be analyzed. We start with defining problems for random rank-
metric codes. For these problems, we need the definition of a (random code) rank syndrome
decoding (RSD) distribution as follows.

Definition 3.1.1 (Random Code Rank Syndrome Decoding (RSD) Distribution).
e Input: g,n, k,w,m
¢ Choose uniformly at random

~HE{AeFM ik m(A) = n— k)

q m

—x & {a € Fjm : tky(a) = w}
« Output: (H,Hx")

Hence, the output is a random parity-check matrix and a random syndrome which
stems from a random error of weight w.
The first problem that we are considering is the search RSD problem.

Problem 3.1.1 (Search RSD Problem).
o Input: (H,y) from the RSD Distribution.
¢ Goal: Find one x € {a € Fjm : 1ky(a) = w} such that Hx' =y'.

This problem is therefore equivalent to decoding of the random rank-metric code defined
by H. If w < % , where d denotes the minimum rank distance of the code defined by
H, the search RSD problem returns the unique decoding result. For larger radii, the search
RSD problem returns only one error of suitable weight.

The hardness of Problem 3.1.1 has been investigated by Gaborit and Zémor (2016).
Their main result shows that if there is a probabilistic polynomial-time algorithm that
solves the search RSD problem, then every problem in the complexity class NP can be
solved by a probabilistic polynomial-time algorithm.

In (Chabaud and Stern, 1996; Ourivski and Johansson, 2002; Gaborit et al., 2016;
Aragon et al., 2018; Bardet et al., 2020a; Bardet et al., 2020b), algorithms that solve the
Search RSD problem are proposed. The recent work by Bardet et al. (2020b) results in the
smallest computational complexity for many sets of parameters. This recent algorithmic
breakthrough in the search for low-rank codewords in linear codes significantly reduced
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the complexity of solving the Search RSD problem. Due to this, the parameters of several
cryptographic schemes had to be increased to ensure the same security level. This algorithm
consists of rewriting the problem in terms of a bivariate polynomial system, solving it with
the use of a Grobner basis (Bardet et al., 2020a; Bardet et al., 2020b). This improvement
had a major impact on the parameters of all cryptographic schemes whose security relies
on the difficulty of the Search RSD problem.

If w > L%J, there might be several codewords in the list and it makes sense to modify
the problem. That means, consider the case that multiple x with rk,(x) = w such that
Hx" =y exist, but only one of them corresponds to a codeword that is the message. If
we decide on a “wrong” x, we cannot retrieve any information about the message. Hence,
we need to consider the following list search RSD problem.

Problem 3.1.2 (List Search RSD Problem).
o Input: (H,y) from the RSD Distribution.
« Goal: Find all x € {a € FIl, : rky(a) = w} such that Hx" =y

Note that the list search RSD problem is at least as hard as the search RSD problem
as we have to find all vectors x with this property.
We can also state the decisional version of the RSD problem as follows.

Problem 3.1.3 (Decision RSD Problem).
o Input: (H,y) from the RSD Distribution.

o Goal: Decide with non-negligible advantage whether (H,y) came from the RSD dis-
tribution or the uniform distribution over Ffﬁfk)m X FZEk .

3.1.2 Gabidulin Codes

As a second step, we consider the hardness of problems when decoding Gabidulin codes.
Similar to the problems in the previous section, we first define a Gabidulin code RSD
distribution.

Definition 3.1.2 (Gabidulin Code Rank Syndrome Decoding (RSD) Distribution).
e Input: g,n, k,w,m
e Choose uniformly at random

~H & ‘H, where H is the set of all parity check matrices of Gabidulin codes
G(n, k) over Fym
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—x & {a € Fym 1 tky(a) = w}
« Output: (H,Hx").
Problem 3.1.4 (Gabidulin Code Search RSD Problem).
o Input: (H,y) from the Gabidulin Code RSD Distribution.
¢ Goal: Find one x € {a € Fm : 1ky(a) = w} such that Hx' =y'.

If w < {%J where d = n — k + 1 is the minimum distance of the Gabidulin code,

this problem is efficiently solvable by any Gabidulin decoder, see e.g., Section 2.8. The
fastest known decoder from Puchinger and Wachter-Zeh (2016) has sub-quadratic decoding
complexity over F,m (see 2.8.3).

For larger w, there is no known polynomial-time decoder, but the syndrome-based
decoder can be adapted by simply searching through the solution space of the syndrome
key equation. That means that all solutions of a linear homogeneous system of equations
over Fym with n — k — w equations and w + 1 unknowns have to be considered. Thus, the
work factor of this search is ¢™(2*~"=%) In (Renner et al., 2020a), solving Problem 3.1.4
was accelerated compared to searching through the solution space of the key equation. The
algorithm by Renner et al. (2020a) consists of repeatedly guessing a subspace that should
have a large intersection with the error row and/or column space. The guessed space is then
used as erasures in an Gabidulin error-erasure decoder. The algorithm terminates when the
intersection of the guessed space and the error row and/or column space is large enough
such that the decoder outputs a codeword that is close enough to the received word. The
expected work factor of this randomized decoding approach is a polynomial term times
qm(n—k)—w(n+m)+w2+min{2§(”T+k—5)

field, m the extension degree of the field, k the code dimension, w the number of errors,
and £ == w — ”T_k
Further notice that the hardness of Problem 3.1.4 is upper bounded by the hardness of

Problem 3.1.5 below where all x with this property have to be found.

wk}  where n is the code length, ¢ the size of the base

Problem 3.1.5 (Gabidulin Code List Search RSD Problem).
e Input: (H,y) from the Gabidulin Code RSD Distribution.
« Goal: Find all x € {a € FJl» : rky(a) = w} such that Hx" =y

When w < VT_ICJ’ the decoding result is unique and the Gabidulin Code List Search
RSD Problem (Problem 3.1.5) is equivalent to the Gabidulin Code Search RSD Problem
(Problem 3.1.4) and efficiently solvable. However, for w > VT_ka there are cases in which

the two problems differ substantially. For instance, the problem of recovering the message
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from the ciphertext in the Faure-Loidreau (FL) system or in the RQC system can be
reduced to the Gabidulin Code List Search RSD Problem since by finding all errors of
weight w, the actual error will be contained in the output list. The Gabidulin Code Search

RSD Problem is not necessarily useful when w > VT_kJ as it find only one word of the list.

The Gabidulin Code List Search RSD Problem (Problem 3.1.5) when w > VT_ICJ is
equal to list decoding a corrupted codeword of a Gabidulin code, where the error has
rank weight w. The exact complexity of this problem is unknown, but there are some
partial answers!. There are families of Gabidulin codes of rate R > 1/6 for which some
received words have lists of exponential size even for decoding only one error beyond VT_kJ ,
see (Raviv and Wachter-Zeh, 2016). This result was recently generalized to more general
classes of MRD codes by Trombetti and Zullo (2020). These bounds on the list size of
some Gabidulin codes proves that an equally general algorithm as the Guruswami—Sudan
list decoding algorithm for Reed—Solomon codes cannot exist for Gabidulin codes. For
w > n — /n(n—d), the Gabidulin Code List Search RSD Problem (Problem 3.1.5) has
exponential worst-case complexity since the list size grows exponential in n, see (Wachter-
Zeh, 2013, Theorem 1). The worst-case complexity can be considered as an indication for
the average complexity which is usually considered in cryptography to assess the security
level.

Notice that in (Guruswami and Wang, 2013c), subcodes of Gabidulin codes were effi-
ciently list-decoded, but this result does not apply to Gabidulin codes themselves. Based on
the previous partial answers on the hardness of list decoding Gabidulin codes, it is widely
conjectured that Problem 3.1.5 is hard.

For completeness, the decisional version of Problem 3.1.4 is shown below.

Problem 3.1.6 (Gabidulin Code Decision RSD Problem).
o Input: (H,y) from the Gabidulin Code RSD Distribution.

o Goal: Decide with non-negligible advantage whether (H,y) came from the Gabidulin

Code RSD distribution or the uniform distribution over Fg?n_ k)xn o F;‘Ek

To solve the correspoding decisional problem, no faster approach than trying to solve the
associated search problems is known. This is usually done for all decoding-based problems.
A similar decisional problem can be given for list decoding.

3.1.3 Problems Related to Decoding Interleaved Rank-Metric Codes

In this subsection, we consider problems related to random interleaved rank-metric codes
and later also related to interleaved Gabidulin codes.

!See also Section 2.9 for a summary on list decoding of rank-metric codes.
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Definition 3.1.3 (Interleaved Random Code RSD Distribution).
e Input: g,n, k,w,m.
e Choose uniformly at random
~HE (A eFN " rkyn(A) = n— k)
- X & (X e P rky(X) = w}
o Output: (H,HX").
Problem 3.1.7 (Interleaved Random Code Search RSD Problem).
o Input: (H,Y) from the Interleaved Random Code RSD Distribution.
+ Goal: Find one X € {X € Fix™ : rky(X) = w} such that HX" =Y.

This problem is clearly as least at hard as solving the same problem for a specific code,
in particular, the Interleaved Gabidulin Code Search RSD Problem as introduced in the

following.
The hardness of both problems is discussed afterwards.

Definition 3.1.4 (Interleaved Gabidulin Code RSD Distribution).
e Input: ¢g,n, k, w, m.
e Choose uniformly at random

~H & ‘H, where H is the set of all parity check matrices of Gabidulin codes
G(n,k) over Fym.

- X & (X e P rky(X) = w).
« Output: (H,HX").
Problem 3.1.8 (Interleaved Gabidulin Code Search RSD Problem).
o Input: (H,Y) from the Interleaved Gabidulin Code RSD Distribution.
« Goal: Find one X € {A € Fix"™ : tky(A) = w} such that HX" =Y.

The Interleaved Gabidulin Code Search RSD Problem is equal to decoding a corrupted
codeword of an interleaved Gabidulin code of interleaving order u, where the error has
rank weight w over IF,. This problem has been extensively studied and it turns out that
the hardness depends on w and the F m-rank of X. In the following, we discuss the hardness
of Problem 3.1.7 (interleaved random code) and Problem 3.1.8 (interleaved Gabidulin code).
Notice that Problem 3.1.7 is clearly at least as hard as Problem 3.1.8.
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e For w < L"T_kj, we can decode each of the u rows separately as the decoding re-
sult is guaranteed to be unique due to the minimum distance of the Gabidulin code.
Therefore, Problem 3.1.7 reduces to u instances of Problem 3.1.1 with the corre-
sponding hardness considerations. Similarly, Problem 3.1.8 reduces to u instances of
Problem 3.1.4 which is efficiently solvable by any Bounded Minimum Distance (BMD)
decoder for Gabidulin codes.

For the special case of high interleaving order u > w where w < n — k — 1 and
rkym (X) = w, Problem 3.1.7 and Problem 3.1.8 both have a polynomial-time solution
(without failure probability) given by the rank-metric Metzner—Kapturowski decoder
by Renner et al. (2021b). Thus, decoding (any) linear interleaved rank-metric code
of high interleaving order is an easy problem.

For w < |35 (n — k)|, the Interleaved Gabidulin Code Search RSD Problem (Prob-
lem 3.1.8) can be solved in O(un?) operations in F,m, cf. (Sidorenko et al., 2011a),
with high probability (> 1 — 7).

For the unlikely cases (with probability less than qim) of decoding failure, it is not

proven to be a hard problem. Although there is no such general complexity result,
decoding explicitly the errors for which all known decoders fail is considered hard
by the community and has been subject to intensive research for more than 13 years
(since the decoder by Loidreau and Overbeck (2006) was proposed). In the Ham-
ming metric, the equivalent problem for RS codes has been studied since the work
by Krachkovsky and Lee (1997) and more than a dozen of papers have dealt with the
decoding algorithms for these codes since then. None of these papers was able to give
a polynomial-time decoding algorithm for the case when Krachkovsy—Lee’s algorithm
fails. Furthermore, the same results on the list size as for Gabidulin codes apply for
interleaved Gabidulin codes since it consists of u parallel Gabidulin codewords and
at the same time can be seen as a single codeword of a Gabidulin code with larger
field size.

For w > d, the complexity of both interleaved problems grows exponentially in n.

For horizontal interleaved random codes, the corresponding problem is called Rank
Support Learning (RSL) and was introduced by Gaborit et al. (2017a, Definition 7).
The recent paper by Bardet and Briaud (2021) proposed an algebraic attack on RSL
which clearly outperforms the previous attacks.

The Decoding one Out of Many approach by Sendrier (2011) in the Hamming metric
provides a way to recover one of the u error vectors (and therefore the span of the
whole matrix X). However, this work has not yet been adapted to the rank metric.
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If it will be adapted, it should reduce the exponent of the work factor of brute-force
decoding for Problem 3.1.7 (of course this also applies for Problem 3.1.8, but this

—-(n — k)] in any case).

problem can efficiently be solved up to w < |35

The following table provides an overview of the previously considered problems and the
rank-metric code-based cryptosystems that rely on these problems.

Problem No. | Problem Cryptosystems

Problem 3.1.1 | Search RSD Problem All GPT variants (including
Loidreau’s new system)
Problem 3.1.2 | List Search RSD Prob- | RQC (ciphertext),

lem Faure-Loidreau (ciphertext),
RAMESSES (public key, ci-
phertext)

Problem 3.1.4 | Gabidulin Code Search | Faure-Loidreau

RSD Problem
Problem 3.1.5 | Gabidulin Code List | RQC, Faure-Loidreau
Search RSD Problem
Problem 3.1.8 | Interleaved Gabidulin | Original Faure-Loidreau
Code  Search  RSD
Problem

Table 3.1: Overview of problems in the rank metric and the corresponding cryptosystems.

3.2 McEliece-like Systems

In 1978, McEliece (1978) proposed a public-key cryptosystem whose security is based on
the generic decoding problem for linear error-correcting codes.

Compared to the widely-used Rivest, Shamir and Adleman (RSA) public-key cryp-
tosystem (Rivest et al., 1978), the McEliece cryptosystem suffers from larger public keys
(when employing Goppa codes as originally suggested), which is a drawback for practical
applications.

In general, to use a certain class of codes in the McEliece principle, the challenge is
to find codes with a good error-correction capability and a weak code structure or a code
structure that can be hidden effectively, in order to reduce the public key size. Since the
proposal of the original McEliece cryptosystem, which is based on binary Goppa codes,
several variants based on different code families were proposed. Besides McEliece variants
based on codes in the Hamming metric, there are McEliece-like cryptosystems that are
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based on codes in the rank metric. One benefit of rank-metric code-based cryptosystems
is, that the generic decoding problem in the rank metric is significantly harder than in the
Hamming metric which allows for very small public keys.

In the following, we give a summary of existing McEliece-like cryptosystems based on
rank-metric codes, including variants based on algebraic rank-metric codes (e.g., Gabidulin
codes) as well as random rank-metric codes (e.g., LRPC codes).

3.2.1 Description of the Cryptosystems

For the description of the different rank-metric code-based cryptosystems we use the fol-
lowing terminology and notation.

o Security level (bit): SL

e Public key: pk

e Secret key: sk

o Plaintext: m

o Ciphertext: c

e Ciphertext length ct

o Set of global parameters: param
e Deterministic assignment:

o Random assignment: &

e Setup: param <+ Setup (15'-)

o Key generation: (pk,sk) «<— KeyGen (param)
o Encryption: ¢ < Enc (pk, m)

o Decryption: m < Dec (sk, c)

e GL, (Fy): the set of all full-rank matrices of Fy*"

Unless otherwise stated, the parameters ¢, m,n and k are chosen according to Table 3.2.
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Parameter | Stands for Restriction
q field order prime power
m extension degree | 1 <m
n code length n<m
k code dimension | k<n

Table 3.2: Parameters of the GPT variants.

3.2.2 McEliece-type Rank-Metric Cryptosystems based on Gabidulin Codes

Gabidulin, Paramonov, Tretjakov (GPT) proposed a Gabidulin code-based cryptosystem (Gabidulin
et al., 1991) with very compact keys compared to the original McEliece cryptosystem (McEliece,
1978).

Compared to codes in the Hamming metric, rank metric codes have an even stronger
structure that can be exploited by an attacker to break the corresponding cryptosystems. As
a result, the GPT cryptosystem has a long history of attacks and fixes, which is illustrated
in Figure 3.1.

Original GPT Cryptosystem

The original GPT cryptosystem (Gabidulin et al., 1991) is a rank-metric variant of the
McEliece cryptosystem that is based on Gabidulin codes. In the GPT cryptosystem (Gabidulin
et al., 1991), the notion of a column scrambling matrix (over [F,;) does not increase the secu-
rity level of the system since the Moore-structure of the Gabidulin code generator matrix is
preserved. Hence, a different distortion transformation using low-rank distortion matrix X

is used to hide the inherent structure of the Gabidulin code in the public code described by
pk. Detailed descriptions of the key generation, encryption and decryption of the original
GPT cryptosystem are provided in Algorithms 2 — 4.
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Original GPT cryptosystem
Gabidulin et al., 1991
(Gabidulin et al., ) \dttd(k’
Gibson’s first attack
. (Gibson, 1995)
Improved GPT (general distortion matrix)
(Gabidulin, 1993)

repair
GPT with column scrambler over F, /

(Gabidulin and Ourivski, 2001)
(Ourivski and Gabidulin, 2003)

(Gabidulin et al., 2003) w‘

Gibson’s second attack
(Gibson, 1996)

Overbeck’s attacks

repair

L

repair

Particular distortion matrix
(Loidreau, 2010; Rashwan et al., 2010)

GPT with column scrambler over Fym
(Gabidulin, 2008; Gabidulin et al., 2009)
(Rashwan et al., 2011)

attack

Horlemann-Trautmann, Marshall, Rosenthal
(Horlemann-Trautmann et al., 2018)
attack
Horlemann-Trautmann, Marshall, Rosenthal
(Horlemann-Trautmann et al., 2016)
(attack only on (Gabidulin et al., 2009))

attack

Otmani, Talé Kalachi, Ndjeya
(Otmani et al., 2017)

repair

L

GPT with rank amplifiers

repair
(Loidreau, 2016; Loidreau, 2017)
GPT based on Gabidulin subcodes attack Coggia, Couvreuer
(Berger et al., 2017) (Coggia and Couvreur, 2019)

(attack for A = 2)

Figure 3.1: Overview of the history of GPT variants and attacks.

Algorithm 2: KeyGen (-) (Gabidulin et al., 1991)

[y

M)

I >R B V)

Input: Parameters param = {q,m,n,k‘,tx < L"T_kj,tpub = L"_—’“J _ tX}
Output: Secret key sk, public key pk

2

g & Fym :1ky(g) = n

S & GLy (Fym)

ad Fh, b & F, ik, (b) < tx

Gc = Mk,q (g)a

X + ab where rk,(X) < tx

D (Ge) =8 (Ge +X)

return sk < (S, G¢), pk < (D (G¢), tpub, tx)

sXn

om" the s x n Moore matrix for a vector a = (a1,az,...,an) € Fgm.
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Algorithm 3: Enc () (Gabidulin et al., 1991)
Input: Plaintext m € Ff.., public key pk = (D (Gc) , tpub, tx)
Output: Ciphertext ¢ € Fjn

$ n—
1 e < F:]Lm : I‘kq(e) = tpub = I_ sz —ix

2 ¢+ mD (Ge) +e=mSG¢ + mSX +e

3 return c

Algorithm 4: Dec () (Gabidulin et al., 1991)
Input: Ciphertext ¢ € Fy.., secret key sk = (S, Ge)
Output: Plaintext m € IFZW
1 ¢ is a codeword of the (n, k) Gabidulin code C described by G¢ that is corrupted by an
error € = mSX + e with rk,(€) < L"Q;kj that can be corrected by a secret efficient

decoder Decodec (+) for C
2 m < Decodec (c)

3 return m < mS—!

Gibson’s Attack on the Original GPT Cryptosystem

Gibson (1995) proposed an attack on the original GPT cryptosystem that exploits the
Moore structure of the generator matrix of Gabidulin codes to obtain an alternative secret
key from the public key

pk=S(G+a'b) (3.1)

where S € Frx* is a fulltank matrix, a € Fii* and b € FiX" with rk,(b) < tx. In
particular, Gibson’s attack computes matrices G, S and X from (3.1) such that G is
a generator matrix of a Gabidulin code G(n, k), pk = S(G + X) and X € Fym " with
rkqy(X) < tx. In the following we give a brief description of the idea behind Gibson’s
attack.

There exists a matrix T € Flgék such that
T, | X)=G+a'b. (3.2)

Partition the matrix G and the vectors g and b into the first k£ and remaining n — k
columns, i. e.,
G=([P|Q), g=(la), b=(b1|by)

with P € F&xk, Q e Flnt" ™)

, p,b1 € Fl;'m and q, by € F;ﬁ;k. Then we can write (3.2) as
T=P+a'b; and TX=Q+abs.

and get that
PX=Q+a' (by—b;X). (3.3)
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Define the reversed vectors

_ k—1] [k—1 k—1
b (o).
_ k—1]  [k—1 k—1
q:(iﬁ }7q£ }77q7[1_k;})7
_ 1 2 k—1
a—= (ak?7a“£§}—1’a][€]—27"'7a£ })’
the all-one vector 1 := (1,...,1) € Flgm and the matrices
fi
£
k—
I

where x; denotes the j-th column of X. Then we can rewrite (3.3) as the reduced linear
system of equations

f)Xj :(jjl—i-i_iFj, Vi=1,....,n—k. (34)

Gibson showed, that (3.4) can be solved in O(m3®¢q™) operations in Fym and thus breaks
the original GPT cryptosystem for the parameters proposed in (Gabidulin et al., 1991).
Although Gibson’s attack breaks the original GPT cryptosystem for practical parameters
(n < 30), the complexity of the attack is exponential in the length of the code.

Modified GPT Variant by Gabidulin

In order to prevent the attack by Gibson (1995), Gabidulin (1993) presented a modified
variant of the GPT cryptosystem which uses a more general distortion matrix X. The
modified key generation is described in Algorithm 5.

Algorithm 5: KeyGen (-) (Gabidulin, 1993)

Input: Parameters param = {q,m,n,kz,tx < L”;’“J,tpub = L%J _ tX}
Output: Secret key sk, public key pk

[y

g & Fym :tky(g) = n

S & 6Ly (Fym)

A &Rt B EFLrk, (B) <ty

Ge = My (2)

X < AB where rk,(X) < tx

9 (Ge) =8 (Ge +X)

return sk < (S, Ge¢), pk+ (D (Ge) , tpub, tx)

N

N 0 ok oW
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Gibson’s Attack on the Modified GPT Cryptosystem

(Gibson, 1996) presented a second attack that breaks the modified GPT cryptosystem. Since
the attack is based on the ideas of the initial attack (Gibson, 1995), a detailed description
is omitted.

Modification with Right Scrambler over I,

In order to prevent Gibson’s attacks, new methods (Gabidulin and Ourivski, 2001; Ourivski
and Gabidulin, 2003) were proposed to repair the GPT cryptosystem. In particular, GPT
variants with a combination of a distortion matrix together with a column scrambling ma-
trix P over IF, provided resilience against Gibson’s attacks. The key generation, encryption
and decryption are described in Algorithm 6 — 8 respectively.

Algorithm 6: KeyGen (-) (Gabidulin and Ourivski, 2001; Ourivski and Gabidulin,
2003)

Input: Parameters param = {q,m,n,l@r, tx < L"z;kj,tpub = L"T”“th}
Output: Secret key sk, public key pk

1g & Fym 2 1ky(g) = n

2 S & GLy (Fym)

s P& Gl (F,)

4 Xy SR Xy & FR Lk (Xs) = tx

5 P,X;,X, are chosen to have certain properties (see Gabidulin and Ourivski, 2001;
Ourivski and Gabidulin, 2003)

6 Gc = Mk,q (g)

7D (Ge)=S((0]|Ge)+ (X1 | X2))P=S(X; | Gc+X3)P with 0 € ]F’;”

8 return sk < (S,P,G¢), pk <+ (D (Ge¢), tpub, tx,T)

Algorithm 7: Enc(-) (Gabidulin and Ourivski, 2001; Ourivski and Gabidulin,
2003)
Input: Plaintext m € F’;m, public key pk = (D (Ge) , tpub, tx,7)

Output: Ciphertext c € IFZ;S "
$ n—
1 e« Flitirkg(e) = tow = [ 255 ] — tx
2 c+mD(Ge)+e=mS((0]| Ge)+ (X1 | X2))P+e

3 return c
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Algorithm 8: Dec () (Gabidulin and Ourivski, 2001; Ourivski and Gabidulin,
2003)
Input: Ciphertext ¢ € IF’[;‘;‘ZT, secret key sk = (S, P, Ge)
Output: Plaintext m € IFfjm
1 Compute ¢’ == cP~! =mS ((0 | G¢) + (X1 | X2)) +eP!
2 Since P € FY XU e have that e := eP~! satisfies rky(€') < fpup
3 From ¢’ extract the subvector

" / / / 1
" =(cri1,6p9- -, Cpy) =mSGe + mXy + e

where €’ corresponds to the last n positions of & = eP~!

4 Since rk,(e”) <rk,(€') < tpup and rky(mXs) < tx we have that ¢’ is a codeword of the
Gabidulin code C that is corrupted by an error mXs + € of rank at most
tx +tpub < L%J that can be corrected by a secret efficient decoder for C

5 m < Decodec (c)

6 return m < mS—!

Structural Attacks

After the series of Gibson’s attacks and the subsequent repairs, (Overbeck, 2005) pre-
sented structural key-recovery attack on the original cryptosystem. Unlike the attacks by
Gibson, Overbeck’s attacks run in polynomial time and thus break the GPT cryptosystem
for all parameters. The attack on the original GPT cryptosystem was extended in (Over-
beck, 2006) to break the GPT variants using a column scrambling matrix (Ourivski and
Gabidulin, 2003). Another variant of Overbeck’s attacks (Overbeck, 2008) combines meth-
ods from (Overbeck, 2005; Overbeck, 2006) in order to cryptanalyze (Gabidulin et al.,
2003). In the following we describe the main idea of Overbeck’s attacks.

For an [n, k, d]ff linear rank-metric code C with generator matrix G, we define C? to be
the code obtained by taking each codeword in C to the element-wise power ¢*. Note, that
the code CY' is generated by qu, where G?' is the matrix obtained by taking each element
in G to the power of ¢'.

Definition 3.2.1 (¢-Sum). Let C be an [n, k, d]('; rank-metric code over F,m and let ¢ € Ny.
Then the i-th g-sum of C is defined as

A(C)=C+Cl+ - +C7. (3.5)

For a random code C we have dim A;(C) = min{n, ¢k} with high probability. However,
if C is a Gabidulin code G(n, k), we have that dim C = min{n, k + i}, which is significantly
smaller than the dimension of the ¢g-sum of a random code. Hence, a Gabidulin code can
be distinguished from a random code by checking the dimension of the g-sum.

48



Based on Overbeck’s observation, one can distinguish a Gabidulin code from a random
code by applying the g-sum to the public key and therefore derive an efficient decoder for
the underlying decoder.

Variants using Column Scramblers over F;m

The series of Overbeck’s attacks broke all GPT variants for most practical parameters.
In order to prevent Overbeck’s attack, GPT variants with column scrambling matrices
over F,m were proposed. The first GPT variant using a column scrambler over F,= was
proposed by Gabidulin (2008). The GPT variants by Gabidulin et al. (2009) and Rashwan
et al. (2010) are also based on this general idea. In (Otmani et al., 2017) it was shown
that (Gabidulin et al., 2009; Rashwan et al., 2010) are special cases of (Gabidulin, 2008).
Hence, we only describe the general system from (Gabidulin, 2008) in Algorithm 9 — 11.

Algorithm 9: KeyGen (-) (Gabidulin, 2008)

Input: Parameters param = {q,m, n, k, 7, tpu, tx < L”T’kj,tg}
Output: Secret key sk, public key pk

$ mn
g+ Fym 1 1ky(g) =n
S & 6Ly (Fym)
s P& GLy 4ty (Fgm) such that

=

N

t t t
P_1 _ P11 P12 with P € Fqﬁj X, P e Fqﬁxn
Ps1 Poo Py € Fgﬁf X P e FZLX"

and I‘kq(Plg) <ty
X & RNk, (X) = tx
Ge = My (g)
D(Ge)=8(X|[Gc)P
return sk < (S, P, Gc), pk (@ (Gc) s tpuby X, tg)

- SN

Algorithm 10: Enc(-) (Gabidulin, 2008)

Input: Plaintext m € F’;m, public key pk = (D (G¢) , tpub, tx, t2)
Output: Ciphertext ¢ € IE‘ZﬁX

1ed Fom rky(€) = tpup = L”T"‘J and e = (e; | e2) where e; € ]FZX and ey € Fy. with

rky(e2) = tpub — t2
2 c+—mD (Ge)+e=mS(X|G¢)P+e

3 return c
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Algorithm 11: Dec () (Gabidulin, 2008)

Input: Ciphertext c € F:;f,’ftx, secret key sk = (S, P, Ge¢)
Output: Plaintext m € Ffjm
1 Compute ¢’ :=cP~! =mS (X | G¢) +eP!

2 From c’ extract the subvector

1 / / / 1
= (Ciyi1>Cixta- 1 Ciyin) = mSGe +e

where e’/ corresponds to the last n positions of eP~! given by
e’ = e 1Py + ePos.
Since the rank of Py satisfies rkq(P12) < t2 and Py has its elements in Fy we have that
rtky(€”) < rky(P12) + rkg(€2) = to + toub — t2 = tpub-

3 Hence, ¢” is a codeword of the Gabidulin code C that is corrupted by an error €” of rank
at most tpup < L"T_’“J that can be corrected by a secret efficient decoder for C

4 m = mS <+ Decode¢ (c)

5 return m « mS~!

Variants using Particular Distortion Matrices

Different GPT variants that are resistant against Overbeck’s attacks were proposed by Loidreau
(2010) and Rashwan et al. (2010). Rather than relying on a column scrambling matrix over
Fym, the variants use particular distortion matrices to prevent Overbeck’s structural at-
tacks. The variants can be described in Algorithm 12 — 14.

Algorithm 12: KeyGen (-) (Loidreau, 2010; Rashwan et al., 2010)

Input: Parameters param = {q,m, n, k, toup < L”%kj,tx}
Output: Secret key sk, public key pk

1g & Fym :1ky(g) = n

2 S & GLy (Fym)

s P& Gl (F,)

X & FRN ke, (X) = tx

Ge = Myq (8)

D(Ge)=8S(X|Ge)P

return sk < (S, G¢, P), pk <+ (D (Ge) , tpub, tx)

-G TN

If the right kernel of pk has dimension one, a decoder can be obtained from pk in
polynomial time. This occurs with high probability if X is chosen uniformly at random.
This implies the design criterion that X has to be chosen such that rk,(X) < % for
some ¢ > 1 which implies tx > (n — k) (see (Loidreau, 2010, Corollary 1)). However, this
restriction increases the key size.
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Algorithm 13: Enc(-) (Loidreau, 2010; Rashwan et al., 2010)
Input: Plaintext m € Ff.,., public key pk = (D (Gc) , tpub: tx)
Output: Ciphertext ¢ € F:}j{ tx

1 e T vk (e) = tou = | %5E ]

2 c+mD (Ge)+e=mS(X|Ge)P+e

3 return c

Algorithm 14: Dec () (Loidreau, 2010; Rashwan et al., 2010)

Input: Ciphertext ¢ € IFZ,#X, secret key sk = (S, G¢, P)
Output: Plaintext m € Flgm
1 Compute ¢’ ;== cP~! =mS (X | G¢) +eP!

2 From ¢’ extract the subvector

"o (0 ’ / o "
¢ = (Ciyt1>Cixqa- 1 Ciyin) = MSGe +e

where e corresponds to the last n positions of eP~1. Notice, that rk,(e) < tpyp since P
is over F,.

3 Since rkq(€”) < rkq(€’) < tpup we have that ¢’ is a codeword of the Gabidulin code C that
is corrupted by an error €” of rank at most tpu, < L"T”“J that can be corrected by a
secret, efficient decoder for C

4 m = mS <« Decodec (c)

5 return m < mS~!

The approach by Rashwan et al. (2010) (also referred as the “smart approach”) relies on
the same structure as the system in (Loidreau, 2010) with the difference that the increase
of the key size in (Loidreau, 2010) due to the rank restriction on X is avoided by imposing
a structural restriction on X. In particular, X is constructed from a Moore matrix of rank
£ and a non-Moore matrix of rank tx — a to avoid Overbeck’s attacks.

Attack on Variant with Distortion Matrices

The above mentioned attempts to defend the GPT cryptosystem from Overbeck’s attacks
based on distortion matrices were broken by Horlemann-Trautmann et al. (2018). The
main idea of the attack is based on recovering vectors of rank one from an extended public
generator matrix that allow to recover the secret key.

Attacks on Variant with Column Scramblers

The alternative GPT variants proposed to prevent Overbecks’s attacks by using column
scrambling matrices over F,m were subject to several attacks. First, the scheme by Gabidulin
et al. (2009) was attacked by Horlemann-Trautmann et al. (2018) using ideas from (Ga-
borit et al., 2015). This attack was followed by a generalized Overbeck attack (Otmani
et al., 2017) that cryptanalyzes (Gabidulin, 2008; Gabidulin et al., 2009; Rashwan et al.,
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2010) which is more efficient than that in (Horlemann-Trautmann et al., 2016). The main
result of (Otmani et al., 2017) is that all GPT variants with a column scrambler over Fym
can be reduced to a cryptosystem with column scrambler over [F, with a slightly degraded
Gabidulin code. However, the error-correction capability of the degraded code is sufficient
to recover the imposed errors for most parameters.

GPT Variant with Rank Amplifiers

The GPT variants (Loidreau, 2016; Loidreau, 2017) use particular column scrambling ma-
trices over Fym, called rank amplifiers. The variants are described in Algorithm 15-17. In
particular, the coefficients of the inverse of the right scrambler are taken from some fixed-
dimensional Fg-linear subspace of Fym. This idea is motivated by LRPC codes (Gaborit
et al., 2013) and the analogue cryptosystem in the Hamming metric proposed by Baldi
et al. (2016).

Algorithm 15: KeyGen (-) (Loidreau, 2016; Loidreau, 2017)

Input: Parameters param = {q,m,n, k, A tpub < L”Q_/\kj}
Output: Secret key sk, public key pk
1 Random Fg-linear subspace V of dimension dim(V) = A

N

g & Fym :1ky(g) =n

S & GLy (Fym)

P & GL, (Fyn) i pij €V foralli,j € [1,n]

Gc = Mk,q (g)

D (Gc) = SGeP!

return sk < (S, Ge,P), pk« (D (Ge), toubs A)

w

S-S TN

Algorithm 16: Enc(-) (Loidreau, 2016; Loidreau, 2017)
Input: Plaintext m € F’;m, public key pk = (D (G¢) , tpub, A)
Output: Ciphertext ¢ € Fjn

$ n—k
1 €< Fgm : rkq(e) = tpub = tpub < I_ 2)\kj
2 ¢+ mD (Gc) +e=mSGcP ! +e

3 return c
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Algorithm 17: Dec () (Loidreau, 2016; Loidreau, 2017)
Input: Ciphertext ¢ € Fy.n, secret key sk = (S, G¢, P)
Output: Plaintext m € Flgm
1 Compute ¢’ := cP~! = mSG¢ + eP
2 Since the entries of P span a A-dimensional F,-linear subspace of Fym, we have that
rk,(eP) < Arkg(e) = Atpup (see (Loidreau, 2016, Proposition 1)).
3 Hence, ¢” is a codeword of the Gabidulin code C that is corrupted by an error eP of rank

at most Atpyp < L"T_kj that can be corrected by a secret efficient decoder for C
4 m = mS <« Decodec (c)
5 return m < mS~!

Attack for GPT with Rank Amplifiers (A = 2)

Coggia and Couvreur (2019) proposed an attack on the rank-amplifier variant of the GPT
cryptosystem (Loidreau, 2016; Loidreau, 2017). The attack is successful for A = 2 and a
public code with code rate Ry, > % In general, parameters where the public code has rate
Rowp > 1— % should be avoided. However, there still are practical parameters for which the
system (Loidreau, 2016; Loidreau, 2017) cannot be broken by the attack by Coggia and
Couvreur (2019).

Variant using Gabidulin Matrix Codes

In (Berger et al., 2017) a cryptosystem based on matrix codes was proposed. These matrix
codes are obtained from subcodes of binary images of Gabidulin codes to mask the structure
of the underlying Gabidulin code in order to prevent Overbeck-like attacks. This approach
roughly gains a factor of 10 compared to the original McEliece cryptosystem and provides
very compact private keys. In Algorithms 18 — 20, describe this cryptosystem. We give a
high-level description of the g-ary image of a code, which is used in the key generation
of this cryptosystem. For any matrix A € F;"*" let vec(A) € F;™ denote the row vector
representation of A obtained by concatenating the transposed columns of A. Analogously,
denote by mat(a) the corresponding inverse mapping to obtain a matrix A € Fg™ from a
vector a € Fi"™. Under a fixed basis of Fym over Fy, any code C C Fyin can be represented as
a subset of Fy"*". The g-ary image Im,(C) C Fy"" of C is then defined as the code obtained
by applying the mapping vec(-) to each codeword of C expanded over F,, which results in
a code of length mn and dimension mk that can be represented by an mk x mn generator
matrix over F,.
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Algorithm 18: KeyGen (-) (Berger et al., 2017)

Input: Parameters param = {q, m,n, k, 7, toup = L"—gkj}
Output: Secret key sk, public key pk

$
g+ Fim i1ky(g) =n
By < GL,, (F,)
B, < GL, (F,)

8 sXkm—s
L« Fy

5 G « generator matrix of Img(G(g;n, k)) (in Fimxmn)

G = GB:® Bg ) with the corresponding generator matrix in systematic from
Geys = (Lpm | P). Define H= (=P " | I(,,_j),)
Define U = (L | I | 05,(n—k)m)

U —s
Define Hpyp = (?) and Gpup € Fékm xmn 4 GpubH;'—ub =0.

return sk < (Bo,B1,g), pk < (Gpub, tpub)

Algorithm 19: Enc (-) (Berger et al., 2017)

1
2

3

Input: Plaintext m € Fg™, public key pk = (Gpup, tpus)
Output: Ciphertext ¢ € F;**"
$
E <~ ]Fglxn :1ky (E) = toub
C« mat(mGpub) + E
return C

Algorithm 20: Dec () (Berger et al., 2017)

BW N =

Input: Ciphertext c, secret key sk = (Bg, B1)

Output: Plaintext m

Compute C « Bglc = mat(mGpyp) + E where E = BalE with rkq(E) = tpub
Compute & from C

Decode € and use B; to obtain m

return m

Twisted Gabidulin Codes in the GPT System

Twisted Gabidulin codes were applied to the GPT system by Puchinger et al. (2018). How-
ever, it turned out that there is a distinguisher when using such Twisted Gabidulin codes
in the GPT system.

Theorem 3.2.1 (¢-Sum Dimension of Twisted Gabidulin Codes, (Puchinger et al., 2018)). Let
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n, k,t, h,n,a be chosen as in Definition 2.13.1 such that

A= ”szzeN,

ti=0+1)(A+1), Vi=1,...,4,
O<h <hy<...hy<k-—-1 s.t.

\hig1 — hi| > 1, Vi=1,...,0—1.

For all ¢ € N, we then have
dim Ai(T Gt pp(n, k) = min{k — 1+ (i +1)( + 1),n}.

In particular, for a small number of twists ¢, the dimension of the g-sum of Twisted
Gabidulin codes is rather low compared to random codes of the same dimension (though
larger than that of Gabidulin codes), which constitutes a distinguisher.

Lavauzelle and Renner (2020) proposed a polynomial-time key-recovery attack on the
Hamming-metric variant of this scheme. Furthermore, they showed that the presented
attack can straightforwardly be applied to the variant based on twisted Gabidulin codes
for certain parameters. However, this naive adaption can be avoided by a careful choice of
the parameters.

Interleaving Loidreau’s GPT System

The ideas of using interleaved codes in the McEliece system (Elleuch et al., 2018; Holzbaur
et al., 2019) were combined with Loidreau’s GPT variant (Loidreau, 2017) in (Renner et al.,
2019a). That means, u parallel ciphertexts are considered where each is a codeword from
Loidreau’s Gabidulin code (i.e., a Gabidulin code scrambled with a matrix that contains
elements from a subspace, (see Loidreau, 2017)) with rank multipliers plus a rank burst
error (i.e., all the errors lie in a common row stace). The dimension of the total row space
u_ n—k

utl 2
In (Renner et al., 2019a), it was shown that in principle, Loidreau’s system can be

of the parallel errors is restricted by {

interleaved using classical decoders for interleaved Gabidulin codes. Similar to (Holzbaur et
al., 2019), an attack based on an error code can be prevented by choosing the error matrix
in a suitable way. The construction of (in this sense) secure errors requires rank-metric
codes whose minimum distances are close to the Singleton bound. Gabidulin codes yield
potentially insecure error patterns since the resulting error matrix can be distinguished
from a random one. However, if the error matrix is drawn in a random way, it fulfills
the requirements with high probability. For this choice, upper bounds on the decryption
failure and secure parameter sets with potential key size reductions by approximately 15%
compared to Loidreau’s system were provided.
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3.2.3 McEliece-Type Rank-Metric Cryptosystems based on QC-LRPC Codes

A GPT variant based on a randomized construction of rank-metric codes was proposed
by Gaborit et al. (2013). This random rank-metric coding approach uses low-rank parity-
check (LRPC) codes in the GPT system in order to prevent the series of structural at-
tacks based on the inherent algebraic structure of Gabidulin codes. The NIST submission
ROLLO (Aguilar Melchor et al., 2019a), which is the merge of the initial round-1 submis-
sions Rank-Ouroboros (formerly known as Ouroboros-R), LAKE and LOCKER, is a GPT
variant based on LRPC codes.

Definition 3.2.2 (Low-Rank Parity-Check Code). A [\;n, k] LRPC code of length n, dimen-
sion k, and rank A over F,m is defined as a code with a parity-check matrix H € Féﬁ_k)xn,

where the F,-linear vector space
M= ({hij i€ [l,n—k],j€[l,n]}), (3.6)
has dimension at most .

LRPC codes can be constructed to be quasi-cylic codes. In this case, the parity-check
matrix as well as the generator matrix consist of blocks of circulant matrices, that allow
for a very compact representation, which is favorable in terms of the key size. In particular,
variants consisting of two circulant matrices (also called double-circulant (DC)) are of
particular interest for cryptographic applications (Gaborit et al., 2013).

In the following we give a high-level description of the decoding algorithm for LRPC
codes from (Gaborit et al., 2013), where we define the rank support as follows:

Definition 3.2.3 (Rank Support). Let x = (z1,%2,...,%,) € Fym. The support supp(x) is
the F,-subspace of F;» generated by the coordinates of x:
supp(x) = (x1, ... ,xn>q.

Let
q>:{¢17¢27"'>¢)\} and F:{’Vl)/y%"'a%‘/} (37)

be bases for H and the error support € := supp(e), respectively. Then each element of the
syndrome s = eH' can be written as

£
$i= D3 Sitrbevr, (3.8)

r=1/¢=1

where

Sior =Y hijeejr,  CE[LALr€[Lt],i€[l,n— k] (3.9)
j=1
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and h; ;¢ is the expansion of h; ; over F, with respect to ®. Hence, each syndrome entry s;
is an [F -linear combination of the elements

{171, d172s - -+, DAt} (3.10)

With high probability the elements above span the product space HE := {ab:a € H,b € E}.
Defining the syndrome space S = supp(s) and Sy := {¢; 'S : £ € [1, \]} we may recover £
as

ECSNSN--—-NSy (3.11)

with high probability. Once a basis of the product space is known the error locations can be
recovered by solving the F-linear system of equations (3.9) that has a unique solution with
high probability. Knowing the error locations and the support £, the error vector e can be
recovered. The detailed description of the cryptosystem is provided in Algorithms 21-23.

Algorithm 21: KeyGen (-) (Gaborit et al., 2013)

Input: Parameters param = {q,m,n, k, X, tpub }
Output: Secret key sk, public key pk
Random F,-linear subspace H of dimension dim(V) = A

HE Féﬁ_k)xn i1kgm(H) =n—k and h; ; € H forall i € [1,n — k] and j € [1,n]

[ury

2

3 S € Gl (Fgm)

4 Ge « FlX" :1k(G) =k and GH' =0

5 D (Gc) = SG¢

6 return sk < (H,S), pk < (D (Ge), tpub)

Algorithm 22: Enc(-) (Gaborit et al., 2013)

Input: Plaintext m € IF’;,,I, public key pk = (D (Ge¢) , tpub)
Output: Ciphertext ¢ € Fy..

1ed Fim 2 1kg(e) = tpup
2 ¢+ mD (Ge) +e=mSG¢ +e
3 return c

Algorithm 23: Dec (-) (Gaborit et al., 2013)
Input: Ciphertext ¢ € Fyn, secret key sk = (H, S)
Output: Plaintext m € ]Ff;

1 Decode ¢ using H: m <+ Decode¢ (c)

2 m = mS <« Decodec (c)
3 return m < mS~!

3.2.4 Attack on the QC-LRPC GPT Variant

An attack on the QC-LRPC cryptosystem that exploits the block-circulant structure of the
parity-check matrix was presented in (Hauteville and Tillich, 2015). As a possible repair,
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the application of so-called ideal LRPC codes instead of QC-LRPC codes was suggested
by Hauteville and Tillich (2015) and Aragon et al. (2019¢). Ideal LRPC codes allow for the
same compact code representation as QC-LRPC codes but are not vulnerable to the attack
in (Hauteville and Tillich, 2015). The current version of the NIST submission ROLLO is
based on ideal LRPC codes (Aguilar Melchor et al., 2019a).

In addition to the structural attack by Hauteville and Tillich (2015) there is a reaction-
based attack on the QC-LRPC GPT cryptosystem that exploits decoding failures that may
occur during the decryption process to recover the secret key (Aragon and Gaborit, 2019).
Let GLrpc be a generator matrix of the code generated by a parity-check matrix Hyrpc
of a [A;n, k] QC-LRPC code over F,m that can correct t,,p errors with high probability. The
main idea of this attack is to challenge the decoder with particularly chosen error patterns
and observe if the decoder can decode or not. The observation of the corresponding decod-
ing failure rate can reveal the structure of the parity-check matrix Hygpc. In particular,
the failure event that the syndrome does not span the whole product space (which domi-
nates the decoding failure probability for most practical parameters) is exploited. In this
case, the linear system of equations in (3.9) is rank deficient and thus the error locations
cannot be recovered. Compared to the reaction-based attacks on QC-LDPC/MDPC codes
in the Hamming metric (Guo et al., 2016), the effectiveness of the reaction-based attack
in the rank metric is much higher since there exist much more equivalent keys of the form
WHrpc where W € GL,,_, (F;) that allow decryption (i.e. efficient decoding).

The reaction-based attack by Aragon and Gaborit (2019) is evaded in ROLLO by using
ephemeral keys.

3.3 Systems based on the Hardness of List Decoding

3.3.1 The Faure—Loidreau Cryptosystem

The Faure-Loidreau (FL) cryptosystem was proposed by Faure and Loidreau (2005) as the
rank-metric analog of (Augot and Finiasz, 2003). While the Augot—Finiasz cryptosystem is
closely connected to (list) decoding Reed—Solomon codes, the FL cryptosystem is connected
to (list) decoding Gabidulin codes. The FL system was broken for all parameters with a
structural attack by Gaborit et al. (2016), which implicitly used the fact that the public
key is a corrupted codeword of an interleaved Gabidulin code.

The security of the original Faure-Loidreau (FL) cryptosystem (Faure and Loidreau,
2005) is based on Problem 3.1.8. However, the relevant parameter w was chosen such that
it is easy to attack the system using a decoder for interleaved Gabidulin codes, which is
the underlying idea of the attack by Gaborit et al. (2016). The repaired Faure-Loidreau
system, LIGA (Renner et al., 2021c), relies on a similar problem as Problem 3.1.8, with an
additional restriction on X, which avoids the attack from (Gaborit et al., 2016).
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The system works as follows. Let ¢, m,n, k, u, w,t,up, ¢ be positive integers that fulfill
k<n<m,2<u<k,

k—u |n—k U
— k- 1% < [— —
max{n k u—l’{ 5 J—l— }_w<u+2(n k),

and tpp = {MT_“’J . We consider three finite fields, I, Fym, and Fymu, which are extension

fields of each other, respectively:
]Fq g qu g Fq'mu.
The FL key generation is shown in Algorithm 24. The public key consists of the tuple

pk = (g7 k7 kpub: tpub)a

where g € Fiin is the defining vector of a Gabidulin code of dimension k. By representing
the vector

kpub:XGg+Z6FZmu

as a u X n matrix over Fym, it is a corrupted codeword of a u-interleaved Gabidulin code
over F,m, where the error z = (s | 0) - P! is chosen such that the F,-rank weight of
each row of the matrix representation of the error is beyond the unique error correction
capability of the Gabidulin code.

The secret key is the tuple sk = (x,P), where x is the encoded message in kp,, and
P! is the right factor of the error vector z.

The encryption procedure is described in Algorithm 25. It consists of encoding a zero-
padded version m’ € Fgm of the secret message m € IF";E“ with the Gabidulin code w.r.t.
g, adding the trace of a scalar multiple of k.5, and an additional error e. The trace of a
scalar multiple of kp,p, is a corrupted codeword of the Gabidulin code. Hence, the ciphertext
is a codeword of the Gabidulin code corrupted by two errors. An attacker is assumed to
have no knowledge of the two errors and hence faces the problem of decoding a corrupted
codeword of a large error weight.

The legitimate receiver has partial information about the error added through the public
key: The first w rows of P~ are a basis of the row space of the error, which can be seen
as an erasure in the rank metric. Hence, the receiver is able to retrieve the message m by
an error-erasure decoder (see, e.g., Section 2.8). This decryption procedure is outlined in
Algorithm 26.

The problem of recovering a valid private key from the public key is equivalent to
Problem 3.1.8 on page 39. For the chosen values of w, this problem can be solved for most
errors (i.e., with high probability for random errors) using decoders of interleaved Gabidulin
codes. This was first (implicitly) realized in (Gaborit et al., 2016), where a structural attack
on the Faure-Loidreau system was proposed.
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Algorithm 24: KeyGen (-) (Faure and Loidreau, 2005)

Input: Parameters param = (¢, m,n, k, u, w)
Output: Secret key sk, public key pk

$ mn
g« Fym 1 1ky(g) = n

[y

$ ok . .
X ¢ Fpmu  {Zr—ut1, .-, 2x} is a basis of Fymu over Fym

N

s & {a € Fynu @ 1ky(a) = w}
p& IF;LX” : P invertible

Gg + My (8)

z+ (s|0)- P!

ko < x-Gg + 2

tpub = | =572 |

return sk < (x,P), pk < (g, k, Kpub, tpub)

[ L B N )

~

8
9

Algorithm 25: Enc(-) (Faure and Loidreau, 2005)

Input: Plaintext m € F];TZ“, public key pk = (g, k, Kpub, tpub)
Output: Ciphertext ¢ € Fin.

a & Fywa\ {0}

ed Fim @ tky(€) = tpup

[y

2

3 m' < (my,...,Mp_y,0,...,0) EIF(];W
4 Gg < Mk,q (g)

5 c<—m-Gg+ Tl"qmu/qm (Oékpub) +e
6 return c

Algorithm 26: Dec () (Faure and Loidreau, 2005)

Input: Ciphertext c, secret key sk = (x, P)

Output: Plaintext m € Flgii‘

1 ¢ < CPyq1,n]
2 G’ < Gabidulin code generated by GgP|[i41,n)
m” + decode ¢’ in G’ (decode “to message” using the encoding mapping induced by

GgP|(w11,n])
{®}_yy1s- > x5} < dual basis of Fymu over Fym to {#g—wuq1,..., 78}

w

k "%
a — Zi:k7u+1 m} x

m’ < m"” — Trgmu /gm (aX)
m <+ (m},...,m_,)

® N o o s

return m

3.3.2 Repair of FL Cryptosystem: LIGA

A repair of the FL cryptosystem was proposed in (Wachter-Zeh et al., 2018; Renner et
al., 2021c). The resulting system is called LIGA, since it is based on the hardness of list
decoding and interleaved decoding of Gabidulin codes. The underyling idea of the repair is
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the well-known fact that all known decoders for interleaved Gabidulin codes fail for a large
enough? class of error patterns. Hence, we can modify the FL key generation algorithm to
choose only errors for which the decoders fail. This ensures that the resulting public key
is not vulnerable to the structural attack in (Gaborit et al., 2016). More precisely, for a
parameter ¢ with ¢ < —p— and Cqév—m < %, replace Line 3 of Algorithm 24 (KeyGen (-))
by

3 AE {subspace UC Fym  dimU = ¢, U has a basis consisting

only of elements that are F,-linearly independent}

Sl Sl

. $ . .
¥ : A . : <S{L7 e aSZJ,>]qu — A7 rkq(sg) =w, VZ

It is shown in (Renner et al., 2021c) that, under the assumption that two decisional
problems, called ReslG-Dec and ResG-Dec, are hard, the public-key encryption version of
LIGA is IND-CPA secure in the standard model, and the key encapsulation mechanisms
version is IND-CCAZ2 secure in the random oracle model.

Recently, it was shown in (Bombar and Couvreur, 2021), by proposing a message recov-
ery attack on the system, that ResG-Dec is in fact not hard. It is an open problem whether
the FL/LIGA system can be protected against this attack by a further modification.

3.3.3 RAMESSES

In (Lavauzelle et al., 2019), the rank-metric code-based cryptosystem RAMESSES was
presented. Similar to the system by Faure and Loidreau (2005), the applied code is public,
so the structure of the code does not need to be hidden. However, similar to LIGA (Renner
et al., 2021c), it was recently broken by (Bombar and Couvreur, 2021).

3.4 A System based on Rank Quasi-Cyclic Codes

In this section, the system RQC, an efficient rank-metric encryption scheme from random
quasi-cyclic codes is considered (Aguilar Melchor et al., 2019b), which was submitted to
the NIST standardization competition (Aguilar Melchor et al., 2019b).

2Compared to the number of total possible error matrices, the fraction of matrices for which the decoders
fail is small (i.e., the decoders suceed with high probability). However, this fraction of matrices is large
enough to make a brute-force search through all of these "failing error matrices" more complex than the
work factor of the system.
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3.4.1 Definitions

Each element of Iy can be uniquely represented by a polynomial of the ring Fym [X]/(P),
where (P) denotes the ideal of Fym [X] generated by the polynomial P € F,[X] of degree
n, i.e.,

¢ Fgm = Fgn[X]/(P)

n
(Ugy ... up) — Zuin_l.
i=1

We define the product of two vectors u, v € Fym by
w=uv € Fim & p(w) = p(u)p(v) mod P.
The ideal matrix generated by v and P is denoted by

¢~ (p(v) mod P)

-1 V) mo
Tty | ¢y mod P

¢ (X" p(v) mod P)
The product uv can then be written as a vector—-matrix multiplication
uv = uZM(v) =IM(u)'v = vu.

Ideal codes are a family of codes with a systematic parity-check matrix formed by blocks
of ideal matrices.

Definition 3.4.1 (s-ldeal codes). Let P € F,[X] be a polynomial of degree n. A parity-check
matrix (under the systematic form) of an s-ideal code Cigeai(ns,n) is given by

TM(hy)T
— . n(s—1)xns
H= L (s—1) : cFym ;
IM(hg,_ )T

where h; € Fjm for i = 1,...,5 — 1. We say that hy,... , hs_; generate the systematic
parity-check matrix of C.

For an s-ideal code with a systematic parity-check matrix H generated by hy,..., hs_1,
the syndrome s = (s1,...,85s-1) € Fgff_l) of an error e = (ey, ..., es) € Fya is equal to
S; = eiHT
= ¢; + hje,,
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fori=1,...,s—1.

We define
Sy = {x € Fym : 1ky(x) = w},
Sty = A{x € Fm 1 1ky(x) = w,1 € (x1,..., %)},
and
St?i}?,wz = {x = (x1,X2,X3) € Fgfk s tky((x1,%3)) = wi,

rky((x2)) = w1 + w2, (X1,X3)q C (X2)q}

3.4.2 Public Key Encryption

RQC wuses two types of codes. The first code is a publicly known Gabidulin code G(n, k)
with a generator matrix Gg € F%" which is generated by g¢ € Fym. The second code is a
random 2-ideal code Cr(2n,n) ideal [2n,n] code Cr with a parity check matrix

Hr = (L, TM(bR)T) € Fp®".

Parameter | Stands for Restriction
q field order prime power
m extension degree 1<m
n length of the Gabidulin code n<m
k dimension of the Gabidulin code kE<n
w error weight of the public key syndrome | w < L”T_kj
WR error weight of the ciphertext syndrome | wwg < |25 |

Table 3.3: Parameters of the RQC System

Algorithms 27-29 constitute the public key encryption version of the RQC scheme,
where a description of the parameters is given in Table 3.3.
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Algorithm 27: KeyGen (-) (Aguilar Melchor et al., 2019b; Aguilar-Melchor et al.,
2018)

Input: Parameters
param = {n, k,w, wr, P € Fy[X] is an irreducible polynomial of degree n}
Output: Secret key sk, public key pk
1 hg & T,
$ n
g6 Sn
(x,y) & 877,

s < x + yhg mod P
5 return sk < (x,y), pk + (gc, hg,s)

N

[

Algorithm 28: Enc(-) (Aguilar Melchor et al., 2019b; Aguilar-Melchor et al.,
2018)

Input: Plaintext m € IF’(;'m, public key pk = (gg, hr,s)
Output: Ciphertext ¢ € Fgﬁ;

$
(r1,e,ra) < S;:’ﬁ’wz
u <« r; +rohg mod P
v <+ mGg + sry +e mod P

c <+ (u,v)

A W e

return c

Algorithm 29: Dec () (Aguilar Melchor et al., 2019b; Aguilar-Melchor et al.,
2018)
Input: Ciphertext ¢ = (u,v) € Fgﬁu secret key sk = (x,y)
Output: Plaintext m € F(I;m
1c¢ +v—uy
2 m < Decodeg (¢’) // Decode in the Gabidulin code G(n,k) generated by Gg (see

Section 2.8)
3 return m

3.4.3 Attacks on the RQC System

There are two known types of attacks on the RQC system which both decode in a random
2-ideal code Cr(2n,n) for (x,y) € S77, or in a random 3-ideal code Cr(3n, n) for (e, r1,rs) €
Si’g. There is no known attack that utilizes the ideal structure of the code. Hence, ordinary
attacks on the RSD problem give the best-known attacks. These include combinatorial
attacks, such as the one by Aragon et al. (2018), as well as the algebraic attacks by Bardet
et al. (2020a) and Bardet et al. (2020b).
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System name H sk ‘ pk ‘ ct ‘Security DFR

RQC-I 40 1834 3652 | 128 bit no
ROLLO-I-128 40 696 696 128 bit yes
Loidreau-128 — 6720 464 128 bit no

BIKE-2 Level 1 249 1271 1271 | 128 bit yes
McEliece348864 6452 | 261120 | 128 | 128 bit no

RQC-II 40 2853 5690 | 192 bit no
ROLLO-I-192 40 958 958 192 bit yes
Loidreau-192 — 11520 744 192 bit no

BIKE-2 Level 2 387 2482 2482 | 192 bit yes
McEliece460896 13568 | 524160 | 188 | 192 bit no

RQC-III 40 4090 8164 | 256 bit no
ROLLO-I-256 40 1371 1371 | 256 bit yes
Loidreau-256 — 16128 | 1024 | 256 bit no

BIKE-2 Level 3 513 4094 4094 | 256 bit yes
McEliece6688128 || 13892 | 1044992 | 240 | 256 bit no

Table 3.4: Comparison of memory costs of sk, pk and the ciphertext ct in Byte of IND-CCA-
secure Loidreau (Shehhi et al., 2019) and the NIST proposals RQC (Aguilar Melchor et al., 2019b),
ROLLO (Aguilar Melchor et al., 2019a), BIKE (Aragon et al., 2019a) and Classic McEliece (Bernstein
et al., 2019). The entry ‘yes’ in the column DFR indicates that a scheme has a decryption failure rate larger
than 0.

3.5 Parameters of Public-Key Encryption Schemes

Table 3.4 compares the key sizes for different security levels (pre- and post-quantum) of—as
of today—unbroken rank-metric code-based public-key encryption schemes.

3.6 Signature Schemes

Signature schemes are used to guarantee authenticity and integrity. Code-based cryptog-
raphy is almost exclusively known for PKEs and Key Encapsulation Mechanisms (KEMs)
(e.g., Classic McEliece, BIKE, HQC), but not for signature schemes. Three code-based
signature schemes had been submitted to the first round of NIST’s process for PQC stan-
dardization in 2017 (pgsigRM, RaCoSS, RankSign), but none of these advanced to the
third or even the second round as they were all broken. Since the start of the NIST PQC
process, there was however further progress on signatures: on the one hand, from initially
very diverse submissions, only lattice-based schemes remained as finalists. On the other
hand, cryptographic research has led to new promising schemes, e.g., based on isogenies.
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Code-based signatures have evolved as well. Recent proposals for signature schemes in-
clude Wave by Debris-Alazard et al. (2018) and Durandal by Aragon et al. (2019b). Wave
is based on generalized (U,U + V') codes, while Durandal is an adaption of the Schnorr—
Lyubashevsky (Lyubashevsky, 2012) approach in the rank metric. While this proposal is
considered secure, its Hamming-metric counterpart was attacked in (Baldi et al., 2020).

4 Applications to Storage

Motivated by the popularity of cloud services, coding theoretic solutions for problems
related to storage and distribution of content have surged in interest in recent years. In this
chapter we introduce two such settings—locality in distributed storage and coded caching—
and discuss the application of rank-metric codes to address these problems. In Section 4.1
we provide a high-level description of the property exploited by many constructions of
(MR) LRCs and explore the connection between rank-metric codes and codes with locality,
both in the Hamming and the rank metric. In Section 4.2 we present the application of
Maximum Rank Distance (MRD) codes in the coded caching scheme by Tian and Chen
(2018).

4.1 Locality in Distributed Data Storage

The goal of a distributed storage system is to store data such that the failure of a number of
nodes is guaranteed not to incur data loss. The simplest solution is replication, where iden-
tical copies of the data are stored at each node. While this has the advantage that a failed
node is simply recovered by creating another replica, the downside is the significant storage
overhead. To reduce this overhead, systems such as Facebook’s f4 storage system (Muralid-
har et al., 2014) and the Google File System (Fikes, 2010) have transitioned to employing
maximum distance separable (MDS) codes. Given a number of node failures that has to be
tolerated, the MDS property guarantees a minimal storage overhead. However, if even a
single node fails in such a system, which is the most likely failure event, it also implies that
a large number of nodes needs to be involved in the repair process. To mitigate this effect,
storage codes with locality were introduced!, which enforce linear dependencies between
smaller subsets of positions. This suggests a separation of the parity check equations into
local parities, which are prescribed to have a specific support, and global parities, which
are unrestricted. The seminal work by Gopalan et al. (2012) introduced a bound on the
minimum Hamming distance of a code with one local parity for every subset of a partition

!This should be regarded as a specific notion of locality that caters to the requirements of distributed
storage systems. The concept of locality in general has a long history in coding theory and is the underlying
property for, e.g., the majority logic decoding algorithm for Reed—Muller (RM) codes (MacWilliams and
Sloane, 1988, Ch. 13).
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of the code positions and an arbitrary number of global parities. Codes for this setting are
commonly referred to as locally recoverable codes (LRCs). This class forms a special case of
the general definition of codes for topologies, formally introduced in (Gopalan et al., 2014).
There, a topology is defined as a restriction on the support of the parity-check matrix of
a code. Given such a topology, a subclass of particular interest are mazimally recoverable
(MR) codes (Huang et al., 2007; Chen et al., 2007), which guarantee to correct any erasure
pattern that is theoretically correctable, given the locality (support) constraints. The spe-
cial case of MR LRCs (Huang et al., 2007; Chen et al., 2007; Blaum et al., 2013; Gopalan
et al., 2014; Balaji and Kumar, 2015; Blaum et al., 2016; Calis and Koyluoglu, 2016; Hu and
Yekhanin, 2016; Gopalan et al., 2017; Horlemann-Trautmann and Neri, 2020; Gabrys et
al., 2018; Martinez-Penias and Kschischang, 2019), also referred to as partial MDS (PMDS)
codes, has received considerable attention in recent years. Interestingly, many constructions
of MR LRCs (Blaum et al., 2013; Rawat et al., 2014; Calis and Koyluoglu, 2016; Hu and
Yekhanin, 2016; Gabrys et al., 2018) and MR codes for other topologies (Gopalan et al.,
2014; Holzbaur et al., 2021a) rely on some variation of MRD codes, specifically Gabidulin
codes, as their global parities, even if this connection is often not made explicit.

The first part of this section is dedicated to highlighting this connection between MRD
codes and codes with locality, which shows that codes originally designed for the rank
metric, also have application in the Hamming metric. Furthermore, we briefly introduce
the concept of codes with locality in the rank metric.

4.1.1 Codes with Locality in the Hamming Metric

In this section, we consider codes in the Hamming metric, constructed using MRD codes.
For completeness, we briefly recall the definition of the Hamming distance here. A linear
[n, k, d(H)]qH code C is a k-dimensional subspace of Fy and its minimum Hamming distance
is defined to be
d™ = min wty(c )
cec\{o} H(e)

where wty(c) is the number of non-zero positions in c. It is well-known (MacWilliams and
Sloane, 1988, Chapter 17), that any code fulfills the Singleton bound, given by

dW <n—k+1 (4.1)

and codes that meet the bound with equality are referred to as maximum distance separable
(MDS) codes.

A code with locality does not only impose distance constraints on the full codewords,
but also on subsets of their positions. There are several different notions of codes with
locality which can be classified into three main classes. Informally, locally repairable codes
(LRCs) require that every position can be recovered from a small subset of other positions.
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Maximally recoverable (MR) LRCs? are additionally required to correct any erasure pattern
that is possibly correctable given the locality constraints. Finally, codes for topologies are
simply defined by a restriction on the support of a parity-check matrix of the code. The
latter were defined by Gopalan et al. (2014) and we slightly adapt the definition here to
better reflect the common separation of parities in codes with locality into local and global
parities.

Definition 4.1.1 (Codes for topologies (Gopalan et al., 2014)). Let T' C ([n — k — s] x [n])
be a subset of indices. We say an [n, k‘]qH code C is a code for the topology T if there exists
a parity-check matrix of C given by

H local)
H= <H(g|oba|)

with Hoc) g Fp—k=sxn anq HEob) € Foxn such that H{S™ = 0 ¥(i, j) € T.

Observe that the restriction on the support of the parity-check matrix given by the
topology T is a prerequisite for a code to have locality—for any subset of positions that
allows for the recovery of another position, there must exist a codeword in the dual code
that is only supported on these positions. Definition 4.1.1 includes LRCs and MR LRCs
as special cases, where the matrix H(°%) is given by a block diagonal matrix (up to
permutation of the columns).

Example 4.1.1. Informally, a code has r-locality if any codeword position can be recovered
from at most r other codeword positions. Commonly, these repair sets are assumed to
partition the set of codeword indices. Consider, for example, a code of length n = 12 and
locality r = 3, with local repair sets given by the partition of [n] into the three sets Wy =
[1,4], Wy = [5,8], and W5 = [9,12]. A code where each position c; for i € W;,j € [1,3] can
be recovered from the remaining positions {c; | [ € W; \ {i}} in the set W; is obtained by
choosing

1111
Hl<) = o 0 0 0
000 0

o = O
S = O
S = O

0 00O
0 00O
1 111

o = o

To see that position 7 = 1 can be recovered as required, it suffices to rearrange the first

parity-check equation given by

4 4
chzo & clz—ch.
=1 =2
Obviously, this matrix fulfills the constraints of the topology
T={(1,0)|l € 5,121} U{(2, )|l € ([1,4U[9,12])} U{(3,)|l € [1,8]} .

2These codes are also referred to as partial MDS codes in literature.
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Depending on the specific subclass under consideration, the global parities given by
H(&lbal) which are not restricted in their support, are then used to either maximize the
minimum Hamming distance of the code (LRCs) or the number of erasures that can be
corrected once the local correction capabilities are exhausted (MR LRCs), where the latter
is a strictly stronger property. The goal of this chapter is to show that MRD codes are
a natural choice to provide these global parities, a fact that has been exploited (more or
less explicitly) by many of the known constructions, in particular for the stronger notion
of locality of MR codes.

To this end, we first establish a well-known connection between the correctability of a
given set of erasures and the properties of the generator and parity-check matrix of a linear
code.

Proposition 4.1.1. Let C be an [n, k, d(H)]g| code. Denote by G and H an arbitrary gener-
ator and parity-check matrix of C. Then a set of erasures £ C [n] is correctable if and only
if the following equivalent conditions hold:

1. The generator matrix restricted to the non-erased positions is of full rank, i.e.,

tk(Glppe) =F -

2. The parity-check matrix restricted to the erased positions is of full rank, i.e.,

rk(Hlg) = [€] .

4.1.2 Global Parities via MRD Codes

To establish the goal in terms of erasure correction capability when designing codes with
locality, we first discuss the maximal improvement achievable by adding global parities. A
similar analysis was carried out for binary locality restrictions by Gopalan et al. (2014)
and for the subclass of grid-like topologies by Holzbaur et al. (2021a). Here, we focus on
the general definition of locality given in Definition 4.1.1 because the advantage of using
MRD codes lies in their generality. However, note that the following also directly applies
to MR LRCs, for which the set of correctable patterns was derived by Blaum et al. (2013).

Consider a code C as in Definition 4.1.1. Assume the matrix Ho) ¢ Fg‘_k_s is given
and fulfills the restrictions imposed by some topology T'. We denote by [E the set of erasure
patterns of weight n — k — s that the code spanned by the local parity checks of H(loca)
can correct. By Proposition 4.1.1 this set is exactly given by

E(local) _ (Echm||El=n—k- S,rk(H(bcal)’g) =n—k—s}

Note that this set uniquely defines the set of erasure patterns of arbitrary weight correctable

(local)

in this code, given by all subsets of the elements of E , i.e., the code can correct all
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patterns in
{€cn]| 3 Bl gt £ C &Y.

As the correctability of an erasure pattern £ directly implies that all its subsets can be
corrected, we only consider these mazimal patterns here.
Similarly, the set of maximal erasure patterns E correctable by the code C is given by

E={£cCn]||€=n—krtk(H)=n—k}. (4.2)

H(Iocal) ’5
rk(H[¢) = 1k ((H(globa|)|g =n—k,

and the dimensions of the matrices directly imply the necessary condition that rk(H(o)|¢) =
n—k—s for any £ € E. Trivially, it follows that there exists some &' C £ with |€'| = n—k—s
such that rk(H(<|¢) = n — k — s, i.e., the pattern £ can be written as a union of two
disjoint sets £ = £’ UZ with & € E(°) and |Z| = s. This implies that

EC{'UT|& ekl Ten)\&,|I|=s}. (4.3)

Observe that

In other words, every erasure pattern correctable by E can be written as the union of a
pattern in E(ec@) and s additional positions.

To see that this is exactly the set of correctable patterns, we require the following
lemma, which is based on employing MRD codes as the global parities. Note that similar
methods have been used in literature to prove properties of codes with locality, see, e.g.,
(Hu and Yekhanin, 2016, Claim 3).

Lemma 4.1.1. Let A € F3*" with rk(A) = a and B € Fgﬁ" be a parity-check matrix of
an [n,n — b]%. MRD code, where b < n — a. Then

o[+

Proof. The ranks of A, B sum up if their Fyn-row spans intersect trivially. First, consider
an element in the row space (A>Iqu given by

v=u-A

with u € Fgn. Clearly, rky,(u) < a and since A is in F,, we have rkp (v) < a.
Now consider (B>]qu. As B is the parity-check matrix of an [n,n — b]. MRD code, its

row span is an [n, b]s'm MRD code. Therefore, every non-zero element w € (B) is of F-rank
tkp, (W) >n—b+1>n—(n—-a)+1=a+1.
Hence, the Fym-row spans of A and B intersect trivially and the lemma statement follows.

O
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This lemma directly implies a construction of a code for the topology T that is optimal
in terms of its “global” erasure correction capability, i.e., given the matrix H(°% it corrects
any pattern that is possibly correctable by adding s global parities.

Construction 4.1.1. Given a matrix H(o) ¢ Fg_k_sm that fulfills the constraints im-
posed by the topology T', define C to be the code spanned by

H (local)
H = <H(g|oba|) )

where H(&lobal) ¢ Fom™ is the parity-check matrix of an [n,n — s](';m MRD code.
Now consider an erasure pattern
Ee{&uz | & cRle Ten]\&,|Z|=s}

and a code C as in Construction 4.1.1. It is easy to see that H(€'°%)|¢ spans a [k + s, k]sm
MRD code. Furthermore, by (4.2) the matrix H(°%)|¢ is of full-rank. It follows directly
from Lemma 4.1.1 that H|¢ is of full rank and therefore that C can correct the pattern &.
Hence, the set of correctable patterns is exactly the set give in (4.3), i.e.,

E={'UT|& ekl Ten)\&|I|=s}.

In particular, notice that if H(°%) spans a code that is MR for the respective topology with-
out global redundancy, i.e., a code that can correct any erasure pattern that is correctable
given the support constraints on H%) imposed by the topology T', Construction 4.1.1
gives a code that is MR for the topology T including the “global” unrestricted parities in
H(global).

The construction given in Construction 4.1.1 is intended as a proof of concept on how
MRD codes can be applied to construct codes with locality. It is easy to see that requiring
H(&lobal) 5 gpan an [n,n — S:I?m MRD code is a stronger property than required for the
application of Lemma 4.1.1. Instead it suffices that for any £ € E the code spanned by
H(ED | s an [k + s, k]R. MRD code.

On a high level, the constructions by Blaum et al. (2013), Rawat et al. (2014), Calis
and Koyluoglu (2016), Hu and Yekhanin (2016), Gopalan et al. (2014), and Holzbaur et
al. (2021a) are based on ensuring this property (or a similar property on the generator
matrix), either by explicitly making use of the structure of H(°a) in the case of MR
LRCs or employing more generic methods that ensure that any subset of k 4+ s positions
spans an MRD code. While there are constructions of MR LRCs resulting in lower field
size, e.g., based on linearized RS code (Martinez-Penias and Kschischang, 2019), employing
MRD codes can also allow for providing other desired properties, such as the possibility
of accommodating array codes (Rawat et al., 2014) or regeneration properties (Holzbaur
et al., 2021b). However, the details of these applications are beyond the scope of this survey.
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4.1.3 Codes with Locality in the Rank Metric

The previous sections were concerned with the construction of codes with locality in the
Hamming metric, which is the metric best-motivated by storage applications. However, the
concept of locality has also been considered in the rank metric by Kadhe et al. (2019).

Definition 4.1.2 (Rank-locality (Kadhe et al., 2019, Definition 2)). An [n,k,d]f. code C is
said to have (r, p) rank-locality, if for every column i € [n], there exists a set I'(¢) C [n] of
indices such that

o 1€I'(7),
« @) <r+p—1,and
« d® (Clray) = p-

Similar to the Singleton-like bound in the Hamming metric derived by Gopalan et al.
(2012) and generalized by Kamath et al. (2014), Kadhe et al. (2019) proves a bound on the
minimum rank-distance of codes with locality in the rank metric independent of the field
size.

Theorem 4.1.2 (Bound on the rank-distance of codes with rank-locality (Kadhe et al., 2019,
Theorem 1)). For any [n, k, d]% code C with rank-locality (r, p), the minimum rank-distance
dp is bounded by

dREC)<n—k+1- (m —1) (p—1). (4.4)

Along with this Singleton-like bound on the distance, (Kadhe et al., 2019) presented a
code construction that achieves this bound with equality. This construction can be viewed
as the skew-analog of the construction of Singleton-optimal codes with locality in the
Hamming metric given in Tamo and Barg, 2014 (see also (Kadhe et al., 2019, Section I11.C)),
replacing the use of RS codes with Gabidulin codes.

Definition 4.1.3 (Code with rank-locality (Kadhe et al., 2019, Construction 1)). Let m,n, k,r,

and p be positive integers such that r|k, (r + p — 1)|n, and n|m. Define p =n/(r + p — 1).

Let A= {a1,...,a,45-1} be a basis of F ;151 over F; and B = {B1,...,8,} be a basis of

Fgn over Fyrip-1. For 1 < j < p define Pj = {a;f; | i € [r +p—1]} and P = U;‘Zl P;.
Define the code

€ ={(fm(1),cplm € FE. }
with

k
r—1 7_1

fn(@) = 30 37 mygpalr+0-0+

i=0 j=0
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Theorem 4.1.3 ((Kadhe et al.,, 2019, Theorem 2)). The [n, k] code of Definition 4.1.3 has
(r, p) rank-locality and fulfills the bound of Theorem 4.1.2 with equality.

The idea of the proof of this statement is similar to the corresponding proof in the
Hamming metric in (Tamo and Barg, 2014) and based on determining a polynomial that
is constant on all elements of P; for each j € [r + p — 1]. For sake of brevity, we omit the
proof of this theorem and refer the interested reader to (Kadhe et al., 2019).

In Kadhe et al., 2019 it is further shown that lifting (see Definition 5.4.3 on Page 87)
the codes of Definition 4.1.3 results in codes with locality in the subspace metric.

4.2 Coded Caching Scheme with MRD Codes

Caching is a commonly-used data management strategy to reduce the communication load
during the peak-traffic time where the terminals of the communication system are equipped
with local caches.

4.2.1 System Description

Consider a cache-aided broadcast system consists of a transmitting server which has access
to a library of N files W1, ..., Wy, and K users, where each user has a cache that can store
M files (see Figure 4.1 for an illustration). The shared links between the server and users
are error-free. The communication is composed of two stages:

1. Placement Phase: The users fill their caches Zy,..., Zx with (coded) file segments
from the library according to a placement protocol. The communication cost in this
phase is negligible.

2. Delivery Phase: The users reveal their demands d,...,dx and the server transmits
so that each user k € [1, K| can recover its demanded file W,
and its cache content Zj, Vk € [1, K].

a message Xg, . dg

according to Xg, 4.

Maddah-Ali and Niesen (2014), proposed a coded caching scheme that outperforms uncoded
caching, where in the delivery phase the requested files (or segments of files) which are not
cached are sent to each user individually. In the work by Maddah-Ali and Niesen (2014) and
further improved scheme by Yu et al. (2018), binary coding is used in the communication
phase while non-coded file segments are stored in the local caches. Rank-metric codes are
used in the coded caching scheme with coded placement (Tian and Chen, 2018). This
scheme is shown to outperform the optimal scheme with uncoded placement (Yu et al.,
2018) in the regime of small cache size.

For schemes with uncoded placement, the principle for designing the placement is that
coded multicasting opportunities are created simultaneously for all possible requests in the
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Figure 4.1: Illustration of a Cache-Aided Broadcast System.

delivery phase. When the placement applies coding, in addition to the principle above, the
coding coefficients should be chosen such that a set of full rank conditions are satisfied,
which guarantees that all the file segments that are part of the linear combinations of the
cached symbols can be decoded after receiving sufficient coded symbols in the delivery
phase (Tian and Chen, 2018, Section IV.A). However, specifying the coding coefficients for
generic parameters turns out to be difficult. Tian and Chen (2018) resolved the issue by
a combination of rank metric codes (used in placement phase) and MDS codes (used in
delivery phase), which provides an explicit solution apart from an existence proof by Ho
et al. (2006).

4.2.2 Coded Placement Scheme with Rank-Metric Codes

In the following, we describe the scheme from (Tian and Chen, 2018) with a focus on the
placement phase as it uses rank-metric codes.

Fix an integer parameter 1 < ¢ < K and partition each file W,, into ([t{ ) subfiles W, s,
where S C [1, K], S| = t.

A Gabidulin code G(Py, P) is used to encode the cached symbols, where

P= k-1 N
t—1

K-1 K -2
() (S

The code locators are denoted by g1, g2, ..., 9p, € Fg» and are linearly independent in IF,.

and

The cache Z;, of each user k is filled as follows:
1. Collect P subfiles
{Wys: for all n € [1, N] and S such that k € S}.
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Interpret each subfile as an element in F,=. Denote by v; the i-th subfile in this set,
for all i € [1, P].

2. Encode the subfiles by evaluating the linearized polynomial
P -
flx) = Zvixq ,0; € Fgm
i=1

at the last By— P code locators gp,—p+1,--.,9p, € Fgm and place these coded symbols
into the cache.

It can be seen that the cached content are the linear combination of subfiles of different
files. Once the demand dj of the user k is known, the subfiles of W,,,n # dj, which are
components in the linear combination, will be seen as interference to the subfiles of Wy, .
The strategy of a delivery scheme is sending symbols to eliminate this interference as well
as sending the remaining subfiles of Wy, which are not part of the linear combinations
stored in the cache Zj. The delivery scheme by Tian and Chen (2018) utilizes MDS codes
and consists of three main steps:

1. For each file W,,, send the uncoded subfiles that are only cached by the users who do
not request W,,.

2. For each file W, collect all subfiles cached by the users of whom some do not request
file W,, (skipping the subfiles that are already sent in Step 1), encode them with a
systematic MDS code over [F, and send the parity-check symbols.

3. For each file W,,, collect all subfiles cached by the users of whom all request W,
encode them with a systematic MDS code over [F, and send the parity-check symbols.

The length of the MDS code in Step 2 is chosen such that each user receives 2P — Py
symbols which are linear combinations of the same subfiles as its cached symbols which are
F,-linearly independent of the cached symbols. Therefore, after Step 1 and 2, each user can
eliminate the interference and decode all the subfiles of the requested file which are part of
the basis of its cached symbols, due to the fact it has collected P [Fy-linear combinations
of P subfiles. The purpose of Step 3 is to guarantee that each user decodes the subfiles
of its requested file which are not part of the linear combinations of its cached symbols.
The length of the MDS in this step is therefore chosen to guarantee that all users receive
sufficient linear independent symbols to achieve that.

The sketch above is a description of the delivery scheme for the case where all files are
requested. For details and a variation for the case where some files are not requested, we
refer interested readers to the original work (Tian and Chen, 2018).
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5 Applications to Network Coding

Network coding is an elegant technique introduced to improve network throughput and
performance. With its simple premise that intermediate nodes in the network can process
incoming packets instead of only forwarding them, algebraic coding is a very straightforward
approach to cope with this problem. In this chapter we introduce the applications of rank-
metric codes in finding solutions for deterministic networks and error correction in random
networks. In Section 5.1 we present several classifications of network coding problems.
Section 5.2 presents a class of constructions based on MRD codes for a class of deterministic
multicast networks, which guarantee that all the receivers decode all the messages. Two
error models in networks that are often considered are described in Section 5.3. Section 5.4
introduces subspace codes, with the focus on the constructions by lifting rank-metric codes.
Section 5.5 provides upper bounds on the size of subspace codes and an analysis of list
decoding subspace codes.

5.1 Introduction

Consider a network consisting of one or multiple sources and one or multiple receivers
with intermediate relay nodes as possible connections between the sources and receivers.
The network coding problem can be formulated as follows: for each node in the network,
find a function of its incoming messages to transmit on its outgoing links, such that each
receiver can recover all (or a predefined subset of all) the messages. The set of functions
that solve the network coding problem is a solution of the network. A network is said to
be solvable if such functions exists. In the seminal paper by Ahlswede et al. (2000) it was
shown that network coding increases the throughput compared to simple routing. Further,
it was shown that network coding achieves the capacity of multicast networks (i.e., one-
to-many scenarios). We can distinguish between linear and non-linear network coding and
between deterministic and random network coding.

e Linear vs. Non-Linear Network Coding

If the functions of a solution are restricted to be linear, the network coding is referred
to as linear network coding. It was shown by Li et al. (2003) that forwarding linear
combinations of the incoming packets at intermediate nodes suffices to achieve the
multicast capacity. This observation is important since linear combinations are simple
operations that can be performed efficiently at the intermediate nodes as well as at
the transmitter and receiver. The performance of network coding depends on the
choice of functions (also known as coding coefficients) at the intermediate nodes since
an unfortunate choice of coding coefficients might cancel packets out. An algebraic
formulation of the linear network coding problem and its solvability can be found
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in (Kotter and Médard, 2003). Some works investigated the performance of network
coding for practical uses, such as coded TCP (Kim et al., 2011) and forwarding
coded packets in wireless mesh networks (Katti et al., 2008). If a non-linear function
is employed in the network, then it is classified as non-linear network coding. Non-
linear codes may employ a smaller alphabet than linear codes (Lehman and Lehman,
2004), however, they are rarely considered for practical usage due to the lack of
efficient decoding algorithms.

Deterministic vs. Random Network Coding

A network coding problem is called deterministic if the coding functions of all nodes
are fixed and known by the receivers. A deterministic algorithm to compute the
optimal coding coefficients that achieve the min-cut maximum flow capacity for the
in-network linear combinations in polynomial time was proposed by Jaggi et al. (2005).
In Section 5.2 we will discuss the application of rank-metric codes and subspace codes
to (generalized) combination networks.

It was shown by Ho et al. (2006) that the multicast capacity can be reached with
successful decoding probability approaching 1 as the field size of the randomly chosen
coefficients of the linear combinations goes to infinity. In random linear network coding
(RLNC), each node can choose the coding functions randomly. This RLNC approach
has no need for central coordination of the network coding coefficients and thus can
be used for dynamic networks.

Scalar vs. Vector Network Coding

If both, the coding coefficients and packets, are scalars, the solution is called a scalar
network coding solution. Koétter and Médard (2003) provided an algebraic formula-
tion for the linear network coding problem and its scalar solvability. Vector network
coding as part of fractional network coding was mentioned in (Cannons et al., 2006).
A solution of the network is called an (s,t) fractional vector network coding solution,
if the edges transmit vectors of length ¢, but the message vectors are of length s < t.
The case s = t = 1 corresponds to a scalar solution. Ebrahimi and Fragouli (2011)
have extended the algebraic approach from (Kétter and Médard, 2003) to wvector
network coding. Here, all packets are vectors of length ¢ and the coding coefficients
are matrices. A set of ¢ X ¢ coding matrices for which all receivers can recover their
requested information, is called a vector network coding solution (henceforth, it will
be called vector solution). Notice that vector operations imply linearity over vectors;
therefore, a vector solution is always a (vector) linear solution. In terms of the achiev-
able rate, vector network coding outperforms scalar linear network coding (Medard
et al., 2003; Dougherty et al., 2007; Etzion and Wachter-Zeh, 2018). In (Etzion and
Wachter-Zeh, 2018), it was shown that for special networks (generalized combination
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networks), vector coding solutions based on rank-metric and subspace codes signif-
icantly reduce the required alphabet size. In one subfamily of these networks, the
scalar linear solution requires a field size g5 = ¢(h=2/h+o(®) for even h > 4, where
h denotes the number of messages, while (Etzion and Wachter-Zeh, 2018) provides a
vector solution of field size ¢ and dimension ¢. Such a vector solution has the same
alphabet size as a scalar solution of field size ¢'.

5.2 Solutions of Generalized Combination Networks

An (g,0)-Np r.ae+e generalized combination network is a class of multicast networks, illus-
trated in Figure 5.1 (see also (Etzion and Wachter-Zeh, 2018)). The network has three

X = (X1,X2,...,Xp)

= ()

receivers

Figure 5.1: Illustration of (g,£) — Np. ;. aete networks

layers. The first layer consists of a source with h source messages. The source transmits
coded messages to r middle nodes via ¢ parallel links (solid lines) between itself and each
middle node. Any « middle nodes in the second layer are connected to a unique receiver
(again, by ¢ parallel links each). Each receiver is also connected to the source via e direct
links (dashed lines). Each one of the () receivers demands all the h messages. It was shown
by Etzion and Wachter-Zeh (2018, Thm. 8) that the (¢,¢)-N}, ; ae+- network has a trivial
solution if h < ¢ + € and it has no solution if h > af 4 . Therefore we only consider the
non-trivially solvable networks with £ 4+ ¢ < h < af + € in this section.

A linear solution of an (&, £)-N}, . oo+ network is a set of coding coefficients at all middle
nodes, such that every receiver j € [N] can recover all the h source messages xi,...,Xp,
from the received message y;,,...,yj,. If the messages x1,...,x; are vectors in th and the
coding coefficients for each middle node are matrices over F,, the corresponding solution
is called a vector linear solution. If the messages 1, ...,z are scalars in F, (ie., t = 1)
and the coding coefficient at each middle node is a vector over F,, then the corresponding
solution is called a scalar linear solution.
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In the following, we provide two constructions for vector linear solutions of the (g, ¢)-
Nh,r,a“e networks using rank-metric codes in Section 5.2.1.

5.2.1 Vector Solutions Using MRD Codes

In this section, we present several constructions from (Etzion and Wachter-Zeh, 2018) of
vector solutions of (g, ¢)-Nj, ;. qet+e networks.

Theorem 5.2.1 (Roth (1991) and Lusina et al. (2003)). Let
Dt = {Ot7 It7 C, C2, ey th_2},

where C is a companion matrix of a primitive polynomial p(x) = po+p1z-+-- - +ps_oxt 2+
pr1xt ™l + 2t € Fylz], ie.,

0 1 0 0 0
0 0 1 0 0
tXt
C = € IFqX )
0 0 0 0 1
—Po —P1 —PpP2 ... —DPt—2 —Pt-1,

and is a primitive polynomial. Then, D; is an MRD(t, ¢') code of ¢' pairwise commutative
matrices.

The following corollary considers block Vandermonde matrices which will be used for
the vector solution. Note that I; = cv-1¢ Dy.

Corollary 5.2.2 (Etzion and Wachter-Zeh (2018)). Let D; be the MRD(t,¢') code defined
by the companion matrix C (Theorem 5.2.1). Let C;, i = 1,...,h, be distinct codewords
of D;. Define the following (ht) x (ht) block matrix:

I, C; ¢ ... Cci!

I, C, C: ... Ccit!
M=|. . . .

L, C, C ... Ci!

Then, any (ht) x (¢t) submatrix consisting of h¢ blocks of consecutive columns has full
rank (¢, for any £ =1,... h.

Note that the blocks of rows do not have to be consecutive, but a block has to be
included with all its ¢ rows in the submatrix.

Based on this corollary, we can now provide several constructions for the generalized
combination networks with different parameters.
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Construction 5.2.1 (Construction for (0,1)-N3 ., combination network). Let
Dy = {Cl, Co,..., th} C FI;Xt

be the MRD(t,q') code defined by the companion matrix C (Theorem 5.2.1) and let r <
q*+1. Consider the (0,1)-N; h,r,n, combination network with message vectors x1,...,xy, € IE‘Z.
One node from the middle layer receives and transmits y, = x; and the other » — 1 nodes
of the middle layer transmit

vi=(LGic2.. cY) (xx xh)Tezﬁ‘g,
fori=1,...,r—1.

The matrices I;,C;, C2,..., C?_l, 1 =1,...,r — 1, are the coding coefficients of the
incoming and outgoing edges of node ¢ in the middle layer.

Theorem 5.2.3 (Etzion and Wachter-Zeh (2018)). Construction 5.2.1 provides a vector
linear solution of field size ¢ and dimension ¢ to the A, 4¢11, combination network, i.e.,
X1,...,Xp can be reconstructed at all receivers.

Proof. Each receiver ¢ obtains h vectors y;,,...,y;, and has to solve one of the following
two systems of linear equations:

T 2 h—1 T
v L Cy, € ... G (x,
T 2 - T
vi | |1 €. ¢k ... Cl xJ
T 2 h—1 T
Vi, . G, G, ... C Xy,
or N
T . 2 -1 T
yil It Cll Cll o Cll Xl
. . . . . . T
: I : : . : X2
T - . 2 h—1 i
yih_Fl It Clhfl Cih*l “e Cih*l T
Y, Ot Ot Ot It X5

for some distinct iy,...,4, € {2,...,r}. According to Corollary 5.2.2, in both cases, the
corresponding matrix has full rank and there is a unique solution for (x; x2 ... xp). O

Construction 5.2.2 (Construction for the (1,2)-Ny, 5 generalized combination network). Let
C={C1,Cs,...,Cprin} CF**

be an MRD(2t,q2t2+2t) code of minimum rank-distance t and let r < q2t2+2t. Consider
the (1,2)-NVy,5 network with message vectors xj,x2,X3,X4 € Ff]. The ¢-th middle node
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transmits:

-
. .
Y X .
4 :(Igt Ci)- %— Gth, i=1,...,7
yiz X%_
X4

The direct link from the source which ends in the same receiver as the links from two
distinct middle nodes i,j € {1,2,...,r} transmits the vector

T
t
Zij = PZ_] : (X17X27X37X4) € Fq?

where the matrix P;; € IE‘ZX‘“ is chosen such that

Ly C;
rk Igt Cj = 4t. (51)

Since
Iy C; Iy C;
rk =rk > 3t,
(I2t Cj) <O2t C;— Ci) -

it follows that the ¢ rows of P;; can be chosen such that the overall rank of the matrix
from (5.1) is 4¢.

Theorem 5.2.4. Construction 5.2.2 provides a vector solution to the (1, 2)—/\/477,,5 network
2t(t+1)

with messages of length ¢ over F, for any r < ¢ .

Proof. Each receiver R;; (i.e., the receiver node connecting to the i-th and j-th middle
node) obtains the vectors y;,,¥i,, ¥, ¥Yj» € Ffl and the vector z;; from the direct link.
From these five vectors, the receiver wants to reconstruct the message vectors x1,Xo, X3, X4
by solving the following linear system of equations:

Iy C;
(yi17yi27yj1ayj2)T: Iy C; - (x1,%X2,%3,%4) "

The choice of P;; from Construction 5.2.2 guarantees that this linear system of equations
has a unique solution for (xi, X2, X3,X4). O

Construction 5.2.2 can be further generalized to any (E,@)—Ngg,r,gg% networks with
a =2 and € > ¢ — 1. In particular, we include the construction for the (£ —1,¢)-Nay . 3/-1
generalized combination network.
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Construction 5.2.3 (For (¢ — 1,¢)-Ny¢, 30—1 network). Let

C={Cq,Cy,..., qust2+u}

be an MRD(Kt,qZ(Z_l)tZMt) code of minimum rank-distance ¢ and let r be any integer
such that r < qm_l)tz*“. Consider the (¢ — 1,£)-Ny,3¢—1 network with message vectors
X1,...,Xop € Ffl, where £ > 2. The i-th middle node transmits:

(yi17Yi2)T = (Ift Cz) : (Xl, c. ,XQZ)T S th, t=1,...,7
The ¢ — 1 direct links from the source, which end at the same receiver as the links from
two distinct nodes 4,5 € {1,2,...,r} of the middle layer, transmit the vectors
T
zijs:Pijs'(Xla---aX%) EFE,Szl,...,g—l
where the ¢ x (2/t) matrices P;;s are chosen such that

Iy C;
Igt Cj
rk [ Piji | =26t (5.2)

Pije-1)
By the rank distance of C we have that rk (I“ gl) >0t 4+t = (¢ + 1)t, and hence the

Iy C;
(¢ — 1)t rows of the matrices P;js can be chosen such that the overall rank of the matrix

from (5.2) is 20t.
The following result is an immediate consequence of this construction.

Corollary 5.2.5. Construction 5.2.3 provides a vector solution of field size ¢ and dimension
t to the (€ —1,€)-Nag . 30—1 network for any r < qm_l)tz”t with 2¢ messages for any £ > 2.

5.3 Error Control in (Random) Linear Network Coding

In the following, the constructions are based on the notion of subspaces. Therefore we first
introduce the following notations related to subspaces used throughout the remainder of
this chapter.

Given a subspace V € P;(N), its orthogonal subspace is defined as

Vi={u:v-u=0vVveV} (5.3)
The subspace distance between two subspaces U,V in Py(N) is defined as
dsU,V) :=dimU + V) — dimU NV)
= diml) + dim(V) — 2dim(U NV) . (5.4)
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A different metric on P4(N) is the injection distance (Silva and Kschischang, 2009b;
Silva, 2009) which is defined as

dr(U,V) = max{dim(U), dim(V)} — dimU N V). (5.5)

We now give a more detailed description of the channel models of (random) linear
network coding.

5.3.1 Matrix Channel

Suppose K packets x; € IF(]ZV for i € [0, K — 1] of length N are transmitted from a source
to the receivers. Let the matrix X € Fff *N contain the transmitted packets x; € Fév for
i € [0, K — 1] as rows. The in-network linear combinations from the source to one sink can
be modeled by

K-1

yi= Y ajixi, Vi€[0,M -1 <= Y=AX

i=0
where the network matrix A depends on the network topology as well as the coefficients
of the linear combinations performed in the network. If A is constant and known at the
receiver we call the scenario coherent network coding. If A is not known at the receiver we
have noncoherent (or “channel oblivious”) network coding (Yunnan et al., 2003; Kétter and
Kschischang, 2008a). A scheme for noncoherent network coding was presented by Yunnan
et al. (2003). The idea is to append an identity matrix to the packet matrix X such that if
A has full rank K the transmitted packets in X can be recovered from the received matrix
Y by Gaussian elimination.

In real networks the network matrix A can have smaller rank than K due to an in-
sufficient number of links from the source to a sink or erased packets due to link failures
or an unfortunate choice of the coding coefficients. Additionally, noisy links may corrupt
symbols or entire packets. A single malicious or lost packet in the received matrix Y causes
the scheme by Yunnan et al. (2003) to fail.

A matriz channel model (Kétter and Kschischang, 2008a; Silva et al., 2008; Silva, 2009)
incorporating these types of errors is given by

K-1 T-1
yj = Z a;ix; + Z djsze, Vj€[0,M—1] <= Y=AX+DZ (5.6)
i=0 t=0

where D € IE‘(JZVI *T and the matrix Z € FqTXN contains T erroneous packets z; € IE‘(ZZV for
t €10, — 1] as rows.

The challenge of error control in network coding is that linear combinations with erro-
neous packets again result in an erroneous packet which makes errors propagate through
the entire network. The problem of error propagation is illustrated in Figure 5.2.
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Figure 5.2: Error propagation in RLNC. A single link error can corrupt the entire transmission.

Error control for coherent network coding, i.e., if A is known at the transmitter and
the receiver, was considered by Cai and Yeung (2002), Yeung and Cai (2006), and Cai and
Yeung (2006). These schemes select the network coding coefficients such that they can be
used for error correction.

5.3.2 Operator Channel

In 2008, Kotter and Kschischang observed that in the error-free case for noncoherent RLNC
(i.e., Z = 0 and rky(A) = K) the row space of the transmitted packet matrix is preserved
by the random and unknown [F,-linear combinations in the network, i.e., we have that
(A X), = (X), (Kotter and Kschischang, 2008a). This motivated their idea to consider the
row space of the transmitted and received matrices X and Y. The row space (Y), of the
received Y in (5.6) can be decomposed into a direct sum

(Y),=XoZ, (5.7)

where X = (X), N (Y), is a subspace of (X), and Z is an error space that intersects
trivially with (X), (i.e., 2N (X), = 0). Motivated by the decomposition (5.7), Kotter and
Kschischang (2008a) proposed a channel model that abstracts the linear network coding
channel on the packet level (5.6) to the subspace level, i.e., the linear vector spaces spanned
by the transmitted and received packets. The operator channel (Kotter and Kschischang,
2008a, Definition 1) is a discrete memoryless channel that has input and output from an

alphabet P,(N). The output U is related to the input V with n; := dim(V) by
U=9,_sV)BE, (5.8)
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Figure 5.3: The operator channel (Kétter and Kschischang, 2008a).

where 9, _s(V) returns a random (n; — ¢)-dimensional subspace of V, and £ denotes an
error space of dimension v (see Figure 5.3). We call § the number of deletions and + the
number of insertions. We consider the worst case that V and £ intersect trivially, i.e.,
VN E = {0}, since otherwise vectors that are contained in V and £ but are not contained
in $,,,_s(V) might decrease the number of observed deletions at the channel output (Kétter
and Kschischang, 2008a). Thus the noncorrupted subspace is Y NV = $,,,_5(V) and we
have

dimUNVY)>0 <= n>6 and y=dim(E) <N —ny. (5.9)

The relation between the input and output of the operator channel is illustrated in
Figure 5.4.

> >c—>

0 ny — 0 Y
Figure 5.4: Illustration of the relation between the input and output of the operator channel (5.8). The

transmitted space is V (blue and green) and the received space is U = (VNU) @ € (green and red). The
green intersection space is returned by $,,-5()) and the red error space is £.

The distribution of $),,,—5(V) does not affect the performance of the code and can be
chosen to be uniform (see (Kétter and Kschischang, 2008a)). Any type of errors occurring
in the matrix channel (5.6) can be modeled by the operator channel (5.8) and vice versa.
The dimension of the output subspace U is then

n, = dim(U) = dim (9,,-s(V)) + dim(E) =ny — 5 + 7.
The subspace distance between the input subspace V and the output subspace U is

ds(V,U) = dim(V) 4+ dim(U) — 2dim(V NU)
=ny +n, —2(ny — 9)
=v+4. (5.10)

We further relate the input V and the output I/ with the following definition.
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Definition 5.3.1 ((v, 0)-Reachability). We say that a subspace V is (v, d)-reachable from a
subspace U if there exists a realization of the operator channel (5.8) with ~ insertions and
¢ deletions that transforms the input V to the output U.

If a space V is (7, d)-reachable from a space U, then we have that ds(U,V) = v + 6.

The operator channel is of particular interest to evaluate the performance of decoders
for subspace codes (cf. Section 5.4). Later we present decoding schemes that can correct in-
sertions and deletions beyond the unique decoding region by allowing a very small decoding
failure probability. The decoding failure probability depends on the number of insertions ~y
and deletions d. We use the operator channel to validate the upper bounds for the decoding
failure probability for particular values of v and ¢.

5.4 Subspace Codes

Subspace codes have been proposed for error control for noncoherent RLNC, e.g., when the
network topology and the random in-network linear combinations are not known or used by
the transmitter and the receiver (Kotter and Kschischang, 2008a; Silva et al., 2008). This
idea was motivated by Grassmann codes in the field of complex numbers that are used
for multiple antenna channels (Zheng and Tse, 2002). Constructions of subspace codes
from Gabidulin codes were proposed in 2003 as linear authentication codes (Wang et al.,
2003). Kotter and Kschischang revisited the Reed—Solomon like construction by Wang et
al. (2003) in the context of error correction in RLNC and proposed a suitable metric for
subspaces (Kotter and Kschischang, 2008a).

Definition 5.4.1 (Subspace Code). A subspace code C; is a nonempty subset of Py (V).
The minimum distance ds(Cs) of a subspace code Cy is defined as

ds(Cs) : ds(V,V"). (5.11)

= min
V,V'ECs VAV

5.4.1 Constant-Dimension Subspace Codes

An important class of subspace codes are constant-dimension subspace codes, which are
defined as follows.

Definition 5.4.2 (Constant-Dimension Subspace Code). A constant-dimension subspace code
of dimension n; is a nonempty subset of G, (IV, n).

The relation between the subspace distance (5.4) and the injection distance (5.5) of a
constant-dimension subspace code Cs is (see (Silva, 2009))

ds(Cs) = 2d1(Cs). (5.12)
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In the following we consider constant-dimension codes only and use the subspace distance
as a metric. All results can be expressed in terms of the injection distance by using (5.12).

Constructions of constant-dimension subspace codes were first considered by Wang et
al. (2003) for linear authentication codes, later applied to RLNC by Kotter and Kschis-
chang (2008a), Silva et al. (2008), and Silva (2009). The code rate of a constant-dimension
subspace code Cs C G4(NN,n;) is defined as

R )

1
N, (5.13)

For a constant-dimension subspace code Cs; C G4(N,n;) with minimum distance ds(Cs),
the complementary code is define as the set of all orthogonal subspaces (see (5.3))

Ct = {Vl :VGCS}. (5.14)
The complementary code is a constant-dimension code Ci C G4(N, N — n;) of size |C}| =
|Cs|, minimum distance ds(Ci) = ds(Cs) (Kétter and Kschischang, 2008a) and code rate

log, (ICs|) n
1 q
N(N—n;) N-— m (5.15)

Hence, we consider only codes with n; < N/2 since for each code with n; > N/2 there
exists a complementary code with n; < N/2 that has the same minimum distance and a
higher code rate.

5.4.2 Lifted Rank-Metric Codes

It was shown by Silva et al. (2008) that constant-dimension subspace codes can be ob-
tained by lifting rank-metric codes. Lifted MRD codes are “near-optimal” (Silva, 2009,
Theorem 4.24). The lifting operation (Silva et al., 2008; Silva, 2009) appends the iden-
tity matrix to each rank-metric codeword and considers the row space of the resulting
augmented matrix as a subspace codeword.

To describe a large variety of constant-dimension subspace codes that are constructed
from rank-metric codes, we define a generalized lifting operation.

Definition 5.4.3 (Generalized Lifting). Let A € FI**™ with rky(A) = ny and let C € Fi+*M.

Define the map II : FZ&XM — Gq(ne + M, ny)

C T (C) = (A C)), . (5.16)

The subspace II5(C) € G4(nt + M,n¢) is called an A-lifting of C. Given a matrix code
C C F2+*M the corresponding A-lifted code I (C) € G4(ny + M, ny) is defined as

HA(C) = {HA(C) :Ce C} .

87



Let G(ng, k) C Fpt*™ be a Gabidulin code (see Definition 2.7.1) with evaluation points
a. There are two common choices for the lifting matrix A.

The interpolation-based decoding scheme (Kotter and Kschischang, 2008a) uses A =
extg () to construct the subspace code IIa(G(n,k)). This construction is beneficial for
interpolation-based decoding schemes since the basis vectors contain the code locators and
thus can be used directly for decoding. We call codes of this form locator-lifted rank-metric
codes.

In the syndrome-based approach (Silva et al., 2008) an identity matrix is used to con-
struct subspace codes of the form Iy, (G(n¢, k)). For syndrome-based decoding schemes a
canonical form of the received basis is required which can be obtained easily by Gaussian
elimination if the code is lifted using an identity matrix. Thus we call constructions of this
form identity-lifted rank-metric codes.

For identity-lifted rank-metric codes the subspace distance of the lifted code is twice
the rank distance of the rank-metric code (Silva et al., 2008; Silva, 2009). The following
lemma extends this result to A-lifted codes.

Lemma 5.4.1 (Subspace Distance of A-Lifted Codes). Let C, C Fy**™ be a rank-metric
code of length n; and minimum distance d.(C,) over the field F,. Let A € thmt be
nonsingular. Then the A-lifted subspace code Cs = Ila (C,) has minimum subspace distance

ds(Cy) = 2d,.(Cy).

Proof. We have
ds(Cs) = A (C,) = IIy (A‘lcr) .

Using Proposition 4 from Silva et al. (2008) we obtain
ds(Cs) = Tx (A7'C, ) = 2d,(A7'C,) = 2d,(C,).

g

A well-known method to obtain a parity check matrix from a systematic generator
matrix of a code (Lin and Costello, 2004, p. 55) can be used to construct the complementary
code (5.14) of an identity-lifted rank-metric code.

Proposition 5.4.1 (Complementary Code of Identity-Lifted Code). Let C, C Fy**™ be a
rank-metric code. Let Cs = ITf(C,) be the corresponding identity-lifted rank-metric code in
G4(N,ny) with N = n;+m. Then the complementary code Cy with dimension nj- = N —n;
can be constructed from C, by

o {<(—CT In#)>q :Ce cr}. (5.17)
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5.4.3 Interleaved Subspace Codes

Identity-lifted interleaved Gabidulin codes were considered by Silva et al. (2008) to reduce
the rate-loss due to the lifting and the computational complexity rather than increasing
the decoding region. Decoding schemes for identity-lifted interleaved Gabidulin codes with
an improved decoding region were proposed by Sidorenko and Bossert (2010) and Li et
al. (2014). Locator-lifted interleaved Gabidulin codes - further called interleaved subspace
codes - were first considered by Bartz and Wachter-Zeh (2014).

Definition 5.4.4 (L-Interleaved Subspace Code). Let o = (ag @y ...am,—1)' with ny < m
be a vector containing F,-linearly independent code locators from F,m. For fixed integers
kD k() < ny, an interleaved subspace code ZS[L;ng, kM, ... k(")) of dimension n,
and interleaving order L is defined as

{<(a FV(@) fP(e) . [P (@) : fO(w) € Lynla] . Vi € [LL]} . (518)
Let A = extg(a). L-interleaved subspace codes are A-lifted interleaved Gabidulin
codes ZG(L;n, kW, ..., k)) with code locators a (see Definition 2.10.1), i.e., we have
IS[Ling, kD, .. kB =TI4 (IQ(L;nt, O ,k(L))T) :

where ZG'T C FZ&XL is obtained by transposing all codewords of ZG C FqLﬁ .
If kU) = k,Vj € [1,L] we call the code a homogeneous interleaved subspace code and

denote it by ZS[L, a;ny, k]. The basis vectors in (5.18) are of the form
(a,ﬁ(l), . ,ﬁ(L)) with a € <a>q,6(1), B0 e [Fym
and are expanded over the field F, before transmission. The ambient vector space is
Ws = (a), x Fg" x -« x "
T Lome

with dimension dim(Ws) = N = n; + Lm.
The code rate of ZS[L;ng, kM, ... kD] is

log, (|IS[L; ne, kW ,k(L)H) mZ]L_l j26))
R e N ny(ng + Lm) (5-19)

For increasing interleaving order L the rate loss caused by the appended code locators
decreases since n; << Lm. For L =1 (no interleaving) the codes from Defintion 5.4.4 are
equivalent to Kotter-Kschischang subspace codes (Kotter and Kschischang, 2008a).

Proposition 5.4.2 (Minimum Distance of L-Interleaved Subspace Codes). The minimum
subspace distance of an L-interleaved subspace code ZS[L, ax;ny, kO ,k(L)] as in Defi-
nition 5.4.4 is

ds(ZS) =2 (nt — max {k:(j)} + 1) .

JE[L,L]
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5.4.4 Decoding of Interleaved Subspace Codes

Decoding of interleaved subspace codes was considered in (Bartz, 2017; Bartz and Wachter-
Zeh, 2018). The algorithm consists of two steps: the interpolation step computes r < L
non-zero and (left) L,m[z]-independent vectors of linearized polynomials

Q=) Q. QL) € Lynla T\ {0}, Vi=1,..r

such that they fulfill certain degree and evaluation conditions with respect to the received
space. The root-finding step finds all message polynomials f; of degrees deg f; < k such
that

QY +>.QV =0 vi=1,...r
j=1

If the number of insertions « and deletions 0 satisfies v+ Lo < L(n; — k+ 1), then at least
one satisfactory interpolation vector Q) exists, see (Bartz, 2017; Bartz and Wachter-Zeh,
2018). The output list contains the transmitted message polynomial vector. The algorithm
can be considered as a partial unique or list decoder (Bartz, 2017; Bartz and Wachter-Zeh,
2018).

5.4.5 Folded Subspace Codes

We present a family of folded subspace codes that can be decoded from insertions and
deletions beyond the unique decoding region for any code rate R. This class of folded
subspace codes is motivated by the constructions by Mahdavifar and Vardy (2012) and
Guruswami and Wang (2013a) and was published by Bartz and Sidorenko (2015).

Definition 5.4.5 (h-Folded Subspace Code). Let a be a primitive element of Fym. An h-
folded subspace code FS[h, a;ny, k| of dimension n;, where hn; < m, is defined as the set
of subspaces

& f@%) .. b
a” flet)y o fle®h
: : : : : f(z) € Lgm[z]<
ahnt—h f(ahnt—h) f(ozh"t_l)
-
Defining the column vector ap = (ozo al L. o/mt_h) we can write each codeword of
FS[h,a;ng, k| as

((ar flar) flaar) ... fa"ar))) (5.20)

where f(z) € Lym|[z]<k. The dimension of the ambient vector space
W8:<%>qxlﬁ'qm><--- x F!
—_———

h times
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is N = n; + hm, since the vectors in the space <%>q have nonzero components at the
ng known positions 0, h, 2h, ..., hny — h only. The zeroes at the known positions do not
need to be transmitted and can be inserted at the receiver. The size of FS[h,a;ny, k| is
| FS[h, a;ng, k]| = ¢"* and the code rate is
log, (| FS[h, a;ne, k k
ng N ne(ny + hm)
The h-folded subspace codes in Definition 5.4.5 are locator-lifted h-folded Gabidulin codes
(see Definition 2.11.1). Combining Theorem 2.11.1 and Lemma 5.4.1 we obtain the mini-
mum distance of h-folded subspace codes.

Proposition 5.4.3 (Minimum Distance of h-Folded Subspace Codes). The minimum subspace
distance of an h-folded subspace code FS[h, a;ny, k| is

ds =2 (nt — {%-‘ + 1) . (5.22)
5.4.6 Decoding of Folded Subspace Codes

Based on the decoding schemes for folded Gabidulin codes (Mahdavifar and Vardy, 2012),
an interpolation-based decoding scheme for folded subspace codes was considered in (Bartz,
2017; Bartz and Sidorenko, 2015). The algorithm consists of two steps: the interpolation step
computes r < L non-zero and (left) L,m [z]-independent vectors of linearized polynomials

QY =1, Q",...,QW € Lym[al ™ \ {0}, ¥i=1,...,r

such that they fulfill certain degree and evaluation conditions with respect to the received
subspace. The root-finding step finds all message polynomials f of degrees deg f < k such
that

P30V ) =0 Vi=1,...,r
j=1
If the number of insertions v and deletions ¢ satisfies v + sd < s(n; — hk_;s}rl), then at least
one satisfactory interpolation vector Q) exists, see (Bartz, 2017; Bartz and Wachter-Zeh,
2018). The output list contains the transmitted message polynomial vector. The algorithm

can be considered as a partial unique or list decoder (Bartz, 2017; Bartz and Wachter-Zeh,
2018).

5.5 Upper Bounds on Subspace Codes

In this section, we consider upper bounds on the cardinality and the average list size
of constant-dimension subspace codes. Since we are interested in constructions of codes
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of maximum size we focus on upper bounds. An extensive survey on lower and upper
bounds on the size of subspace codes can be found in (Khaleghi et al., 2009). We compare
the interleaved subspace codes from Section 5.4.3 and the folded subspace codes from
Section 5.4.5 with the bounds and show that the bounds can be asymptotically achieved
by the considered codes while keeping the field size low.

Consider a constant-dimension subspace code Cs C G4(N, n;) and define the normalized
weight A, the code rate R and the normalized distance n as

_

A=
o logq(‘CSD . 1qu(’Cs’)

R = Nop T ANZ (5.23)
_ ds(C) _ ds(Cy)

T Ton, AN

5.5.1 Singleton-like Bound for Subspace Codes

The Singleton-like bound for subspace codes (Kotter and Kschischang, 2008a) upper bounds
the size of a subspace code Cs € G4(N,n;) by

N — (ds(Cs) —2)/2] |

5.24
max {ny, N —n;} (5:24)

Cy < [

The Gaussian coefficient can be lower and upper bounded by (Kotter and Kschischang,
2008b)

g V-0 < w] < 3.5¢"N-0). (5.25)
q

Using (5.25) we can upper bound (5.24) by

‘Cs’ < 3.5qmax{nt,N—nt}(N—ds(CS)/2+1—max{nt,N—nt}) ) (526)

For n; < N/2 we have
IC,| < 3_5q(N—nt)(nt—ds(cs)/2+1)

and can express the Singleton-like bound (5.26) in terms of normalized parameters as

log, (ICs|) < (N —ny)(ns — ds(Cs)/2 + 1) + log,(3.5)

1 ) log,(3.5)

— Rg(l—A)<1—n+— > (5.27)

AN

Notice that for fixed dimension n; we have A ~ % for N > n;. Thus the term
log,(3.5)/(AN?) in (5.27) vanishes asymptotically for N — oo with order 1/N.
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For a code C, with n; > N/2 we have

IC| < 3.5¢" (N =7 —ds(CL)/2+1) (5.28)
which in terms of the normalized parameters X' = n;/N and 7' = ds(C.)/(2n}) of C. gives
1 log,(3.5)
<1 N Ny 2
R < R e (5.29)

For the complementary code C& (see (5.14)) of Cs we have nj = N—n; > N/2, N = 1—\
and ' = %77. By substituting A" and 7’ in (5.29) we can write the Singleton bound for
C+ in terms of the normalized parameters of C, as

1 log, (3.5
RL§A<1—77+>\—N) +7(i&)N)2
-2 <(1 ) <1 —n+ ALN> T 710%@5)). (5.30)

Recall from (5.15) that the code rate R of a subspace code Cs is related to the code rate R*
of the dual code C} by R+ = %R. From (5.24) and (5.30) we see that the complementary
code of a Singleton-bound-achieving code also achieves the Singleton bound. This relation
is analog to the dual codes of Singleton bound achieving codes in the Hamming metric.

5.5.2 Anticode Bound

The Anticode bound was proposed by Delsarte for arbitrary association schemes (P. Del-
sarte, 1973, p. 32). Any subset A (t) of G4(N,n;) with ds(U,V) < 2t for all U,V € A(t)
is called an Anticode of diameter t. Let Cs C G4(N,n;) be a constant-dimension subspace
code. The Anticode bound implies that

’GQ(ant)‘ _ ‘GQ(N7nt)’ )
AG-D] ~ [A(5G2)]
The bound is tight for the largest Anticode of diameter ¢ in G4(NV,n;) which has size
|A(t)] = {N_;“HL for ny < N/2 (P. Frankl and R. M. Wilson, 1986). Using this result
in (5.31) we get

ICs] < (5.31)

N
TR P
ICs| < 1 — = 3 (5.32)

ne nt
tilen | | sea

q
The Anticode bound (5.32) was proposed in (Etzion and Vardy, 2011, Theorem 1) and
described in (Khaleghi et al., 2009, Theorem 3). Using (5.25) we can bound (5.32) from
above by

IC,| < 3.5q V=) (ne—ds(Cs)/2+1) (5.33)
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which coincides with the Singleton-like bound (5.26). Thus (5.33) can be expressed in terms
of normalized parameters as (5.27), i.e., we have

1 > log,(3.5) (5.34)

<A-N(1-n+— )+
R<( A)( TN N2\

5.5.3 TUpper Bounds for Interleaved and Folded Subspace Codes

We now evaluate the bounds from Section 5.5.1 and Section 5.5.2 for the parameters of
interleaved and folded subspace codes.

Evaluation of Bounds for Interleaved Subspace Codes

Consider an interleaved subspace code Cy = ZS[L, a;ng, kW, ... k()] and define kyay =
maxc(, L}{k:(j)}. The normalized parameters (5.23) for Cs are

N=n;+ Lm,
ng+Lm’
m¥L kO

(e + Lm)

ny — kmax + 1
ny '

For fixed n; and m the limit N — oo corresponds to L — oo and we get limy_ oo A = 0

and limy_,(R) = k‘;;j" which is the asymptotic code rate of the corresponding interleaved
Gabidulin code ZG(L;ny, kY k:(L)) for L — oo. This illustrates that the rate loss due
to the lifting becomes negligible for large L.

Evaluating the Singleton-like bound (5.24) for the code parameters of L-interleaved

subspace codes ZS[L, a;ng, k1), ... k()] gives

Lm — (ng — kpax + 1) + 1
| < [nt - Lm = (e U+ (5.35)
ng + Lm — ny q
Lm + kmax
_ [ s L (5.36)
< 3.5 . gLmbmax, (5.37)

Equation (5.35) shows that the size of an interleaved subspace code ZS[L,as;ng, k),

ey k‘(L)] (which is ¢ Zf:l k(])) has the same asymptotic behavior as the Singleton bound
if ) = kpax for all j € [1,L], i.e., if the code is a homogeneous interleaved subspace
code. A code that achieves the Singleton-like bound in subspace metric can have at most
3.5 times more codewords than a homogeneous interleaved subspace code ZS[L, a; ny, k| of
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size ¢“™ . The code rate of a homogeneous interleaved subspace code Cs = ZS [L, a; ny, k]
in terms of normalized parameters is

o (1c) = L= D oy a2+ 1)
— R:(1—A)(1—n+AiN) (5.38)

which has the same asymptotic behavior as the Singleton-like bound (5.27) and the Anti-
code bound (5.34) for L — oo (i.e., N — 00).

Evaluation of Bounds for Folded Subspace Codes

The normalized parameters (5.23) for a folded subspace code Cs = FS[h, a;ny, k] are

s
N = h A= ———
me + i, ng +hm’
_ mk and n:nt—[k’/h]—l—l'
ng(ny + hm) ny

Evaluating the Singleton-like bound (5.24) for these parameters and using (5.25) gives
ng+hm—(ng — [k/h] +1)+1
ny + hm —ny q
hm + [k/h]
- [ hm

ICs| < [
(5.39)

} < 3.5. ghmlk/m]

q

Recall that the size of a folded subspace code is |FS[h, a;ny, k]| = ¢™*. Thus the size of
FS|[h, a;ng, k] has the same asymptotic behavior as the Singleton-like bound (5.39) if and
only if h divides k. In this case a Singleton bound achieving code can have at most 3.5
times more codewords than FS[h, a;ng, k.

Notice that for fixed n; the degree m of the field F,= increases in h since we require
hny < m. For hny = n = m, where n is the length of the unfolded code of FG[h, a;ny, k]
(see Definition 2.11.1) and h >> n;, we have

B khng B kh _k

T ong(ng + h2n)  ng(h241)  n
which is the code rate of FG[h, a;ny, k] (see (2.25)). This shows that the code rate loss due
to the lifting is negligible for large h >> n;.

For the case when h divides k the code rate of a folded subspace code FS[h, o;ng, k] in
terms of normalized parameters is

log,(ICs]) _ 1

logy (CuJ) = bk = L () — ds(C)/2+ 1)
— R:(l—A)(1—n+AiN> (5.40)



which has the same asymptotic behavior as the Singleton-like bound (5.27) and the Anti-
code bound (5.34) for N — oo.

Hence, with increasing interleaving order L and folding parameter A homogeneous in-
terleaved subspace codes and folded subspace codes where h divides k show the same
asymptotic behavior as the Singleton-like bound (5.27) and the Anticode bound (5.34).

Comparison of Interleaved and Folded Subspace Codes with Upper Bounds

We now compare the code rate R of interleaved and folded subspace codes with the
Singleton-like bound (5.27) and the Anticode bound (5.34). Figure 5.5 shows the nor-
malized distance n over the code rate R for Kotter-Kschischang codes (L = h = 1) and
interleaved /folded subspace codes with L = h = 3,5,10. The Singleton-like bound for
the corresponding N and A is computed using (5.27). Recall that in terms of normalized
parameters the Anticode bound (5.34) coincides with the Singleton-like bound (5.27).
With increasing interleaving order L and folding parameter h the interleaved and folded
subspace codes approach the Singleton-like bound for subspace codes since the normalized
weight A decreases for increasing interleaving order L or increasing folding parameter h.
Notice that a noninterleaved subspace code in (Kotter and Kschischang, 2008a) with
M = Lm shows the same behavior. This code has to be decoded in F,n whereas the
interleaved code is decoded in the (sub-) field Fym which is in general more efficient.

5.5.4 Upper Bound on the Average List Size of Subspace Codes

Given an n,-dimensional received space U € P,(NV) the list decoding problem of a subspace
code C; is to find the list
L={VeCls:ds(U,V)<r} (5.41)

where r is the decoding radius in subspace metric. The challenge of list decoding subspace
codes is to decrease the size of the list of candidate codewords, which is exponential in
the dimension of the transmitted subspace (Wachter-Zeh, 2013). List decodable variants
of subspace codes have been proposed in (Mahdavifar and Vardy, 2010; Guruswami et al.,
2012; Trautmann et al., 2013; Wachter-Zeh and Zeh, 2014) and allow to correct insertions
and deletions beyond half the minimum subspace distance. Most list decodable subspace
codes are based on locator-lifted Gabidulin codes and control the list size by either restrict-
ing the message symbols or the code locators to belong to a subfield. The list size for this
decoder is further reduced in (Guruswami and Wang, 2013b) by restricting the coefficients
of the message polynomials to belong to the hierarchical subspace evasive sets. The output
of this decoder is a basis for the affine space of candidate solutions which in the worst case
results in a very large list of exponential size in the dimension of the transmitted subspace.
Bounds on the list-decodability of random subspace codes were given in (Ding, 2015a).
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Figure 5.5: Normalized distance n over the code rate R for ¢ = 2, m = 6 and n; = 6 and interleaving
orders / folding parameters L = h = 1,3, 10 with the corresponding normalized weight A.

For constant-dimension subspace codes the receiver knows that all codewords have
dimension n;. Recall that the distance between the input and the output of the operator
channel (5.8) with parameters v and § is v+ J (see (5.10)). We now give an upper bound
on the average list size of constant-dimension subspace codes, i.e., the average number of
codewords that are in subspace distance within r = v 4§ from an n,-dimensional received
subspace. The bound uses ideas for the average list size of Reed-Solomon codes (McEliece,
2003) and Gabidulin codes (Wachter-Zeh and Zeh, 2014).

The number of n;-dimensional subspaces in P;(/N) at subspace distance at most r from
a fixed n,-dimensional subspace U in P, (V) is denoted by

Vs(ng,ne,m) = {V € Go(N,ny) : ds(U, V) < r}]. (5.42)

It is shown in (Etzion and Vardy, 2011, Lemma 7) Vg(n,,n, ) is independent of the center
U and given by

min{n¢,n.}

7 i j T N — T

Ve(np,ng,r) = Y. g drd) [n ] { " ] . (5.43)
j:""t+"7"*”"‘| J q ng—1J q

2
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For ny = n, and r = 2t this definition coincides with the volume of a sphere in (K&tter and
Kschischang, 2008a)

SOV, ny,t) = {U € Gy(N,n,) : ds(U, V) < 2t} (5.44)

and we get
¢
ISV, t)| = Vis(ng, iy, 2t) = Zqiz [q [N B g] .
i=0 Ltdg L ¥ g
For deriving the average list size we need the number of n;-dimensional subspaces within
distance at most v + § around a (n, = n; + v — §)-dimensional subspace. We now derive
an upper bound for Vg (n; +~ — 6, ns, v + 8) = Vs(ny, 7, 6).

Lemma 5.5.1 (Volume of Balls in Subspace Metric). The number Vg(ny,,d) of n;-dimensional
subspaces in P, (V) at subspace distance at most v + 0 from a fixed (n, = ny +v — 0)-
dimensional subspace in P, (V) satisfies

min{~,d}
—i(~v—i) | T +v—=90 N—-—(ng+~v—-96
Vs(ng,y,6) =y ¢¥907 { e [ (5t =9 (5.45)
i=0 T g -t q
<16 - (min{y,d} 4 1) - (=0 HIWN=ne), (5.46)

The proof of Lemma 5.5.1 can be found in (Bartz, 2017, Appendix A.1.1).
We now derive an upper bound on the average list size of constant-dimension subspace
codes.

Theorem 5.5.2 (Average List Size of Subspace Codes). Let Cs C G4(N,n) be a constant-
dimension subspace code over F,. Let ¢/ be an n, = n;+~ — 0 dimensional subspace chosen
uniformly at random from all subspaces in G4(N, n,) that are within distance at most v+4
to a codeword of C,. The average list size £(7,9), i.e., the average number of codewords
from C4 at subspace distance at most v + d from the fixed (n, = ny + v — §)-dimensional
subspace U, is upper bounded by

L(7,0) <1+ |CS]|V7_1
),

Proof. By assumption U is chosen uniformly at random from all subspaces in G4(N,n,)
that are within subspace distance at most v + ¢ to a codeword of Cs. There are |Cs| — 1

Vi (n4,7,0) < 1+ ¢'o8a (CD=(N=ne=)(ne=0) (5.47)

noncausal' codewords (subspaces) out of [i:i } possible n;-dimensional subspaces. Thus
q
there are on average

—|CS|_1'V( , 75)< |Cs|
B )

'Here noncausal codewords refer to all codewords in a code except for the transmitted codeword.

- Vs(ng, v, 96) (5.48)
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noncausal codewords within subspace distance at most v 4+ § from the received subspace
U. Using Lemma 5.5.1 we can upper bound (5.48) by

_ CS
£/(776) < ﬁ : VS(nty/%é)
q

n
< @98 (CsD=me(N=n0) .16 . (min{y, 6} + 1) - g/ (=) FIN =)
=16 - (min{7y,6} +1) - ¢'°8 (ICs D=na(N =7t )+ (ni —0)+6(N—n¢)
=16 - (min{y, 8} + 1) - ¢'°8s (€= (re=0)(N=ne) 4y (e —9)

=16 - (min{~y, 8} + 1) - ¢'°8a (CsD=(N=ne=7)(n=0)

Including the causal codeword we get L£(7,8) = 1+ L'(7, ). O
In terms of normalized parameters (5.23) we can write (5.47) as

£(7,8) < 1 + g8 (CD—(1=NN=-7)AN ) (5.49)

—1 +qlogq(\Cs\) 2 (AN—2259) (AN - 8) (5.50)

From (5.49) we see that the influence of insertions and deletions on the average list size is
asymmetric. The degree of this asymmetry depends on the normalized weight A. If A < 1/2
(i.e., if ny < N/2) a deletion affects the average list size (1 — \)/\ times more than an
insertions. For A > 1/2 (i.e., if ny > N/2) an insertion affects the average list size A/(1—\)
times more than a deletion.

Hence, a code with normalized weight A < N/2 should be more robust against insertions
whereas a code with A > N/2 should be able to tolerate more deletions.

We now evaluate Theorem 5.5.2 for the parameters of lifted rank-metric codes.

Corollary 5.5.3 (Average List Size of Lifted Rank-Metric Codes). Let C, C Fi*** be a rank-
metric code with code rate R, and let Cs = II1(C,). Let the received space U be chosen
uniformly at random among all subspaces from G4(NV,n,) that contain a codeword. The
average list size £(7,6), i.e., the average number of codewords within subspace distance at
most v+ J from an (n, = n; + v — d)-dimensional received subspace U, is upper bounded
by

L(7,8) <1416 (min{r,d} 4 1) - gFrM=(M=7)(n:=0), (5.51)

Average List Size of Interleaved Subspace Codes

We now estimate the average number of codewords of an interleaved subspace code that are
within subspace distance v 4+ d from the received subspace. By evaluating Corollary 5.5.3
for the parameters of interleaved subspace codes we obtain

L1(7,8) <1416 - (minfy, §} + 1) - gLk (u=0)(m=2)) (5.52)

99



Note that if we choose n; =~ m in (5.52) we observe an asymmetry between insertions
and deletions of degree L, i.e., deletions affect the average list size of the code L times
more than insertions.

Consider a homogeneous interleaved subspace code Cs = ZS[L,a;ny, k]. To decode
interleaved subspace codes with a probabilistic unique decoder we require the average list
size to be close to one. This is fulfilled if the exponent in (5.52) becomes negative, i.e., if
we have

mk — (ng — 6) (m—%) <0

g oy
— mk<nmm ntL 5m—|—L
gy oy
— k — == =+ —
ST Lm
For n; = m we get
1) o
Db s<ni—k+—r = ~N+Lo<L(n—k) + -
L Lm m

= fy+6(L—%) < L(ny—k)

= 7+6(L—%)<L(%). (5.53)

From (5.53) we see that a good list decoder for interleaved subspace codes should be able
to tolerate approximately L times more insertions - than deletions § and return on average
a list of size close to one if v and ¢ satisfy (5.53).

The asymmetry between insertions and deletions is due to the influence of L on the
normalized weight A\ = ny/(n; + Lm) (see (5.49)).

Average List Size of Folded Subspace Codes

By Corollary 5.5.3, the average list size for folded subspace codes is upper bounded by
Lr(7,6) <1416 (min{y, 8} + 1) - gmk= (=0 (hm=) (5.54)

Let Cs = FSJ[h, a;ny, k] and assume that h divides k. We get an average list size close
to one if the exponent in (5.54) becomes negative, i.e., if for n;h ~ m we have

mk < (ny — §)(hm — )
— mk:<nthm—nt7—5hm+57:nthm—%—6hm—|—57

= 1+6h<nth—k+5—7
h m
¥ 7 A dS(CS)_2>
= h+6(h m><h<nt h>_h<72 . (5.55)
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Compared to interleaved codes (5.53) the average list size of folded subspace codes (5.55)
shows an even a higher degree of asymmetry between the tolerable insertions and deletions.
Thus, a good list decoder for h-folded subspace codes should tolerate approximately h2-
times more insertions v than deletions d and return a list of average size close to one if
and ¢ satisfy (5.55).

6 Conclusion

In this survey, we have presented rank-metric codes and some of their most important
applications. Chapter 2 formally introduced several classes of and properties of rank-metric
codes with a focus on Gabidulin codes and then summarized a selection of known results on
their decoding. Chapter 3 investigated the application of rank-metric codes in cryptography.
We briefly recalled a number of rank-metric based cryptosystems and formally defined the
respective hard problems as well as some known attacks on these systems. Chapter 4 focused
on applications in storage, first highlighting the role of MRD codes in the construction
of codes with locality followed by a brief summary of a coded caching scheme based on
Gabidulin codes. Finally, in Chapter 5 we explored error-correction schemes for network
coding utilizing MRD codes.

In the following, we list some further results and applications of rank-metric codes that
we have not discussed in detail in this survey.

Further Results on Rank-Metric Codes

In (Neri, 2020), the structure of systematic generator matrices of Gabidulin codes was
studied. It was shown that the non-systematic part of these matrices are g-analogs of
Cauchy matrices, which can be seen as the rank-metric analog result of (Roth and Seroussi,
1985) on systematic generator matrices of generalized Reed—Solomon codes.

There is a very simple rank-metric code construction, introduced in (Gaborit et al.,
2017b) under the name “simple codes”. These codes are able to correct probabilistic up
to a radius that is larger than the one of Gabidulin codes of the same parameters. This
comes at the cost of a high decoding complexity (but still polynomial), and the codes have
minimum rank distance one, which means that decoding fails already for some (very few)
errors of rank one.

Rank-metric codes can also be constructed over infinite fields. For instance, Roth (1991)
gives bounds for such codes, and presents a simple construction for rank-metric codes over
algebraically closed fields (here, we mean sets of matrices over an algebraically closed field,
and the rank is taken w.r.t. this field). In (Roth, 1996; Augot et al., 2018), constructions of
Gabidulin codes over arbitrary Galois field extensions were given. Decoding of Gabidulin
codes over Galois extensions was studied by Robert (2016), Miielich et al. (2016), and
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Augot et al. (2018). For exact computation domains (such as number fields), it is still an
open problem to properly analyze the intermediate coefficient growth in these decoding
algorithms, e.g., analog to (Sippel et al., 2019) for Reed-Solomon codes. In (Roth, 2017),
decoding of rank-metric codes over algebraically closed fields in (Roth, 1991) was studied.

There is also a line of work that studies rank-metric codes over finite rings, mainly
motivated by network coding applications. The first work was by Kamche and Mouaha
(2019), who studied Gabidulin codes over principal ideal rings, their decoding, and appli-
cations. Puchinger et al. (2021) studied the first decoding algorithm for Gabidulin codes
over Galois rings that has a provable quadratic complexity in the code length. The papers
(Renner et al., 2020b; Renner et al., 2021a; Djomou et al., 2021; Kamche et al., 2021) study
low-rank parity-check codes over various finite rings.

In (Renner et al., 2019b), interleaved low-rank parity-check codes were defined (similar
as vertically and heterogeneously interleaved Gabidulin codes), an efficient decoding algo-
rithm for this code class was devised, and upper bounds on the decoding failure rate of
this algorithm were derived.

There are also various papers that study weight distributions and MacWilliams iden-
tities for codes in the rank metric (Delsarte, 1978; Gabidulin, 1985; Gadouleau and Yan,
2008b; Jurrius and Pellikaan, 2015; Ravagnani, 2016; Blanco-Chacon et al., 2018; Byrne
et al., 2020). For more details, we refer to the survey by Gorla and Ravagnani (2018).

In (Neri et al., 2018), it was shown that for growing extension degree, Fym-linear MRD
codes become dense in the set of rank-metric codes, i.e., their relative number converges
to one. This agrees with the result on the density of Fym-linear MRD codes in (Byrne and
Ravagnani, 2020), which derives upper and lower bounds on the probability that a randomly
chosen Fym-linear [n, k| code has a given minimum Fg-rank distance d. In contrast to MDS
codes in the Hamming metric and Fgm-linear MRD codes, Fy-linear MRD codes are not
dense. Byrne and Ravagnani (2020) showed that the density of Fy-linear MRD codes is
asymptotically at most %, both as ¢ — oo and m — 0o. Gluesing-Luerssen (2020) showed
that Fg-linear 3 x 3 MRD codes of minimum rank distance 3 are sparse, i.e., its proportion
approaches 0 as ¢ — co. In a recent work by Gruica and Ravagnani (2020), the asymptotic
density of F,-linear n x m MRD of minimum rank distance d is O(q~(@~DMm=d+D+1) a4
g — 00, which means that [F -linear MRD codes are also sparse, unless d =1 or n = d = 2.

This survey has discussed block codes in the rank metric. There is also a line of work on
convolutional codes in the rank metric (Wachter et al., 2011; Wachter-Zeh and Sidorenko,
2012; Wachter-Zeh et al., 2015; Napp et al., 2017b; Napp et al., 2017a; Napp et al., 2018;
Almeida and Napp, 2021). These codes are considered in the related sum-rank metric, which
can be seen as a mix of the Hamming and rank metric. The sum-rank metric has attracted
a lot of attention recently due to promising applications in network coding, distributed
data storage, and space-time coding. For more details on sum-rank-metric codes, we refer
to the recent survey by Martinez-Penas et al. (2021).
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Further Applications of Rank-Metric Codes

There are also several further applications of the codes that we have not discussed. For
instance, rank-metric codes can be used in combinatorics (Lewis and Morales, 2020), to
construct linear authentication codes (Wang et al., 2003) and space-time codes (Gabidulin
et al., 2000; Lusina et al., 2003; Lu and Kumar, 2004; Augot et al., 2013; Puchinger et al.,
2016; Kamche and Mouaha, 2019) (see (Martinez-Penas et al., 2021) for a recent survey).
They have also been used for digital image watermarking (Lefevre et al., 2019), low-rank
matrix recovery (Forbes and Shpilka, 2012; Miielich et al., 2017) (using rank-metric codes
over infinite fields (Roth, 1991; Roth, 1996; Augot et al., 2018)), and private information
retrieval over networks (Tajeddine et al., 2019).
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