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Abstract—This paper investigates reconfigurable intelligent
surface (RIS)-assisted secure multiuser communication systems
subject to hardware impairments (HIs). We jointly optimize the
beamforming vectors at the base station (BS) and the phase
shifts of the reflecting elements at the RIS so as to maximize
the weighted minimum secrecy rate (WMSR), subject to both
transmission power constraints at the BS and unit-modulus
constraints at the RIS. To address the formulated optimization
problem, we first decouple it into two tractable subproblems
and then use the block coordinate descent (BCD) method to
alternately optimize the subproblems. Two different methods
are proposed to solve the two obtained subproblems. The first
method transforms each subproblem into a second order cone
programming (SOCP) problem, which can be directly solved
using CVX. The second method leverages the Minorization-
Maximization (MM) algorithm. Specifically, we first derive a
concave approximation function, which is a lower bound of the
original objective function, and then the two subproblems are
transformed into two simple surrogate problems with closed-
form solutions. Simulation results verify the performance gains
of the proposed robust transmission method over existing non-
robust designs. In addition, the MM algorithm is shown to have
much lower complexity than the SOCP-based algorithm.

Index Terms—Intelligent reflecting surface (IRS), reconfig-
urable intelligent surface (RIS), hardware impairments (HIs),
physical layer security (PLS).

I. INTRODUCTION

Thanks to the growing popularization of mobile devices, the

global wireless network capacity is expected to increase 100-

fold by 2030 [1]. Furthermore, emerging applications, such

as the industrial Internet of things, virtual reality (VR) and

augmented reality (AR) [2], have high quality of service (QoS)

requirements, such as ultra-low latency, ultra-high reliability

and extremely high data rates [3]. Some potential techniques,

such as massive multiple-input multiple-output (m-MIMO)

arrays, millimeter wave (mmWave) and terahertz (THz) com-

munications [4], have been proposed to meet the above
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requirements. However, these technologies usually result in

increasing the cost of network deployment and the network

power consumption [5].

Another emerging technology for fulfilling the high QoS

requirements of future networks [6], [7] is the use of recon-

figurable intelligent surfaces (RISs). RIS is a thin metamaterial

layer that is composed of an array of low cost reflecting ele-

ments integrated with low power and controllable electronics

[8]. Due to the absence of power amplifiers, digital signal

processing units, and multiple radio frequency chains, the main

features of an RIS include a low implementation cost, a low

power consumption, and an easy deployment, as well as the

capability of reconfiguring the wireless environment [9], [10].

Broadly speaking, an RIS is a dynamic metasurface whose

electromagnetic characteristics can be dynamically adjusted

through control signals. For example, the electromagnetic

waves that impinge upon an RIS can be steered towards

different directions, by simply optimizing the phase response

of each of its constituent scattering elements [11]. An RIS can

be utilized to enhance the desired signal power, to mitigate the

network interference, and to reduce the electromagnetic pollu-

tion since no additional signals are generated [12]. Compared

with traditional active antenna arrays that are equipped with

multiple active radio frequency transceivers, an RIS reradiates

the incident signals by simply adjusting the amplitude and the

phase shift of the reflecting elements, which can be realized

by controlling the junction voltage of PIN diodes or varactors

[13]. RISs can be deployed on, e.g., the facades of buildings,

the interior walls of offices, and windows.

RISs can be utilized for enhancing the security of wireless

networks and have been recently amalgamated with physical

layer security (PLS) [14], [15]. Traditional wireless security

methods encrypt the data at the network layer. This usually

requires a high overhead due to the frequent distribution and

management of secrecy keys [16]–[18]. PLS is an alternative

solution that makes use of the properties of the wireless com-

munication medium and the transceiver hardware to enable

critical aspects of secure communications. However, conven-

tional PLS techniques only focus on beamforming design

at the transceivers, and may not provide good performance

in some scenarios, e.g., when the legitimate user and the

eavesdropper have highly correlated channels (e.g., when they

are located in the same direction from the transmitter) [19].

Thanks to the capability of reconfiguring the propagation

environment as desired, RISs have several applications in

the context of PLS for improving the security of wireless
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communication systems [20]–[23]. For example, the authors of

[20] studied the secrecy outage probability of an RIS-assisted

single-antenna system where only one eavesdropper exist. In

[21], the authors proposed a robust algorithm to maximize the

achievable secrecy rate of a multi-user multiple-input single-

output (MISO) system. In [22], the authors proposed a deep

reinforcement learning (DRL)-based scheme to improve the

security performance of RIS-assisted MIMO systems. The

authors of [23] analyzed the security performance gains when

deploying an RIS in unmanned aerial vehicle (UAV)-assisted

mmWave wireless communication networks.

The existing contributions on RIS-assisted PLS assume that

the transceivers are constructed with ideal and perfect hard-

ware components. In practical communication systems, low-

cost hardware is often preferred even though such hardware

may be subject to hardware impairments (HIs) such as I/Q-

imbalances, amplifier non-linearities, quantization errors, and

phase noise [24]. If these hardware impairments are ignored

at the design stage, the performance usually degrades [25].

Recently, the impact of HIs on the security performance of

RIS-assisted single-user systems has been analyzed [26], [27].

Specifically, the authors of [26] proposed a robust algorithm

to maximize the secrecy rate in the presence of HIs. In [27],

the authors derived an approximate closed-form expression for

the secrecy outage probability and studied the impact of HIs

on the system performance.

In this paper, we investigate the security performance of

RIS-assisted multiuser MISO systems in the presence of HIs.

Unlike the single-user scenarios considered in [26] and [27],

we assume a scenario with multiple legitimate users whose

information security is threatened by an eavesdropper. By

deploying an RIS, we aim to improve the security perfor-

mance under the premise of ensuring fairness among the

users. However, due to the considered complex scenario, the

resulting optimization problem cannot be directly solved by

using existing methods. Thus, we propose tractable algorithms

to tackle the formulated optimization problem. Specifically, the

main contributions of this paper are summarized as follows:

1) This work is the first to consider RIS-aided secure com-

munications in multiuser MISO systems, where both the

base station (BS) and the legitimate users are subject

to HIs. By optimizing the BS precoding matrix and

the RIS reflection coefficients, we formulate a fairness-

based joint optimization problem that maximizes the

weighted minimum secrecy rate (WMSR), subject to both

transmission power and unit modulus constraints.

2) To efficiently solve the non-convex problem, we propose

a benchmark algorithm based on the block coordinate

descent (BCD) method. Specifically, we first decouple

the original problem into multiple tractable subprob-

lems by invoking the semidefinite relaxation (SDR) and

the weighted minimum mean-square error (WMMSE)

criterion. The precoding and the reflection coefficient

subproblems are transformed into second order cone

programming (SOCP) problems. Then, these two sub-

problems are alternately solved until convergence.

3) Also, we propose a minorization-maximization (MM)

algorithm to reduce the computational complexity. In

RIS

User 1

Base Station

User k

User K

Eavesdropper

Fig. 1. An RIS-assisted MISO downlink system with an N -antenna BS, a
single-antenna eavesdropper and K single-antenna users.

particular, we first derive a concave smooth function as a

lower bound of the original non-differentiable objective

function. Then, we apply the MM algorithm to obtain a

surrogate function which has a closed-form solution.

4) Finally, we present simulation results to verify the ef-

fectiveness of the proposed schemes and the advantages

of the proposed robust transmission design for secure

communications. We demonstrate that deploying an RIS

can effectively improve the security performance of mul-

tiuser wireless communication systems in the presence of

HIs. The convergence and effectiveness of the proposed

algorithm are verified as well.

The rest of this paper is organized as follows. Section II

introduces the RIS-assisted wireless communication system

model subject to HIs and formulates the WMSR problem. Sec-

tion III decouples the original problem into multiple tractable

sub-problems and proposes a benchmark optimization algo-

rithm based on the BCD method. In Section IV, a low-

complexity MM algorithm is introduced. Simulation results

are given in Section V and Section VI concludes this paper.

Notation: Constants, column vectors and matrices are de-

noted by italics, boldface lowercase letters and boldface upper-

case letters, respectively. Re {b}, |b| and 6 (b) denote the real

part, modulus and angle of the complex number b, respectively.

‖b‖1 and ‖b‖2 denote the 1-norm and 2-norm of vector b,

respectively. diag (·) and vec (·) represent the diagonalization

and vectorization operators, respectively. BT, B∗, BH, Tr [B]
and ‖B‖F denote the transpose, conjugate, Hermitian, trace

and Frobenius norm of matrix B, respectively. The Hadamard

product and Kronecker product of two matrices B and C are

expressed as B⊙C and B⊗C, respectively. B � C indicates

that B − C is a positive semidefinite matrix. C denotes the

complex field and j ,
√
−1 is the imaginary unit.

II. SYSTEM MODEL

A. Signal Transmission Model

We consider an RIS-assisted MISO downlink system with

a BS, an eavesdropper and K legitimate users, as illustrated

in Figure 1. The BS is equipped with N > 1 transmit

antennas to serve the legitimate users in the presence of the

eavesdropper. In practice, the direct communication links may

be blocked by various obstacles, such as tall outdoor buildings.

In this case, an RIS consisting of M reflecting elements is
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deployed to ensure the secure transmission of data. The set of

RIS reflection coefficients is collected in the diagonal matrix

Φ = diag (φ), where φ = [φ1, · · · , φM ]
T

with |φm|2 = 1,

∀m = 1, · · · ,M . The baseband channels between the BS and

the RIS, the RIS and the legitimate user k, and the RIS and the

eavesdropper are denoted by HBI ∈ CM×N , hI,k ∈ CM×1,

gI ∈ CM×1, respectively.

The signal transmitted from the BS is modeled as

x = x̂+ ηt, (1)

x̂ ,

K
∑

k=1

wksk, (2)

where sk is assumed to be an independent random Gaussian

signal with zero mean and variance E

[

|sk|2
]

= 1. In addi-

tion, wk ∈ CN×1 is the corresponding beamforming vector.

Hence, the precoding matrix of the BS can be defined as

W , [w1, · · · ,wK ] ∈ CN×K , which satisfies the constraint

Tr(WHW) 6 P , where P represents the maximum transmit

power.

The additional distortion noise term ηt describes the impact

of HIs at the transmitter. According to the model in [28],

[29], the distortion noise is assumed to be proportional to the

signal power. In particular, the entries of ηt are independent

zero-mean Gaussian random variables whose distribution is

CN (0,Υt), where Υt = κtdiag
(

WWH
)

and κt > 0 is

the ratio between the transmit distorted noise power and the

transmit signal power.

The signal received at user k is given by

yU,k = (hH
I,kΦHBI)x+ ηr,k + nU,k

, ŷU,k + ηr,k, (3)

where nU,k is the additive white Gaussian noise

(AWGN) whose distribution is CN (0, δ2U,k). ηr,k is

an additional distortion noise term that is independent

of ŷU,k and whose distribution is CN (0, γr,k), with

γr,k being defined as γr,k = E
{

κr,k|ŷU,k|2
}

=

κr,kh
H
U,k

(

WWH + κtdiag
(

WWH
))

hU,k, where κr,k > 0

is the ratio between the distorted noise power and the

undistorted received signal power [26]. The achievable rate

of user k is given by

RU,k=log















1+
|hH

U,kwk|2
K
∑

i=1
i6=k

|hH
U,kwi|2+hH

U,kΥthU,k+γr,k+δ2U,k















,

(4)

where

hH
U,k , hH

I,kΦHBI. (5)

We consider the worst-case assumption that the eavesdrop-

per can eliminate most of the noise with the exception of the

distortion noise of the transmitter hardware. Also, we assume

that it can decode and cancel the interference from other users

[30]. Therefore, the signal received at the eavesdropper is

given by
yE = (gH

I ΦHBI)x + nE, (6)

where nE is AWGN whose distribution is CN (0, δ2E) and the

achievable rate of the eavesdropper associated with user k is

RE,k = log

(

1 +
|hH

Ewk|2
hH
EΥthE + δ2E

)

, (7)

where
hH
E , gH

I ΦHBI. (8)

Accordingly, the secrecy rate Rk of the legitimate user k in

nats/second/Hertz (nat/s/Hz) is given by

Rk , [RU,k −RE,k]
+ , (9)

where [a]+ , max (a, 0).

B. Problem Formulation

To maximize the WMSR while ensuring fairness, we con-

sider the joint optimization of the precoding matrix W and

the reflection coefficient vector φ. By denoting the weighting

factor of user k by ωk, the WMSR problem is formulated as

max
W,φ

min
k∈K

{ωkRk} (10a)

s.t. Tr(WHW) 6 P, (10b)

φ ∈ S, (10c)

where the set S , {φ||φm| = 1, 1 ≤ m ≤M} imposes the

unit-modulus constraint on φ and K , {1, 2, ...,K}. Com-

pared to a system model with no HIs, the objective function

of the problem in (10) is more complex. The analysis of the

secrecy rate instead of the information rate further complicates

the objective to the point that a direct solution becomes in-

tractable. To circumvent these issues, we propose two efficient

algorithms in the next sections.

III. BCD-SOCP ALGORITHM

In this section, we propose a BCD-SOCP algorithm to solve

the WMSR problem in (10). Specifically, we first decouple

the problem in (10) into two subproblems, each of which

is converted into an SOCP problem that can be efficiently

solved. The two subproblems are then alternately solved until

convergence.

eU,k = E

[

(ŝU,k − sk)
H (ŝU,k − sk)

]

= E

[

u∗
U,kuU,k

(

(1 + κr,k)h
H
U,k

(

K
∑

k=1

(

wksks
∗
kw

H
k

)

+Υt

)

hU,k + δ2U,k

)

+ sks
∗
k − 2Re

{

u∗
U,kh

H
U,kwksks

∗
k

}

]

= u∗
U,kuU,k (1 + κr,k)h

H
U,k

(

WWH + κtdiag
(

WWH
))

hU,k + u∗
U,kuU,kδ

2
U,k + 1− 2Re

{

u∗
U,kh

H
U,kWtk

}

. (16)



4

A. Problem Reformulation

To tackle the complexity of the objective function in (10),

we write Rk as the sum of three parts, i.e.,

Rk(W,φ) = RU,k(W,φ)−RE,k(W,φ)

= RU,k(W,φ)−log
( |hH

Ewk|2+hH
EΥthE + δ2E

hH
EΥthE + δ2E

)

= f1,k(W,φ) + f2,k(W,φ) + f3(W,φ), (11)

where

f1,k(W,φ) , RU,k(W,φ) (12)

f2,k(W,φ) , − log

(

1 +
|hH

Ewk|2+hH
EΥthE

δ2E

)

(13)

f3(W,φ) , log

(

1 +
hH
EΥthE

δ2E

)

. (14)

In the following, we derive lower bounds for f1,k, f2,k and

f3.

As far as f1,k is concerned, we derive a lower bound

by exploiting the equivalence between the data rate and the

WMMSE [31]. By denoting the decoding variable of the

legitimate user k as uU,k, the corresponding estimated symbol

can be written as
ŝU,k = u∗

U,kyU,k. (15)

Denote the set of decoding variables as U = {uU,k, k ∈ K}.
According to (15), the mean squared error (MSE) of ŝU,k is

equal to eU,k given in (16) at the bottom of this page, where

tk ∈ CK×1 is a vector whose single non-zero element is “1”

at the k-th position. According to [32], by introducing a set of

auxiliary variables V = {vk > 0, k ∈ K}, a lower bound for

f1,k can be expressed as

f̃1,k(W,φ,U ,V) = log |vk| − vkeU,k + 1. (17)

The relationship between f1,k and f̃1,k is

f1,k(W,φ) = max
U ,V

f̃1,k(W,φ,U ,V), (18)

where the optimal solutions for uU,k and vk can be formulated

as

uopt
U,k=

hH
U,kwk

∑K
i=1 |hH

U,kwi|2 + hH
U,kΥthU,k + γr,k + δ2U,k

, (19)

voptk = e−1
U,k. (20)

As far as f2,k is concerned, we introduce the following

lemma to obtain a lower bound.

Lemma 1 [33]: Consider the function f (ȳ) = −ȳx̄+log ȳ+
1 for any x̄ > 0. Then, we have

− log x̄ = max
ȳ>0

f (ȳ) , (21)

and the optimal solution is ȳ = 1
x̄

. �
The lemma shows that f (ȳ) is a lower bound of − log x̄,

and this bound is tight when ȳ = 1
x̄

. Let us denote D =

{dk > 0, k ∈ K} and define x̄ = 1+
|hH

Ewk|2+hH
EΥthE

δ2
E

, ȳ = dk.

Then, a lower bound for f2,k is given by f̃2,k defined as

f2,k(W,φ) = max
dk

f̃2,k(W,φ,D), (22)

where

f̃2,k(W,φ,D) =− dk

(

1 +
|hH

Ewk|2+hH
EΥthE

δ2E

)

+ log dk + 1, (23)

and the optimal solution for dk is

doptk =

(

1 +
|hH

Ewk|2+hH
EΥthE

δ2E

)−1

. (24)

Finally, to find a lower bound for f3 that is given in a

tractable analytical form, we utilize the following lemma.

Lemma 2 [34]: Given the complex vector ȳ, the function

f (ȳ, x̄) =
(

|x̄|2 + δ2
)

|ȳ|2 − 2Re
{

ȳHx̄
}

+ 1 satisfies

δ2

|x̄|2 + δ2
= min

ȳ
f (ȳ, x̄) , (25)

and the optimal solution is ȳ = x̄

|x̄|2+δ2
. �

The lemma provides an upper bound for δ2

|x̄|2+δ2
, which is

tight when ȳ = x̄

|x̄|2+δ2
. Then, let us introduce a new variable

w̃ = vec(W). Due to the complexity of f3, we derive the

corresponding lower bounds for the following two cases: 1)

Case A: Given the other variables, w̃ is the only variable to

be optimized; 2) Case B: Given the other variables, φ is the

only variable to be optimized.

1) Case A: Given the other variables, w̃ is the only variable

to be optimized. Based on Lemma 1 and Lemma 2, a lower

bound for f3(w̃) can be obtained as stated in the following

lemma.

Lemma 3: Let us introduce the auxiliary variables pw and

qw. A lower bound for f3(w̃) is given by

f̃3,w̃ (w̃) = −w̃HC̃3,ww̃ + 2Re
{

b̃H
3,ww̃

}

+ c̃3,w, (26)

where

C̃3,w , pw |qw|2 LTL, (27a)

b̃3,w , LTqw, (27b)

c̃3,w , −pw |qw|2 δ2E − pw + log pw + 1, (27c)

LTL ,
(

IK ⊗ diag
(

hEh
H
E

))

, (27d)

and IK denotes the K ×K identity matrix. Additionally, the

optimal solutions for pw and qw are given by

poptw =

(

1 +
hH
EΥthE

δ2E

)

, (28)

qopt
w =

Lw̃

|Lw̃|2+δ2E
. (29)

Proof: See Appendix A. �

2) Case B: Given the other variables, φ is the only variable

to be optimized. Based on Lemma 1 and Lemma 2, a lower

bound for f3 (φ) can be obtained as stated in the following

lemma.

Lemma 4: Let us introduce the auxiliary variables pφ and

qφ. A lower bound for f3(φ) is given by

f̃3,φ (φ) = −φHC̃3,φφ+ 2Re
{

b̃H
3,φφ

}

+ c̃3,φ, (30)
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where

C̃3,φ , pφ |qφ|2
(

(

gIg
H
I

)

⊙
(

HBIJ
TJHH

BI

)T
)

, (31a)

b̃3,φ,
[

[

pφHBIJ
Tqφg

H
I

]

1,1
, ...,
[

pφHBIJ
Tqφg

H
I

]

M,M

]T

,

(31b)

c̃3,φ , −pφ |qφ|2 δ2E − pφ + log pφ + 1, (31c)

JTJ , diag
(

WWH
)

. (31d)

Additionally, the optimal solutions for pφ and qφ are given by

poptφ =

(

1 +
hH
EΥthE

δ2E

)

, (32)

q
opt
φ =

JhE

|hH
EJ

T|2+δ2E
. (33)

Proof: See Appendix B. �
Thus, by denoting P = {pw, pφ}, Q = {qw,qφ}, a lower

bound for f3 is expressed as

f̃3(w̃,φ,P ,Q) ,
{

f̃3,w̃(w̃,φ,P ,Q), Case A

f̃3,φ(w̃,φ,P ,Q), Case B
. (34)

Finally, from (11), (17), (22) and (34), a lower bound for

Rk can be expressed as

R̃k=
[

f̃1,k(w̃,φ,U ,V)+f̃2,k(w̃,φ,D)+f̃3(w̃,φ,P ,Q)
]+

,

(35)

and the problem in (10) can be reformulated as

max
w̃,φ,U ,V,D,P,Q

min
k∈K

{

ωkR̃k

}

(36a)

s.t. w̃Hw̃ 6 P, (36b)

φ ∈ S. (36c)

To solve the problem in (36), we use the BCD method to

alternately optimize each variable in the objective function,

while keeping the other variables fixed. The optimal solutions

for U , V , D, P and Q are given in (19), (20), (24), (28),

(32), (29), and (33), respectively. On the other hand, the

optimization of the precoding vector w̃ and the reflection

coefficient vector φ is addressed in the following sections.

B. Optimization of the Precoding Vector w̃

In this subsection, w̃ is optimized under the assumption that

all the other variables are kept fixed. Since the lower bound

f̃3,w̃ in (26) is a quadratic function in the optimization vari-

able, we rewrite f̃1,k (w̃) and f̃2,k (w̃) as quadratic functions

as well.

1) Mathematical Derivation of f̃1,k (w̃). f̃1,k (w̃) in (17)

can be reformulated as

f̃1,k (w̃) = 2Re
{

vku
∗
U,kh

H
U,kWtk

}

− vku
∗
U,kuU,k

×
(

(1+κr,k)Tr
[

WH
(

hU,kh
H
U,k+κtdiag

(

hU,kh
H
U,k

))

W
])

+ log |vk| − vku
∗
U,kuU,kδ

2
U,k − vk + 1

= 2Re {Tr [B1,w,kW]} − Tr
[

WHC1,w,kW
]

+ c̃1,w,k,
(37)

where

B1,w,k , vku
∗
U,ktkh

H
U,k,

C1,w,k , vku
∗
U,kuU,k(1+κr,k)

(

hU,kh
H
U,k+κtdiag

(

hU,kh
H
U,k

))

,

c̃1,w,k , log |vk| − vku
∗
U,kuU,kδ

2
U,k − vk + 1.

Then, by using the identity Tr [ABC] =
(

vec
(

AT
))T

(I⊗B) vec (C) and Tr
[

ATD
]

=

(vec (A))
T
vec (D) [35], we have

f̃1,k (w̃) = 2Re
{

b̃H
1,w,kw̃

}

− w̃HC̃1,w,kw̃+ c̃1,w,k, (38)

where

b̃1,w,k , vec
(

BH
1,w,k

)

,

C̃1,w,k , IK ⊗C1,w,k.

2) Mathematical Derivation of f̃2,k (w̃). By using the iden-

tity Tr [ABCD] =
(

vec
(

DT
))T (

CT ⊗A
)

vec (B) [35],

f̃2,k (w̃) in (23) can be reformulated as

f̃2,k (w̃) = − dk
δ2E,k

(

Tr
[

hEh
H
EWtkt

H
k W

H
]

+κtTr
[

WHdiag
(

hEh
H
E

)

W
])

+ log dk + 1− dk

= − dk
δ2E,k

(

w̃H
(

(

tkt
H
k

)T ⊗
(

hEh
H
E

)

)

w̃

+κtw̃
H
(

IK ⊗ diag
(

hEh
H
E

))

w̃
)

+ log dk + 1− dk

= −w̃HC̃2,w,kw̃ + c̃2,w,k, (39)

where

C̃2,w,k ,
dk
δ2E

(

(

tkt
H
k

)T ⊗
(

hEh
H
E

)

)

+κt

(

IK ⊗ diag
(

hEh
H
E

))

,

c̃2,w,k , log dk + 1− dk.

Substituting (26), (38) and (39) into (36), the subproblem for

w̃ can be transformed into the following equivalent problem

max
w̃

min
k∈K

{r̃k (w̃)} (40a)

s.t. w̃Hw̃ 6 P, (40b)

where

r̃k (w̃) = ωkR̃k (w̃) , (41)

R̃k (w̃) = −w̃HC̃w,kw̃+ 2Re
{

b̃H
w,kw̃

}

+ c̃w,k, (42)

and C̃w,k, b̃w,k and c̃w,k are defined, respectively, as follows

C̃w,k , C̃1,w,k + C̃2,w,k + C̃3,w,

b̃w,k , b̃1,w,k + b̃3,w,

c̃w,k , c̃1,w,k + c̃2,w,k + c̃3,w.

Finally, by introducing the auxiliary variable δw, the optimiza-

tion problem in (40) can be reformulated as

max
w̃,δw

δw (43a)

s.t. r̃k (w̃) > δw, ∀k ∈ K, (43b)

w̃Hw̃ 6 P. (43c)

The obtained reformulation in (43) is an SOCP problem

whose globally optimum solution w̃ can be obtained by using
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standard numerical optimization methods, such as CVX.

C. Optimization of the Reflection Coefficient Vector φ

In this subsection, φ is optimized under the assumption that

all the other variables are kept fixed.

The lower bound f̃3,φ in (30) is a quadratic function in

the optimization variable. Therefore, we rewrite f̃1,k (φ) and

f̃2,k (φ) as quadratic functions.

1) Mathematical Derivation of f̃1,k (φ). By using the matrix

identity in [35, Eq. (1.10.6)], f̃1,k (φ) in (17) can be reformu-

lated as

f̃1,k (φ) = 2Re
{

vku
∗
U,kTr

[

HBIwkh
H
I,kΦ

]}

− Tr
[

vku
∗
U,kuU,k (1 + κr,k)hI,kh

H
I,kΦHBI

(

WWH

+κtdiag
(

WWH
))

HH
BIΦ

H
]

+ log |vk|
− vku

∗
U,kuU,kδ

2
U,k − vk + 1

= 2Re
{

b̃H
1,φ,kφ

}

− Tr
[

ΦHhI,kh
H
I,kΦC1,φ,k

]

+ c̃1,φ,k

= 2Re
{

b̃H
1,φ,kφ

}

− φH
((

hI,kh
H
I,k

)

⊙CT
1,φ,k

)

φ+ c̃1,φ,k

= 2Re
{

b̃H
1,φ,kφ

}

− φHC̃1,φ,kφ+ c̃1,φ,k, (44)

where

C1,φ,k,vku
∗
U,kuU,k(1+κr,k)HBI

(

WWH+κtdiagWWH
)

HH
BI,

C̃1,φ,k,
(

hI,kh
H
I,k

)

⊙CT
1,φ,k,

b̃1,φ,k,
[

[

vku
∗
U,kHBIwkh

H
I,k

]

1,1
, ...,
[

vku
∗
U,kHBIwkh

H
I,k

]

M,M

]

T,

c̃1,φ,k, log |vk| − vku
∗
U,kuU,kδ

2
U,k − vk + 1.

2) Mathematical Derivation of f̃2,k (φ). Similarly, f̃2,k (φ)
in (23) can be reformulated as

f̃2,k (φ) = −
dk
δ2E,k

(

Tr
[

ΦHgIg
H
I ΦHBI

(

wkw
H
k

+κtdiagWWH
)

HH
BI

])

+ log dk + 1− dk

= − dk
δ2E,k

φH
((

gIg
H
I

)

⊙CT
2,φ,k

)

φ+ log dk + 1− dk

= −φHC̃2,φ,kφ+ c̃2,φ,k, (45)

where

C2,φ,k , HBI

(

wkw
H
k + κtdiagWWH

)

HH
BI,

C̃2,φ,k ,
dk
δ2E

((

gIg
H
I

)

⊙CT
2,φ,k

)

,

c̃2,φ,k , log dk + 1− dk.

By substituting (30), (44) and (45) into (36), the optimiza-

tion subproblem for φ is equivalent to

max
φ

min
k∈K

{r̃k (φ)} (46a)

s.t. φ ∈ S, (46b)

where
r̃k (φ) = ωkR̃k (φ) , (47)

R̃k (φ) = −φHC̃φ,kφ+ 2Re
{

b̃H
φ,kφ

}

+ c̃φ,k, (48)

Algorithm 1 BCD-SOCP Algorithm

Initialize: Initialize w̃0, φ0 to feasible values and set n=0

1: while The value of the objective fuction in (36) has not

converged do

2: Given w̃n and φn, calculate Un+1, Vn+1, Dn+1,

Pn+1 and Qn+1 by using (19), (20), (24), (28), (32), (29)

and (33);

3: Calculate w̃n+1 as the solution of the problem in (43)

while φn, Un+1, Vn+1, Dn+1, Pn+1 and Qn+1 are kept

fixed;

4: Calculate φn+1 as the solution of the problem in (49)

while w̃n+1, Un+1, Vn+1, Dn+1, Pn+1 and Qn+1 are

kept fixed;

5: Set n← n+ 1
6: end while

and C̃φ,k, b̃φ,k and c̃φ,k are, respectively, given by

C̃φ,k , C̃1,φ,k + C̃2,φ,k + C̃3,φ,

b̃φ,k , b̃∗
1,φ,k + b̃∗

3,φ,

c̃φ,k , c̃1,φ,k + c̃2,φ,k + c̃3,φ.

By introducing the auxiliary variable δφ, the problem in (46)

can be rewritten as

max
φ,δφ

δφ (49a)

s.t. r̃k (φ) > δφ, ∀k ∈ K, (49b)

φ ∈ S. (49c)

Due to the non-convex unit-modulus constraints in (49c), the

problem in (49) is still non-convex. To tackle this issue, the

SDR optimization method is used to relax it [36]. Specifically,

we introduce the variables φ̂ =

[

φ

φM+1

]

and Θ = φ̂φ̂H,

and the latter matrix satisfies the conditions Θ � 0 and

rank (Θ) = 1. Accordingly, the problem (49) is transformed

to

max
Θ,δφ

δφ (50a)

s.t. r̂k (Θ) > δφ, ∀k ∈ K, (50b)

Θ � 0, (50c)

Θm,m = 1,m = 1, 2, ...,M + 1, (50d)

where
r̂k (Θ) = ωkR̂k (Θ) , (51)

R̂k (Θ) = −Tr
[

Ĉφ,kΘ
]

+ c̃φ,k, (52)

and

Ĉφ,k ,

[

C̃φ,k −b̃φ,k

−b̃H
φ,k 0

]

. (53)

The problem in (50) is an SOCP optimization problem, which

can be solved by using conventional numerical optimization

tools, such as CVX. Nevertheless, the optimal solution Θ for

the problem (50) is not guaranteed to fulfill the constraint

rank (Θ) = 1. Thus, we adopt the Gaussian randomization

approach [36] to obtain a rank-1 solution for φ at each

iteration.
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D. Algorithm Development

1) BCD-SOCP Algorithm: In Algorithm 1, we present the

complete BCD-SOCP algorithm. Specifically, we maximize

the WMSR by alternately optimizing the variables U , V , D,

P , Q, w̃ and φ.

2) Complexity Analysis: The complexity of optimizing

the auxiliary variables U , V , D, P and Q is discussed

first. The complexity order for computing each uk in (19),

vk in (20), dk in (24), and P in (28) and (32), is

given by O
(

K
(

M2 +MN
))

. Hence, the computation of

U , V , D, and P has the same complexity order equal

to O
(

K2
(

M2 +MN
))

. Since the Cholesky decomposition

and the Kronecker product applied to compute qw in (29)

and qφ in (33), the overall complexity for computing Q is

O
(

N3K3/3 +N2K2 +M2 +MN
)

. Thus, the total com-

putational complexity for obtaining U , V , D, P and Q is

O
(

N3K3/3 +N2K2 +M2K2 +MNK2
)

.

The computational complexity of calculating the main opti-

mization variables corresponds to the complexity of solving

the SOCP problems formulated in (43) and (50). Accord-

ing to [37], since the problem in (43) includes a power

constraint and K rate constraints whose dimension is NK ,

the corresponding complexity is O
(

N3K5.5
)

. Similarly, the

relaxed version of the problem in (50) includes 2K rate

constraints of dimension M and M constant modulus con-

straints of dimension one. Thus, the corresponding complexity

is O
(

M3.5 +M3K2.5 +N3K5.5
)

.

In summary, the computational complexity of each iteration

of Algorithm 1 is O
(

M3.5 +M3K2.5 +N3K5.5
)

.

IV. BCD-MM ALGORITHM

In Algorithm 1, the use of CVX to solve the SOCP prob-

lems results in a large computational complexity, since high

complexity optimization algorithms, such as the interior point

method, are utilized. To reduce the computational complexity,

we introduce, a BCD-MM algorithm. Specifically, since the

objective functions in (40) and (46) are non-differentiable, we

first derive smooth lower bound functions, and then apply the

MM algorithm by introducing surrogate objective functions

for the obtained lower bounds. We show that this approach

results in a simple closed-form solution.

A. Approximate Functions

Based on [38], we approximate the objective functions in

problems (40) and (46) as

min
k∈K
{r̃k (w̃)}≈f (w̃)=−1

ζ
log

(

K
∑

k=1

exp{−ζr̃k (w̃)}
)

, (54)

min
k∈K
{r̃k (φ)}≈f (φ)=−1

ζ
log

(

K
∑

k=1

exp {−ζr̃k (φ)}
)

, (55)

where f (w̃) and f (φ) are lower bounds for the objective

functions in (40) and (46), respectively, and ζ > 0 is a

smoothing parameter that satisfies the conditions:

f (w̃) +
1

ζ
log (K) > min

k∈K
{r̃k (w̃)} > f (w̃) (56)

f (φ) +
1

ζ
log (K) > min

k∈K
{r̃k (φ)} > f (φ) . (57)

In [39], the authors proved that − 1
µ
log

(

∑

x∈X
exp {−µx}

)

is a concave function of x and is monotonically increasing.

Additionally, r̃k (w̃) is a quadratic concave function of w̃,

and hence f (w̃) is a concave function of w̃. Similarly, f (φ)
is a concave function of φ. The smoothing parameter ζ is

optimized as described in [6]. Specifically, we set ζ equal to a

small initial value, and then gradually increases it, to improve

the approximation accuracy, until it reaches an upper limit

ζmax. The advantage of this strategy is that it avoids local

minima in the early stages of operation and avoids the loss of

accuracy caused by the use of a large smoothing factor, which

can degrade the performance of the MM algorithm.

B. Majorization-Minimization Method

Armed with the approximated functions in (54) and (55),

we adopt the MM algorithm [40]. The MM algorithm does

not directly optimize the functions in (54) and (55), but it

operates on surrogate functions that are easier to optimize.

Specifically, let us consider the maximization of the complex

function f (x) where x belongs to a set Sx. Let us consider

the surrogate function f̃ (x|xn) with given xn, were xn is the

optimal solution that corresponds to the surrogate function at

the (n − 1)-th iteration. The surrogate function f̃ (x|xn) is

said to minorize f (x) at the given point xn if the following

conditions are satisfied [40]

(A1) : f̃ (xn|xn) = f (xn) , ∀xn ∈ Sx;
(A2) : f̃ (x|xn) 6 f (x) , ∀x,xn ∈ Sx;
(A3) : f̃ ′ (xn|xn; η) |x=xn= f ′ (xn; η) , ∀ηwithxn + η ∈ Sx;
(A4) : f̃ (x|xn) is continuous in x and xn,

where f ′ (xn; η) is the directional derivative of f (xn), which

is defined as
f ′ (xn; η) = lim

λ→0

f (xn + λη) − f (xn)

λ
. (58)

A drawback of the MM algorithm is that it may need many it-

erations to converge. To circumvent this issue, the SQUAREM

method [41] is used to accelerate the convergence of the MM

algorithm and hence to reduce the computational overhead.

C. Optimization of the Precoding Vector w̃

With f(w̃) defined in (54), the subproblem in (40) can be

transformed to the following problem

max
w̃

f (w̃) (59a)

s.t. w̃Hw̃ 6 P. (59b)

A surrogate function for f (w̃)is given in the following lemma.

Lemma 5: Let w̃n be the solution at the (n−1)-th iteration.

For any feasible w̃, f(w̃) is minorized by the following

quadratic function

f̄ (w̃|w̃n) = c̄w + 2Re
{

v̄H
ww̃
}

+ ᾱw̃Hw̃, (60)

where

v̄w ,

K
∑

k=1

hw̃,k (w̃
n)
(

b̃w,k − C̃H
w,kw̃

n
)

− ᾱw̃n, (61a)

c̄w , f (w̃n) + ᾱw̃n,Hw̃n
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− 2Re

{

K
∑

k=1

hw̃,k (w̃
n)
(

b̃Hw,k − w̃n,HC̃w,k

)

w̃n

}

, (61b)

ᾱ , −max
k

{

Tr
[

C̃w,k

]}

− 2ζmax
k
{ōw,k} , (61c)

and hw̃,k (w̃
n) and ōw,k are, respectively, given by

hw̃,k (w̃
n) ,

exp {−ζr̃k (w̃n)}
∑K

k=1 exp {−ζr̃k (w̃n)}
, (62a)

ōw,k , PTr
[

C̃w,kC̃
H
w,k

]

+
∥

∥

∥b̃w,k

∥

∥

∥

2

2
+ 2
√
P
∥

∥

∥C̃w,kb̃w,k

∥

∥

∥

2
.

(62b)

Proof: See Appendix C. �

Therefore, the problem in (59) can be approximated as

max
w̃

c̄w + 2Re
{

v̄H
ww̃
}

+ᾱw̃Hw̃, (63a)

s.t. w̃Hw̃ 6 P. (63b)

The optimization problem in (63) can be solved by using the

method of Lagrangian multipliers. Specifically, the Lagrangian

function is given by

L (w̃, ε)= c̄w+2Re
{

v̄H
ww̃
}

+ᾱw̃Hw̃−ε
(

w̃Hw̃−P
)

, (64)

where ε is the Lagrange multiplier. Therefore, the optimal

solution w̃ of the surrogate optimization problem in (64) at

the n-th iteration is

w̃n+1 = −
√

P

v̄H
w v̄w

v̄w. (65)

D. Optimization of the Reflection Coefficient Vector φ

With f(φ) defined in (55), the subproblem in (46) can be

transformed to the following problem

max
φ

f (φ) (66a)

s.t. φ ∈ S. (66b)

A surrogate function for f (φ) is given in the following lemma.

Lemma 6: Let φn be the solution at the (n−1)-th iteration.

For any feasible φ, f(φ) is minorized by the following

function

f̄ (φ|φn) = 2Re
{

v̄H
φφ
}

+ c̄φ, (67)

where n is the iteration number, and

v̄φ ,
K
∑

k=1

hφ,k (φ
n)
(

b̃φ,k − C̃H
φ,kφ

n
)

− β̄φn, (68a)

c̄φ , f̄ (φn) + 2Mβ̄

− 2Re

{

K
∑

k=1

hφ,k (φ
n)
(

b̃Hφ,k − φn,HC̃φ,k

)

φn

}

, (68b)

with

hφ,k (φ
n) ,

exp {−ζr̃k (φn)}
∑K

k=1 exp {−ζr̃k (φn)}
, (69a)

β̄ , −max
k

{

λmax

(

C̃φ,k

)}

(69b)

− 2ζmax
k

{

∥

∥

∥b̃φ,k

∥

∥

∥

2

2
+Mλmax

(

C̃φ,kC̃
H
φ,k

)

+2
∥

∥

∥C̃φ,kb̃φ,k

∥

∥

∥

1

}

.

Proof: See Appendix D. �

Algorithm 2 BCD-MM algorithm

Initialize: Initialize w̃0, φ0 to feasible values. Set n = 0,

the smoothing factor ζ, the maximum value of the smoothing

factor ζmax, the adjustment factor ι, the maximum number of

iterations nmax and the error tolerance ε.

1: while
∣

∣R
(

w̃n+1,φn+1
)

−R (w̃n,φn)
∣

∣ /R (w̃n,φn) >
ε and n 6 nmax do

2: Given w̃n and φn, calculate Un+1, Vn+1, Dn+1,

Pn+1 and Qn+1 by using (19), (20), (24), (28), (32), (29)

and (33);

3: Calculate w̃1 = FW (w̃n) and w̃2 = FW (w̃1);
4: Calculate j1 = w̃1 − w̃n and j2 = w̃2 − w̃1 − j1;

5: Calculate the step factor α = − ‖j1‖2

‖j2‖2

;

6: Calculate w̃n+1 = w̃n − 2αj1 + α2j2;

7: If
∥

∥w̃n+1
∥

∥

2
>
√
P , set w̃n+1 ←

√
P

‖w̃n+1‖
2

w̃n+1;

8: If f
(

w̃n+1
)

< f (w̃2), set α ← (α−1)
2 , back to step

4;

9: Calculate φ1 = Fφ (φ
n) and φ2 = Fφ (φ1);

10: Calculate k1 = φ1 − φn and k2 = φ2 − φ1 − k1;

11: Calculate the step factor β = − ‖k1‖2

‖k2‖2

;

12: Calculate φn+1 = exp
{

6
(

φn − 2βk1 + β2k2

)}

;

13: If f
(

φn+1
)

< f (φ2), set β ← (β−1)
2 , back to step

10;

14: Set ζ ← min (ζι, ζmax) and n← n+ 1;

15: end while

Therefore, the problem in (66) can be approximated as

max
φ

2Re
{

v̄H
φφ
}

+ c̄φ (70a)

s.t. φ ∈ S. (70b)

The optimal solution φn+1 at the n-th iteration is given by

φn+1 = exp {j 6 v̄φ} , (71)

where exp (·) and 6 (·) are intended as element-wise functions.

E. Algorithm Development

1) BCD-MM Algorithm: The complete BCD-MM algo-

rithm is summarized in Algorithm 2. Specifically, the opti-

mization problems in (40) and (46) are transformed into the

optimization problems in (63) and (70), whose approximate

optimal solutions are given in (65) and (71), respectively.

In Algorithm 2, the following notation is used: R (·) is the

objective function of the problem in (10); FW (·) and Fφ (·)
are the iteration updates for w̃ and φ given in (65) and (71),

respectively. In Step 14, the adjustment factor ι is used to

successively increase the smoothness factor ζ from its initial

value to ζmax.

2) Complexity Analysis: The computational

complexity of optimizing the variables U , V , D,

P and Q is the same as in Section III-D, which

is O
(

N3K3/3 +N2K2 +M2K2 +MNK2
)

. Next,

we analyze the computational complexity of the two

remaining optimization variables. Note that rw̃,k (w̃
n) and

rφ,k (w̃
n) can be reused when calculating hw̃,k (w̃

n)
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and hφ,k (w̃
n), respectively. First, we note that the

complexity required to calculate hw̃,k (w̃
n) and hφ,k (w̃

n) is

O
(

K
(

N3K3/3 +N2K2 +M2 +MN
))

and O
(

KM3
)

,

respectively.

As far the optimization of w̃ is concerned, the complexity

of computing ow̃,k and ᾱ is O
(

N2K2
)

and O
(

K
(

N2K2
))

,

respectively. The complexity of calculating v̄w mainly de-

pends on hw̃,k (w̃
n). Hence, the complexity of computing

w̃n+1 is O
(

K
(

N3K3/3 +N2K2 +M2 +MN
))

. As far

as the computational complexity of the subproblems corre-

sponding to φ is concerned, the complexity of computing

λmax

(

C̃φ,kC̃
H
φ,k

)

isO
(

M3
)

and the computational complex-

ity required to find β̄ is O
(

KM3
)

. Hence, the complexity of

calculating φn+1 is O
(

KM3
)

.

Finally, the overall complexity of Algorithm 2 is

O
(

M2K +MNK +N3K4/3 +N2K3
)

+ O
(

M3K
)

.

Therefore, the complexity of Algorithm 2 is lower than that

of Algorithm 1.

V. SIMULATION RESULTS

A. Simulation Setup

In this section, simulation results are illustrated to evaluate

the performance of the proposed BCD-SOCP and BCD-MM

algorithms. Figure 2 depicts the considered simulation setup,

wherein the BS and the RIS are located at (0 m, 0 m, 30 m)

and (xRIS , 0 m, 10 m), respectively. Unless stated otherwise,

xRIS = 150 m. Three legitimate users are randomly located in

a 20 m × 20 m area, whose center is (xU , yU , 1.5 m), and the

eavesdropper is located at (xE , yE , 1.5 m). We assume that

xU = xE = 150 m and yU = yE = 10 m. In addition, unless

stated otherwise, the number of BS transmit antennas and RIS

reflecting elements is N = 4 and M = 16, respectively.

The large-scale path loss is defined as

PL = −30− 10α log10 d, (72)

where α is the path loss exponent and d is the link distance

in meters. The path loss exponents of the BS-RIS channel,

RIS-user channel and RIS-eavesdropper channel are equal to

αBR = 2.2, αRU = 2.2 and αRE = 3.6, respectively.

The small scale fading is assumed to obey a Rician distri-

bution, and, therefore, the channel is

H̃ =

√

κ

κ+ 1
H̃LoS +

√

1

κ+ 1
H̃NLoS, (73)

where κ is the Rician factor, H̃LoS and H̃NLoS denote the line-

of-sight (LoS) and the non-line-of-sight (NLoS) components,

respectively. H̃LoS is defined as the product of the steering

vectors of the transmitter and receiver, while H̃NLoS is ran-

domly generated according to a Rayleigh distribution with unit

power. Unless stated otherwise, we set κ = 3.

The MOSEK solver [42] in the CVX toolbox is used to

solve the SOCP problem in Algorithm 1. The final results are

obtained by averaging over 200 independent channels. Unless

stated otherwise, the simulation parameters are set as follows:

the HI factors are κt = κr,k = 0.1, the BS transmit power is P
= 1 W, the channel bandwidth is 10 MHz, the weighting factors

are ωk = 1, ∀k, the noise power density is -174 dBm/Hz, the

Fig. 2. The simulated RIS-assisted MISO communication scenario.
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Fig. 3. Convergence behavior of the proposed algorithms for M = [8, 16]

initial smoothing parameter is ζ = 1.25, the adjustment factor

is ι = 1.02, the upper limit of the smoothing parameter is

ζmax = 500, and the error tolerance is ε = 10−5.

B. Baseline Schemes

We compare the performance of the proposed algorithms

with the following baseline schemes.

1) To verify the effectiveness of the proposed robust design,

we implement a Non-Robust version of the proposed
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approach that ignores the presence of HIs by setting

κt = κr,k = 0 in Algorithm 2.

2) To study the advantages of jointly optimizing the pre-

coding at the BS and the phase shifts at the RIS, we

consider two case studies. The first algorithm optimizes

only the precoding vector w̃ and randomly selects φ.

The corresponding algorithm is referred to as BCD-

MM-Rand. The second algorithm uses maximum ratio

transmission (MRT) [43] as the precoding vector of the

BS and optimizes φ. The corresponding algorithm is

referred to as BCD-MM-MRT.

3) In practice, it may be difficult and expensive to implement

RISs that can adjust the phase shifts to any arbitrary

continuous value. Therefore, we study the performance

of Algorithm 2 when the phase shifts of the RIS are

quantized with two bits, i.e., only four phase shifts can

be realized. The corresponding scheme is referred to

as BCD-MM-2bit. Specifically, let φcon
m be the optimal

phase shift of the m-th element of the RIS, which

obtained by applying the BCD-MM algorithm. Then, the

corresponding 2-bit quantized phase shift is

φdis
m = exp

{

argmin
θ
| 6 φcon

m − θ|
}

, (74)

where θ ∈
{

0, π
2 , π,

3π
2

}

.

C. Convergence Behavior of the Proposed Algorithms

Figure 3 illustrates the convergence behavior of the two

proposed algorithms as a function of the number of RIS

elements M . We see that the BCD-MM algorithm converges

within 160 iterations, while the BCD-SOCP algorithm con-

verges within 40 iterations. Compared with the BCD-SOCP

algorithm, the BCD-MM algorithm converges to a similar

value of the WMSR, but it requires less CPU time, which

confirms the superiority of the BCD-MM algorithm. In addi-

tion, the obtained results show that the BCD-MM algorithm

converges in almost the same number of iterations and CPU

time for different values of M . This is mainly because the

convergence speed of the MM algorithm is closely related to

the approximation accuracy of the surrogate function, which

is affected by the strategy for updating the smoothing factor.

D. Impact of the HIs Factor

The impact of the HIs factor is shown in Figure 4. We see

that the security performance of the Non-Robust and BCD-

MM algorithms degrades as the HIs factor increases. However,

as the HI factor increases, the WMSR of the BCD-MM algo-

rithm always outperforms the Non-Robust algorithm, which

demonstrates the strength of the proposed robust transmission

design. In addition, we see that the security performance

of the BCD-MM-Rand and BCD-MM-MRT algorithms is

always worse than that of the BCD-MM algorithm, which

highlights the superiority of the joint optimization strategy.

Since the BCD-MM-Rand algorithm does not attempt to

optimze the phase shifts of the RIS, it offers the worst security

performance. This substantiates the benefits of deploying an

RIS for improving the secrecy rate.
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Fig. 4. Achievable WMSR versus the HIs factor
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E. Impact of the Maximum Transmit Power

Figure 5 illustrates the impact of the maximum transmit

power on the WMSR. In this context, it is worth recalling

that the distortion noise at the transceiver is assumed to be

proportional to the signal power. Hence, increasing the signal

power improves the SNR, but it increases the performance loss

caused by the presence of HIs as well. We see that the security

performance gap between the Non-Robust and the BCD-MM

algorithms gradually increases as the transmit power increases.

This is because the Non-Robust algorithm does not account

for the HIs by design, and its performance degradation is

more prominent. Additionally, we see that the WMSR of the

Non-Robust algorithm gradually decreases when the transmit

power is greater than 34 dBm, which further strengthen the

necessity of designing robust algorithms in the high transmit

power regime.

F. Impact of the Number of RIS Elements

Figure 6 illustrates the WMSR as a function of the number

of RIS elements. As expected, increasing the number of RIS

elements improves the secrecy rate. However, we clearly see

a diminishing return law as a function of the RIS elements. In

particular, only a marginal gain of the secrecy rate is observed

when M increases from 40 to 64. In addition, the WMSR

of the Non-Robust algorithm is significantly lower than that

of the BCD-MM-2bit algorithm, which further corroborates

the advantages of the proposed robust design against the HIs.

Furthermore, the WMSR of the BCD-MM-Rand algorithm

is much lower than that of the BCD-MM-2bit algorithm,

which indicates the potential benefits of deploying an RIS for

enhancing the secrecy rate.

VI. CONCLUSION

In this paper, we studied the secrecy rate of an RIS-

aided multi-user wireless network in the presence of hardware

impairments. We demonstrated that the deployment of an RIS

can effectively increase the secrecy rate of the legitimate

users through appropriate adjustment of the RIS phase shifts

and the precoding matrix of the BS. We introduced a BCD

framework for jointly optimizing the precoding at the BS and

the phase shifts of the RIS. Specifically, we decoupled the

original problem into two tractable subproblems and proposed

an SOCP-based algorithm to alternately optimize them. To

reduce the computational complexity, we proposed an MM

algorithm based on surrogate functions that are formulated in

a closed-form expression. Simulation results demonstrated the

advantages of the proposed robust transmission design that

accounts for the hardware impairments by design, as well the

computational efficiency of the proposed solutions in terms of

number of iterations and CPU time.

APPENDIX A

PROOF OF LEMMA 3

By introducing the auxiliary variables pw and qw, f3 (w̃)
in (14) can be written as

f3 (w̃) = log

(

1 +
hH
EΥthE

δ2E

)

= log

(

1 +
κtTr

[

WHdiag
(

hEh
H
E

)

W
]

δ2E

)

= log

(

1 +
κtw̃

H
(

IK ⊗ diag
(

hEh
H
E

))

w̃

δ2E

)

(b1)
= log

(

1 +
w̃HLTLw̃

δ2E

)

= − log

(

δ2E
|Lw̃|2+δ2E

)

(a1)

> −pw
(

δ2E
|Lw̃|2+δ2E

)

+ log pw + 1

(a2)

> −pw
(

(

|Lw̃|2+δ2E
)

|qw|2 − 2Re
{

qH
wLw̃

}

+ 1
)

+ log pw + 1

= −w̃HC̃3,ww̃+ 2Re
{

b̃H
3,ww̃

}

+ c̃3,w = f̃3,w̃ (w̃) ,

where C̃3,w, b̃3,w and c̃3,w are given in (27), and the Cholesky

decomposition is applied in step (b1). Also, Lemma 1 and

Lemma 2 are applied in steps (a1) and (a2), respectively. In

step (a1), we set x̄ =
δ2E

|Lw̃|2+δ2
E

and ȳ = pw, and the optimal

solution for pw is given in (28). In step (a2), we set x̄ = Lw̃

and ȳ = qw, and the optimal solution for qw is given in (29).

Hence, the proof is completed.

APPENDIX B

PROOF OF LEMMA 4

Similar to Lemma 3, we introduce the auxiliary variables

pφ and qφ. Then, f3 (φ) in (14) can be formulated as

f3 (φ) = log

(

1 +
hH
EΥthE

δ2E

)

(b2)
= log

(

1 +
hH
EJ

TJhE

δ2E

)

= − log

(

δ2E
|hH

EJ
T|2+δ2E

)

(a3)

> −pφ
(

δ2E
|hH

EJ
T|2+δ2E

)

+ log pφ + 1

(a4)

> −pφ
(

(

|hH
EJ

T|2+δ2E
)

|qφ|2 − 2Re
{

hH
EJ

Tqφ

}

+ 1
)

+ log pφ + 1

= −pφ
(

gH
I ΦHBIJ

TJHH
BIΦ

HgI + δ2E

)

|qφ|2

+ 2pφRe
{

gH
I ΦHBIJ

Tqφ

}

− pφ + log pφ + 1

N̄w = −
K
∑

k=1

ĝw̃,k (η)

(

[

I⊗ C̃w̃,k 0

0 I⊗ C̃H
w̃,k

]

+µ

[

ek
e∗k

] [

ek
e∗k

]H
)

+µ

[

∑K
k=1 ĝw̃,k (η) ek

∑K
k=1 ĝw̃,k (η) e

∗
k

][

∑K
k=1 ĝw̃,k (η) ek

∑K
k=1 ĝw̃,k (η) e

∗
k

]H

.

(89)
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= −pφ |qφ|2 Tr
[

ΦHgIg
H
I ΦHBIJ

TJHH
BI

]

+ 2pφRe
{

Tr
[

HBIJ
Tqφg

H
I Φ
]}

− pφ |qφ|2 δ2E − pφ + log pφ + 1

= −pφ |qφ|2 φH

(

(

gIg
H
I

)

⊙
(

HBIJ
TJHH

BI

)T
)

φ

+ 2Re
{

b̃H
3,φφ

}

+ c̃3,φ

= −φHC̃3,φφ+ 2Re
{

b̃H
3,φφ

}

+ c̃3,φ = f̃3,φ (φ) ,

where C̃3,φ, b̃3,φ and c̃3,φ are given in (27), and the Cholesky

decomposition is applied in step (b2). Also, Lemma 1 and

Lemma 2 are applied in steps (a3) and (a4), respectively. In

step (a3), we set x̄ =
δ2E

|hH
E
JT|2+δ2

E

and ȳ = pφ, and the optimal

solution for pφ is given in (32). In step (a4), we set x̄ = hH
EJ

T

and ȳ = qw, and the optimal solution for qφ is given in (33).

Hence, the proof is completed.

APPENDIX C

PROOF OF LEMMA 5

Considering that the objective function r̃k (w̃) of the opti-

mization problem in (40) is a quadratic function, we assume

that there exists a minorizing function f̄ (w̃) satisfying the

following quadratic form

f̄ (w̃|w̃n) = f (w̃n) + 2Re
{

gH
w̃ (w̃− w̃n)

}

+(w̃− w̃n)
H
Mw̃ (w̃ − w̃n) , (75)

where gw̃ ∈ CNK×1 and Mw̃ ∈ CNK×NK are parameters

to be determined. For f̄ (w̃) to be a minorizing function, it

needs to fulfill the conditions (A1)-(A4).

To this end, we derive gw̃ and Mw̃ that satisfy the condi-

tions (A1) - (A4). By substituting w̃ into f̄ (w̃|w̃n), it can be

verified that f̄ (w̃) satisfies condition (A1). Since f̄ (w̃) is a

quadratic function, in addition, the condition (A4) is satisfied.

Hence, gw̃ and Mw̃ need to be determined in order to fulfill

the conditions (A2) and (A3).

First, we derive an expression for gw̃ that fulfills (A3),

which requires that the first-order derivatives of f (w̃n) and

f̄ (w̃|w̃n) are equal in any direction. Let w̃m belongs to Sw.

The directional derivative of f (w̃) in the direction w̃m− w̃n

is given by

2Re

{

K
∑

k=1

hw̃,k (w̃
n)
(

b̃Hw,k−(w̃n)
H
C̃w,k

)

(w̃m−w̃n)

}

, (76)

where hw̃,k (w̃
n) is defined in (62a). Moreover, the directional

derivative of f̃ (w̃|w̃n) in (75) evaluated at w̃n in the same

direction is given by

2Re
{

gH
w̃ (w̃m − w̃n)

}

. (77)

Therefore, the vector gw̃ is derived as

gw̃ =

K
∑

k=1

hw̃,k (w̃
n)
(

b̃w,k − C̃H
w,kw̃

n
)

. (78)

Then, we derive an expression for Mw̃ that fulfills (A2).

This requires that f̃ (w̃|w̃n) is a lower bound of f (w̃) for

each linear cut in any direction. Therefore, for any auxiliary

variable η ∈ [0, 1] and w̃m ∈ Sw, Mw̃ needs to be chosen so

that the following expression is fulfilled

f (w̃n + η (w̃m − w̃n)) ≥ f (w̃n)

+ 2ηRe
{

gH
w̃ (w̃− w̃n)

}

+ η2 (w̃ − w̃n)H Mw̃ (w̃− w̃n) . (79)

Let us define m̄w̃ (η) , f (w̃n + η (w̃m − w̃n)) and

n̄w̃ (η) , f (w̃n) + η2 (w̃m − w̃n)
H
Mw̃ (w̃m − w̃n) +

2ηRe
{

gH
w̃ (w̃m − w̃n)

}

. By direct inspection, we note that

m̄w̃ (0) is equal to n̄w̃ (0). Also, the first-order derivative of

m̄w̃ (η) is given by

∇ηm̄w̃ (η) =

K
∑

k=1

ĝw̃,k (η)∇ηĥw̃,k (η), (80)

where

ĥw̃,k (η) , hw̃,k (w̃
n + η (w̃m − w̃n)) , (81a)

ĝw̃,k (η) ,
exp

{

−µĥw̃,k (η)
}

∑K
k=1 exp

{

−µĥw̃,k (η)
} , (81b)

ᾱ = λmin

(

N̄w̃

)
(a1)

> −
K
∑

k=1

g̃w,k (η)

(

λmax

([

I⊗ C̃w,k 0

0 I⊗ C̃H
w,k

])

+ µλmax

(

[

ek
e∗k

] [

ek
e∗k

]H
))

+ µλmin





[

∑K
k=1 g̃w,k (η) ek

∑K
k=1 g̃w,k (η) e

∗
k

] [

∑K
k=1 g̃w,k (η) ek

∑K
k=1 g̃w,k (η) e

∗
k

]H




(a2)
= −

K
∑

k=1

g̃w,k (η)
(

λmax

(

C̃w,k

)

+ 2µeHk ek

) (a3)

> −max
k

{

λmax

(

C̃w,k

)}

− 2µmax
k

{

‖ek‖22
}

. (93)

‖ek‖22 =
∥

∥

∥b̃w,k − C̃H
w,k (w̃

n + η (w̃m − w̃n))
∥

∥

∥

2

2

=
∥

∥

∥
b̃w,k

∥

∥

∥

2

2
+
∥

∥

∥
C̃H

w,k (w̃
n + η (w̃m − w̃n))

∥

∥

∥

2

2
− 2Re

{

b̃Hw,kC̃
H
w,k (w̃

n + η (w̃m − w̃n))
}

(a4)

6 λmax

(

C̃w,kC̃
H
w,k

)

‖w̃n + η (w̃m − w̃n)‖22 +
∥

∥

∥b̃w,k

∥

∥

∥

2

2
− 2Re

{

b̃Hw,kC̃
H
w,k (w̃

n + η (w̃m − w̃n))
}

(a5)

6 Pλmax

(

C̃w,kC̃
H
w,k

)

+
∥

∥

∥b̃w,k

∥

∥

∥

2

2
+ 2
√
P
∥

∥

∥C̃w,kb̃w,k

∥

∥

∥

2
(94)
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∇ηĥw̃,k (η) = −2η (w̃m − w̃n)
H
C̃w̃,k (w̃

m − w̃n)

+ 2Re
{

b̃Hw,k (w̃
m−w̃n)−(w̃n)HC̃w̃,k (w̃

m − w̃n)
}

. (81c)

It can be verified that ∇ηm̄w̃ (0) is equal to ∇ηn̄w̃ (0). Hence,

we obtain the sufficient condition for (79) as follows

∇2
ηm̄w̃ (η) ≥ ∇2

ηn̄w̃ (η) , ∀η ∈ [0, 1] . (82)

Next, we further manipulate (82) to solve for Mw̃. To this

end, we define

ek , b̃w̃,k − C̃H
w̃,k (w̃

n + η (w̃m − w̃n)) , (83)

w̄ , w̃m − w̃n, (84)

so that ∇2
ηn̄w̃ (η) can be derived as

∇2
ηn̄w̃ (η) = 2 (w̃m − w̃n)

H
Mw̃ (w̃m − w̃n)

= 2w̄H (I⊗Mw̃) w̄

=
[

w̄H w̄T
]

[

I⊗Mw̃ 0
0 I⊗MT

w̃

] [

w̄

w̄∗

]

, (85)

where we used Tr (ABC)=
(

vec
(

AT
))T

(I⊗B) vec (C) [35].

Similarly, ∇2
ηm̄w̃ (η) is given by

∇2
ηm̄w̃ (η)

=
∑

k∈K

(

ĝw̃,k (η)∇2
ηĥw̃,k (η)− µĝw̃,k (η)

(

∇ηĥw̃,k (η)
)2
)

+ µ

(

∑

k∈K
ĝw̃,k (η)∇ηĥw̃,k (η)

)2

=
[

w̄H w̄T
]

N̄w̃

[

w̄

w̄∗

]

, (86)

where ∇ηĥw̃,k (η) = 2Re
{

eHk w̄
}

, (87)

∇2
ηĥw̃,k (η) = −2w̄HC̃w̃,kw̄, (88)

and N̄w̃ is given in (89) at the bottom of the previous page.

As a result, we have
N̄w̃ �

[

I⊗Mw̃ 0
0 I⊗MT

w̃

]

. (90)

Choosing Mw̃ = ᾱI = λmin

(

N̄w̃

)

I, (75) can be rewritten as

f̄ (w̃|w̃n) = c̄w + 2Re
{

v̄H
ww̃
}

+ ᾱw̃Hw̃, (91)

where v̄w and c̄w are given in (61a) and (61b), respectively.

However, the complexity of computing ᾱ cannot be ignored.

We introduce the following lemmas to reduce the complexity:

(a1) λmin (A) + λmin (B) ≤ λmin (A+B), if A and B are

Hermitian matrices [44];

(a2) λmax (A) = Tr (A) and λmin (A) = 0, if A is a rank

one matrix [44];

(a3)
∑M

m=1 ambm ≤ maxMm=1 {bm}, if am, bm ≥ 0 and
∑M

m=1 am = 1 [45, Theorem 30];

(a4) Tr (AB) ≤ λmax (A) Tr (B), if A and B are positive

semidefinite matrices [44].

Additionally, it can be readily verified that

(a5) −
√
P‖Bc‖2 is the solution to the following problem:

min
x

Re
{

cHBHx
}

(92a)

s.t. xHx ≤ P. (92b)

Using the inequalities (a1) and (a3) and the equalities (a2),

a lower bound for ᾱ can be derived as given in (93) at the

bottom of the previous page.

Recall that w̃ = w̃n + η (w̃m − w̃n), ∀η ∈ [0, 1], thus

‖w̃ = w̃n + η (w̃m − w̃n)‖2 ≤
√
P . Furthermore, using (a4)

and (a5), an upper bound for ‖ek‖22 can be derived as given

in (94) at the bottom of this page.

Finally, by combining (93) with (94), we obtain the simple

lower bound for ᾱ in (61c).

Hence, the proof is completed.

APPENDIX D

PROOF OF LEMMA 6

Similar to the proof of Lemma 5, we first derive a quadratic

function f̄ (φ|φn), which satisfies the conditions (A1) and

(A4), to minorize f (φ) as follows

f̄ (φ|φn)= f (φn) +2Re
{

gH
φ (φ− φn)

}

+ (φ− φn)
H
Mφ (φ− φn) , (95)

where the parameters Mφ ∈ CM×M and gφ ∈ CM×1 are

determined by the conditions (A2) and (A3).

To satisfy the condition (A3), the directional derivatives of

the left and right hand sides of (95) need to be equal in any

direction, which yields

gφ =

K
∑

k=1

hφ,k (φ
n)
(

b̃φ,k − C̃H
φ,kφ

n
)

, (96)

where hφ,k (φ
n) is defined in (69a).

N̄φ = −
K
∑

k=1

g̃φ,k (η)

(

[

I⊗ C̃φ,k 0

0 I⊗ C̃H
φ,k

]

+ζ

[

ok

o∗
k

] [

ok

o∗
k

]H
)

+ζ

[

∑K
k=1 g̃φ,k (η)ok

∑K
k=1 g̃φ,k (η)o

∗
k

][

∑K
k=1 g̃φ,k (η)ok

∑K
k=1 g̃φ,k (η)o

∗
k

]H

(103)

β̄ = λmin

(

N̄φ

)
(a1)

> −
K
∑

k=1

g̃φ,k (η)

(

λmax

([

I⊗ C̃φ,k 0

0 I⊗ C̃H
φ,k

])

+ ζλmax

(

[

ok

o∗
k

] [

ok

o∗
k

]H
))

+ ζλmin





[

∑K
k=1 g̃φ,k (η) ok

∑K
k=1 g̃φ,k (η) o

∗
k

][

∑K
k=1 g̃φ,k (η) ok

∑K
k=1 g̃φ,k (η) o

∗
k

]H




(a2)
= −

K
∑

k=1

g̃φ,k (η)
(

λmax

(

C̃φ,k

)

+ 2ζoH
k ok

) (a3)

> −max
k

{

λmax

(

C̃φ,k

)}

− 2ζmax
k

{

‖ok‖22
}

. (106)



14

For condition (A2), we consider a relaxed condition (A2’),

where the domain of φ is replaced with a relaxed feasible

region Srelax , {φ||φm| 6 1, 1 ≤ m ≤M}. To satisfy con-

dition (A2’), by defining φ = φn+η (φm − φn), ∀η ∈ [0, 1],
we have

f (φn + η (φm − φn)) > f (φn) + 2ηRe
{

gH
φ (φm − φn)

}

+η2 (φ− φn)
H
Mφ (φ− φn) . (97)

Similar to Appendix C, (98) is a sufficient condition for

(97) to hold, i.e.,

∇2
ηm̄φ (η) ≥ ∇2

ηn̄φ (η) , ∀η ∈ [0, 1] , (98)

where m̄φ (η) and n̄φ (η) represent the left and right hand

sides of (97), respectively.

Then, to obtain the expression for Mφ, we calculate the

second-order derivatives of m̄φ (η) and n̄φ (η). We first define

ok , b̃φ,k − C̃H
φ,k (φ

n + η (φm − φn)) , (99)

φ̄ , φm − φn, (100)

so that ∇2
ηm̄φ (η) can be written as

∇2
ηm̄φ (η) =

[

φ̄H φ̄T
]

N̄φ

[

φ̄

φ̄∗

]

, (101)

where
ĥφ,k (η) , r̃k (φ

n + η (φm − φn)) , (102a)

ĝφ,k (η) ,
exp {−ζr̃k (φn)}

∑K
k=1 exp {−ζr̃k (φn)}

, (102b)

and

∇ηĥφ,k (η) = 2Re
{

b̃φ,k (φ
m − φn)− φn,HC̃φ,k (φ

m − φn)
}

− 2η (φm − φn)
H
C̃φ,k (φ

m − φn) , (102c)

∇2
ηĥφ,k (η) = −2 (φm − φn)

H
C̃φ,k (φ

m − φn)

= −2φ̄H
(

I⊗ C̃φ,k

)

φ̄

=
[

φ̄H φ̄T
]

[

I⊗ C̃φ,k 0

0 I⊗ C̃H
φ,k

] [

φ̄

φ̄∗

]

,

(102d)

and N̄φ is defined in (103) at the bottom of the previous page.

In addition, ∇2
ηn̄φ (η) can be further rewritten as

∇2
ηn̄φ (η) = 2 (φ− φn)H Mφ (φ− φn)

= 2φ̄H (I⊗Mφ) φ̄

=
[

φ̄H φ̄T
]

[

I⊗Mφ 0
0 I⊗MT

φ

] [

φ̄

φ̄∗

]

.

(104)

As a result, we have

N̄φ �
[

I⊗Mφ 0
0 I⊗MT

φ

]

. (105)

For simplicity, we choose Mφ = β̄I = λmin

(

N̄φ

)

I. By

using the properties (a1)-(a3) in Appendix C, we replace

β̄ with its lower bound, as shown in (106) at the bottom

of this page. From the unit-modulus constraints, we have

φHφ = (φn)
H
φn = M .

Then, we introduce the following result to deal with ‖ok‖22:

(a6) −‖Bc‖1 is the solution to the following problem for

x = [x1, ..., xM ]
T

:

min
x

Re
{

cHBHx
}

(107a)

s.t. |xm| 6 1, 1 ≤ m ≤M. (107b)

By using (a4) in Appendix C and (a6), we obtain the upper

bound for ‖ok‖22 given in (108) at the bottom of this page. The

lower bound of β̄ is independent of η. Hence, the conclusion

based on the condition (A2’) satisfies the condition (A2) as

well.

Finally, (95) can be rewritten as

f̄ (φ|φn) = 2Re
{

v̄H
φφ
}

+ c̄φ, (109)

where v̄φ and c̄φ are given in (68a) and (68b), respectively.

Hence, the proof is completed.
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