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Tailoring Gradient Methods for Differentially-Private Distributed
Optimization

Yonggiang Wang, Angelia Nedi¢

Abstract—Decentralized optimization is gaining increased trac-
tion due to its widespread applications in large-scale machine
learning and multi-agent systems. The same mechanism that
enables its success, i.e., information sharing among participating
agents, however, also leads to the disclosure of individual agents’
private information, which is unacceptable when sensitive data
are involved. As differential privacy is becoming a de facto
standard for privacy preservation, recently results have emerged
integrating differential privacy with distributed optimization.
However, directly incorporating differential privacy design in
existing distributed optimization approaches significantly com-
promises optimization accuracy. In this paper, we propose to
redesign and tailor gradient methods for differentially-private
distributed optimization, and propose two differential-privacy
oriented gradient methods that can ensure both rigorous e-
differential privacy and optimality. The first algorithm is based
on static-consensus based gradient methods, and the second
algorithm is based on dynamic-consensus (gradient-tracking)
based distributed optimization methods and, hence, is applicable
to general directed interaction graph topologies. Both algorithms
can simultaneously ensure almost sure convergence to an optimal
solution and a finite privacy budget, even when the number of
iterations goes to infinity. To our knowledge, this is the first time
that both goals are achieved simultaneously. Numerical simula-
tions using a distributed estimation problem and experimental
results on a benchmark dataset confirm the effectiveness of the
proposed approaches.

I. INTRODUCTION

The problem of optimizing a global objective function
through the cooperation of multiple agents has gained in-
creased attention in recent years. This is driven by its wide
applicability to many engineering and scientific domains,
ranging from cooperative control [1], distributed sensing [2],
sensor networks [3], to large-scale machine learning [4]. In
many of these applications, each agent only has access to
a local objective function and can only communicate with
its local neighbors. The agents cooperate to minimize the
summation of all individual agents’ local objective functions.
Such a distributed optimization problem can be formulated in
the following general form:

OcRd

min F(6) £ 3" 1,0 (1)
=1

where m is the number of agents, § € R? is a decision variable
common to all agents, while f; : R — R is a local objective
function private to agent <.
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Plenty of approaches have been reported to solve the above
distributed optimization problem since the seminal work of
[5], with some of the commonly used approaches including
gradient methods (e.g., [6], [7], [8], [9], [10], [11]), distributed
alternating direction method of multipliers (e.g., [12], [13]),
and distributed Newton methods (e.g., [14]). Among these
approaches, gradient-based approaches are gaining increased
traction due to their efficiency in both computation complexity
and storage requirement, which is particularly appealing for
agents with limited computational or storage capabilities. In
general, existing gradient based distributed optimization algo-
rithms can be divided into two categories. The first category
combines gradient-descent operations and average-consensus
mechanisms (referred to as static-consensus hereafter) by
directly concatenating gradient-descent with a consensus op-
eration of individual agents’ optimization variables. Typical
examples include [6], [15]. Such approaches are simple and
efficient in computation since they only require an agent to
share one variable in each iteration. However, these approaches
are only applicable in balanced graphs (the sum of each agent’s
in-neighbor coupling weights equal to the sum of its out-
neighbor coupling weights). The second category circumvents
the balanced-graph restriction by exploiting consensus mech-
anisms able to track time-varying signals (so-called dynamic
consensus, applicable to general directed graphs) to track the
global gradient (see, e.g., [9], [10], [11], [16], [17]). It can
ensure convergence to an optimal solution under constant
stepsizes and, hence, can achieve faster convergence. However,
such approaches need every agent to maintain and share an
additional gradient-tracking variable besides the optimization
variable, which doubles the communication overhead.

Despite the enormous success of gradient based distributed
optimization algorithms, they all explicitly share optimization
variables and/or gradient estimates in every iteration, which
becomes a problem in applications involving sensitive data.
For example, in the rendezvous problem where a group of
agents uses distributed optimization to cooperatively find an
optimal assembly point, participating agents may want to keep
their initial positions private, which is particularly important
in unfriendly environments [13]. In sensor network based
localization, the positions of sensor agents should be kept
private in sensitive (hostile) environments as well [13], [18].
In fact, without an effective privacy mechanism in place, the
results in [13], [18], [19] show that a participating agent’s
sensitive information, such as position, can be easily inferred
by an adversary or other participating agents in distributed-
optimization based rendezvous and localization approaches.
Another example underscoring the importance of privacy pro-
tection in distributed optimization is machine learning where
exchanged data may contain sensitive information such as
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medical records or salary information [20]. In fact, recent
results in [21] show that without a privacy mechanism in place,
an adversary can use shared information to precisely recover
the raw data used for training (pixel-wise accurate for images
and token-wise matching for texts).

To address the pressing need for privacy protection in
distributed optimization, recently plenty of efforts have been
reported to counteract potential privacy breaches in distributed
optimization. One approach resorts to partially homomorphic
encryption, which has been employed in both our own prior
results [13], [22], and others [23], [24]. However, such ap-
proaches incur heavy communication and computation over-
head. Another approach employs the structural properties
of distributed optimization to inject temporally or spatially
correlated uncertainties, which can also provide privacy pro-
tection in distributed optimization. For example, [20], [25]
showed that privacy can be enabled by adding a constant
uncertain parameter in the projection step or stepsizes. The
authors of [26] showed that network structure can be lever-
aged to construct spatially correlated “structured” noise to
cover information. However, since the uncertainties injected
by these approaches are correlated, their enabled privacy is
restricted: projection based privacy depends on the size of
the projection set — a large projection set nullifies privacy
protection whereas a small projection set offers strong privacy
protection but requires a priori knowledge of the optimal
solution; “structured” noise based approaches require each
agent to have a certain number of neighbors that do not share
information with the adversary. Differential Privacy (DP) [27]
is becoming increasingly popular in privacy protection. It
employs uncorrelated noises, and hence can provide strong
privacy protection for a participating agent, even when all its
neighbors are compromised. As DP is achieving remarkable
successes in various applications [28], [29], [30], [31], [32]
and becoming a de facto standard for privacy protection, some
efforts have also been reported incorporating DP-noise into
distributed optimization. For example, approaches have been
proposed to obscure shared information in distributed opti-
mization by injecting DP-noise to exchanged messages [18],
[33], [34], [35], or objective functions [36]. However, while
obscuring information, directly incorporating persistent DP-
noise into existing algorithms also unavoidably compromises
the accuracy of optimization, leading to a fundamental trade-
off between privacy and accuracy. In fact, recently the inves-
tigation in [21] indicates that DP-based defense can achieve
reasonable privacy protection “only when the noise variance
is large enough to degrade accuracy [21].”

In this paper, we propose to tailor gradient methods for
differentially-private distributed optimization. More specifi-
cally, motivated by the observation that persistent DP-noise has
to be repeatedly injected in every iteration of gradient based
methods to ensure a strong privacy protection, which results in
significant reduction in optimization accuracy, we propose to
gradually weaken coupling strength in distributed optimization
to attenuate DP-noise that is added to every shared message.
We judiciously design the weakening factor sequences such
that the consensus and convergence to an optimal solution are
ensured even in the presence of persistent DP-noise.

The main contributions are as follows: 1) We propose two
gradient-based methods for differentially private distributed
optimization. The first one is based on static-consensus com-
bined with a gradient method, which needs every agent to
store and share one variable in each iteration. The second one
is based on dynamic-consensus (gradient-tracking) combined
with an approximate gradient method, which needs every agent
to store and share two variables, but it is applicable to general
directed graphs; 2) We rigorously prove that both algorithms
can ensure almost sure convergence of all agents to the optimal
solution even in the presence of persistent DP-noise, which,
to our knowledge, has not been achieved before; 3) We prove
that both algorithms can ensure rigorous e-DP for participating
agents’ objective functions, even when all communications are
observable to adversaries. More interestingly, both algorithms
can ensure a finite privacy budget even when the number of
iterations goes to infinity. To our knowledge, this is the first
time that almost sure convergence to the optimal solution and
rigorous e-DP (with a guaranteed finite privacy budget even
when the number of iterations tends to infinity) are achieved
simultaneously in distributed optimization; 4) Even without
taking privacy into consideration, the two proposed algorithms
and theoretical derivations are of interest themselves. The
convergence analysis for the two proposed algorithms has
fundamental differences from existing proof techniques. More
specifically, most existing convergence analysis of distributed
gradient descent algorithms (e.g., [6]) and their stochastic
variants (e.g., [37] and [38]) rely on the geometric (exponen-
tial) decreasing of consensus errors, which is possible only
when all nonzero coupling weights are lower bounded by a
positive constant. Such geometric (exponential) decreasing of
consensus errors is key to proving exact convergence of all
agents’ iterates to an optimal solution. In our case, since the
coupling strength decays to zero, such geometric (exponential)
decreasing of consensus errors does not exist any more. The
fundamental difference is even more pronounced in the case
of the proposed gradient-tracking based algorithm. In all
existing gradient-tracking based methods and their stochastic
variants, the fundamental idea of convergence analysis is to
formulate the error dynamics as a linear time-invariant system
of inequalities, whose convergence is determined by a constant
systems matrix (denoted as A in [17], [39], J in [11], or G in
[40]). Then, by proving that the spectral radius of this systems
matrix is a constant value strictly less than one, such analysis
can prove exponential (linear) convergence. However, for a de-
caying coupling strength, under the conventional formulation,
the spectral radius of the systems matrix will converge to one,
which makes it impossible to use the conventional spectral-
radius based analysis. Therefore, to prove convergence of
our algorithms, we developed a new martingale convergence
theorem based analyzing approach, which is fundamentally
different from conventional proof techniques. The main chal-
lenge in the derivation lies in the fact that without assuming
the gradient to be bounded, diminishing coupling makes it
impossible to decouple the consensus-error evolution analysis
and optimality-gap evolution analysis under DP-noise, and
then treat them in a separate and sequential manner. Hence,
in the presence of DP-noise, we cannot leverage existing



proof techniques for diminishing stepsizes that rely on the
conventional scalar-valued martingale convergence theorem to
treat the consensus error and the optimality gap separately in
a sequential manner. To address this challenge, we propose a
new vector-valued martingale convergence theorem (Lemma
4) as well as its adaptations to distributed optimization prob-
lems (Lemmas 5, 7, and 9), which enables us to analyze the
consensus-error evolution and optimality-gap evolution under
DP-noise simultaneously, and hence, prove the almost sure
convergence of all agent’s iterates to the same optimal solution
even without assuming the gradient to be bounded.

The organization of the paper is as follows. Sec. II gives
the problem formulation and some results for a later use.
Sec. III presents a static-consensus based gradient method for
differentially-private distributed optimization and establishes
the almost sure convergence of all agents’ iterates to an
optimal solution as well as e-DP guarantees. Sec. IV presents
a dynamic-consensus based gradient method for differentially-
private distributed optimization and establishes the almost sure
convergence to an optimal solution as well as e-DP guarantees.
Sec. V presents both numerical simulations and experimental
results on a benchmark dataset MNIST. Finally, Sec. VI
concludes the paper.

Notations: We use R? to denote the Euclidean space of
dimension d. We write I; for the identity matrix of dimension
d, and 1,4 for the d-dimensional column vector will all entries
equal to 1; in both cases we suppress the dimension when
clear from the context. For a vector x, x; denotes its ith
element. We use (-, ) to denote the inner product. We write
|[A||l for the matrix norm induced by the vector norm || - ||,
unless stated otherwise. We let A7 denote the transpose of
a matrix A. We also use other vector/matrix norms defined
under a certain transformation determined by a matrix W,
which will be represented as || - ||w. A matrix is column-
stochastic when its entries are nonnegative and elements in
every column add up to one. A square matrix A is said to be
doubly-stochastic when both A and A” are column-stochastic.
For two vectors © and v with the same dimension, we use
u < v to represent the relationship that every element of the
vector u— v is nonpositive. Often, we abbreviate almost surely
by a.s.

II. PROBLEM FORMULATION AND PRELIMINARIES
A. On distributed optimization

We consider a network of m agents, interacting on a general
directed graph. We describe a directed graph using an ordered
pair G = ([m],€), where [m] = {1,2,...,m} is the set
of nodes (agents) and &€ C [m] x [m] is the edge set of
ordered node pairs describing the interaction among agents.
For a nonnegative weighting matrix W = {w;;} € R™*"™,
we define the induced directed graph as Gy = ([m],Ew),
where the directed edge (i,j) from agent j to agent ¢ exists,
ie., (i,7) € Ew if and only if w;; > 0. For an agent i € [m],
its in-neighbor set NIt is defined as the collection of agents
j such that w;; > 0; similarly, the out-neighbor set N?“t of
agent ¢ is the collection of agents j such that w;; > 0.

The optimization problem (1) can be reformulated as the
following equivalent multi-agent optimization problem:

min
rcRmd

1 m
f(z) 2 Ezlfl(xl) st. 1 =x0=+--=xm ()
1=
where z; € R? is agent i’s decision variable and the collection
of the agents’ variables is x = [x7, 22 ... 27T € R™4,
We make the following assumption on objective functions.

Assumption 1. Problem (1) has an optimal solution 0*. The
objective function F(-) is convex and each f;(-) has Lipschitz
continuous gradients over R ie. for some L > 0,

IV fi(u) = Vfi(v)|| < L|u—wv|, Vi€ [m]andVu,veR?

Under Assumption 1, the optimization problem (2) has an
optimal solution * = [(0*)T, (6*)T,...,(0")T]T € R™,

In the analysis of our methods, we use the following results.
Lemma 1 ([41], Lemma 11, page 50). Let {v*}, {u*}, {a*},
and {3*} be random nonnegative scalar sequences such that
Yol <ooand Y p2, BF < oo as. and

E[V"F] < 1+ P —uf + 8%, VE>0 as.

where F* = {vf,u’, at, 8% 0 < € < k}. Then Y2y u* < oo
and limy_, oo vF = v for a random variable v > 0 a.s.
Lemma 2. Let {v*},{a*}, and {p*} be random nonnegative
scalar sequences, and {q"} be a deterministic nonnegative
scalar sequence satisfying > poq o < 00 a.s, Y poqqt =
0, Z;OZO pF < 0o a.s., and the following inequality

E["F ] < 1 +a" =) +pF, VE>0 as.
where F* = {v*, o, p*0 < ¢ < k}. Then, > 72 ) ¢"v* < oo
and limy_, o v* = 0 hold a.s.

Proof. From the given relation we have a.s.
E [oFTFF] < (14 oF)ok — gFof +pF, vE>0 (3

By Lemma 1 with u* = ¢*v*, and ¥ = p”, it follows
that > 5 ) ¢"vF < oo and limg_oo 0¥ = v for a random
variable v > 0 a.s. Since Y ;- ¢* = oo, it follows that
liminfg_,oo v® = 0 @.s. This and the fact v* — v a.s. imply
that limy,_, - v* = 0 a.s. |

Lemma 3. Consider the problem min,cga ¢(z), where ¢ :
R? — R is a continuous function. Assume that the optimal
solution set Z* of the problem is nonempty. Let {2*} be a
random sequence such that for any optimal solution z* € Z*,

E [”ZkJrl _ Z*H2|]_-k}

< (L+ah)|28 =22 =" (6(2F) — o)) + B*, ¥k > 0
holds a.s., where F* = {2*,a*, B¢, £ = 0,1,...,k}, {o*}
and {(*} are random nonnegative scalar sequences satisfying
Yrgak < oo, Sop BF < oo as., while {n*} is a deter-
ministic nonnegative scalar sequence with ZZOZO nf = .
Then, {z*} converges a.s. to some solution z* € Z*.

Proof. By letting z = z* for an arbitrary z* € Z* and defining
¢* = min,ecrm ¢(2), we obtain a.s. for all k,

E [ 22| F*] < (1+ab) | ze—2" [ =" (¢(2*) —¢") + 8"
Thus, all the conditions of Lemma 1 are satisfied, yielding

{||2" — 2*||} converges foreach z* € Z* a.s.  (4)



> on(e(F) —¢7) <00 as. ©)
k=0

From (5) and >_ ;2 o n* = oo we have liminfj, . ¢(z%) = ¢*
a.s. Let {z¥¢} be a subsequence such that almost surely

Jim () = likminfgb(zk) =¢* (6)

Relation (4) implies that the sequence {z*} is bounded a.s.
Thus, we can assume without loss of generality that {z%¢}
converges a.s. to some Z (for otherwise, we can in turn
select a convergent subsequence of {z¥¢}). Therefore, by the
continuity of ¢, one has lim;_,o ¢(2%) = ¢(Z) a.s., which
in combination with (6) implies that z € Z* a.s. By letting
2* = % in (4), we see that z* converges to Z a.s. |

B. On differential privacy

We consider Laplace noise for DP. For a constant v > 0,
Lap(v) denotes the Laplace distribution with probability den-
sity function %e’ﬁv‘. This distribution has mean zero and
variance 2v2. Following [42], for the convenience of DP
analysis, we represent the distributed optimization problem P
in (1) by four parameters (X', S, F,, Gy), where X = R" is the
domain of optimization, S C {R™ — R} is a set of real-valued
objective functions, with f; € S, and F(z) £ % Yo filz),
and Gy is the induced graph by matrix W. Then we define
adjacency as follows:

Definition 1. Two distributed optimization problems P and
P’ are adjacent if the following conditions hold:

e X =X, S =8 and Gw = Gy, Le., the domain
of optimization, the set of individual objective functions,
and the communication graphs are identical;

o there exists an i € [m| such that f; # f; but f; = f] for
all j € [m], j # 1.

It can be seen that two distributed optimization problems
are adjacent if and only if one agent changes its individual
objective function while all others parameters are identical.

Given a distributed optimization problem, we represent an
execution of such an algorithm as A, which is an infinite
sequence of the optimization variables, i.e., A = {20, 2! ---}.
We consider adversaries that can observe all communicated
messages in the network. Therefore, the observation part of an
execution is the infinite sequence of shared messages, which
is represented by O. Given a distributed optimization problem
P and an initial state 2°, we define the observation mapping
as Rp ,0(A) £ O. Given a distributed optimization problem
P, observation sequence O, and an initial state x°, R;lzo (0)
is the set of executions .4 that can generate observation O.

Definition 2. (e-DP [42]). For a given € > 0, an iterative
algorithm for problem (1) is e-differentially private if for any
two adjacent P and P’, any set of observation sequences
Os C O (with O denoting the set of all possible observation
sequences), and any initial state 0, we always have

P[R5 0 (0s)] < PRy 0 (O5)]

)

where the probability P is taken over the randomness over
iteration processes.

The definition of e-DP ensures that an adversary having
access to all shared messages in the network cannot gain
information with a significant probability of any participating
agent’s objective function. It can also be seen that a smaller €
means a higher level of privacy protection.

ITI. STATIC-CONSENSUS GRADIENT METHODS FOR
DIFFERENTIALLY-PRIVATE DISTRIBUTED OPTIMIZATION

In this section, we tailor a static-consensus based distributed
gradient method to construct a differentially-private distributed
method with almost sure convergence to an optimal solution.
The agent interaction strength is captured by a weight matrix
W = {w;; }, where w;; > 0 if there is a link from agent j to
agent ¢, and w;; = 0 otherwise. We let w;; £ _ ZjeNi‘n Wij
for all i € [m], where NI is the in-neighbor set of aglent i.
We make the following assumption on W:

Assumption 2. The matrix W = {w;; } € R™*"™ is symmetric
and satisfies 1TW =07, W1 =0, [+ W — %H <1

Assumption 2 ensures that the interaction graph induced by
W is balanced and connected, i.e., there is a path from each
agent to every other agent. It can be seen that || + W —
L) = max{[1+ |, [1 4 A}, where { ;i € [m]} are the
eigenvalues of W, with A\, <... <Ay < A1 =0.

To achieve a strong DP, independent DP-noise should be
injected repeatedly in every round of message sharing and,
hence, constantly affects the algorithm through inter-agent in-
teractions, leading to significant reduction in optimization ac-
curacy. Motivated by this observation, we propose to gradually
weaken inter-agent interactions to reduce the influence of DP-
noise on optimization accuracy. Interestingly, we prove that by
judiciously designing the interaction weakening mechanism,
we can still ensure convergence of all agents to a common
optimal solution even in the presence of persistent DP-noise.

Algorithm 1: DP-oriented
distributed optimization

static-consensus  based

Parameters: Stepsize A\* and weakening factor v*.
Every agent i maintains one state ¥, which is initialized
with a random vector in RY.
for k=1,2,... do
a) Every agent j adds persistent DP-noise (¥ to its state z¥,
and then sends the obscured state :vf +¢ Jk to agent ¢ € N;?‘“.
b) After receiving x;“ + (Jk from all j € N}", agent % updates
its state as follows:

eE =gk 1 N7 kg (k- ¢E - ak) - NPV (k)
JEN®

®)

c) end

The sequence {y*} diminishes with time and is used to
suppress the influence of persistent DP-noise QJ’? on the con-
vergence point of the iterates. The stepsize sequence {\*} and
attenuation sequence {7} have to be designed appropriately
to guarantee the almost sure convergence of all {z¥} to a com-
mon optimal solution #*. The persistent DP-noise processes



{¢F},i € [m] have zero-mean and ~*-bounded (conditional)
variances, to be specified later in Assumption 3.

A. Convergence analysis

We have to extend Lemma 1 to deal with random vectors.

Lemma 4. Let {vk} C R? and {u*} C RP be random
nonnegative vector sequences, and {a*} and {b*} be random
nonnegative scalar sequences such that

E [vMHFF] < (VP 4+ aF117)vh + b1

holds a.s., where {V*} and {H"*} are random sequences
of nonnegative matrices and E [vk+1|]-"k} denotes the con-
ditional expectation given v, u’ a’,b", Vt H' for ¢ =
0,1,...,k. Assume that {a*} and {b*} satisfy Y-, a* < 0o
and ZZOZO bk < 0o a.s., and that there exists a (deterministic)
vector ™ > 0 such that 77 V¥ < 7T and =T H* > 0 hold a.s.
for all k > 0. Then, we have 1) {xTvk} converges to some
random variable 77v > 0 a.s.; 2) {v*} is bounded a.s., and
3) S re o mTHRu* < 0o holds a.s.

Proof. By multiplying the given relation for vF¥*! with 7 and
using 77 V* < 77" and the nonnegativity of v¥, we obtain

IE[ﬂ'Tkarl |fk] <alvia® (7T1) (TR 4T 11— T HPa”

— H**, VvE>0

Since m > 0, we have Ty = minz{m} > 0, which yields

17vF = L 1TvP < L 72TvF, where the inequality

min min

holds since v¥ > 0. So, one obtains

T
1
E [wTvk+1|]:k} < (1 + akL> rlvF 4okl — T HFa”
Tmin

By our assumption, 7T H*u*F > 0 holds for all k a.s. Thus,
the preceding relation implies that the conditions of Lemma 1
are satisfied with v¥ = 77v*, o# = a#7T1/mpi, and BF =

b*rT1. So by Lemma 1, it follows that limy_, 7Tvk exists
a.s. Consequently, {7Zv*} is bounded a.s., and since {v*} is
nonnegative and 7 > 0, it follows that {v*} is also bounded

a.s. By Lemma 1, we have > 72 77 H*u* < 0o a.s. ]

Based on Lemma 3 and Lemma 4, we can prove the fol-
lowing general convergence results for static-consensus based
distributed algorithms for problem (1).

Lemma 5. Assume that problem (1) has a solution. Suppose
that a distributed algorithm generates sequences {:cf} C R
such that a.s. we have for any optimal solution 0*,

E [+ — 6° | 7
B[S0, 2+t — 244274

k
1 uis k T>{ 2% — %2
< m +a”11
<([6 1 7] S [k — 22

AN *

©)
where T8 = LS ok FR = {af, i € [m],0 < € <k},
the random nonnegative scalar sequences {a"}, {b*} satisfy
ZEO:O a* < oo and ZEO:O b < oo a.s., the deterministic
nonnegative sequences {c*} and {7*} satisfy 3 ;o " = oo
and Z,;“;O ¥ = oo, and the scalar k. > 0 satisfies kY* < 1 for

all k > 0. Then, we have lim_,o ||2¥ — Z*|| = 0 a.s. for all

i, and there is a solution 0* such that limy,_, ||Z* —0%|| = 0
a.s.
Proof. See Appendix A. [ ]

Using Lemma 5, we are in position to establish convergence
of Algorithm 1 assuming that persistent DP-noise satisfies the
following assumption.

Assumption 3 For every i € [m] and every k, conditional
on the state ¥, the random noise (¥ satisfies E [gk | 2 } =0
and E [||Czk|\2 | xz] = (o¥)2 for all k > 0, and

>0ty

k=0

m ax

< o0
1€[m] )

(10)

where {~*} is the attenuation sequence from Algorithm 1. The
initial random vectors satisfy E [[|2??] < oo, Vi € [m].

Remark 1. Given that 'y decreases with time, (10) can be
satisfied even when {o¥} increases with time. For example,
under v* = O(13+), an increasing {o¥} with increasing rate
no faster than O(k°3) still satisfies the summable condition
in (10). Allowing {a¥} to increase with time is key to enabling
the strong €-DP in Theorem 2.

Theorem 1. Under Assumption 1, Assumption 2, and Assump-
tion 3, Algorithm 1 converges to a solution of problem (1)
a.s. when nonnegatlve sequences {¥*} and {/\k} satisfy

> ohe o”Y =00, Y pig A b= oo, and 3777 7)
Proof. See Appendix B. [ ]

< 0.

Remark 2. Communication imperfections can be modeled as
channel noises [7], [43], which can be regarded as the DP-
noise here. Therefore, Algorithm 1 can also counteract such
communication imperfections in distributed optimization.

Remark 3. Because the evolution of x¥ to the optimal solution
satisfies the conditions in Lemma 5, we can leverage Lemma
5 to examine the convergence speed The first relationship in

(26) (i.e, Y poo kY™ >oim, ||F — 2%||? < oo) implies that
S|k — kaQ decreases to zero with a rate no slower
than (’)( =), and hence we have x¥ converging to T* no

slower than O(W) Moreover, given that a* and b*
in (27) in Lemma 5’s proof in the appendix are summable
(and hence decrease to zero no slower than (9( )) and c*
(27) corresponds to N¥ (which is square summable and hence
decreases to zero no slower than O(z3=)), we have that z*
converges to an optimal solution with a speed no worse than
(’)(k%s) [41]. Therefore, the convergence of every :cf to an
optimal solution, which is eqnivalent to the combination of
the convergence of =¥ to % and the convergence of z* to
an optimal solution, should be no slower than O(W)
(For example, under v* = O(3), O(W) is O(2).)
Moreover, from the proof of the theorem, it can be seen that the
decreasing speed of ||x* —1®z*||? (where ® is the Kronecker
product) increases with an increase in |v|, which corresponds
to the spectral radius of W. Therefore, the decreasing speed
of ||z* — 1 ® z*||2 to zero increases with an increase in the
spectral radius of W defined in Assumption 2.




B. Privacy analysis

Similar to [42], we define the sensitivity of an algorithm to
problem (1) as follows:

Definition 3. At each iteration k, any initial state x° and
any adjacent distributed optimization problems P and P’, the
sensitivity of an algorithm is

AF 2 sup sup
O€0 | zeR ! ((0),2'€R ] ,(O)

Y

lz* = 2™

Lemma 6. At each iteration k, if each agent adds a noise
vector (¥ € RP consisting of p independent Laplace noises
with parameter v* such that Zle ﬁ—: < ¢, then Algorithm 1
is e-differentially private for iterations from k =0 to k =T.

Proof. The lemma can be obtained following the same line of
reasoning of Lemma 2 in [42]. |

As indicated in [42], since the change of an objective
function f; can be arbitrary in Definition 1, we have to make
the following assumption to ensure bounded sensitivity:

Assumption 4. The gradients of all individual objective
functions are bounded, i.e., there exists a constant C such
that |V fi(z)|1 < C holds for all x € R and 1 <1i < m.

Theorem 2. Under Assumptions 1, 2, 4, if nonnegative se-
quences {\*} and {~v*} satisfy the conditions in Theorem
1, and all elements of (¥ are drawn independently from
Laplace distribution Lap(v*) with (oF)? = 2(v*)? satisfying
Assumption 3, then all agents in Algorithm 1 will converge
a.s. to an optimal solution. Moreover,

1) Algorithm 1 is e-differentially private with the cumulative
privacy budget bounded by € < Z;‘::l QS,CAIC for iterations
from k =0 to k =T where C' is from Assumption 4. And
the cumulative privacy budget is always finite for T' — oo
when the sequence {2} is summable;

2) Suppose that two sequences {v'*} and {\*} have a finite
sequence-ratio sum ®y = Sorey % Then setting the

kasz/k:

. ’
Laplace noise parameter v —= k ensures

that Algorithm 1 is e-differentially private for any € > 0
even when the number of iterations goes to infinity;

3) In the special case where \F = % and v* = ko%
setting VF = QCT‘I)kog with & £ ey k% ~ 3.93
(which can be verified to satisfy Assumption 3) ensures
that Algorithm 1 is always e-differentially private for any
€ > 0 even when the number of iterations goes to infinity.

Proof. Since the Laplace noise satisfies Assumption 3, the
convergence results follow naturally from Theorem 1.

To prove the three statements on privacy, we first prove that
the sensitivity of the algorithm satisfies A* < 2C\F. Given
two adjacent distributed optimization problems P and P’, for
any given fixed observation O and initial state x°, the sensi-
tivity is determined by |\R7§1w0((’)) - R;,lmo((’))ﬂl according
to Definition 3. Since in P and P’, there is only one objective
function that is different, we represent this different objective
function as the ith one, i.e., f; in P and f! in P’, without loss

of generality. We define of £ 2% + ZJEN?) Yrowg; (zh — xf)

and o'" £ g7k +3 jenie vwij (2 — i), which are accessible
to adversaries under f; and f/, respectively. Because the
observations under P and P’ are identical, we have that o* and
o'"should be the same according to the definition of sensitivity.
Therefore, we have the following relationship:

IRL0(0) = R/ L0 (O)l

o =XV fi(al) = (0 = XL ) |
=[NV fi(al) = NV F ()|, < 200k

12)

where the last inequality is obtained using Assumption 4.

Using Lemma 6, we can easily obtain € < Z;‘::l QS,f‘k.
Hence, e will always be finite even when 7' tends to infinity
if the sequence {2} is summable, i.e., > ;7 f‘/—: < 0.

By scaling v* proportionally and using the linear relation-
ship between e and V—l,c, the second statement can be easily
obtained based on the first statement. The third statement can
also be easily proven by specializing the selection of \*, ~*,
and v* sequences. [ ]

Different from [42] which has to use a summable stepsize
(geometrically-decreasing stepsize, more specifically) to en-
sure a finite privacy budget e when k& — oo, here we ensure
a finite € even when the stepsize sequence is non-summable.
Allowing stepsize sequences to be non-summable is key to
avoiding optimization errors in [42] and achieve almost sure
convergence. In fact, to our knowledge, this is the first time
that almost-sure convergence is achieved under rigorous e-DP
for an infinite number of iterations.

Remark 4. In Theorem 2, to ensure that the privacy budget
€= 10, Qg,f‘k is finite even when k — oo, the Laplace
noise parameter v* has to increase with time since {\F} is
non-summable. An increasing v* will make the relative level
between noise Czk and signal xf increase with time. However,
since the increase in v is outweighed by the decrease of "
(see Assumption 3), the actual noise fed into the algorithm, i.e.,
y*Lap(v*), still decays with time, which makes it possible for
Algorithm 1 to ensure a.s. convergence to an optimal solution.
Moreover, according to Theorem 1, such a.s. convergence
is not affected by scaling v* by any constant coefficient
% > 0 so as to achieve any desired level of e€-DP, as long
as the Laplace noise parameter v* (with associated variance
(oF)2 = 2(v%)?) satisfies Assumption 3.

IV. GRADIENT-TRACKING BASED METHODS FOR
DIFFERENTIALLY PRIVATE DISTRIBUTED OPTIMIZATION

In this section, we propose a DP-oriented gradient-tracking
based distributed algorithm for general directed graphs and
prove that it can ensure convergence to an optimal solution
even under persistent DP-noise. In gradient-tracking based
algorithms, every agent ¢ € [m] maintains and updates two
iterates, xf and yf, where yf is an estimate of the “joint agent”
descent direction. These two iterates are exchanged with local
neighbors in two different communication networks, namely,
Gr and Go, which are, respectively, induced by matrices
R e R™*™ and C € R™*™; that is (7,7) is a directed link
in the graph Gp if and only if R;; > 0 and, similarly, (¢, j)



is a directed link in G¢ if and only if C;; > 0. We make the
following assumption on R and C'. Note that, R 4= is identical
to R4 with the directions of edges reversed.

Assumption 5. The matrices R, C' € R™*™ have nonnegative
off-diagonal entries (R;; > 0 and Cy; > 0 for all i # j). The
induced graphs Gr and Gor satisfy
1) Gr and Rer each contain at least one spanning tree;
2) There exists at least one node that is a root of spanning
trees for both Gr and Ror.

Remark 5. The assumption on Ggr and Rgr is weaker than
requiring that both induced graphs of R and C' to be strongly
connected, which is assumed in most of the existing works.

Algorithm 2: DP-oriented gradient-tracking based
distributed optimization

Parameters: Stepsizes A\¥, o and weakening factors ¥, v5.
Every agent ¢ maintains two states =¥ and y¥, which are

initialized with a random point 29 € R? and ¢ = V f;(2?).
for k=1,2,--- do

a) Every agent j injects zero-mean DP-noises Cjk and 5;“ to its
states x? and yf, respectively.

b) Agent i pushes Cy;(yF + £F) to each agent I € N2, and it
pulls xf + CJ’-“ from each j € Niﬁ,i, where the sub’script R
or C in neighbor sets indicates the neighbors with respect
to the graphs induced by these matrices.

c¢) Agent i chooses 7¥ > 0 and 74 > 0 satisfying 1+~ R;; >
Oand 1+ VSCM > (0 with

Ry =— Z Rij, Cy=-— Z Cji (13)
JENR; JENG
Then, agent 7 updates its states as follows:
k+1 (1+71Ru I +71 Z le g +<k)
jGN
Yt = (1—o" +5Cu)yf +75 Z Ci(y} +€5)
JEN G
+Vfi(ai ™) = (1= ")V fi(a})
(14)
d) end

Note that the definition of R;; and Cj; in (13) ensures that
R = {R;;} has zero row sums and C' = {C};} has zero
column sums.

A. Convergence analysis

We will prove that, when the two sequences {7¥} and {74}
are designed appropriately, all agents’ x-iterates generated by
Algorithm 2 converge to an optimal solution a.s., as long as
the injected noises CJ’-“ and 5;“ have zero-mean and 7 (+5)
bounded variances, to be specified later in Assumption 6. To
this end, we first extend Lemma 2 to vectors.

Lemma 7. Let {v¥} C R? be a sequence of non-negative
random vectors and {b*} be a sequence of nonnegative
random scalars such that ) p- o b < 00 a.s. and

E[VFHUFY] < VAVF 401, VR >0 a.s.

where {V*} is a sequence of non-negative matrices and F* =
{v%,b50 < £ < k}. Assume that there exist a vector © >
0 and a deterministic scalar sequence {a*} satisfying a* €
(0,1), Yooy a¥ = o0, and 7TVF < (1—a*) 7T forall k > 0

Then, we have limj_ o vF =0 a.s.

Proof. By multiplying the given relation for v**! with 7 and
using 71'VF < (1 — a*)7w?, we obtain the following relation

due to the nonnegativity of the vectors v*:

E [ﬂ'Tkar1|]:k] < (1 —a)aTvP +bFaT1, VE>0 as.

Since Y o, a” = oo, and Y ;- b* < oo a.s., the conditions
of Lemma 2 are satisfied with v* = 77v*, of =0, ¢* = a*,
and p¥ = bF7T1, implying a.s. limy oo 77 vF = 0. {vF}

being nonnegative and 7 > 0 imply limy_,oo V€ =0 a.s. W

We now proceed to analyze the convergence of Algo-
rithm 2. Defining (¢¥)7 = [(¢5 )T, -+, (¢k,)T] with Cuwi =
ey, B¢l and (€5)7 = ()7, (€h,)T] with
Ewi = ZjeNigi Cijﬁf, we write the dynamics of Algorithm 2

in the following more compact form:

" = (I + 9 R) @ 1) 2" +~7¢k — MyF
Y = (1= oM +45C) @ 1) y* + 450 + g5 (15)
— (1 —af)g"

k+1 _

where we used "t = V f(2**1) for notational simplicity.

Lemma 8. [44] (or Lemma 1 in [17]) Under Assumption 5,
for every k, the matrlx I + ¥R has a unique nonnegative
left eigenvector u” (associated with eigenvalue 1) satisfying
uTl = m, and the matrix (1 — o*)I + ~5C has a unique
nonnegative right eigenvector v (associated with eigenvalue
1 — o) satisfying 1Tv = m.

According to Lemma 3 in [17], we know that the spectral
radius of RF £ [+~ kR—— is equal to 1—+F|vg| < 1 where
Vg is an eigenvalue of R. Furthermore there exists a vector
norm ||z||r £ ||Rz||2 (where R is determined by R [17])
such that || R¥||r < 1 is arbitrarily close to the spectral radius
of R¥ ie., 1 —~F|lvg| < 1. Without loss of generality, we
represent this norm as ||R¥||r = 1 —~Fpr < 1. Similarly, We
have that the spectral radius of C* £ (1 —a*)I +~5C —
is equal to 1 — o* — 7%|vc| < 1 where v¢ is an elgenvalue
of C. Furthermore, there exists a vector norm ||z||¢ £ ||Cz||
(where C' is determined by C' [17]) such that ||C*||¢ < 1 is
arbitrarily close to the spectral radius of Ck ie,1—«
y¥lve| < 1. Without loss of generality, we bound this norm
as HCkHC <1 —7§pc < 1.

. | m k —k _ 1 m k
Defining z" = Ezizl uwiz; and y* = mzizl Yi, We

have
Skl _ ok (“®Id)T k
gt = (1 —-aM)g" +72£1z +g" - (1-ab)g*

. = 1 oy 1 —
with quf; = EZL ui(ﬁn” 551 = Zz 1§ww and gF =



From (16), we can further obtain

_ u® Iy T
xk-i—l _ 1’ _’_71 </€ ( - ) (yk

(u®Ig)T

m

— (v® 19)y")
(17

— Ak (v ® I)F*

Using the relationship )\k%(v ® I)F = AP gk we
can rewrite (17) as follows

k+1 (u®Ig)" (yk
m

uTo

— (v ® L)7) - N ==+t

(18)

In what follows, we use F'™* to denote the optimal value of
the problem in (1), i.e., F* = mingcra F(0).

Next, we provide a generic convergence result for dynamic-

consensus (gradient-tracking) based distributed algorithms for

gl =gk _)\k

problem (1). To this end, we need a measure under the || - || r
norm for the distance between all z¥, x5, ... 2% and z*.
Following [17], we define a matrix norm for all z iterates
xk} é [xllc7 xé;, .. 71-53”},1—‘ c Rde:
k k k k
It = | [ty e lschy s+ g lla] [, (19)

where the subscript 2 denotes the 2—norm and x@.) denotes the
; L k- T

ith column of x*. Defining X" as [xk, zk ... ,xk] € Rmxd,
one can easily see that ||x* — %*||g measures the distance
between all ¥ and their average z*. Slmllarly, we define a

matrix norm H |lc for y* £ [yla Y5, 7ym] € R4

Iy*lle = ||[Ilvty o Iytyllc, - (20)

k
AyEalie] |,
use |ly* — diag(v)¥*|lc (with diag(v) =
diag(vi, ...,v,) and ¥ 2 [g’f,...,g’“]T € Rmxd)
to measure the distance between all y iterates and their
v-weighted average 7.

and

Lemma 9. Assume that the objective function F(-) is differ-
entiable and that the problem (1) has an optimal solution.
Suppose that a distributed algorithm generates sequences
{zF} C R? and {y*} C R? under coupling matrices R and
C, respectively, such that the following relation holds a.s. for
some sufficiently large integer T' > 0 and for all k > T':

E [vFH P < (V4 dF11T) V’“+b’“1—H’“[ 'VM’?”Q }
- y
1)
where F* = {2, yf;0 < ( <k, i € [m]} and
vk F(z%) - F*
I e
vh Iy* — diag(v)y" |12
1 kAP Fa A roA AR — Kz(i‘k)Q
0 1-— Iig")/f 0 , 0 (: )
0 0 1 — Ky 0 ()\k)2
V5

with k; > 0 for all 1 < i < 9 and k3,k4 € (0,1), while
the nonnegative scalar sequences {a*}, {b*} and positive
sequences {\*}, {7}, {75} satisfy Do a” < oo as.,
Dot < oo as, Y N = o0, 3T 00,

Sreo()? < oo, X, ()\%k)z < 00, limg o AF/7F =0
for v € {1, 2}, and limy_, o, V¥ /v5 < 0c. Then, we have:

(a) limg_y00 F(Z%) exists a.s. and
lim [|zF — ZF|| = lim ||y — v;g"| =0, Vi a.s.
k—o0 k—o0

(b) liminfy o [|[VE(Z)|| = 0 holds a.s. Moreover, if the

function F(-) has bounded level sets, then {z*} is
bounded and every accumulation point of {z*} is an

optimal solution a.s., and limy_, F(:vf) = F* a.s. for
all i € [m).
Proof. See Appendix C. [ ]

Remark 6. In Lemma 9(b), the bounded level set condition
can be replaced with any other condition ensuring that the
sequence {T*} is a.s. bounded.

Lemma 9 is critical for establishing convergence properties
of the gradient tracking-based distributed algorithm together
with suitable conditions on the DP-noise injected by the
agents. We make the following assumption on the noise:

Assumption 6. For every i € [m], the noise sequences
{¢F} and {€F} are zero-mean independent random variables,
and independent of {29;i € [m]}. Also, for every k, the
noise collection {(F, 5’“ j € [m]}is independent. The noise
variances (O'Cl) [HCkH | and (O'EZ) E [||€¥]1?] and
their attenuation stepsizes ¥ and ~% are such that

<OOZ’72

k=0

o0

2(71)

k=0

Inax(ac )2

< 0.
max max (O'gj) 00

jelm]
(22)
The initial random vectors satisfy E [||29||?] < oo, Vi € [m].

Remark 7. Given that v¥, v5, and \F decrease with time,
(22) can be satisfied even when {o¥} increases with time. For
example, under \* = O(3), 7§ = O(5), 75 = O(53+). an
increasing {a¥} with increasing rate no faster than O(k%1%)
still satisfies the summable condition in (22).

Theorem 3. Let Assumption 1, Assumption 4, Assumption 5,
and Assumption 6 hold. Ifnonnegatzve sequences {7F}, {”yZ 1

{a*}, and {\F} satisfy Y po,vF = oo, Zk 0(%) <
00, Yoprpat = 0o, LN = o0, 3 7) < oo
limp 00 )\k/% 0 for v € {1 2} limy 00 /\k/a < 00,
oo (0; < ooand Y ;o (':) < 00, then, the results of
Lemma 9 hold for Algorithm 2.

Proof. See Appendix D. [ ]

Remark 8. In networked systems, usually communication
imperfections can be modeled as channel noises [43], which
can be regarded as a special case of the DP noise considered
here. Therefore, Algorithm 2 can also be used to counteract
such communication imperfections in distributed optimization.

Remark 9. Because the evolution of :vf to the optimal solution
satisfies the conditions in Lemma 9, which are in turn derived
based on Lemma 2, we can leverage Lemma 9 and Lemma 2 to
characterize the convergence speed. More specifically, in the
proof of Lemma 9 in the appendix, (46) and the relationship



FIVE = (L—ay)al imply that vi = ||Ix* — %*|% and
vh 2 ||y* — diag(v)y" |2 sarisfy 23, vF " — %*|F < o

and Y3, ¥ |ly" — diag(v)¥*||Z < oo according to Lemma
2. Given that summable sequences decay with a rate no slower
than O(+), and 4% is non-summable, we have ||x* —x*||%, and
ly* — diag(v)§"*||% decaying to zero with a rate no slower

than (9( 1 ) Furthermore, (44) implies that \¥|V F(z*)]?

decays to zero with a rate no slower than (9( ), ie

|VF(z%)||? decays t0 zero with a rate no slower than (’)( By ).

For example, when v and A\ are set as O(3+) and O( 55 ),

respectively, then |x* — x*||%, |ly* — diag(v)y*||2, and
|VF(z%)||? will decay to zero with a rate no slower than
O(1), O(g=), and O(4+), respectively, Moreover, from
the proof in Lemma 9 (specifically (46) and the paragraph
below it), we know that the decreasing speed of |x* — %
ly* — diag(v)§*||Z increases with an increase in o, which in
turn increases with an increase in ks and k4. Further noting
that k3 and k4 correspond to the spectral radius of R and
C, respectively, we have that the convergence speed increases
with an increase in the spectral radius of R and C' defined in
Assumption 5 (see (13) for diagonal entries).

B. Privacy analysis
Theorem 4. Under Assumptions 1, 4, and 5, if F(-)
has bounded level sets, nonnegative sequences {\*}, {a*},
{7+, and {7%} satisfy the conditions in Theorem 3 and
limg— 00 z—k < oo, and all elements of Ck and 5’“

1
drawn independently from Laplace distribution Lap(v*) with
((Jlgﬂ-)2 = (O’E )2 = 2(vF)? satisfying Assumption 6, then all
agents will converge a.s. to an optimal solution. Moreover,

1) Algorithm 2 is e-differentially prlvate with the cumulative
20’)’1

privacy budget bounded by € < Zk 1 for iterations
from k = 0 to k = T for some constant C, where C
is determined by the maximal optimization update value
(i.e., 2"t —xF) in the absence of DP-noise and is always
finite since x* is ensured to converge under the theorem
statement conditions. The cumulative privacy budget is
k

always finite for T — oo when the sequence {1} is
summable;

Suppose that two sequences {1/' k1 andk{wf} have a finite

Z w1 - Then setting the

; YaCa
Laplace noise parameter v* as V¥ = =12 'k epgyres

that Algorithm 2 is e-differentially private for any € > 0
even when the number of iterations goes to inﬁnity

3) In the special case where N = }Q, of = k, '71 = %
and 5 = k0—17 setting V*¥ = 20@ kO3 with & &
S orey k% ~ 5.59 (which can be verlﬁed to satisfy
Assumption 6) ensures that Algorithm 2 is always e-
differentially private for any € > 0 even when the number
of iterations goes to infinity.

2

~

sequence-ratio sum (I)'yl,u’

Proof. Since the convergence follows Theorem 3, we only
consider the privacy statements. We first prove that the sen-
sitivity of the algorithm satisfies A¥ < 2C+¥ for some
finite constant C.. Given two adjacent distributed optimization
problems P and P’, for any given fixed observation O and

0
initial state [z°;5°] £ | 7,
)

by HR;}[IOWO](O) Rp,l [20:0] (O)|l1 according to Definition
3. Since in P and P’, there is only one objective function that
is different, we represent the different objective function as the
ith one, i.e., f; in P and f! in P’, without loss of generality.

We define of £ (14§ Rig)af + 91 32 ey | Rijaf — Ayl
é (1 + 'YfRii):T/-k + ’Yf ZjENiI‘%‘J RU,T;k - )\kygk’ 0]5 L

k
(1 —af + WQCu)yz + 5 ZJGNinF Cijyf, and o5 = (1 -

oF +45Ci )y 45 ZjeNiry ij ({or, 05} and {0 1,0 2
are accessible to adversaries under f; and 11, respectively).
Because the observations (including all shared messages)
under P and P’ are identical, we have that o} (respectively
ok) should be equal to o' (respectively o'%) according to
the definition of sensitivity. Therefore, we have the following
relationship for Algorithm 2:

, the sensitivity is determined

||R7> [2959/0] (O) - R;}y[zowo] (O)Hl
ok — o'lf
of + gl 1= (1 - a¥)gk— (0'5 +g§’“+1—(1—a’“)gé’“)
1
=||gitt = (1= a¥)gi — (g = (1= a")g¥) |,
<||gftt = (1= aM)gllh + ||g/kle (1 —a®)gi*||,

(23)

Since sensitivity is independent of DP-noise [27], we con-

sider the dynamics (15) in the absence of ¢* and ¢, which
gives (noting R1 = 0 due to the definition of R;; in (13))

Ftl — gk :'yf(R ® Id)(xk - (1® Id)_k)

—M(yF = (v @ I)T") — N\ (v @ Iy)gF @4

and further

" — (1® Iq)z"|

(v @ Ia)y"[| + X*v @ Lallll5"||

The conditions in the theorem statement ensure the conver-
gence of Algorithm 2 according to Lemma 9 and Theorem 3.
So we have ||2F —(1®21,)z"||, ||y* — (v®14)7"|, and ||5*| are
always upper bounded, and hence, there always exist constants
Cy and Cy such that |[zF+! — 2F|| < C1vF + C2AF holds.
Recalling that \* decreases to zero faster than F, and hence
Ak can be bounded by ¥ multiplied by some constant, there
always exists a constant Cg such that ||2F+1 — 2% < O39F,
and further [lg; " — (1 —a®)gF|| < [lgi*" — gf || + o¥[lgf | <
Ll|zt ™ — 2| 4o g¥|| g LC3v¥ +a*Cy hold based on As-
sumption 1. Further using the assumption limy_, % < 00,
k+1 (1 _

|| <R @ Lal|]|2” —
+ Mly* —

we always have ||g; a®)gklly < C~F for some
constant C.

Since the algorithm also converges under f/, we have
g/t — (1 — a*)gl¥||1 < Cy¥ using the same argument.

Hence, the sensitivity of Algorithm 2 is upper bounded by
20~k

The rest of the proof follows line by line the proof of
Theorem 2, and hence is omitted. ]

Remark 10. Since we use the standard e-DP framework, we
characterize the cumulative privacy budget directly. Under
relaxed (approximate) e-DP frameworks, such as (e,0)-DP



Fig. 1. The interaction topology of the network

[45], zero-concentrated DP [46], or Rényi DP [47], advanced
composition theories in [45], [46], [47] can be exploited to
characterize the cumulative privacy budget.

V. NUMERICAL EXPERIMENTS
A. Evaluation using distributed estimation

We first evaluate the performance of the two proposed algo-
rithms using a canonical distributed estimation problem where
a network of m sensors collectively estimate an unknown pa-
rameter § € R?%. More specifically, we assume that each sensor
i has a noisy measurement of the parameter, z; = M;6 + w;,
where M; € R**? is the measurement matrix of agent i and
w; 18 Gaussian measurement noise of unit variance. Then the
maximum likelihood estimation of parameter 6 can be solved
using the optimization problem formulated as (1), with each
fi(0) given as f;(0) = ||zi — M;0||* + <||0]|*> where < is a
regularization parameter [9].

We consider a network of m = 5 sensors interacting on the
graph depicted in Fig. 1. In the evaluation, we set s = 3 and
d = 2. To evaluate the performance of the proposed Algorithm
1, we ignored the directions of edges in Fig. 1 in the selection
of coupling weights and injected Laplace based DP-noise with
parameter ¥ = 1 4 0.1k%3 in every message shared in all
iterations. We set the stepsize \* and diminishing sequence
vk as A = 12'00_21k and ¥ = W, respectively, which
satisfy the conditions in Theorem 1 and Theorem 2. In the
evaluation, we ran our algorithm for 100 times and calculated
the average as well as the variance of the optimization error
as a function of the iteration index. The result is given by
the blue curve and error bars in Fig. 2. For comparison, we
also ran the existing static-consensus based distributed gradient
descent (DGD) approach in [6] under the same noise, and
the differential-privacy approach for distributed optimization
(PDOP) in [18] under the same privacy budget. Note that
PDOP uses geometrically decreasing stepsizes (which are
summable) to ensure a finite privacy budget, but the fast
decreasing stepsize also leads to optimization errors. The
evolution of the average optimization error and variance of
the DGD and PDOP approaches are given by the red and
black curves/error bars in Fig. 2, respectively. It is clear that
the proposed algorithm has a comparable convergence speed
but much better optimization accuracy.

We also evaluated Algorithm 2 which is applicable to
general directed graphs. More specifically, still using the
topology in Fig. 1, we selected R and C' matrices accord-
ing to Assumption 5 and set the stepsize and diminishing

. .
8r —F— Proposed Algorithm 1

---T---DGD with the same noise
16 - ---I---PDOP with the same ¢ |

Optimization Error

0 50 100 150 200 250 300
Iteration Index

Fig. 2. Comparison of Algorithm 1 with existing distributed gradient descent
algorithm (DGD) in [6] (under the same noise) and the differential-privacy
approach for decentralized optimization PDOP in [18] (under the same privacy
budget) using the distributed estimation problem

0.02 k _ _0.02 k _ 1

sequences as \F = T @ = TToE T = THoTRoT
and 5 = 10107 respectively. We injected Laplace noises
¢F and £F (both have parameter ¥ = 1 + 0.1k%!) on all
shared z¥ and y¥ respectively to enable DP, and it can be
verified that the parameters satisfy the conditions in Theorem
3 and Theorem 4. We ran our algorithm for 100 times
and calculated the average as well as the variance of the
optimization error as a function of the iteration index. The
result is given by the blue curve and error bars in Fig. 3. For
comparison, we also ran the conventional dynamic-consensus
based Push-Pull method in [17] under the same noise and
the PDOP based differential-privacy approach for distributed
optimization. Because the PDOP based approach requires the
stepsize to decay with a geometric rate, we set the stespize of
Push-Pull to 0.95* and used a geometrically decaying noise
such that it has the same privacy budget as our approach. The
evolution of the average optimization error and variance of
Push Pull (with the same noise as our approach) and PDOP-
privacy based Push Pull (with the same privacy budget as our
approach) are depicted by the red and black curves/error bars
in Fig. 3, respectively. It is clear that the proposed algorithm
has a comparable convergence speed but gained significant
improvement in optimization accuracy.

B. Evaluation using image classification on MNIST

We also used decentralized training of a convolutional
neural network (CNN) to evaluate the performance of our
proposed algorithms. More specially, we consider five agents
which collaboratively train a CNN using the MNIST dataset
[48] under the topology in Fig. 1. The MNIST data set is a
large benchmark database of handwritten digits widely used
for training and testing in the field of machine learning [49].
Each agent has a local copy of the CNN. The CNN has 2
convolutional layers with 32 filters with each followed by a
max pooling layer, and then two more convolutional layers
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Fig. 3. Comparison of Algorithm 2 with existing dynamic-consensus based
distributed gradient algorithm (Push Pull) in [17] (under the same noise) and
the PDOP-based differential-privacy approach in [18] for Push Pull (under the
same privacy budget) using the distributed estimation problem
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Fig. 4. Comparison of Algorithm 1 with existing distributed gradient descent
algorithm (DGD) in [6] (under the same noise) and the differential-privacy
approach for decentralized optimization PDOP in [18] (under the same privacy
budget) using the MNIST image classification problem

with 64 filters each followed by another max pooling layer and
a dense layer with 512 units. Each agent has access to a portion
of the MNIST dataset, which was further divided into two
subsets for training and validation, respectively. To evaluate
the proposed Algorithm 1, We set the stepsize as \* = =551
and the weakening factor 7" as 1537w The Laplace noise
parameter was set to ¥ = 1+ 0.01k%2 to enable e-DP. The
evolution of the training and testing accuracies averaged over
50 runs are illustrated by the solid and dashed blue curves
in Fig. 4. To compare the convergence performance of our
algorithm with the conventional distributed gradient descent al-
gorithm under DP-noise, we also implemented the distributed
gradient descent (DGD) algorithm in [6] to train the same
CNN using stepsize m under the same Laplace noise.
The results are illustrated by the solid and dotted red curves
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Fig. 5. Comparison of Algorithm 2 with existing dynamic-consensus based
distributed gradient algorithm (Push Pull) in [17] (under the same noise) and
the PDOP-based differential-privacy approach in [18] for Push Pull (under the
same privacy budget) using the MNIST image classification problem

in Fig. 4. It can be seen that the proposed algorithm has much
better robustness to DP-noise. Moreover, to compare with the
existing DP approach for distributed optimization, we also
implemented the DP approach PDOP in [42] on DGD under
the same privacy budget e. PDOP uses geometrically decaying
stepsizes and noises to ensure a finite privacy budget. However,
such fast-decaying stepizes turned out to be unable to train the
complex CNN model (see training and testing accuracies in
solid and dashed black curves in Fig. 4, respectively under
AF =0.95% and v* = 0.98%). These comparisons corroborate
the advantage of the proposed Algorithm 1.

To show the influence of DP-noise on the final optimization
accuracy, we also scaled the noise by 0.5 and 2 respectively
and obtained the training and testing accuracies. To compare
the strength of enabled privacy protection, we ran the DLG
attack model proposed in [21], which is the most powerful
inference algorithm reported to date in terms of reconstructing
exact raw data from shared gradient/model updates. The
attacker was assumed to be able to observe all messages
shared among the agents. The training/testing accuracies under
different levels of DP-noise and DLG attacker’s inference
errors are summarized in Table 1. It can be seen that there is a
trade-off between privacy and accuracy under a fixed iteration
number 20, 000.

Using the same interaction topology, CNN network, and
MNIST dataset, we also evaluated the performance of the
proposed Algorithm 2 under DP-noise. The parameters of

i B _— 1 Eo_ 0.1
Allgorlthm % were set aks A= 11+0.01k’ of =
M = 14+0.01k09° and 'Zg = W The Laplace noise
parameter was set as 1" = {gorpeT. The evolution of the

training and testing accuracies averaged over 50 runs are
illustrated by the solid and dashed blue curves in Fig. 5.
For comparison, we also implemented the dynamic-consensus
based Push Pull algorithm in [17] to train the same CNN using
stepsize 0.02 under the same Laplace noise. The results are
illustrated by the solid and dotted red curves in Fig. 5. It can
be seen that the same amount of noise, which is tolerable to



TABLE I
TRAINING/TESTING ACCURACIES AND DLG ATTACKER’S INFERENCE ERRORS UNDER DIFFERENT LEVELS OF DP-NOISE

Algorithm 1 Algorithm 2
Noise Level” x0.5 x1 X2 x0.5 x1 X2
Training Accuracy | 0.951 | 0.925 | 0.859 | 0.924 | 0.921 | 0.910
Testing Accuracy | 0.951 | 0.929 | 0.861 | 0.926 | 0.922 | 0.913
Final DLG Error | 310.2 | 350.3 | 412.5 | 301.1 | 336.7 | 389.7

“Considering the noise in Fig. 4 and Fig. 5 as the base level for Algorithm 1 and Algorithm 2, respectively.

our proposed Algorithm 2, completely prevents the Push Pull
algorithm from training the CNN model. Moreover, we also
applied PDOP based DP approach in [42] to Push Pull, which
uses geometrically decaying stepsizes and noises to ensure
a finite privacy budget. However, under the same privacy
budget, the fast-decaying stepize for Push Pull turned out to
be unable to train the complex CNN model either (see Fig. 5
for training and testing accuracies in solid and dashed black
curves, respectively, under \* = 0.95% and v* = 0.98%),
These comparisons corroborate the advantage of the proposed
Algorithm 2.

To show the influence of DP-noise on the final optimiza-
tion accuracy and the strength of enabled privacy, we also
scaled the noise by 0.5 and 2 respectively and obtained the
training/testing accuracies as well as DLG attacker’s inference
errors. The results are given in Table 1, which shows a
trade-off between privacy and accuracy under a fixed iteration
number 20, 000.

VI. CONCLUSIONS, DISCUSSIONS, AND FUTURE WORK

Although DP is becoming the de facto standard for publicly
sharing information, its direct incorporation into distributed
optimization leads to significant reduction in optimization
accuracy due to the need to iteratively and repeatedly inject
independent noises. This paper proposes two DP-oriented
gradient based distributed optimization algorithms that ensure
both e-DP and optimization accuracy. Specifically, the two
algorithms can ensure almost sure convergence of all agents
to the optimal solution even in the presence of persistent DP
noise. Both algorithms are also proven able to ensure e-DP
with a finite cumulative privacy budget, even when the number
of iterations goes to infinity. The simultaneous achievement of
both provable convergence to the accurate solution and rigor-
ous e-DP with guaranteed finite cumulative privacy budget,
to our knowledge, has not been reported before in distributed
optimization. Numerical simulations and experimental results
using a benchmark dateset confirm that both algorithms have
a better accuracy compared with their respective existing
counterparts, while maintaining a comparable convergence
speed.

It is worth noting that our algorithms’ simultaneous achieve-
ment of both provable convergence to the optimal solution
and e-DP does not contradict the fundamental theory and
limitations of DP in [27]. Firstly, our convergence guarantee
(almost sure convergence) is obtained in the stochastic sense,
which is different from deterministic convergence under no DP
noise. More specifically, when the number of implementations
tends to infinity, the concept of almost sure convergence still

allows for a finite number of implementations that do not
converge to the optimal solution. Secondly, according to the
DP theory, conventional query mechanisms on a dataset can
achieve e-DP only by sacrificing query accuracies, but the
distributed optimization algorithm does not correspond to a
simple query mechanism on the optimal solution. Instead, what
are queried in every iteration of distributed optimization are
individual objective functions (gradients), and revealing the
precise optimal solution is not equivalent to revealing accurate
objective functions (the actual query target). In fact, in the
language of machine learning, distributed optimization can be
viewed as the empirical risk minimization problem, and the
obtained optimal solution corresponds to the optimal model
parameter in machine learning. On pages 216-218 of [27], the
authors explicitly state that “the constraint of privacy is not
necessarily at odds with the goals of machine learning, both
of which aim to extract information from the distribution from
which the data was drawn, rather than from individual data
points,” and “we are often able to perform private machine
learning nearly as accurately, with nearly the same number of
examples, as we can perform non-private machine learning.”
Actually, under Valiant’s model of machine learning (PAC),
[27] notes that a model parameter (called function in [27]) is
PAC learnable if and only if it is PAC learnable under DP
(see page 221 of [27]). Thirdly, the achievement of e-DP does
incur utility cost. More specifically, in terms of Algorithm 1,
in order to reduce € to enhance privacy, we can use a faster-
increasing {~/*} according to Theorem 2, which requires {7*}
to decrease faster according to Assumption 3. Given that {7}
cannot decrease faster than (’)(%), and the convergence speed
is determined by (’)(ﬁ) according to Remark 3, we arrive
at the conclusion that a faster decreasing {v*} corresponds
to a stronger privacy level but a slower convergence speed.
The same conclusion can be drawn for Algorithm 2. In future
work, we will systematically quantify the cost of achieving
DP in distributed optimization under the constraint of provable
convergence to the optimal solution. Furthermore, we also plan
to investigate if gradually reducing communication frequency
can enable rigorous DP.
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APPENDIX
A. Proof of Lemma 5

Let 6* be an arbitrary but fixed optimal solution of problem
(1). Then, we have F(z*) — F(6*) > 0 for all k. Hence,
by letting v* [k — 62, S0, flak — *’“||2]T, from
relation (9) it follows a.s. that for all k£ > 0,

2
E [vF 1 7] < ([ T ]—i—akllT) VR bR (25)
0 1—r~*
Consider the vector 7 = [1,-—=]7 and note
r| 1 e _ T - -
T mo = g'. Thus, relation (25) satisfies
0 1—~ky

all conditions of Lemma 4. So it follows that limj_,oc 72 vF

exists a.s., and that the sequences {[|Z" — 6*||?} and
{>°", ||la¥ — z*||?} are bounded a.s. From (25) we have the
following relation a.s. for the second element of v*:

E | Jlait - (1+a*—ry*)y k-
i=1 =1

where g% = oF (|zF — 0%+ X7, ||laF — z¥||?). Since
Z,;“;O a® < oo a.s. by our assumption, and the sequences
{l|z* — 6*||>} and {>°7", ||lz¥ — z*||?} are bounded a.s., it
follows that >,° ¥ < 0o a.s. Thus, the preceding relation
satisfies the conditions of Lemma 2 with vF = Y7 ||2% —
%)%, ¢* = k" and p* = B* due to our assumptions
Yoo b < oo as. and Y7, v* = oo. So one yields a.s.

o0 m m
St S ek - < oo, lim 3k -aH2 =0 26)
k=0 =1 =1

It remains to show that ||z¥ — 6*||2 — 0 a.s. For this, we
consider relation (9) and focus on the first element of v*, for
which we obtain a.s. for all k& > 0:

jk+1”2|]_-k < i‘kl|2+6k

E [z — 6" ?|1F*] < (1 +a")l|z" — 67|12
gl BN NSk k2 ke gk *
— ;. — b" — " (F —F(6
+(m+a)§ya 2 - HE() - F(O)
27)
The preceding relation satisfies Lemma 3 with ¢ = F,

2¥ = 0%, 2F = 7F oF = dF, n* = cF, and BF = (%-ﬁ-
a®) Yo" ||k — z*||2 +b*. By our assumptions, the sequences
{a*} and {b*} are summable a.s., and > ;o c* = oco. In
view of (26), it follows that Z,;“;O B* < 0o a.s. Hence, all the
conditions of Lemma 3 are satisfied and, consequently, {z*}
converges a.s. to some optimal solution.

B. Proof of Theorem 1

The basic idea is to apply Lemma 5 to the quantities

B[4 — 0 217%] and B[S0, [lobt — 7412 F4).
We divide the proof into two parts to analyze ||zF+1 — 6|
and " |lafTt — 75412, respectively.

Part I: We first analyze |zF+! — 9*||2 For the sake of
notatlonal simplicity, we represent V f; (z¥) as g¥. Stacking ¥
and g¥ into augmented vectors (z¥)T = [(:r’f)T, . ,(:cfn)T]

and (¢F) = [(¢F)T,- -+, (gk)T]. respectively, we can write
the dynamics of Algorithm 1 as
= (I +4"W @ Lg)z" + 75 — Mg

where ® denotes the Kronecker product, and (¢¥)T =

[(CE)T, -, (k) T] with By 25 wisCE.
From (28) we can obtain the followmg relatlonshlp for the

(28)

average vector Z¥ = L 3" ok
M &
k1l _ ok kFk k
e D I (29)
i=1
koo 1M ek 1ym ko
where ¢, = EZ —1Cui = _Zi—l ZjeN;nwijCj =

m
w
i ssl ol il (note w;; =

- Z] EeNin wij).
Using (29) and the preceding relatlon we relate Z* to an
optimal solution
1 m
— 3 (MgF 7 wack)
m

=1

TR g =zF -0 —

which further implies

m
a5+ — 6 P=l2t — 67|~ (g + Fwict, 2 — 6)
N i=1 )
> (gl + 7 wict)
—k A2 2Nk k E =k *
<|z* -9 _EZ<)‘gi+’7wiii7$ —6)
2 m 1212 2 m 2
R} Z/\kgf Tz Z”kaz‘i@k
i=1 i=1
Taking the conditional expectation, given F* = {20 ... zF},

and using the assumption that the noise ¢¥ is with zero mean
and variance (0%)? conditionally on z¥ (see Assumption 3),
from the preceding relation we obtain a.s. for all k > 0,

[ka-l—l 9*||2 |]_—k}

_ w112 20F & _ N
< g =" = == (o 7" — ")
m 5 (30)
2 m 2 m
+ W(/\ky > gf M2y wi(of)?
i=1 i—

We next estimate the inner product term, for which we have
20 & * 2N & k —k\ =k *
W_ <9m —9> W <gi—Vfi(I ), T —9>

i=1 =1
20 & P
- 3 T ) x" — 6*
(VA )
(3D
Recalling that g¥ = Vf;(2F), by the Lipschitz continuous

property of V f;(-), we have

Ao (gh =V fi(@"), 75 — %) > —LAF||ak — z2¥||||z* — 67
k 2(\k\2
gl - L2k s
>~ llef — 28|12 - 5 iz - 7))
2 27y
(32)



By the convexity of F(-), we have

k m
Al (Vfi(@"),z" — 0*) = 2XF (VF(z"),z" — 6*)
i=1
> 2\ (F(z%) — F(67))
(33)
Combining (31), (32), and (33) leads to
208 & k =k _ A" G k k|2
- 7 %)y > L K _ 7
m <gw >— mZH% |
=1 i =1 (34)
L\ N _ *
- LOOR 3k — 0 2 4 2N (P(H) - F8°))
We next estimate the second last term in (30):
m m 2
ng = Z vfl )
i=1 i=1
< 9* _ - * (12
ST let -l = e
(35)

Further using the inequality

ok — | < [la* — 1@ 7 + 102k — o

<2|zF -1z + 21 @ 7 — 2|2 G6)
<2 |k - 7| + 2mlfat - 67|
i=1
we have from (35) that
k < 2= k k(12 2L2 7/@_9*2
oot < T L let et 2t - )
(37)
Substituting (34) and (37) into (30) yields
k m
%2 — %2 v —
E[[lz5 - 0|*1F] < ||z — 0" + 2 3 llaf — 2|1
i=1

2vky2 [ L 0F 112 — oNE(F () — %
L0 (v’“+4>| 017 — 2N (F(a*) — F(0°)
4L Zl\x N 2(v*) Zwi((jk 2

(38)
Part II: Next we analyze Y .-, ||z; k1|2, Using (28)
and (29), we obtain

—k H2
k+1 _

2" 1@ = T+ W @ Ip)2F — 1@ 2k

1 & 1 &

k k k k k k
S 1 N Y - = 1 ;
<Cw m; ®Cw,1> <g m; ®gl>
Noting 1 ® 5: = (11" ®1)"

(117 ® I;) ¢k, and 30 1 ® gF
rewrite the preceding equality as

s 1@, =
= (117 @ 1) g*, we can

k

T +1 _ 1® a—jk-i-l Egk (39)

%IIT) ® I; and = £

= Wizt + "=k — b

(I+~*wW —

Since (I +~*W —
have (A® B)(C ® D) =

1117)1 = 0 holds and we always
(AC) ® (BD), it follows that

T

R 11
W (1ez*) = <(I—|—”ykW— —) ><1) ® (laxz") =0
m

By subtracting Wi (1 & jk) = 0 from the right hand side of

(39) we obtain
1@ =W, (xk 1® J—jk) +’ykEC5J _ kg

which further leads to

kaJrl 1® —k+1||2

= [Wi(z" — 1@ 2%) — NZg"|* + [Iv*E¢k |1?
P <Wk (z" — 1®z%) — Ak=gk, ”ykE<51>
m
DIDY
=1 jeNin

2 <Wk(xk —1®z%) - \F=gk, ”yk"ij>

< Wi(a" — 1@ %) = NEg"|* + m(y wi IG5 112

where the inequality follows from ||Z|| = 1 and the definition
— Zj enin Wi G Jk Taking the conditional expectation with

respect to F* = {20,
E [kaJrl —1® i,k+1|‘2|]_-k}

,z*} and using Assumption 3 yield

D70 3w (k)

=1 jeNp

m(v%)? jrg[fg](fff )*Cw

where Cy = 71" | 3 cin w};. Using the fact [|Z]| = 1 and

R 2
< HWk(ZCk —1®z") - \Fgg H + m(y

< (W 10 7))+ [X=g")) +

IWel| = 1T +~*W — L1117 = 1 —~*|v| where —v is some
non-zero eigenvalue of W (see Assumption 2), we obtain

E [ — 1@z |*|F"]

< (1= )1+ e)la* — 1@ 7 “0)

+ (14 e HA)2[|gH (2 + m(vF)? max (oF)*Cw

J€[m]

for any € > 0, where we used (a+b)? < (1+€)a?+(1+e1)b?
valid for any scalars a, b, and € > 0.
We next focus on estimating the term involving the gradient
¥ in the preceding inequality. Noting g* = mV f(z*) and
that f(-) has Lipschitz continuous gradients (with Lipschitz
constant #), we have

lg*(1* = m?||V f(2") = Vf(a*) + V f(@)]*
< 2m?(|Vf(2*) = Vf(2)|* +2m?||V f (2]
< 2L2|ja* — 2|2 + 2m?|[V £ ()2

Since z* = 1 ® 0%, using the relationship in (36), we obtain
Ig*(1* < AL2(Jla" 102" |*+m|z" —0"(|*)+2m?||V f (™) *
Finally, substituting the preceding relation back in (40) yields
E [ka-i-l 1® j1c+1||2|]_—k]

< A=A +e)lla” — 1@z

+4(1+ e HL2M2(||2* — 1 @ 7%|? + m||z*

+2(1+ e NP2 mP [V f(@)]* + m(y*

-0

)2 max(af)2CW
jelm]



By letting ¢ = Z:"’H - and consequently 1+ = (1 —Fv))!
and 1+ ¢! = (y*|v])~?

E [”IkJrl -1 ®jk+1” |]_-k]

4L2 )\k 2
< (1 o+ #) ot — 1@ |2

, We arrive at

vl
AmLAOR? s AE)m? , @D
_0* NS *
A e~ ]
+ m(y*)? max (af)zcw
Jjelm]

By combining (38) and (41), and using Assumption 3, we have
[ka-i-l 9*||2|]:k} and E [Zl L kaJrl —k+1H2|]:k] sat-
isfying the conditions of Lemma 5 with x = |y,
k= 2)\F, aF = max{L?(\F)? (i +4 M} and

[viy*
m 4(X")*m
b= (vF)?max{Z YOI, wh(of)?, —ML IV £ @) +
o )?Cw} where Cyyr = 37", > jenin Wi

M MAX €[] (

C. Proof of Lemma 9

Since the results of Lemma 4 are asymptotic, they remain
valid when the starting index is shifted from k¥ = 0 to k =
T, for an arbitrary 7" > 0. So the idea is to show that the
conditions in Lemma 4 are satisfied for all k¥ > T' (for some
large enough 7' > 0).

(a) Because k; > 0 for all 1 < i <9, for 7 = [my, 7o, 73]
to satisfy 7TV < 7T and #TH* > 0, we only need to show
that the following inequalities can be true

Iil)\kﬂ'l + (1 — Hg’}/{c)ﬂ'g S T2,
Iig)\kﬂ'l + (1 — I<L4’7§)7T3 < 73,

/\k 2 )\k 2 (42)
(Kﬁ)\k—ﬁ7(/\k)2) 7T1—I<Lg( k) 7T2—I<69( k) 7T320
" 72

The first inequality is equivalent tomy > £ i + 1. Given that

limy 00 A¥/4F = 0 holds and 7F as well as A are positive
according to the assumption, it can easily be seen that for any
given m; > 0, we can always find a mo > 0 satisfying the
relationship when & is larger than some 7' > 0.

The second inequality is equivalent to mg > £2 ;\k 1. Given

that limy . A¥/75 = 0 holds and ~§ as well as \* are
positive according to the assumption, it can easily be seen
that for any given m; > 0, we can always find a m3 > 0
satisfying the relationship when £ is larger than some T > 0.

The third inequality is equivalent to m; >

L = T2 —I— koA . Since the right hand side converges to Zero
reYE 3 3-

according to our assumptions on \¥, v¥ and 4§, we can always
find a constant 7; satisfying this inequality for k¥ > T'. Thus,
we can always find a vector 7 satisfying all inequalities in
(42) for k > T for some large enough 7" > 0, and hence the
conditions in Lemma 4 are satisfied.

By Lemma 4, it follows that for the three entries of vk ie.,
vk, vk, and vk, we have that

hrn 7T1v1 +7T2V2 +7T3v§ 43)
k— o0
exists a.s. and =0 nl HkuF < oo holds a.s.
with u* = [|VF@ER)|?, ||7*]?)F. Since 7#THF =

kN2 ky\2
[f%)\kﬂla (kA" — K7(NF)?)m1 — kg (/\ ) 2~ Kg(/\z) F3}

and (\F)2, (’\ ) and & ,2 are summable one has

T2

Z/\k |VE(z")[|? < oo, Z)\kﬂy 12 < o0, a.s. (44)
k=0
Hence, it follows that
IVF@E)[| < A, 5] <Az as. (45)

for some random scalars A; > 0 and As > 0 due to the
assumption Y, o AF = co.

Now, we focus on proving that both v§ = ||x* —%*||% and
vk = ||ly* — diag(v)y"*||% converge a.s. to 0. The idea is to
show that we can apply Lemma 7. By focusing on the second
and third elements of v*, i.e., v5 and v%, from (21) we have

k+1 B k ) sk
[Vz }S(V’“—i—akllT)[zi]—i—bklﬁ-{gk]
3

vhtl
b+ dF(F(zF) — FF), &
k ky2 ~
max{mg(’\) K/9(>:Y—k)||gk||2 , and VF
2

B k
L= rsm 0 % |, which can be rewritten as
0 1 — ka5

=¥
< vh
where bF = v+ +
a¥ (F(z%) = F* + ||x* = %*||% + [ly* — diag(v)7*[2).

To apply Lemma 7, noting that ¥ and v are not summable,
we show that the equation 77 V¥ = (1—a~¥)#7T has a solution
in 7 = [my, 3] with 7, 73 > 0 and a € (0,1). From #7V* =
(1 — ay¥)7T, one has

(1 — K371 )7T2

where  bF

k+1
[ V2 (46)

b1
v§+1 ] +

(1—ay )7T2a (1= Kays )7T3 (1- 0471)

which can be simplified as a < k3, a < Mzz )
1

Given limy_, V¥ /7% < 0o according to our assumption, it
can be seen that % is positive, and hence, such an « € (0, 1)
and 7 > 0 can always be found. ~

We next prove that the condition Y, b < 0 as. of
Lemma 7 is also satisfied. Indeed, the condition can be

met because: (1) b¥, ak, O k) , and (’Eykf are all summable

according to the assumptlon of the lemma; and (2) Hy || (see
(45)) and F(z*) — F*, ||x* — |3, y" — diag(v)§"||2 arc
all bounded a.s. due to the existence of the limit in (43). Thus,
all the conditions of Lemma 7 are satisfied, so it follows that
limy o [|[2F — 2| = 0 and limy o [|yF — v;7%|| = 0 a.s.
Moreover, in view of the existence of the limit in (43) and the
facts that 7 > 0 and vf = F(z%) — F(0*), it follows that
limg o0 F(Z) exists a.s.
(b) Since 3777 0/\’“HVF( DIF <
(see (44)), from Y .2, = oo,
have liminf,_, o ||[VF(Z )H =0 a.s.
Now, if the function F'(-) has bounded level sets, then the
sequence {Z*} is a.s. bounded since limy_, ., F(Z¥) exists a.s.
(as shown in part (a)). Thus, {a‘:k} a.s. has accumulation points.
Let {z*'} be a sub-sequence such that lim;_,, | VF(z*/)
0 a.s. Without loss of generality, we may assume that {z":} is

oo holds a.s.
it follows that we




a.s. convergent, for otherwise we would choose a sub-sequence
of {z*}. Let lim; ,o, z% = #. Then, by the continuity of
the gradient VF(-), it follows VF(Z) = 0, implying that
Z is an optimal point. Since F'(-) is continuous, we have
lim; , o, F(z¥) = F(2) = F*. By part (a), limy, o0 F(Z")
exists a.s., so we must have limy,_, ., F(z* ) = F* a.s.
Finally, by part (a), we have limy_, o [|2F — Z%||? = 0 a.s.
for every 4. Thus, each {z%} has the same accumulation points
as the sequence {fk} a.s. implying by the continuity of the
function F'(-) that hmk_wO F(2F) = F* as. for all 4.

D. Proof of Theorem 3

We divide the derivations into four steps: in Step I, Step II,
and Step III, we establish relations for E [F(z*) — F*|F*],
E [||x* — %*||%|F*], and E [||ly* — diag(v)y*||Z|F"] for the
iterates generated by Algorithm 2, respectively. In Step IV, we
use them to show that (21) of Lemma 9 holds.
Step I: Relationship for E [F(z") — F*|F*].
Since F' is convex with Lipschitz gradients, we have
Fy) < F(x) +(VF(z),y

L
—x)+ EHy—wHQ, Yy, z € RY

The inner product term in (47) satisfies

_ ® Is)T _ Tv_
— <VF(xk), )\k% (v* — (ve L)y*) + )\k%yk>

T

pu v (u® I)T

<VF<:0’“), 7 (yk—(v®Id)y’“)+y’“>

(u® Ig)T

’LL’U

(uxIg)T
uTv (y

—-A

v

[

uT vk

2m

VE(@@*) - g - (v —(ve L)y

uv/\

HVF H2_u Tok

—(v®1q)y

2m

where in the
lla—bl>—|lall*—]b]1
2

second equality we use — =
valid for any vectors a and b.

Using the relationship

RS —k ky 4 =k _ =k
E;(Vfi(x )—9i)+3" —y

and the inequality [la + b+ ¢||* < 3|lal|® + 3]|b]|* + 3]/c||?,
we can bound the first term on the right hand side of (48) as
follows:

2

I T
Letting y = #**1 and # = z* in the preceding relation and HVF(xk) T %(yk— (v® I3)7")
using (18), as well as VF(z") = L 3" V f;(z"*), we obtain )
— V/i(z") — gf k-
I T < ? % k_ =k|2
F(zFth) < F(i:k)—<VF(:fk), /\k%(yk— (v® I)y") =3 ; m +3lg" =&l
2
uTv _ (u® Ig)" _
+/\k7§k - ’Yf@i> +3 ‘ w0 (v* — (ve L)7")
2
A (v Ig)" (" — (v ® L)7*) + P gk N Using the inequality lla+b]? > lla||®+16]|%, we can bound
m the last term on the right hand side of (48) as follows:
We estimate the last term in the preceding inequality by using uToNE || (uw & I)T 2
d _ _
(a+b+c)? <30° +30° + 3¢ and | A® Bo = [[A|]|Bllo.  — 5, ( UTU) (V" — (v & L)g") + ¢
After subtracting F'* on both sides of the resulting inequality, . 9 .
we obtain RN L= | e e
< 7 (v~ e 15" 15"
F(zF+Y) — F* < F(zF) — F* 2m v 2m
- (u® Iy)T - uTo _\ Plugging the preceding two inequalities into (48) and combin-
- <VF(9C]€)7 /\kT(yk_(U ® Id)yk)‘f'/\k—yk_%cdz ing the common terms lead to
3LAF)2|ul|? k2 3L( _ u® Ig)T _ uTv
4 BT e o g+ BTG e ) I e ) + kL g
3L(Fyk)2 ~ 2 m — 2
+ 21 ||<1IZ|| < 3UTU)‘k Z sz(xk) — gf + 3UTU/\k ”gk _ —kH2
- 2m . m 2m
Taking the conditional expectation with respect to F* yields . ;:1 . 9
Ut v u®Iq _
E [F(z") — F*|F*] < F(z*) - F~ - ( UTU) (v* = (ve L)y")
_ =k kM k ku v 7" uTU/\ U ’U/\
(vt S o L)+ o IEEI = o
SLO?[ull® ) & —k BL(A ) —k 3u vL )\ 3u vk
4 SOOIy e 0 o 1y P+ O g S ot — ok + 2 g g
3L ’Yk 2 i=1
3 ok 2 P o
2 ———||y" — (v & L)7"|
o (47) muTv
where (0% )2 2 E|[c5]°] = L m Lok
Ve [l
2 2m

% Z;nzl (ZieN;’{g uiRij) (Uég,j)?

(49)



where in the last inequality we used || A ® Blla = || A||2|B||2
and the assumption that each V f;(-) has Lipschitz continuous
gradients with the constant L.

Next, combining (47) and (49) yields
E [F(,fk-‘rl) _ F*|]_~k}

< Pty - pr g 2L Z]!k |

[Ju] 2A* /\k ||U||2 -
+(muTU ZHyZ vy

3uT vk )\
X g - -’f||2 O vt ||
uTo)k ()\k
- (52 )nw E(oher

(50)
Using the fact that in finite dimensional vector spaces, all
norms are equivalent up to a proportionality constant, we
always have a constant 3 p such that ||z||2 < d2 g||z| g for all
z and hence ) 1", ||2¥ — ka <03 rllx* — %¥||% according
to the definition of matrlx norm in (19) Similarly, we always
have 7" ||y¥ — Uzka < 03 clly* —diag(v)y*[|% for some
constant J ¢ according to the definition of matrix norm in
(20). Therefore, (50) can be rewritten as

E [F(:z,kJrl) _ F*|]_‘k}
< F(s*) _ P 3uTvL2)\k52 rlIxF —%*|%
< F(z7) - + 2m2
[ul?A® 3L(A*)?|ull? .
+ ( Tt 53 03 clly* — diag(v)7" 12
3uT vk i U v)\
B e L H
ul oA ()\k) k ) k2
- (- )n\r (eho)
(51
Step II: Relationship for ||x**+1 — xk+1||2,

For the convenience of analysis, we write the iterates of
(15) on per-coordinate expressions. Define for all ¢ =
.,d, and k >0, x’“(ﬁ) = ([#f]e, - [zn )", yh(0) =

(lo)e, - lyml0) ™, 6*(O) = (giler-- - lgml0)™. Cull) =
([Chales - - [Chmle) s €5(0) = ([E5ales - [E5m]e)T- In this
per-coordinate view, (15) has the following form for all
{=1,...,d,and k > 0,
g0 = (I + W R)2*(0) + 77 ¢ (0) = Ay (0)
YO = (I = a" +150)y () + 7260 (0) (52)
+g" 0 = (1= aM)gh ()
From the definition of z**1(¢) in (52), and the relation for
zF*1 in (16), we obtain for all £ = 1,...,d,
M0 = [F*el = (T +9fR) (2" (0) - [2"]e1)

+ 1 (Ch(0) — [CE1e1) —

(I—%%)y%@

where we used (I +~v¥R)1

Noting that [z¥],
L1u” (x k(é)—[g-;k]ﬂ) =
as I, = T —

is the average of xF(¢), ie.,
T
0, and abbreviating [ — lu”

m
, we have

wkﬂ(@)—[f’”l]el = RF(2F (0)—[2"]e1) +77 (CE(0)—[Ch]e1)
u (Y5 (0) -

- v[g*le) = NLo[g*e
where RF =T +~FR —
Taking norm || - || g on both sides leads to
||xk+1(€) _ [ijrl]llH; _
||Rk(:17k(€) - [ik] )—)\kH (yk(ﬁ) — o[y ] ) —\F11, v[y HR
+ |t (ko) — 1Sl I,
+2 (R (aM(6) = [27e1) = ML, (y"(0) = v[5*]e)
where (-)g denotes the inner product induced! by the norm
- Iz
Taking the expectation (conditioned on F*) yields
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VE Ik (ch0 1w1
< ((1=1pr) " (> et 5
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2(A*)? HH I% k(e 2
+ prAE H 4HR
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where in the last equality we used the relationship (a + b)? <
(1+e)a?+ (14€1)b? on the first term on the right hand side
of (53) by setting € to 5 —1 (resulting in 1—i— <

P 'v"
Summing the precedmg relatlons over £ = 1,. dR and
noting >yl (e ) — [#**E = ka+1 .
Ze 9@ — o[g* el = Iy" — diag(v)77]%. and
m _
22:1 HCZZ — 5] 41”3 < 0Ro dimy HCJZ - CZZ\ 5 We ob-
tain
E [kaJrl _ )—ckJrl ”?%']_-k}
2(\F)? |yl 2
< (1=91pr) Ix* = =F% + =——— 7"
(ko) Pl g
2(\")? || . (54
+ = |y* — diag(v)y" 1%
pR'7
+2m(71)25R2( ) +2(77) 5322 Ruogg)
.7
Tt can be seen that the norm || - || g satisfies the Parallelogram Law and,
hence, the inner product induced by the norm || - || g exists.



where d o is constant such that ||z||r < g 2|/z||2 for all x.

(In finite dimensional vector spaces, all norms are equivalent

up to a proportionality constant, represented by dr o here.)
Step III: Relationship for ||y* — diag(v)¥*|/2.

From (16), the (th entries of [*], satisfy

0= 0 =a")Fe+51E0 ]+ 6" — (1= M) (5",
Then, using (52), we obtain for all / =1,...,d,
y ) — o[y e =CF (YR (0) — v[gF]e) + A5 TLEL (0)
+1L, (g1 (0) = (1 = a™)g"(0))

where C* = (1 — oF)(I — Lo1T) + 7§C and 11, =
(I — Lv1™). Note that we used the relationship C*v[j*], =
0.

Taking the norm || - ||c on both sides yields

[gk-i-l]

k+1 k-l—l

||y 6) —vly Hc
=Hcky 0) = o[g*le) + 10, (g1 (0) -
52|11, (€5(0) I, +2 (C* (" (0) —
FIL, (6F1(0) — (1= a)gb(0)
< (1 = ped) " (0) — ol
HIMlle 6510 = (1 = a¥)g (0)]|,.)
+ (2L €t o)1
+2(CH (YR (0) — wlge) + T, (g™ (6) -
”anvgﬁ;(g»c

where in the inequality we used ||C*||c < 1 —~v5pc. Taking
conditional expectation on both sides leads to
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DI
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+ DGR [|gH (0 - (1= aB)g* 0|7 17
Y2 PC
2
+ OB 2E [[1€h 0]12]
where we used the relationship (a + b)? < (1 + €)a® +
(1 + e 1)b? valid for any scalars a,b and ¢ > 0 and set
=1 _
€= 1- 'YQPC
By summing these relations over £ =1,...,d, we find
E [[ly**" — diag(v)y" (|3 F"]

< (L =5pc)|ly” — diag(v)y" |2

HH ”0502 k+1
+
Aeee 3

+ (75)2|\Hv||205é,2E lz Hﬁw”i]

—ah)gk|2 If’“]

= (56)
Using Assumption 4, we have
g5+ = (1= aP)g7]|
< Hgk“ gfu +llatgfll < Llaf =2 + ot

which, in combination with (56), yields

[lly*t! — diag(v)y* |2 F¥]
< (1 =~pc)lly* — diag(v)¥*|1&

k+1

SAMIBR L [N e
+1 k k
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(57)
where 0¢,2 is constant such that ||z|c < d¢2||z||2 for all .
(In finite dimensional vector spaces, all norms are equivalent
up to a proportionality constant, represented by dc 2 here )

Next, we proceed to analyze E {Zl Lt - ’“|| |]-"“}
in (56). Using (15), we have for every index £ =1,...,d:
aF () — P (0) = AT Ra®(0) + 7 ¢ (6) — Ny (0)
=1 R(a"(0) —[z"] )+71<’“( )= Ay () =v[5"]e) = N0 [5"]e

where we used R1 = 0 in the second equality.
The preceding relationship leads to

E|[l2"(0) - 2" 1]

< (k) = ¥, + X [lo* () — olge], +
Nl |54 l,)” + B [ ¢ @]

<30 [l (0) = [ 3 + 3007 |4 — vl

+ 3?3 [

ells + GHE Ik @3]

where 7% = ||[7FR||2 = ¥ p. which is arbitrarily close to the
spectral radius of the matrix V¥R .
By summing over £ =1,...,d, we obtain

Ei [t -

ZHI — 7F||; +3(\)? ZHyl — v,y
(/\k |U|‘2HﬂkH2 (vF) ZR

Plugging (58) into (57) and using r* = ~¥p.. lead to

o 1]

(58)

E [|y**! — diag(v)y k“l\Qlfk]
6L2||TL, |62 205 o (A")? . _
<1 —5pc + P ly*— diag(v)y" (|2
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Step I'V: We combine Steps I-IIT and prove the theorem.

Defining v = [(F(&"+1) — %||2, ly* —
diag(v)kaQC}T, we have the following relations from (51),
(54), and (59):

Fr), |Ix* - %

_k 2
B 1] < (vt | VPRI | o
Y
(60)
where
3(uTv) L2835 pA”  |luf|?85 o N*
& 2ml2c muT v
VE=10 1-pr 0 ’
0 0 1—~5pc
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2m?2
A o 2|, ||368 r(A)?

k
PRYY
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pcE pcy
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2m 2m R 2m?2 k2 blf
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2(e*)? T, 1388 5 C°
b’§= .Ykpcc ca + (v ) ||HDH%‘6C,2Zi,j(cijagj)2+

21208 5 I 5O s B (08,)°
k

V5 pC
From (16), we have

gt — g*t = (1 - oM)(@F - §¥) +15EL

which further implies

744 = gHE =(1— bR = I + G P
49 <(1 — b (7" - gk)77§§]';)>
and
E [+ — g7
= (1 - 2% + (@™)?)|g* - °)1> + (+5)%E [|1€5 %)

Given that (75)2E [||¢%||?] is summable according to the
theorem statement, and {a*} is not summable but square
summable, we have that ||g*+! — gF*1||? satisfies the con-
dition in Lemma 2. Therefore, the sequence oF|gy*+! —

g"*1||? is summable a.s. according to Lemma 2, and hence,
AE[|gE+1 — gF+1||2 is summable a.s. under the theorem con-
dition limy,_, o A*/a* < oco.

Using Assumption 6, and the conditions that ()2, (v4)2,
(O;ﬁ, and (':ﬁ are summable in the theorem statement, it
foﬁows that a121 entries of the matrix B* are a.s. summable.
By defining b* as the maximum element of B¥, we have B* <
b¥1. Therefore, E[F(z*) — F*|F*], E[[|x* — x*||%|F*],
and E [||y* — diag(v)y*||Z|F*] for the iterates generated by
Algorithm 2 satisfy the conditions of Lemma 9 and, hence,
the results of Lemma 9 hold.
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