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Tailoring Gradient Methods for Differentially-Private Distributed

Optimization

Yongqiang Wang, Angelia Nedić

Abstract—Decentralized optimization is gaining increased trac-
tion due to its widespread applications in large-scale machine
learning and multi-agent systems. The same mechanism that
enables its success, i.e., information sharing among participating
agents, however, also leads to the disclosure of individual agents’
private information, which is unacceptable when sensitive data
are involved. As differential privacy is becoming a de facto
standard for privacy preservation, recently results have emerged
integrating differential privacy with distributed optimization.
However, directly incorporating differential privacy design in
existing distributed optimization approaches significantly com-
promises optimization accuracy. In this paper, we propose to
redesign and tailor gradient methods for differentially-private
distributed optimization, and propose two differential-privacy
oriented gradient methods that can ensure both rigorous ǫ-
differential privacy and optimality. The first algorithm is based
on static-consensus based gradient methods and it can ensure
both almost sure convergence to an optimal solution and a
finite privacy budget even when the number of iterations goes
to infinity. To our knowledge, it is the first algorithm that can
achieve both goals simultaneously. The second algorithm is based
on dynamic-consensus (gradient-tracking) based distributed opti-
mization methods and, hence, it is applicable to general directed
interaction graph topologies. Numerical simulations using a
distributed estimation problem and experimental results on a
benchmark dataset confirm the effectiveness of the proposed
approaches.

I. INTRODUCTION

The problem of optimizing a global objective function

through the cooperation of multiple agents has gained in-

creased attention in recent years. This is driven by its wide

applicability to many engineering and scientific domains,

ranging from cooperative control [1], distributed sensing [2],

sensor networks [3], to large-scale machine learning [4]. In

many of these applications, each agent only has access to

a local objective function and can only communicate with

its local neighbors. The agents cooperate to minimize the

summation of all individual agents’ local objective functions.

Such a distributed optimization problem can be formulated in

the following general form:

min
θ∈Rd

F (θ) ,
1

m

m
∑

i=1

fi(θ) (1)

where m is the number of agents, θ ∈ R
d is a decision variable

common to all agents, while fi : R
d → R is a local objective

function private to agent i.
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Plenty of approaches have been reported to solve the above

distributed optimization problem since the seminal work of

[5], with some of the commonly used approaches including

gradient methods (e.g., [6], [7], [8], [9], [10], [11]), distributed

alternating direction method of multipliers (e.g., [12], [13]),

and distributed Newton methods (e.g., [14]). Among these

approaches, gradient-based approaches are gaining increased

traction due to their efficiency in both computation complexity

and storage requirement, which is particularly appealing for

agents with limited computational or storage capabilities. In

general, existing gradient based distributed optimization algo-

rithms can be divided into two categories. The first category

combines gradient-descent operations and average-consensus

mechanisms (referred to as static-consensus hereafter) by

directly concatenating gradient-descent with a consensus op-

eration of individual agents’ optimization variables. Typical

examples include [6], [15]. Such approaches are simple and

efficient in computation since they only require an agent to

share one variable in each iteration. However, these approaches

are only applicable in balanced graphs (the sum of each agent’s

in-neighbor coupling weights equal to the sum of its out-

neighbor coupling weights). The second category circumvents

the balanced-graph restriction by exploiting consensus mech-

anisms able to track time-varying signals (so-called dynamic

consensus, applicable to general directed graphs) to track the

global gradient (see, e.g., [9], [10], [11], [16], [17]). It can

ensure convergence to an optimal solution under constant

stepsizes and, hence, can achieve faster convergence. However,

such approaches need every agent to maintain and share an

additional gradient-tracking variable besides the optimization

variable, which doubles the communication overhead.

Despite the enormous success of gradient based distributed

optimization algorithms, they all explicitly share optimization

variables and/or gradient estimates in every iteration, which

becomes a problem in applications involving sensitive data.

For example, in the rendezvous problem where a group of

agents uses distributed optimization to cooperatively find an

optimal assembly point, participating agents may want to keep

their initial positions private, which is particularly important

in unfriendly environments [13]. In sensor network based

localization, the positions of sensor agents should be kept

private in sensitive (hostile) environments as well [13], [18].

In fact, without an effective privacy mechanism in place, the

results in [13], [18], [19] show that a participating agent’s

sensitive information, such as position, can be easily inferred

by an adversary or other participating agents in distributed-

optimization based rendezvous and localization approaches.

Another example underscoring the importance of privacy pro-

tection in distributed optimization is machine learning where

exchanged data may contain sensitive information such as
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medical records or salary information [20]. In fact, recent

results in [21] show that without a privacy mechanism in place,

an adversary can use shared information to precisely recover

the raw data used for training (pixel-wise accurate for images

and token-wise matching for texts).

To address the pressing need for privacy protection in

distributed optimization, recently plenty of efforts have been

reported to counteract potential privacy breaches in distributed

optimization. One approach resorts to partially homomorphic

encryption, which has been employed in both our own prior

results [13], [22], and others [23], [24]. However, such ap-

proaches incur heavy communication and computation over-

head. Another approach employs the structural properties

of distributed optimization to inject temporally or spatially

correlated uncertainties, which can also provide privacy pro-

tection in distributed optimization. For example, [20], [25]

showed that privacy can be enabled by adding a constant

uncertain parameter in the projection step or stepsizes. The

authors of [26] showed that network structure can be lever-

aged to construct spatially correlated “structured” noise to

cover information. However, since the uncertainties injected

by these approaches are correlated, their enabled privacy is

restricted: projection based privacy depends on the size of

the projection set – a large projection set nullifies privacy

protection whereas a small projection set offers strong privacy

protection but requires a priori knowledge of the optimal

solution; “structured” noise based approaches require each

agent to have a certain number of neighbors that do not share

information with the adversary. Differential Privacy (DP) [27]

is becoming increasingly popular in privacy protection. It

employs uncorrelated noises, and hence can provide strong

privacy protection for a participating agent, even when all its

neighbors are compromised. As DP is achieving remarkable

successes in various applications [28], [29], [30], [31], [32]

and becoming a de facto standard for privacy protection,

some efforts have also been reported incorporating DP-noise

with distributed optimization. For example, DP based ap-

proaches have been proposed to obscure shared information in

distributed optimization by injecting DP-noise to exchanged

messages [18], [33], [34], [35], or objective functions [36].

However, while obscuring information, a persistent DP-noise

also unavoidably compromises the accuracy of optimization,

leading to a fundamental trade-off between privacy and accu-

racy. In fact, recently the investigation in [21] indicates that

DP-based defense can achieve reasonable privacy protection

“only when the noise variance is large enough to degrade

accuracy [21].”

In this paper, we propose to tailor gradient methods for

differentially-private distributed optimization. More specifi-

cally, motivated by the observation that persistent DP-noise has

to be repeatedly injected in every iteration of gradient based

methods to ensure a strong privacy protection, which results in

significant reduction in optimization accuracy, we propose to

gradually weaken coupling strength in distributed optimization

to attenuate DP-noise that is added to every shared message.

We judiciously design the weakening factor sequences such

that the consensus and convergence to an optimal solution are

ensured even in the presence of persistent DP-noise.

The main contributions are as follows: 1) We propose two

gradient-based methods for differentially private distributed

optimization. The first one is based on static-consensus com-

bined with a gradient method, which needs every agent to

store and share one variable in each iteration. The second one

is based on dynamic-consensus (gradient-tracking) combined

with an approximate gradient method, which needs every

agent to store and share two variables, but it is applicable

to general directed graphs; 2) We rigorously prove that both

algorithms can ensure almost sure convergence of all agents

to the optimal solution even in the presence of persistent

DP-noise, which, to our knowledge, has not been achieved

before; 3) We prove that both algorithms can ensure rigor-

ous ǫ-differential privacy for participating agents’ objective

functions, even when all communications are observable to

adversaries. More interestingly, the first algorithm can ensure

a finite privacy budget even when the number of iterations

goes to infinity. To our knowledge, it is the first algorithm that

can achieve this goal under the constraint of ensured almost

sure convergence to the optimal solution; 4) Even without

taking privacy into consideration, the two proposed algorithms

and theoretical derivations are of interest themselves. Except

requiring the global objective function to be convex and

the gradients of agents’ objective functions to be Lipschitz

continuous, we do not impose additional assumptions such as

coercive or strongly-convex objective functions, or bounded

gradients, which are commonly used in existing gradient

based distributed optimization algorithms. The convergence

analysis for the two proposed algorithms has fundamental

differences from existing proof techniques. More specifically,

existing convergence analysis of distributed gradient descent

algorithms (e.g., [6]) and their stochastic variants (e.g., [37]

and [38]) rely on the geometric (exponential) decreasing of

consensus errors, which is possible only when all nonzero

coupling weights are lower bounded by a positive constant.

Such geometric (exponential) decreasing of consensus errors

is key to proving exact convergence of all agents’ iterates to

an optimal solution. In our case, since the coupling strength

decays to zero, such geometric (exponential) decreasing of

consensus errors does not exist any more. The fundamental

difference is even more pronounced in the case of the proposed

gradient-tracking based algorithm. In all existing gradient-

tracking based methods and their stochastic variants, the fun-

damental idea of convergence analysis is to formulate the error

dynamics as a linear time-invariant system of inequalities,

whose convergence is determined by a constant systems matrix

(denoted as A in [17], [39], J in [11], or G in [40]). Then,

by proving that the spectral radius of this systems matrix is a

constant value strictly less than one, such analysis can prove

exponential (linear) convergence. However, for a decaying

coupling strength, under the conventional formulation, the

spectral radius of the systems matrix will converge to one,

which makes it impossible to use the conventional spectral-

radius based analysis. Therefore, to prove convergence of

our algorithms, we developed a new martingale convergence

theorem based analyzing approach, which is fundamentally

different from conventional proof techniques.

The organization of the paper is as follows. Sec. II gives



the problem formulation and some results for a later use.

Sec. III presents a static-consensus based gradient method for

differentially-private distributed optimization and establishes

the almost sure convergence of all agents’ iterates to an

optimal solution as well as ǫ-differential privacy guarantees.

Sec. IV presents a dynamic-consensus based gradient method

for differentially-private distributed optimization and estab-

lishes the almost sure convergence of the method to an optimal

solution as well as ǫ-differential privacy guarantees. Sec. V

presents both numerical simulations and experimental results

on a benchmark dataset MNIST. Finally, Sec. VI concludes

the paper.

Notations: We use Rd to denote the Euclidean space of

dimension d. We write Id for the identity matrix of dimension

d, and 1d for the d-dimensional column vector will all entries

equal to 1; in both cases we suppress the dimension when

clear from the context. For a vector x, xi denotes its ith
element. We use 〈·, ·〉 to denote the inner product. We write

‖A‖ for the matrix norm induced by the vector norm ‖ · ‖,

unless stated otherwise. We let AT denote the transpose of

a matrix A. We also use other vector/matrix norms defined

under a certain transformation determined by a matrix W ,

which will be represented as ‖ · ‖W . A matrix is column-

stochastic when its entries are nonnegative and elements in

every column add up to one. A square matrix A is said to be

doubly-stochastic when both A and AT are column-stochastic.

Often, we abbreviate almost surely by a.s.

II. PROBLEM FORMULATION AND PRELIMINARIES

A. On distributed optimization

We consider a network of m agents, interacting on a general

directed graph. We describe a directed graph using an ordered

pair G = ([m], E), where [m] = {1, 2, . . . ,m} is the set

of nodes (agents) and E ⊆ [m] × [m] is the edge set of

ordered node pairs describing the interaction among agents.

For a nonnegative weighting matrix W = {wij} ∈ Rm×m,

we define the induced directed graph as GW = ([m], EW ),
where the directed edge (i, j) from agent j to agent i exists,

i.e., (i, j) ∈ EW if and only if wij > 0. For an agent i ∈ [m],
its in-neighbor set Nin

i is defined as the collection of agents

j such that wij > 0; similarly, the out-neighbor set Nout
i of

agent i is the collection of agents j such that wji > 0.

The optimization problem (1) can be reformulated as the

following equivalent multi-agent optimization problem:

min
x∈Rmd

f(x) ,
1

m

m
∑

i=1

fi(xi) s.t. x1 = x2 = · · · = xm (2)

where xi ∈ Rd is agent i’s decision variable and the collection

of the agents’ variables is x = [xT
1 , x

T
2 , . . . , x

T
m]T ∈ Rmd.

We make the following assumption on objective functions.

Assumption 1. Problem (1) has an optimal solution θ∗. The

objective function F (·) is convex and each fi(·) has Lipschitz

continuous gradients over Rd, i.e., for some L > 0,

‖∇fi(u)−∇fi(v)‖ ≤ L‖u− v‖, ∀i ∈ [m] and ∀u, v ∈ R
d

Under Assumption 1, the optimization problem (2) has an

optimal solution x∗ = [(θ∗)T , (θ∗)T , . . . , (θ∗)T ]T ∈ Rmd.

In the analysis of our methods, we use the following results.

Lemma 1 ([41], Lemma 11, page 50). Let {vk}, {uk}, {αk},

and {βk} be random nonnegative scalar sequences such that
∑∞

k=0 α
k < ∞ and

∑∞
k=0 β

k < ∞ a.s. and

E
[

vk+1|Fk
]

≤ (1 + αk)vk − uk + βk, ∀k ≥ 0 a.s .

where Fk = {vℓ, uℓ, αℓ, βℓ; 0 ≤ ℓ ≤ k}. Then
∑∞

k=0 u
k < ∞

and limk→∞ vk = v for a random variable v ≥ 0 a.s.

Lemma 2. Let {vk},{αk}, and {pk} be random nonnegative

scalar sequences, and {qk} be a deterministic nonnegative

scalar sequence satisfying
∑∞

k=0 α
k < ∞ a.s.,

∑∞
k=0 q

k =
∞,

∑∞
k=0 p

k < ∞ a.s., and the following inequality

E
[

vk+1|Fk
]

≤ (1 + αk − qk)vk + pk, ∀k ≥ 0 a.s .

where Fk = {vℓ, αℓ, pℓ; 0 ≤ ℓ ≤ k}. Then,
∑∞

k=0 q
kvk < ∞

and limk→∞ vk = 0 hold almost surely.

Proof. From the given relation we have almost surely

E
[

vk+1|Fk
]

≤ (1 + αk)vk − qkvk + pk, ∀k ≥ 0 (3)

By Lemma 1 with uk = qkvk, and βk = pk, it follows

that
∑∞

k=0 q
kvk < ∞ and limk→∞ vk = v for a random

variable v ≥ 0 a.s. Since
∑∞

k=0 q
k = ∞, it follows that

lim infk→∞ vk = 0 a.s. This and the fact vk → v a.s. imply

that limk→∞ vk = 0 a.s.

Lemma 3. Consider the problem minz∈Rd φ(z), where φ :
Rd → R is a continuous function. Assume that the optimal

solution set Z∗ of the problem is nonempty. Let {zk} be a

random sequence such that for any optimal solution z∗ ∈ Z∗,

E
[

‖zk+1 − z∗‖2|Fk
]

≤ (1 + αk)‖zk − z∗‖2 − ηk
(

φ(zk)− φ(z∗)
)

+ βk, ∀k ≥ 0

holds a.s., where Fk = {zℓ, αℓ, βℓ, ℓ = 0, 1, . . . , k}, {αk}
and {βk} are random nonnegative scalar sequences satisfying
∑∞

k=0 α
k < ∞,

∑∞
k=0 β

k < ∞ a.s. , while {ηk} is a de-

terministic nonnegative scalar sequence with
∑∞

k=0 η
k = ∞.

Then, {zk} converges almost surely to some solution z∗ ∈ Z∗.

Proof. By letting z = z∗ for an arbitrary z∗ ∈ Z∗ and defining

φ∗ = minz∈Rm φ(z), we obtain a.s. for all k,

E
[

‖zk+1− z∗‖2|Fk
]

≤(1+αk)‖zk−z∗‖−ηk(φ(zk)−φ∗)+βk

Thus, all the conditions of Lemma 1 are satisfied, yielding
{

‖zk − z∗‖
}

converges for each z∗ ∈ Z∗ a.s. (4)
∞
∑

k=0

ηk(φ(zk)− φ∗) < ∞ a.s. (5)

From (5) and
∑∞

k=0 η
k = ∞ we have lim infk→∞ φ(zk) = φ∗

a.s. Let {zkℓ} be a subsequence such that almost surely

lim
ℓ→∞

φ(zkℓ) = lim inf
k→∞

φ(zk) = φ∗ (6)

Relation (4) implies that the sequence {zk} is bounded a.s.

Thus, we can assume without loss of generality that {zkℓ}
converges a.s. to some z̃ (for otherwise, we can in turn

select a convergent subsequence of {zkℓ}). Therefore, by the

continuity of φ, one has limℓ→∞ φ(zkℓ) = φ(z̃) a.s., which

in combination with (6) implies that z̃ ∈ Z∗ a.s. By letting

z∗ = z̃ in (4), we see that zk converges to z̃ a.s.



B. On differential privacy

We consider Laplace noise for differential privacy. For a

constant ν > 0, Lap(ν) denotes the Laplace distribution

with probability density function 1
2ν e

− |x|
ν . This distribution

has mean zero and variance 2ν2. Following [42], for the

convenience of DP analysis, we represent the distributed opti-

mization problem P in (1) by four parameters (X ,S, F,GW ),

where X = Rn is the domain of optimization, S ⊆ {Rn 7→ R}
is a set of real-valued objective functions, with fi ∈ S, and

F (x) , 1
m

∑m
i=1 fi(x), and GW is the induced graph by

matrix W . Then we define adjacency as follows:

Definition 1. Two distributed optimization problems P and

P ′ are adjacent if the following conditions hold:

• X = X ′, S = S ′, and GW = G′
W , i.e., the domain

of optimization, the set of individual objective functions,

and the communication graphs are identical;

• there exists an i ∈ [m] such that fi 6= f ′
i but fj = f ′

j for

all j ∈ [m], j 6= i.

According to the definition, it can be seen that two dis-

tributed optimization problems are adjacent if and only if one

agent changes its individual objective function while all others

parameters are identical.

Given a distributed optimization problem, we represent an

execution of such as algorithm as A, which is an infinite

sequence of the optimization variables, i.e., A = {x0, x1, · · · }.

We consider adversaries that can observe all communicated

messages in the network. Therefore, the observation part of an

execution is the infinite sequence of shared messages, which

is represented by O. We define the observation mapping as

R(A) , O. Given a distributed optimization problem P , ob-

servation sequence O, and an initial state x0, R−1(P ,O, x0)
is the set of executions A that can generate observation O.

Definition 2. (ǫ-differential privacy [42]). For a given ǫ > 0,

an iterative distributed algorithm solving problem (1) is ǫ-
differentially private if for any two adjacent P and P ′, any

set of observation sequences Os ⊆ O (with O denoting the

set of all possible observation sequences), and any initial state

x0, we always have

P[R−1
(

P ,Os, x
0
)

] ≤ eǫP[R−1
(

P ′,Os, x
0
)

] (7)

where the probability P is taken over the randomness over

iteration processes.

The definition of ǫ-differential privacy ensures that an

adversary having access to all shared messages in the network

cannot gain information with a significant probability of any

participating agent’s objective function. It can also be seen that

a smaller ǫ means a higher level of privacy protection.

III. STATIC-CONSENSUS GRADIENT METHODS FOR

DIFFERENTIALLY-PRIVATE DISTRIBUTED OPTIMIZATION

In this section, we tailor a static-consensus based distributed

gradient method to construct a differentially-private distributed

method with almost sure convergence to an optimal solution.

The agent interaction strength is captured by a weight matrix

W = {wij}, where wij > 0 if there is a link from agent j to

agent i, and wij = 0 otherwise. We let wii , −
∑

j∈Nin

i
wij

for all i ∈ [m], where Nin
i is the in-neighbor set of agent i.

We make the following assumption on W :

Assumption 2. The matrix W = {wij} ∈ Rm×m is symmetric

and satisfies 1TW = 0T , W1 = 0, ‖I +W − 11
T

m
‖ < 1.

Assumption 2 ensures that the interaction graph induced by

W is balanced and connected, i.e., there is a path from each

agent to every other agent. It can be seen that ‖I + W −
11

T

m
‖ = max{|1+λ2|, |1+λm|}, where {λi, i ∈ [m]} are the

eigenvalues of W , with λm ≤ . . . ≤ λ2 ≤ λ1 = 0.

To achieve a strong DP, independent DP-noise should be

injected repeatedly in every round of message sharing and,

hence, constantly affects the algorithm through inter-agent in-

teractions, leading to significant reduction in optimization ac-

curacy. Motivated by this observation, we propose to gradually

weaken inter-agent interactions to reduce the influence of DP-

noise on optimization accuracy. Interestingly, we prove that by

judiciously designing the interaction weakening mechanism,

we can still ensure convergence of all agents to a common

optimal solution even in the presence of persistent DP-noise.

We first present our new static-consensus based gradient

method for differentially-private distributed optimization:

Algorithm 1: DP-oriented static-consensus based dis-

tributed optimization

Parameters: Stepsize λk and weakening factor γk.

Every agent i maintains one state xk
i , which is initialized

with a random vector in Rd.

for k = 1, 2, . . . do

a) Every agent j adds persistent DP-noise ζkj to its state xk
j ,

and then sends the obscured state xk
j +ζkj to agent i ∈ Nout

j .

b) After receiving xk
j + ζkj from all j ∈ Nin

i , agent i updates

its state as follows:

xk+1
i =xk

i +
∑

j∈Nin

i

γkwij(x
k
j + ζkj − xk

i )− λk∇fi(x
k
i ) (8)

c) end

The sequence {γk} diminishes with time and is used to

suppress the influence of persistent DP-noise ζkj on the con-

vergence point of the iterates. The stepsize sequence {λk} and

attenuation sequence {γk} have to be designed appropriately

to guarantee the almost sure convergence of all {xk
i } to a com-

mon optimal solution θ∗. The persistent DP-noise processes

{ζki }, i ∈ [m] have zero-mean and γk-bounded (conditional)

variances, to be specified later in Assumption 3.

A. Convergence analysis

We have to extend Lemma 1 to deal with random vectors.

Lemma 4. Let {vk} ⊂ Rd and {uk} ⊂ Rp be random

nonnegative vector sequences, and {ak} and {bk} be random

nonnegative scalar sequences such that

E
[

vk+1|Fk
]

≤ (V k + ak11T )vk + bk1−Hkuk, ∀k ≥ 0



holds a.s., where {V k} and {Hk} are random sequences

of nonnegative matrices and E
[

vk+1|Fk
]

denotes the con-

ditional expectation given vℓ,uℓ, aℓ, bℓ, V ℓ, Hℓ for ℓ =
0, 1, . . . , k. Assume that {ak} and {bk} satisfy

∑∞
k=0 a

k < ∞
and

∑∞
k=0 b

k < ∞ a.s., and that there exists a (deterministic)

vector π > 0 such that πTV k ≤ πT and πTHk ≥ 0 hold a.s.

for all k ≥ 0. Then, we have 1) {πTvk} converges to some

random variable πTv ≥ 0 a.s.; 2) {vk} is bounded a.s., and

3)
∑∞

k=0 π
THkuk < ∞ holds a.s.

Proof. By multiplying the given relation for vk+1 with π and

using πTV k ≤ πT and the nonnegativity of vk , we obtain

E
[

πTvk+1|Fk
]

≤πTvk+ak(πT1)(1Tvk)+bkπT1−πTHkuk

Since π > 0, we have πmin = mini{πi} > 0, which yields

1Tvk =
1

πmin
πmin1

Tvk ≤
1

πmin
πTvk

where the inequality holds since vk ≥ 0. So, one obtains

E
[

πTvk+1|Fk
]

≤

(

1 + ak
πT1

πmin

)

πTvk+bkπT1−πTHkuk

By our assumption, πTHkuk ≥ 0 holds for all k a.s. Thus,

the preceding relation implies that the conditions of Lemma 1

are satisfied with vk = πTvk, αk = akπT1/πmin and

βk = bkπT1. So by Lemma 1, it follows that the limit

limk→∞ πTvk exists a.s. Consequently, {πTvk} is bounded

a.s., and since {vk} is nonnegative and π > 0, it follows

that {vk} is also bounded a.s. By Lemma 1, we have
∑∞

k=0 π
THkuk < ∞ a.s.

Based on Lemma 3 and Lemma 4, we can prove the fol-

lowing general convergence results for static-consensus based

distributed algorithms for problem (1).

Lemma 5. Assume that problem (1) has a solution. Suppose

that a distributed algorithm generates sequences {xk
i } ⊆ Rd

such that almost surely we have for any optimal solution θ∗,

[

E
[

‖x̄k+1 − θ∗‖2|Fk
]

E
[
∑m

i=1 ‖x
k+1
i − x̄k+1‖2|Fk

]

]

≤

([

1 γk

m

0 1− κγk

]

+ ak11T

)[

‖x̄k − θ∗‖2
∑m

i=1 ‖x
k
i − x̄k‖2

]

+ bk1− ck
[

F (x̄k)− F (θ∗)
0

]

, ∀k ≥ 0

(9)

where x̄k = 1
m

∑m
i=1 x

k
i , Fk = {xℓ

i , i ∈ [m], 0 ≤ ℓ ≤ k},

the random nonnegative scalar sequences {ak}, {bk} satisfy
∑∞

k=0 a
k < ∞ and

∑∞
k=0 b

k < ∞ a.s., the deterministic

nonnegative sequences {ck} and {γk} satisfy
∑∞

k=0 c
k = ∞

and
∑∞

k=0 γ
k = ∞, and the scalar κ > 0 satisfies κγk < 1 for

all k ≥ 0. Then, we have limk→∞ ‖xk
i − x̄k‖ = 0 a.s. for all

i, and there is a solution θ̃∗ such that limk→∞ ‖x̄k − θ̃∗‖ = 0
a.s.

Proof. Let θ∗ be an arbitrary but fixed optimal solution of

problem (1). Then, we have F (x̄k) − F (θ∗) ≥ 0 for all k.

Hence, by letting vk =
[

‖x̄k − θ∗‖2,
∑m

i=1 ‖x
k
i − x̄k‖2

]T
,

from relation (9) it follows that almost surely for all k ≥ 0,

E
[

vk+1|Fk
]

≤

([

1 γk

m

0 1− κγk

]

+ ak11T

)

vk + bk1 (10)

Consider the vector π = [1, 1
mκ

]T and note

πT

[

1 γk

m

0 1− κγk

]

= πT . Thus, relation (10) satisfies

all conditions of Lemma 4. By Lemma 4, it follows that

limk→∞ πTvk exists a.s., and that the sequences {‖x̄k−θ∗‖2}
and {

∑m
i=1 ‖x

k
i − x̄k‖2} are bounded a.s.. From (10) we have

the following relation a.s. for the second element of vk:

E

[

m
∑

i=1

‖xk+1
i − x̄k+1‖2|Fk

]

≤ (1 + ak − κγk)

m
∑

i=1

‖xk
i − x̄k‖2 + βk ∀k ≥ 0

where βk = ak
(

‖x̄k − θ∗‖2 +
∑m

i=1 ‖x
k
i − x̄k‖2

)

. Since
∑∞

k=0 a
k < ∞ a.s. by our assumption, and the sequences

{‖x̄k − θ∗‖2} and {
∑m

i=1 ‖x
k
i − x̄k‖2} are bounded a.s., it

follows that
∑∞

k=0 β
k < ∞ a.s. Thus, the preceding relation

satisfies the conditions of Lemma 2 with vk =
∑m

i=1 ‖x
k
i −

x̄k‖2, qk = κγk and pk = βk due to our assumptions
∑∞

k=0 b
k < ∞ a.s. and

∑∞
k=0 γ

k = ∞. By Lemma 2 it

follows that a.s.

∞
∑

k=0

κγk

m
∑

i=1

‖xk
i −x̄k‖2 < ∞, lim

k→∞

m
∑

i=1

‖xk
i −x̄k‖2 = 0 (11)

It remains to show that ‖x̄k − θ∗‖2 → 0 a.s. For this, we

consider relation (9) and focus on the first element of vk , for

which we obtain almost surely for all k ≥ 0:

E
[

‖x̄k+1 − θ∗‖2|Fk
]

≤ (1 + ak)‖x̄k − θ∗‖2

+

(

γk

m
+ ak

) m
∑

i=1

‖xk
i − x̄k‖2 + bk − ck(F (x̄k)− F (θ∗))

(12)

The preceding relation satisfies Lemma 3 with φ = F ,

z∗ = θ∗, zk = x̄k, αk = ak, ηk = ck, and βk = (γ
k

m
+

ak)
∑m

i=1 ‖x
k
i − x̄k‖2+bk. By our assumptions, the sequences

{ak} and {bk} are summable a.s., and
∑∞

k=0 c
k = ∞. In

view of (11), it follows that
∑∞

k=0 β
k < ∞ a.s. Hence, all the

conditions of Lemma 3 are satisfied and, consequently, {x̄k}
converges to some optimal solution almost surely.

Using Lemma 5, we are in position to establish convergence

of Algorithm 1 assuming that persistent DP-noise satisfies the

following assumption.

Assumption 3. For every i ∈ [m] and every k, conditional

on the state xk
i , the random noise ζki satisfies E

[

ζki | xk
i

]

= 0
and E

[

‖ζki ‖
2 | xk

i

]

= (σk
i )

2 for all k ≥ 0, and

∞
∑

k=0

(γk)2 max
i∈[m]

(σk
i )

2 < ∞ (13)

where {γk} is the attenuation sequence from Algorithm 1. The

initial random vectors satisfy E
[

‖x0
i ‖

2
]

< ∞, ∀i ∈ [m].



Remark 1. Given that γk decreases with time, (13) can be

satisfied even when {σk
i } increases with time. For example,

under γk = O( 1
k0.9 ), an increasing {σk

i } with increasing rate

no larger than O(k0.3) still satisfies the summable condition

in (13). Allowing {σk
i } to be increasing with time is key to

enabling the strong ǫ-differential privacy in Theorem 2.

Theorem 1. Under Assumption 1, Assumption 2, and Assump-

tion 3, Algorithm 1 converges to a solution of problem (1) a.s.

when γk and λk satisfy
∑∞

k=0 γ
k = ∞,

∑∞
k=0 λ

k = ∞, and
∑∞

k=0
(λk)2

γk < ∞.

Proof. The basic idea is to apply Lemma 5 to the quantities

E
[

‖x̄k+1 − θ∗‖2|Fk
]

and E
[
∑m

i=1 ‖x
k+1
i − x̄k+1‖2|Fk

]

.

We divide the proof into two parts to analyze ‖x̄k+1 − θ∗‖2

and
∑m

i=1 ‖x
k+1
i − x̄k+1‖2, respectively.

Part I: We first analyze ‖x̄k+1 − θ∗‖2. For the sake of

notational simplicity, we represent ∇fi(x
k
i ) as gki . Stacking xk

i

and gki into augmented vectors (xk)T =
[

(xk
1)

T , · · · , (xk
m)T

]

and (gk)T =
[

(gk1 )
T , · · · , (gkm)T

]

, respectively, we can write

the dynamics of Algorithm 1 as

xk+1 = (I + γkW ⊗ Id)x
k + γkζkw − λkgk (14)

where ⊗ denotes the Kronecker product, and (ζkw)
T =

[

(ζkw1)
T , · · · , (ζkwm)T

]

with

ζkwi ,
∑

j∈Nin

i

wijζ
k
j (15)

From (14) we can obtain the following relationship for the

average vector x̄k = 1
m

∑m
i=1 x

k
i by using the zero column-

sum property of W :

x̄k+1 = x̄k + γk ζ̄kw −
λk

m

m
∑

i=1

gki (16)

where

ζ̄kw =
1

m

m
∑

i=1

ζkwi =
1

m

m
∑

i=1

∑

j∈Nin

i

wijζ
k
j = −

∑m
i=1 wiiζ

k
i

m

We used the definition wii , −
∑

j∈Nin

i
wij and the balanced

property of W in the last equality above. Using (16) and the

preceding relation, we relate x̄k to an optimal solution

x̄k+1 − θ∗ = x̄k − θ∗ −
1

m

m
∑

i=1

(

λkgki + γkwiiζ
k
i

)

which further implies

∥

∥x̄k+1 − θ∗
∥

∥

2
=
∥

∥x̄k − θ∗
∥

∥

2
−

2

m

m
∑

i=1

〈

λkgki + γkwiiζ
k
i , x̄

k − θ∗
〉

+
1

m2

∥

∥

∥

∥

∥

m
∑

i=1

(

λkgki + γkwiiζ
k
i

)

∥

∥

∥

∥

∥

2

≤
∥

∥x̄k − θ∗
∥

∥

2
−

2

m

m
∑

i=1

〈

λkgki + γkwiiζ
k
i , x̄

k − θ∗
〉

+
2

m2

∥

∥

∥

∥

∥

m
∑

i=1

λkgki

∥

∥

∥

∥

∥

2

+
2

m2

∥

∥

∥

∥

∥

m
∑

i=1

γkwiiζ
k
i

∥

∥

∥

∥

∥

2

Taking the conditional expectation, given Fk = {x0, . . . , xk},

and using the assumption that the noise ζki is with zero mean

and variance (σk
i )

2 conditionally on xk
i (see Assumption 3),

from the preceding relation we obtain a.s. for all k ≥ 0,

E

[

∥

∥x̄k+1 − θ∗
∥

∥

2
|Fk
]

≤
∥

∥x̄k − θ∗
∥

∥

2
−

2λk

m

m
∑

i=1

〈

gki , x̄
k − θ∗

〉

+
2

m2
(λk)2

∥

∥

∥

∥

∥

m
∑

i=1

gki

∥

∥

∥

∥

∥

2

+
2

m
(γk)2

m
∑

i=1

w2
ii(σ

k
i )

2

(17)

We next estimate the inner product term, for which we have

2λk

m

m
∑

i=1

〈

gki , x̄
k − θ∗

〉

=
2λk

m

m
∑

i=1

〈

gki −∇fi(x̄
k), x̄k − θ∗

〉

+
2λk

m

m
∑

i=1

〈

∇fi(x̄
k), x̄k − θ∗

〉

(18)

Recalling that gki = ∇fi(x
k
i ), by the Lipschitz continuous

property of ∇fi(·), we have

λk
〈

gki −∇fi(x̄
k), x̄k − θ∗

〉

≥ −Lλk‖xk
i − x̄k‖‖x̄k − θ∗‖

≥ −
γk

2
‖xk

i − x̄k‖2 −
L2(λk)2

2γk
‖x̄k − θ∗‖2

(19)

By the convexity of F (·), we have

2λk

m

m
∑

i=1

〈

∇fi(x̄
k), x̄k − θ∗

〉

= 2λk
〈

∇F (x̄k), x̄k − θ∗
〉

≥ 2λk(F (x̄k)− F (θ∗))
(20)

Combining (18), (19), and (20) leads to

2λk

m

m
∑

i=1

〈

gki , x̄
k − θ∗

〉

≥ −
γk

m

m
∑

i=1

‖xk
i − x̄k‖2

−
L2(λk)2

γk
‖x̄k − θ∗‖2 + 2λk(F (x̄k)− F (θ∗))

(21)

We next estimate the second last term in (17):

1

m2

∥

∥

∥

∥

∥

m
∑

i=1

gki

∥

∥

∥

∥

∥

2

=
1

m2

∥

∥

∥

∥

∥

m
∑

i=1

(

gki −∇fi(θ
∗)
)

∥

∥

∥

∥

∥

2

≤
L2

m

m
∑

i=1

∥

∥xk
i − θ∗

∥

∥

2
=

L2

m
‖xk − x∗‖2

(22)

Further using the inequality

‖xk − x∗‖2 ≤ ‖xk − 1⊗ x̄k + 1⊗ x̄k − x∗‖2

≤ 2‖xk − 1⊗ x̄k‖2 + 2‖1⊗ x̄k − x∗‖2

≤ 2

m
∑

i=1

‖xk
i − x̄k‖2 + 2m‖x̄k − θ∗‖2

(23)

we have from (22) that

1

m2

∥

∥

∥

∥

∥

m
∑

i=1

gki

∥

∥

∥

∥

∥

2

≤
2L2

m

m
∑

i=1

‖xk
i − x̄k‖2 + 2L2‖x̄k − θ∗‖2

(24)



Substituting (21) and (24) into (17) yields

E

[

∥

∥x̄k+1 − θ∗
∥

∥

2
|Fk
]

≤
∥

∥x̄k − θ∗
∥

∥

2
+

γk

m

m
∑

i=1

‖xk
i − x̄k‖2

+ L2(λk)2
(

1

γk
+ 4

)

‖x̄k − θ∗‖2 − 2λk(F (x̄k)− F (θ∗))

+
4L2(λk)2

m

m
∑

i=1

‖xk
i − x̄k‖2 +

2(γk)2

m

m
∑

i=1

w2
ii(σ

k
i )

2

(25)

Part II: Next we analyze
∑m

i=1 ‖x
k+1
i − x̄k+1‖2. Using (14)

and (16), we obtain

xk+1 − 1⊗ x̄k+1 = (I + γkW ⊗ Id)x
k − 1⊗ x̄k

+ γk

(

ζkw −
1

m

m
∑

i=1

1⊗ ζkw,i

)

− λk

(

gk −
1

m

m
∑

i=1

1⊗ gki

)

Noting 1 ⊗ x̄k = 1
m

(

11T ⊗ Id
)

xk ,
∑m

i=1 1 ⊗ ζkw,i =
(

11T ⊗ Id
)

ζkw, and
∑m

i=1 1 ⊗ gki =
(

11T ⊗ Id
)

gk, we can

rewrite the preceding equality as

xk+1 − 1⊗ x̄k+1

= (I + γkW ⊗ Id −
1

m
11T ⊗ Id)x

k

+ γk

(

I −
1

m
11T ⊗ Id

)

ζkw − λk

(

I −
1

m
11T ⊗ Id

)

gk

= Ŵkx
k + γkΞζkw − λkΞgk

(26)

with Ŵk ,
(

I + γkW − 1
m
11T

)

⊗ Id and Ξ ,
(

I − 1
m
11T

)

⊗ Id.

Since
(

I + γkW − 1
m
11T

)

1 = 0 holds and we always

have (A⊗B)(C ⊗D) = (AC) ⊗ (BD), it follows that

Ŵk

(

1⊗ x̄k
)

=

((

I + γkW −
11T

m

)

×1

)

⊗
(

Id × x̄k
)

= 0

By subtracting Ŵk

(

1⊗ x̄k
)

= 0 from the right hand side of

(26), we obtain

xk+1 − 1⊗ x̄k+1 = Ŵk

(

xk − 1⊗ x̄k
)

+ γkΞζkw − λkΞgk

which further leads to

‖xk+1 − 1⊗ x̄k+1‖2

= ‖Ŵk(x
k − 1⊗ x̄k)− λkΞgk‖2

+ 2
〈

Ŵk(x
k − 1⊗ x̄k)− λkΞgk, γkΞζkw

〉

+ ‖γkΞζkw‖
2

≤ ‖Ŵk(x
k − 1⊗ x̄k)− λkΞgk‖2

+ 2
〈

Ŵk(x
k − 1⊗ x̄k)− λkΞgk, γkΞζkw

〉

+m(γk)2
m
∑

i=1

∑

j∈Nin

i

w2
ij‖ζ

k
j ‖

2

where the inequality follows from ‖Ξ‖ = 1 and the definition

of ζkw,i in (15). Taking the conditional expectation with respect

to Fk = {x0, . . . , xk} and using Assumption 3 yield

E
[

‖xk+1 − 1⊗ x̄k+1‖2|Fk
]

≤
∥

∥

∥
Ŵk(x

k − 1⊗ x̄k)− λkΞgk
∥

∥

∥

2

+m(γk)2
m
∑

i=1

∑

j∈Nin

i

w2
ij(σ

k
j )

2

≤
(

‖Ŵk(x
k − 1⊗ x̄k)‖ + ‖λkΞgk‖

)2

+m(γk)2
(

max
j∈[m]

σk
j

)2

CW

where CW =
∑m

i=1

∑

j∈Nin

i
w2

ij . Using the fact ‖Ξ‖ = 1 and

‖Ŵk‖ = ‖I+γkW − 1
m
11T ‖ = 1−γk|ν| where −ν is some

non-zero eigenvalue of W (see Assumption 2), we obtain

E
[

‖xk+1 − 1⊗ x̄k+1‖2|Fk
]

≤ (1− γk|ν|)2(1 + ǫ)‖xk − 1⊗ x̄k‖2

+ (1 + ǫ−1)(λk)2‖gk‖2 +m(γk)2
(

max
j∈[m]

σk
j

)2

CW

(27)

for any ǫ > 0, where we used (a+b)2 ≤ (1+ǫ)a2+(1+ǫ−1)b2

valid for any scalars a, b, and ǫ > 0.

We next focus on estimating the term involving the gradient

gk in the preceding inequality. Noting that gk = m∇f(xk) and

that f(·) has Lipschitz continuous gradients (with Lipschitz

constant L
m

), we have

‖gk‖2 = m2‖∇f(xk)−∇f(x∗) +∇f(x∗)‖2

≤ 2m2‖∇f(xk)−∇f(x∗)‖2 + 2m2‖∇f(x∗)‖2

≤ 2L2‖xk − x∗‖2 + 2m2‖∇f(x∗)‖2

Since x∗ = 1⊗ θ∗, using the relationship in (23), we obtain

‖gk‖2 ≤ 4L2(‖xk−1⊗x̄k‖2+m‖x̄k−θ∗‖2)+2m2‖∇f(x∗)‖2

Finally, substituting the preceding relation back in (27) yields

E
[

‖xk+1 − 1⊗ x̄k+1‖2|Fk
]

≤ (1− γk|ν|)2(1 + ǫ)‖xk − 1⊗ x̄k‖2

+ 4(1 + ǫ−1)L2(λk)2(‖xk − 1⊗ x̄k‖2 +m‖x̄k − θ∗‖2)

+ 2(1 + ǫ−1)(λk)2m2‖∇f(x∗)‖2 +m(γk)2
(

max
j∈[m]

σk
j

)2

CW

By letting ǫ = γk|ν|
1−γk|ν|

and consequently 1+ǫ = (1−γk|ν|)−1

and 1 + ǫ−1 = (γk|ν|)−1, we arrive at

E
[

‖xk+1 − 1⊗ x̄k+1‖2|Fk
]

≤

(

1− γk|ν|+
4L2(λk)2

|ν|γk

)

‖xk − 1⊗ x̄k‖2

+
4mL2(λk)2

|ν|γk
‖x̄k − θ∗‖2 +

4(λk)2m2

|ν|γk
‖∇f(x∗)‖2

+m(γk)2
(

max
j∈[m]

σk
j

)2

CW

(28)

By combining (25) and (28), and using Assumption 3, we have

E
[

‖x̄k+1 − θ∗‖2|Fk
]

and E
[
∑m

i=1 ‖x
k+1
i − x̄k+1‖2|Fk

]

sat-

isfying the conditions of Lemma 5 with κ = |ν|,

ck = 2λk, ak = max{L2(λk)2
(

1
γk + 4

)

, 4mL2(λk)2

|ν|γk }, and



bk = (γk)2 max{ 2
m

∑m
i=1 w

2
ii(σ

k
i )

2, 4(λk)2m2

|ν|γk ‖∇f(x∗)‖2 +

m
(

maxj∈[m] σ
k
j

)2
CW } where CW =

∑m
i=1

∑

j∈Nin

i
w2

ij .

Remark 2. Communication imperfections can be modeled as

channel noises [7], [43], which can be regarded as the DP-

noise here. Therefore, Algorithm 1 can also counteract such

communication imperfections in distributed optimization.

Remark 3. Because the evolution of xk
i to the optimal solution

satisfies the conditions in Lemma 5, we can leverage Lemma

5 to examine the convergence speed. The first relationship in

(11) (i.e.,
∑∞

k=0 κγ
k
∑m

i=1 ‖x
k
i − x̄k‖2 < ∞) implies that

∑m
i=1 ‖x

k
i − x̄k‖2 decreases to zero with a rate no slower

than O( 1
kγk ), and hence we have xk

i converging to x̄k no

slower than O( 1
(kγk)0.5

). Moreover, given that ak and bk in

(12) are summable (and hence decrease to zero no slower

than O( 1
k
)) and ck in (12) corresponds to λk (which is

square summable and hence decreases to zero no slower than

O( 1
k0.5 )), we have that x̄k converges to an optimal solution

with a speed no worse than O( 1
k0.5 ) [41]. Therefore, the

convergence of every xk
i to an optimal solution, which is

equivalent to the combination of the convergence of xk
i to x̄k

and the convergence of x̄k to an optimal solution, should be no

slower than O( 1
(kγk)0.5

). (For example, under γk = O( 1
k0.6 ),

O( 1
(kγk)0.5 ) is O( 1

k0.2 ).) Moreover, from (27), it can be seen

that the decreasing speed of ‖xk − 1 ⊗ x̄k‖2 increases with

an increase in |ν|, which corresponds to the spectral radius

of W . Therefore, the decreasing speed of ‖xk − 1⊗ x̄k‖2 to

zero increases with an increase in the spectral radius of W
defined in Assumption 2.

B. Privacy analysis

Similar to [42], we define the sensitivity of an algorithm to

problem (1) as follows:

Definition 3. At each iteration k, any initial state x0 and

any adjacent distributed optimization problems P and P ′, the

sensitivity of an algorithm is

∆k , sup
O∈O

{

sup
x∈R−1(P,O,x0), x′∈R−1(P′,O,x0)

‖xk − x′k‖1

}

(29)

Then, following the reasoning of Lemma 2 in [42], we have

the following lemma:

Lemma 6. At each iteration k, if each agent adds a noise

vector ζki ∈ Rp consisting of p independent Laplace noises

with parameter νk such that
∑T

k=1
∆k

νk ≤ ǫ, then the iterative

distributed algorithm is ǫ-differentially private for iterations

from k = 0 to k = T .

Proof. The lemma can be obtained following the same line of

reasoning of Lemma 2 in [42].

As indicated in [42], since the change of an objective

function fi can be arbitrary in the adjacency definition in

Definition 1, we have to make the following assumption to

ensure bounded sensitivity:

Assumption 4. The gradients of all individual objective

functions are bounded, i.e., there exists a constant C such

that ‖∇fi(x)‖1 ≤ C holds for all x ∈ Rp and 1 ≤ i ≤ m.

Theorem 2. Under Assumptions 1, 2, 4, if {λk} and {γk}
satisfy the conditions in Theorem 1, and all elements of ζki
are drawn independently from Laplace distribution Lap(νk)
with (σk

i )
2 = 2(νk)2 satisfying Assumption 3, then all agents

will converge almost surely to an optimal solution. Moreover,

1) Algorithm 1 is ǫ-differentially private with the cumulative

privacy budget bounded by ǫ ≤
∑T

k=1
2Cλk

νk for iterations

from k = 0 to k = T where C is from Assumption 4. And

the cumulative privacy budget is always finite for T → ∞
when the sequence {λk

νk } is summable;

2) Suppose that two sequences {ν′k} and {λk} have a finite

sequence-ratio sum Φλ,ν′ ,
∑∞

k=1
λk

ν′k . Then setting the

Laplace noise parameter νk as νk =
2CΦλ,ν′

ǫ
ν′k ensures

that Algorithm 1 is ǫ-differentially private for any ǫ > 0
even when the number of iterations goes to infinity;

3) In the special case where λk = 1
k

and γk = 1
k0.9 ,

setting νk = 2CΦ
ǫ

k0.3 with Φ ,
∑∞

k=1
1

k1.3 ≈ 3.93
(which can be verified to satisfy Assumption 3) ensures

that Algorithm 1 is always ǫ-differentially private for any

ǫ > 0 even when the number of iterations goes to infinity.

Proof. Since the Laplace noise satisfies Assumption 3, it can

be obtained from Theorem 1 that all agents will converge to

an optimal solution almost surely.

To prove the three statements on privacy, we first prove that

the sensitivity of the algorithm satisfies ∆k ≤ 2Cλk. Given

two adjacent distributed optimization problems P and P ′, for

any given fixed observation O and initial state x0, the sensi-

tivity is determined by ‖R−1(P ,O, x0) − R−1(P ′,O, x0)‖1
according to Definition 3. Since in P and P ′, there is only one

objective function that is different, we represent this different

objective function as the ith one, i.e., fi(·), without loss of

generality. Because the observations under P and P ′ are

identical, we have ok , xk
i +

∑

j∈Nin

i
γkwij(x

k
j − xk

i ) =

x′k
i +

∑

j∈Nin

i
γkwij(x

′k
j − x′k

i ) , o′
k
. Therefore, we have

the following relationship for Algorithm 1:

‖R−1(P ,O, x0)−R−1(P ′,O, x0)‖1

=
∥

∥

∥
ok − λk∇fi(x

k
i )−

(

o′
k
− λk∇f ′

i(x
′k
i )
)∥

∥

∥

1

=
∥

∥λk∇fi(x
k
i )− λk∇f ′

i(x
′k
i )
∥

∥

1
≤ 2Cλk

where the last inequality is obtained using Assumption 4.

Using Lemma 6, we can easily obtain ǫ ≤
∑T

k=1
2Cλk

νk .

Hence, ǫ will always be finite even when T tends to infinity

if the sequence {λk

νk } is summable, i.e.,
∑∞

k=0
λk

νk < ∞.

By scaling νk proportionally and using the linear relation-

ship between ǫ and 1
νk , the second statement can be easily

obtained based on the first statement. The third statement can

also be easily proven by specializing the selection of λk , γk,

and νk sequences.

Different from [42] which has to use a summable stepsize

(geometrically-decreasing stepsize, more specifically) to en-

sure a finite privacy budget ǫ when k → ∞, here we ensure



a finite ǫ even when the stepsize sequence is non-summable.

Allowing stepsize sequences to be non-summable is key to

avoiding optimization errors in [42] and achieve almost sure

convergence. In fact, to our knowledge, this is the first time

that almost-sure convergence is achieved under rigorous ǫ-
differential privacy for an infinite number of iterations.

Remark 4. In Theorem 2, to ensure that the privacy budget

ǫ =
∑∞

k=1
2Cλk

νk is finite even when k → ∞, the Laplace

noise parameter νk has to increase with time since {λk} is

non-summable. An increasing νk will make the relative level

between noise ζki and signal xk
i increase with time. However,

since the increase in νk is outweighed by the decrease of γk

(see Assumption 3), the actual noise fed into the algorithm,

i.e., γkLap(νk) still decays with time, which makes it possible

for Algorithm 1 to ensure almost sure convergence to an

optimal solution. Moreover, according to Theorem 1, such

almost sure convergence is not affected by scaling νk by

any constant coefficient 1
ǫ
> 0 so as to achieve any desired

level of ǫ-differential privacy, as long as the Laplace noise

parameter νk (with associated variance (σk
i )

2 = 2(νk)2)

satisfies Assumption 3.

IV. GRADIENT-TRACKING BASED METHODS FOR

DIFFERENTIALLY PRIVATE DISTRIBUTED OPTIMIZATION

In this section, we propose a DP-oriented gradient-tracking

based distributed algorithm for general directed graphs and

prove that it can ensure all agents to converge to an optimal

solution even under persistent DP-noise. In gradient-tracking

based algorithms, every agent i ∈ [m] maintains and updates

two iterates, xk
i and yki , where yki is an estimate of the “joint

agent” descent direction. These two iterates are exchanged

with local neighbors in two different communication networks,

namely, GR and GC , which are, respectively, induced by

matrices R ∈ Rm×m and C ∈ Rm×m; that is (i, j) is a

directed link in the graph GR if and only if Rij > 0 and,

similarly, (i, j) is a directed link in GC if and only if Cij > 0.

We make the following assumption on R and C. Note that,

RAT is identical to RA with the directions of edges reversed.

Assumption 5. The matrices R,C ∈ Rm×m have nonnegative

off-diagonal entries (Rij ≥ 0 and Cij ≥ 0 for all i 6= j). The

induced graphs GR and GCT satisfy

1) GR and RCT each contain at least one spanning tree;

2) There exists at least one node that is a root of spanning

trees for both GR and RCT .

Remark 5. The assumption on GR and RCT is weaker than

requiring that both induced graphs of R and C to be strongly

connected, which is assumed in most of the existing works.

Next, we provide our algorithm.

Algorithm 2: DP-oriented gradient-tracking based dis-

tributed optimization

Parameters: Stepsize λk and weakening factors γk
1 , γk

2 .

Every agent i maintains two states xk
i and yki , which are

initialized with a random point x0
i ∈ Rd and y0i = ∇fi(x

0
i ).

for k = 1, 2, · · · do

a) Every agent j injects zero-mean DP-noises ζkj and ξkj to its

states xk
j and ykj , respectively.

b) Agent i pushes Cli(y
k
i + ξki ) to each agent l ∈ Nout

C,i , and it

pulls xk
j + ζkj from each j ∈ Nin

R,i, where the subscript R
or C in neighbor sets indicates the neighbors with respect

to the graphs induced by these matrices.

c) Agent i chooses γk
1 > 0 and γk

2 > 0 satisfying 1+γk
1Rii >

0 and 1 + γk
2Cii > 0 with

Rii = −
∑

j∈Nin

R,i

Rij , Cii = −
∑

j∈Nout

C,i

Cji (30)

Then, agent i updates its states as follows:

xk+1
i = (1 + γk

1Rii)x
k
i + γk

1

∑

j∈Nin

R,i

Rij(x
k
j + ζkj )− λkyki

yk+1
i = (1 + γk

2Cii)y
k
i + γk

2

∑

j∈Nin

C,i

Cij(y
k
j + ξkj )

+∇fi(x
k+1
i )−∇fi(x

k
i )

(31)

d) end

Note that the definition of Rii and Cii in (30) ensures that

R = {Rij} has zero row sums and C = {Cij} has zero

column sums.

A. Convergence analysis

We will prove that, when the two sequences {γk
1} and {γk

2}
are designed appropriately, all agents’ x-iterates generated by

Algorithm 2 converge to an optimal solution a.s., as long as the

injected noises ζkj and ξkj have zero-mean and γk
1 /γ

k
2 bounded

variances, to be specified later in Assumption 6. To this end,

we first extend Lemma 2 to vectors.

Lemma 7. Let {vk} ⊂ Rd be a sequence of non-negative

random vectors and {bk} be a sequence of nonnegative

random scalars such that
∑∞

k=0 b
k < ∞ a.s. and

E
[

vk+1|Fk
]

≤ V kvk + bk1, ∀k ≥ 0 a.s .

where {V k} is a sequence of non-negative matrices and Fk =
{vℓ, bℓ; 0 ≤ ℓ ≤ k}. Assume that there exist a vector π >
0 and a deterministic scalar sequence {ak} satisfying ak ∈
(0, 1),

∑∞
k=0 a

k = ∞, and πTV k ≤ (1−ak)πT for all k ≥ 0.

Then, we have limk→∞ vk = 0 almost surely.

Proof. By multiplying the given relation for vk+1 with π and

using πTV k ≤ (1 − ak)πT , we obtain the following relation

due to the nonnegativity of the vectors vk:

E
[

πTvk+1|Fk
]

≤ (1− ak)πTvk + bkπT1, ∀k ≥ 0 a.s .

Since
∑∞

k=0 a
k = ∞, and

∑∞
k=0 b

k < ∞ a.s., the conditions

of Lemma 2 are satisfied with vk = πTvk, αk = 0, qk =
ak, and pk = bkπT1. By Lemma 2, limk→∞ πTvk = 0 a.s.

The sequence {vk} being nonnegative and π > 0 imply that

limk→∞ vk = 0 a.s.

We now proceed to analyze the convergence of Algo-

rithm 2. Defining (ζkw)
T =

[

(ζkw1)
T , · · · , (ζkwm)T

]

with ζwi ,
∑

j∈Nin

R,i
Rijζ

k
j and (ξkw)

T =
[

(ξkw1)
T , · · · , (ξkwm)T

]

with



ξwi ,
∑

j∈Nin

C,i
Cijξ

k
j , we write the dynamics of Algorithm 2

in the following more compact form:

xk+1 =
(

(I + γk
1R)⊗ Id

)

xk + γk
1 ζ

k
w − λkyk

yk+1 =
(

(I + γk
2C)⊗ Id

)

yk + γk
2 ξ

k
w + gk+1 − gk

(32)

where we used gk+1 = ∇f(xk+1) for notational simplicity.

Lemma 8. [44] (or Lemma 1 in [17]) Under Assumption 5,

for every k, the matrix I + γk
1R has a unique nonnegative

left eigenvector uT (associated with eigenvalue 1) satisfying

uT1 = m, and the matrix I + γk
2C has a unique nonnegative

right eigenvector v (associated with eigenvalue 1) satisfying

1T v = m.

According to Lemma 3 in [17], we know that the spectral

radius of Rk , I+γk
1R− 1uT

m
is equal to 1−γk

1 |νR| < 1 where

νR is an eigenvalue of R. Furthermore, there exists a vector

norm ‖x‖R , ‖R̃x‖2 (where R̃ is determined by R [17])

such that ‖Rk‖R < 1 is arbitrarily close to the spectral radius

of Rk, i.e., 1 − γk
1 |νR| < 1. Without loss of generality, we

represent this norm as ‖Rk‖R = 1− γk
1ρR < 1. Similarly, we

have that the spectral radius of Ck , I+γk
2C− v1T

m
is equal to

1−γk
2 |νC | < 1 where νC is an eigenvalue of C. Furthermore,

there exists a vector norm ‖x‖C , ‖C̃x‖2 (where C̃ is deter-

mined by C [17]) such that ‖Ck‖C < 1 is arbitrarily close to

the spectral radius of Ck, i.e., 1−γk
2 |νC | < 1. Without loss of

generality, we represent this norm as ‖Ck‖C = 1−γk
2ρC < 1.

Defining x̄k = 1
m

∑m
i=1 uix

k
i and ȳk = 1

m

∑m
i=1 y

k
i , we

have

x̄k+1 = x̄k + γk
1 ζ̄

k
w − λk (u ⊗ Id)

T

m
yk

ȳk+1 = ȳk + γk
2 ξ̄

k
w + ḡk+1 − ḡk

(33)

with ζ̄kw = 1
m

∑m
i=1 uiζ

k
wi, ξ̄kw = 1

m

∑m
i=1 ξ

k
wi, and ḡk =

1
m

∑m
i=1 g

k
i .

From (33) and the fact y0 = g0, we can further obtain

x̄k+1 = x̄k + γk
1 ζ̄

k
w − λk (u⊗ Id)

T

m

(

yk − (v ⊗ Id)ȳ
k
)

− λk (u⊗ Id)
T

m
(v ⊗ Id)ȳ

k

(34)

ȳk = ḡk +

k−1
∑

l=0

γl
2ξ̄

l
w (35)

Using the relationship λk (u⊗Id)
T

m
(v ⊗ Id)ȳ

k = λk uT v
m

ȳk and

(35), we can rewrite (34) as follows

x̄k+1 =x̄k − λk (u⊗ Id)
T

m

(

yk − (v ⊗ Id)ȳ
k
)

− λk u
T v

m
ḡk

+ γk
1 ζ̄

k
w − λk u

T v

m

k−1
∑

l=0

γl
2ξ̄

l
w

(36)

In what follows, we use F ∗ to denote the optimal value of

the problem in (1), i.e., F ∗ = minθ∈Rd F (θ).
Next, we provide a generic convergence result for dynamic-

consensus (gradient-tracking) based distributed algorithms for

problem (1). To this end, we need a measure under the ‖ · ‖R
norm for the distance between all xk

1 , x
k
2 , · · · , x

k
m and x̄k.

Following [17], we define a matrix norm for all x iterates

xk ,
[

xk
1 , x

k
2 , · · · , x

k
m

]T
∈ Rm×d:

‖xk‖R =
∥

∥

∥

[

‖xk
(1)‖R, ‖x

k
(2)‖R, · · · , ‖x

k
(d)‖R

]∥

∥

∥

2
(37)

where the subscript 2 denotes the 2−norm and xk
(i) denotes the

ith column of xk. Defining x̄k as
[

x̄k, x̄k, · · · , x̄k
]T

∈ R
m×d,

one can easily see that ‖xk − x̄k‖R measures the distance

between all xk
i and their average x̄k. Similarly, we define a

matrix norm ‖ · ‖C for yk ,
[

yk1 , y
k
2 , · · · , y

k
m

]T
∈ Rm×d:

‖yk‖C =
∥

∥

∥

[

‖yk
(1)‖C , ‖y

k
(2)‖C , · · · , ‖y

k
(d)‖C

]∥

∥

∥

2
(38)

and use ‖yk − diag(v)ȳk‖C (with diag(v) =

diag(v1, . . . , vm) and ȳk ,
[

ȳk, . . . , ȳk
]T

∈ R
m×d)

to measure the distance between all y iterates and their

v-weighted average ȳk.

Lemma 9. Assume that the objective function F (·) is contin-

uously differentiable and that the problem (1) has an optimal

solution. Suppose that a distributed algorithm generates se-

quences {xk
i } ⊆ Rd and {yki } ⊆ Rd under coupling matrices

R and C, respectively, such that the following relation holds

a.s. for some sufficiently large integer T ≥ 0 and for all

k ≥ T :

E
[

vk+1|Fk
]

≤
(

V k+ ak11T
)

vk+bk1−Hk

[

‖∇F (x̄k)‖2

‖ḡk‖2

]

(39)

where Fk = {xℓ
i , y

ℓ
i ; 0 ≤ ℓ ≤ k, i ∈ [m]} and

vk =





vk
1

vk
2

vk
3



 ,





F (x̄k)− F ∗

‖xk − x̄k‖2R
‖yk − diag(v)ȳk‖2C



 ,

V k = Hk =




1 κ1λ
k κ2λ

k

0 1− κ3γ
k
1 0

0 0 1− κ4γ
k
2



 ,









κ5λ
k κ6λ

k − κ7(λ
k)2

0 −κ8
(λk)2

γk
1

0 −κ9
(λk)2

γk
2









with κi > 0 for all 1 ≤ i ≤ 9 and κ3, κ4 ∈ (0, 1), while

the nonnegative scalar sequences {ak}, {bk} and positive

sequences {λk}, {γk
1}, {γk

2} satisfy
∑∞

k=0 a
k < ∞ a.s.,

∑∞
k=0 b

k < ∞ a.s.,
∑∞

k=0 λ
k = ∞,

∑∞
k=0 γ

k
ı = ∞,

∑∞
k=0(γ

k
ı )

2 < ∞,
∑∞

k=0
(λk)2

γk
ı

< ∞, limk→∞ λk/γk
ı = 0

for ı ∈ {1, 2}, and limk→∞ γk
1/γ

k
2 < ∞. Then, we have:

(a) limk→∞ F (x̄k) exists almost surely and

lim
k→∞

‖xk
i − x̄k‖ = lim

k→∞
‖yki − viȳ

k‖ = 0, ∀i a.s.

(b) lim infk→∞ ‖∇F (x̄k)‖ = 0 holds almost surely. More-

over, if the function F (·) has bounded level sets, then

{x̄k} is bounded and every accumulation point of {x̄k}
is an optimal solution a.s., and

lim
k→∞

F (xk
i ) = F ∗ for all i ∈ [m] a.s .

Proof. Since the results of Lemma 4 are asymptotic, they

remain valid when the starting index is shifted from k = 0
to k = T , for an arbitrary T ≥ 0. So the idea is to show that



the conditions in Lemma 4 are satisfied for all k ≥ T , where

T ≥ 0 is large enough.

(a) Because κi > 0 for all 1 ≤ i ≤ 9, for π = [π1, π2, π3]
T

to satisfy πTV ≤ πT and πTHk ≥ 0, we only need to show

that the following inequalities can be true

κ1λ
kπ1 + (1− κ3γ

k
1 )π2 ≤ π2,

κ2λ
kπ1 + (1− κ4γ

k
2 )π3 ≤ π3,

(

κ6λ
k − κ7(λ

k)2
)

π1 − κ8
(λk)2

γk
1

π2 − κ9
(λk)2

γk
2

π3 ≥ 0

(40)

The first inequality is equivalent to π2 ≥ κ1λ
k

κ3γ
k
1

π1. Given that

limk→∞ λk/γk
1 = 0 holds and γk

1 as well as λk are positive

according to the assumption, it can easily be seen that for any

given π1 > 0, we can always find a π2 > 0 satisfying the

relationship when k is larger than some T ≥ 0.

The second inequality is equivalent to π3 ≥ κ2λ
k

κ4γ
k
2

π1. Given

that limk→∞ λk/γk
2 = 0 holds and γk

2 as well as λk are

positive according to the assumption, it can easily be seen

that for any given π1 > 0, we can always find a π3 > 0
satisfying the relationship when k is larger than some T ≥ 0.

The third inequality is equivalent to π1 ≥ κ7λ
k

κ6

π1 +
κ8λ

k

κ6γ
k
1

π2+
κ9λ

k

κ6γ
k
2

π3. Since the right hand side converges to zero

according to our assumptions on λk, γk
1 and γk

2 , we can always

find a constant π1 satisfying this inequality for k ≥ T . Thus,

we can always find a vector π satisfying all inequalities in

(40) for k ≥ T for some large enough T ≥ 0, and hence the

conditions in Lemma 4 are satisfied.

By Lemma 4, it follows that for the three entries of vk, i.e.,

vk
1 , vk

2 , and vk
3 , we have that

lim
k→∞

π1v
k
1 + π2v

k
2 + π3v

k
3 (41)

exists almost surely and
∑∞

k=0 π
THkuk < ∞ holds almost

surely with uk = [‖∇F (x̄k)‖2, ‖ḡk‖2]T . Since πTHk =
[

κ5λ
kπ1, (κ6λ

k − κ7(λ
k)2)π1 − κ8

(λk)2

γk
1

π2 − κ9
(λk)2

γk
2

π3

]

and (λk)2,
(λk)2

γk
1

, and
(λk)2

γk
2

are summable, one has

∞
∑

k=0

λk‖∇F (x̄k)‖2 < ∞,

∞
∑

k=0

λk‖ḡk‖2 < ∞, a.s. (42)

Hence, it follows that

‖∇F (x̄k)‖ < ∆1, ‖ḡk‖ < ∆2 a.s. (43)

for some random scalars ∆1 > 0 and ∆2 > 0 due to the

assumption
∑∞

k=0 λ
k = ∞.

Now, we focus on proving that both vk
2 = ‖xk − x̄k‖2R and

vk
3 = ‖yk − diag(v)ȳk‖2C converge to 0 a.s. The idea is to

show that we can apply Lemma 7. By focusing on the second

and third elements of vk , i.e., vk
2 and vk

3 , from (39) we have

[

v
k+1
2

v
k+1
3

]

≤
(

Ṽ k + ak11T
)

[

vk
2

vk
3

]

+ b̂k1+

[

ĉk

ĉk

]

where b̂k = bk + ak(F (x̄k) − F ∗), ĉk =

max
{

κ8
(λk)2

γk
1

‖ḡk‖2, κ9
(λk)2

γk
2

‖ḡk‖2
}

, and Ṽ k =
[

1− κ3γ
k
1 0

0 1− κ4γ
k
2

]

, which can be rewritten as

[

vk+1
2

v
k+1
3

]

≤ Ṽ k

[

vk
2

vk
3

]

+ b̃k1 (44)

where b̃k = bk + ĉk +
ak
(

F (x̄k)− F ∗ + ‖xk − x̄k‖2R + ‖yk − diag(v)ȳk‖2C
)

.

To apply Lemma 7, noting that γk
1 and γk

2 are not summable,

we show that the equation π̃T Ṽ k = (1−αγk
1 )π̃

T has a solution

in π̃ = [π2, π3] with π2, π3 > 0 and α ∈ (0, 1). From π̃T Ṽ k =
(1− αγk

1 )π̃
T , one has

(1−κ3γ
k
1 )π2 ≤ (1−αγk

1 )π2, (1−κ4γ
k
2 )π3 ≤ (1−αγk

1 )π3

which can be simplified as α ≤ κ3, α ≤
κ4γ

k
2

γk
1

.

Given limk→∞ γk
1 /γ

k
2 < ∞ according to our assumption, it

can be seen that
κ4γ

k
2

γk
1

is positive, and hence such an α ∈ (0, 1)

and π̃ > 0 can always be found.

We next prove that the condition
∑∞

k=0 b̃
k < 0 a.s. of

Lemma 7 is also satisfied. Indeed, the condition can be

met because: (1) bk, ak,
(λk)2

γk
1

, and
(λk)2

γk
2

are all summable

according to the assumption of the Theorem; and (2) ‖ḡk‖
(see (43)) and F (x̄k)−F ∗, ‖xk − x̄k‖2R, ‖yk −diag(v)ȳk‖2C
are all bounded a.s. due to the existence of the limit in (41).

Thus, all the conditions of Lemma 7 are satisfied, so it follows

that limk→∞ ‖xk
i − x̄k‖ = 0 and limk→∞ ‖yki − viȳ

k‖ = 0
a.s. Moreover, in view of the existence of the limit in (41) and

the facts that π1 > 0 and vk1 = F (x̄k)−F (θ∗), it follows that

limk→∞ F (x̄k) exists a.s.

(b) Since
∑∞

k=0 λ
k‖∇F (x̄k)‖2 < ∞ holds a.s.

(see (42)), from
∑∞

k=0 λ
k = ∞, it follows that we

have lim infk→∞ ‖∇F (x̄k)‖ = 0 a.s.

Now, if the function F (·) has bounded level sets, then the

sequence {x̄k} is a.s. bounded since the limit limk→∞ F (x̄k)
exists a.s. (as shown in part (a)). Thus, {x̄k} a.s. has ac-

cumulation points. Let {x̄ki} be a sub-sequence such that

limi→∞ ‖∇F (x̄ki)‖ = 0 a.s. Without loss of generality, we

may assume that {x̄ki} is a.s. convergent, for otherwise we

would choose a sub-sequence of {x̄ki}. Let limi→∞ x̄ki = x̂.

Then, by the continuity of the gradient ∇F (·), it follows

∇F (x̂) = 0, implying that x̂ is an optimal point. Since

F (·) is continuous, we have limi→∞ F (x̄ki) = F (x̂) = F ∗.

By part (a), limk→∞ F (x̄k) exists a.s., so we must have

limk→∞ F (x̄k) = F ∗ a.s.

Finally, by part (a), we have limk→∞ ‖xk
i − x̄k‖2 = 0 a.s.

for every i. Thus, each {xk
i } has the same accumulation points

as the sequence {x̄k} a.s., implying by the continuity of the

function F (·) that limk→∞ F (xk
i ) = F ∗ a.s. for all i.

Remark 6. In Lemma 9(b), the bounded level set condition

can be replaced with any other condition ensuring that the

sequence {x̄k} is bounded almost surely.

Lemma 9 is critical for establishing convergence properties

of the gradient tracking-based distributed algorithm together



with suitable conditions on the DP-noise injected by the

agents. We make the following assumption on the noise:

Assumption 6. For every i ∈ [m], the noise sequences

{ζki } and {ξki } are zero-mean independent random variables,

and independent of {x0
i ; i ∈ [m]}. Also, for every k, the

noise collection {ζkj , ξ
k
j ; j ∈ [m]} is independent. The noise

variances (σk
ζ,i)

2 = E
[

‖ζki ‖
2
]

and (σk
ξ,i)

2 = E
[

‖ξki ‖
2
]

and

their attenuation stepsizes γk
1 and γk

2 are such that

∞
∑

k=0

(γk
1 )

2 max
i∈[m]

(σk
ζ,i)

2 < ∞,

∞
∑

k=0

(γk
2 )

2 max
j∈[m]

(σk
ξ,j)

2 < ∞,

∞
∑

k=0

(λk)2
k−1
∑

ℓ=0

(γℓ
2)

2 max
j∈[m]

(σk
ξ,j)

2 < ∞

(45)

The initial random vectors satisfy E
[

‖x0
i ‖

2
]

< ∞, ∀i ∈ [m].

Remark 7. Given that γk
1 , γk

2 , and λk decrease with time,

(45) can be satisfied even when {σk
i } increases with time. For

example, under λk = O( 1
k
), γk

1 = O( 1
k0.9 ), γ

k
2 = O( 1

k0.7 ), an

increasing {σk
i } with increasing rate no larger than O(k0.15)

still satisfies the summable condition in (45).

Theorem 3. Let Assumption 1, Assumption 5, and Assump-

tion 6 hold. If {γk
1}, {γk

2}, and {λk} satisfy
∑∞

k=0 γ
k
ı = ∞,

∑∞
k=0(γ

k
ı )

2 < ∞,
∑∞

k=0 λ
k = ∞,

∑∞
k=0

(λk)2

γk
ı

< ∞,

limk→∞ λk/γk
ı = 0 for ı ∈ {1, 2} and

∑∞
k=0

(γk
1
)2

γk
2

< ∞,

then, the results of Lemma 9 hold for Algorithm 2.

Proof. The goal is to establish the relationship in (39), with

the σ-field Fk = {xℓ
i , y

ℓ
i ; 0 ≤ ℓ ≤ k, i ∈ [m]}. To this end,

we divide the derivations into four steps: in Step I, Step II,

and Step III, we establish relations for E
[

F (x̄k)− F ∗|Fk
]

,

E
[

‖xk − x̄k‖2R|F
k
]

, and E
[

‖yk − diag(v)ȳk‖2C |F
k
]

for the

iterates generated by Algorithm 2, respectively. In Step IV, we

use them to show that (39) of Theorem 9 holds.

Step I: Relationship for E
[

F (x̄k)− F ∗|Fk
]

.

Since F is convex with Lipschitz gradients, we have

F (y) ≤ F (x) + 〈∇F (x), y − x〉 +
L

2
‖y − x‖2, ∀y, x ∈ R

d

Letting y = x̄k+1 and x = x̄k in the preceding relation and

using (36), as well as ∇F (x̄k) = 1
m

∑m
i=1 ∇fi(x̄

k), we obtain

F (x̄k+1) ≤ F (x̄k)−

〈

∇F (x̄k), λk (u⊗ Id)
T

m

(

yk− (v ⊗ Id)ȳ
k
)

+λk u
T v

m
ḡk − γk

1 ζ̄
k
w + λk u

T v

m

k−1
∑

l=0

γl
2ξ̄

l
w

〉

+
L

2

∥

∥

∥

∥

λk (u⊗ Id)
T

m

(

yk − (v ⊗ Id)ȳ
k
)

+ λk u
T v

m
ḡk

−γk
1 ζ̄

k
w + λk u

Tv

m

k−1
∑

l=0

γl
2ξ̄

l
w

∥

∥

∥

∥

∥

2

We estimate the last term in the preceding inequality by using

(a + b + c + d)2 ≤ 4a2 + 4b2 + 4c2 + 4d2 and ‖A⊗ B‖2 =

‖A‖2‖B‖2. After subtracting F ∗ on both sides of the resulting

inequality, we obtain

F (x̄k+1)− F ∗

≤ F (x̄k)− F ∗−

〈

∇F (x̄k), λk (u⊗ Id)
T

m

(

yk − (v ⊗ Id)ȳ
k
)

+λk u
T v

m
ḡk − γk

1 ζ̄
k
w + λk u

Tv

m

k−1
∑

l=0

γl
2ξ̄

l
w

〉

+
2L(λk)2‖u‖2

m2

∥

∥yk − (v ⊗ Id)ȳ
k
∥

∥

2
+

2L(λk)2(uT v)2

m2

∥

∥ḡk
∥

∥

2

+ 2L(γk
1 )

2
∥

∥ζ̄kw
∥

∥

2
+

2L(λk)2(uT v)2

m2

∥

∥

∥

∥

∥

k−1
∑

l=0

γl
2ξ̄

l
w

∥

∥

∥

∥

∥

2

Taking the conditional expectation on both sides, with

respect to Fk, leads to

E
[

F (x̄k+1)− F ∗|Fk
]

≤ F (x̄k)− F ∗

−

〈

∇F (x̄k), λk (u⊗ Id)
T

m

(

yk − (v ⊗ Id)ȳ
k
)

+ λk u
T v

m
ḡk
〉

+
2L(λk)2‖u‖2

m2

∥

∥yk− (v ⊗ Id)ȳ
k
∥

∥

2
+

2L(λk)2(uT v)2

m2

∥

∥ḡk
∥

∥

2

+ 2L(γk
1 )

2(σk
R,ζ)

2 +
2L(λk)2(uT v)2(σk

C,γ2,ξ
)2

m2

(46)

where

(σk
R,ζ)

2 , E

[

∥

∥ζ̄kw
∥

∥

2
]

=
1

m2

m
∑

j=1

(

∑

i∈Nout

R,j
uiRij

)2

(σk
ζ,j)

2

which follows from the assumption that the noise ζkj is zero

mean and independent across the agents at any given time (see

Assumption 6). The term (σk
C,γ2,ξ

)2 is given as follows:

(σk
C,γ2,ξ

)2 , E





∥

∥

∥

∥

∥

k−1
∑

l=0

γl
2ξ̄

l
w

∥

∥

∥

∥

∥

2


= E

[〈

k−1
∑

l=0

γl
2ξ̄

l
w,

k−1
∑

ℓ=0

γℓ
2ξ̄

ℓ
w

〉]

= E





k−1
∑

l=0

(γl
2)

2‖ξ̄lw‖
2 +

k−1
∑

l=0

k−1
∑

ℓ=0,ℓ 6=l

〈

γl
2ξ̄

l
w, γ

ℓ
2ξ̄

ℓ
w

〉





= E

[

k−1
∑

l=0

(γl
2)

2‖ξ̄lw‖
2

]

=
1

m2

k−1
∑

l=0

(γl
2)

2
m
∑

j=1

(

∑

i∈Nout

C,j
Cij

)2

(σk
ξ,j)

2

(47)

In the preceding derivation, we used the fact that ξ̄lw and ξ̄ℓw
are independent when l 6= ℓ (see Assumption 6). Also note that

when σk
ξ,i is bounded, (σk

C,γ2,ξ
)2 is bounded because (γk

2 )
2 is

summable.



The inner product term in (46) satisfies

−

〈

∇F (x̄k), λk (u⊗ Id)
T

m

(

yk − (v ⊗ Id)ȳ
k
)

+ λk u
Tv

m
ḡk
〉

= −λk u
T v

m

〈

∇F (x̄k),
(u ⊗ Id)

T

uT v

(

yk − (v ⊗ Id)ȳ
k
)

+ ḡk
〉

=
uTvλk

2m

∥

∥

∥

∥

∥

1

m

m
∑

i=1

(∇fi(x̄
k)−∇fi(x

k
i ))

−
(u⊗ Id)

T

uT v

(

yk − (v ⊗ Id)ȳ
k
)

∥

∥

∥

∥

2

−
uT vλk

2m

∥

∥∇F (x̄k)
∥

∥

2

−
uT vλk

2m

∥

∥

∥

∥

(u⊗ Id)
T

uTv

(

yk − (v ⊗ Id)ȳ
k
)

+ ḡk
∥

∥

∥

∥

2

(48)

where in the second equality we use −〈a, b〉 =
‖a−b‖2−‖a‖2−‖b‖2

2 valid for any vectors a and b.
Using the inequalities ‖a + b‖2 ≤ 2‖a‖2 + 2‖b‖2 and

‖a+ b‖2 ≥ ‖a‖2 + ‖b‖2, we can bound the first and the last

terms in the preceding equality, respectively, as follows:

∥

∥

∥

∥

∥

1

m

m
∑

i=1

(∇fi(x̄
k)−∇fi(x

k
i )) −

(u ⊗ Id)
T

uT v

(

yk− (v ⊗ Id)ȳ
k
)

∥

∥

∥

∥

∥

2

≤ 2

∥

∥

∥

∥

∥

m
∑

i=1

∇fi(x̄
k)−∇fi(x

k
i )

m

∥

∥

∥

∥

∥

2

+ 2

∥

∥

∥

∥

(u⊗ Id)
T

uT v

(

yk − (v ⊗ Id)ȳ
k
)

∥

∥

∥

∥

2

,

−
uT vλk

2m

∥

∥

∥

∥

(u ⊗ Id)
T

uT v

(

yk − (v ⊗ Id)ȳ
k
)

+ ḡk
∥

∥

∥

∥

2

≤−
uTvλk

2m

∥

∥

∥

∥

(u⊗ Id)
T

uT v

(

yk− (v ⊗ Id)ȳ
k
)

∥

∥

∥

∥

2

−
uT vλk

2m

∥

∥ḡk
∥

∥

2

Plugging the preceding two inequalities into (48) and combin-

ing the common terms lead to

−

〈

∇F (x̄k), λk (u ⊗ Id)
T

m

(

yk − (v ⊗ Id)ȳ
k
)

+ λk u
T v

m
ḡk
〉

≤
uT vλk

m

∥

∥

∥

∥

∥

m
∑

i=1

∇fi(x̄
k)−∇fi(x

k
i )

m

∥

∥

∥

∥

∥

2

+
uT vλk

2m

∥

∥

∥

∥

(u ⊗ Id)
T

uT v

(

yk − (v ⊗ Id)ȳ
k
)

∥

∥

∥

∥

2

−
uT vλk

2m

∥

∥∇F (x̄k)
∥

∥

2
−

uT vλk

2m

∥

∥ḡk
∥

∥

2

≤
uT vL2λk

m2

m
∑

i=1

∥

∥x̄k − xk
i

∥

∥

2
+

‖u‖2λk

2muTv

∥

∥yk − (v ⊗ Id)ȳ
k
∥

∥

2

−
uT vλk

2m

∥

∥∇F (x̄k)
∥

∥

2
−

uT vλk

2m

∥

∥ḡk
∥

∥

2

(49)

where in the last inequality we used ‖A⊗B‖2 = ‖A‖2‖B‖2
and the assumption that each ∇fi(·) has Lipschitz continuous

gradients with the constant L.

Next, combining (46) and (49) yields

E
[

F (x̄k+1)− F ∗|Fk
]

≤ F (x̄k)− F ∗ +
uT vL2λk

m2

m
∑

i=1

∥

∥xk
i − x̄k

∥

∥

2

+

(

‖u‖2λk

2muT v
+

2L(λk)2‖u‖2

m2

) m
∑

i=1

∥

∥yki − viȳ
k
∥

∥

2

−
uT vλk

2m

∥

∥∇F (x̄k)
∥

∥

2

−

(

uT vλk

2m
−

2L(λk)2(uT v)2

m2

)

∥

∥ḡk
∥

∥

2

+ 2L(γk
1 )

2(σk
R,ζ)

2 +
2L(λk)2(uT v)2(σk

C,γ2,ξ
)2

m2

(50)

Using the fact that in finite dimensional vector spaces, all

norms are equivalent up to a proportionality constant, we

always have a constant δ2,R such that ‖x‖2 ≤ δ2,R‖x‖R for all

x and hence
∑m

i=1

∥

∥xk
i − x̄k

∥

∥

2
≤ δ22,R‖x

k − x̄k‖2R according

to the definition of matrix norm in (37). Similarly, we always

have
∑m

i=1

∥

∥yki − viȳ
k
∥

∥

2
≤ δ22,C‖y

k−diag(v)ȳk‖2C for some

constant δ2,C according to the definition of matrix norm in

(38). Therefore, (50) can be rewritten as

E
[

F (x̄k+1)− F ∗|Fk
]

≤ F (x̄k)− F ∗ +
uT vL2λkδ22,R‖x

k − x̄k‖2R
m2

+

(

‖u‖2λk

2muTv
+

2L(λk)2‖u‖2

m2

)

δ22,C‖y
k − diag(v)ȳk‖2C

−
uT vλk

2m

∥

∥∇F (x̄k)
∥

∥

2

−

(

uT vλk

2m
−

2L(λk)2(uT v)2

m2

)

∥

∥ḡk
∥

∥

2

+ 2L(γk
1 )

2(σk
R,ζ)

2 +
2L(λk)2(uT v)2(σk

C,γ2,ξ
)2

m2

(51)

Step II: Relationship for ‖xk+1 − x̄k+1‖2R.

For the convenience of analysis, we write the iterates of

(32) on per-coordinate expressions. Define for all ℓ =
1, . . . , d, and k ≥ 0, xk(ℓ) = ([xk

1 ]ℓ, . . . , [x
k
m]ℓ)

T , yk(ℓ) =
([yk1 ]ℓ, . . . , [y

k
m]ℓ)

T , gk(ℓ) = ([gk1 ]ℓ, . . . , [g
k
m]ℓ)

T , ζkw(ℓ) =
([ζkw1]ℓ, . . . , [ζ

k
wm]ℓ)

T , ξkw(ℓ) = ([ξk+1
w1 ]ℓ, . . . , [ξ

k+1
wm ]ℓ)

T . In

this per-coordinate view, (32) has the following form for all

ℓ = 1, . . . , d, and k ≥ 0,

xk+1(ℓ) = (I + γk
1R)xk(ℓ) + γk

1 ζ
k
w(ℓ)− λkyk(ℓ)

yk+1(ℓ) = (I + γk
2C)yk(ℓ) + γk

2 ξ
k
w(ℓ) + gk+1(ℓ)− gk(ℓ)

(52)

From the definition of xk+1(ℓ) in (52), and the relation for

x̄k+1 in (33), we obtain for all ℓ = 1, . . . , d,

xk+1(ℓ)− [x̄k+1]ℓ1 = (I + γk
1R)

(

xk(ℓ)− [x̄k]ℓ1
)

+ γk
1

(

ζkw(ℓ)− [ζ̄kw]ℓ1
)

− λk

(

I −
1uT

m

)

yk(ℓ)

where we used (I + γk
1R)1 = 1.



Noting that [x̄k]ℓ is the average of xk(ℓ), i.e.,
1
m
1uT

(

xk(ℓ)− [x̄k]ℓ1
)

= 0, and abbreviating I − 1uT

m

as Πu , I − 1uT

m
, we have

xk+1(ℓ)− [x̄k+1]ℓ1

= R̄k
(

xk(ℓ)− [x̄k]ℓ1
)

+ γk
1

(

ζkw(ℓ)− [ζ̄kw]ℓ1
)

− λkΠu

(

yk(ℓ)− v[ȳk]ℓ + v[ȳk]ℓ)
)

= R̄k
(

xk(ℓ)− [x̄k]ℓ1
)

+ γk
1

(

ζkw(ℓ)− [ζ̄kw]ℓ1
)

− λkΠu

(

yk(ℓ)− v[ȳk]ℓ
)

− λkΠuv

(

[ḡk]ℓ +

[

k−1
∑

l=0

γl
2ξ̄

l
w

]

ℓ

)

where R̄k = I + γk
1R − 1uT

m
and we used (35) in the last

equality.

Taking norm ‖ · ‖R on both sides of the preceding relation-

ship leads to

∥

∥xk+1(ℓ)− [x̄k+1]ℓ1
∥

∥

2

R
=

∥

∥R̄k
(

xk(ℓ)− [x̄k]ℓ1
)

−λkΠu

(

yk(ℓ)− v[ȳk]ℓ
)

−λkΠuv[ḡ
k]ℓ
∥

∥

2

R

+

∥

∥

∥

∥

∥

γk
1

(

ζkw(ℓ)− [ζ̄kw]ℓ1
)

− λkΠuv

[

k−1
∑

l=0

γl
2ξ̄

l
w

]

ℓ

∥

∥

∥

∥

∥

2

R

+ 2
〈

Rk
(

xk(ℓ)− [x̄k]ℓ1
)

− λkΠu

(

yk(ℓ)− v[ȳk]ℓ
)

−λkΠuv[ḡ
k]ℓ, γ

k
1

(

ζkw(ℓ)− [ζ̄kw]ℓ1
)

− λkΠuv

[

k−1
∑

l=0

γl
2ξ̄

l
w

]

ℓ

〉

R

where 〈·〉R denotes the inner product induced1 by the norm

‖ · ‖R.

Taking the expectation (conditioned on Fk) on both sides

yields

E

[

∥

∥xk+1(ℓ)− [x̄k+1]ℓ1
∥

∥

2

R
|Fk

]

=
∥

∥R̄k
(

xk(ℓ)−[x̄k]ℓ1
)

−λkΠu

(

yk(ℓ)−v[ȳk]ℓ
)

−λkΠuv[ḡ
k]ℓ
∥

∥

2

R

+ E





∥

∥

∥

∥

∥

γk
1

(

ζkw(ℓ)− [ζ̄kw]ℓ1
)

− λkΠuv

[

k−1
∑

l=0

γl
2ξ̄

l
w

]

ℓ

∥

∥

∥

∥

∥

2

R





≤
((

1− γk
1ρR

) ∥

∥xk(ℓ)− [x̄k]ℓ1
∥

∥

R

+
∥

∥λkΠu

(

yk(ℓ)− v[ȳk]ℓ
)

+ λkΠuv[ḡ
k]ℓ
∥

∥

R

)2

+ E





∥

∥

∥

∥

∥

γk
1

(

ζkw(ℓ)− [ζ̄kw]ℓ1
)

− λkΠuv

[

k−1
∑

l=0

γl
2ξ̄

l
w

]

ℓ

∥

∥

∥

∥

∥

2

R





(53)

Using the relationship (a+ b)2 ≤ (1 + ǫ)a2 + (1 + ǫ−1)b2

on the first term on the right hand side of (53) and setting ǫ

1It can be seen that the norm ‖ · ‖R satisfies the Parallelogram Law and,
hence, the inner product induced by the norm ‖ · ‖R exists.

to 1
1−γk

1
ρR

− 1 (resulting in 1 + 1
ǫ
= 1

ρRγk
1

), we have

E

[

∥

∥xk+1(ℓ)− [x̄k+1]ℓ1
∥

∥

2

R
|Fk

]

≤

(

1− γk
1 ρR

) ∥

∥xk(ℓ)− [x̄k]ℓ1
∥

∥

2

R
+

2(λk)2 ‖Πuv‖
2
R

ρRγk
1

∥

∥[ḡk]ℓ
∥

∥

2

R

+
2(λk)2 ‖Πu‖

2
R

ρRγk
1

∥

∥yk(ℓ)− v[ȳk]ℓ
∥

∥

2

R

+ 2(γk
1 )

2
E

[

∥

∥ζkw(ℓ)− [ζ̄kw]ℓ1
∥

∥

2

R

]

+ 2(λk)2‖Πuv‖
2
E





∥

∥

∥

∥

∥

[

k−1
∑

l=0

γl
2ξ̄

l
w

]

ℓ

∥

∥

∥

∥

∥

2

R





(54)

Summing the preceding relations over ℓ = 1, . . . , d,

and noting
∑d

ℓ=1 ‖x
k+1(ℓ) − [x̄k+1]ℓ1‖

2
R = ‖xk+1 −

x̄k+1‖2R,
∑d

ℓ=1 ‖y
k(ℓ) − v[ȳk]ℓ‖

2
R = ‖yk − diag(v)ȳk‖2R,

∑d
ℓ=1

∥

∥ζkw(ℓ)− [ζ̄kw]ℓ1
∥

∥

2

R
≤ δ2R,2

∑m
i=1

∥

∥ζkw − ζ̄kw
∥

∥

2

2
, and

∑d
ℓ=1

∥

∥

∥

[

∑k−1
l=0 γl

2ξ̄
l
w

]

ℓ

∥

∥

∥

2

R
≤ δ2R,2

∥

∥

∥

∑k−1
l=0 γl

2ξ̄
l
w

∥

∥

∥

2

2
, we obtain

E
[

‖xk+1 − x̄k+1‖2R|F
k
]

≤
(

1− γk
1ρR

)

‖xk − x̄k‖2R +
2(λk)2 ‖Πuv‖

2
R

ρRγk
1

∥

∥ḡk
∥

∥

2

R

+
2(λk)2 ‖Πu‖

2
R

ρRγk
1

‖yk − diag(v)ȳk‖2R

+ 2(γk
1 )

2δ2R,2E

[

m
∑

i=1

∥

∥ζkwi − ζ̄kw
∥

∥

2

2

]

+ 2(λk)2 ‖Πuv‖
2
R δ2R,2E





∥

∥

∥

∥

∥

k−1
∑

l=0

γl
2ξ̄

l
w

∥

∥

∥

∥

∥

2

2





≤
(

1− γk
1ρR

)

‖xk − x̄k‖2R +
2(λk)2 ‖Πuv‖

2
R

ρRγk
1

∥

∥ḡk
∥

∥

2

R

+
2(λk)2 ‖Πu‖

2
R

ρRγk
1

‖yk − diag(v)ȳk‖2R

+ 4m(γk
1 )

2δ2R,2(σ
k
R,ζ)

2 + 4(γk
1 )

2δ2R,2

∑

i,j

(Rijσ
k
ζ,j)

2

+ 2(λk)2 ‖Πuv‖
2
R δ2R,2(σ

k
C,γ2,ξ

)2

(55)

where δR,2 is constant such that ‖x‖R ≤ δR,2‖x‖2 for all x.

(In finite dimensional vector spaces, all norms are equivalent

up to a proportionality constant, represented by δR,2 here.)

Step III: Relationship for ‖yk − diag(v)ȳk‖2C .

From (33), the ℓth entries of [ȳk]ℓ satisfy

[ȳk+1]ℓ = [ȳk]ℓ + γk
2 [ξ̄

k
w]ℓ + [ḡk+1]ℓ − [ḡk]ℓ

Then, using (52), we obtain for all ℓ = 1, . . . , d,

yk+1(ℓ)− v[ȳk+1]ℓ =C̄k(yk(ℓ)− v[ȳk]ℓ) + γk
2Πvξ

k
w(ℓ)

+ Πv

(

gk+1(ℓ)− gk(ℓ)
)

where C̄k = I + γk
2C − 1

m
v1T and Πv =

(

I − 1
m
v1T

)

.

Note that we used the relationship (I + γk
2C)v = v and

1
m
v1T (yk(ℓ)− v[ȳk]ℓ) = 0.



Taking the norm ‖ · ‖C on both sides yields

∥

∥yk+1(ℓ)− v[ȳk+1]ℓ
∥

∥

2

C

=
∥

∥C̄k(yk(ℓ)− v[ȳk]ℓ) + Πv

(

gk+1(ℓ)− gk(ℓ)
)∥

∥

2

C

+ (γk
2 )

2
∥

∥Πv

(

ξkw(ℓ)
)
∥

∥

2

C
+ 2

〈

C̄k(yk(ℓ)− v[ȳk]ℓ)

+Πv

(

gk+1(ℓ)− gk(ℓ)
)

, γk
2Πvξ

k
w(ℓ)

〉

C

≤
(

(1 − ρCγ
k
2 )
∥

∥yk(ℓ)− v[ȳk]ℓ
∥

∥

C
+

‖Πv‖C
∥

∥gk+1(ℓ)− gk(ℓ)
∥

∥

C

)2
+ (γk

2 )
2‖Πv‖

2
C

∥

∥ξkw(ℓ)
∥

∥

2

C

+ 2
〈

C̄k(yk(ℓ)− v[ȳk]ℓ) + Πv

(

gk+1(ℓ)− gk(ℓ)
)

,

γk
2Πvξ

k
w(ℓ)

〉

C

where in the inequality we used ‖C̄k‖C = 1− γkρC . Taking

conditional expectation on both sides leads to

E

[

∥

∥yk+1(ℓ)− v[ȳk+1]ℓ
∥

∥

2

C
|Fk

]

≤ E
[(

(1 − γk
2ρC)

∥

∥yk(ℓ)− v[ȳk]ℓ
∥

∥

C

+ ‖Πv‖C
∥

∥gk+1(ℓ)− gk(ℓ)
∥

∥

C

)2
|Fk

]

+ (γk
2 )

2‖Πv‖
2
CE

[

∥

∥ξkw(ℓ)
∥

∥

2

C

]

≤ (1− γk
2ρC)

∥

∥yk(ℓ)− v[ȳk]ℓ
∥

∥

2

C
+

‖Πv‖
2
C

γk
2ρC

∥

∥gk+1(ℓ)− gk(ℓ)
∥

∥

2

C
+ (γk

2 )
2‖Πv‖

2
CE

[

∥

∥ξkw(ℓ)
∥

∥

2

C

]

(56)

where in the second inequality we used the relationship (a+
b)2 ≤ (1 + ǫ)a2 + (1 + ǫ−1)b2 valid for any scalars a, b and

ǫ > 0 and set ǫ = 1
1−γk

2
ρC

− 1.

By summing these relations over ℓ = 1, . . . , d, we find

E
[

‖yk+1 − diag(v)ȳk+1‖2C |F
k
]

≤ (1− γk
2 ρC)‖y

k − diag(v)ȳk‖2C

+
‖Πv‖

2
Cδ

2
C,2

γk
2 ρC

E

[

m
∑

i=1

∥

∥gk+1
i − gki

∥

∥

2

2
|Fk

]

+ (γk
2 )

2‖Πv‖
2
Cδ

2
C,2E

[

m
∑

i=1

∥

∥ξkwi

∥

∥

2

2

]

≤ (1− γk
2 ρC)‖y

k − diag(v)ȳk‖2C

+
L2‖Πv‖

2
Cδ

2
C,2

γk
2 ρC

E

[

m
∑

i=1

∥

∥xk+1
i − xk

i

∥

∥

2

2
|Fk

]

+ (γk
2 )

2‖Πv‖
2
Cδ

2
C,2

∑

i,j

(Cijσ
k
ξ,j)

2

(57)

where we used the Lipschitz assumption on gi and δC,2 is

constant such that ‖x‖C ≤ δC,2‖x‖2 for all x. (In finite

dimensional vector spaces, all norms are equivalent up to a

proportionality constant, represented by δC,2 here.)

Next, we proceed to analyze E

[

∑m
i=1

∥

∥xk+1
i − xk

i

∥

∥

2

2
|Fk

]

in (57). Using (32), we have for every index ℓ = 1, . . . , d:

xk+1(ℓ)− xk(ℓ)

= γk
1Rxk(ℓ) + γk

1 ζ
k
w(ℓ)− λkyk(ℓ)

= γk
1R(xk(ℓ)− [x̄k]ℓ1) + γk

1 ζ
k
w(ℓ)− λk(yk(ℓ)− v[ȳk]ℓ)

− λkv[ȳk]ℓ

= γk
1R(xk(ℓ)− [x̄k]ℓ1) + γk

1 ζ
k
w(ℓ)− λk(yk(ℓ)− v[ȳk]ℓ)

− λkv[ḡk]ℓ − λkv

[

k−1
∑

l=0

γl
2ξ̄

l
w

]

ℓ

where we used R1 = 0 in the second equality and ȳk =
ḡk +

∑k−1
l=0 γl

2ξ̄
l
w from (35) in the last equality.

The preceding relationship leads to

∥

∥xk+1(ℓ)− xk(ℓ)
∥

∥

2

2

≤ 2
∥

∥γk
1R(xk(ℓ)− [x̄k]ℓ1)−λ

k(yk(ℓ)− v[ȳk]ℓ)−λ
kv[ḡk]ℓ

∥

∥

2

2

+ 2

∥

∥

∥

∥

∥

γk
1 ζ

k
w(ℓ)− λkv

[

k−1
∑

l=0

γl
2ξ̄

l
w

]

ℓ

∥

∥

∥

∥

∥

2

2

and further

E

[

∥

∥xk+1(ℓ)− xk(ℓ)
∥

∥

2

2
|Fk
]

≤ 2
(

rk
∥

∥xk(ℓ)− [x̄k]ℓ1
∥

∥

2
+ λk

∥

∥yk(ℓ)− v[ȳk]ℓ
∥

∥

2
+

λk‖v‖2
∥

∥[ḡk]ℓ
∥

∥

2

)2
+ 2E





∥

∥

∥

∥

∥

γk
1 ζ

k
w(ℓ)− λkv

[

k−1
∑

l=0

γl
2ξ̄

l
w

]

ℓ

∥

∥

∥

∥

∥

2

2





where rk = ‖γk
1R‖2 = γk

1 ρc which is arbitrarily close to the

spectral radius of the matrix γk
1R .

Therefore, we have

E

[

∥

∥xk+1(ℓ)− xk(ℓ)
∥

∥

2

2
|Fk

]

≤ 6(rk)2
∥

∥xk(ℓ)− [x̄k]ℓ1
∥

∥

2

2
+ 6(λk)2

∥

∥yk(ℓ)− v[ȳk]ℓ]
∥

∥

2

2

+ 6(λk)2‖v‖22
∥

∥[ḡk]ℓ
∥

∥

2

2
+ 4(γk

1 )
2
E

[

∥

∥ζkw(ℓ)
∥

∥

2

2

]

+ 4(λk)2‖v‖22E





∥

∥

∥

∥

∥

[

k−1
∑

l=0

γl
2ξ̄

l
w

]

ℓ

∥

∥

∥

∥

∥

2

2





By summing over ℓ = 1, . . . , d, we obtain

E

m
∑

i=1

[

∥

∥xk+1
i − xk

i

∥

∥

2

2
|Fk

]

≤ 6(rk)2
m
∑

i=1

∥

∥xk
i − x̄k

∥

∥

2

2
+ 6(λk)2

m
∑

i=1

∥

∥yki − viȳ
k
∥

∥

2

2

+ 6(λk)2‖v‖22
∥

∥ḡk
∥

∥

2

2

+ 4(γk
1 )

2
∑

i,j

R2
ij(σ

k
ζ,j)

2 + 4(λk)2‖v‖22(σ
k
C,γ2,ξ

)2

(58)

where we used the definition of (σk
C,γ2,ξ

)2 in (47).



Plugging (58) into (57) and using rk = γk
1 ρc lead to

E
[

‖yk+1 − diag(v)ȳk+1‖2C |F
k
]

≤
(

1− γk
2ρC +

6L2‖Πv‖
2
Cδ

2
C,2δ

2
2,C(λ

k)2

ρCγk
2

)

‖yk− diag(v)ȳk‖2C

+
6L2‖Πv‖

2
Cδ

2
C,2δ

2
2,Rρ

2
c(γ

k
1 )

2

ρCγk
2

‖xk − x̄k‖2R

+
6‖Πv‖

2
C‖v‖

2
CL

2δ2C,2(λ
k)2

ρCγk
2

∥

∥ḡk
∥

∥

2

2

+ (γk
2 )

2‖Πv‖
2
Cδ

2
C,2

∑

i,j

(Cijσ
k
ξ,j)

2

+
4L2δ2C,2‖Πv‖

2
2(γ

k
1 )

2
∑

i,j R
2
ij(σ

k
ζ,j)

2

γk
2ρC

+
4L2δ2C,2‖v‖

2
2‖Πv‖

2
2(λ

k)2(σk
C,γ2,ξ

)2

γk
2 ρC

(59)

Step IV: We combine Steps I-III and prove the theorem.

Defining vk =
[

(F (x̄k+1) − F ∗), ‖xk − x̄k‖2R, ‖y
k −

diag(v)ȳk‖2C
]T

, we have the following relations from (51),

(55), and (59):

E
[

vk+1|Fk
]

≤ (V k +Ak)vk −Hk

[
∥

∥∇F (x̄k)
∥

∥

2

‖ḡk‖2

]

+Bk

(60)

where

V k =







1
(uT v)L2δ2

2,Rλk

m2

‖u‖2δ2
2,Cλk

2muT v

0 1− γk
1ρR 0

0 0 1− γk
2ρC






,

Ak =











0 0
2Lδ2

2,C(λk)2‖u‖2

m2

0 0
2‖Πu‖

2

Rδ2C,R(λk)2

ρRγk
1

0
6L2‖Πv‖

2

Cδ2C,2δ
2

2,Rρ2

c(γ
k
1
)2

ρCγk
2

6L2‖Πv‖
2

Cδ2C,2δ
2

2,C(λk)2

ρCγk
2











,

Hk =









uT vλk

2m
uT vλk

2m − 2L(λk)2(uT v)2

m2

0 −
2‖Πuv‖

2

Rδ2
2,R(λk)2

ρRγk
1

0 −
6‖Πv‖

2

C‖v‖2

CL2δ2C,2(λ
k)2

ρCγk
2









, Bk =





bk1
bk2
bk3





with bk1 = 2L(γk
1 )

2(σk
R,ζ)

2 +
2L(λk)2(uT v)2(σk

C,γ2,ξ)
2

m2 , bk2 = 4m(γk
1 )

2δ2R,2(σ
k
R,ζ)

2 +

4(γk
1 )

2δ2R,2

∑

i,j(Rijσ
k
ζ,j)

2 + 2(λk)2 ‖Πuv‖
2
R δ2R,2(σ

k
C,γ2,ξ

)2

bk3 = (γk
2 )

2‖Πv‖
2
Cδ

2
C,2

∑

i,j(Cijσ
k
ξ,j)

2 +
4L2δ2C,2‖Πv‖

2

2
(γk

1
)2

∑
i,j R2

ij(σ
k
ζ,j)

2

γk
2
ρC

+

4L2δ2C,2‖v‖
2

2
‖Πv‖

2

2
(λk)2(σk

C,γ2,ξ)
2

γk
2
ρC

.

Using Assumption 5, and the conditions that (γk
1 )

2, (γk
2 )

2,

and
(γk

1
)2

γk
2

are summable in the theorem statement, it follows

that all entries of the matrix Bk are summable a.s. By

defining b̂k as the maximum element of Bk, we have Bk ≤
b̂k1. Therefore, E

[

F (x̄k)− F ∗|Fk
]

, E
[

‖xk − x̄k‖2R|F
k
]

,

and E
[

‖yk − diag(v)ȳk‖2C |F
k
]

for the iterates generated by

Algorithm 2 satisfy the conditions of Theorem 9 and, hence,

the results of Theorem 9 hold.

Remark 8. In networked systems, usually communication

imperfections can be modeled as channel noises [43], which

can be regarded as a special case of the DP noise considered

here. Therefore, Algorithm 2 can also be used to counteract

such communication imperfections in distributed optimization.

Remark 9. Because the evolution of xk
i to the optimal solution

satisfies the conditions in Lemma 9, which are in turn derived

based on Lemma 2, we can leverage Lemma 9 and Lemma

2 to characterize the convergence speed. More specifically,

(44) and the relationship π̃T Ṽ k = (1 − αγk
1 )π̃

T imply

that vk
2 , ‖xk − x̄k‖2R and vk

3 , ‖yk − diag(v)ȳk‖2C
satisfy

∑∞
k=0 γ

k
1‖x

k − x̄k‖2R < ∞ and
∑∞

k=0 γ
k
1 ‖y

k −
diag(v)ȳk‖2C < ∞ according to Lemma 2. Given that

summable sequences decay with a rate no slower than O( 1
k
),

and γk
1 is non-summable, we have ‖xk − x̄k‖2R and ‖yk −

diag(v)ȳk‖2C decaying to zero with a rate no slower than

O( 1
kγk

1

). Furthermore, (42) implies that λk‖∇F (x̄k)‖2 decays

to zero with a rate no slower than O( 1
k
), i.e., ‖∇F (x̄k)‖2

decays to zero with a rate no slower than O( 1
kλk ). For

example, when γk
1 and λk are set as O( 1

k0.6 ) and O( 1
k0.9 ),

respectively, then ‖xk − x̄k‖2R, ‖yk − diag(v)ȳk‖2C , and

‖∇F (x̄k)‖2 will decay to zero with a rate no slower than

O( 1
k0.4 ), O( 1

k0.4 ), and O( 1
k0.1 ), respectively, Moreover, from

the proof in Lemma 9 (specifically (44) and the paragraph

below it), we know that the decreasing speed of ‖xk − x̄k‖2R,

‖yk −diag(v)ȳk‖2C increases with an increase in α, which in

turn increases with an increase in κ3 and κ4. Further noting

that κ3 and κ4 correspond to the spectral radius of R and

C, respectively, we have that the convergence speed increases

with an increase in the spectral radius of R and C defined in

Assumption 5 (see (30) for diagonal entries).

B. Privacy analysis

Similar to the privacy analysis in Sec. III-B, we can also

analyze the strength of differential privacy for Algorithm 2:

Theorem 4. Under Assumptions 1, 4, and 5, if {λk}, {γk
1},

and {γk
2} satisfy the conditions in Theorem 3, and all elements

of ζki and ξki are drawn independently from Laplace distri-

bution Lap(νk) with (σk
ζ,i)

2 = (σk
ξ,i)

2 = 2(νk)2 satisfying

Assumption 6, then all agents will converge almost surely

to an optimal solution. Moreover, the cumulative differential-

privacy budget ǫ of Algorithm 2 increases with the number of

iterations at a rate ǫ ≤
∑T

k=1
4C
νk . In the special case where

λk = 1
k

, γk
1 = 1

k0.9 , γk
2 = 1

k0.7 , and νk = 4Ck0.15, which

satisfy all conditions of Theorem 3 and hence ensure almost

sure convergence, the privacy budget of Algorithm 2 increases

at a rate ǫ ≤
∑T

k=1
1

k0.15 .

Proof. Since the convergence follows Theorem 3, we only

consider the privacy statements. We first prove that the sen-

sitivity of the algorithm satisfies ∆k ≤ 4C with C given

in Assumption 4. Given two adjacent distributed optimiza-

tion problems P and P ′, for any given fixed observation

O and initial state [x0; y0] ,

[

x0

y0

]

, the sensitivity is

determined by ‖R−1(P ,O, [x0; y0])−R−1(P ′,O, [x0; y0])‖1
according to Definition 3. Since in P and P ′, there is



only one objective function that is different, we represent

the different objective function as the ith one, i.e., fi(·),
without loss of generality. Because the observations (includ-

ing all shared messages) under P and P ′ are identical, we

have ok1 , (1 + γk
1Rii)x

k
i + γk

1

∑

j∈Nin

R,i
Rijx

k
j − λkyki =

(1 + γk
1Rii)x

′k
i + γk

1

∑

j∈Nin

R,i
Rijx

′k
j − λky′ki , o′

k
1 and

ok2 , (1 + γk
2Cii)y

k
i + γk

2

∑

j∈Nin

C,i
Cijy

k
j = (1 + γk

2Cii)y
′k
i +

γk
2

∑

j∈Nin

C,i
Cijy

′k
j , o′

k
2 . Therefore, we have the following

relationship for Algorithm 2:

‖R−1(P ,O, [x0; y0])−R−1(P ′,O, [x0; y0])‖1

=

∥

∥

∥

∥

∥

[

ok1 − o′
k
1

ok2 +∇fk+1
i −∇fk

i −
(

o′
k
2 +∇f ′k+1

i −∇f ′k
i

)

]
∥

∥

∥

∥

∥

1

=
∥

∥∇fk+1
i −∇fk

i −
(

∇f ′k+1
i −∇f ′k

i

)∥

∥

1
≤ 4C

where we abbreviated ∇fi(x
k
i ) as ∇fk

i and used Assumption

4 in the last inequality.

Using Lemma 6, we can easily obtain that the cumulative

privacy budget satisfies ǫ ≤
∑T

k=1
4C
νk for T iterations, which

completes the proof. The results for the special case can be

easily obtained by replacing νk with 4Ck0.15.

Remark 10. To satisfy Assumption 6, νk cannot increase

faster than 1
γk
2

, and hence 1
νk decreases slower than γk

2 and

is not summable. Therefore, the privacy budget of Algorithm

2 will tend to infinity when k tends to infinity. This is

different from Algorithm 1, which can ensure both almost sure

convergence and a finite privacy budget even when the number

of iterations goes to infinity (see details in Theorem 2). This

reduced privacy of Algorithm 2 compared with Algorithm 1 is

caused by the fact that Algorithm 2 shares more messages than

Algorithm 1 in every iteration (it has been proven that sharing

less messages can amplify privacy protection [46], [47]).

Remark 11. Since we use the standard ǫ-differential privacy

framework, we characterize the cumulative privacy budget

directly. Under relaxed (approximate) ǫ-differential privacy

frameworks, such as (ǫ, δ)-differential privacy [48], zero-

concentrated differential privacy [49], or Rényi differential

privacy [50], advanced composition theories in [48], [49],

[50] can be exploited to characterize the cumulative privacy

budget.

V. NUMERICAL EXPERIMENTS

A. Evaluation using distributed estimation

We first evaluate the performance of the two proposed algo-

rithms using a canonical distributed estimation problem where

a network of m sensors collectively estimate an unknown pa-

rameter θ ∈ Rd. More specifically, we assume that each sensor

i has a noisy measurement of the parameter, zi = Miθ + wi,

where Mi ∈ R
s×d is the measurement matrix of agent i and

wi is Gaussian measurement noise of unit variance. Then the

maximum likelihood estimation of parameter θ can be solved

using the optimization problem formulated as (1), with each

fi(θ) given as fi(θ) = ‖zi − Miθ‖
2 + ς‖θ‖2 where ς is a

regularization parameter [9].

12

ed against the set of honest-but-curious nodes
out ∪N in ⊂ A

4: It is worth noting that although using publicly

, an adversarial node

, and
+1 − ∇ ved

), it cannot infer the value of any

= 0 , . . .) if node an in-neighbor

or out-neighbor not colluding with this adversarial node.

to the coupling weights

in the first is enough to blend

vacy of , even if is

to . However, a larger

in the interaction and hence has the potential to counteract

5: In the case where an adversary has side infor-

as a range of coefficients of the objective func-

we cannot prove the adversary’s inability to distinguish

) = ) + an arbitrary

. Although it is difficult to quantify the influence of side

a certain range of parameters) on enabled

vacy due to possible complicated ways that the side infor-

affect the gradient, we can show that in specific

as in the rendezvous problem, the adversary’s side

on parameter range could not be tightened after

For the sake of simple exposition, we

a local objective function ) = . The

of node is ) = . Following

in Theorem 4 and Theorem 6, the privacy of node

be preserved if it has an in-neighbor or out-neighbor

of node

is ) = or

) under any in . When the adversary has

of the function type (i.e., quadratic) and

a, b , the range of to be reduced

to b, p . This is because otherwise in

be within the initial range a, b wn to the adversary.

However, for any b, p a, b ), following

in Theorem 4 and Theorem 6, there always

exist feasible parameters making all information known to the

exactly the same as under

. Therefore, the adversarial node cannot distinguish

any b, p , meaning

a tighter range of

a, b ) after running the algorithm.

6: be extended to enable privacy

against adversaries wiretapping all communication links with-

y by patching partially

For example, like our prior work

we can let each node generate and flood its

key before the optimization iteration starts. Then in

a node encrypts its messages

to be sent, which can be decrypted by a legitimate recipient

of any third party.

1

5
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(a) (b)

1. Graphs used in simulations: (a) a directed cycle graph with
a strongly connected graph with

V. NUMERICAL IMULATIONS

A. Privacy Protection in the Rendezvous Problem

s consider the distributed rendezvous problem

a group of nodes want to agree on the nearest meeting

revealing each other’s initial position [27].

be modeled as the following problem:

min ) =
=1

) =
=1

of node

For the simplicity of exposition, we consider the = 1
but similar results can be obtained for = 1

We consider three nodes connected in a directed cycle as

wn in Fig. 1 (a). Let node be an honest-but-curious node

ved data in an attempt to learn the gradient

of node . Node

Parameter was set to . In the simulation, we first ran our

, the information accessible to

we show that information accessible to

be exactly the same under a completely different

We represent the information accessible to node in the

new implementation as . Fig. 2 shows , and

31 31
+1 − ∇ in , and

31 31
+1−∇ in , respectively. It can be seen

of the observations of node in both cases

3 shows the corresponding

, which are clearly different. Since node ves

, it has no

way to infer the real gradient function of node

B. Distributed Estimation Problem

In this subsection we focus on the convergence performance

of our algorithm and compare our algorithm with other decen-

We considered the following

min ) =
=1

is assumed to measure certain unknown

. In this problem, each node to

) =

Fig. 1. The interaction topology of the network

We consider a network of m = 5 sensors interacting on the

graph depicted in Fig. 1. In the evaluation, we set s = 3 and

d = 2. To evaluate the performance of the proposed Algorithm

1, we ignored the directions of edges in Fig. 1 in the selection

of coupling weights and injected Laplace based DP-noise with

parameter νk = 1 + 0.1k0.3 in every message shared in all

iterations. We set the stepsize λk and diminishing sequence

γk as λk = 0.02
1+0.1k and γk = 1

1+0.1k0.9 , respectively, which

satisfy the conditions in Theorem 1 and Theorem 2. In the

evaluation, we ran our algorithm for 100 times and calculated

the average as well as the variance of the optimization error

as a function of the iteration index. The result is given by

the blue curve and error bars in Fig. 2. For comparison, we

also ran the existing static-consensus based distributed gradient

descent (DGD) approach in [6] under the same noise, and

the differential-privacy approach for distributed optimization

(PDOP) in [18] under the same privacy budget. Note that

PDOP uses geometrically decreasing stepsizes (which are

summable) to ensure a finite privacy budget, but the fast

decreasing stepsize also leads to optimization errors. The

evolution of the average optimization error and variance of the

DGD and PDOP approaches are given by the red and black

curves and error bars in Fig. 2, respectively. It is clear that the

proposed algorithm has a comparable convergence speed but

much better optimization accuracy.

We also evaluated Algorithm 2 which is applicable to

general directed graphs. More specifically, still using the

topology in Fig. 1, we selected R and C matrices according to

Assumption 5 and set the stepsize and diminishing sequences

as λk = 0.02
1+0.1k , γk

1 = 1
1+0.1k0.9 , and γk

2 = 1
1+0.1k0.7 ,

respectively, which satisfy the conditions in Theorem 3. We

injected Laplace noises ζki and ξki (both have parameter

νk = 1 + 0.1k0.1) on all shared xk
i and yki respectively to

enable differential privacy, and it can be verified that the

noise satisfies Assumption 6. We ran our algorithm for 100

times and calculated the average as well as the variance of

the optimization error as a function of the iteration index.

The result is given by the blue curve and error bars in Fig.

3. For comparison, we also ran the conventional dynamic-

consensus based Push-Pull method in [17] under the same

noise and the PDOP based differential-privacy approach for

distributed optimization. Because the PDOP based approach

requires the stepsize to be decaying with a geometric rate, we

set the stespize of Push-Pull to 0.95k and used a geometrically

decaying noise such that it has the same privacy budget as our

approach. The evolution of the average optimization error and
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Fig. 2. Comparison of Algorithm 1 with existing distributed gradient descent
algorithm (DGD) in [6] (under the same noise) and the differential-privacy
approach for decentralized optimization PDOP in [18] (under the same privacy
budget) using the distributed estimation problem
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Fig. 3. Comparison of Algorithm 2 with existing dynamic-consensus based
distributed gradient algorithm (Push Pull) in [17] (under the same noise) and
the PDOP-based differential-privacy approach in [18] for Push Pull (under the
same privacy budget) using the distributed estimation problem

variance of Push Pull (with the same noise as our approach)

and PDOP-privacy based Push Pull (with the same privacy

budget as our approach) are depicted by the red and black

curves and error bars in Fig. 3, respectively. It is clear that the

proposed algorithm has a comparable convergence speed but

gained significant improvement in optimization accuracy.

B. Evaluation using image classification on MNIST

We also used decentralized training of a convolutional

neural network (CNN) to evaluate the performance of our

proposed algorithms. More specially, we consider five agents

which collaboratively train a CNN using the MNIST dataset

[51] under the topology in Fig. 1. The MNIST data set is a

large benchmark database of handwritten digits widely used
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Fig. 4. Comparison of Algorithm 1 with existing distributed gradient descent
algorithm (DGD) in [6] (under the same noise) and the differential-privacy
approach for decentralized optimization PDOP in [18] (under the same privacy
budget) using the MNIST image classification problem

0 100 200 300 400 500 600

Iteration Index

0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

A
cc

ur
ac

y
Training accuracy: Proposed Algorithm 2

Testing accuracy: Proposed Algorithm 2

Training accuracy: Push Pull with the same noise

Testing accuracy: Push Pull with the same noise

Training accuracy: PDOP with the same 

Testing accuracy: PDOP with the same 

Fig. 5. Comparison of Algorithm 2 with existing dynamic-consensus based
distributed gradient algorithm (Push Pull) in [17] (under the same noise) and
the PDOP-based differential-privacy approach in [18] for Push Pull (under the
same privacy budget) using the MNIST image classification problem

for training and testing in the field of machine learning [52].

Each agent has a local copy of the CNN. The CNN has 2

convolutional layers with 32 filters with each followed by a

max pooling layer, and then two more convolutional layers

with 64 filters each followed by another max pooling layer

and a dense layer with 512 units. Each agent has access to

a portion of the MNIST dataset, which was further divided

into two subsets for training and validation, respectively. To

evaluate the proposed Algorithm 1, We set the stepsize as

λk = 1
1+0.01k and the weakening factor γk as 1

1+0.01k0.9 .

The Laplace noise parameter was set to νk = 1 + 0.01k0.3

to enable ǫ-differential privacy. The evolution of the training

and testing accuracies averaged over 50 runs are illustrated by

the solid and dashed blue curves in Fig. 4. To compare the

convergence performance of our algorithm with the conven-

tional distributed gradient descent algorithm under differential-

privacy induced noise, we also implemented the distributed



gradient descent (DGD) algorithm in [6] to train the same

CNN using stepsize 1
1+0.01k under the same Laplace noise.

The results are illustrated by the solid and dotted red curves

in Fig. 4. It can be seen that the proposed algorithm has a

much better robustness to differential-privacy noise. Moreover,

to compare with the existing differential-privacy approach for

distributed optimization, we also implemented the differential

privacy approach PDOP in [42] on DGD under the same

privacy budget ǫ. PDOP uses geometrically decaying stepsizes

and noises to ensure a finite privacy budget. However, such

fast-decaying stepizes turned out to be unable to train the

complex CNN model (see training and testing accuracies in

solid and dashed black curves in Fig. 4, respectively under

λk = 0.95k and νk = 0.98k). These comparisons corroborate

the advantage of the proposed Algorithm 1.

To show the influence of differential-privacy noise on the

final optimization accuracy, we also scaled the noise by 0.5 and

2 respectively and obtained the training and testing accuracies.

To compare the strength of enabled privacy protection, we

ran the DLG attack model proposed in [21], which is the

most powerful inference algorithm reported to date in terms

of reconstructing exact raw data from shared gradient/model

updates. The attacker was assumed to be able to observe all

messages shared among the agents. The training/testing accu-

racies under different levels of DP-noise and DLG attacker’s

inference errors are summarized in Table 1. It can be seen that

there is a trade-off between privacy and accuracy.

Using the same interaction topology, CNN network, and

MNIST dataset, we also evaluated the performance of the

proposed Algorithm 2 under differential-privacy noise. The

parameters of Algorithm 2 were set as λk = 1
1+0.01k , γk

1 =
1

1+0.01k0.9 , and γk
2 = 1

1+0.01k0.7 . The Laplace noise parameter

was set as νk = 1
1+0.01k0.1 . The evolution of the training

and testing accuracies averaged over 50 runs are illustrated by

the solid and dashed blue curves in Fig. 5. For comparison,

we also implemented the dynamic-consensus based Push Pull

algorithm in [17] to train the same CNN using stepsize 0.02
under the same Laplace noise. The results are illustrated by

the solid and dotted red curves in Fig. 5. It can be seen that

the same amount of noise, which is tolerable to our proposed

Algorithm 2, completely prevents the Push Pull algorithm

from training the CNN model. Moreover, we also applied

PDOP based differential-privacy approach in [42] to Push

Pull, which uses geometrically decaying stepsizes and noises

to ensure a finite privacy budget. However, under the same

privacy budget, the fast-decaying stepize for Push Pull turned

out to be unable to train the complex CNN model either (see

Fig. 5 for training and testing accuracies in solid and dashed

black curves, respectively, under λk = 0.95k and νk = 0.98k).

These comparisons corroborate the advantage of the proposed

Algorithm 2.

To show the influence of differential-privacy noise on the

final optimization accuracy and the strength of enabled privacy,

we also scaled the noise by 0.5 and 2 respectively and obtained

the training/testing accuracies as well as DLG attacker’s infer-

ence errors. The results are given in Table 1, which confirms

the trade-off between privacy and accuracy.

VI. CONCLUSIONS

Although DP is becoming the de facto standard for publicly

sharing information, its direct incorporation into distributed

optimization leads to significant reduction in optimization

accuracy due to the need to iteratively and repeatedly inject

independent noises. This paper proposes two DP-oriented

gradient based distributed optimization algorithms that ensure

both ǫ-differential privacy and optimization accuracy. In fact,

the two algorithms can ensure almost sure convergence of

all agents to the optimal solution even in the presence of

persistent DP noise, which, to our knowledge, has not been

reported before. Both algorithms are also proven able to ensure

rigorous ǫ-differential privacy for a finite number of iterations.

And the first algorithm is proven able to ensure a finite

privacy budget even when the number of iterations goes to

infinity. Numerical simulations and experimental results using

a benchmark dateset confirm that both algorithms have a better

accuracy compared with their respective existing counterparts,

while maintaining a comparable convergence speed.
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