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Abstract—The information-theoretic secure exact-repair re-
generating codes for distributed storage systems (DSSs) with
parameters (n,k = d, d, £) are studied in this paper. We consider
distributed storage systems with n nodes, in which the original
data can be recovered from any subset of £k = d nodes, and
the content of any node can be retrieved from those of any
d helper nodes. Moreover, we consider two secrecy constraints,
namely, Type-I, where the message remains secure against an
eavesdropper with access to the content of any subset of up
to ¢ nodes, and Type-II, in which the message remains secure
against an eavesdropper who can observe the incoming repair
data from all possible nodes to a fixed but unknown subset of up
to ¢ compromised nodes. Two classes of secure determinant codes
are proposed for Type-I and Type-II secrecy constraints. Each
proposed code can be designed for a range of per-node storage
capacity and repair bandwidth for any system parameters. They
lead to two achievable secrecy trade-offs, for Type-I and Type-II
security.

Index Terms—Distributed storage systems, exact-repair regen-
erating codes, information-theoretic security.

I. INTRODUCTION

ITH the rise in demand and interest for data-driven

technology and cloud computing, the size of data and
the number of users who wish to access them continue to
grow rapidly. This necessitates the need for more efficient as
well as secure data storage mechanisms. Recently, the focus
of the storage industry has been shifted from central systems
to distributed storage systems (DSS). In such systems, data are
coded and stored over a set of n storage nodes. These nodes,
however, are subject to temporal and permanent failures.
Hence, redundancy among the contents of the nodes and node
repair mechanisms are essential to retrieve the contents of
failed nodes.

Traditionally, simple coding techniques such as replication-
based codes or Reed-Solomon codes have been used to encode
data in DSS. While replication-based codes are optimum for
node repair, they are very inefficient in terms of storage effi-
ciency. On the other hand, Reed-Solomon codes that require
the minimum storage overhead for a given level of reliability
impose very heavy network traffic for their repair mechanism.
This is due to the fact that they need to download the entire
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data before the content of a single node (which is a relatively
small portion of the data) can be recovered.

The family of regenerating codes, introduced by Dimakis
et al. [1]], strikes a balance between the storage overhead and
the cost of node repair (i.e., the communication cost associated
with the bandwidth needed to send the repair data) for DSS. In
an (n, k, d)-DSS with regenerating code parameters («, 3, F'),
the data of size F' is encoded into n segments, each is of
size o symbols and stored on one storage node. Such systems
satisfy two prime properties: (i) data recovery property; and
(i1) node repair property. The data recovery property ensures
that the original data can be recovered from the content of any
collection of k£ nodes. Furthermore, the node repair property
guarantees that upon failure of any node, it can be replaced by
a new node which, together with the other nodes, maintains the
properties of the original system. Such a replacement node can
be generated by accessing a collection of d helper nodes and
downloading (3 repair symbols from each of them. Ideally, it is
desired to design systems with a small per-node storage « and
low per-node repair-bandwidth 3. However, there is a tension
between the two parameters that prevents both parameters
from being simultaneously minimized.

There are two types of repair mechanisms: functional repair
[1]; and exact repair [2]-[9]. In the functional repair, the
content of a failed node will be replaced by new content so
that the subsequent set of nodes maintains the data recovery
property. It is shown in [[1] that there is a fundamental trade-off
between « and 3 for the functional repair, which is given by

F < Z':Ol min{a, (d — i)} (1)

This equation describes a piecewise linear curve in the a-f3
plane for a given F' and a tuple of system parameters (n, k, d).
The extreme points, i.e., the minimum achievable values of «
and [ on the trade-off curve, are called the minimum storage
regeneration (MSR) and the minimum bandwidth regeneration
(MBR) points, respectively. For functional repair regenerating
codes, the upper bound in is achievable, and hence, the
resulting storage-bandwidth trade-off is optimum [1]].

On the other hand, in the exact repair, the content of a failed
node should be exactly retrieved in the repair process. Exact
repair codes are favored in practice because the file recovery
process and the meta-data in the system do not change over
time. Due to the more stringent constraints, the achievable
(a, B)-region of exact-repair regenerating codes is potentially
smaller than that of the functional-repair codes. In contrast to
the functional repair, characterization of the optimal storage-



bandwidth trade-off for exact-repair regenerating codes re-
mains open for general system parameters.

One of the promising families of exact-repair regenerating
codes is the determinant code, which is initially proposed
for an (n,k = d,d)-DSS in [10], [L1]. A determinant code
at mode m € [d] a code with parameters @ = (%) and
B=(%"). It is shown in [10], [11] that a determinant code
at mode m is capable of storing up to F' = m(ij_ll) symbols.
We refer to Section for a brief overview of determinant
codes. The constraint of & = d is later relaxed in [12],
where the family of cascade codes for any tuple (n,k,d) is
introduced. There are d different determinant codes for a DSS
with parameters (n, k = d, d), each with an individual (o, f)
pair. This, together with memory-sharing techniques, leads to
a piecewise linear achievable trade-off curve with d corner
points. This trade-off includes the optimal points which are
only known for specific system parameters, and matches the
best known outer bound for linear exact-repair regenerating
codes [[13]]-[15].

In many applications, the data stored in a DSS are sensitive
and need to be protected against unauthorized or malicious
users who wish to access (passive adversary model) or modify
(active adversary model) the data. This motivates the idea
of information-theoretic secure regenerating codes that guar-
antee no information leakage about the secure data to an
eavesdropper with limited access to the system. Two types of
eavesdroppers attacks are studied in the literature [16], namely
(i) Type-I eavesdropper, who has access to the contents of
a fixed but unknown set of up to ¢ nodes; and (ii) Type-II
eavesdropper, who has access to the incoming repair data to
a fixed but unknown set of up to ¢ nodes. We refer to such a
system as an (n,k,d,¢) system of either Type-I or Type-IL
It is worth noting that, due to the node repair mechanism
of the system, a Type-II eavesdropper can reconstruct the
content of the compromised nodes, and hence is stronger than
a Type-I eavesdropper with the same parameter /. The goal of
designing secure regenerating codes is to construct codes that
ensure the security of the stored data against eavesdroppers,
in addition to the data recovery and node repair mechanisms.
The performance metric is the secrecy capacity, that is, the
size of the data that can be securely stored in a code with
given parameters («, ). Equivalently, for a given file size, we
are interested in characterizing all pairs of («, 8), for which a
regenerating code with the desired security constraint exists.
While it is desired to simultaneously minimize both o and
B, there is a trade-off between the two parameters, and (for
an optimum code) one can be decreased only at the cost of
increasing the other. Thus, we seek the optimum trade-off
between « and [ for which a certain secrecy capacity can
be attained.

A. Related Works

Upper bounds on the secrecy capacity for Type-I and Type-
IT eavesdroppers are presented in [17]. It is shown that for
an (n,k,d, ¢)-DSS, the size of secure data in the presence

of Type-I or Type-II eavesdroppers, denoted by Iy and Fy ),
respectively, must satisfy

Fs,ll < Fs,l < Zf;; min{av (d - Z)ﬂ} (2)

The MSR and MBR points on this trade-off have been studied
in [[16], where information-theoretic security is guaranteed
for the MBR point for all feasible (n,k,d, /) systems for
both Type-I and Type-II security. Moreover, asymptotically
optimal schemes are introduced for the MSR point for feasible
(n,k,d > 2k — 2,¢) systems under the Type-I security
constraint [[16]. Tandon et al. [[18|] developed a new upper
bound on the secure storage capacity of an (n,k,d,¢ = 1)-
DSS with Type-II eavesdroppers, outperforming the bounds
of [17]. Rawat et al. [19] proposed tighter bounds on the
secrecy capacity for MSR codes, and provided secure coding
schemes that achieve their bounds for both Type-I and Type-II
eavesdroppers with at most ¢ = 2 compromised nodes, under
the assumption that the Type-II attacked nodes are among the
systemic nodes. Goparaju et al. [20] improved these bounds
and proved that, under the class of linear regenerating codes,
the construction proposed in [19] provides an optimum MSR
code for any number of compromised nodes. However, for
the codes in [20]], the repair process is only guaranteed for the
systematic nodes, and hence the set of Type-II compromised
nodes is limited to subsets of the systematic ones.

Tandon et al. [21]] characterized the secure trade-off region
of an (n,k,d)-DSS for n < 4 and ¢ < k in the presence
of Type-I and Type-II adversaries. Moreover, those results
are extended for an (n,k = n—1,d = n—1,£{ = n—2)
DSS. The first trade-off curve with multiple corner points was
precisely characterized in [22] for the a (7,6, 6) system, which
is secured against ¢ = 1 Type-II eavesdroppers. The Type-II
secrecy capacity for some range of specific system parameters
is characterized in [23]]. It is shown in [24] that the trade-
off reduces to a single point when the system parameters are

(n=d+1,k=d,d,{), and £ > |41 .

Recently, Kruglik [25] investigated the security issues of
MBR array codes under a special type of eavesdroppers that
can attack all storage nodes in a distributed storage system, but
only access a small number of symbols stored in each node.
The author proposed an explicit construction of MBR array
codes that is secure against such an eavesdropper. An upper
bound on the secure storage capacity of such systems is es-
tablished and shown to be tight by providing a coding scheme
that achieves the bound. Gulcu [26] considered the problem of
repairing a node in a secure DSS, which is developed based on
the Reed-Solomon codes. The author proposed a secure node
repair algorithm that performs near-optimal in terms of the
bandwidth under a low-rate Reed-Solomon code. Due to the
increasing storage requirement for blockchains, coding theo-
retic techniques have been proposed to alleviate the storage
cost and the bootstrap cost that would help more miners enter
the market. Gadiraju et al. [|27] proposed a sharding protocol
that is based on exact repair secure regenerating codes. It is
shown that the proposed protocol is storage and bandwidth
efficient for a single node failure. Moreover, an equivalence
between the process of bootstrapping a node and repairing



a failed node is established to demonstrate that the bootstrap
cost is low as compared to uncoded sharding. Liang et al. [28]]
designed a secure data storage system and a recovery scheme
for blockchain-based industrial networks. The proposed re-
generation code exhibits simple coding characteristics and
excellent capability of local repair. Furthermore, experiments
show that the proposed scheme reduces the repair overhead
of local code in data storage nodes and enhances the data
integrity in the blockchain.

B. Main Contributions

In this paper, we generalize (n,k = d,d) determinant
codes [11]], which is a class of (non-secure) optimum exact-
repair regenerating codes, to achieve information-theoretic
security in the presence of Type-I or Type-II eavesdroppers.
We summarize the main results of this paper as follows:

« We provide explicit code constructions with a fairly small
field size for Type-I and Type-II secure determinant codes
for an (n,k = d,d)-DSS and for any number of compro-
mised nodes 1 < ¢ < k. We characterize the achievable
trade-offs, that consist of & = d corner points for Type-I
security, and at most k = d corner points under Type-II
security.

e We characterize the number of linearly independent vari-
ables observed by both Type-I and Type-II eavesdroppers, to
determine the number of random keys required to guarantee
security.

« We prove that the proposed code constructions satisfy three
properties: (i) data recovery property, (ii) node repair prop-
erty; and (ii) Type-I or Type-II security constraints.

e We prove the optimality of the proposed constructions
among all determinant-based codes. More precisely, we
show that the proposed Type-I and Type-II secure deter-
minant codes store the maximum secure file size Fy that
can be securely stored in a determinant code.

A summary of the main results of this paper has been presented
in [29] for Type-I secure determinant codes, and [30] for Type-
IT secure determinant codes. This paper presents complete
proofs of all results, introduces new results about the opti-
mality of the code construction of Type-II secure determinant
codes, and provides numerous illustrative examples to com-
pare between Type-I and Type-II secure code constructions,
compared to the non-secure version of determinant codes.

C. Notation

For integers a and b we use [a : b] to denote the set of
integers {a,a + 1,...,b}, and [b] = [1 : b]. Note that [a : b]
1s an empty set if a > b. For integers 0 < a < b, we define

() = =i To—ay1- Furthermore, we define (®)=0,ifa>bor
a< 0 e use lowercase letters (e.g., n) to refer to (real and
finite field) numbers, and random variables and random vectors
are indicated by capital letters (e.g. S). Calligraphic letters
(e.g., ) denote sets, and |Z| denotes the cardinality of Z.
Boldface capital letters (e.g. A) denote matrices, and A1
denotes the inverse of matrix A. For a matrix A, A(i,j)
denotes the matrix entry at row ¢ and column j. Moreover,

A(i,:) and A(:,j) denote the ith row and jth column of
matrix A, respectively. Furthermore, for sets Z and 7, the
submatrix of A obtained by rows ¢ € Z and columns j € J
is denoted by A(Z, 7). For a set Z and a set member z € Z,
we define indz(z) == [{y € Z : y < z}|. Moreover, the
largest and smallest entries of the set Z are denoted by maxZ
and minZ, respectively. For sets Z and J, J C Z means
that J is a subset of Z. Also, we define the set difference as
I\NJ ={x € Z:x ¢ J}. Furthermore, when |Z| = |7|,
we say Z is lexicographically smaller than J and denote
itby Z < J, if minZ \ J < minJ \ Z. For example,
{1,2,5} < {1,3,4}. All symbols in the code construction are
assumed to be elements of a Galois field F;, for some prime
power ¢, and the entropy function H(-) is computed in base g.

D. Paper Outline

The remainder of the paper is organized as follows. We
first present the problem formulation and the main results
of this work in Section The code construction of the
non-secure determinant codes is reviewed in Section In
Section[[V] we discuss Type-I secure determinant codes. More
specifically, the code construction is proposed in Section [[V-A]
an illustrative example is provided in Section the pro-
posed construction of determinant codes is proved to satisfy
Type-I security constraint in Section [IV-C| and finally, the
optimality of the proposed Type-I secure code construction
for determinant codes is shown in Section Section
is dedicated to Type-II secure determinant codes, where the
code construction is presented in Section followed by an
illustrative example in Section the security property of
the proposed construction is proved in Section and the
optimality of the proposed code construction for determinant
codes is established in Section [V-D} Finally, the paper is
concluded in Section The paper has six appendices, where
the proofs of some of the technical claims are presented.

II. PROBLEM FORMULATION AND MAIN RESULTS
A. Problem Formulation

We study the fundamental trade-off between the per-node
storage and repair bandwidth for secure distributed storage
systems under both Type-I and Type-II eavesdroppers.

An exact-repair regenerating code with system parameters
(n,k,d) and code parameters (Fs, «r, 3) maps a secure mes-
sage S of size Fg symbols (i.e., H(S) = Fy) to n codewords,
namely Ny, Na, ..., N,, each of size H(N;) < « symbols for
i € [n]. The codewords should satisfy the following properties:

1) Data Recovery: The original file can be reconstructed

from the content of any set of £ nodes, that is,

H(S{N;:i€K})=0, forany K C [n] and |K| = k.
3)

2) Exact Node Repair: Whenever a node f € [n] fails and
becomes inaccessible, it can be repaired and its content
Ny can be exactly reconstructed from the repair data of
size at most S symbols received from any collection of
d helper nodes. More precisely, for every failed node f,
every set of helper nodes H C [n] \ {f} with |H| = d,



and every helper node i € H, there exists repair data
encoders that generateﬂ Ry, the repair datéﬂ that are
sent from the helper node h to the failed node f, that
satisfy

H(Rp—¢|Np) =0, for h e [n]\{f},
H(Ry—y5) < B, for hen]\{f}, 4)
H(N;{Rps: heH))=0, for HC [n)\{f}, [H]=d.

Next, we explain the information-theoretic secrecy constraints
for Type-I and Type-II security.

o Type-I Security: An (n, k, d) exact regenerating code is
called an (n, k,d, £) Type-I secure code if an eavesdrop-
per with access to the content of an arbitrary subset of at
most ¢ nodes (with ¢ < k) cannot learn anything about the
secure message S. That is, for any set of compromised
nodes £ C [n] accessed by the eavesdropper with |£] < ¢,
we define the set eavesdropper’s observed variables by
&(L) ={N; :i€ L}, and have

I(S;&6(L)) =0, VL C [n] and |L] < 4. (5)

o Type-II Security: An (n,k,d) exact regenerating code
is called an (n, k,d, £) Type-II secure code if an eaves-
dropper with access to all the incoming repair data
from all possible helpers to a fixed but unknown sub-
set of at most ¢ compromised nodes (with ¢ < k)
can not learn any information about the secure mes-
sage S. That is, for any set of compromised nodes
L C [n] accessed by the eavesdropper with |£| < ¢, and
5||(£) = {Rhﬁi NS ﬁ, h e [’I’L} \ {Z}}, we have

I(S;&u(L)) =0, VL C [n] and |L£] < €. (6)

We denote the maximum size of a secure message that can be

stored in a Type-I secure DSS by Fy |. Similarly, the maximum

size of a secure message that can be stored in a DSS with

Type-II secrecy constraint is denoted by Fy .

Remark 1. The secrecy constraints in () and (6) imply
security in an information-theoretic sense: the eavesdropper
with unbounded computational power, unlimited amount of
time, and full knowledge of the underlying code construction
would not be able to learn anything about the secure message
from the observation.

Remark 2. The Type-II secrecy constraint in (6)) is stronger
than the Type-1 secrecy constraint in (3). This is due to the fact
that the content of a node can be exactly retrieved from the
repair data coming from any d < n—1 nodes. More precisely,

'When helper nodes in # contribute to repair a failed node f, the repair
data sent from a helper node h € H to f may depend on the identity of other
contributing helper nodes, and it is more appropriate to be denoted by R?L" f
However, in this paper, we are using the helper independent construction for
determinant codes [[11]], in which R?;‘ -, does not depend on H. Hence, for
ease of notation, we use Rj,_, ¢ to refer to the repair data sent from h to f.

2We define Rj,_,;, = @ to be a dummy variable with zero entropy for
convenience.

we have H(E(L)|Ew(L),S) = H(E(L)|Ew(L)) = 0 for every
L C [n]. Therefore,

1(S;&(L)) = H(S) — H

This implies that Type-II security is more stringent compared
to Type-I security, and hence Fy ) < Iy for any pair of (o, B)
and any set of system parameters (n,k,d).

B. Main Results

For an (n,k,d,¢) distributed storage system with code
parameters («, ), the main goal is to characterize the maxi-
mum F; for which there exists a secure (Fy, a, ) exact-repair
regenerating code against a particular type of eavesdroppers.
Since parameters «, [3, and F; scale linearly together, this is
equivalent to characterizing the trade-off between the normal-
ized parameters o/ Fy and 3/ Fs. Characterization of this trade-
off is an open problem for general (n, k, d, £) systems. In this
paper, we focus on the systems with £ = d, and introduce a
family of secure codes based on determinant codes operating at
different trade-off points. This leads to an achievable trade-off,
which establishes an upper bound on the optimum trade-off.
We also prove that this bound is tight for determinant codes,
that is, the proposed code constructions offer the maximum
secure capacity within the class of determinant codes. In
what follows, we present the main results of this paper on
developing secure determinant codes for Type-I and Type-II
security.

Type-I Security: Let Fy) be the size of the Type-I secure
message. The following theorem characterizes the set of
achievable tuples for a family of Type-I secure determinant
codes.

Theorem 1. For an (n,k = d, d,{) distributed storage system
with Type-I security constraint, the tuples in the convex hull

of { (a("b)75(m), Fs(fln)) :m € [d]} with

alm) — (4Y,
gom = (1), )

Fs(,7|n) = (d - () (;riz) - (m(-ii-l) + (mi—l)’

for m € [d] are achievable through an explicit and efficient
code construction with a fairly small field size. The symbols in
the code construction are elements of a Galois field F,, where
q can be any prime power satisfying q > n.

We present a code construction with the parameters of
Theorem |1| in Section An illustrative example is then
given in Section Finally, the achievability proof is

provided in Section



Type-II Security: Let Iy be the secrecy capacity of the
Type-II regenerating code. The following theorem character-
izes the set of achievable tuples for a family of Type-II secure
determinant codes.

Theorem 2. For an (n,k = d, d,{) distributed storage system
with a Type-II security constraint, all tuples in the convex hull

of { (a(m),ﬁ(m),Féw)) :m € [d— E]} with

alm = (),
pom = (471), (8)
FLY = m(t ),

Sfor m € [d] are achievable through an explicit and efficient
code construction with a fairly small field size. The symbols in
the code construction are elements of a Galois field ¥, where
q can be any prime power satisfying q > n.

The code construction with the parameters of Theorem 2]
is presented in Section [V-A] An illustrative example is then
given in Section [V-B] Finally, the achievability proof is pro-
vided in Section [V-C|

Figure [Ta] depicts the secure storage-bandwidth trade-off
curves for different numbers of Type-I eavesdroppers, while
Figure [Ib] captures the secure storage-bandwidth trade-off
curves. Both figures are for a system with k¥ = d = 15, and
each curve shows the trade-off for one value of £ € {0, 1, 2, 3}.
Note that when ¢ = 0, there are no security constraints, and
the trade-off curves reduce to that in [11]].

Figures [2a] and [2b] compare the secure storage-bandwidth
trade-off curves for an (n,k,d,¢) = (n,30,30,¢)-DSS for
Type-1 and Type-II secure determinant codes for £ = 1 and
¢ = 2, respectively. One interesting observation is that the
MBR points (i.e., at m = 1) for Type-I and Type-II secure
determinant codes are identical for any ¢ < k, and the
corresponding maximum secure file size is given by

FY =FS) = -(d—t+1)d-0).

1
s, 5

C. Properties of Secure Determinant Codes

The next property shows that the file size F5, in Theorem |I|
is the maximum secure capacity that one can achieve using
determinant codes.

Property 1. For an (n,k = d,d, ) Type-I secure determinant
code operating at mode m € [d] with parameters o = (:rll) and

8 = (f;_ﬁ), the maximum secure file size is upper bounded
by

H(S) < FSY = (d—0) (i) - (m‘i 1) + (mi 1).

The proof of Property [I] is provided in Section [[V-D]

Remark 3. Theorem [I] and Property [I] prove the optimality
of the proposed Type-l1 secure code construction under the
constraint that the code belongs to the family of determinant
codes. It is an open problem to prove that the proposed code

(n, k =15,d =15)
—-0-0=0

e l=2

—e={=23

d
'
} -l 1
!

(n,k =15,d =15)
—0-0=0
—A-(=1

I I I I I |
0.06 0.08 0.1 0.12 0.14 0.16 0.18 0.2 0.22

a/Fs
(b)

Figure 1. (a) The trade-off curve of Type-I secure determinant codes with
parameters (n, k,d,£) = (n,15,15,¢) for £ € {0,1, 2, 3}. (b) The trade-off
curve of Type-II secure determinant codes with the same system parameters.

construction is optimal across all Type-I secure exact-repair
regenerating DSS codes with parameters.

The next property shows that the Fy ) introduced in The-
orem [2] is the maximum file size one can achieve using
determinant codes.

Property 2. For an (n,k = d,d, ) Type-II secure determinant
code operating at mode m € [d] with parameters o = (d) and

m
d—1 . .
B = ( m_l), the maximum secure file size is upper bounded

by

(m) d—/¢+1
< — .
H(S) < F;, m( )

The proof of Property [2]is provided in Section [V-D}

Remark 4. Theorem [2| and Property [2] prove the optimality
of the proposed Type-1I secure code construction under the
constraint that the code belongs to the family of determinant
codes. It is an open problem to prove that the proposed code
construction is optimal across all Type-II secure exact-repair
regenerating DSS codes with parameters.
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Figure 2. (a) The trade-off curve of Type-I and Type-II secure determinant

codes with parameters (n, k,d,¢) = (n,30,30,1). (b) The same trade-off
curves for determinant codes with parameters (n, k, d, £) = (n, 30, 30, 2).

It should be noted that even though the achievable secrecy
trade-off defined in Theorem [2] is characterized by d points
(enumerated by m € [d]), the region may indeed have fewer
corner points (or Pareto points [24]]). This is due to the
fact that many of the points introduced in are interior
points, i.e., they lie in the convex hull of other corner points.
Figure [3] depicts the achievable region for a system with
(n,k =d=10,¢ = 2). The achievable (normalized) trade-off
is only characterized by 2 corner points, associated with m = 1
and m = 2. The code associated with m = 3 (and all other
m > 3) offers an achievable point that belongs to the convex
hull of the points for m = 1 and m = 2. The following
property of Theorem [2] characterizes the number of Pareto
points of the achievable trade-off.

Property 3. The achievable trade-off of the proposed code
construction in Theorem 2| has exactly t Pareto (extreme)
points, where t is the largest integer satisfying

VI+4ld+1)—1
< .

20

€))

The proof of Property [3] is presented in Appendix [A]l

e

s,ll

0.054

0.028

0278  o/F,,

Figure 3. The trade-off curve of a Type-II determinant code with parameters
(n,k,d, t) = (n,10,10,2).

D. Comparison Against other Secure Regenerating Codes

In this section, we present a brief comparison between the
performance of the existing secure exact-regenerating codes in
the literature and the code constructions reported in Theorem I
and Theorem 2

o A Type-I secure code construction for the MBR point
is presented in [[16] that achieves the cut-set bound,
and hence is optimum. When d = k, the parame-
ters of the proposed code in [16] satisfy o = df and
F) = (d2 — (g)) 8 — (Ed — (g) B. It is worth noting
the code parameters in Theorem |[1|for mode m = 1 satisfy
oV =d, M =1, and F\)) = (d—0)d— (¢) + (%),
which coincide with those of [[16], and thus, the proposed
determinant code is optimum.

« Itis shown in [18] that the secrecy capacity of any Type-II
code with parameters (n, k,d, ¢ = 1) satisfies

k—1 N (k 1)(jd Qk)ﬂ.

For the regime of ¥k = d, this bound reduces to
Fou < (d—1)(aw+dp)/4. For the code parameters of
Theorem 2] with ¢ = 1, we have

% (al™ +dptm) = % <(:@> +d(:%_—11)>
<d1><m+1><d>

4 m

Sl 7, ()

d
> m(m N 1) = Fs(j?).

Here, the inequality hold since
(d—1)(m+1)? = 4(d — m)m + d(m — 1)?
+(m—1)3m+1)
> 4(d — m)m,

Fou <

and hence, the proposed code satisfies the upper bound.
Moreover, for m = 1 the bound is satisfied with equality,
and hence the proposed MBR codes are optimum.



o In [21, Theorem 1], the secure capacity is characterized
for a DSS with parameters(n,k = 2,d,{ = 1). For
the sake of comparison, we need to set d = k = 2,
where the result of [21]] reduces to Fy; = min(e, 5) and
F; 1 = min(a/2, §). These capacities match the achiev-
able region obtained Theorem [I] and Theorem 2] and
hence our codes are optimum for the parameters of
interest.

For parameters (n =d+ 1,k =d,d,{ =d — 1), the se-
crecy capacity is characterized in [21, Theorem 2], and
given by Fy| = min(«, 8) and Fg) = min(«/d, 8). For
this set of parameters, Fs(f,”) in Theorem |1| reduces to

m d d d—1 d—1
Fs(l): - + = :
’ m m—+1 m+1 m—1

In this regime, the achievable tuple at mode m = d
is a(d),ﬁ(d),Fs(jl) = (1,1,1), which dominates all
other achievable tuples and fully characterizes the se-
crecy capacity region. Moreover, for a Type-II eaves-
dropper, Theorem [2| provides a single achievable tuple
a(l),ﬁ(l),Fs(jl)) = (d,1,1) which matches the result
of [21]].
An upper bound for the Type-II secrecy capacity of an
(n, k,d, ¢) system is presented in [21, Theorem 3], which
reduces to
< (d—0)%a/d, 1</{ < min(n—d,d/2),
W =(d - 0)(d - 1)a/d, min(n—d,d/2)<{<d,

for £ = d. For the achievable tuples in Theorem [2| we
have

e =)
:(d_g)d—€<d—1>

m \m-—1

d—{0+1(d—-{—-1
z(d=9 m+1 (m—l)

d—0+1 m
()

where the inequality holds since “£ < % for
m <d—{ and the fact that (, ") is an increasing
function of x. Hence, our codes satisfy the upper bound
for all values of m. Note that the second bound for
min(n —d,d/2) < £ < d is looser compared to the first
one, and hence, it is clearly satisfied by the proposed
codes.

The secrecy capacity of a (4, 3, 3, 1)-DSS is characterized
by [21, Theorem 4] as

Fs ) = min(min(«, 28) 4+ min(a, §), (o + 645)/3),

which has three (normalized) extreme points (1,1/3),
(3/5,2/5), and (1/2,1/2). The exact set of tuples can
be achieved using the secure determinant codes with
parameters given in Theorem [I| for m = 1, m = 2,
and m = 3, respectively. Moreover, the Type-II secrecy
capacity of a (4, 3,3,1)-DSS is given in [21, Theorem 4]
by Fs; = min(a,3/), which has a single normalized

extreme point (1,1/3). This coincides with the achievable
tuple of Theorem [2| for m = 1. Hence, the proposed
secure determinant codes are optimum for a (4,3,3,1)
system.

o A class of Type-II secure codes for a DSS with param-
eters (n=d+ 1,k =d,d,?) is proposed in [22, Theo-
rem 2], that satisfy

1 (n—1\ 1/n-1 n—~{
(atwgtan,”,t):<H(t_1>7d<t_1)7< ¢ ))7

where t € {2,...,n — ¢}. It is worth noting that these
parameters exactly match those in Theorem More
precisely, it is straightforward to show that

1 _
(at, ey Fsqie) = t—1 (a(t_l)vﬁ(t_l),Fs(jl 1)) .

However, while the construction in [22] is limited to
n = d+ 1, the proposed construction in this work can be
applied to any number of nodes in the system.

« The Type-II secrecy trade-off of a (7,6, 6, 1)-DSS is char-
acterized in [22, Theorem 4], which is shown to have two
(normalized) extreme points, namely, (2/5,1/15) and
(3/8,1/8). It is easy to verify that the codes introduced
in Theorem [2| achieve (a(}), 3(1) Fs(jl)) = (6,1,15) and
(@@, 8@ F12)) = (15,5,40), which lead to the same
normalized pairs. Note that, however, Theorem 2] provides
codes with the same parameters for an arbitrary n, and it
is not limited to n = 7.

o It is reported in [24] that the optimum trade-off of an
(n,k = d,d,f) system has a single Pareto point (i.e.,
t=11in Property if and only if £ > [% . This is
a special case of Property [3] by rewriting the condition

. V/1+4£(d+1)—1
in(@©@) as 2> ¥————.

III. A BRIEF REVIEW OF DETERMINANT CODES

We use the non-secure determinant codes [[11] as the main
building block to construct secure exact-repair regenerating
codes. Before presenting the proposed construction for Type-I
and Type-II security, we start with a brief review of determi-
nant codes.

Consider a DSS with system parameters (n,k = d,d). A
collection of d different determinant codes can be constructed
for this system. They are labeled by a mode parameter m € [d).
The parameters of the determinant code with mode m € [d]
are given in [11] by

i) ((22). (2) (42):

(10)

Determinant codes operate at different corner points of the
trade-off curve between « and S, by varying the mode from
the MBR point with m = 1 to the MSR point with m = d.
Next, we present the code construction of determinant codes
at a given mode m. In what follows, we fix m and drop the
superscript for ease of notation.

Our goal is to store a total of F' = m(g;ll) source symbols
from some IF; in the DSS. To this end, we need to construct the



message matrix M, which has d rows and a = (i) columns.
The rows of M are labeled by x € [d], while the columns of
M are labeled by subsets Z C [d] of size |Z| = m, sorted in
lexicographical order.

Definition 1. For fixed parameters d and m € [d], we define
the types (sets) V, W, and W as

V={(2I):z€ZC][d], |Z|=m},

W={(z,Z):x € [d\Z, x<maxZ, ZC[d], |Z|=m},

P={(x,7) :x € [d\Z, x>maxZ, ZC[d], |Z|=m}.
1D

Moreover, for a matrix A of size d X (:1), we use V(A),
W(A), and P(A) to refer to the collection of entries of A at
positions belong to V, W, and ‘P, respectively.

The following remark specifies the size of the sets defined
above.

Remark 5. Note that there are (i) choices for I, and if
position (z,T) is V-type as defined in (1)), then x can be any
element of I. Hence, |V| = m(;i). Each W-type pair (z,T)
corresponds to a set J =T U {x} C [d] with |J| =m + 1,
where x can be any element of J except the maximum one.
Therefore, we have |W| =m( d ). Finally, each (x,T) € P

m—+1

is corresponding to a set J = TU{xz} C [d] with |T| = m+1,

where x = max J. Thus, we get |P(M)| = (m‘j_l). Note that
we have |V|+ |W|+ |P| = m(ifl) + (mil) =d(?) = da,

which is the number of entries in a matrix with d rows and

(;,1,) columns.

Next, we determine the entries of the message matrix M.
We fill all the V-type and W-type positions of M with the
information symbols. Therefore, from Remark we have
V)| + WD) = m(5) +m(,4,) =m(p5) = F.

Each P-type entry of the message matrix at position (z,Z)
with x > maxZ will be filled by a parity symbol, which is

given by

M(z,I)=(-1)" Y (1) M(y, ZU {z}\{y}).

yel

It is worth noting that y < maxZ < z = maxZ U {z} \ {y}

and y ¢ ZU {z} \ {y}, and hence M(y,Z U {x} \ {y}) is
a W-type entry. In other words, for every J C [d] with

|J| = m + 1, the matrix entries in {M(y, J \ {y}) :y € J}
satisfy a parity equation, given by

Do )M OM(y, T\ {y}) = 0.

yeJ

(12)

It is worth noting that such a group includes m matrix entries
with type W and a single P-type element. We refer to this set
as parity group J in the rest of this paper. It is worth noting
that the parity groups are disjoint, and we have exactly one
‘P-type entry per parity group. We may use v, z to refer to
an entry of type ) at position (x,Z). Similarly, the entry at
position (z,Z) from type W or P will be referred to as w, 7,
where J =Z U {z}.

Next, we select an n x d Vandermonde matrixE] ¥ to be
used as the encoder matrix. The entries of ¥ are drawn from
a finite field Fg, that includes at least n distinct non-zero
entries. Hence, we have ¥ (i, j) = ;-, where 11, ...,y are
distinct elements of IF,. Finally, the determinant code matrix
C is constructed by multiplying the message matrix M by the
encoder matrix W, that is,

Ny

: = ‘and 'dea~
Ny,

Cnxa = (13)

The content of node ¢ is denoted by the row vector N;, which
is the ith row of C and consists of « symbol

The data recovery property of the code is an immediate
consequence of the MDS property of the encoder matrix.
More specifically, by accessing the content of any subset of
|K| = k = d, and stacking the corresponding rows of C, we
can recover the matrix C(K,:) = ¥(K,:) - M, where C(K, :)
and ¥(K,:) are sub-matrices of C and ¥ obtained from the
rows whose labels belong to K. Note that C(K,:) is a d x d
Vandermonde matrix, and so it is full-rank. Therefore, we
can recover the message matrix M by multiplying C(K,:)
by ¥1(K,:), ie, M =¥ 1(K,:)  C(K,:).

Upon failure of node f € [n] and selection of a set of helper
nodes H C [n]\{f} with |H| = d, the repair data from node
h € H for node f, denoted by Ry, is given by

Rn ;=N - B =®¥(h,:) - M-E (14)
Here, N}, is the content of node h, W(h,:) is the hth row of
U, and = is a (i) X (m‘il) repair encoder matrix, whose
rows and columns are indexed by subsets Z, 7 C [d] with
|Z| = m and |J| = m — 1. The entry of E7 at position (Z, J)
is given by

(1)@ (f,2) if JU{z} =T,

0 otherwise. (5)

=(z.5)-{

d

-1
in [11}, Proposition 1] that the rank of matrix 2/ is § = (;f;ll),
and hence the vector Rj_, ¢ can be sent from helper node h
to the failed node f by communicating 3 = (%~!) entries
of %y, and hence the per-node repair bandwidth constraint
is satisfied. Also, it is shown in [11, Proposition 2] that the
content of node f, i.e., Ny = ¥(f,:) - M, can be retrieved

from {Rj,_,; : h € H} for any H C [d] \ {f} with |H| = d.

Even though Rj_, ¢ is a vector of length (m ) it is shown

3For a general determinant code, the encoder matrix ¥ can be any n x d
matrix whose all d X d sub-matrices are full-rank. However, we set it to
be a Vandermonde matrix here, which is more convenient for the secrecy
constraints.

4It may appear at the first glance that the determinant codes are similar
to the product-matrix (PM) codes [2], [[16]]. First note that while PM code
construction is limited to the MBR and MSR points, the determinant codes
are capable of operating at the intermediate points on the o« — (8 trade-off.
Moreover, while the MBR-PM code is equivalent to a determinant code
at mode m = 1, the MSR-PM code is fundamentally different from a
determinant code at mode m = d, and the two codes cannot be converted to
each other by a change of basis. We refer to [12] for further discussions.



More precisely, the Zth element of node f can be recovered
from

[@(f,:) Mz =) (-1)"*@RS (2,7\ {z}), (16)
v€T
where R/ is a d x (%) matrix defined as
Ry, ¢
R w iy | (17)
Rh,;—>f

Note that the matrix W(#,:) is a d X d sub-matrix of ¥ which
is a full-rank Vandermonde matrix, and hence, is an invertible
matrix. Finally, the latter matrix in can be formed at the
failed node f, by stacking all the repair data received from
the helper nodes.

IV. TYPE-1 SECURE DETERMINANT CODES
A. Code Construction for Type-I Security

In this section, we present the construction of Type-I secure
determinant codes for Theorem [} Consider a DSS with system
parameters (n,k =d,d,¢) and a given mode m € [d]. The
goal of Theorem [1|is to securely store Iy = Fs(fln) symbols in
a determinant code with parameters (a, 8) = (a(™), 8(™)), as
given by (7). The construction of the secure code is similar to
that of the (non-secure) determinant code, in which the secure
information symbols as well as a set of randomly generated
symbols are stored. Let S denote the set of secure file symbols,
where |S| = Fi . Moreover, let Q be the set of

¢ d ¢
QI = tor = <m+1) g(m) - (m+1) (18

random symbols, drawn uniformly and independently (from
each other and from the secure file symbols) from IF,. The
symbols in Q play the role of random keys in the code
construction. Note that

[SU Q|
=[S|+[Q| = Fs) + Q|

o)) ()
) ()

As mentioned before, the construction of Type-I secure
determinant codes is similar in spirit to that of non-secure
determinant codes presented in Section in which the
information symbols comprise the union of the secure file
symbols and the random keys. However, a key ingredient in
the proposed construction is to opportunistically choose the
position of the secure symbols and the random keys in the
message matrix My, in order to guarantee security against
a Type-1 eavesdropper. To this end, we fill all the entries
in the top ¢ rows of My, using the key symbols. More
precisely, all the entries (x,Z) € V(M) UW(Ms,) with
2 € [¢] will be by an element from Q. Similarly, each entry
(x,T) € V(Ms)) UW(Ms,) with z € [(+1 : d] will be filled

by a secure file symbol from S. The parity entries in P(Mj )
will be generated according to the parity equation (12).

Note that there are £ symbols in the top ¢ rows. However,
if £ > m + 1, one parity symbol is needed to be introduced
for each group of m + 1 of such rows. Thus, ( ¢ ) of the

m—+1
symbols in the top ¢ rows are parity symbols. This leads to

{(2,Z) € V(M) UW(M)) : z € [(]}]
=@ I):w e [0} - {(=,1) € P(Ms,) : z € [{]}]

(1)
m—+1

which is consistent with the number of random keys as given
in (T8).

The encoder matrix W is an n x d matrix with entries from
IF, that satisfies two properties:

(C1) any d x d sub-matrix of W is full rank;
(C2) and any ¢ x ¢ sub-matrix of ¥(:,[¢]) is full rank.

It is convenient to choose a Vandermonde matrix for W,
which satisfies both properties [(CI)| and [(C2)] Let ¥ be
a Vandermonde matrix generated by distinct (non-zero) el-
ements x1,%2,...,&, € Fy ie., ¥(i,5) = mf_l. Then,
Condition is an immediate property of the Vander-
monde structure. Moreover, for an arbitrary set of ¢ rows
L ={i1,i2,...,9¢} C [n], the matrix (L, [¢]) is also a Van-
dermonde matrix generated by x;,,x;,,...,%;, € Fy, and we
have det(¥) = [[,.,,<,(@i, —xi.) # 0. Therefore, Condi-
tion is also satisfied. Note that, in order to construct
a Vandermonde matrix W of size n X d, it is required that
q = |Fq| > n. This is the only constraint on the field size
imposed by the code construction.

Remark 6. The proposed codes require a fairly small field
size since it is only constrained by the existence of an n X d
encoder matrix satisfying Conditions and This is
guaranteed by Vandermonde matrices constructed by n distinct
elements of F,. Hence, q is restricted to be a prime power
(for the existence of a finite field of size q) and ¢ > n
(for the existence of n distinct and non-zero elements in the
field). To be more precise, we can use Bertrand’s postulate
that guarantees the existence of a prime number q satisfying
n < q < 2n (for n > 1), and conclude that q < 2n. This
shows that q does not need to grow faster than n, and we
have ¢ = ©(n).

Finally, once matrices M | and W are generated, the content
of nodes will be determined by the rows of Cs; = ¥ - Mg,

similar to (T3).

B. An lllustrative Example for Type-1 Security

In this section, we present an example of the code con-
struction for a Type-I secure determinant code. Consider a
(n,k,d,¢) = (n,6,6,2)-DSS operating at mode m = 2. For
illustrative purposes, we first present the code construction
of the non-secure determinant code whose parameters are
(F,a, 8) = (70,15,5), as given by (I0). Figure [ depicts the
corresponding message matrix M, where rows are indexed by
integers from [d] = [6] and columns are subsets of size m = 2



with entries from [d] = [6]. The V-type symbols are shown in
solid gray boxes, while symbols of type VW or P are depicted
in dotted boxes with different background colors, where each
background color indicates one parity group (see (12))). Recall
that since d = 6 and m = 2, each parity group corresponds
to a subset J € [6] with |J| = m + 1 = 3. Note that the
(non-secure) determinant code for nm storage nodes can be
obtained by multiplying M by an encoder matrix ¥, g, as
given by (T3).

Now, we shift our attention to the construction of Type-I
determinant code where the message should be secured
against Type-I eavesdroppers, who can access the coded
content of up to ¢ = 2 nodes. The code parameters are
(Fs1, o, B) = (40,15,5), as given in (7). Moreover, (I8) im-
plies that we need to use |Q| = 30 random keys. Note that
the storage capacity of the system reduces from F = 70
to F;; = 40 in order to guarantee security against Type-
I eavesdroppers. More precisely, even though we still use
70 symbols to fill the entries of matrix My, only Fy| = 40
of them are secure information symbols, and the remaining
30 symbols are randomly generated keys.

Let us denote of secure symbols by S = {uy,ug, -+ ,u40},
and label the random keys by Q = {ry, 2, -+ ,730}. Figure
depicts the corresponding message matrix M ;. The random
keys (in pink boxes) are placed in the top ¢ = 2 rows,
and the secure symbols (in blue boxes) are placed in the
bottom d — ¢ = 4 rows. Parity symbols (in green dotted boxes)
are generated according to the parity equations in (I2)). For
instance, for the parity group J = {1,3,4} the entries
M, (4,{1,3}), Ms,(3,{1,4}) and Mg (1, {3,4}) should sat-
isfy the parity equation (I2), i.e.,

0= Y (~1)™oen My, {1,3,4} \ y)
ye{1,3,4}
= (=1)"M(1,{3,4}) + (—1)* M (3, {1,4})
+ (—=1)*Mg, (4, {1, 3}).
This determines the parity symbol wy (1 3.4y, Which will be
placed in Mg (4, {1,3}) as
M,(4,{1,3})= (—1)"Ms,(1, {3,4}) + (=1)"Ms (3, {1,4})
= —7ri0 + U2.

It is worth noting that since ¢ < m + 1, we have (mﬂl) =0,

and there is no parity symbol within the top ¢ rows of M.

Finally, the Type-I secure determinant code for n storage
nodes can be obtained by multiplying M by a Vandermonde
matrix ¥, ¢ with ¥ = ¢, as given by (13). Each node stores
o = 15 coded symbols. For instance, the first and second
coded symbols stored in node 7 are given by

Ni({1,2}) =i + P3ri6 + Y5 (rir — r6) + ¢i(rs — r7),
+ Yl (r1g — 78) + Y (ra0 — T9)
Ni({1,3}) =irs + P57 + djur + Yi(uz — 710)
+ i (uz — r11) + Y§(ug — r12).
It should be noted that the construction of Type-I secure

determinant code inherits the data recovery and node repair
properties from non-secure determinant code construction.

Therefore, all secure symbols as well as random keys can be
reconstructed from the contents of any set of £k = 6 nodes.
Moreover, any failed node can be repaired by receiving repair
data from any set of d = 6 nodes, and downloading 8 = 5
repair symbols from each helper node. In the rest of this
section, we will prove that the proposed code is secure against
any Type-I eavesdropper.

C. Proof of Theorem [I|

The proposed code construction is a secure version of the
determinant code, which is secure against Type-I eavesdrop-
pers. It is shown in Section that the code parameters
match the values given in (7). The parameters of the codes.
Due to its construction, it is evident that it maintains the
Data Recovery property due to [10, Proposition 1]. It also
preserves the Node Repair property due to |11}, Proposition 1].
It remains to prove that the secure determinant code proposed
in Section satisfies the Type-I security constraint in (3).
To this end, we introduce two key lemmas essential for the
proof of Type-I security property. We refer to Appendices [B]
and [C] for the proof of Lemmas [I] and [2] respectively.

Lemma 1. For every L C [n] with |L| < ¢, the entropy of the
eavesdropper’s observation £ (L), in an (n,d,d) determinant
code of mode m is upper bounded by the number of key
symbols, i.e.,

@) <lel=e(5) - (.}

m m—+1

), VL C [n), 1£] < ¢
(19)

Lemma 2. For a determinant code generated according to
the construction of Section the set of random keys
can be fully recovered given the secure message S and the
eavesdropper’s observation & (L), for every L C [n] with
L] =4, ie.,

H(QIE(L),S) =0, YLC[n]and |C|=0  (20)

Now, we are ready to prove that the proposed coded
construction satisfies the Type-I security constraint in (3]). For
any £ C [n] and |£] < ¥, we have

[(S:6(L)) = H(&(L)) — HE(L))S)
29— mEW)S)
Yol - HEWL)S) + HEL)S, Q)
= Q] - I(&(L); QIS)
— Q| - H(Q|S) + H(QI&(L), S)
99— H(Ql9)
D19/-19 =0,

where (a) follows from Lemma [T} in (b) we used the fact
that the node contents are all deterministic functions of
the secure message S and the random keys QO and hence
H(&(L)|S,K) =0, (c) follows from Lemma 2] and (d) holds
since the random keys are independent of the secure message.
This completes the proof of Theorem |
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D. The Secrecy Capacity of Type-I Secure Determinant Codes

In this subsection, we present the proof of Property |1| and
provide a tight upper bound on the maximum file size to
guarantee Type-I security for determinant codes.

Consider an (n,k = d,d,¢) Type-l secure distributed
storage system. Without loss of generality, assume £ = [{]
and & (L) = N. From the data recovery property, the secure
file is recoverable from the contents of any & = d nodes.
In particular, the entire secure message can be retrieved from
the content of the nodes in £L U [¢ + 1 : d]. On the other
hand, the data repair property implies the content of a failed
node j € [{ + 1 : d] can be repaired using the repair symbols
downloaded from the node contents in Ng4 1)\ 5} Let S be the
secure message stored in a determinant code of mode m, that
maintains security against a Type-I eavesdropper with access
to ¢ nodes. Then, we have

H(S) 2 H(S) — I(S;Nz)
= H(S | Ny)
< H (S, Nig+1,q | Nigy)
= H (Njgy1,a) | Nig) + H (S | Nig. N

Y H (N4 | Nig)

[12+1,d])

d  d+1
SH(N[zH,d], U U RHJ“N[Q)
=l 1i=j+1
d  d+1
=H| |J U Bi|Ng
Jj=l+1i=j+1
d  d+1
+H | N1 | Ny U U R;,;
j=041i=j+1
d+1
<H U U Bi
j=L+1i=j+1
d+1
+ H | Nyg1.q) | Nig, U U Ri;
j=L+1li=j+1
d+1 i1
=H U U R
i=+2 j=l+1
d d  d+1
+ Z H | Ny N[u 1]» U U Rl—)]
u=~+1 Jj=l+1i=j+1
i1
d+1
o (U nes

j*£+1

3w

u=0+1

03[ )

d+1
i—>us U Riy

1=u+1

- (d_z)@) - ch—lH) - (mil)] =A ey

where (a) follows from the Type-I security constraint in (3)),
(b) follows from the data recovery property in (3), and in (c)
we have used the fact that R,_,,, is a function of V;. The first
summation in the RHS of (c) consists of (d — ¢) terms, where
the term corresponding to ¢ is the repair data that is sent from
node ¢ in order to simultaneously repair ¢ — £ — 1 failed node.
It is shown in [[11, Theorem 2] that in a determinant code of
mode m and for a set of simultaneously failed nodes A, the
entropy of repair data sent from node 7 satisfies

H(UjeA Z‘”) 6|A\ N (i) B (d _ran)'

Moreover, each term in the second summation in the RHS
of (c) is zero due to the node repair property in (@), where
N, can be retrieved from {R;_,, : i € [d+ 1] \ {u}}. These
together lead to (d). The equality in (e) is due to the change of
variable j = d — i+ ¢+ 1. Finally, we have used the binomial
coefficient identity > 7 (g) = (‘;Ii) in (f). This shows that
the size of the secure message stored in a determinant code
of mode m cannot exceed F( ), and hence the construction
in Section [IV-B| is 0pt1mum This completes the proof of
Property [1] O

V. TYPE-II SECURE DETERMINANT CODES
A. Code Construction for Type-II Security

In this subsection, we present the construction for Type-II
secure determinant codes and show that the proposed con-
struction satisfies the parameters of Theorem [2] Consider an
(n,k =d,d,£)-DSS and a given mode m € [d]. The goal is to
securely store Fs(”) symbols in a determinant code with pa-
rameters (o™, 30™), which are given in (8). Following the
procedure for constructing Type-I secure determinant codes,
let S' denote the set of secure file symbols where |S| =
and assume Q denote the set of

d+1 d—{(+1
Q= m —m

m+1 m+1
random keys, drawn independently (from each other and from
the secure file symbols) and uniformly at random from some
finite field IF;. The construction of Type-II secure determinant
codes is similar in spirit to the one of non-secure determinant
codes presented in Section where we fill the massage

matrix M using the symbols in S U Q. It is easy to verify
that

|SU Q|

sll,

(22)

IS|+ Q| = Fou + Q|
(d—€+1) ( (d+1> (d—€+1))
m +(m —-m
m—+1 m—+1 m—+1

e
m+1 ’



which is the number of symbols required to fill in the message
matrix of a determinant code of mode m. However, a key
ingredient in the proposed construction is to opportunistically
choose the position of the secure symbols and the random
keys in the message matrix IMj || to guarantee security against
Type-II eavesdroppers.

Consider a block decomposition of the message matrix
M i, given by

M, =

(m) = (%) (%)

(23)
where the top part (submatrices A and B) has ¢ rows and the
bottom part (submatrices C and D) consists of d—¢ rows. Sim-
ilarly, the section on the left (submatrices A and C) includes
the first (i) - (dn_f) columns of Mg ;, while the section on the
right (submatrices B and D) consists of the last (“~*) columns
of M ;. Then, any entry (x,Z) € (V(Ms ) UW (M) N D
will be filled by the secure symbols. Similarly, an entry (x,Z)
that lies in (V(Ms) UW(Msy)) \ D will be filled by a
random key symbol. Finally, the parity symbols in P(Ms )
will be filled according to the parity equation in (I2).

Similar to the Type-I code construction, we use an encoder
matrix ¥ that satisfies conditions[(CI)|and [(C2)] Lastly, having
the message matrix M and W, the code will be generated
as Csp = ¥ - Mg, and the ith row of matrix Cs); will be
stored in node ¢ of the DSS.

Remark 7. Consider an entry (x,7) that lies in the subma-
trix D. Clearly, we have x € [{ + 1 : d]. Moreover, since the
columns of matrix M ) are labeled by subsets of [d] of size m,
sorted in lexicographical order, then we have T C [{ 4+ 1 : d]
for the column label I. Furthermore, for a parity symbol
(z,T) € P(Ms ) N D with x > maxZ we have

M(z,7) = (~1)™ 3 (=1)"=0) M(y, ZU{z}\ {y}). (24)
yeT

Note that y € T and T C [£+ 1 : d] imply that y € [£+ 1 : d).
Moreover, x € [{+1 :d and T C [£+ 1 : d] imply that
Z U {z} \ {y}. Therefore, each entry M(y,ZT U {z} \ {y})
in 24) is a secure information symbol, and hence the parity
symbols in D depend only on the information symbols, and not
the random keys. In other words, the structure of submatrix
D is identical to that of the message matrix of a determinant
code with parameter d=d—1.

B. Illustrative Example for Type-1I Security

In this subsection, we present an example of the code
construction for Type-II secure determinant codes. Consider a

(n,k,d,?) = (n,6,6,2) secure DSS operating at mode m = 2.
Note that this setting is the same as the one considered in the
illustrative example for Type-I secure determinant codes in
Section Hence, the code construction of the non-secure
determinant code remains the same, as depicted by Fig [}

For a determinant code that is secure against Type-II eaves-
droppers who can access the incoming repair data from all
nodes to up to ¢ = 2 nodes, the parameters of the code are
(Fsu,,8) = (20,15,5), as claimed in (). We also need
|Q| = 50 random symbols, as determined in (22). It is worth
noting that the Type-II security constraint is stronger than the
Type-I security constraint, and hence the secrecy capacity of
the system reduces from F;; = 40 to Fy); = 20. Let the
set of secure symbols be S = {uy,us,--- ,uz}, and the set
of random keys be Q = {ry,ra,--+ ,750}. Figure [] depicts
the corresponding message matrix M, where the symbols
in V(Ms 1) UW(Ms)) are shown with solid boxes and the
parity symbols in P(M; ;) are identified with dashed boxes.
The placement of the random keys (in solid pink boxes) and
the secure information symbols (in solid blue boxes) follow the
block matrix decomposition for the data matrix M, in (23).
More specifically, the matrix M | is decomposed into four
submatrices, where the secure symbols only appear in the bot-
tom right block designated by row labels {3,4,5,6}, and col-
umn labels {{3,4},{3,5},{3,6},{4,5},{4,6},{5,6}}. Fur-
thermore, the parity symbols in pink dotted boxes are (only)
functions of random keys, while the parity symbols in blue
dashed boxes are (only) functions of secure symbols. For
instance, matrix entries Ms i(6,{2,5}) in submatrix C can
be found from (I2) as

M 1(6,{2,5})
= (=1)'Msn(2, {5,6}) + (~1)*Ms(5,{2,6})

= —T30 + T48.

Finally, the Type-II secure determinant code for n storage
nodes can be obtained by multiplying M ; by a Vandermonde
matrix ¥, ¢, as given by (I3). Similar to Type-I secure deter-
minant codes, the construction of Type-II secure determinant
codes inherits the data recovery and node repair properties
from non-secure determinant code construction. Therefore, all
secure symbols and random keys can be reconstructed from
the contents of any set of k = d = 6 nodes. Moreover, any
failed node can be repaired by downloading 5 = 5 repair
symbols from each of d = 6 helper nodes.

C. Proof of Type-II Security Constraint of Theorem 2]

The proposed code construction is a secure version of the
determinant code that is secure against Type-II eavesdroppers.
Similar to the Type-I secure determinant code construction, it
is evident that it maintains the Data Recovery property due
to [[10, Proposition 1], as well as the Node Repair property
due to [11, Proposition 1]. It remains to prove that the secure
determinant code proposed in Section satisfies the Type-II
security constraint in @ To this end, we introduce three key
lemmas essential for the proof of Type-II security property.
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Figure 6. (n, 6,6,2), and mode

Message matrix M j; (with row and column labels) for a Type-II secure determinant code with parameters (n, k,d, £) =
m = 2. Random keys are denoted by r (in pink boxes), while secure symbols are denoted by w (in blue boxes). According to block matrix decomposition of
My in @23), parity symbols in pink dotted boxes are functions of random keys, while parity symbols in blue dashed boxes are functions of secure symbols.
All parity symbols are placed such that the parity equations in are satisfied.

Lemma 3. For every set of compromised nodes L C [n] with
|L| < ¢, the entropy of the eavesdropper’s observation &(L)
is upper bounded by the number of keys, i.e.,

H(E(L) <|Q], VL C[n] with |£] < £.

The proof of Lemma [3]is presented in Appendix [D}]

Lemma 4. For the determinant code construction in Sec-
tion for every subset of compromised nodes L C [n] with
|L| = ¢, the set of random keys can be fully recovered from the
secure message S and the eavesdropper’s observation & (L),
ie.,

H(QIEN(L), S) = 0.

We refer to Appendix [E] for the proof of Lemma []

Now, we are ready to prove that the proposed coded
construction satisfies the Type-1I security constraint in (6) as
follows. First, note that if less than ¢ nodes are compromised,
we can enhance the eavesdropper by providing her with the
incoming data to ¢ — |£| nodes. Therefore, without loss of
generality, we may assume |£| = /. Thus,

I(S;&1(L)) = H(&u(L)) — H(Eu(L)|S)
Yol - HENL)S)
< |Q| - H(Eu(£)|S) + H(E(L)]S, Q)
=19 —I(&u(L); Q|S)
— |Q| — H(QIS) + H(QI&(L), S)
Yo - H(Q|S)
g -19/=0,

where (a) and (b) follow from LemmaE] and LemmaE], respec-
tively, and (c) holds since the random keys are independent
of the secure source symbols. This completes the proof of
Theorem 2} O

D. The Secrecy Capacity of Type-1I Secure Determinant Codes

In this section, we present the proof of Property |2| and
provide a tight upper bound on the maximum file size to
guarantee Type-II security for determinant codes. Consider

an (n,k = d,d,f) Type-II secure distributed storage system.
Then, if S is a file securely stored in the system, we have

H(S)
W H(8) - 1(S; &(L))
=H(S|&(L))

(S{Rivj:j€ll], i €nl})
H(S, Nigy [{Ri~; 1 j €[4, i € [n]\j})
) [{Rimj 1j €4, i € [n]})

(N
H(5|N[d]’ {Rimj i €0, i€ [n]})

o H(Nig, Nigs1:04m)s Nigrmat:a[{ Rimsj : G € [ ], [n] )
9 g H (Nigg1:eem)s Newmesra | {Rimsg 15 € 4], nl})
(

< H (Nigg1:04m)s Nggmarap, T 1 {Risj: €L )

(M
H(N/+1 a4m] [{Rimsj i j € [0),i € [n]})
H(T [Niggreeym) {Risj 2§ € [€],0 € [n]})
H(Nigtmst:a) | Netrosm) {Rimss: GE

€} 7),
(25)

where (a) follows from the secrecy constraint in (6), the
equality in (b) holds due to the data recovery property in
(3) which implies that all the entries of the message matrix
can be recovered from the content of any d = k£ nodes,
the equality in (c) follows form the node repair property
in @), where the content of each node j € [{] can be
retrieved from the repair data coming from all other nodes, and
in (d) we introduce a tuple of random variables 7 given by
T= Uz £+m+2 U] f4+m+1 z%j:U?:umH Zlijlﬂ Risj.

Next, we bound each term in (23). For the first term, we
can write

H (Nigt1ipml{Risj 2 5 € [0),i € [n]})
L4+m

<>
u=~+1
l+m

< 2

u=L+1

H (N, [{Riss G € [0 i € [n]})

H (Ny [{Ruj: j € [l]})



l4+m
= > [HNW)+H{Rusy € [} | Vo)
u=~+1

l+m

—H ({Ru—; :j € [(]})]
© Y

221G o= (G) - ()]

l+m

-y

<d — Z) (d — €>

= m 5
m m
u=~+1

(26)

where in (e) we used the fact that in a determinant code of
mode m, the entropy of repair data sent from node w to repair
the nodes in A satisfies

H({Ruy i j € A}) = Bl = (d> - <d_ |A>’

m m

as proved in [[11, Theorem 2].
The second term in (23) can be bounded as

H (T|N[Z+1:€+m]>{Riﬁj 1j € [E]J € [n]})

d+1 u—1
U Ru—u

:H( U

u=~L+m—+2 j=C+m—+1

Nigg1:04m)p 1 Risj 1 J € [H],d € [”]]’)

d+1
> H({Rusj:jell+m+1:u—1]}
u=~0+m-+2

IN

| {Ris;:j€[fie[n]})
d+1
< S H({Rusy:j € [t4m+1:u—1}[{Rusy:j€[})
u=~0+m-+2

— % [H({Rﬁj JEUl+m4+1:u—1]})
u=f+m+2
— H({Rys: j € [0})]
d+1 m —u _
? o 1)) -G-GO

where in (f) we used the fact that

H({Ruorj 1 j € A}) = (d) _ (d— |A|>’

m m

which is proved in [11, Theorem 2]. In order to bound the

third term in 25) we can write

H (Niggmira) [ {Rimsj 27 €€, i € [n]}, Nigaiogm) T)
(8)
< H (Nigtms1:a | Nty Nigst:e4mi, T)
d
= Z H (Nu ‘ NV]’ N[£+1:€+m]7N[l+m+1:u—1]7 T)
u=f+m+1
d
< Y H(Nu{Rimu:i€lu—1]} {Risu: i€ [u+1:d+1]})
u=~0l+m-+1

(h)

) (28)

where (g) follows from the node repair property in (@), which
implies Ny can be retrieved from the repair data coming to
nodes in [¢], and similarly, we used the node repair property
in (h) to conclude that N, can be recovered from d repair
data coming from helper nodes in [d + 1] \ {u}. Finally,

plugging Z6)—28) into (23) we obtain
H(S) < m d—/{ m d—/{ - d—l+1 :F(ﬁl).
m m—+1 m+1 S

This completes the proof of Property [2] ]

VI. CONCLUSION

In this paper, we develop information-theoretic secure de-
terminant codes against Type-I and Type-II eavesdroppers. For
system parameters (n,k = d,d), we provide code construc-
tions and characterize the achievable trade-offs for Type-I
and Type-Il secure determinant codes. We show that the
proposed code constructions data recovery and node repair
properties, along with the security constraints. Finally, we
prove that the proposed construction is optimal, within the
class of determinant codes. The general proof of optimality
(without a constraint in the construction scheme) remains
open for future works. Another related research problem is
to develop secure codes for general (n,k,d) parameters. We
believe such a construction can be obtained using the non-
secure cascade codes proposed in [[12]]. However, the details
of the construction and proof secrecy are not straightforward.
Another interesting research direction is to prove whether the
proposed secure determinant codes are optimal over all secure
exact-repair regenerating DSS codes with parameters (n, k, d).

APPENDIX A
PROOF OF PROPERTY B]

In this section, we prove Property [3| in which the number
of Pareto optimum points of the achievable region of Type-II
secure determinant codes is characterized. Recall that Theo-
rem [2| provides a set of d achievable tuples

{(at, 8 EG0.) ime [}
or equivalently a set of d achievable normalized pairs
_ (m)  g(m)
{(@(m),5<m>) - (a(mw 6(m>> tm € [d]},
Fs,ll FS,II

and any point in the convex hull of these pairs is achievable.
However, not all of these d points lie on the boundary of the



achievable region, and some of them can be interior points of
the region. Our goal is to characterize the exact number of
corner points on the boundary of the achievable region.

We call an achievable point of mode m with parameters
(am), 3tm)) a Pareto point if it is on the boundary of the
achievable region, and call it an interior point otherwise. In
other words, an interior point is a pair (o‘z7 B) where each
parameter is greater than or equal to an affine combination
of the corresponding parameter of some Pareto points. In the
single Pareto point, the only active corner point is the MBR
point (m = 1), which was shown in [23] and [21]. Next, we
examine the case of multiple Pareto points.

First consider (™) and (™1, We have

B(m)/FS(jl”ll)
ﬁ(m+1)/Fs(.7Iq;L+l)

() /m (55
(4.0 m+1)(55)
m+ld—m-—1/

=— < 1.
m+2 d—m

om)
B(m-‘ﬂ) =

This implies that 3(") < gn+1) je. BU™) is increasing with
respect to m, and hence m = 1 provides the lowest value of
5. Consequently, 5(1) is always a Pareto point.

Next, assume both (a(™), (™)) and (a(m+1), B(m+1)) are
Pareto points. Then, they should satisfy alm > glm+h),
otherwise ( (m+1) glm+1)) > ( B(m)), which is in
contradiction with (a(™+b, B(m“)) being a Pareto point.
This implies that

3 am o™ /FSY
R = S
d d—~{

(m) /m( m—:il)

() /m D TEE)
(m+1)2(d—m — 1)

- m(m+2)(d—m) 29)
Then, (29) holds if and only if
d—m
_d+1—(m+1)
ECEE G0

Note that the RHS of (@]) is a decreasing function of m,
and hence, if it is not satisfied for m, then it will not hold
for m + 1. In other words, the set of Pareto points are those
corresponding to {1,2,...,t}, where ¢ is the largest integer
satisfying ¢ < dtlft. Solving the quadratic equation ¢, we
can conclude that ¢ is the largest integer that satisfies

—1+/T+40d+1)
t < Y, s

€2V

which is the claim of the property.
Note that reduces to the result in [24] for a single
Pareto point. In order to have only one Pareto point, we

need that ¢ = 2 violates the condition in (3I). This implies

40+ 1> +/1+44(d + 1), or equivalently,
d—1
0> —
- 4 b
which subsumes the result of [24, Theorem 1]. O
APPENDIX B
PROOF OF LEMMA [I]
Let £ = {eq,ea,...,¢e|z} be the set of nodes accessed by
the eavesdropper. Then, using the chain rule we can write
H(&(L)) = H(N.,, N.,, .. wNe‘,C\)
I£]
= H(Nel? t '7N€m) + Z H(N€j|N81a s '7N€_7’—1)
j=m+1
m IZ]
Z Z H(Ne,|Ney,....Ne, ). (32)
j=1 Jj=m+1

Let us focus on each term in the summation in (32). Fix
some j € [m + 1 ], and consider a set of nodes
P C[n]\{ei,ez,...,e;} with |[P| = d —(j — 1), and let
H=PU {61,62, .. .7(3]‘,1}. Since |H| =d and e¢; ¢ H, the
content of node e; can be exactly repaired by the repair data
sent from nodes in H. Using [|10, Proposition 2], we have

N, =xl'O, (33)

where @7" is a (;i) X (i) matrix, whose entries only de-

pend on the encoder matrix ¥, and Xe is a row vector of
length (), where its entries are labeled by subsets of # of
size m. In particular, the entry at position Z (with Z C ‘H and
|Z| = m) of XZ," is given by [|10, Proposition 2]

VAT =" 3T Ni(T)-det (B(TU{ej}\ (i}, 7).
i€l JC[d]
|T|=m
Here, N;(J) is the Jth coded symbol stored in node i, and
W(ZU{e;}\ {i},T) is an m x m submatrix of ¥ obtained
by the set of rows in ZU {e;} \ {¢} and the set of columns
in J. Therefore, we can write

)-det ( (34

(N€g| €1 eza”-aNej,l)

a

( | €19 627"‘ Nej 1)
< Z H((Z)|Ney, Ney - Ne, )
ICH
|Z|=m
= Z (Xej( )| €1 61"--7Nej,1)
ICH
|Z|=m

IC{e1,...,.ej_1}

Jrz HX(,

ICH
| Z|=m
I¢{er,ej—1}

For () -(2) - (21)
m m m

|N€17Ne17"'ﬂN8_7‘—1)



where (a) follows from (33) and the fact that the encoder
matrix W is a public information. We have to consider two
cases for (b): If T C {ey,...,ej_1}, then implies
that le (Z) is a deterministic function of (N,,...,Ne,_,),
and hence, H(x? (Z)|Ne,,...,Ne, ,) = 0. Moreover, when
T ¢ {e1,...,ej_1}, then the conditional entropy of Xffj (Z)is
at most 1. These lead to the inequality in (b). Plugging (33)
into (32), we get

HEWD) <SS HW) + 5" BN Naroo N, )
j=1 j=m+1
<o 3 o= (1)
e,
:|£|a—j=%:+l(Jm1>

Ll [ £
= [£la <m+1

l
<lo — =|9]|.
=t (m + 1> <l
This completes the proof of Lemma O

APPENDIX C
PROOF OF LEMMA [2]

Recall that V; = W (i, )M denotes the contents of node ¢
for i € [n]. Moreover, for every £ C [n] and |£]| = ¢,
let £ (L) be the data observed by the eavesdropper, that is,
the content of all nodes ¢ € £. We can stack all such rows
in a matrix, to construct E; = Cs,(L,:) = ¥(L,:) - My,
where Cg (L, :) and ¥(L,:) are, respectively, submatrices of
Cs, and ¥ generated by all columns and only rows with
indices belong to L. Recall that each column of M, and
E, is indexed by a subset X where X C [d] and |X| = m.
Let Mg ,(:, X) and E(:, X') denote the X'th column of M
and E,, respectively. For fixed parameters (d, ¢), let Mg (:, X)
be an £ x 1 column vector that includes the top ¢ entries of
M, (:, X), e, Mg, (:, X) = Mg ([1: €], X), and M, ,(:, X)
be a (d—¢) x 1 column vector that consists the bottom (d — ¢)
entries of Mg (:, &), that is, M |(:, X') = Mg ([{+1 : d], X).
Therefore, the X'th column of E; can be written as

Ei(5,X) =¥(L,:) MS,I(LX)

=W(L,[1:4) Mq,(:, X)

FW(L,[0+1:d]) M, (5, X). (36)

In order to show , we decode the random keys from
the secure message and the eavesdropper’s observation by
reconstructing the message matrix My, from which all key
symbols can be retrieved. The reconstruction of My is per-
formed column-by-column, in a recursive manner, in reverse
lexicographical order of the column labels (i.e., from right to
left). More precisely, we start with the last column with index
[d—m+1:d={d—m+1,d—m+2,...,d} and decode
its entries. Due to the order of the reconstruction, by the time

we start decoding column X, all columns Mj,(:,)) with
Y = X are already decoded.

Now, we can expand H(Q|& (L), S) as

H(Q|&(£L),S)

=H(Q|E,S)

= H (M, |E..S)

—H ({MSJ(:,X) L X C[d],|X] = m} \ E.,S)

@ S H (M (5 X) | EL S M (2 ) 0 Y = X))

xCld],
|X[=m

(:) Z lH(Ms,I(:vX) | Ey, S, {MSJ(:,y) Y - X})
xcld],
X[=m

+H(Ms,|(:,X)‘E|,S, (M () : Y = X},MSJ(:,X))}
37

where (a) and (b) follow from the chain rule, and the fact
that Mg, (:, X) = {MS’|(:7X),MSJ(:,X)}. Next, we show
that each term in the summation in is equal to zero.
Note that M ,(:, X) = {Mg(x,X) :x € [{+1:d]}, and
recall from Section that the entries in the bottom (d — /)
rows of Mg are either secure source symbols or parity
symbols. Hence, each entry of M (z, X’) can be categorized

into three groups as follows:

o If x € X, then (z,X) € V(M) and thus, Mg, (z, X)
is a secure symbol. This implies H (M (z, X)|S) = 0.

o If ¢ X and x < max X, then (z, X) € W(Ms,). This
implies tha Mg (x, X') is a secure symbol, and hence,
H(M;,(z, X)|S) =0.

e Finally, when 2z ¢ X and > maxX we have
(x,X) € P(Ms,), and thus, Mg (z, X) is a parity sym-
bol. The parity equation for the parity group X U{z}
implies that

M57|(1‘,X)
= (=)™ Y (1) IML (g, (X U {zh)\ {))-

yeX

Note that for every y € X we have y < maxX < x,
which implies Y = (X U {z}) \ {y} = X. Therefore, all
symbols Mg (y, (X U {z})\{y}) with y € X appear
in {Mg(:,¥) : Y > X}, and thus Mg ,(z, X) can
be evaluated from the variables in the condition of the
entropy expression. That is,

H(My (2, X)[{M () : Y - X}) = 0.
This can be formalized as
H (M, ) | By S (M (,9) 2 9 - )
= 3 H (M X) | B S M (,)) Y - )

z€[0+1:d]



< > H (M, X) | B S (M, )) V- X))
P
Y H (M@, X) | By S MG, Y) V- X))

z€[0+1:d]
r>max X

< > H(M,(@,2)]5)
e
+ 30 H(My (o, )| M, (y, (X U{zh)\ () 2y € X))

z€[(+1:d]
r>max X

=0, (38)

which implies that the first term in the summation in (37) is
Zero.

Next, recall from Condition that ¥(L,[1 : 4]) is full-
rank, and thus, invertible. This, together with @, implies
that

M (5, X) =% (L, [1:0]) (Ei(5, X) = W r (1.9 Mg, (5, X)),

ie., one can decode My (:, X) from M (:,X) and the
eavesdropper observation. Therefore,

H(M&.(:,X) ‘ E, S, {M (V) : Y+ X},MSJ(:,XD

< H (Mo, X), | B, M, (X)) =0, (39)
for every X C [d] with |X| = m. Plugging and into
(37), we conclude that H(Q | £&(L),S) = 0. This completes
the proof of Lemma [2] O

APPENDIX D
PROOF OF LEMMA 3]

Recall from that the repair data sent from a helper
node h to a compromised node f € L can be determined
by Ry p = ¥(h,:) - Mg - =/. Concatenating all such vector
for all possible helpers and every f € L, we arrive at
- M - =€, where =€ is a matrix of size (i) X K(mdd)
obtained by concatenating matrices =/ for all f € £. Note
that ¥ is a tall matrix, and all its d X d submatrices are
full-rank (by Condition [(CT)). Hence, there is a one-to-one
mapping between & (L) and My - =£. Next, note that even
the matrix product M y=* has d rows and Z(md_l) columns,
there are some linear dependencies among its entry. It is shown
in [11, Theorem 3] that among all the repair data incoming to
a set of |£| failed nodes, only m(ifl) —m(d_nllilf 1) symbols
are informative linearly independent. This immediately implies
that

H(&(L)) = H(Ms, - EX)
(d+1) (d—|£|+1)
=m —m
m+1 m+1
d+1 d—0+1
Sm(m+1> _m( m+1 )_|Q|. 0

This completes the proof of Lemma [3] (]

APPENDIX E
PROOF OF LEMMA [4]

Before we prove the desired claim, we present the following
lemma, which plays an important role in characterizing the
amount of data observed by the eavesdroppers. We present
the proof of this lemma in Appendix [F

Lemma 5. Let E° be the concatenation of all matrices

{Ef . f € L}, where B is the repair encoder matrix in-

troduced in (13), L is an arbitrary set of { = |L]| dis-
c

L

be the submatrix of E~ obtained

from its top (:i) — (d;Z) rows. Then EL

) =G - ()
Now, we are ready to prove Lemma {] For every £ C [n]
with |£| = ¢, we can upper bound H(Q|&(L),S) as
H(Q|&u(L), S)
< H(Q, M ul&u(£), S)
= I‘I(l\/[s’|||5||(£)7 S) =+ H(Q|Ms’||, (S‘||(,C)7 S)

@ H(Ms|&(£), S)

® g(A,B,C,D|&(L), S)

9 HDIEN(L), S) + H(CD, &n(L), S)

+ H(A, B|C, D,(c,‘”([,), S),

tinct nodes, and =
is full-rank, i.e.,

rank (E

(41)

where (a) follows from the fact that all secure symbols and
random keys can be retrieved from the message matrix Mg ;
in (b) we replaced Mg by its block decomposition given
in 23); and follows from the chain rule. Next, we show
that each term in (41) equals to zero.

For the first term in (4T)), recall that all entries of D in either
V-type or W-type position is a secure information symbol,
which is known given S. Also, Remark [7]and (24) imply that
the P-type symbols with matrix D only depend on the symbols
in S. Therefore, we have

H(DI&(£),5) < H(DI|S) = 0. (42)

For the second term in @]) recall that any set of com-
promised nodes £ C [n] accessed by the eavesdropper,
with |£| = ¢, the observation of the eavesdropper is of
the form &(L) = {Ry—~y : f € L,h € [n]}, where
Rny=%(h,:) Mgy - =/ is a vector of length 3 = ('m,d—l)'
For each helper node h € H, concatenating all such vector
for all f € £, we arrive at ¥(h,:) - Mgy - EX, where -
is a matrix of size (i) X E(md_l) obtained by concatenating
matrices =/ for all f € L. Then, for a set of helper nodes
H C [n] with |H| = d, we can stack the repair data going
from A to all the nodes in £, and obtain a d x ¢ (m‘il) block
matrix X, given by

X =W(H,:) Mgy - =X, (43)

where W(#,:) is a submatrix of ¥ of size d x d obtained by
rows h € H. Since W¥(H,:) is a Vandermonde matrix, it is
full-rank, and hence invertible. Therefore, we have

U HH,) - X =M,y - EX. (44)



Then, we decompose matrix =% into two submatrices. We

denote the submatrix of E* consisting of the top (%) — (4~
=L . _ ..

rows of £ by E, and the submatrix of =L consisting of the

bottom (dfe) rows of Z% by =*. This allows us to write

m

T (H,) - X = Mg CBE = {—‘—é B ] .

AE"  BE*
A= FBE )
C=" + DEX

=)
et

=L
=L

(45)

Therefore, we can write

H(C|D,&(£),S)

< H(C,X|D,&(£L),S)

= H(X|D,&(£),S) + H(C|X,D, & (L), S)
< H(X|&(L)) + H(C,X|D, &n(L), S)

(a) _ _
< 0+ H(C|AE" + BEX,CE” + DEX, D, £(L), S)

()

= 0, (46)

where (a) follows from @3) and (@3)), and (b) is glue to the
facts that C = ((Cﬁﬁ +DE") - Eﬁ) (Eﬁ)
is full-rank, as shown in Lemma [3

Finally, we bound the third term in @I). Let E;(L£) be
an ¢ X « matrix obtained by stacking the content of the ¢
compromised nodes. We have Ej(£) = ¥(L,:)Ms). Recall
that the eavesdropper’s observation is characterized by &(£),
which is the incoming repair data to all nodes in £, and hence
the eavesdropper can recover the content of the nodes in L,
i.e., we have

—L
,and E

H(Ey(L)|&n (L)) = 0. 47)
Next, using the decomposition of M, in (23) we have
E||(£) = \I’([,, :) . Ms,”

= [ WL, 1) | (L [0+ 1:d]) ] {%‘%}

{\I:(c, [1:0)A +W(L,[0+1: d])C’

W(L,[1:)B+ (L, [0+1: d])D}, 48)

where (L : [1 : {]) is a submatrix of ¥ obtained from
the intersection of the rows with index in £ and the first ¢
columns, and ¥(L : [¢+1: d]) is a submatrix of ¥ obtained
from the intersection of rows with label in £ and the last (d—¥¢)
columns. On the other hand, we have

A=T YL 0) [((L,[1: 0)A +B(L, [0 +1:d])C)
—W(L,[(+1:d)C],

where W (L, [1 : ¢]) is full-rank (due to Condition |(C2)), and
W(L,[L : HA + P(L,[¢ + 1 : d])C is given in the first
(4) = (%) columns of Ey(£) as shown in [@8). This implies

m m

H(A|C,Ey(L)) = 0. (49)

Similarly, since
B=9"'(L,[1:4) [(¥(L,[1:)B+¥(L,[(+1:d])D)
—W(L[l+1: d])D]7
and W(L,[1:¢)B+ ¥(L,[¢(+1:d])D is given in the last
(dn*f) columns of Ey(£), we get
H(BID,By(£)) = 0.
Therefore, from {@7), @9), and (50), we can conclude
H(A,B|C,D, &, (L), S)
< f[(l&7 B, E||(£)|C, D, 5||(£), S)
= H(E\(L)|C,D,& (L), S)
+ H(A,B|C,D, & (L), S, Ey(L))
< H(Ey(L)|En(L))
+ H(A|C,E\ (L)) + HB|D,E; (L))
=0. (1))

Plugging the inequalities in (@2), @6), and (51)) into {T)), we
arrive at H(Q | (L), S) = 0, which concludes the proof. [J

(50)

APPENDIX F
PROOF OF LEMMA [3]

Let £ = {q1,¢2,...,q¢} be the set of comprised nodes
accessed by the eavesdropper, and denote by =/ the repair
encoder matrix of node f, as defined in . Then, the
repair encoder matrix = is formed by concatenating matrices
{Ef: f € L}, given by

:L—[’:(JI":ID‘...‘:(H]
== = = = .

(52)
Recall that E- has (;i) rows, labeled by subsets of [d] of size
m. Moreover, = consists of the top (;i) — (d;f) rows of -,
Since the rows of = are sorted in lexicographical order, the
bottom () rows are exactly the m-subsets of [( + 1 : d].

This means that the top (%) — (**) rows to be included in

C .
= are those whose labels appear in

Ii={Z:XCld,[Z|=m|Z| ¢ [(+1:d}, (53

i.e., those who contain at least one element from [¢]. Thus, the

submatrix E  of E- is given by

[l

—

=20y =[E" |E"|... |E" ],

(54)

where each submatrix = consists of the top (i) — (d;f)
rows of matrix E%, for j € [¢].

In order to prove that £ is full-rank, we identify a square
submatrix of == of size (;fl) - (d;f), and show that it is
full-rank. Recall from that the columns of each E” are
indexed by subsets of J C [1 : d] of size m— 1. We label each
column of & by a pair (j, J), where j € [¢] and J C [d] with
|7| = m— 1. Thus, column (j, J) of £~ is indeed column J
of 2% Then, we define éf to the submatrix of Eﬁ, where
column (j, J) appears in Z* if and only if J C [j + 1 : d]

and || =m —1, ie, Bf = Eﬁ(:,J) = EX(1,7), where

J:{<j,.7>]€[€],jg[]+ld],|j|:m*1} (55)



Note that the number of columns in =% is given by

i _ (i_ﬂ)@ti(mt_l)
> ()2 (')
() - (0)

where in (a) we have ¢ = d — j, and (b) follows from the
identity Y7 (;) = (31]). This shows that £ is a square
matrix.

Next, note that for each Z € I, we have minZ € [¢] and
I\{minZ} C [minZ : d] and |[Z\{minZ}| = |Z|-1 = m—1.
Therefore, the pair (minZ,Z \ {minZ}) belongs to J. This
implies that there is a homomorphism between I and J, i.e.,
J =1 and we have E¢ = (], J). In the following, we use
the format given in (53)) to refer to the rows and column labels
of 2X.

Recall that the rank of a matrix is invariant (subject to a
sign) under the permutatlon of its rows and columns. In order
to show that =~ is full-rank, we permute the rows and the
columns of E to obtain a new matrix =° , and then we show
that det ( = = 0. To this end, we define a new order on the
row and column labels in J, and then sort them with respect
to the new order.

Il
Q<
=

T

(

Definition 2. For two pairs (i,Z),(j,J) € J, we say (j, J)
dominates (i,T) and write

<sz> < <J7 j>a
if either T < J, orZ =7 and i < j.

In the following, we use J to refer to a sequence of all the
pairs (j, J) in J (see (55)), which are sorted with respect to <
Subsequently, we define =€ as a permuted version of Z£ i
which all the rows and columns are permuted Wlth respect
to <, ie., EX := E£(J,]). Hence, the entry of Z at row
(1,Z) and column (j, J) is given by

EX((, D), (3, 7)) = BU({i} UL, J).

Figure |7 I demonstrates the constructlon of matrix E
Example |1| illustrates one instance of Z-.

Consider a subset 7 C [d] with |J| = m — 1. Recall
from (33) that every (j,J) with j < minJ and j € [{] is a
column/row label in J. The order <1 in Definition [2] arranges
the labels such that all pairs with a common J appear next
to each other. This motivates us to define the group of labels
associated with each J C [d] with || =m — 1 as

6(7) =10,

The following proposition specifies the structure of the matrix
=%, and plays a crucial role in the proof of the full-rankness
of Z . We present the proof of the proposition at the end of
this section.

=L, and

J):j<minJ,j </} (56)

Proposition 1. The matrix B = E£(J,]) is a block lower-

triangular matrix. That is, the rows and columns of 2% can

20

be decomposed into groups {G(J) : J C [d],|T| =m — 1},
such that each diagonal block E-(G(J),G(J)) is full-rank,
and each block on the right side of each diagonal block is an
all-zero matrix.

The following example demonstrates the operations we
apply on the matrix = to convert it to a block lower-triangular
matrix.

Example 1. Consider an (n,k = 6,d = 6,{ = 3) secure
system that operates at mode m = 3. The repair encoder
matrix for each node is a matrix with (i) = (g) = 20 rows
and (md_l) = (g) = 15 columns. Let L = {q1,q2,q3} be the

set of compromised nodes. Then, X = [E9|2%2|2%] is a

20 x 45 matrix, and Ec is a sub-matrix, including only the
top ( ) (d;f) =20—1 =19 rows, i.e., all the rows, except
the one labeled by {4,3,5}. Then, Z£ will be generated by
selecting a subset of columns from each of 291, B9 and 2.
As determined in (53)), the set of columns selected from each

=% are given by

E® {2,3},{2,4},{2,5},{2,6},{3,4}, {3,5},
{3,6},{4,5},{4,6},{5,6},

=9 :{3,4},{3,5}, (3,6}, {4,5}, {4,6}, {5,6},

=5 :{4,5},{4,6},{5,6}.

Hence, we have a total of 10 + 6 + 3 = 19 columns, and B
will be a square matrix. Rearrangement of these 19 columns
(as well as the 19 rows) according to < order provides us
with matrix 2% given by

g({3,5}) G({5,6})
— ——

P R e e I I I o R =
S e e s S DS o e o e e e

1,{2,3})
1,{2,4})

1,{2,5}) 0
1,{2,6})

1,{3,4}) O
2,{3,4})

1,{3,5})
2,{3,5})

(

(

(

(

(

(

(

(

(1,{3,6})
= ({36}

(

(

(

(

(

(

(

(

(

[
S

1,{4,5})
2,{4,5})

3,{4,5}) 0
1,{4,6})
2,{4,6})
3,{4,6})
1,{5,6})
2,{5,6})
3,{5,6})

which is a block lower-triangular matrix consisting of full-rank
diagonal blocks. o

By Proposition [I] we can write

det (éﬁ) ©) det (éﬁ)



4 E
m

[

1]

[
LIE

D

21

select columns _ | permute rows =,

= concatenate | select rows | =
horizontally o Tel
E@i

Figure 7. Construction of matrix EL.

where (a) holds since the determinant of a matrix is invariant
(subject to a sign) to a permutation of its rows and columns,
(b) follows from [31} Section 0.9.4], and (c) is a consequence
of Proposition [T] This completes the proof of Lemma[j] O

Proof of Proposition |1 First, we show that J is fully decom-
posed into the union of the groups G(J) over all J’s with
J C[d] and |J| = m—1. Itis clear that G(Z)NG(J ) = @, for
distinct Z and 7. Next, recall from (36)) that if 7 C [(+1 : d],
then G(J) = {(4,7) : j € [¢]} and |G(TJ)| = ¢. Similarly, if
JELU+1:d), then G(J)={(,T):j<minJ — 1} and
IG(J)| = minJ — 1. Note that if 7 ¢ [¢ + 1 : dJ, then it
should have at least one element from ¢ and hence, we have
x=minJ € [{] and |G(J)| = x — 1. Thus, we can write

Soowl= S 16D+ > 199)
TC[d] JCld) JCld)
| T |=m—1 | T |=m—1 |T|=m—1
JC[e+1:d] T L [+1:d]
d—¢ ‘
—(52)r X e
z=1 JCId]
|T|=m—1
min J=x
d—1 d—z
:€<m_1)+;(m_2>(x—l)
d—t\ & [y
=€<m1)+-§: Cn2>w—wy+1»
y=d—~{
d—g d—1 y d—1 y
=) X (o) - 2 ()
m—1 Bl m— 2 y_%:e -2
d— d—1 y d—1 v+ 1
() 2 () - 3 (07))
y=d—{ y=d—{
d—1 d d—1
(=) + (D) - ()]

(57)

where in (a) we have used identities (Z) = (“;1) + (Z:}) and
(%) = %(gj) Then, (57), together with G(Z) N G(J) = 2,

implies J scpq G(J) =1.

|T|=m—1 ~
Now, consider a diagonal block of =£ associated to a set 7,
that is, 2£(G(J),G(J)). Recall that each row label in G(7)
is a pair (¢, J) and each column label in G(J) is another

o Jel | and columns

pair (j,J), for some i,j < z := min{minJ — 1,¢}. Then,
using (T3], entry at position ((z, J), (j, J)) is given by

EE((i, ), (3, T)) = B4 ({i} U T, T)
= (—1)mees D (q;,4) = — (g5, i),

where the last equality follows from the fact that ¢ < min 7,
and therefore, i is the smallest entry of {i} U J, that is,
ind(;3u7(4) = 1. This shows that the corresponding block is a
submatrix of W (subject to a negative sign), corresponding to
the rows in {q;,...,q.} and columns in {1,2,...,z}. Then,
Condition implies that 24(G(J),G(J)) is full-rank.

Next, consider an entry at row (i,Z) and column (j, J) that
appears on the right side of a diagonal block Z¢(G(Z),G(T)).
This mean the column label (j,J) dominates the row la-
bel (i,Z), that is, (i,Z) < (j,J). Since T # J, we have
T < J, and hence, minZ < minJ. These yield to
i <minZ < min 7, and thus, i ¢ J. Therefore,

({3 UD\T| = {3 +IT\T| =2

This, together with the definition of E% in (I5), implies
EX((i,1),(j,T)) = B4 ({i} UZ,J) = 0. This completes
the proof of Proposition [T} O
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