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Efficient algorithms for collecting the statistics of large-scale IP address data
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Abstract

Compiling the statistics of large-scale IP address data is an essential task in network traffic measurement. The statistical
results are used to evaluate the potential impact of user behaviors on network traffic. This requires algorithms that are
capable of storing and retrieving a high volume of IP addresses within time and memory constraints. In this paper, we
present two efficient algorithms for collecting the statistics of large-scale IP addresses that balance time efficiency and
memory consumption. The proposed solutions take into account the sparse nature of the statistics of IP addresses while
. building the hash function and maintain a dynamic balance among layered memory blocks. There are two layers in the
Qﬁrst proposed method, each of which contains a limited number of memory blocks. Each memory block contains 256
elements of size 256 x 8 bytes for a 64-bit system. In contrast to built-in hash mapping functions, the proposed solution
completely avoids expensive hash collisions while retaining the linear time complexity of hash-based solutions. Moreover,
the mechanism dynamically determines the hash index length according to the range of IP addresses, and can balance the
time and memory constraints. In addition, we propose an efficient parallel scheme to speed up the collection of statistics.
The experimental results on several synthetic datasets show that the proposed method substantially outperforms the

baselines with respect to time and memory space efficiency.
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1. Introduction

In recent years, the amount of network traffic has in-
creased significantly because of the rapid development of
emerging network services, such as video streaming, in-
stant messaging, and online payment services. It is crucial
to evaluate the potential impact of the features of user be-
havior on network traffic management. User behavior fea-
tures are usually extracted from IP packets, which contain
IP addresses. There is a close correspondence between in-
formative user behavior features and the IP addresses that
frequently appear in the packets. Hence, how to effectively
obtain the statistics of large-scale IP address data in a
timely manner, such as every few minutes, is a challenging
problem in network traffic measurement. Obtaining the
statistics of large-scale IP address data typically consists
of two tasks: counting the number of occurrences of each
IP address and sorting the results in a specific order.

A number of statistical algorithms for solving this prob-
lem have been studied in the last few decades [1, 2,13, 4, 15].
A classic divide-and-conquer strategy has been proposed in
which TP addresses are first divided into multiple subsets.
Then, each subset is individually computed using a statis-
tics collection method, such as a top k trie algorithm [6].
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Finally, to merge and sort the results of the multiple sub-
sets, sorting algorithms (e.g., bubble sort, insertion sort,
merge sort, selection sort, or quick sort) are used [, I§].
However, the reduction of computational cost is an in-
tractable problem in the sorting procedure |9, 10, [11]. For
example, the average complexity and worst-case complex-
ity of the bubble, insertion, and selection sort algorithms
are O (n2) I8, 12], where n represents the number of un-
sorted records. This indicates that the merging and sort-
ing step of the multiple subsets occupies a large amount of
memory and is extremely computationally costly to per-
form when collecting the statistics of millions or tens of
millions of IP addresses. Therefore, statistics collection
algorithms using the divide-and-conquer strategy still face
several challenges caused by the rapid increase of the large-
scale records, such as bounded memory and computational
cost restrictions.

A hash table is an effective method for collecting the
statistics of IP addresses [13]. It uses a hash function to
compute a hash codes for an array of buckets with the
statistical results. The hash function assigns each key to a
unique bucket for each IP address. Unfortunately, the hash
function can generate the same hash code for more than
one IP address. With the increase in the generation of big
data, millions or tens of millions of records have become
ubiquitous in network traffic. Therefore, this approach
could cause several hash collisions, especially for a large
number of IP addresses. Although many strategies can
be employed to avoid collisions, such as linear probing,
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quadratic probing, and double hashing, they require extra
storage space and computation.

The statistics collection algorithm should be stable, ef-
fective, and efficient for large-scale records. To overcome
the disadvantages of general statistics collection methods,
a number of parallel techniques have been developed for
large-scale records by optimizing the efficiency and com-
plexity. For example, these algorithms have been extended
to the corresponding parallel structures for parallel hard-
ware architectures, such as many-core and multi-core plat-
forms [14, 115]. However, these parallel statistics collection
algorithms are still the parallel computing variants of the
original algorithms, and they continue to ignore the impor-
tance of the original characteristics of the unsorted records.

In this paper, we present two efficient algorithms for
collecting the statistics of large-scale IP address data. We
can obtain the frequently occurring IP addresses from the
statistics, which can be regarded as a pre-processing step
of user behavior analysis in network traffic management.
Because of the increasing volume and speed of network
traffic, it has become expensive and impractical to han-
dle all IP addresses contained the IP packets. By taking
full advantage of the successive characteristics of memory
addresses and the fixed range of each individual part of
an IP address, we design two relationship mapping mecha-
nisms between memory blocks and IP addresses for a four-
dimensional sparse matrix. The sparse matrix stores the
number of occurrences of the individual IP addresses, in
which the positions of the rows and columns are employed
to represent the mapping relationship between the mem-
ory blocks and IP addresses. Specifically, we construct a
two-layer memory block (TLMB) to implement the first
mapping mechanism for the IP addresses. In addition, we
employ a single shared memory block (SSMB) for all IP ad-
dresses to implement the other mapping mechanism of the
IP addresses. The mechanisms of the mapping relation-
ship effectively remove the information about trivial user
behaviors that are irrelevant for statistical analysis. The
proposed methods can be extended to the corresponding
parallel versions for specific hardware architectures. Ex-
tensive experiments on several synthetic datasets show the
effectiveness of the proposed method.

Our contributions are summarized as follows.

1. We present two efficient methods for collecting the
statistics of large-scale IP address data that use two
different relationship mapping mechanisms, TLMB
and SSMB, between memory blocks and IP addresses
for a four-dimensional sparse matrix.

2. The computational cost of TLMB is linearly propor-
tional to the number of IP addresses with a limited
memory resource, and the memory use of SSMB re-
mains almost unchanged with a reasonable computa-
tional cost, regardless of the number of IP addresses.

3. A parallel computation optimization scheme for mul-
tiple computers is proposed to effectively improve

Table 1: Time complexity of various sorting algorithms.

Algorithm  Best (n) Average(n) Worst (n)
Bubble sort O (n) O (n?) O (n”)
Insertion sort O (n) O (n?) O (n?)
Selection sort O (n2) O (n2) (@] (n2)

Merge Sort O (nlogn) O (nlogn) O (nlogn)
Quick Sort O (nlogn) O (nlogn) O (n?)

Heap Sort O (nlogn) O (nlogn) O (nlogn)

the computational efficiency and dramatically reduce
memory use.

4. Our extensive experimental results using synthetic
datasets demonstrate that our proposed method
shows clear superior performance in comparison with
the baselines, striking a balance between computa-
tional cost and memory use.

The remainder of this paper is organized as follows. We
briefly describe some of the original sorting techniques as
well as various parallel sorting algorithms in Section
In Section Bl we introduce the proposed method. The
experimental results are presented in Section Ml Finally,
we draw the conclusions of the study in Section

2. Background

2.1. Classical sort techniques

Bubble sort is a classical sorting algorithm in which each
element in a list is compared with its neighboring elements
and swapped until they are in the desired order [16]. Bub-
ble sort leads to (n — 1) number of passes and @
ber of iterations if n elements are given. Insertion sort is a
simple and efficient sorting algorithm that iteratively takes
one element and finds its appropriate position in the sorted
list by comparing it with neighboring elements. It becomes
less efficient as the number of records increases. Selection
sort determined the smallest number in an unsorted list
and swaps it with the first number in the sorted list. Then,
it finds the next smallest element from the remaining list
and swaps with the second element in the sorted list. Con-
sequently, the number of sorted elements at the top of the
list increases while the rest remain unsorted. Merge sort,
which is based on the divide-and-conquer principle, repeat-
edly divides the array into two halves and then combines
them in a sorted manner For more details of classical sort
algorithms, such as quick sort and heap sort, we refer the
reader to the comments in [17, [7]. It is well known that
computational cost and required memory are the primary
concerns in sorting algorithms |18, [19]. Table [Il shows the
time complexity of the best case, average case, and worst
case of several classical sorting algorithms [7, 20, [21].

num-

2.2. Parallel hardware architectures

The hardware architecture of modern processors usually
consists of more than two independent central processing



units (CPUs) or graphics processing units (GPUs). Par-
allel software platforms can be implemented using high-
level programming frameworks for specific hardware archi-
tectures [22]. The Compute Unified Device Architecture
(CUDA) is a parallel computing platform for general com-
puting on GPUs. Most parallel sorting algorithms are vari-
ants of standard, well-known sorting algorithms adapted
to GPU hardware architecture. For example, Cederman
designed a quick sort for the GPU platform [23], and Pe-
ters proposed an adaptive bitonic sorting algorithm with
a bitonic tree for GPUs [24]. The parallel computation of
sorting algorithms is considered to be the most efficient
way of sorting elements on parallel hardware architectures
[15].

8 bytes
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Figure 1: Example of a memory block of size 256 X 8 bytes containing
256 elements.

3. Proposed method

3.1. Problem Formulation

Assume that IP flow data FD is a sequence of IP
records, that is, D = {(p1,z1), (p2,22),-., (Pn,Tn)} €
R™*" and n > 1e5, where each pair of elements (p;, ;)
(i € [1,n]) consists of an IP address p; and a set of cor-
responding user behavior attributes z;. Given a finite set
of IP addresses P = {p1,p2,...,pn} € R™, the purpose of
the IP address statistics task is to efficiently determine the
first k IP addresses of the most frequent occurrences in P,
where k < n.

3.2. IP Address Statistics Task

A standard IP address is composed of four decimal num-
bers ranging from 0 to 255 which are separated by dot sym-
bols. An individual IP address is logically divided into four
parts by splitting it with respect to each dot symbol, and
each part of an IP address has an integer value. We create
a four-dimensional array for the statistics of IP addresses,
where the length of each dimension in the array is 256.
Each element of the array can be employed to store the
number of occurrences of the IP address according to the
relationship mapping between the index of each dimension
of the array and the integer value of the corresponding part
of the IP address. For example, consider the individual TP
address 1.2.3.4 and the four-dimensional array fd_array.
The number of occurrences of this IP address is stored in
fd-array[1][2][3][4]. However, individual TP addresses in
the host logs often make up a small proportion of all IP
addresses. The array can be considered to be sparse be-
cause most of its elements are zeros. Consequently, we can

carefully design a four-dimensional sparse matrix to store
the number of an individual IP address by taking full ad-
vantage of the successive characteristics of array addresses
and the fixed range of an individual part of an IP address.

Algorithm 1 TLMB

Input:
A finite set of IP addresses X = [x1,zo,..
R™*™ number k > 1.

1: Construct 256 x 256 memory blocks of size 128 MB for
the first layer;
2: for i=1:n do
Assume that a, b, ¢ and d each represent one of the
integer values of the four parts of IP address z;.
4:  Calculate the index of the memory block in the first
layer: p = a x 255 x 255 + b x 255.
5. if the value of the j-th element is null in the p-th
memory block then
6: Create a memory block in the second layer, set all
elements of the memory block to zero, and store
the starting address of the memory block in the
j-th element.
else
Obtain the starting address of the memory block
m in the second layer by finding the j-th element
of the p-th memory block.
9:  end if
10:  Add 1 to the d-th element of memory block m in the
second layer.
11: end for
12: Construct a minimum heap of size k using each non-
zero element of the memory blocks in the second layer.
Output:
13: Traverse the nodes of the heap to obtain the k IP ad-
dresses and their number of occurrences.

Ty €

3.3. IP Usage Storage and Retrieval Strategies for the
Four-dimensional Sparse Matriz

Assume that each memory address of a 64-bit system
can be stored in an element 8 bytes in size, and the number
of occurrences of an individual IP address is no more than
264, There is an array of size 256 elements that consists
of 256 x 8 bytes of memory. The array is regarded as a
memory block that contains a contiguous address space,
as shown in Fig. [l In other words, the addresses of all
bytes of the array are sequential in the memory block.
Therefore, the position of the array can be indexed by
the integer value of a particular part of the IP address.
We present two efficient methods to collect the statistics
of large-scale IP address data, each of which contains a
relationship mapping mechanism between memory blocks
and IP addresses for the four-dimensional sparse matrix.

3.8.1. First method: TLMB
The first proposed mapping mechanism of IP addresses
is TLMB. The four parts of the IP address are represented
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Figure 2: An example of the mapping relationships between memory blocks and an IP address.

in four layers, where each layer is made up of one or more
memory blocks. The first layer only contains one mem-
ory block, whereas the second layer contains 256 memory
blocks. Each memory block contains 256 elements. Each
element of the memory block in the first layer is employed
to store the starting addresses of the corresponding 256
memory blocks in the second layer. Similarly, the third
layer contains 256 x 256 memory blocks, the size of which
is 128 MB in memory. Then, the element of each mem-
ory block in the third layer stores the starting address of
the corresponding memory block in the fourth layer. This
would be 32 GB in size if we adopted a pre-allocation strat-
egy for all memory blocks in the four layers. Hence, we
present an alternative pre-allocation strategy for the mem-
ory blocks. A memory block will be allocated only when
the first three parts of an initial IP address have been
given. In particular, pre-allocating a big memory block
of size 128 MB containing 256 x 256 contiguous memory
blocks is feasible in a modern computer. Consequently,
the first two layers can be removed from this architecture
if the third layer has contiguous memory blocks of 128 MB.

We formally present a storage strategy for IP addresses
that consists of two layers that consist of a limited num-
ber of memory blocks. The first layer contains 256 x 256
memory blocks. The first three parts of the IP address can
be mapped into the corresponding position of the element
in a particular memory block of the first layer according
to the individual values of the three parts. We allocate a
memory block in the other layer for the IP address when
its first three parts are initially given. Each element of
a memory block in this layer stores the number of occur-
rences of the corresponding IP address. Figure[2] shows an
example of the relationship mapping between the memory
blocks of two layers and an IP addresses. The positions
of the first three dimensionalities of the sparse matrix can
be mapped to the elements of the memory blocks in the
first layer. The positions of the final dimensionality of the
sparse matrix can be indexed by combining the starting
address of the memory block in the second layer with the
integer value of the four parts of the IP address.

We traverse all elements of the memory blocks of the sec-

ond layer to obtain the maximum number of occurrences
of elements if k = 1. Otherwise, we construct a minimum
heap of size k. The statistical results of the first k£ IP ad-
dresses are saved in the heap, which is a special binary
tree and implemented by an array of size k. The construc-
tion of the heap is completed by traversing all elements of
the memory blocks of the second layer. The tree node in
the leap contains two important attributes: an IP address
and its number of occurrences. The final IP addresses and
numbers of occurrences can be obtained by a traversal of
the nodes of the heap. The complete procedure for deter-
mining the first k& of the most frequent IP addresses from
host logs is outlined in Algorithm [}

3.3.2. Second method: SSMB

We also designed an SSMB that stores all IP addresses
and their statistics. IP addresses are logically divided into
at most 256 subsets according to the value of the first
part of each individual IP address. We construct a sin-
gle memory block of 256 x 256 x 256 elements that is
256 x 256 x 256 x 8 bytes in size, that is, 128 MB. The
memory block is shared by all subsets. For each subset,
the last three parts of the IP address can be mapped into
the corresponding position of the element in the shared
single memory block, which is always initialized at the be-
ginning of the relationship mapping. Then, the element of
this memory block stores the statistics of the IP addresses
in this subset.

We further perform a round traversal of the memory
block to initialize a minimum heap of size k after the rela-
tionship mapping has been completed in the first subset.
Then, we continue to perform a round traversal of the
memory block to adjust the heap after the relationship
mapping has been completed for the subsequent subsets.
Finally, we obtain the first £ most frequently occurring IP
addresses in the heap. The complete procedure for finding
the first k of the most frequency IP addresses from host
logs is outlined in Algorithm



Algorithm 2 SSMB

Input:
A finite set of IP addresses X = [z1,zo,..
R™*™ number k > 1.

1: Construct a memory block of size 128 MB saved by all
IP addresses;
2: All IP addresses are logically partitioned into ¢ subsets
according to the first part of each TP address.
3: for i=1:n do
4:  Assume that a, b, ¢ and d each represent one of the
integer values of the four parts of IP address z;.

Ty €

5 for j=1:q do

6: if j == ¢ then

7 Calculate the position of the memory block in
the first layer: p = b x 255 x 255 + ¢ x 255 +d.

8: Add 1 to the p-th element of the memory block.

9: end if

10:  end for
11:  Construct a minimum heap of size k using the each
non-zero elements of the memory block.
12: end for
Output:
13: Traverse of the nodes of the heap to obtain the k IP
addresses and their number of occurrences.

8.4. Memory Use and Complexity Analysis

We first evaluate the memory use and computational
complexity of the first proposed method, TLMB. The size
of each memory block is 256 x 8 bytes, and there are
256 x 256 memory blocks in the first layer. Hence, the size
of the memory blocks in the first layer is 128 MB. Assume
that the number of the distinct first three parts of the IP
addresses is s. The number of memory blocks in the second
layer is linearly proportional to s. Moreover, the memory
size of the minimum heap is (k 4 8) bytes, where each tree
node contains two attributes, that is, an IP address and
the number of occurrences. The total size of the memory
of the proposed method is approximately the sum of the
three parts, that is, 128 MB, s KB, and (k + 8) bytes. The
computational complexity of the two layers for calculating
the TP address statistics is O (n) in Algorithm [Il where n
is the number of IP addresses. In addition, the computa-
tional complexity of constructing a minimum heap of size
k is O (klogk), where k is the number of tree nodes in the
heap. Consequently, the overall computational complexity
of the proposed algorithm is O (klogk + n).

We next evaluate the memory use and computational
complexity of the second proposed method, SSMB. The
memory size of SSMB is 128 MB. Assume that the number
of the distinct first parts of the IP addresses is q. The com-
putational complexity of the mapping mechanism of the IP
addresses in Algorithm [lis O (¢n), where n is the number
of IP addresses. Similarly, the computational complexity
of constructing a minimum heap of size k is O (klogk)
for each subset. Consequently, the overall computational

Table 2: Statistics of the three synthetic datasets.
Data sets IP Records Individual IP Addresses Size

1 5, 000, 000 50, 000 77.5 MB
2 10, 000, 000 100, 000 155 MB
3 50, 000, 000 500, 000 775 MB

complexity of the proposed algorithm is O (¢ (klog k + n)).

3.5. Parallel computation optimization techniques

8.5.1. Parallel computation mechanism of TLMB

In the worst case, the distinct first three parts of the
IP addresses cover all the binary combinations. Hence,
the size of the memory blocks in the second layer is 32
GB. We present a parallel computation scheme on multi-
ple computers for improving the computational efficiency
and reducing memory use. Assume that there are 2" com-
puters available for parallel computation, where r repre-
sents a positive integer. The task of collecting IP address
statistics is then divided into multiple subtasks, which are
performed by 2" computers, respectively, according to the
first r bits of the first part of the IP addresses. The number
of memory blocks reduces to (256 x 256) /2" for 2" com-
puters. Simultaneously, the number of memory blocks will
decrease to 32/2" GB in the second layer. For example,
the number of memory blocks in the first layer is 256 x 64
for each computer when r = 2, and the size of memory
blocks in the second layer is 8 GB in the worst case. In
addition, if four computers perform the task of computing
IP address statistics by partitioning the first two bits of
the first part of the IP addresses, then the second layers
of multiple computers are merged into a complete second
layer, where is employed to construct a minimum heap of
size k. Finally, the parallel computation results can be
obtained in a manner similar to the last step of Algorithm

m

8.5.2. Parallel computation mechanism of SSMB

Assume that all IP addresses are logically divided into
q subsets according to the value of the first part of an in-
dividual IP address. Further assume are ¢ computers for
parallel computation, where the statistics collection task of
each subset can be performed by an individual computer.
A minimum heap of size k is shared among these com-
puters. Hence, this greatly increases the computational
efficiency of the task by ¢ times.

4. Experiments

4.1. Experimental Settings

In this section, we evaluate the performance of the pro-
posed methods [l on three synthetic datasets that contain
5 million, 10 million, and 50 million randomly generated

Thttps://github.com/chenjie20,/IPStatistics



Table 3: Computational cost (s) of different methods on the three synthetic datasets.

Data k  Hash Mapping IP Mapping Ours (TLMB) Ours (SSMB)
| 10 145814 (232) 1518 (0.07) 2.51 (0.01) 18.43 (0.05)
100 145856 (2.76) 15.21 (0.04) 2.52 (0.01)  18.43 (0.06)

, 10 202723 (1164) 1741 (0.11) 4.92 (001) 27.59 (0.05)
100 2934.65 (28.93) 17.45 (0.05) 4.95 (0.01)  27.65 (0.06)

, 10 14547.09 (13.95) 35.33 (0.09) 24.22 (0.07) 10101 (0.17)
100 14566.36 (26.78) 35.39 (0.05) 24.24 (0.04) 101.20 (0.2)

Table 4: Memory use (MB) of different methods on the three synthetic datasets.

Data %k Hash Mapping IP Mapping Ours (TLMB) Ours (SSMB)
| 10 43.63(0.12) 1633281 (0.07) 189.61 (0.16) 139.77 (0.13)
100 43.73 (0.06) 16332.77 (0.05) 189.64 (0.07) 139.79 (0.07)

, 10 748(012) 1633275 (0.12) 239.11 (0.1) 139.74 (0.13)
100 74.83 (0.05) 16332.77 (0.07) 239.06 (0.15) 139.7 (0.12)

, 10 324.45 (0.99) 1633259 (0.06) 628.33 (0.07) 139.6 (0.15)

100 324.4 (1.02)

16332.6 (0.16)

628.27 (0.01) 139.71 (0.16)

IP records. Each individual IP address contains one or
more of IP records. The average number of IP records
is 100 for each individual IP address. Parameter k rep-
resents the number of frequently occurring IP addresses.
The statistics of these datasets are summarized in Table

We compared the proposed method with the following
baselines:

e Hash Mapping. Each IP record is mapped into an
entry with a statistical result using a hash table B Next,
the statistical results are used to construct a minimum
heap of size k.

e IP Mapping. All IP records are partitioned into ¢ sub-
sets according to the first part of each IP address. The
statistics of the IP records in each subset are mapped
into an array, whose memory is pre-allocated on a com-
puter according to the last three parts of each IP ad-
dress. The first £ most frequent IP addresses are chosen
from each subset. Next, a minimum heap of size k is
constructed using the ¢ x k IP addresses.

Two metrics were employed to evaluate the sorting per-
formance, that is, computational cost and memory use.
All experiments were implemented using the C language
on a Windows platform with an Intel i7-9700k CPU and
32 GB RAM.

4.2. Ezxperiment Results

Parameter k was set to 10 or 100, and we repeated each
experiment 10 times. The average computational costs
and standard deviations are reported in Table d and the
mean memory use and standard deviations are given in
Table @ The results show that TLMB consistently out-
performed all the other methods in terms of computational

2https://github.com/activesys/libcstl

cost. For example, TLMB achieves computational costs of
2.51 s and 2.52 s when k£ = 10 and k£ = 100, respectively.
When the number of IP addresses increases from 5 mil-
lion to 50 million with £ = 10, the gap in computational
costs of TLMB and IP Mapping are 12.6 s and 11.11 s,
respectively. We also observed the same advantages when
k = 100. In addition, SSMB shows competitive results
when compared with the comparison methods in terms of
memory use. The memory use of SSMB is always approx-
imately 139 MB, even when the number of IP addresses
changes. In contrast, the computational cost of SSMB sub-
stantially outperforms that of Hash Mapping under differ-
ent numbers of IP addresses. IP Mapping obtained the
lowest computation cost for all numbers of IP addresses.
However, the highest memory use results of IP Mapping
are consistent with expectations.

5. Conclusion

The collection of the statistics of large-scale IP address
data is one of the most fundamental problems in network
traffic measurement. In this paper, we addressed this prob-
lem. Specifically, the two proposed methods present two
different relationship mapping mechanisms between mem-
ory blocks and TP addresses to strike a balance between
computational cost and memory use. They can be em-
ployed to search for frequently occurring IP addresses in
practical applications. The extensive experimental results
demonstrate the effectiveness of the proposed methods.
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