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FACTORIZATION OF HILBERT CLASS POLYNOMIALS OVER PRIME
FIELDS

JIANING LI, SONGSONG LI, AND YI OUYANG

ABSTRACT. Let D be a negative integer congruent to 0 or 1 mod 4 and O = Op be the
corresponding order of K = Q(v/D). The Hilbert class polynomial Hp(z) is the minimal
polynomial of the j-invariant jp = j(C/O) of O over K. Let np = (Og(jp,) : Z[ip]) denote
the index of Z[jp]| in the ring of integers of Q(jp). Suppose p is any prime. We completely
determine the factorization of Hp(x) in Fpx] if either p f np or p t D is inert in K and
the p-adic valuation vp(np) < 3. As an application, we analyze the key space of Oriented
Supersingular Isogeny Diffie-Hellman (OSIDH) protocol proposed by Cold and Kohel in
2019 which is the roots set of the Hilbert class polynomial in F 2.

1. INTRODUCTION

Let D be a negative integer congruent to 0,1 mod 4. Then D is the discriminant of a unique
order O in an imaginary quadratic field K (which is the field Q(v/D)). The j-invariant of the
complex elliptic curve Ep = C/O, denoted by jp = jo, is an algebraic integer. Its minimal
polynomial Hp(z) € Z[z] over K is called the Hilbert class polynomial, whose splitting field
L is the ring class field of O. For a prime p which does not split in K, the reduction of Fp
modulo prime ideals lying above p in L is supersingular over F,.. This fact gives the close
connection of Hilbert class polynomial and the isogeny-based cryptography. The goal of this
paper to study the factorization of Hp(x) modulo a prime p and explore the application to
the isogeny-based cryptography.

1.1. Motivation. The endomorphism rings of supersingular elliptic curves over Fp are max-
imal orders in the quaternion algebra B, ., which is ramified only at p and co. Moreover,
Deuring| | proved that there is a one-to-one correspondence between isomorphism classes
of maximal orders in B, . and isomorphism classes of supersingular elliptic curves up to the
action of Gal(IF,2 /F)).

Computing endomorphism rings of supersingular elliptic curves is a central problem in
isogeny-based cryptography. The best-known isogeny-based cryptographic protocol is Super-
singular Isogeny Key Encapsulation(SIKE), which is a Round 3 alternate candidate in the
NIST Post-Quantum Cryptography Standardization Project based on Supersingular Isogeny
Diffie-Hellman protocol(SIDH) proposed by De Feo and Jao] ] (also see | ). Another
popular protocol is CSIDH (i.e. Commutative SIDH) proposed by Castryck, Lange, Martindale,
Panny, and Renes| ] in 2018. CSIDH uses the action of an ideal class group on the set
of supersingular elliptic curves defined over IF,. In 2019, Colo and Kohel generalized CSIDH
to OSIDH (i.e. Oriented SIDH), using a general ideal class group of an imaginary quadratic
order O and its action on the set of primitive O-oriented supersingular elliptic curves. One
of the motivations for OSIDH is to enlarge its key space to Q(p) by including all isomorphism
classes of supersingular elliptic curves.

The fundamental problem in the isogeny-based cryptography is finding isogenies between
two supersingular elliptic curves. As pointed out in , |, computing isogenies
can be reduced to the problem of computing the endomorphism rings of supersingular elliptic
curves. One approach to compute the endomorphism rings is to find cycles in the isogeny
graph of supersingular elliptic curves. There are some works | , ) ] to
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analyze the algorithm complexities based on different kinds of heuristic assumptions. Another
approach is to construct the list of Deuring’s correspondence by computing the elliptic curves
whose endomorphism rings are isomorphic to given maximal orders in B, .

Dorman| ] and Ibukiyama[lb82] described some isomorphic classes of maximal orders
in By . More precisely, for any prime ¢ satisfying ¢ = 3 mod 8 and (%) = —1, Ibukiyama
gave two kinds of maximal orders O(q, p) and O’(q,p), and proved that they are isomorphic to
the endomorphism rings of some supersingular elliptic curves which are defined over F,,. Given
such an order R = O(q, p) or O’'(q,p) in By, «, assume j(R) € F,, is the unique j-invariant under
Deuring’s correspondence. Denote RT = {2z — Trd(z) | = € R}. Then by | , Theorem
5.1], d > 4 is represented optimally by RT with multiplicity m if and only if j(R) appears as a
root of the Hilbert polynomial H_4(x) € Fp[z] with multiplicity em, where € = 2 if p is ramified
in Q(v/—d), and 1 if p is inert. Based on this fact, Chevyrev and Galbraith[ | proposed
an algorithm to determine j(R) by computing the greatest common divisors of several Hilbert
class polynomials over F,[z]. On the other hand, let O = RN Q(y/—¢) and D its discriminant.

Then O = Z[H—‘Q/jq] or Z[\/—q], and D € {—q,—4q}. Castryck et al.| | showed that
there is exactly one root in I, of Hp(x) mod p if D > —p. As a result, one can determine
j(R) which is the unique Fj-root of Hp(z) modulo p. However, it was shown in [ ,
Theorem 1.3] that for any supersingular elliptic curve E/F), the smallest prime ¢ such that
End(E) = O(q,p) or O'(q,p) is less than 10000plog® p. For D < —p, to our best knowledge,
the number of Fj,-roots of Hp(x) is still unknown.

Generally, let O be an imaginary quadratic order of discriminant D. Suppose that p is a
prime which does not split in K = Q(v/D). By Deuring’s reduction theorem| |, the roots of
Hp(x) modulo p are supersingular j-invariants in Fp2. As we shall discuss in §5, the set of roots
is just the key space of OSIDH if D > —p. In 2021, Xiao et al. | ] obtained the number
of Fy-roots of Hp(x) modulo p when p { D and D > —%\/]_y. Motivated by these problems
and their potential applications in the isogeny-based cryptography, we study the factorization
of Hp(x) over Fy[z].

1.2. Our contributions. Let D < 0 and D = 0,1 mod 4. Let K be the imaginary qua-
dratic field Q(v/D), O its ring of integers and Dy its fundamental discriminant. Then
f=+/D/Dk € Z. The order O = Z+ f Ok is the unique order in a quadratic field with discrim-
inant D (and conductor f). Let jp = j(Fo), M = Q(jp), L = K(jp) and np = (O : Z[jp]).
Then L is the splitting field of Hp(x) over K and is the ring class field of O over K as well.

Assume p is a prime. We first study the prime factorization of pOj,; using properties of
general dihedral groups Gal(L/Q) and class field theory. Then we get the factorization of
Hilbert class polynomial Hp(x) over Fplz] if p{ np in §4. In the case p | np and (DTK) # 1,
we propose an approach to analyze the factorization of Hp(x) modulo p, and determine the
multiplicities of its irreducible factors if p{ D, D > —p?® and v,(np) < 3.

By combining the selection of parameters proposed by Onuki| | in 2021 for OSIDH
protocol to work, we note that the roots set of the Hilbert class polynomial over IF,2 is just the
key space of OSIDH up to F,-isomorphism. And we point out the size of its key space is less
than O(,/plogp) which is contrary to the common belief in | ] that it could be Q(p).

1.3. Paper organization. In section 2 we recall necessary backgrounds on number theory
and elliptic curves. In section 3, we use results in general dihedral group to compute the
factorization of pOys. In section 4, we study the factorization of Hp(z) over Fp[z], especially
for primes p dividing the discriminant of Hp(z). In the last section, we give some analysis
about the key space of OSIDH protocol.
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2. PRELIMINARIES

Conventions. We shall adopt the following conventions:

(1) pis always a prime, and the symbol (%) is the Legendre-Kronecker symbol, i.e., the

Legendre symbol for odd p and
(g) =0,1,-1if 2| a, a=1mod 8, a =5 mod 8 respectively.

(2) For a number field F, let Or be its ring of integers and Dg be its discriminant.
(3) Suppose F/F’ is an extension of number fields, p is a prime ideal of Op: above p and
P is a prime ideal of O above p.
(i) Let ez(F/F’) be the ramification index and fo3(F/F') the inertia degree of B in
F/F'.
(i) If F/F’ is a Galois extension, let Dy (F/F’) be the decomposition group and
Iy (F/F’) the inertia group of B; in this case, e, (F/F’) = eq(F/F’) and fp(F/F’) =
fp(F/F’) are independent of 3 above .
(ili) In the case that F/Q and F’/Q are both Galois, e,(F/F') = ep(F/F’) and
fp(F/F') = fy(F/F') are independent of 8 above p.
(4) For a prime p C O, the degree of p is

deg(p) := /o (F/Q).

2.1. Orders in imaginary quadratic fields. Let O be an order of discriminant D in an
imaginary quadratic field K, then K = Q(v/D), the conductor f = [Ok : O], O = Z+ fOx and
D = 2Dy < 0 satisfying D = 0,1 mod 4. On the other hand, let D < 0 and D = 0,1 mod 4.
Let K = Q(v/D). Then f = \/D/Dk is an integer and O = Z+ fOf is an order of discriminant
D in K with f its conductor. Hence the order O, the discriminant D and the pair (K, f) are
mutually determined. We shall fix this correspondence from now on.

Let I(O) be the set of all proper fractional ideals of O, then I(O) is a group under multi-
plication and contains P(O), the set of principal fractional O-ideals, as a subgroup. The ideal
class group of O is the quotient group Cl(O) = I(0)/P(0O), which is a finite abelian group.
Let hp = ho be its class number.

The following well-known facts can be found in | , §7.]:

Proposition 2.1. Let D, O, f and K be given as above.
(1) The class number hp = ho of Cl(O) is given by

hDZ%-H(l— (%)%). (2.1.1)

(2) Let Ix(f) be the subgroup of fractional ideals of K generated by primes not dividing f,
and P z,(f) be the subgroup of Ik (f) given by
Prz(f)={(a) € Ix(f) | @« € Okg,a =amod fOk with a € Z,(a, f) =1}.
Then there is a canonical isomorphism.:

I (f)/Prz(f) = CLO), []—[INO]. (2.1.2)

~

2.2. The ring class field and its maximal real subfield. The isomorphism Cl(O) =
Ik (f)/Prz(f) in Proposition 2.1(2) means that Cl(O) is a generalized ideal class group, with
Px z(f) a congruence subgroup for the modulus fOg. By the existence theorem of class field
theory, this data determines a unique abelian extension L of K, which is called the ring class
field of O. Note that the ring class field of Ok is just the Hilbert class field. The basic
properties of the ring class field L are that any primes that ramify in L divide f, and that the
Artin reciprocity map induces an isomorphism

Gal(L/K) = C1(O) (2.2.1)
Let M = LT := LN R be the maximal real subfield of L.
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We give an idelic description of the class group C1(O) of O. Let Aj be the idele group of

K. For any p, set
Ops=7,20 and Us=]]Ox, xC*cCAj.
P
If v is a prime of K, let K,, denote the completion of K at v and O, denote the ring of integers
in K,,. We let px denote a prime of K lying above p.
Proposition 2.2. Let D, O, f and K be given as above.
(1) Ifp1 f, then

Opx if p does not split in K,

X ~ Z ®O Xg
vy = (2o K) {Z; x Ly if p splits in K.

(2) Ifp| f, then
0% = {{x € Oy |x=amod fO,, for someacZ} ifp does not split in K,
s {(z,y) € Z) xZ) | v =ymod fZ,} if p splits in K.
(3) The Artin map gives a canonical isomorphism
AR /K Uy = Gal(L/K).
Thus K*Np, gkA] = K*Uy.
Proof. By the exact sequence
020 —=0kg—0g/O—0,

Then O ® Z, = Ox ® Z, for p 1 f. Thus the assertion (1) follows from the canonical isomor-
phism:
O @ Ly = Oy %f D doe's not split,
Zyp X Ly if p splits.

For (2), take w € Ok such that O = Z+Zw. Then O = Z+Zfw and OQRZ, = Z,+Z, fw.
Since p | f, an element z = u +vfw € O ® Z,, with u,v € Z,, is in (O ® Z,)* if and only if
p 1 u. The latter is also equivalent to that = a mod f(O ®Z,) for some a € Z and (a, f) = 1.
This proves (2).

For (3), we let

Af 7 (f) ={(zv)v € Ak | 2, = amod fO, with a € Z and (a, f) = 1}.

Consider the canonical map m : A% — I, where Ik is the group of fractional ideals of K.
This map induces an isomorphism

A 2(N/Us = Ik (f)-
Note that m(K* N Ag ,(f)) is equal to Px z(f). Thus we obtain an isomorphism

Ak (N (K™ N AR 2 ()Us = Ik z(f)/ Prz(f).

The inclusion Ag ,(f) — Af induces an isomorphism

Az (N/(EX N AR (F)Us = Ag /K*Uy. (2.2.2)
The injection is a direct verification and the surjection is by the approximation theorem. By
(2.2.1) and Proposition 2.1(2), the proof of Proposition 2.2 is complete. O

If p | f, we let f(P) be the prime-to-p part of f and O®) = Z + fP)Og be the order of K
of conductor f(P). Then the corresponding discriminant D®) = (fP)2Dg . Let L) be the
corresponding ring class field of O®) and M®) := L(») N R be its maximal real subfield.

Proposition 2.3. Suppose f = p*f®) with pt fP) and k > 1. Then
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(1) L is an extension of L\P) of degree

h([j)g) = hD/hD(p) = W <1 - (%)]—1)) . (2'2'3)

Furthermore, L/L(p) is totally ramified at every prime lying above p.

(2) M is an extension of M®) of degree hg) and is totally ramified at every prime lying
above p.

Proof. (1) By Proposition 2.2, we have Uy C Uy . According to class field theory, we have
L > L® and Gal(L/L®) is generated by the inertia groups of the primes of K lying above
p. Thus, if p does not split in K, then L/ L) is totally ramified at each prime lying above p.
Now assume that p splits in K, say pOg = prp. Then we claim Iy, (L/K) = Iy (L/K). By
class field theory, it suffices to show that

O (K*Uy) = 0, (K*Uy). (2.2.4)
Givena = (1,---,1, a,1---,1) € O, C Aj, we have by Proposition 2.2
PK
=(,---,1,a Y 1---,1)A,---,1,a,a--,1) e OX Uy. 295
a=( a ) 208 ) € Oy, Uy (2.2.5)

From this, we conclude that (2.2.4) holds whence the claim is proved. Therefore when p splits,
L/L®) is also totally ramified at each prime lying above p. The formula (2.2.3) follows from
Proposition 2.1(1).

(2) Since L®) is not contained in M = L NR, we have M D M®) and [M : M®P)] = hg). If
a prime q of M(®) above p is ramified in L") /M (®) then q must be totally ramified in L/M ®)
whence totally ramified in M/M®); if p’ is unramified in L®) /M ()| noting that L = L®) M,
it follows that every prime of M lying above q is unramified in L. Thus by comparing the
ramification index in the extension L/M®), we conclude that M/M®) is totally ramified at
every prime above p. dJ

2.3. The genus field and its maximal real subfield. Fix D and O. We denote by F
the genus field of O and F™ = F N R its maximal real subfield, which means that F is the
intermediate field of L/K fixed by Cl(0)? = Gal(L/K)?, i.e.

F=L%" " Gal(L/F) = Gal(L/K)* = CI(0). (2.3.1)
Define p > 1 to be the integer such that
@ = pup =logy[F : Q] = ks CI(O) + 1. (2.3.2)

Genus theory tells us that Gal(F/Q) = (Z/2Z)* and Gal(F/K) = Gal(F*/Q) = (Z/27Z)*~*.
Suppose {p1,-- -, pr} is the set of odd prime factors of D such that the first m are = 1 mod 4
and the rest = 3 mod 4. Set

Di = i (if p; = 1 mod 4); (2.3.3)
—D/p;, if Dor D/4or D/8 =1mod 4

Di = 4 2p;, if D/8 =3 mod 4 (if p; = 3 mod 4); (2.3.4)
Di, if D/4=0,3 mod 4

. 2, if D/8 =0,1 mod 4;
Po = { / (2.3.5)

1, if otherwise.

Proposition 2.4. The fields FT and F are given as follows:

F* =Q(/Po, VP1,-- \/Pr) and F=FtK=F4t(/Dg).
Consequently,
(1) p=1,4e F*=Q and F = K if and only if D € {—4,—8, 16, —p?kT1 —4p2k+1 |
p=3mod4, k€ Zx>o};
(2) For any prime p, f,(F1/Q) < f,(F/Q) < 2.
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Proof. See | , Theorem 2.3.23]. O

We now assume a rational prime p always splits completely in Q. Applying Proposition 2.4,
we obtain the following results, which will be used in Theorem 3.3, after some computation:

Lemma 2.5. Suppose that pt f and p does not split in K. Let px denote the unique prime
of K above p. Then

(1) px N O is principal if and only if p is either inert in K or p is ramified in K and
D e {-p, —2p, —4p}. If p is inert in K, then p splits completely in F* if and only if
(%) = (%) =11ifp>2, or{p; mod 8} ={1,3} or {1,7} if p=2.

(2) px NO is not principal if and only if p | Di and D ¢ {—p, —2p, —4p}.

Assume furthermore p | Di and D ¢ {—p, —2p, —4p}, equivalently px N O is not principal.

(3) p is unramified in F* if and only if 41 D, p; = 1 mod 4 for all p; | D but p; 1 2p and
p Z 1 mod 4. In this case, p splits completely in F'T if and only if (i) (%) =1 if either
p=Tmod 8 or p=3mod 8 and D or D/4 =1 mod 4, or (ii) p; =1 mod 8 if p = 2.

(4) p is ramified in FT if and only if either (i) p = 1 mod 4 or (i) D is not of the form
=2p1 -+ pmp with a = 0,2,3, p; = 1 mod 4 and p = 3 mod 4 or (iii) D has a prime
factor = 3mod 4 and p = 2. In this case, f,(F/FT) =2 if and only if (i) (%) =1
for all 0 < i < r where p; is the prime-to-p part of p; and (DKT/”) =—-14p>2 or
(i) all odd prime factors of D are 1 or 3 mod 8 if p = 2.

Remark 2.6. The condition D € {—p, —2p, —4p} means D € {—p,—4p} if p = 3 mod 4,
De{-4,-8}ifp=2and D = —4p if p=1mod 4, hence F™ = Q if p # 1 mod 4.

2.4. Elliptic curves with complex multiplication. For a lattice A C C, let Ej be the
elliptic curve over C such that Ex(C) = C/A. Then Ey = Eps (ie. j(Ea) = j(Ex)) if and
only if A = AA’ for some A € C* (i.e. A and A’ are homothetic).

Assume D < 0 and D = 0,1 mod 4. Let O be the corresponding order. Then the endomor-
phism ring End(FEp) of Ep = C/O is nothing but O. Set

Jp = jo = j(Eo). (2.4.1)
Set
El(O) := {j(E) | End(FE) 2 O} (={E |End(E)= 0}/ ~). (2.4.2)
The Hilbert class polynomial Hp(x) is defined as
Hp(x)=Ho(x):= [ (@—i(B)). (24.3)
J(E)EEL(0)
The theory of complex multiplication tells us (see [S194])

Theorem 2.7. Given D and O.

(1) The polynomial Hp(x) € Zlx] is the minimal polynomial of jp over K of degree hp,
whose conjugates form exactly the set EII(O) = {j(Ey) | [b] € CL(O)}.

(2) The field K(jp) is the splitting field of Hp(x) over K and is the ring class field L of
O over K.

(3) The action of CI(O) on EI(O) by [a]j(Es) = j(E4-1p) and the Galois action of
Gal(L/K) on Ell(O) are compatible under the Artin map

0 : Gal(L/K) = Cl(O), (2.4.4)
both are free and transitive.

For any j-invariant j € Ell(O) C L, we can take an elliptic curve E/L such that j(E) = j.
Then End(F) = End(E) 2 O as K C L. Let []g : O — End(FE) be an isomorphism such
that (F,[-]g) is normalized(see [5194]). Then for any E’ € Ell(O) and a non-constant isogeny
©: E— E', we have [|g = ¢.([']g) := @(po [E o @.



FACTORIZATION OF HILBERT CLASS POLYNOMIALS OVER F, 7

2.5. Oriented supersingular elliptic curves. In this subsection, we briefly recall some
definitions and known results about oriented supersingular elliptic curves in | | which
will be used in §5. Suppose p does not split in K = Q(v/D). Let L be the ring class field of
O. We assume ‘B is a prime in L above p such that every elliptic curve in Ell(O) has a good
reduction at B (otherwise, we can take a finite extension L’/L and such a prime in L’ as ElI(O)
is finite). Then £ = E mod ‘P is supersingular by Deuring’s reduction theorem]| , Chapter
13, Theorem 12]. Define a map p by the reduction modulo 3 as

p: EN(O) = p(EI(0)), E — (E,[]p),
where [a] 5 = [o¢]g mod P for any o € O. The map [ induces a ring homomorphism:
t: K — End(F)® Q.
Then a pair (E,¢) is called a K-oriented elliptic curve; furthermore, it is O-oriented(resp.
primitive O-oriented) if ¢(O) C End(E)(resp. ¢(O) = End(E) N (K)).
Moreover, suppose a is a proper integral ideal of O which is prime to p and E € Ell(O). Let
E" = [a] x E. Then there is an isogeny ¢ : E — E’ with kernel Efa] = [, ker([a]g)[5194,

Chapter 2]. By the reduction modulo %3, we have ¢ corresponds to @ : E — E’ whose kernel
is Efa] := (,eq ker([a]g). Thus there is an action of C1(O) on p(Ell(O)) given by

[U.] * (Ea [’) = (E_‘/,(ﬁ*(b)),

where @, (¢)(a) = @QB o i(a) o @. The following lemma can be found in | ]

Lemma 2.8. Let K be an imaginary quadratic field such that p does not split in K, and O an
order in K such that p does not divide the conductor of O. Then the ideal class group C1(O)
acts freely and transitively on p(EN(O)).

3. FACTORIZATION OF pOyy

In this section, we fix D and O, and hence K, f asin § 2.1, and F, F*, 4 as in § 2.3. Then
L = K(jp) is the ring class field of O, and M = LNR = Q(jp) is the maximal real subfield of
L. The main goal of this section is to explicitly describe the prime ideal factorization of pOys
for any p which does not split in K. The case when p splits in K, which is simpler, will also
be described in the end of this section.

Before stating our result, we need to know more about the Galois extension L/Q. Let
G = Gal(L/Q). Let 7 be the nontrivial element in Gal(L/M) (i.e. the complex conjugation).

Identifying Gal(L/K) = Cl(O) via the isomorphism (2.2.1), then we have (see | , §9])
G =ClO) x (1), ToT=0""!for o€ ClO). (3.0.1)
Then Gal(L/F) = Cl(0)? and Gal(L/F*) = Cl(0)? x (7).
i L=K(jp)
/
M =Q(jp) C1(0)?
‘ F oo

Lemma 3.1. (1) The conjugate class of 7 in G is C1(0)*r = {07 | 0 € C1(O)}.
(2) The centralizer Ca(1) = {x € G |z~ =7} of T has order #Cq(1) = 2"

Proof. Direct computation. (]

In what follows, p will always denote a prime of M above p; B and 3’ will denote primes
of L above p. We write Dy = Dy(L/Q) and Iy = In(L/Q) for simplification.
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Lemma 3.2. (1) If there exists some P’ such that Dy = (), then

#m| Dy = () = L8 3.02)
(2) If there exists some P’ such that Iy = (T), then
_ o #Ca(r) _ 2¥
w1y = () = 20 - P (303)

(3) Suppose o € C1(O), 0 # 1, 02 = 1 and o7 = 70. If there exists some B’ such that
Dy ={1,0,7,07} and Iy = {1,07}, then
#{P | Dy D (1), Iy # (1)} = %m =272, (3.0.4)
P
Proof. Note that G acts on primes above p in L transitively, D,/ = zDgx™! (resp. Lypny =
zlg ') for z € G.

(1) and (2): We have D,y = (1) (vesp. Iy = (7)) if and only if 2 € Cg(7). So
Cq () acts transitively on {3 | Dyp = (1)} (resp. {P | Iy = (7)}), with the stabilizer () by
definition. Then (1) and (2) follow from Lemma 3.1.

(3) Write B = 2P’ for some x € G. Then Dy = {l,zoz™ ', 27z~ 2oz} and Iy =
{1,zoTz~'}. Note that o is not conjugate to 7. Then the condition that Dy D (7) and
Iz # (1) is equivalent to the condition z7z~! = 7, i.e., # € C(7). Then (3) also follows from
Lemma 3.1. O
Theorem 3.3. Fiz D, O and hence the conductor f and the fields K,L,M,F and FT.
Assume p does not split in K, and let px be the unique prime of K lying above p.

(A) Suppose pt f. Then all primes of M above p are of degree 1 or 2. Let h = hp be given
by (2.1.1) and u be given by (2.3.2).

(1) If pt Dk, then
pOp =p1---pg
and t of the primes p; are of degree 1, where t = 2~1 if p splits completely in Ft and
0 otherwise (see Lemma 2.5(1)) and g = 24
If D € {—p, —2p, —4p}, then

POy = p%"'pi/gv if p =1 mod 4;
PIP3 - Phiyry e O p# 1 mod 4;

where deg(p;) = 1 for all i.
(2) Assume p | Dg and D ¢ {—p, —2p, —4p}.
(i) If p is unramified in Ft, put (see Lemma 2.5(3))

s=2M"2 = 242 ifp spl‘its completely in FT; g= h+ 2t Lons
0, otherwise; 4
then
pOnr =p1"'Psp§+1"'p§+t"'P§
with Psi1, -+, Pste being exactly the primes of M above p of degree 1.
(ii) If p is ramified in Ft, put (see Lemma 2.5(4))
.0 if f[p(F/FT)=1;  h+2t
IR A R A
then

POn = (P1---py)?
and the number of i’s that deg(p;) =1 is t.
(B) If p| f, then the factorization of pOyw) is given by (A) and every prime above p in
Oy is totally ramified in M/M®) whose degree h%’) is given by (2.2.3).
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Proof. Tt suffices to show (A). (B) follows from (A) and Proposition 2.3. Now assume conditions
in (A). We shall use the following well-known formula

> en(M/Q)deg(p) = [M : Q] = h. (3.0.5)
plp
(1) By Lemma 2.5, the assumption in this case is equivalent to that px N O is principal.
Then pg splits completely in L by (2.2.1). It follows that for each P, we have #Dgp =
ep(L/Q) fp(L/Q) = ep(K/Q) fp(K/Q) = 2. This implies
ep(M/Q) deg(p) < 2;
ep(F+/Q>fp(F+/Q> <2

We divide the set of primes above p in M into two subsets

X1 ={p [ ep(M/Q)deg(p) =1},
Xa = {p | ep(M/Q)deg(p) = 2}.
Note that
(a) For p € Xy, ep(M/Q) = deg(p) = 1.
(b) If p is inert in K, then for p € X», e,(M/Q) =1 and deg(p) = 2. Indeed in this case,
ep(L/Q) =1 and hence e, (M/Q) =1 for all p.
(c) If p is ramified in K, then for p € X», deg(p) = 1 and e, (M/Q) = 2. Indeed in this
case, e,(L/Q) =2, f,(L/Q) =1 and hence deg(p) =1 all p.
Let t = | X1| and g = |X1| 4+ | X2| be the number of primes above p in M. Then by (3.0.5),
t+2(g —t) = h whence g = 2. The proof of Theorem 3.3(A)(1) is reduced to determining ¢.
Since Gal(L/M) = (), there is a bijection

{B| Dy = (1)} &> X1, Prsp=PnM. (3.0.6)

Note that Dyp(L/K) = Dy N Gal(L/K) = {1}, as px splits completely in L/K. Thus from
(3.0.1), Dy = (o) for some o € C1(O).

Suppose first that p splits completely in F*, i.e. e,(F*/Q)f,(F*/Q) = 1. Then Dy C
Gal(L/FT) = Cl(O)? x (1) whence Dy = (0?7) with 0 € Cl(O). Then Dy = (r) where
P’ = o~ 1(P). It follows from Lemma 3.2(1) that t = 2+~ 1,

Suppose next e,(F/Q)fp(F*/Q) = 2. Then Dy ¢ Gal(L/FT) whence Dy = (o) for
some o € C1(O) \ CI(O)%. So Dy is not conjugate to (r) by Lemma 3.1. This implies that the
sets in (3.0.6) are both empty and hence ¢ = 0. Finally, note that when D € {—p, —2p, —4p}
the value of ¢ is given by Proposition 2.4.

(2) The assumption in this case is equivalent to that px N is not principal. Then by (2.1.2)
pr ¢ Pxz(f) but p% = (p) € Pk z(f). By the isomorphism (2.2.1), we have ey, (L/K) =1
and fp, (L/K)=2. Then

ep(L/Q) = e (K/Q) =2, [o(LJQ) = fon (L/K) = 2. (3.0.7)

In particular for each p, we have deg(p) < 2, e,(M/Q) < 2. Moreover, there is no p with
ep(M/Q) = deg(p) = 1; otherwise we would have e, (L/M)f,(L/M) = ep(L/Q) fp(L/Q) = 4
but this is impossible as [L : M] = 2. So we can divide the set of primes above p in M into
three subsets:

X1 ={p|ep(M/Q) = 1,deg(p) = 2}
Xo = {p|ep(M/Q) = 2,deg(p) = 1},
X3 ={p|ep(M/Q) =2,deg(p) = 2}

Let s = |X4|, t = |X2| and g = |X1| + | X2| + |X3|. Then by (3.0.5), 2s+ 2t +4(g—t—s)=h
whence g = 842542t Thys the proof of Theorem 3.3(A)(2) is reduced to determining s and ¢.
Since ey (L/M) =2 and f,(L/M) =1 for p € Xy, there is a bijection

(Bl Iy = (1)} ¢ X1, Prrp=PnM, (3.0.8)



10 JIANING LI, SONGSONG LI, AND YI OUYANG

Since ey(L/M) =1 and f,(L/M) =2 for p € X», there is a bijection

{Bl Iy # (1), Dy D (1)} =5 Xo, P p =P (3.0.9)
For each B, by (3.0.7) we have
4y =2, #Dy(L/K)=2 #Dy=#(Iy Dyp(L/K) =4 (30.10)

The last equality is because Dy (L/K) C CI(O) but Iy ¢ CI(O) as P is unramified in L/K.
(I) The case e,(F/Q) = 1.
Suppose first p splits completely in F'*, i.e. f,(FT/Q)=1. Then
Iy C Dy C Gal(L/F) = Cl(0)? x (7). (3.0.11)

Since Iy ¢ Cl(O), it follows that Iy = {1,027} (09 € CL(O)) is conjugate to (7). Thus
there exists some 9P’ such that Iy = (7). Then we obtain s = 2#/4 = 2/~2 Lemma 3.2(1).
Now by (3.0.11), Dy (L/K) = {1,052} for some o € Cl(O) with 6% € Cl(O)[2]. Therefore,
Dy ={1,7,0%,0%7} with Iy = (7). Then

I—1pry = (0?7) # (1) and  Dy—1(qy D (7).

Applying Lemma 3.2(3) with respect to o =1 (') gives t = 2+ /4 = 2+=2,

Suppose next p does not split completely in '+, i.e. f,(F+/Q) = 2. Then Iy C Gal(L/F™) =
C1(0)? x (1). By a similar discussion as in the previous case, there is some 9§’ such that
Iy = (7). Hence by Lemma 3.2(2), we have s = 2¢/4 = 2¢72. By the assumption,
fp(L/FT) =1 and hence Dy ¢ Gal(L/F™T). In particular, Dyp(L/K) = Dy N Gal(L/K) ¢
Cl(0)? = Gal(L/FT) N Gal(L/K). So Dy/(L/K) = {1,6} for some § ¢ C1(O) \ C1(O)?. Then
Dy = {1,7,0,67} with Iy = (7). Both ¢ and d7 are not conjugate to 7 by Lemma 3.1. Since
any Dg is conjugate to Dy, it follows that the sets in (3.0.9) are both empty whence ¢t = 0.

(II) The case e,(FT/Q) = 2.

In this case we have e, (M/Q) = 2 and e, (L/M) =1 as F™ C M. This implies s = 0. Note
that for each B, e (L/M) = 1 since 2 = e,(L/Q) = ep(L/M)epnn (M/Q). Hence Iy # (7)
for each .

Now if f,(F/FT) =2, then fys(L/F) = 2 whence Dy(L/FT) = Dy N (CL(O)? x (1)) =
(o?7) (¢ € C1(O)) has order 2. So Dgy/(L/M) = () and P’ is inert in L/M where P’ = o1 (B).
In a word, Iy # (1) and Dy D (7). By Lemma 3.2(3), t = 21 /4 = 2+—2,

If f,(F/F*) = 1, then e,(F/F*) = f,(F/F*) = 1 which implies D,(F/F*+) = {1}. In
general, we have an exact sequence of decomposition groups:

1 — Dy(L/F) = Dy(L/FT) = Dypnp(F/F1) — 1.
It follows that Dy(L/FT) = Dy(L/F). Then Dy(L/M) = Dy (L/FT) N Gal(L/M) C
Gal(L/F) N Gal(L/M) = {1}. This implies that for each p, e,(L/M) = f,(L/M) = 1 whence
ep(M/Q) = fp(M/Q) = 2. Thus we have t = 0. O

Remark 3.4. The number of degree 1 primes in the first part of Theorem 3.3(A-1) for p > 3
and D > f%\/ﬁ was the result of Xiao-Luo-Deng | , Theorem 5|, however one can see
from their proof that the bound for D is not needed.

In the following we describe a special case of Theorem 3.3.
Corollary 3.5. Let q be an odd prime, K = Q(/—q), D € {—q,—4q} and h = hp. Suppose

(1) #1.
(1) If p=gq, then
p1p? - plia, if ¢ =3 mod 4;

O — 2
P ptp2, if ¢ = 1 mod 4.

where all prime ideals p; are of degree 1.
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(2) If (_7‘1) = —1, then
POM = Pp1p2-- Py
with all p; having degree 1 or 2; moreover,

(i) if ¢ = 3(mod4), then g = h;rl and there is precisely one prime of degree 1;

h+1+(§)
2

and there are precisely 1 + ( ) primes of

(ii) if ¢ = 1(mod4), then g = 1

degree 1.

Proof. In this situation, we have F* = Q and u = 1 if ¢ = 3 mod 4, and F+ = Q(y/q) and
w=2if ¢ =1 mod 4. Corollary 3.5 then follows from Theorem 3.3(1) directly. O

For completeness, we describe the simpler case that p splits in K to end this section.
Proposition 3.6. Let the notation be as in Theorem 3.3. Assume that p splits in K. Let A
be the order of any prime px in K above p in CI(O®)). Then

(p
pOn = (p1-- 'Pg)hf’)

where deg(p1) = --- =deg(pg) =X, 9 = hpwm /A, and h%’) =hp/hpw = (M : M®P).

Proof. Tt suffices to prove the case p t f by Proposition 2.3. In this case, 0P = O and
M®) = M, and p is unramified in L. Since p splits in K/Q and L = MK, it follows that p
splits in L/M for any prime p of M above p. Hence deg(p) = deg(3) where B is any prime of
L above p. We have deg(*B) = fp(L/K) = X by the isomorphism (2.1.2) and by the obvious
fact that X is independent of the choice of pr. This proves the case pt f. (I

4. FACTORIZATION OF THE HILBERT CLASS POLYNOMIAL Hp(z) OVER F,[z]

In this section, we shall study the factorizatiorg)f Hp(z) modulo primes p. We continue to
use the notations defined in § 2. We also denote Hp(xz) = Hp(x) mod p € F,[z], and denote

np = [O]M . Z[jD]], ip = ’Up(TLD) (401)

where v, means the p-adic valuation. Since Ny /q(Hp(jp)) = disc Hp(x) = n% D, we have
vy (Nagso (Hp (5p))) = 2iy + vp(Dar).- (4.0.2)

4.1. The case p{np. In this case, according to | , Theorem 4.8.13], the factorization of

Hp(z) over Fp[z] is determined by the factorization of pOay.
Theorem 4.1. Fiz D, O and hence the fields K,L, M, F and F*. Assume pfnpf.
(A) Suppose p dose not split in K.

(1) If pt Dic, then
_ (x —j1) (T — jou-1)p1(x) -+ prsu— (z), if p splits completely in FT;
Hp(z) = 2 .
p1(x)-- “Pn (z), otherwise.
Hp(z) = . . ? .
(567‘]1)2"'(1'7]%)2, if D = —4p and p =1 mod 4.
(3) If p| Dk, D ¢ {—p,—2p,—4p} and p is unramified in F*, then
T () p1(x) - pou—e (@) (@ = J1)? -+ (& = Jou—2)?pons1(2)? - prraan (1), if fp(FF/Q) = 1;
x) = ,
P p1(@) - pau-2(2)pan-241(2)* - Prgan=s ()%, otherwise.
(4) If p| Dk, D & {—p,—2p,—4p} and p is ramified in F'T, then
_ {(z (@ o) s (@, 4 Sy (F/F) = 1

Hp(x) =
p(%) P (95)2 o Pe (‘T)2a otherwise.
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In each case above, all j, are distinct elements inFp,, and all p.(x) are distinct monic irreducible
polynomials of degree 2 over IF,.
(B) Suppose p splits in K. Let X be the order of any prime px in K above p in C1(O). Then

Hp(x) = fi(z)- - faya(2),

where all f.(x) are distinct monic irreducible polynomials of degree A over F,,.

Remark 4.2. If p { np but p | f, by Theorem 3.3(B), the factorization of Hp(z) is just
replacing h and p in the above Theorem by hpw) and p®) = log, (#(CL(OWP)/CI(OP)2)) 41,

and then raising every factors in the right hand side to the hg)—power.

4.2. The case p | np. In this case, the factorization of H p(x) over F,[x] cannot follow directly
from the factorization of pOjys. In order to saying something about its factorization without
knowledge of Hp(z), we need firstly to figure out the multiple factors of Hp(z). In this
subsection, we assume p does not split in K and p 1t f.

For a prime ideal 9 above p in L, we count the number m of conjugates jj, of jp(we mean
j7 # jp) such that vg (jp — 75) > 0. Then jp mod P is a (m + 1)-multiple root of Hp(z) in
Fpe = Or/B. Assume that E, E’ are elliptic curves defined over L such that j(E) = jp and
J(E'") = jb. Let W be the completion of the maximal unramified extension of the valuation
ring of vy, and 7 a uniformizer of W, and Isow /. (E, E') = {¢: E = E' mod 7"}. The set
Isow = (&, E") is finite of order 0,2, 4,6 for p > 5. From [ , Proposition 2.3], we have

_ #lsow) . (B, E')
= 5 _

vp(jp — Jp) = v=(jp — jp) = Z igp(n) and igp(n) (4.2.1)

n>1
Suppose 04 (jp) = jp for some op € CI(O), ie., E' = [b] x E. The set Isoy /- (E,E")
consists of elements of reduced norm 1 in Homyy /. (E, £') which is isomorphic to Endyy) - (E)b
as an Endyy,»(E) module in By .. Dorman| ] described Endyy . (E) explicitly for
any fundamental discriminant D and showed in [ , Lemma 4.8 and 4.11 | that every
isomorphism ¢ € Isoy /.~ (£, E) induces two integral invertible ideals ¢,d of O satisfying:

N(c) + p*" tN(d) = |D|, if p is inert in O;

) (4.2.2)
N(c) +p""N(d) = |D|, if p is ramified in O.

Here ¢, 0 are determined by b and 3. By counting the solutions of equation (4.2.2) over all n > 1
and b € CI(O) \ {1}, Dorman finally gave a formula to compute v,(Ny/q(Hp(jp))) whence
ip by (4.0.2). Lauter and Viray[ | generalized Dorman’s description of Endyy /= (E) to an
arbitrary discriminant D such that p t f = [Ok : Op] by substituting Dg for D and giving
concrete definitions of related parameters, but they didn’t consider the computation of 7,. By
Lauter and Viray’s work, the D in (4.2.2) can take any discriminant. Then
(1) if D > —p, then vp(jp — jp) = 0;
(2) if p is inert (resp. ramified) in K and —p3 < D < —p (resp. —p?> < D < —p), then
3, if jp = jp = 0 mod P;
, if jp = jj, = 1728 mod P;
, if jp = jp £ 0,1728 mod PB;
0, if jp # jp mod P.
The equation (4.2.3) tells us two obvious facts: 1) if v (jp —j5) > 0 and v (jp — j5) > 0 for

two distinct conjugates jp, 77, then both valuations are equal to ig(1) which is determined
only by jp mod B; 2) if 0 € Gal(L/K) such that vp(o(jp) — o(jp)) > 0 for some j7,, then

vp(ip —jp) = ip(l) = (4.2.3)

v (0 (jp) = (jp)) = Vo-1(p)(iD — D) = ig-1(p)(1)- (4.2.4)
Now we state the results about the multiple factors of H p(z) over F,[x] when i, is small.
Theorem 4.3. Assume p > 5, D > —p3 and pt D. If1 < ip = vp(np) < 3, then the
multiplicities of irreducible factors of Hp(x) are all < 3. More precisely, the multiple roots of
Hp(x) can be described as follows:
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(1) if i, = 1, there is exactly one double root in F), \ {0,1728};
(2) ifip, = 2, there are either two distinct double roots in 2 \ {0, 1728} or one double root
1728;
3) if i, = 3, then one of the following cases happens:
P
(i) there are exactly three double roots in Fy2 \ {0,1728};
ii) there are exactly two double roots: 1728 and another in F 0,1728};
P
(iii) there is exactly one double root 0;
(iv) there is exactly one triple root in I, \ {0,1728}.

Proof. Suppose first P is a prime ideal in L above p. Since p{ D, p is unramified in L. Thus
vp(Dar) = 0. By (4.0.2),

4ip = vy (Nyo(Hp(jp))) = v (Nrso(Hp (i) =2 vp(Hp(ip)),

Blp
where the sum is taken over all prime ideals 3 in L above p; i.e.,
2i, = Y _vp(Hp(ip)). (4.2.5)
Blp
Suppose next n = vy (Hp,(jp)) > 1. Then there exist i‘n% conjugates jp such that

vy (ip — jp) =ip(1) > 1 by (4.2.3). Thus jp mod P is a multiple root of Hp(z) in F,2 with
multiplicity 7y + 1. Assume o € Gal(L/Q) such that j5, = 07 1(jp). Let ' = o(*B). Then

(1)
vy (Hp(jp)) = v (Hp(ip)) = vy (Hp(ip)) = n. (4.2.6)
The second equality follows from vy (jp — 0) = v (jp, — 0) for any conjugate 6 # jp,j5,. Thus

a multiple root jp mod B contributes % +1 prime ideals in the summation of (4.2.5) which

have the same valuation at Hp(jp), iZ.e.7 the multiple root jp mod B contributes a value of

% + n in the right hand of (4.2.5). Obviously,
n? ,

o s (4.2.7)

Moreover, suppose j7 mod B # jp mod P is another root of Hp(z) in F,2 := Or /%, and

o”(j%,) = jp for some ¢” € Gal(L/K). Then ¢” () doesn’t belong to the previous o 1

prime ideals set. Furthermore, if j7, mod 9 is a simple root of H p(z), then v, () (Hp(jp)) =

v (Hp (1)) = 05 if j7 mod B is a multiple root of Hp(x), assume n1 = v () (Hp(jp)) > 0,

2
ny

then j7, mod P contributes another value of e @ + n1 by (4.2.4). Consequently, the h

prime ideals in the summation of (4.2.5) are par‘(c?tioned into some disjoint sets according to
the different roots of Hp(z) in F,2. Moreover, all the value which derived from different roots
of Hp(z) add up to 2i,.
(1) If ip, = 1, then n = ig (1) = 1 by (4.2.7), and H p(z) has only one double root jp mod B
and it is in F,, \ {0, 1728} .
(2) If i, = 2, then n =igp(1) =1 or n = ip(1) = 2 if jp = 1728 mod P by (4.2.7).
(i) In the first case, jp mod P contributes the value of 2 in the right hand of (4.2.5). Thus
there exists exactly another double root in F2 \ {0, 1728} of Hp(z).
(i) In the second case, assume jp, = o(jp) such that j,, = 1728 mod 3, then 4 =
v (H7(jp)) + vo(p) (Hp (jp)). Thus Hp(x) has exactly one double root 1728.

(3) If 4, = 3, then the pair (n,4yp(1)) derived from different multiple roots of H p(x) belongs
to the following cases: 1) n = igp(1) = 15 2) n = ip(1) = 2if jp = 1728 mod PB; 3) n = igp(1) =
3if jp = 0 mod B; 4) n = 2,ip(1) = 1. Then (3) in Theorem 4.3 is obvious after some simple
discussion as above. g

Remark 4.4. In Theorem 4.3, only inert primes p in K are considered, as our proof depends
on the fact that v, (NM/Q(Hb(jD))) = 2i,, is small. For ramified primes p in K, as p{ f, by

[ , Proposition 5.1], v, (NM/Q(Hb (jD))) = 2i, + h*2;71 if p is the unique prime factor
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of D which is = 3 mod 4, or 2i, + % if otherwise, which is more complicated and beyond our
consideration.

Now let us move back to the special case that O is an imaginary quadratic suborder of the
maximal order O(p, q) or O’ (p, q) of By o of Ibukiyama introduced in § 1.1. If —p < D < 0,
the factorization of Ho(z) can be derived directly from Corollary 3.5 as p { np which is the
same as in [ , Theorem 25]. In the following, we give the factorization of He () over
Fp[z] when —p? < D < —p. For simplicity, we only write down the case i, = v,(np) < 2.

Corollary 4.5. Let p,q be two primes satisfying (_7‘1) = —1and ¢ = 3mod4. Let O =
Z[%j] or Z|\/—ql], and the corrsponding discriminant D = —q or —4q, respectively. If

—p? < D < —p, then

_ (90—jo)(x—jl)gpl(ﬂﬁ)"'PW(ﬂﬁ)a if ip =1,
(@ = Jo)po(®)*pr(x) - Prp=2aesso=s (), if ip =2,

where jo # j1 € Fp, po(x) € Fplx] is either of degree 2 or = x — 1728, and all other p.(x) are
monic irreducible polynomials of degree 2 in Fp[z].

Proof. For any simple factor g(z) of Hp(z) over F,[z], we have (p,g(jp)) divides pOy; with
norm pd&9 by [ , Proposition 6.2.1]. Thus, we deduce that H p(x) has exactly one simple
linear factor and all other simple factors are of degree 2 by Theorem 3.3(1-i) and noting that
in this case hp is odd. If 4, < 2, the multiplicity of all multiple roots of H p () is 2 according
to Theorem 4.3-(1),(2), and the remaining part is obvious. O

5. KEY SPACE OoF OSIDH

In this section, we analyze the key space of OSIDH by combining the parameters given by
Onuki for the protocol to work. We refer to | , ] for the details of OSIDH.

Let Op be an order of discriminant D, and p a non-split prime in K = Q(v/D) such that
p 1 [Ok : Op]. Let £ # p be another prime. For n > 0, let O,, be the suborder of Oy with
conductor ¢ and D,, be its discriminant. The OSIDH protocol is based on the commutative
group action of C1(O,,) on p( Ell(O,,))(see § 2.5) as follows: starting from a public known pair
(En,tn) € p(EN(O,)), Alice and Bob choose secret keys [a] and [b] respectively in CI(O,);
then they compute [a] % (E,, ty,) resp. [b] * (Ey,tn), and publish their results; Alice and Bob
compute [a] * [b] x E,, resp. [b] x [a] x E,,, and take j([a][b] x E,,) as the shared key.

The computation of [a] * (E,, t,) is related to E,[a] which may be defined over large field
extension of F, without some restrictions on p such as those in SIDH or CSIDH. To avoid
the time-consuming computation of the action [a] * F,,, Coldo and Kohel proposed the modular
-isogeny ladders of length n to get the j-invariant of [a] * E,,. Assume that [q] is the maximal
generator of Cl(O,,) with norm ¢. Onuki proved that the approach of computation of ¢-isogeny
ladders by modular polynomials always works if p > ¢|D,,|. By combining the factorization of
Hp, (), we have

Proposition 5.1. As notations are defined above. If p > |D,| = £*>*|D|, then the size of
the key space of OSIDH is hp, which is less than O(\/plogp). Moreover, let F,, be the genus
field of O, F,f = F*"NR, and p, = pp, . If p splits completely in F,", there exist 2+»~1
j-invariants among the key space in IFy.

Proof. For prime p > |D|(>" = |D,|, we know that Hp, (z) has no multiple roots in F,2 by
§4.2. By the reduction map, we have

{roots of Hp, (x) mod p in Fp2} = p(EI(O,))/ ~ .
Thus, the size of the key space is hp, = #C1(O,,), which is less than /| Dy|log|Dy|(see | ,

Exercise 5.27]) whence is up bounded by O(,/plogp). The second assertion is equivalent to
counting the number of Fy-roots of H p, (z) which is clear by Theorem 4.1(A)-(1). O
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