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Abstract

Classical streaming algorithms operate under the (not always reasonable) assumption that
the input stream is fixed in advance. Recently, there is a growing interest in designing robust
streaming algorithms that provide provable guarantees even when the input stream is chosen
adaptively as the execution progresses. We propose a new framework for robust streaming that
combines techniques from two recently suggested frameworks by Hassidim et al. [NeurIPS 2020]
and by Woodruff and Zhou [FOCS 2021]. These recently suggested frameworks rely on very
different ideas, each with its own strengths and weaknesses. We combine these two frameworks
into a single hybrid framework that obtains the “best of both worlds”, thereby solving a question
left open by Woodruff and Zhou.

1 Introduction

Streaming algorithms are algorithms for processing large data streams while using only a limited
amount of memory, significantly smaller than what is needed to store the entire data stream.
Data streams occur in many applications including computer networking, databases, and natural
language processing. The seminal work of Alon, Matias, and Szegedy [AMS99] initiated an extensive
theoretical study and further applications of streaming algorithms.

In this work we focus on streaming algorithms that aim to maintain, at any point in time, an
approximation for the value of some (predefined) real-valued function of the input stream. Such
streaming algorithms are sometimes referred to as strong trackers. For example, this predefined
function might count the number of distinct elements in the stream. Formally,

Definition 1.1. Let A be an algorithm that, for m rounds, obtains an element from a domain X
and outputs a real number. Algorithm A is said to be a strong tracker for a function F : X* — R
with accuracy «, failure probability &, and stream length m if the following holds for every sequence

*In a previous version of the paper we claimed that our framework (stated in algorithm RobustDE) is directly
applicable for tracking F: in the turnstile model. This is incorrect, as we are not aware of a construction of an
appropriate difference estimator for F> in the turnstile model.
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U= (uty...,um) € X™. Consider an execution of A on the input stream @, and denote the answers
given by A as 7= (z1,...,2m). Then,

PriVie[m]: zze (1+ta) - Fluy,...,u;)] > 119,
where the probability is taken over the coins of algorithm A.

While Definition 1.1 is certainly not the only possible definition of streaming algorithms, it is
rather standard. Note that in this definition we assume that the input stream  is fixed in advance.
In particular, we assume that the choice for the elements in the stream is independent from the
internal randomness of A. This assumption is crucial for the analysis (and correctness) of many of
the existing streaming algorithms. We refer to algorithms that utilize this assumption as oblivious
streaming algorithms. In this work we are interested in the setting where this assumption does not
hold, often called the adversarial setting.

1.1 The adversarial streaming model

The adversarial streaming model, in various forms, was considered by [MNS11,GHR ™12, GHS" 12,
AGM12a, AGM12b, HW13, BY19, BJWY20, HKM+20, KMNS21, BHM 21, CLN+22, CNSS22]. We
give here the formulation presented by Ben-Eliezer et al. [BJWY20]. The adversarial setting is
modeled by a two-player game between a (randomized) StreamingAlgorithm and an Adversary.
At the beginning, we fix a function F : X* — R. Then the game proceeds in rounds, where in the
ith round:

1. The Adversary chooses an update u; € X for the stream, which can depend, in particular,
on all previous stream updates and outputs of StreamingAlgorithm.

2. The StreamingAlgorithm processes the new update u; and outputs its current response
z; € R.

The goal of the Adversary is to make the StreamingAlgorithm output an incorrect response z;
at some point ¢ in the stream. For example, in the distinct elements problem, the adversary’s goal
is that at some step i, the estimate z; will fail to be a (1 + a)-approximation of the true current
number of distinct elements.

In this work we present a new framework for transforming an oblivious streaming algorithm into
an adversarially-robust streaming algorithm. Before presenting our framework, we first elaborate
on the existing literature and the currently available frameworks.

1.2 Existing framework: Ben-Eliezer et al. [BJWY20]

To illustrate the results of [BJWY20], let us consider the distinct elements problem, in which the
function F counts the number of distinct elements in the stream. Observe that, assuming that
there are no deletions in the stream, this quantity is monotonically increasing. Furthermore, since
we are aiming for a multiplicative error, the number of times we need to modify the estimate we
release is quite small (it depends logarithmically on the stream length m). Informally, the idea
of [BJWY20] is to run several independent copies of an oblivious algorithm (in parallel), and to use
each copy to release answers over a part of the stream during which the estimate remains constant.
In more detail, the generic transformation of [BJWY20] (applicable not only to the distinct elements
problem) is based on the following definition.



Definition 1.2 (Flip number [BJWY20]). Given a function F, the (o, m)-flip number of F, de-
noted as Ao,m(F), or simply X in short, is the mazimal number of times that the value of F can
change (increase or decrease) by a factor of (1 + «) during a stream of length m.

Remark 1.3. In the technical sections of this work, we sometimes refer to the flip number of the
given stream (w.r.t. the target function), which is a more fine-tuned quantity.

Example 1.4. Assuming that there are no deletions in the stream (a.k.a. the insertion only model),
the (o, m)-flip number of the distinct elements problem is at most O (é log m). However, if deletions
are allowed (a.k.a. the turnstile model ), then the flip number of this problem could be as big as Q(m).

The generic construction of [BJWY20] for a function F is as follows.

1. Instantiate A independent copies of an oblivious streaming algorithm for the function F, and
set 7 = 1.

2. When the next update u; arrives:

(a) Feed w; to all of the A copies.

(b) Release an estimate using the jth copy (rounded to the nearest power of (1+«)). If this
estimate is different than the previous estimate, then set j < j + 1.

Ben-Eliezer et al. [BJWY20] showed that this can be used to transform an oblivious streaming
algorithm for F into an adversarially robust streaming algorithm for /. In addition, the overhead
in terms of memory is only A, which is small in many interesting settings.

The simple, but powerful, observation of Ben-Eliezer et al. [BJWY20], is that by “using every
copy at most once” we can break the dependencies between the internal randomness of our algorithm
and the choice for the elements in the stream. Intuitively, this holds because the answer is always
computed using a “fresh copy” whose randomness is independent from the choice of stream items.

1.3 Existing framework: Hassidim et al. [HKM™"20]

Hassidim et al. [HKM™20] showed that, in fact, we can use every copy of the oblivious algorithm
much more than once. In more detail, the idea of Hassidim et al. is to protect the internal random-
ness of each of the copies of the oblivious streaming algorithm using differential privacy [DMNSO06].
Hassidim et al. showed that this still suffices in order to break the dependencies between the inter-
nal randomness of our algorithm and the choice for the elements in the stream. This resulted in an
improved framework where the space blowup is only v/A (instead of ). Informally, the framework
of [HKM™20] is as follows.

1. Instantiate v/ independent copies of an oblivious streaming algorithm for the function F.
2. When the next update u; arrives:

(a) Feed u; to all of the /A copies.

(b) Aggregate all of the estimates given by the VA copies, and compare the aggregated
estimate to the previous estimate. If the estimate had changed “significantly”, output
the new estimate. Otherwise output the previous output.



In order to efficiently aggregate the estimates in Step 2b, this framework crucially relied on the
fact that all of the copies of the oblivious algorithm are “the same” in the sense that they compute
(or estimate) exactly the same function of the stream. This allowed Hassidim et al. to efficiently
aggregate the returned estimates using standard tools from the literature on differential privacy.
The intuition is that differential privacy allows us to identify global properties of the data, and
hence, aggregating several numbers (the outcomes of the different oblivious algorithms) is easy if
they are very similar.

1.4 Existing framework: Woodruff and Zhou [WZ21]

Woodruff and Zhou [WZ21] presented an adversarial streaming framework that builds on the frame-
work of Ben-Eliezer at el. [BJWY20]. The new idea of [WZ21] is that, in many interesting cases,
the oblivious algorithms we execute can be modified to track different (but related) functions, that
require less space while still allowing us to use (or combine) several of them at any point in time
in order to estimate JF.

To illustrate this, consider a part of the input stream, say from time ¢1 to time to, during which
the target function F doubles its value and is monotonically increasing. More specifically, suppose
that we already know (or have a good estimation for) the value of F at time t;, and we want
to track the value of F from time ¢; till 3. Recall that in the framework of [BJWY20] we only
modify our output once the value of the function has changed by more than a (1 + «) factor. As
F(te) < 2-F(t1), we get that between time ¢; and to there are roughly 1/« time points at which we
need to modify our output. In the framework of [BJWY20], we need a fresh copy of the oblivious
algorithm for each of these 1/« time points. For concreteness, let us assume that every copy uses
space 1/a? (which is the case if, e.g., F = F3), and hence the framework of [BJWY20] requires
space 1/a? to track the value of the function F from t; till .

In the framework of [WZ21], on the other hand, this will cost only 1/a?. We now elaborate
on this improvement. As we said, from time t; till t5 there are 1/« time points on which we need
to modify our output. Let us denote these time points as t;1 = wy < wy < wo < -+ < Wi/ =
to.! In the framework of [WZ21], the oblivious algorithms we execute are tracking differences
between the values of F at specific times, rather than tracking the value of F directly. (These
algorithms are called difference estimators, or DE in short.) In more detail, suppose that for every
j€40,1,2,3,... ,logé} and every i € {2j,2-2j,3'2j,4-2j,...,é} we have an oblivious algorithm
(a difference estimator) for estimating the value of [F(w;) — F(w;_o;)]. We refer to the index j as
the level of the oblivious algorithm. So there are logé different levels, where we have a different
number of oblivious algorithms for each level. (For level j = 0 we have 1/a oblivious algorithms
and for level j = logé we have only a single oblivious algorithm.)

Note that given all of these oblivious algorithms, we could compute an estimation for the value of
the target function F at each of the time points w1, ..., wy/q (and hence for every time t; <t < t3)
by summing the estimations of (at most) one oblivious algorithm from each level.? For example,

'Note that these time points are not known to the algorithm in advance. Rather, the algorithm needs to discover
them “on the fly”. To simplify the presentation, in Section 1.4 we assume that these time points are known in
advance.

2Specifically, in order to reach the estimated value of F at time w; one can add the estimations of difference
estimators of levels corresponds to the binary representation of £. That is, at most one of each level ;.



an estimation for the value of F (w 3 +1) can be obtained by combining estimations as follows:
%Y

F(wgan) = F o)+ [F (wg) 7 )] 57 (g ) =7 (w)] + 7 (wg0) =7 (wg) ]

As we sum at most log é estimations, this decomposition increases our estimation error only by
a factor of log é, which is acceptable. The key observation of [WZ21] is that the space complexity
needed for an oblivious algorithm at level j decreases when j decreases (intuitively because in lower
levels we need to track smaller differences, which is easier). So, even though in level =10 we have
more oblivious algorithms than in level 20, these oblivious algorithms are cheaper than in level
20 such that the overall space requirements for levels j=10 and level j=20 (or any other level) is
the same. Specifically, [WZ21] showed that (for many problems of interest, e.g., for F,) the space
requirement of a difference estimator at level j is O(27/a). We run O(277 /a) oblivious algorithms
for level j, and hence, the space needed for level j is O(277/a - 27 /a) = O(1/a?). As we have
log(1/a) levels, the overall space we need to track the value of F from time ¢; till t is O(1/a?).
This should be contrasted with the space required by [BJWY20] for this time segment, which is
O(1/a?).

1.5 Our results

The framework of [WZ21] is very effective for the insertion-only model. However, there are two
challenges that need to be addressed in the turnstile setting: (1) We are not aware of non-trivial
constructions for difference estimators in the turnstile setting, and hence, the framework of [WZ21]
is not directly applicable to the turnstile setting.® (2) Even assuming the existence of a non-trivial
difference estimator, the framework of [WZ21] obtains sub-optimal results in the turnstile setting.

To overcome the first challenge, we introduce a new monitoring technique, that aims to identify
time steps at which we cannot guarantee correctness of our difference estimators (in the turnstile
setting), and reset the system at these time steps. This will depend on the specific application
at hand (the target function) and hence, we defer the discussion on our monitoring technique to
Section 5 where we discuss applications of our framework.

We now focus on the second challenge (after assuming the existence of non-trivial difference
estimators). To illustrate the sub-optimality of the framework of [WZ21], let us consider a simplified
turnstile setting in which the input stream can be partitioned into k time segments during each of
which the target function is monotonic, and increases (or decreases) by at most a factor of 2 (or
1/2). Note that k can be very large in the turnstile model (up to O(m)). With the framework of
[WZ21], we would need space O (%) to track the value of F3 throughout such an input stream.
The reason is that, like in the framework of [BJWY20], the robustness guarantees are achieved by
making sure that every oblivious algorithm is “used only once”. This means that we cannot reuse
the oblivious algorithms across the different segments, and hence, the space complexity of [WZ21]
scales linearly with the number of segments k.

To mitigate this issue, we propose a new construction that combines the frameworks of [WZ21]
with the framework of [HKM™20]. Intuitively, in our simplified example with the k segments,
we want to reuse the oblivious algorithms across different segments, and protect their internal
randomness with differential privacy to ensure robustness. However, there is an issue here. Recall
that the framework of [HKM™20] crucially relied on the fact that all of the copies of the oblivious

3Moshe Shechner and Samson Zhou. Personal communication, 2022.



algorithm are “the same” in the sense that they compute the same function exactly. This allowed
[HKM™20] to efficiently aggregate the estimates in a differentially private manner. However, in the
framework of [WZ21], the oblivious algorithms we maintain are fundamentally different from each
other, tracking different functions. Specifically, every difference estimator is tracking the value of
[F(t) — F(e)] for a unique enabling time e < t (where ¢t denotes the current time). That is, every
difference estimator necessarily has a different enabling time, and hence, they are not tracking the
same function, and it is not clear how to aggregate their outcomes with differential privacy.

Toggle Difference Estimator (TDE). To overcome the above challenge, we present an extension
to the notion of a difference estimator, which we call a Toggle Difference Estimator (see Definition
2.3). Informally, a toggle difference estimator is a difference estimator that allows us to modify its
enabling time on the go. This means that a TDE can track, e.g., the value of [F(t) — F(e1)] for
some (previously given) enabling time e;, and then, at some later point in time, we can instruct
the same TDE to track instead the value of [F(t) — F(ez)] for some other enabling time es. We
show that this extra requirement from the difference estimator comes at a very low cost in terms of
memory and runtime. Specifically, in Section 4 we present a generic (efficiency preserving) method
for generating a TDE from a DE.

Let us return to our example with the k segments. Instead of using every oblivious algorithm
only once, we reuse them across the different segments, where during any single segment all the
TDE’s are instructed to track the appropriate differences that are needed for the current segment.
This means that during every segment we have many copies of the “same” oblivious algorithm. More
specifically, for every different level (as we explained above) we have many copies of an oblivious
algorithm for that level, which is (currently) tracking the difference that we need. This allows
our space complexity to scale with vk instead of linearly with k as the framework of [WZ21]. To
summarize this discussion, our new notion of TDE allows us to gain both the space saving achieved
by differential privacy (as in the framework of [HKM™20]) and the space saving achieved by tracking
the target function via differences (as in the framework of [WZ21]).

Remark 1.5. The presentation given above (w.r.t. our example with the k segments) is oversimpli-
fied. Clearly, in general, we have no guarantees that an input (turnstile) stream can be partitioned
into k such segments. This means that in the actual construction we need to calibrate our TDE'’s
across time segments in which the value of the target function is not monotone. See Section 3.1 for
a more detailed overview of our construction and the additional modifications we had to introduce.

We are now ready to state our main result (for the formal statement see Theorem B.19). We
present a framework for adversarial streaming for turnstile streams with bounded flip number A,
for any function F for which the following algorithms exist:

1. An a-accurate oblivious streaming algorithm E with space complexity Space(E).
2. An oblivious TDE streaming algorithm Eppg (satisfying some conditions).

Under these conditions, our framework results in an O(a)-accurate adversarially-robust algo-
rithm with space? O (\/a S A Space(E)). In contrast, under the same conditions, the framework

of [WZ21] requires space O (a - A - Space(E)).

“Here O stands for omitting poly-logarithmic factors of A,a™, 6%, n, m.



As we mentioned, we are not aware of non-trivial constructions for difference estimators that
work in the turnstile setting. Nevertheless, in Section 5 we show that our framework is applicable
to the problem of estimating F5 (the second moment of the stream). To this end, we introduce the
following notion that allows us to control the number of times we need to reset our system (which
happens when we cannot guarantee correctness of our difference estimators).

Definition 1.6 (Twist number). The (a, m)-twist number of a stream S w.r.t. a functionality F,
denoted as piom(S), is the mazimal p € [m] such that S can be partitioned into 2u disjoint segments
S=PyoVyo---0P, 10V, 1 (where {Pi}ic|y may be empty) s.t. for everyi € [u]:

1. FOV;)) > a-F(PyoVyo---oV;_10P)
2. |[F(PyoVy---0oPjoV;) —F(PyoVyo---oP)| <a-F(PopoVyo---0P;)

Intuitively, a stream has twist number 4 if there are p disjoint segments Vy,...,V,—1 € & such
that the value of the function on each of these segments is large (Condition 1), but still these
segments do not change the value of the function on the entire stream by too much (Condition 2).
In Section 5 we leverage this notation and present the following result for F5 estimation.

Theorem 1.7 (F» Robust estimation, informal). There exists an adversarially robust Fy estimation
algorithm for turnstile streams of length m with a bounded (O(«), m)-flip number A and a bounded

(O(a), m)-twist number pu that guarantees a-accuracy (w.h.p.) using space complexity O (—”ﬁiﬁ“)

This should be contrasted with the result of [HKM™20], who obtain space complexity 0 <g>
for robust F5 estimation in the turnstile setting. Hence, our new result is better whenever p < A.

Example 1.8. For F» estimation in insertion-only streams, it holds that ;. = 0 even though A can be
large. This is the case because, in insertion only streams, Conditions 1 and 2 from Definition 1.6
cannot hold simultaneously. Specifically, denote p = Pyo---0oP; and v = V;, and suppose that
Condition 2 holds, i.e., |pov||?> — ||p||?> < a- ||p||?>. Hence, in order to show that Condition 1 does
not hold, it suffices to show that ||v||* < |[pov||® — ||p||?, i.e., show that ||v||* + ||p||? < |[pov]?, i.e.,
show that (v} +p?) +---+ (V2 +p2) < (v1 +p1)? + -+ + (vn + pn)?, which trivially holds whenever
pi,v; = 0.

1.6 Other related works

Related to our work is the line of work on adaptive data analysis, aimed at designing tools for
guaranteeing statistical validity in cases where the data is being accessed adaptively [DFHT15,
BNS*21,JLN*+20,HU14,SU15,NSS*18,NS19,SL19,SL21, KSS22]. Recall that the difficulty in the
adversarial streaming model arises from potential dependencies between the inputs of the algorithm
and its internal randomness. As we mentioned, our construction builds on a technique introduced
by [HKM™20] for using differential privacy to protect not the input data, but rather the internal
randomness of algorithm. Following [HKM™20], this technique was also used by [GIJN*21, BKM 21|
for designing robust algorithms in other settings.



2 Preliminaries

In this work we consider input streams which are represented as a sequence of updates, where every
update is a tuple containing an element (from a finite domain) and its (integer) weight. Formally,

Definition 2.1 (Turnstile stream). A stream of length m over a domain [n],” consists of a sequence

of updates (sg, Ao, ..., (Sm—1,Am—1) where s; € [n] and A; € Z. Given a stream S € ([n] x Z)™
and integers 0 < t1 < to < m — 1, we write szl = ((Sty, Dty)y .-, (Sty, At,)) to denote the sequence
of updates from time t1 till to. We also use the abbreviation S; = S} to denote the first t updates.

Let F : ([n] x Z)* — R be a function (for example F might count the number of distinct
elements in the stream). At every time step ¢, after obtaining the next element in the stream
(st, Ay), our goal is to output an approximation for F(S;). To simplify presentation we also denote
F(t) = F(8&) for t € [m]. We assume throughout the paper that log(m) = O(log(n)) and that F
is bounded polynomially in n.

In Section 1, for the purpose of presentation, it was useful to refer to the quantity a flip number
of a function. Our results are stated w.r.t a more refined quantity: a flip number of a stream.

Definition 2.2 (Flip number of a stream [BJWY20]). Given a function F and a stream S of length
m, the (o, m)-flip number of S, denoted as A\, (S), is the mazximal number of times that the value
of F can change (increase or decrease) by a factor of (1 + «) during the stream S.

Toggle Difference Estimator. For the purpose of our framework, we present an extension to
the notion of a difference estimator (DE) from [WZ21], which we call a toggle difference estima-
tor (TDE). A difference estimator for a function F is an oblivious streaming algorithm, defined
informally as follows: The difference estimator is initiated on time ¢ = 1 and has a dynamically
defined enabling time 1 < e < m. Once that enabling time is set, the difference estimator outputs
an estimation for (F(S;) — F(Se)) for all times t > e (provided some conditions on that difference).
That is, once the difference estimator’s enabling time is set, it cannot be changed. And so, if an
estimation is needed for some other enabling time, say €’ # e, then an additional instance of a dif-
ference estimator is needed. Our framework requires from such an estimator to be able to provide
estimations for multiple enabling times, as long as the estimation periods do not overlap. This is
captured in the following definition.

Definition 2.3 (Toggle Difference Estimator). Let F : ([n] X Z)* — R be a function, and let
m,p € N and v,a,0 € (0,1) be parameters. Let E be an algorithm with the following syntaz.
In every time step t € [m], algorithm E obtains an update (s;, Ay, by) € ([n] x Z x {0,1}) and
outputs a number z,. Here (sy, ;) denotes the current update, and by is an indicator for when
the current time t should be considered as the new enabling time. We consider input streams
S € ([n] x Z x {0,1})™ such that there are at most p time steps t for which by = 1, and denote
these time steps as 1 < e! < €2 < --- < e? < m. Also, for a time step t € [m] we denote
e(t) = max{e’ : ¢! < t}.

Algorithm E is a (v, «a,p,d)-toggle difference estimator for F if the following holds for every
such input stream S. With probability at least 1 — &, for every t € [m| such that

[F(St) = F(Se)l <7 F(Seqw) (1)
the algorithm outputs a value z such that z € (F(S;) — F(Sew))) £ o+ F(Seqry)-

®For an integer n € N denote [n] = {0,1,...,n — 1} (that is |[n]| = n).



This definition generalizes the notion of a difference estimator (DE) from [WZ21], in which
p = 1. In Section 4 we show that this extension comes at a very low cost in terms of the space
complexity. Note that on times ¢ s.t. the requirements specified w.r.t. v do not hold, there is no
accuracy guarantee from the TDE algorithm.

2.1 Preliminaries from Differential Privacy

Differential privacy [DMNS06] is a mathematical definition for privacy that aims to enable statistical
analyses of databases while providing strong guarantees that individual-level information does not
leak. Consider an algorithm A that operates on a database in which every row represents the
data of one individual. Algorithm A is said to be differentially private if its outcome distribution
is insensitive to arbitrary changes in the data of any single individual. Intuitively, this means
that algorithm A leaks very little information about the data of any single individual, because its
outcome would have been distributed roughly the same even if without the data of that individual.
Formally,

Definition 2.4 ([DMNSO06]). Let A be a randomized algorithm that operates on databases. Algo-
rithm A is (e, d)-differentially private if for any two databases S, S’ that differ on one row, and any
event T, we have

Pr[A(S) € T] < ¢ - Pr[A(S') € T] +36.

See Appendix A for additional preliminaries on differential privacy.

3 A Framework for Adversarial Streaming

Our transformation from an oblivious streaming algorithm Egt for a function F into an adversarially
robust algorithm requires the following two conditions.

1. The existence of a toggle difference estimator Eppg for F, see Definition 2.3.

2. Every single update can change the value of F up to a factor of (1 +a/) for some o/ = O(a).

Formally, throughout the analysis we assume that for every stream S and for every update
u = (s,A) it holds that

(1—-a)F(S) < F(S,u) < (1+)F(S).

Remark 3.1. These conditions are identical to the conditions required by [WZ21]. Formally, they
require only a difference estimator instead of a toggle difference estimator, but we show that these
two objects are equivalent. See Section 4.

Remark 3.2. Condition 2 can be met for many functions of interest, by applying our framework
on portions of the stream during which the value of the function is large enough. For example,
when estimating Lo with update weights £1, whenever the value of the function is at least Q(1/a),
a single update can increase the value of the function by at most a (1 + «) factor. Estimating Lo
whenever the value of the function is smaller than O(1/a) can be done using an existing (oblivious)
streaming algorithm with error p = O(a). To see that we can use an oblivious algorithm in this
setting, note that the additive error of the oblivious streaming algorithm is at most O(£) < 1.
Hence, by rounding the answers of the oblivious algorithm we ensure that its answers are exactly
accurate (rather than approximate). As the oblivious algorithm returns exact answers in this setting,
1t must also be adversarially robust.



3.1 Construction Overview

Our construction builds on the constructions of [WZ21] and [HKM™*20]. At a high level, the
structure of our construction is similar to that of [WZ21], but our robustness guarantees are achieved
using differential privacy, similarly to [HKM™20], and using our new concept of TDE.

Our algorithm can be thought of as operating in phases. In the beginning of every phase, we
aggregate the estimates given by our strong trackers with differential privacy, and “freeze” this
aggregated estimate as the base value for the rest of the phase. Inside every phase, we privately
aggregate (and “freeze”) estimates given by our TDE’s. More specifically, throughout the execution
we aggregate TDE’s of different types/levels (we refer to the level that is currently being aggregated
as the active level). At any point in time we estimate the (current) value of the target function by
summing specific “frozen” differences together with the base value.

We remark that, in addition to introducing the notion of TDE’s, we had to incorporate several
modifications to the framework of [WZ21] in order to make it compatible with our TDE’s and with
differential privacy. In particular, [WZ21] manages phases by placing fixed thresholds (powers of 2)
on the value of the target function; starting a new phase whenever the value of the target function
crosses the next power of 2. If, at some point in time, the value of the target function drops below
the power of 2 that started this phase, then this phase ends, and they go back to the previous
phase. This is possible in their framework because the DE’s of the previous phase still exist in
memory and are ready to be used. In our framework, on the other hand, we need to share all of
the TDE’s across the different phases, and we cannot go back to “TDE’s of the previous phase”
because these TDE’s are now tracking other differences. We overcome this issue by modifying the
way in which differences are combined inside each phase.

In Algorithm 1 we present a simplified version of our main construction, including inline com-
ments to improve readability. The complete construction is given in Algorithm RobustDE.

3.2 Analysis Overview

At a high level, the analysis can be partitioned into five components (with one component being
significantly more complex then the others). We now elaborate on each of these components. The
complete analysis is given in Appendix B.

3.2.1 First component: Privacy analysis

In Section B.1 we show that our construction satisfies differential privacy w.r.t. the collection of
random strings on which the oblivious algorithms operate. Recall that throughout the execution we
aggregate (with differential privacy) the outcome of our estimators from the different levels. Thus,
in order to show that the whole construction satisfies privacy (using composition theorems) we
need to bound the maximal number of times we aggregate the estimates from the different levels.
However, we can only bound this number under the assumption that the framework is accurate (in
the adaptive setting), and for that we need to rely on the privacy properties of the framework. So
there is a bit of circularity here. To simplify the analysis, we add to the algorithm hardcoded caps
on the maximal number of times we can aggregate estimates at the different levels. This makes the
privacy analysis straightforward. However, we will later need to show that this hardcoded capping
“never” happens, as otherwise the algorithm fails.°

SWe remark that as the hardcoded capping “never” happens, we can in fact remove it from the algorithm. One
way or another, however, we must derive a high probability bound on the number of times we can aggregate estimates
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Algorithm 1 Simplified presentation of RobustDE

Input: Stream S = {(s¢, A¢) }¢[m], accuracy parameter a, and a bound on the flip number .

Estimators used: Strong tracker Egr and toggle-difference-estimator Erpg for F.
Initialization. Let 8 = [log(a™!)] denote the number of levels. For every level j € {0,...,3—1}
initialize O(vV277)) copies of the TDE algorithm Erpg with parameter v = O(2/a) and set their
initial estimation to be Z; = 0. Also initialize O(va)) copies of the strong tracker Egr, and set
their initial estimation to be Zgt = 0. (We denote j = § for the level of the strong trackers, and
denote Zg = Zgr.) Initialize counter 7.

% As the execution progresses, we update the variables Z;, in which we maintain aggregations
of the estimates given by our strong trackers and difference estimators. We make sure that, at
any point in time, we can compute an estimation for the target function by carefully combining
the values of these variables. This careful combination is handled using the counter 7.

% Tt is convenient to partition the time points into phases, where during each phase the value
of ZgT remains constant. Intuitively, in the beginning of every phase we compute a very
accurate estimation for the target function using Egr, and then in the rest of the phase, we
augment that estimation with weaker estimations given by our TDE’s (and accumulate errors
along the way). Our error is reset at the beginning of every phase.

For every time step t € [m]:
1. Get the update (s¢, Ay) and feed it to all estimators.

2. Select the relevant estimator level according to 7 into j (where j = ( in case the relevant
level is that of the strong trackers, which happens only if 7 = O(1/«)).

3. Let Z denote the sum of previously computed aggregates for levels ¢ > j such that the ith
bit of 7 is 1 (in binary representation). That is, Z = Z;.

% Note that if 7 = 3 then Z = 0.

i>j:7[i]=1

4. Summed with Z, every estimator from level j suggests an estimation for F(t). If the previous
output Out is “close enough” to (most of) these suggestions, then goto Step 5. Otherwise,
modify Out as follows.

(a) Z; < Differentially private approximation for the median of the outputs given by
the estimators at level j.
(b) Re-enable all TDE’s at levels i < j.

% That is, from now on, all TDE’s at levels ¢ < j are estimating differences from future
time steps to the current time step.

(c) If j = 3, then set 7 <— 0. Otherwise set 7 < 7+ 1.
% That is, if j = 8, which happens only if 7 = O(1/«), then we start a new phase.

(d) Out«+Z+Z;.
5. Output Out
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3.2.2 Second component: Conditional accuracy

In Section B.2 we show that if the following two conditions hold, then the framework is accurate:

Condition (1): At any time step throughout the execution, at least 80% of the estimators in every
level are accurate (w.r.t. the differences that they are estimating).

Condition (2): The hardcoded capping never happens.

This is the main technical part in our analysis; here we provide an oversimplified overview, hiding
many of the technicalities. We first show that if Conditions (1) and (2) hold then the framework
is accurate. We show this by proving a sequence of lemmas that hold (w.h.p.) whenever Condi-
tions (1) and (2) hold. We now elaborate on some of these lemmas. Recall that throughout the
execution we “freeze” aggregated estimates given by the different levels. The following lemma shows
that these “frozen” aggregations are accurate (at the moments at which we “freeze” them). This
Lemma follows almost immediately from Condition (1), as if the vast majority of our estimators
are accurate, then so is their private aggregation.

Lemma 3.3 (informal version of Lemma B.3). In every time step t € [m] in which we compute a
value Z; (in Step 14a of Algorithm RobustDE, or Step 4a of the simplified algorithm) it holds that Z;
is accurate. Informally, if the current level j is that of the strong trackers, then |Z;—F(t)| < a-F(t),
and otherwise |Z; — (F(t) — F(ej))| < a- F(e;), where ej is the last enabling time of level j.

During every time step ¢ € [m], we test whether the previous output is still accurate (and
modify it if it is not). This test is done by comparing the previous output with (many) suggestions
we get for the current value of the target function. These suggestions are obtained by summing
the outputs of the estimators at the currently active level j together with a (partial) sum of the
previously frozen estimates (denoted as Z). This is done in Step 14 of Algorithm RobustDE, or in
Step 4 of the simplified algorithm. The following lemma, which we prove using Lemma 3.3, states
that the majority of these suggestions are accurate (and hence our test is valid).

Lemma 3.4 (informal version of Lemma B.6). Fiz a time step t € [m], and let j denote the level of
active estimators. Then, for at least 80% of the estimators in level j, summing their output z with Z
is an accurate estimation for the current value of the target function, i.e., |F(t) — (Z + z)| < a-F(t).

So, in every iteration we test whether our previous output is still accurate, and our test is valid.
Furthermore, when the previous output is not accurate, we modify it to be (Z+Z;), where Z; is the
new aggregation (the new “freeze”) of the estimators at level j. So this modified output is accurate
(assuming that the hardcoded capping did not happen, i.e., Condition (2), as otherwise the output
is not modified). We hence get the following lemma.

Lemma 3.5 (informal version of Lemma B.8). In every time step t € [m] we have
|Output(t) — F(t)| < - F(t).

That is, the above lemma shows that our output is “always” accurate. Recall, however, that
this holds only assuming that Conditions (1) and (2) hold.

at the different levels.
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3.2.3 Third component: Calibrating to avoid capping

In Section B.3 we derive a high probability bound on the maximal number of times we will aggregate
estimates at the different levels. In other words, we show that, with the right setting of parameters,
we can make sure that Condition (2) holds. The analysis of this component still assumes that
Condition (1) holds.

We first show that between every two consecutive times in which we modify our output, the
value of the target function must change noticeably. Formally,

Lemma 3.6 (informal version of Lemma B.11). Let t; < to € [m] be consecutive times in which the
output is modified (i.e., the output is modified in each of these two iterations, and is not modified
between them). Then, |F(t2) — F(t1)| = Q (- F(t1)).

We leverage this lemma in order to show that there cannot be too many time steps during
which we modify our output. We then partition these time steps and “charge” different levels j for
different times during which the output is modified. This allows us to prove a probabilistic bound
on the maximal number of times we aggregate the estimates from the different levels (each level
has a different bound). See Lemma B.13 for the formal details.

3.2.4 Forth component: The framework is robust

In Section B.4 we prove that Condition (1) holds (w.h.p.). That is, we show that at any time step
throughout the execution, at least 80% of the estimators in every level are accurate.

This includes two parts. First, in Lemma B.15, we show that throughout the execution, the
condition required by our TDE’s hold (specifically, see 1 in Definition 2.3). This means that,
had the stream been fized in advance, then (w.h.p.) we would have that all of the estimators are
accurate throughout the execution. In other words, this shows that if there were no adversary then
(a stronger variant of) Condition (1) holds.

Second, in Lemma B.16 we leverage the generalization properties of differential privacy to show
that Condition (1) must also hold in the adversarial setting. This lemma is similar to the analysis
of [HKM™20].

3.2.5 Fifth component: Calculating the space complexity

In the final part of the analysis, in Section B.5, we calculate the total space needed by the framework
by accounting for the number of estimators in each level (which is a function of the high probability
bound we derived on the number of aggregations done in each level), and the space they require.
We refer the reader to Appendix B for the formal analysis.

4 Toggle Difference Estimator from a Difference Estimator

We present a simple method that transforms any difference estimator to a toggle difference esti-
mator. The method works as follows. Let DE be a difference estimator (given as an subroutine).
We construct a TDE that instantiates two copies of the given difference estimator: DEg,ape and
DEfgesn. It also passes its parameters, apart of the enabling times, verbatim to both copies. As DE
is set to output estimations only after receiving an (online) enabling time e, the TDE never enables
the copy DEg.esh. Instead, DEg.qn is used as a fresh copy that received the needed parameters and
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the stream S and therefore it is always ready to be enabled. Whenever a time ¢ is equal to some
enabling time (i.e. ¢t = ¢’ for some i € [p]), then the TDE copies the state of DEgesh t0 DEenable
(running over the same space), and then it enables DEgy,p1e for outputting estimations.

Corollary 4.1. For any function F, provided that there exist a (v, «,0)-Difference Estimator for
F with space Spg(v,a,d,n,m), then there exists a (v, ,d,p)-Toggle Difference Estimator for F
with space Stpg (7, a,d,p,n,m) =2 - Spe(v,®,d/p,n,m)

Note that for a DE whose space dependency w.r.t. the failure parameter § is logarithmic, the
above construction gives a TDE with at most a logarithmic blowup in space, resulting from the p
enabling times.

5 Applications

Our framework is applicable to functionalities that admit a strong tracker and a difference estimator.
As [WZ21] showed, difference estimators exist for many functionalities of interest in the insertion
only model, including estimating frequency moments of a stream, estimating the number of distinct
elements in a stream, identifying heavy-hitters in a stream and entropy estimation. However, as
we mentioned, we are not aware of non-trivial DE constructions in the turnstile model. In more
detail, [WZ21] presented DE for the turnstile setting, but these DE require additional assumptions
and do not exactly fit our framework (nor the framework of [WZ21]).

To overcome this challenge we introduce a new monitoring technique which we use as a wrap-
per around our framework. This wrapper allows us to check whether the additional assumptions
required by the DE hold, and reset our system when they do not. As a concrete application, we
present the resulting bounds for F5 estimation.

Definition 5.1 (Frequency vector). The frequency vector of a stream S = ((s1, A1), ..., (Sm, Apm)) €
([n]x{£1})™ is the vector u € Z" whose ith coordinate is u[i] = Zje[m]ﬁj:i Aj. We write u® to
denote the frequency vector of the stream Sy, i.e., restricted to the first t updates. Given two time
points t1 < to € [m] we write utt2) to denote the frequency vector of the stream Sff, i.e., restricted
to the updates between time t1 and to.

In this section we focus on estimating F5, the second moment of the frequency vector. That is,
after every time step t, after obtaining the next update (s;, As) € ([n]x{£1}), we want to output

an estimation for .
el -3 o

Woodruff and Zhou [WZ21] presented a (7, a, §)-difference estimator for F, that works in the
turnstile model, under the additional assumption that for any time point ¢ and enabling time e < ¢
it holds that

el <. »

In general, we cannot guarantee that this condition holds in a turnstile stream. To bridge this
gap, we introduce the notion of twist number (see Definition 1.6) in order to control the number
of times during which this condition does not hold (when this condition does not hold we say
that a wviolation has occurred). Armed with this notion, our approach is to run our framework
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(algorithm RobustDE) alongside a walidation algorithm (algorithm Guardian) that identifies time
steps at which algorithm RobustDE loses accuracy, meaning that a violation has occurred. We then
restart algorithm RobustDE in order to maintain accuracy. As we show, our notion of twist number
allows us to bound the total number of possible violation, and hence, bound the number of possible
resets. This in turn allows us to bound the necessary space for our complete construction. The
details are given in Appendix C; here we only state the result.

Theorem 5.2. There exists an adversarially robust Fy estimation algorithm for turnstile streams
of length m with a bounded (O(a),m)-flip number and (O(a), m)-twist number with parameters
A and p correspondingly, that guarantees a-accuracy with probability at least 1 — 1/m in all time
t € [m] using space complexity of

0 (@ log3‘5(m)> .

As we mentioned, this should be contrasted with the result of [HKM™20], who obtain space

complexity O (%) for robust F5 estimation in the turnstile setting. Hence, our new result is better
whenever p < A.
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A Additional Preliminaries from Differential Privacy

The Laplace Mechanism. The most basic constructions of differentially private algorithms are
via the Laplace mechanism as follows.

Definition A.1 (The Laplace distribution). A random variable has probability distribution Lap(b)

if its probability density function is f(x) = % exp (—‘—gg‘), where © € R.

Definition A.2 (Sensitivity). A function f: X* — R has sensitivity ¢ if for every two databases
S,S" € X* that difer in one row it holds that |f(S) — f(S")] < L.

Theorem A.3 (Laplace mechanism [DMNS06]). Let f: X* — R be a sensitivity £ function. The
mechanism that on input S € X* returns f(S) + Lap(f) preserves (g,0)-differential privacy.

The sparse vector technique. Consider a large number of low-sensitivity functions fi, fa,...
which are given (one by one) to a data curator (holding a database S). Dwork et al. [DNR™09]
presented a simple tool, called AboveThreshold (see Algorithm 2), for privately identifying the first
index 7 such that the value of f;(S) is “large”.

Theorem A.4 ([DNR109,HR10]). Algorithm AboveThreshold is (g,0)-differentially private.
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Algorithm 2 AboveThreshold
Input: Database S € X*, privacy parameter ¢, threshold ¢ and a stream of sensitivity-1 queries
fi: X* >R

1. Let t + t 4 Lap(2)

2. In each round ¢, when receiving f; do the following;:
(a) Let f; + fi(S) + Lap(2).
(b) If f; > £, then output T and halt.

(¢) Otherwise, output L and proceed to the next iteration.

Privately approximating the median of the data. Given a database S € X™, consider the
task of privately identifying an approzimate median of S. Specifically, for an error parameter I,
we want to identify an element x € X such that there are at least |S|/2 — I' elements in S that
are bigger or equal to x, and there are at least |S|/2 — I" elements in S that are smaller or equal
to x. The goal is to keep I' as small as possible, as a function of the privacy parameters ¢, 9, the
database size |S|, and the domain size | X|.

There are several advanced constructions in the literature with error that grows very slowly as a
function of the domain size (only polynomially with log* | X|). [BNS16,BNSV15,BDRS18, KLM™"20]
In our application, however, the domain size is already small, and hence, we can use simpler
constructions (where the error grows logarithmically with the domain size).

Theorem A.5 (folklore). There ezists an (e,0)-differentially private algorithm that given a database
S € X* outputs an element x € X such that with probability at least 1—9 there are at least |S|/2—T
elements in S that are bigger or equal to x, and there are at least |S|/2 — T elements in S that are

smaller or equal to x, where I' = O <é log <%>)

Composition of differential privacy. The following theorems argue about the privacy guaran-
tees of an algorithm that accesses its input database using several differentially private mechanisms.

Theorem A.6 (Simple composition [DKM'06, DL09]). Let 0 < e < 1, and let 6 € [0,1]. A
mechanism that permits k adaptive interactions with mechanisms that preserve (e,9)-differential
privacy (and does not access the database otherwise) ensures (ke, kd)-differential privacy.

Theorem A.7 (Advanced composition [DRV10]). Let 0 < €,0' < 1, and let § € [0,1]. A mech-
anism that permits k adaptive interactions with mechanisms that preserve (e,9)-differential pri-
vacy (and does nmot access the database otherwise) ensures (e',kd + &)-differential privacy, for

e’ =/2kIn(1/8) - ¢ + 2ke?.

Generalization properties of differential privacy. Dwork et al. [DFH"15] and Bassily et
al. [BNST21] showed that if a predicate h is the result of a differentially private computation on a
random sample, then the empirical average of h and its expectation over the underlying distribution
are guaranteed to be close.
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Theorem A.8 ([DFHT15, BNST21]). Let e € (0,1/3), 6 € (0,¢/4) and n > Zlog(%). Let
A: X" — 2% be an (e, 6)-differentially private algorithm that operates on a database of size n and
outputs a predicate h : X — {0,1}. Let D be a distribution over X, let S be a database containing
n i.i.d elements from D, and let h < A(S). Then

1 )

R E — > —

S]ZII; ” |S] h(z) x@p[h(w)] - 106] < €
h«—A(S) zeS

B The Formal Analysis

In this section we present the full construction (Algorithm RobustDE) and its formal analysis.

B.1 Privacy analysis

The following lemma shows that algorithm RobustDE is private w.r.t. the random bit-strings of the
B+ 1 type datasets.

Lemma B.1. For level j € [B+1]U{W} let R; be its corresponding random bit-strings dataset. Al-
gorithm RobustDE satisfies (¢,0')-DP w.r.t. a dataset R by configuring €; = O (6/\/Pj 10g(1/5’)).

Proof sketch. Let us focus on some level j € [8 4+ 1] U{W}. We analyze the privacy guarantees
w.r.t. R; by arguing separately for every sequence of time steps during which we do not modify
our output using level j (the sequence ends in a time point at which we do modify the output using
level 5).” Let us denote by P; the number of such sequences we allow for each level j after-which
algorithm RobustDE is not generating any output due to the capping counters. Throughout every
such time sequence, we access the dataset R; via the sparse vector technique and once (at the end
of the sequence) using the private median algorithm. We calibrate the privacy parameters of these
algorithms to be e; = O (6/ / Pjlog(1/d )) such that, by using composition theorems across all of
the P; sequences, our algorithm satisfies (e, 0’)-differential privacy w.r.t. R;. O

B.2 Conditional accuracy

We first prove the framework accuracy assuming that throughout the run of algorithm RobustDE,
for all t € [m] 80% of the estimations given from the estimators are accurate (each level w.r.t its
accuracy parameter «;). This assumption will be proved independently on B.17. The following is
its formal definition:

Assumption B.2 (Accurate estimations). Fiz a time step t € [m]. Let j € [B+1]U{W} be a level

of estimators. Recall that K; denotes the number of the estimators in level j, and let zjl», . ,zj’
denote the estimations given by these estimators. Then:

1. For j € {5,W} Hk € [K;] : ]zf — F(t)| < agt - F(t)}| > (8/10)K;

2. For j < 3, [{k € [Kj] : |2 — (F(t) — F(ej))| < arpk - Fle;)} = (8/10)K;

"Note that this sequence contains time points at which we modify our output using different levels.
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Algorithm 3 RobustDE(S, a,d, \, EsT, ETpg)

Input: A stream S = {(s¢, A¢) }efm] accuracy parameter a, failure probability § and a bound on

the flip number .

Estimators used: Strong tracker Egt and toggle-difference-estimator Erpg for the function F.

Subroutines used: StitchFrozenVals(7), ActiveLVL (7).

Constants calculation:
1. StepSize(a) + O(a), ast + O(a), atpg <+ O(a/log(a™!)), T + O(1).

2. Phase params: let PhaseSize + Lm

|, B+ [log(PhaseSize)], J < [B+ 1] U {W}.

3. For j € [B+1]:P; < O (277)), Pw « Pg; For j € [B]:y; « Q(2a); For j € Jiej = O(Pj-_o'5).

4. Estimator sets: For j € J set K; «+ Q(aj_l) and let E; = {Eé‘?}ke[K]]

Initialization:
5. Start all estimators {E;};c.

6. Set thresholds: For j € J, T; - K;/2 4 Lap(2 - 5]._1).
7. For j € J set Capp; < 0; For j € [8+ 1] set Z; < 0; 7 < PhaseSize.

For t € [m]:
8. Get the update (s, A¢) from S and feed (s, Ay) into all estimators.

9. If Hk € [Kw] : 24 ¢ ( Zgr, T ZST)}( +Lap(4-£) > Tw then set 7 = 0, redraw Ty.

10. j ¢ ActiveLVL(r)
11. For k € [K;] get estimation zf — Eé‘?

12. Ifj=p5: 2«0 % Estimation offset of ST

13. Else: Z + StitchFrozenVals(t — 27 + 1) % Estimation offset of TDE

14. f7=0or Hk‘ € [Kjl:Z+ zk ¢ Output(t — 1) & Zg - StepSize(« )H + Lap(4 -

(a) Zj < PrlvateMed({z Prelk,])

(b) Redraw T;

(c) For j’ € [j],k € [Kj/] set eé‘?, —t

(d) Capp; ¢ Capp; +1

(e) If 7[B] = 0: 7« 28 % Starting phase

(f) Elself 7 < 28 + PhaseSize: 7+ 7+ 1 % Inner phase update
(g) If 7 = 27 + PhaseSize: 7[f] + 0 % Ending phase

15. NoCapping < A\;c; Capp; < P
16. If NoCapping = True: Output(t) < StitchFrozenVals(7)

-1
6]- )>Tj
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The framework accuracy is proved on three steps. The first step is arguing that given the
assumption on the accuracy of the given estimations, every frozen value is accurate w.r.t the function
that it has estimated (Lemma B.3). The second step is a follow up to the first: focusing on the
active level of estimators, call it j, and the value of the function F at the time these estimators were
enabled (F(ej)), then combining frozen values of relevant levels results in an accurate estimation
for F(e;) (denoted on step 13 as Z). That is achieved by applying B.3 on each of these frozen values
of the relevant levels, and accounting for the accumulated error. And so, we have that Z ~ F(e;).
In addition, the assumption of the accuracy promise that 80% of (in particular) level j estimators
are accurate thus their estimations z; ~ F(t) — F(e;). Combining it we get Z + z; ~ F(t) which is
established on Lemma B.6. Applying once again Lemma B.3 for times ¢ that the estimators of level
J were aggregated into the frozen value Z; (step 14a) results in Z + Z; = F(t). By further observe
that on these steps, the output is modifies into Z 4 Z;, we get that on an output modification
steps we guarantee a more refined accuracy then «. See Corollary B.7 in-which the mentioned
observation is elaborated. Finally, using B.3, B.6, B.7, we prove that given that the estimators are
accurate (Assumption B.2), then on all ¢ € [m] before capping stage we have an accurate output
(Lemma B.8). We prove an additional lemma in this section: Lemma B.5. Lemma B.5 states that
during any phase the value of function F changes (increases or decreases) by at most a constant
factor. That lemma is used in the proofs of B.6, B.7, B.S8.

Lemma B.3 (Accuracy of frozen values). Let t € [m] be a time step such that
1. Assumption B.2 holds for every t' < t.
2. NoCapping="True during time t.
3. Algorithm PrivateMed was activated during time t (on Step 1ja).

Let j € [B+1] be the level of estimators used in time t. Let Z; be the value returned by PrivateMed,

and suppose that K; = Q <%,/Pj - log (%) log (51]5—}'& log(n))). Then, with probability at least 1 —
6™/ P; we have that:

1. For j =p3, |Z; — F(t)] < agr - F(t).

2. FOTj<B, ]Zj—(}"(t)—f(ej))] <aTDE-.7-"(ej).
Proof. In the case that step 14a was executed, mechanism PrivateMed was activated on the es-
timations zjl-, . 72;&- of level j estimators to get a new value for Z;. By theorem A.5, assuming

that8®

1 1 P;

then with probability at least 1 — 6™/ P; Algorithm PrivateMed returns an approximate median
1 K;

Zj to the estimations z;,... 1257 satisfying
4-K; 4-K;
k k
{rekd2zf|>= aa |{kek:af <z} > 2

8We assume there exist some constant ¢ for which all estimates returned by the oblivious estimators type E; are
within the range of [-n®, —1/n°JU{0}U[1/n°, n°]. Rounding these estimates to their nearest values of (1+MuSize(a))
has only a small effect on the error. Such rounding on for range yields at most X = O(of1 log(n)) possible values.
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By assumption B.2, (8/10) - K; of the estimations z* satisfy the condition 2% — F(t)| < asr - F(t)
(or |28 — (F(t) — F(e;))| < arpr - F(e;) respectively), the approximate median Z; must also satisfy
this condition. O

Definition B.4 (Good execution). Throughout the execution of algorithm RobustDE, for j € [ +
1 U {W} the algorithm draws at most 4m noises from Laplace distribution with parameter €;. In
addition, denoting by P; for j € [+ 1] the number of times that algorithm RobustDE activates
PrivateMed on estimations of level j. Denote 6V = 6/(4- (B +2)), 0™ = §/(4- (B +1)). Set
the algorithm parameters as follows K; = (% log <6ﬂlzja log(n))), gj =0 (E/\/Pj -log (%)) We
define a good execution as follows:

1. All noises for all types j € [+ 1] U{W} are at most O (é log (%)) in absolute value.

2. For all j € [B+ 1], all first P; frozen values of level j are accurate. That is, if t is the time
of the frozen value computation then:

e Forj=p, |Zj—]:(t)|<OzST-]:(t).
o Forj < f3, 1Z; — (F(t) — F(e;))| < arpg - F(ej).

We configure level j Laplace noise with parameter ;. By the properties of Laplace distribution,
. .1 . . 4 4 .
with probability at least 1 —¢§/4, all noises for all types j € [8+1]U{W} are at most , log (%) in
absolute value. By Lemma B.3 the second requirement of Definition B.4 occur w.p. at least 1—¢/4.
That implies a good execution w.p. at least 1 — §/2. We continue with the analysis assuming a
good execution (B.4).

Max phase progress Algorithm RobustDE is coded with mechanism that guarantees a maximal
progress of a phase (Step 9). A phase is starting whenever 73] is set to 0 (in either Step 9 or
Step 14e). Denoting by ¢, the time a phase has started, that code guarantees that in anytime ¢
throughout the phase, the ratio between the values of the function for times ¢,, ¢ is roughly bounded
from above by I" and from below by I'"!. That gives a bound on the ratio of the value of the function
between any two times that are on the same phase of ©(I'?). That bound is given in the following
lemma formally.

Lemma B.5 (Max phase progress). Let t; <t € [m] be time steps such that
1. Assumption B.2 holds for every t' < ts.

2. 7#0 for every t; <t <to. % In particular, this happens if t1,to are in the same phase.

Then, for any such ty,ts € [m], assuming Ky = Q < Py - log (%) -log ((%)) ,FordN =0 (ﬁ)
and Py = O(«a - \) then assuming a good execution (see Definition B.J) we have

min{F(t1), F(t2)} I+ agr 2 _ 2
max{F(t1), F(t2)} : (1 —aST> =)

Where agt < 1 is the accuracy parameter of estimators Evy, EsT and I' is some constant.
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Proof. Denote by t, the time that s phase started (that is, in which 7 was set to 0). We first
bound the ratio between F(t,) and F(t) for time ¢ in the same phase s.t. F(t,) < F(t) (the case
F(tp) > F(t) is similar). Since 7 was not set to 0 it means that on Step 9 the condition was not
triggered. that is:

1 K 4 dm 4-K
‘{kG[Kw]izi\fNG (f'ZST, F-ZST)HZTW—alog<5—N> ZTW

where the first inequality holds in a good execution (Definition B.4) and the last inequality

follows by asserting that
1 m
Kw = | /P -log ( 5 -log<5—N) ,

where Py is the number of times the condition in Step 9 may trigger during the run. Note that

for a stream S with \,/(S) flip number, We have at most Py = O(« - Ay (S)) times in which the

function value is changed by a constant factor. So, for at least 4Ky /10 of the estimations z,\jv we

have that ZZV < I'-Zgr. and we have:

(1—agr)  F(t) <2V <T - Zgr (3)
Where (*) follows from Assumption B.2 . Similarly for times ¢ s.t. F(t,) > F(t) we get:
(1+asr) - F(t)>2z¥ >t Zgr (4)
Overall, for any times t1,ts that belong to the same phase we get from Equations 3, 4:

min{F(t1), F(t2)} 1+ asr 2 2
max{f(tl),f(tg)} = (1 - CYST> =9 (F )

Lemma B.6 (Estimation error). Let t € [m] be a time step such that
1. Assumption B.2 holds for every t' < t.
2. NoCapping="True during time t.

Let j € [B + 1] be the level of estimators used in time step t, and let Z be the value computed in

Step 13. Let zjl-, e ,z]Kj denote the estimations given by the estimators in level j. Then assuming
a good execution (see Definition B.4), for at least 80% of the indices k € [K;] we have

F(t) = (Z+ 29| < asgiten - F (1),

where aggiten = I' - (asT + B - aTDE).

Proof. The estimation offset Z is computed in a different manner for the cases that j = 8 and
j < B, as the first is an offset of the strong tracker and the second is an offset of a TDE of some
level. We prove separately for these cases:
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Case j < . On step 13 Z is computed using the subroutine StitchFrozenVals (7). The parameter
that is passed to that subroutine is 7 — 2/~ + 1. Since StitchFrozenVals sums the frozen values
with indices corresponding to the bits of the parameter that are set to 1, such a parameter results
in summing frozen values correspond to levels j > 7 where j is the active level. And so, Z consist
of frozen values of levels j/ > j. These are levels that consisted the output that was modified on
the time that level j was enabled, that is on time e;. Thus summing the estimations from level j
(that is one of the estimations {z;C }ke[Kj}) to that value Z results in the current internal estimations
to the value of the function F(t). In order to bound |F(t) — (Z + zf)\ , we break the value F(t)
into a telescopic series of differences, each difference correspond to freezing and enabling time of a
certain level 7' from the frozen levels that compose Z. Let Jz be the set of indexes of these levels
and denote j; > jo > ...jz their order (therefore if Jz # ), then j; = § which is the level of the
strong tracker).

(€
gffSTH Z (F(f;) - }'(el) (F(t) — Flej))

1€Jz\{ST}
Where (1) holds by noting that for levels j; > ja, on the time that j; was frozen js was enabled

(see step 14c) thus f;, = ej,. (2) is by reordering the terms and (3) is renaming index j; as ST.
We now plug this alternative formulation of F(¢) into the following:

Ft)—(Z+ zf)‘ = ‘]—"(t) — (StitchFrozenVals(t — 2771 +1) + Zf)‘

=\ Ft) = (Zsv+ > zZi+4

i€ J,\{ST}
<|F(fsr) = Zstl+ Y 1Zi— (F(fi) = Fle) + ‘Zf — (F(t) = F(ej))
i€ J,\{ST}
1
<agr- F(fst)+ Y. orpr- F(e:) + arpe - Fle))
i€J,\{ST}
2
SF-@ST-f(t)—I—F-OzTDE- Z ]:(t)—I-F'OzTDE']:(t)
i€ J,\{ST}

3
<I'-(ast + B - aTpE) - F(?)
={QStitch * ]:(t)

Where inequality (1) is by using Assumption B.2 directly on the right difference term while other
difference are due to the accuracy of the frozen values promised on a good execution (Definition
B.4), (2) is due to the ratio bound I, that is promised by Lemma B.5, between any function values
of two times from the same phase. (3) is due to the fact that |Jz \ {ST}| < 5 —1 since j ¢ Jz. Last
equality is by denoting astiten = I' - (asT + 5+ @TDE).
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Case j = . On step 12, Z is set to 0, then directly from Assumption B.2 we have:

|F(t) — (Z+ zf)| = |F(t) — zf| < agr - F(t) < astiten - F(t).

Algorithm 4 StitchFrozenVals (1)
Input: A counter 7. Global Variables: «, Zgt, Z; for j € [f].

1. FV « {j € [8]|7]j] = 1}

2. Return Zgt + Zjep\/ ZTDE,j

By now we showed that given that Assumption B.2 holds, then on step 13 we have a bound
on the estimation error of at least 8/10 out of level j estimations of F(¢) (Lemma B.6) and that
whenever mechanism PrivateMed is activated (on step 14a), then its output for level j, Z; is
accurate (Lemma B.3). Combining these lemmas results in the following corollary:

Corollary B.7 (Accuracy on output modification). Let t € [m] be a time step such that
1. Assumption B.2 holds for every t' < t.
2. NoCapping="True during time t.
3. Algorithm PrivateMed was activated during time t (on Step 1ja).

Then assuming a good execution (see Definition B.4) we have
|Output(t) — F(t)| < astiten - F(t),

where aggiten = I' - (asT + B - aTDE).

Proof. During an output modification step, we update the value of 7. Denote 7P, 7Pt the values
of 7 before and after this update.

Case j < . For the case that the active level that was frozen was a TDE level, we look on the
frozen values after mechanism PrivateMed was activated on step 14a. Let Jz be the set of indexes
for levels of the frozen values that compose Z (computed by StitchFrozenVals(7) in step 13).
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Then:

| F(t) — Output(t)| = |F(t) — StitchFrozenVals(7P%)|
= |F(t) — StitchFrozenVals(7P™ + 1)|
= |F(t) — (StitchFrozenVals(7?™ + 1) — Z; + Z;)|
= |F(t) — (StitchFrozenVals(rP™® — 27 + 1) + Z;)|
1
= |F(t) = (Z+ ;)]

=|—Z+ F(ej) + F(t) — Fles) — Zj]
<|Z = Flej)| + [(Ft) — Fej)) — Zj

<|F(fsr) = Zstl+ D |Zi= (F(fi) = Fle)| +1Z; — (F(t) = Fle;) |
1€Jz\{ST}

2
<asr- F(fst)+ Y. arpe- Fle) + arpe - Fle))
i€J,\{ST}

3
<T-asr-F(t)+T-arpg Z F(t)+T-arpg - F(t)
i€ J\{ST}

4
<TI'-:(ast+ B - arpe)F(t)
= OStiteh - F (t)

Where (1) is true for modification of levels smaller then ST since the values composing Z are of
levels that did not change after updating 7, (2) holds in a good erecution (Definition B.4), (3) is
by Lemma B.5, (4) is due to the fact that |Jz \ {ST}| < 8 — 1 Since j ¢ Jz.

Case j = . For the case that the active level that was frozen was an ST level, then the output is
Zgt which is accurate for the case of a good execution (Definition B.4). We have

|F(t) — Zst| < asr - F(t) < astiten - F (1)
]

The following lemma is arguing about the output accuracy on all time ¢ € [m] (not only on
output modification steps).

Lemma B.8 (Output accuracy). Let t € [m] be a time step such that
1. Assumption B.2 holds for every t' < t.
2. NoCapping="True during time t.

Then assuming a good execution (see Definition B.4) we have

[Output(t) — F(t)| < a - F(0),

provided that agt = O(a), arpg = O(a/log(a™1)) and for all j € [B+1JU{W}, K; = Q <% log (éﬂN))
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Proof. We prove for two cases of execution types: one is a step execution without an output-
modification, and the second is an execution that generates an output-modification.

Case 1 (no output-modification): If on time ¢ we do not modify the output (the condition in
step 14 was not satisfied), then assuming a good execution imply a bounded noise magnitude and
we have that:

K, 4
Hk: €Kl Z+ z;? € Output(t — 1) + Zgr - StepSize(a)H > _log <

4m 4. Kj
>
2 €j -

SN 10

where the last inequality follows by asserting that

K, = 0 <eijl°g (%)) = Q G P; -log (%) log (%))

So, for at least 4K;/10 of the estimations zf we have that [(Z + zf) — Output(t — 1)| < Zgr -
StepSize(«). On the other hand, by the assumption on the accuracy of the estimators (Assump-
tion B.2) we have that the requirement for Lemma B.6 met, therefore for at least 8K;/10 of the
estimations z;? we have that |F(t) — (Z + Zf)| < astiten * F () Therefore, there must exist an index
k that satisfies both conditions, and so:

| F(t) — Output(t — 1)| < |Output(t — 1) — (Z + 25)| + |F(t) — (Z+ 2F)]
< StepSize(a) - ZsT + Otiten - F (1)
1
< T - StepSize(«) - F(t) + astiten - F(t)

2
< a-F(t)

(2I')~'a. That imply aggien < a/(200). Since asgiten = I - (asT + Batpg) it is sufficient to set
ast = O(a) and arpg = O(a/B) = O(a/log(a™1)) to get we have that [F(¢)—Output(t—1)| < 3a.
Therefore the output is accurate for not updating the output.

where (1) is due to Lemma B.5 and (2) holds for aggiten < %OStepSize(a), and StepSize(a) <

Case 2 (an output-modification): If on time ¢t we do modify the output (the condition in step
14 was satisfied) then Algorithm PrivateMed was activated during time ¢ (on Step 14a). In that
case the requirements of Corollary B.7 are met and we have (for astiten < @):

|Output(t) — F(t)| < asgiten - F (1) < - F(t)

B.3 Calibrating to avoid capping

In this section we calculate the needed calibration of parameters P; of RobustDE in order to avoid
capping before the input stream ends. In order to avoid capping we need to calibrate for each
of the estimators levels a sufficient privacy budget. That budget is derived from the number of
output modification associated with each of these levels. At a high level, the calculation on these
numbers per level is done as follows: recall our framework operates in phases. In each phase we
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bound the number of output modification for each of the estimators levels j € [5 4+ 1] U {W}. In
addition we also bound the total number of phases. And so, the total number of output modification
associated with each level results by multiplication of these bounds. This calculation is analysed
w.r.t the framework level selection management (subroutine ActiveLVL(7) and the state of 7).
The following definition captures the number of output modifications we wish to bound w.r.t an
input stream for algorithm RobustDE:

Definition B.9. For every level j € [+ 1] U{W} and every time step t € [m], let C;(t) denote
the number of time steps t' <t during which

1. Level j was selected.
2. The output is modified.

The lemma that bounds these quantities is Lemma B.13, and it is the main lemma of this
section. A central part in that lemma is to upper bound the number of output modifications done
by algorithm RobustDE for some stream segment. Lemma B.11 is useful for that. Additional lemma
is needed: A phase can also be terminated before its predefined length (i.e. PhaseSize) by a phase
reset. And so, in the analysis we focus on each of the stream segments between such resets. The
analysis of these segments requires a bound on their flip number. This is enabled via Lemma B.10
that bounds the flip number of a sub stream:

Lemma B.10 (flip number of sub stream). Let S be a stream with a (o, m)-flip number denoted
by As. Let T = {ti}icppng), ti < tiv1, ti € [m] be a set of time steps s.t. for all i € [\s], |F(t;) —
F(tiv1)| > a- F(t;). Let P be a sub-stream of S from time 7 to time ro > ri, 11,79 € [t]. Let
N =7 € As]: {tj}jeps)sm1 < tj <7r2}| and let Ap be the (o, m)-flip number of P. Then:

N<Ap <N +2

Proof. Fix a stream S with a («a, m)-flip number denoted as As, and fix some set of time steps
T = {titieprs)> ti < tix1, t; € [m] st for all i € [As], | F(t;) — F(tiy1)| > a - F(t;) with respect
to S. We look on time steps from 7 that reside in [ry,r9), that is 7 N [r1,72). Then, any set of
times in t; € [r1,72), t; < tj41 with |F(t;) — F(tiq1)| > a - F(t;) is at size at most [T N [ry,r2)|.
Otherwise it could be used to construct along with 7 \ [r1,72) a set of a-jumps times in S larger
then As contradicting the maximality of the flip number of S being As. That is:

N < Ap.

Now, denote the smallest index by f = argmin{t; € T N [ry,r2)} (for first) and the largest index
by | = argmin{t; € T N[ry,re)} (for last). Then we can have at most additional two a-jumps. One
from time r; to time f and the second from time [ to time 72 — 1 (regardless of the choice of 7).
That is:

Ap <N +2.

O

Lemma B.11 (Function value progress between output-modifications). Let t1 < to € [m] be
consecutive times in which the output is modified (i.e., the output is modified in each of these two
iterations, and is not modified between them), where
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1. Assumption B.2 holds for every t' < t.
2. NoCapping=True during time to.
3. 7 # 0 during time ts.
Then, assuming a good execution (see Definition B./) we have:
o |F(ta) — F(t1)| > StepSize(a) - ZsT — 2 - stiteh - max{F(t1), F(t2)}
o |F(te) — F(t1)| < StepSize(a) - Zst + (2 - agtiten + MuSize(«)) - max{F (t1), F(t2)}

Proof. Upper bound and lower bound of the function value between such times is analysed sepa-
rately. First we analyse the lower bound of such progress and then we analyse the upper bound of
it.

Minimum progress. We look on the time t5. Let j be the level of estimators used in time ¢5. On

that time we modify the output, which means that during that time the condition on step 14 was
satisfied. In such case, assuming a good execution we have bounded noise. That means that by

asserting that K; = Q (% Pj -log (%) log (%)) , at least 40% of the estimations of level j admit
(Z + zf) — Output(ty — 1)| > Zgt - StepSize(a). Since Assumption B.2 holds, the requirements

for Lemma B.6 are met and we have for at least 80% of these estimations: |F(t3) — (Z + zf)\ <
Qstiteh - F (t2). Thus at least one index k admit both inequalities and therefore:

|F(ta) — Output(ty — 1)| > StepSize(«) - ZsT — Qstiteh * F (t2) (5)

Now, observe’ that since there was no output modification between times t,ts then Output(ty —
1) = Output(t;). Applying Lemma B.7 time ¢; (and setting Output(t;) < Output(te — 1)) we get:

|Output(ty — 1) — F(t1)| < astiten - F(t1) (6)
Combining the established equations 5, 6 we get:

| F(t2) — F(t1)| = StepSize(a) - ZsT — (astiten - F (t1) + @stiten - F(t2))
> StepSize(a) - ZsT — 2 - astiteh - max{F(t1), F(t2)}.

Maximum progress. We now focus on times ts,to — 1. Let j be the level of estimator that is
used on time t9 — 1. Since on time t5 — 1 we did not modify the output, then the condition on step
14 did not trigger. That means that for at least 40% of the estimations zf of level j the following
holds: |[(Z+ zf) — Output(ta — 1)| < Zgr - StepSize(a). Since in addition the output did not change
between 1 to to — 1 (thus Output(¢;) = Output(¢2 — 1)) and by applying Corollary B.7 on time t;
we have that the output on time t; was agttcn-accurate. And so we get that for at least (same)
40% estimations that are used on time to — 1 the following holds:

(Z+ zf) — F(t1)| < Zgr - StepSize(a) + astiten - F (t1) (7)

Calibrating StepSize(a) > 2 - MuSize(a) ensures that for any two consecutive time s.t. the output is modified
there must be at least one time step between them.
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Now, applying on time t,—1 Lemma B.6 (since assumption B.2 holds) we get that for at least 80% of
the estimations z;-“ of level j the following holds: |[(Z+ zé? )—F(ta—1)| < asgiteh - F (t2 —1). Recalling
the maximum update size assumption (see Condition 2) we get a bound on the progress of the value
of the function F between the adjacent times to,to — 1: |F(t2) — F(t2 — 1)| < MuSize(a) - F(t2).

And so, for at least 80% of the estimation z;‘? used on time t9 — 1 the following holds:

(Z+2F) — F(t2)| < asiten - F(t2 — 1) + MuSize(a) - F(t2) (8)

Equations 7, 8 hold for 40% and 80% of the estimations z;? of time to — 1 respectively. And so, for
at least one of these estimations both equations hold and we get:

|F(ta) — F(t1)| < StepSize(a) - Zst + astiten - (F(t1) + F(ta — 1)) + MuSize(«) - F(t2)
< StepSize(a) - Zst + (2 - astiten + MuSize(«)) - max{F(t1), F(t2)}

O

The following lemma is using Lemmas B.10, B.11 to bound the total number of output modifi-
cation C; for each estimators levels j € [5+ 1] U {W}.

Remark B.12. Recall that once NoCapping=~Fulse, then the output never changes. Therefore, if
during some time t we have that NoCapping=False, then C;(t) = C;j(t + 1).

Lemma B.13 (Output modifications of each level). Let S be the input stream of length m for
algorithm RobustDE with a flip number Ao/ (S) and let t € [m] be a time step such that Assumption
B.2 holds for every t' < t. Then, assuming a good execution (see Definition B.4), for every level

j e B+ 1 U{W} we have
Ao (8)> 7

C;(t) <0 < 5

where o/ = (1/2) - StepSize(a) = O(«).

Proof. We bound the number of output modifications for each level by bounding the number of
phases and then multiplying it with the number of output modifications of each level within a
phase. The later is done in the last part of the proof while bounding the number of phases is the
main part of the proof.

Bounding the number of phases. Whenever a phase starts, the previous phase is terminated.
We elaborate on the two cases of phase termination and count them separately. A phase starts
whenever an ST level estimators (i.e. 3) are selected in ActiveLVL(7). That happens whenever
T[] = 0 which happens in two cases:

(C1): A phase end: T # 0,7[5] = 0. When Step 14g was executed on previous time step.
(C2): A phase reset: 7 =0. When condition in Step 9 is True.

And so in (C1) previous phase reached its end while in (C2) previous phase is terminated before
its ending due to a phase reset.

Number of phase resets. When the condition in Step 9 is True it holds that the value of the
target function F has changed by a constant multiplicative factor I' (I' > 2) compared to what it
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was in the beginning of the terminated phase. By the assumption of the flip number of S, this can
happen at most O(a - Ay 1,,(S)) times. That is, the number of phase resets is bounded by:

O(a - Aarm(S)) (9)

Number of output modifications between resets. We bound the number of output modifi-
cations between two consecutive times where a phase reset was executed (C2). Denote two such
consecutive times where 7 = 0 by r; < 7,41 and let S; be the segment of S for the times [r;,r;11)
with an o/-flip number A,/ (S;). We bound the number of output modifications in [r;,r;+1) by
looking at two consecutive time steps where the output is modified t1 < to, s.t. 7; <t <to < 7ipq.
That is, the output is modified in times ¢1, ¢ and is not modified between them. Then we have

1
| F(t2) — F(t1)| > StepSize(a) - ZsT — 2 - asstiten - max{F (t1), F(t2)}

1—agr
T

% (1/2) - StepSize(a) - max{F(t1), F(t2)}

; StepSize(a) - -max{F(t1), F(t2)} — 2 - astiten - max{F(t1), F(t2)}

(1) is by Lemma B.11, (2) holds due to the ratio checked in step 9 thus the ratio holds for any time
of that phase (3) holds whenever agy < 1/3 and aggiten < (1/12T) - StepSize(«). That is, in every
time of such output modification the true value of the target function is changed by a multiplicative
factor of at least (14 «’). Thus, for every segment S; algorithm RobustDE can have at most A/ (S;)
such output modifications. Since in every such segment we have a single phase reset, and a single
additional output modification that results from it, we have:

C(SZ) < /\o/(Si) +1 (10)

Output modifications in a phase. We now show that by algorithm RobustDE management of
phases start/ end time, a phase that ends without a reset termination (that is in case (C1)), has
O(PhaseSize) number of output modifications (phases of case (C2) are shorter). That management
is done on Steps 14e, 14f, 14g according to 7 which indicates the number of output modifications
in a phase. We now elaborate on that management for case (C1):

1. Step 14e (Stating a new phase) Setting ST bit in 7 to 1 to indicate a new value for Zg. This
also set all lower bits of 7 to 0 which indicated that there are no frozen value for levels j < .

2. Step 14f (Inner phase step) Increment the value of 7 by +1 to indicate additional step of the
current phase.

3. Step 14g (Ending phase) Setting the ST bit of 7 to 0 to indicate that the phase has ended
and next estimator level used will be ST.

That is, the counting cycle of a phase is managed on the lower bits ([0, 3)) of 7: These bits are set
to zero on the beginning of the phase. Then for each output modification 7 is incremented by 1.
The cycle ends when the value of these bits equals PhaseSize. Accounting the output modification
done on a phase start, the number of output modifications in a phase that ends in case (C1) is
PhaseSize + 1.
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Total number of phases. For x number of phase resets executed in times ro < r1--- < 1, We
have k + 1 sub-streams of S corresponding to times [r;, r;+1) denoted by S; for ¢ € [k + 1]. Denote
by ¢, ¢; the number of phases in §,S; correspondingly. The following holds:

1 C(S) C(S)

< o T\ | <« R SV

¢< , Z b , Z {PhaseSize + 1—‘ - Z <PhaseSize +1 1
1€[k+1] i€[k+1] 1€[k+1]

Diclny At (Si) +1 Aar(S) +36 4, (‘_Aa' (8)—>

3
< 1 =
PhaseSize + 1 <+ PhaseSize + 1 PhaseSize

2
<(k+1)+

where (1) is true since on each segment S; there is no phase reset and we start a new phase every
PhaseSize + 1 number of steps, (2) holds by Equation 10, (3) is true by Lemma B.10 and (4) is true
since by Equation 9 we have that kK = O (a)(s)) and PhaseSize = O(a™h).

Number of ouput modification for level j. The levels j € [f+1] are selected in ActiveLVL(7)
according to 7, s.t. j is the LSB of 7 + 1. Since on every output modification we increment the
value of 7 by +1 then level j = 0 is selected every second time, level j = 1 is selected every forth
time, level j = 2 is selected every eighth time and so on. That is a total of O(PhaseSize/2’) for
level j. Multiplying the established bound for ¢ (the total number of phases) with that bound of
the number of output modification of level j we get:

B Ao (S) PhaseSize) Ao (S)
¢j=0 <PhaseSize> 0 < 27 > =0 < 27
Corollary B.14. Provided that X > Ao/ (S) then algorithm RobustDE will not get to capping state

by calibrating:
A
Algorithm 5 ActiveLVL(71)

Input: A counter 7. Global parameter: f.

O

1. If 7[] = 0 : Return 3 % Selecting the ST level
2. Else Return The LSB of (7 +1) % Selecting a TDE level

B.4 The framework is robust

We move on to show that the framework RobustDE is robust for adaptive inputs. Lemma B.16
(adaptation of Lemma 3.2 [HKM™'20]) uses tools from differential privacy to show that if the
framework preserve privacy with respect to the random strings of the estimators, then the estimators
yield accurate estimations. Yet in our case the accuracy of estimators of levels j < 3 (i.e. TDE
levels) have an additional requirement: they must also estimate differences that are within their
range (see requirement 1). We show in Lemma B.15 that indeed whenever estimator of level j is
being used by the framework, then it is estimating a difference that is within its accuracy range.
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Lemma B.15 (bounded estimation ranges). Let t € [m] be a time step such that
1. Level j € [B] was selected (a TDE).

2. Assumption B.2 holds for every t' < t.

Denote by e; the last time step during which level j estimators were enabled. Then, assuming a
good execution (see Definition B.4), the following holds:

[F () = Flej)] <5 - Fley)
where y; = HO‘ST Ir?. 2% a=0(2 - a).

Proof. Let j € [ﬁ] be some TDE level and let ¢ be a time s.t. level j is selected. Then the number
of output modifications between the time e; (the enabling time of level j estimators) and the time
tis 27 — 1. Denote the times during which the output was modified between the time e; the time
t by {ti}1e2i—1) where tj—o = e;. We first bound the difference of the current value of the function
F to its value on the last output modification:

[F(t) = Fltayia)| < [F(8) = F(t = D) + |F(t = 1) — Output(ty; )| + |Output(ty 1) — F(tai_1)|
< MuSize(a) - F(t) + o - F(t — 1) + astiten - F(tai_1) (11)

where the last inequality is due to B.8 and B.7, and the assumption of bounded update size
(condition 2). The following holds:

Ft) = Fe)l £ S 1Fltin) = F)] + 1F () — Flta )

le[27-1]

< Z (StepSize(w) - ZgT + (2 - astiten + MuSize(«)) - max{F(t;), F(t;—1)})
le[27 1]
+ MuSize(a) - F(t) + a- F(t — 1) + astiten - F (tai_1)

<(27 — 1)StepSize(a) - ZsT + (27 — 1)(20siteh + MuSize(a))l IE%]axl]{]:(tl)}
€

+ MuSize(e) - F(t) + o - F(t — 1) + ostiten - F(toi_1)

%(2j — 1)(StepSize(a) + 2astiten + MuSize(oz))li_iz:;FQ - Flej)
+ (MuSize(a) + -+ asian) ot T2 Fe;)
é(oz + (27 — 1)StepSize(a) + (3(2/ — 1) — 1)MuSize(a)) ! i_ Zzi T2 Fej)
(a +2(27 — 1)StepSize(a ))iiz:;ﬁ . Fley)
<9I+l ii—iz:rilﬁ - Flej)
;- Fley)

where (1) is by decomposing (F(t) — F(e;)) according to {ti};cpi—1), (2) holds by plugging in
Equation 11 and by applying Lemma B.11 on each of the differences in the term, (3) is due to
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Lemma B.5, (4) is by setting astiten = MuSize(«) , (5) is by setting StepSize(a)) > 4 - MuSize(«),
(6) is by denoting y; = 1FaSTT2. 9j+1 . ¢, .

1—C|{ST

Lemma B.16 (Accurate Estimations (Lemma 3.2 [HKM"20])). The following holds for a good
execution (see Definition B.J). Let t € [m] be a time step such that:

1. Level j was selected.
2. Assumption B.2 holds for every t' < t.

Let E(S,7) be the estimator of level j that was selected on time step t, and let 7 be its (possibly
dynamic) parameters. Let E(S, ) have (an oblivious) guarantee that all of its estimates are accurate
with accuracy parameter ap with probability at least 1%. Then for sufficiently small ¢, if algorithm
RobustDE is (g,8')-DP w.r.t. the random bits of the estimators {E*}rek, then with probability at
least 1 — %,, for time t we have:

1. For j € {8,W}, {k € [K]: |2F = F(t)| < ag - F()}| > (8/10)K

2. For j < B, Hk € [K]:|2F — (F(t) = F(e))| < ag - F(e)}| > (8/10)K
Where 2F < EF(S, ) for a set of size K > alz log (%) of the oblivious estimator E(S, )
Proof. Since the requirements of Lemma B.15 holds, we have that on time ¢, whenever the level
j that was selected is a type TDE estimator (i.e. j < ), that the accuracy requirement of these

estimators holds. That is,
[ F(t) — Fleg)| < ;- Flej)

Now, for time ¢ let Sy = ((s1, A1), ..., (st, A¢)) be the prefix of the input stream S for that time, and
let m(t) be the parameters configured to E at that time. Let z; <— E(r, (S¢, 7(t))) be the estimation
returned by the oblivious streaming algorithm E after the t stream update, when its executed with
random string r on the input stream S; with parameters 7(t). Consider the following function
(which is differently defined w.r.t the estimator type):

L. for j = {3, W}, define fis, ~(1))(r) = 1{z € (1 £ ag) - F(S)}
2. for j < §3, define f<3t,ﬂ(t)>(r) =1 {zt € (.F(St) — f(Se(t))) + o - f(Se(t))}

Since Lemma B.1 holds, then by the generalization properties of differential privacy (see Theorem
A.8), assuming that K > eiz log (%), with probability at least 1 — %, the following holds for time ¢:

1
Er [fisiao(N)] = 3¢ D fisumo) ()| < 10
kelK]

We continue with the analysis assuming that this is the case. Now observe that E, [ J(Sem(t) (7‘)] >
9/10 by the utility guarantees of E (because when the stream is fixed and its accuracy requirement
is met its answers are accurate to within a multiplicative error of (1 + ag) with probability at least
9/10). Thus for e < Wl(w for at least of 8/10 of the executions of E we have fs, (1)) (%) = 1 which
means the estimations z; returned from these executions are accurate. That is, we have that at

least 8K /10 of the estimations {zf} kelK] satisfy the accuracy of the estimators of level j. O
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Lemmas B.15 and Lemma B.16 state that for some time ¢ € [m] given that assumption B.2
holds for all times ¢’ < ¢ then it also hold in time ¢ (w.p. 1 —¢/d’"). As a corollary we get the
following:

Lemma B.17 (Accuracy assumption holds). Fiz a time step t € [m]. Let j € [8+1]U{W} be the
level of estimators used in time t, Recall that K; denotes the number of the estimators in level j,

and let zjl», ceey z]Kj denote the estimations given by these estimators. Then with probability at least
1 —6/2, the following holds for all time t € [m]:

1. For j € {3, W}, {k € [Kj] : |2F — F(t)| < asr - F(t)} > (8/10)K;

2. For j < j, Hk € [K;] : \zf — (F(t) — F(e5))| < arpr - F(ej)} > (8/10)K;
provided that €; = O <E\/ﬁ> for & = O(ed/mp).

Proof. Fix some time ¢t € [m] and let j € [5 + 1] U {W} be the level of estimators used in that
time. We set ¢ =¢e-40/(2m(8 + 2)), then by union bound over m possible times we have that with
probability 1 —6/(2(8 + 2)), 8/10 - K, of the estimators of level j are accurate by Lemma B.16.
Union bound over all different 5+ 2 estimators level, we get that with probability at least 1 —4§/2,
8/10 of estimations are accurate for all time t € [m] for all levels j € [5] U {ST} U {W}. O

By Corollary B.14 and Lemma B.17 we have that algorithm RobustDE will not get to capping
state and Assumption B.2 holds. That is, the conditions for Lemma B.8 are met and we have the
following:

Theorem B.18 (Algorithm RobustDE correctness). Denote §* = /8 = O(5/log(a™')). Provided
that For all j € [+ 1]:

1 v =Q(2 )

2. g5 = 0 (1/y/P; log(m/5))

5. Py =0 (3)

4. Kj=Q ( Pjlog (1) [log <§—g log(n)) + log (%)D
and ew = €5, Pw = Pg, Kw = Kg, then for all time t € [m], with probability at least 1 — we have
|Output(t) — F(t)| < o - F(t).

Proof. The proof follows by two parts: estimators of the framework remain accurate under adaptive
inputs and that the framework computes an accurate output from their estimation.

Estimators are accurate w.h.p. Lemma B.17 holds due to the privacy of the data bases
{Rj}jeip+11U{Rw} and by making sure the estimations of level [3] are done within the estimators
accuracy range. The later holds by Lemma B.15 with configuring v; = Q(27 - a). The privacy
of j € [+ 1] U {W} databases R; in Lemma B.1 is due to calibrating the noise parameters
ej = O (¢/y/P;log(1/8")). By Corollary B.14, it is sufficient to set P; = Q (2%) (and Pw = Ppg)
to have sufficient privacy budget for all databases R;. And so, by Lemma B.17, setting ¢’ =
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e-0/(2m(B +2)) = O(e - §/mp) yields that at least 80% of estimators of each of the levels j are
accurate on all ¢t € [m] (assumption B.2) w.p. at least 1 — 6/2.

Output accuracy. It remains to show that the requirements of above lemmas are met. That
is we have a good run (Definition B.4) w.h.p, and in addition the number of estimators K; on
each level is calibrated according to the constraints of above lemmas. We begin by calculating
a sufficient number of estimators K; for the required lemmas: First, Lemma B.16 require for all

levels to have K > %log (2—‘}:) Lemma B.3 requires K; = (e%log< (n )>), Lemma B.5

&M
requires Ky = 2 ( log (61\,)), Lemma B.8 requires K; = Q (% log ( "X,)) Lemma B.11 requires

K; =Q (— log (ﬂN)), and we have overall requirement of:

K, = Q< - [log <5§ log(n )) + log (%)} + eizlog <§>> . (12)

Now, recall that € = 1072 (constant). Setting 6 = §/(4-(8+2)), 0™ =6/(4-(B+1)) and denote
§* = 3/B we get that &' = O(6*/m), 6™ ,6Y = O(6*). And so Equation 12 simplified:

Kj:sz< P log<5 ) [log <5* log(n )) +1og(§j)]> (13)

The setting 0 = 6/(4- (8 +2)), 6™ =§/(4 - (B + 1)) also yields that we have a good run w.p. at
least 6/2. And so, all the requirement of Lemma B.8 are met and we have with probability at least
1 — 6 the output is accurate in all time ¢ € [m)]. O

B.5 Calculating the space complexity

Algorithm RobustDE space complexity is determined by its input parameters: accuracy parameter
a > 0, the flip number bound A of the input stream S for functionality F, failure probability
d € (0,1], and space complexity of the given subroutines Egt and Erpg (denoted Ssr(agr, dsT,n, m)
and Stpg (7Y, arpE, 0TDE, N, M) correspondingly). Observe that the pointers to the subroutines are
on order of the total number of estimators (i.e. > je[8+1] K;). Therefore, the dominating parameter
of the space complexity is the number of the estimators, which multiplied by the space complexity
of the estimators will by the dominating term in the total space complexity. These set sizes K; are
determined by the number of times the corresponding estimators type that were used caused an
output modification, which is upper bounded by P; and calculated in Lemma B.13. In Theorem
B.18 we have the sufficient numbers of set-sizes to calculate the space complexity of algorithm
RobustDE:

Theorem B.19 (Framework for Adversarial Streaming - Space). Provided that there exist:

1. An oblivious streaming algorithm Egt for functionality F, that guarantees that with probability
at least 9/10 all of it’s estimates are accurate to within a multiplicative error of (1 + asr)
with space complexity of Ssr(asT,n,m)

2. For every ~y,p there is a (v, aTDE, D, %)—TDE for F using space v - Stpg(aTDE, py 1, M).
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Then there exist an adversarially robust streaming algorithm for functionality F that for any stream
with a bounded flip number Ay /g m < A, s.t. with probability at least 1 — § its output is accurate to
within a multiplicative error of (1 £ «) for all times t € [m], and has a space complezity of

(0] (\/ﬁ - polylog(A, oz_l,5_1,n,m)> - [Sst(O(a),n,m) + Stpe(0O(a/ log(a™1)), An,m)] .

Proof. Setting the estimators set sizes K; for j € [ + 1] according to Theorem B.18, ensures
that with probability at least 1 — §, algorithm RobustDE produce an accurate output at all times
t € [m] with the presence of an adaptive adversary controlling the stream. And so, we calculate
the space needed according this setting. We separate the calculation of levels according to the type
of estimators used in each level.

TDE level j space: Consider an oblivious toggle difference estimator for the function F, Etpg,
with space complexity Space(Erpg) = 7 - Stpe(a,p,n,m). Recall (see Lemma B.15, Lemma
B.8 and Corollary B.14) that for level j estimators we have v; = O(a - 27), arpg = O(a/B) =
O(a/log(a™1)), P; = O(A/27). Plugging in the parameters of granularity level j yields an oblivious
TDE with space complexity of:
Space(Erpej) = 7; - StpE(0TDE, ), 12, M)
=O(a-27) - Stog (F))

Accounting for the sufficient amount of estimators Krpg ;:
Space(TDE-j) = Ktpg,; - Space(ErpE,;

)
= /P log (%) : [log (%) +log (O;j* 10g(n)>] +O(a - 27) - Stog ()
(

5*

(%) , m A m
<0 <a VX2 [log (—) + log <a5* 10g(n)>] +1/log (5—*) - STDE (A)>
O (a VA2 p01y10g TDE()‘a a_17 5_1,71, m) : STDE ()‘)>

Where (x) holds since Stpg is monotonic increasing in its p parameter and for all j P; = O(A/27) <

O(X) and on last equality we denoted polylog rpg = [log (%) + log (% log(n))] - /log ().

TDEs total space: We sum the calculated Space(TDE-j) over j € [3] for 8 = [log(a™!)] to get
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the total TDE estimators space:

Space(All-TDE) = > Space(TDE-j)

J€lBl

< Z O( VA -2 - polylog TpE - 5TDE>
J€lBl
O (a - VA - polylog rpE - 5TDE> Z v2i

JelBl
(2 0] (Oé . \/X - polylog TpE STDE) -0 (01_0'5)
(V - A - polylog TDE) - STDE
[

where equality (*) is true since for 8 = [log(a~!)] the following holds:

V2 1 V2 _ _
\/_ . (\/i)log(a ) 1) = . (a 0.5 1) — O(Oé 0.5)
J;] J;] f ! < > v2-1

ST space: Here we argue about the space complexity of both ST, W estimators. Since all their
parameters are identical, we only calculate the space for ST estimators. Consider an oblivious
strong tracker for the function F, Egp, with space complexity Space(Egt) = Sgr(a, m, m). Recall
(see Lemma B.8 and Corollary B.14) that for level j € {ST, W} estimators we have agr = O(a),
P; = O(a - A\). Then plugging in the parameters for the ST, W type estimator yields an oblivious
estimator with space complexity of:

Space(Egt) = Sst(asT,n,m)
Accounting for the sufficient amount of estimators Kgr:

Space(All-ST) = Kgr - Space(Esr)

< Pyp - log<5*> [log<5*>+log<—log >]> Ser
:o( a-A- log<5*) [log<5*)+log<—log >]>-SST
O(\/—)\ [10g<5*>+log<—log )} log @*)>.SST

=0 (\/ - polylog g1 (A, a"t st ,n,m)) - Sqr

on last equality we denoted polylog gt = [log (éﬂ*) + log log ,/log éﬂ

Algorithm space complexity: We sum the contribution of all estimators, Strong trackers and
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TDESs, to get:
Space(RobustDE) =Space(All-ST) + Space(All-TDE)
=0 (\/ﬁ - polylog g1 (A, a 67 n, m)) - SsT +
0 (\/ﬂ -polylog rpg(A\, 1,671 n, m)) - STDE
=0 (VaX-polylog aLa (X a1, n,m)) - [Ssr + S1oi]
Where
1. Sst = Ssr(agr,n,m) = Ssv(0O(a),n, m).
2. StpE = StpE(@TDE, A, n,m) = STpE(O(a/log(a™t)), A\, n,m).

3. polylogarg = [log (%) + log (% log(n))] 1/log (), for 6* = 46/log(a™).

Corollary B.20. Provided that there exist:

1. An oblivious streaming algorithm Egt for functionality F, that guarantees that with probability
at least 9/10 all of it’s estimates are accurate to within a multiplicative error of (1 + asr)

with space complexity of O (ﬁ : fST) for fst = polylog(agt,n,m)

2
S

2. For every ~,p there is a (v, aTDE, 1—10,]))—TDE for F using space -y - O( 1 'fTDE) for

a%DE
frpe = polylog(arpg, p,n, m).

Then there exist an adversarially robust streaming algorithm for functionality F that for any stream
with a bounded flip number A1, < X, s.t. with probability at least 1 — ¢ its output is accurate to
8 b

within a multiplicative error of (1 £ «) for all times t € [m], and has a space complezity of

@) (aT\/i . polylog()\,oz_l,é_l,n,m)>

C Formal Details for Applications (Section 5)

In this section we give the formal details for the resulting space bounds for F5. As these bounds
are a function of a stream characterization, we begin with that.

Characterising the input streams for F. The F» DE construction presented in [WZ21] has
an additional requirement for turnstile streams. We now present this requirement:

Lemma C.1 (Difference estimator for Fy (Lemma 3.2, [WZ21])). There exists a (7, a, §)-difference
estimator for Fy that uses space of O(ye ! logn(loga ™t 4log §~1)) for streams S that for any time
t > e, where e € [m] is the enabling time, admit:

Fy(SP) < v Fa(Se) (14)
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For F3 estimation of a turnstile stream, it may be the case that requirement 14 does not hold
while the DE accuracy guarantee does (See 1 in Definition 2.3). '© The problem is that in such a
scenario the DE estimators that are used by the framework are not accurate, while the framework
may try to use their estimations. In order to capture such a scenario in a stream, we define the
following:

Definition C.2 (Suffix violation of F ). Let v € (0,1). For F, for some time e € [t] where the
stream Sy of length t is partitioned, denote S, as the prefix of that partition and by Sf its suffiz.
Then time e is a y-sutlix violation for F if the following holds:

1F(S) — F(S.)| < v+ F(S.), and
2. F(S) > - F(S)

Note, that on times ¢ € [m] that are F» suffix violations the DE construction from [WZ21]
has no accuracy guarantee, and so our framework cannot use it for its estimation. We wish to
characterize the input stream w.r.t the number of such violations. For that, we present the notion
of a twist number of a stream (also defined in Section 1, Definition 1.6):

Definition C.3 (Twist number). The (o, m)-twist number of a stream S w.r.t. a functionality F,
denoted as fio,m(S), is the mazimal o € [m] such that S can be partitioned into 2 disjoint segments
S=PyoVyo---0P, 10V, 1 (where {Pi}ic|y may be empty) s.t. for everyi € [u]:

1. FOV;)) > a-F(PyoVyo---oV;_10P)
2. |F(PyoVy---0oPjoV;) —F(PyoVyo---oP)| <a-F(PopoVyo---0P;)

An extension for the turnstile model: Algorithm description. At a high level, the extension
is wrapping our framework. It monitors the output of the framework and checks whether it is
accurate, in which case it forwards it as the output. If the framework is not accurate then it must
be due to a previous input that did not admit some of the frameworks DE input requirement. In
such case, the monitor sends a phase reset command to the framework, and outputs the same as
the framework after its reset. This accuracy assertion is done by running additional estimators
(strong trackers) that are used as a validation to the framework output. These monitor estimators
are correct on all turnstile input. The extension is presented in algorithm Guardian. We also
describe the exact modification needed in algorithm RobustDE in order to receive external phase
reset commands in PhaseResetCommand.

An extension for turnstile model: Analysis structure. Algorithm Guardian analysis is
composed of two components. In the first (Section C.1) we show that on a p bounded twist number
stream there can be at most p phase reset commands that are sent to algorithm RobustDE (Lemma
C.6). In addition, in that first component we also prove that the output of the algorithm Guardian
is always accurate (Lemma C.7). The second component (Section C.2) consist of calculating the
resulting space bounds of the extended framework due to receiving p phase reset commands and
the additional space of the monitor (Theorem C.10). By instantiating known constructions of a
strong tracker and a difference estimator for F5 in Theorem C.10 we establish the resulting space
bounds for Fy in the turnstile model in Theorem C.13.

1075 see that, consider a stream with prefix frequency vector u and suffix frequency vector w s.t. the norm of the
frequency vectors between these two is roughly the norm of u (and so is the norm of u + w) while the support of u
and u + w is disjoint.
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Algorithm 6 Guardian(S,a,d, A, i, EsT, ETpr)

Input: A stream S = {(s, Aﬁ}te[m} accuracy parameter «, failure probability §, a bound on the
flip number A and a bound on the number of input violations pu.

Initialization:
1. Set Py = O(p), et = O(1/y/PaTog ), Ky = Q (% log (%))
2. Start estimators Ey with ay = O(a), Set Ty = Ky /2 + Lap(2 - e).
3. Initialize algorithm RobustDE with («/2,0/2, 5\, Est, Erpg) where A= O+ p-a™h).

For t € [m]:
1. Get the update (s;, A;) from S, feed into all estimators Ey; and receive the estimations z{f/[.
2. Next < RobustDE((s¢, A, 0))
3. If [{k € [Kn] : |2 — Next| > (3/4)a - Next }| + Lap(4 - £3;') > Tw then

(a) Redraw Ty
(b) Next < RobustDE((0,0, 1)) % Phase reset command

4. Output < Next

C.1 Bounding the number of phase reset commands.

Next we show that for a g bounded (v, m)-twist number streams, algorithm Guardian captures at
most p y-suffix violations (and so it issues that many phase reset commands to RobustDE). That is
established on Lemma C.6. Since algorithm Guardian uses oblivious estimators, we also prove that
its output validation is correct in the adaptive input setting. That is done by using a technique
from [HKM™20]. That is, first we prove that algorithm Guardian is DP (Lemma C.4). Then, we
use tools from DP to argue that the validation estimators are accurate (Lemma C.5), and finally
we show that this accuracy is leveraged for the correct validation (Lemma C.7).

As we mentioned, we achieve robustness for estimators Ey via DP. The following lemma states
that algorithm Guardian preserves privacy w.r.t the random strings of the estimators Eyy.

Lemma C.4. Let Ry be the random bit-strings dataset of Ex. Then algorithm Guardian satisfies
(€,8")-DP w.r.t. a dataset Ry by configuring ey = O <€/\/PM log(l/é’)).

Proof sketch. We focus on the time sequences that begin after a time the condition in 3 is True, and
ends in the consecutive time that the condition in 3 is True. Denote by Py at the number of such
time-sequences. Throughout every such time sequence, we access the dataset Ry; via the sparse
vector technique (See Algorithm of A.4). We calibrate the privacy parameters of this algorithm

to be ey = O <€/ v/ Palog(1/6 )) such that, by using composition theorems across all of the Py

sequences, our algorithm satisfies (e, §’)-differential privacy w.r.t. Ry O

In the following lemmas we assume that all the noises (up to 2m draws of Lap(O(e;;')) noise)
are smaller in absolute value from % log (6ﬂM) which is the case with probability at least 1 — M.
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First lemma is an adaptation of technique from Lemma 3.2 [HKM*20] that uses differential privacy
to assert that the estimations of Ey; are accurate.

Lemma C.5 (Accurate Estimations (Lemma 3.2 [HKM™'20])). Let E(S) have (an oblivious) guar-
antee that all of its estimates are accurate with accuracy parameter ag with probability at least
%. Then for sufficiently small e, if algorithm Guardian is (&,8")-DP w.r.t. the random bits of the

estimators {EF} ek, then with probability at least 1 — %/, for time t we have:
{k € [K]: |2" — F(t)] < ag- F()}| > (8/10)K
Where 2F < EF(S) for a set of size K > elz log (%) of the oblivious estimator E(S)

proof (A simplified version of B.16). For time t € [m] let S = ((s1, A1), ..., (st, A¢)) be the prefix
of the input stream S for that time. Let z; < E(r,S;) be the estimation returned by the oblivious
streaming algorithm E after the ¢ stream update, when its executed with random string r on the
input stream S;. Consider the following function: fis, =) (7) = 1{z € (1 + ag) - F(S;)}. Since
algorithm Guardian is (g,d')-DP, then by the generalization properties of differential privacy (see
Theorem A.8), assuming that K > elz log (%—?), with probability at least 1 — %,, the following holds
for time ¢:

1
E, [fis,70)(r)] — K Z fisem(e) (Te)| < 10e
kelK]

We continue with the analysis assuming that this is the case. Now observe that E, [ J(Sem(t) (7‘)] >
9/10 by the utility guarantees of E (because when the stream is fixed its answers are accurate to
within a multiplicative error of (1 + ag) with probability at least 9/10). Thus for ¢ < Wlo’ for
at least of 8/10 of the executions of E we have fs, ~)(rx) = 1 which means the estimations z
returned from these executions are accurate. That is, we have that at least 8K/10 of the estimations
{zf} kK] satisfy the accuracy of the estimators.

O

Lemma C.6 (Maximal number of monitor triggers). For an input stream with a (o, m)-twist
number p, algorithm Guardian is sending at most pu reset commands for algorithm RobustDE.

Proof. We show, that for an execution with p phase reset commands, the input stream S has a
(70, m)-twist number of at least p. That implies the statement.

Let ro < r; <--- <ry_1 be the times in which algorithm RobustDE has issued a phase reset
command. We focus on the time segment (r;_1,7;] for some i € [u]| (and in the time segment [0, r¢]
in the case of ¢ = 0). That is in time r; we have:

K 4 2 4-K
Hk‘ € [Ku] : |28 — Next| > (3/4)a - Next}‘ > M " og =) > M
EM 10

Where the first inequality holds in the event of the bounded noises and the second inequality holds

by asserting that: Ky = Q2 (% log (%)) =0 (%,/PM -log (%) log ((%)) So, for at least 40% of
the estimations 2§, of the estimators Eyy it holds that |25, — Next| > (3/4)a - Next, and in the same

time, by Lemma C.5 we have that at least 80% of the estimators are accurate. That is for at least
one estimation 2§, both of above statements hold and we have (for any « € (0,14/15)):

|Next — F(t)| > (1/2)a - F(t).
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That is, algorithm RobustDE accuracy guarantee does not hold in time 7;, as it is not (1/2)«
accurate. In addition, in time r;_; there was also a phase reset (or in case that i = 0, r_; = 0).
And so, if there has been any suffix violations it has not effect after the phase reset of time r;_1.
Therefore it follows that (w.h.p) there must be some time segment [e,t] s.t. r;m1 < e <t <1y
and in addition some level of estimators s.t. these estimators were not accurate, causing algorithm
RobustDE accuracy guarantee to break. Denote V; as the input stream S in times [e,t], then
previous conclusion is that V; is a «/-suffix violation for some 7’ > ~y. That is, for each issued
phase reset command, we have in S at least one vg-suffix violation which imply that in such a
scenario the input stream must have a (yp, m)-twist number of at least p. O

Extension output is accurate. We now show that the output of algorithm Guardian is accurate
in all time ¢ € [m].

Lemma C.7. If Pyt > p then with probability at least 1 — § algorithm Guardian output admit for
all time t € [m]:
|Output — F(t)| < o~ F(2)

Proof. We relate to two cases w.r.t condition 3. If the condition is True, then the output is given
after a phase reset command. In that case it was computed by the ST level estimators that are used
in the new phase and are not affected by v-suffix violations. And so, the output is (1/2)a-accurate
according to the configured accuracy of algorithm RobustDE. In the complement case where the
condition is False, we have the following:

K 4 2 4-K
Hk‘ € [Ku] : |28 — Next| < (3/4)a - Next}‘ > TM — —log <_m> > 10M

Where the first inequality holds in the event of the bounded noises and the second inequality holds

by asserting that Ky = Q2 (% log (%)) =Q (%,/PM - log (%) log (%)) That is, we have at least

40% of the estimations z¥ that are (3/4)a close to Next. At the same time, by Lemma C.5, at
least 80% of the estimators are ap-accurate thus there exists an estimator that admit both. And
so, by setting ang = (1/10)a we have that (for any « € (0,1)):

|Next — F(t)| < a - F(t)

We now address the failure probability 6. Recall that all noises in algorithm Guardian (we have

at most m draws of Lap(2/en) and m draws of Lap(4/ey) noises) are bounded by %log (?5—?\,"”)

w.p. at least 1 — 6". Then by setting 6 = §/4, we have that the noises in algorithm Guardian
are bounded as required w.p. at lest 6/4. In addition, Lemma C.5 statement holds w.p. at least
1 —6'/100. Configuring ¢’ = §/(400m) yields that this lemma statement holds for all ¢ € [m] w.p.
at least 1 — /4. In addition, we configure the failure probability of RobustDE for §/2. That is, we
have that w.p. at least 1 — § all algorithm Guardian outputs are accurate in all ¢ € [m]. O

C.2 Space complexity of the framework extension.

It remains to account for the space complexity of RobustDE with at most p additional phase reset
commands received externally from the Guardian algorithm. The adaptation that is needed in
RobustDE in order to facilitate external phase reset command is presented in PhaseResetCommand
(we present only the relevant lines).
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Algorithm 7 PhaseResetCommand
For t € [m]:

8. Get the update (s;, Ay, b;) from S and feed (sy, A;) into all estimators.

9. If Hk € [Kw] : 24 ¢ (%-ZST : P-ZST)H +Lap(egl) > Tw or by = 1:
Set 7 = 0, redraw Twy.

10. ...

External phase reset command in algorithm RobustDE. In order for Guardian to be able
to trigger a phase reset command in algorithm RobustDE, we add an input to the stream, namely
b;, that signals an external phase reset command. This input b; has an effect on the functionality
of line 9 and can initiate a phase reset. That is, in 9, the condition is triggering initiation of a
new phase (regardless of 7 state) and in the extended version this initiation can also be triggered
externally by the received input by = 1.

Each external reset command comes with cost in terms of additional output modifications. As
these additional output modifications require additional estimators in the framework to support
them, we calculate a new sufficient value for the input parameter \ of Algorithm RobustDE. This
parameter in the not-extended framework is bounding the flip number of the input stream. We
calculate a new value for that parameter, denoted by A. That value is sufficient to support in the
extended framework a stream with a flip number of A and in addition, u external reset commands.

Calibrating \. Recall that in the analysis of RobustDE we calculate bounds for the number of
output modification that are associated with each of the estimators levels, C; (see Lemma B.13).
It then follows for that analysis that configuring the capping parameter of each level, P;, to be
larger then C; (Corollary B.14) ensures no capping. These bounds are stated w.r.t a bound on
an (O(«), m)-flip number bound A that is an input to the algorithm, and hold for the framework
without external phase reset commands. Since the extension introduces such external phase reset
commands, the previous analysis needs to be adapted. That is, we need to show new bounds for
the number of output modification per estimators level C; for the extended framework w.r.t a
stream that has a bounded («/, m)-flip number and (4, m)-twist number. We do that as follows:
calculate a new input for the framework A = f (A, i) s.t. the computed parameters of the framework
Pj(j\) will be sufficient for no-capping-state for a A bounded (a/, m)-flip number and g bounded
(y0,m)-twist number streams. The following lemma calculate such calibration of \:

Lemma C.8 (Calibration of \). Let S be a stream with (o/,m)-flip number and (vo, m)-twist
number bounded by \ and p correspondingly. Then,

A

where A = OX+ p- a1, o = (1/2) - StepSize(a) = O(a), v9 = EASIT2.2. 4 = O(a).

l—agT

Proof. First we look on some segment of the stream S corresponding to times between two consecu-
tive phase resets (either an internal phase reset or a phase reset command received from Guardian).
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On each such segment we bound its («/, m)-flip number and calculate the resulting number of phases
in that segment. Then we sum the total number of phases within all these segments. Finally, we
bound the number of output modifications associated with each level from the bound of the number
of phases.

Total number of phases. By Lemma C.6 we have that there are at most p reset commands
issued from Guardian for S. In addition, there are at most K = O(a)\y/(S)) internal resets (see
Lemma B.13). Denote by fi = p + k the number of phase resets in algorithm RobustDE (internal
and external). Let {r;};c[u), i € [m] be a set of times in which the ji phase reset were executed.
For i € [f1], let S; by the sub stream of S in times [r;,r;+1) (where S;_1 is on times [r;_1,m — 1]).
Also denote by ¢, ¢; the number of phases in §,S; correspondingly. The following holds:

¢=§:¢r;§:[——ggﬁ——wg}j<__QQQ__+4>%ﬂ+§lqm&ﬂ&)+l

£~ , PhaseSize + 1 <\ PhaseSize + 1 PhaseSize + 1
i€li] i€[i] ielal

3 A(S)+ 30 Ao/ (S) +3(p + k) A
< — 7 T K — -
Sat PhaseSize +1 — prht PhaseSize + 1 0 + PhaseSize

where (1) is true since on each segment S; there is no phase reset and we start a new phase every
PhaseSize + 1 number of steps (see the proof of Lemma B.13), (2) holds since for every output
modification the value of F progresses by at least factor of (1/2) - StepSize > o/ (see the proof of
Lemma B.13), (3) is true by Lemma B.10.

Output per level. In every phase there are at most PhaseSize number of output modifications.
And so (See the proof of Lemma B.13), for j € [f], the number of output modifications associated
with level j estimators is O(PhaseSize/27). That is:

B PhaseSize | A PhaseSize ) peoa”t A B A
C3(5) = ¢-0 (T) =0 <M + PhaseSize) 0 ( 27 ) =0 <T> =0 <2j>

O

An immediate Corollary is that calibrating the input A = Q(ua~ +\), algorithm RobustDE will
not get to capping state. That is since algorithm RobustDE is setting the parameters P; = Q(A/27)
for an input A, resulting in P; > C}(S) as required.

Corollary C.9 (No capping in extended RobustDE.). Let S be a stream with (o, m)-flip number
and (v, m)-twist number bounded by X\ and p correspondingly. Calibrating A, the input of RobustDE,
to A= Q(u-a~t 4+ \) is sufficient to ensure RobustDE will not get into capping state.

We now present the resulting space bounds of the extended framework.

Theorem C.10 (Extended framework for Adversarial Streaming - Space). Provided that there
exist:

1. An oblivious streaming algorithm Egt for functionality F, that guarantees that with probability
at least 9/10 all of it’s estimates are accurate to within a multiplicative error of (1 + agr)
with space complexity of Sst(asT, 1—10,n,m)

2. For every ~y there is a (v, apg, llo)—DE for F using space v - Spg(apE, llo,n,m).

46



Then there exist an adversarially robust streaming algorithm for functionality F that for any stream
S with a bounded flip number Ay 1,,(S) < A and a bounded twist number piy, m(S) < p (where
v = O(a)), s.t. with probability at least 1 — § its output is accurate to within a multiplicative
error of (1 £ «) for all times t € [m], and has a space complezity of

0] (\/ a - A+ u - polylog ALG) . [SST + SDE] .
Where:
1. Sgr = Ss1(0(a), %,n,m).

2. Spg = Spe(0(a/log(a™1)) n,m), for A= O\ +p-a™ 1)

1
> 10X’
3. polylogarq = polylog(A, ™!, 671, m,n).

Proof. In order to use the framework of Algorithm RobustDE for functionality F it is neces-
sary (by Theorem B.19) to have for every ~,p a (y,aTDE,p,l—lo)-TDE for F using space 7 -
Stpe(arpr, p,n,m). By Corollary 4.1, it is possible to construct a TDE from a DE (that has
the same accuracy guarantee) with space of Stpg(y,a,d,p,n,m) = 2- Spr(v,a,d/p,n,m). Thus
having a (v, apg, 1/10)-DE with space of v - Spg(apg, 1/10,n,m) imply a (v, aTpg, p, 1/10)-TDE
with space of Stpg = 2 - Spr(7, aTpE, 1/(10 - p),n, m) with the same accuracy guarantee.

Sufficient parameter calibration. By Lemma C.8, calibrating A= QX + p - a1 is sufficient
to ensure that algorithm RobustDE will not get to capping state. (in addition in Lemma C.8
the required accuracy constant of the flip number is required to be o/ = (1/2) - StepSize(a) <
(1/2) - a/(2T) that is o/ = O(«).) If in addition we configure Py > p, then by Lemmas C.4, C.7
we have that the output of Guardian is a-accurate in all times ¢ € [m].

Space of Guardian. Space of Guardian alone is accounted with the space of a Ky number of Ey
estimators. These are strong trackers with accuracy ay = (1/10) - o = O(«).

Space(Guardian(Egr, Epg, A, i1, v, 0,m,m)) = Ky - Space(En)

| —

:O< PM-log

Jos 37)) s

0t (5))- 5

3

Since &' = O(§/m), 6~ = O(5), Pu = O(p).

Space of RobustDE. We have that Stpg = 2+ Spr(7, aTpE, 1/(10-p),n,m) and A=O0M\+p-ah).
And so, by plugging in A, Stpg(a,d,p,n,m) = 2 - Spg(a,d/p,n,m) in B.19 we get the required
bounds:

Space(RobustDE(Egr, Epg, ;\, a,0,m,m)) =0 (\/ a- M- polylog ALG) - [SsT + STDE]
=0 (\/ a- A+ u - polylog ALG> - [Sst + SpE|
Where

1. SST = SST(aST, 1/10,n,m) = SST(O(Q), 1/10,n,m).
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2. Spg = SDE(aTDEa 1/(105\),71,77@) = SDE(O(Q/ log(a‘l)), 1/(105\),71,77@).

3. polylogarc = [log () +log <a5* log(n ))} log (%) = polylogA + p -t a7t 671 m,n).

4. A=0M\+p-ab), 6* =d/log(a ).
Total space of extension. It remain to calculate the resulting bounds of algorithms RobustDE,

Guardian. Since log!®(m/8) = O(polylogr), then the space of Guardian is subsumed in the
space of RobustDE. O

To apply our extended framework to F5, we first cite constructions of a strong tracker and of a
difference estimator for F5, and then calculate the overall space complexity that results from our
framework.

Theorem C.11 (Oblivious strong tracker for F, [AMS99, TZ04]). There exists a strong tracker
for Fy functionality s.t. for every stream S of length m outputs on every time step t € [m| an
a-accurate estimation z € (1 + «) - Fa(S) with probability at least 9/10 and has space complexity
of O (25 logm (logn + logm))

Theorem C.12 (Oblivious DE for Fy [WZ21]). There exists a (7, «, §)-difference estimator for Fy
that uses space of O < log" <51 (log L +log 6))

Theorem C.13 (F, Robust estimation). There exists an adversarially robust Fy estimation algo-
rithm for turnstile streams of length m with a bounded (o, m)-flip number and (o, m)-twist number

with parameters A and p correspondingly (where o/ ,~vy = O(«)), that guarantees a-accuracy with
probability at least 1 —1/m in all time t € [m] with space complezity of

0] <@ log3‘5(m)> .

a?

where O stands for omitting polylog(a™") factors.

Proof. By Theorem C. 11 there exists a (agr, 10) strong tracker for functionality Fo with space
complex1ty of Ssr(ast, 15,n,m) = O (aST logm (log n +logm)). For m = poly(n) we get Ssp =
O(a2log?(m)). By theorem C.12, there exists a (v, apg, 10) -difference estimator for functionality
F, with space complexity of ~ - SDE(aDE,5 n,m) where Spg = O (aDE logn (log aDE +logd~ ))
Then by Theorem C.10 we have:

Space(F-Extension) (W polylog ALg> - [Sst + SpE|
20 (W [log < 5 ) + log (%‘g{rl log(n))} log (%) - [SsT + SDE])
20 <\/m -log!® (%) [a™?log?(m)) + a2 log(m) log(é‘l)]>

where (1) is by plugging in polylog,y,¢ and omitting factors of polylog a~!, (2) is by again omitting
factors of polyloga ™!, noting that A\, < m and by assuming that n = poly(m). Now, setting

d =1/m we get:
\/Oﬁ‘)\‘i‘ﬂ 3.5
————1log™"(m)

Space(Fy-Extension) = O < 5
«
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