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Abstract

Correlation measure of order k is an important measure of random-
ness in binary sequences. This measure tries to look for dependence
between several shifted version of a sequence. We study the relation be-
tween the correlation measure of order k£ and another two pseudorandom
measures: the Nth linear complexity and the Nth maximum order com-
plexity. We simplify and improve several state-of-the-art lower bounds
for these two measures using the Hamming bound as well as weaker
bounds derived from it.
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1 Introduction

For a positive integer N, the Nth linear complexity L(S, N) of a binary se-
quence S = (s;)2, over the two-element finite field Fy = {0, 1} is the smallest
positive integer L such that there are constants cg, cq,...,c 1 € Fy with

Si+1, = CL—1Si+L—1 + ...t CoSq, for0<i< N — L. (1)

We use the convention L(S,N) =0if sg = ... =sy_1 =0 and L(S,N) =N
if sop =...=5sy_2 =0 %# sy_1. The Nth linear complexity is a measure for
the predictability of a sequence and thus its unsuitability in cryptography. If
S is T-periodic, we have L(S, N) = L(S,2T) for N > 2T. This number is the
linear complexity of the sequence S.

Analogously, the Nth mazimum-order complezity M (S, N) of a binary se-
quence S = (s;)22, is defined as the smallest positive integer M such that there
is a polynomial f(z1,...,xn) € Folzy,..., 2] with

Sivar = [(Sis Sip1, -+ Sigm—1), for 0 <i <N — M,

see [13], 12 [19]. Again, if the sequence is T-periodic, M (S, N) = M(S,2T) for
N > 27T. This is called maximum-order complexity of S.

Obviously, we have M(S, N) < L(S, N), so maximum-order complexity is
a finer measure of pseudorandomness than linear complexity.

Let k be a positive integer. The (Nth) correlation measure of order k of S
is defined as

U-1
Ck(S, N) — max Z(_1)Sn+d1+8n+d2+...+sn+dk ’
U,D
n=0

where the maximum is taken over all U < N —k+ 1 and D = (dy,ds, ..., dy)
with integers 0 < d; < dy < ... <d < N —U. This is an adaptation to the
binary case of the definition concerning sequences over {—1,+1}, introduced
by Mauduit and Sérkozy [14].
Brandstatter and Winterhof [4] proved the following relation between the
Nth linear complexity and the correlation measures of order k:
L(S; N)> N— max Ci(S,N), for N >1. (2)
1<k<L(S,N)+1
Recently, Isik and Winterhof [IT] have derived an analogous result concern-
ing the Nth maximum-order complexity:

M(S,N) > N — 2MEN+1L, max Ce(S,N), for N>1. (3)
1<k<M(S,N)+1
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Roughly speaking, any sequence with small correlation measure up to a
sufficiently large order k£ must have a high Nth maximum-order complexity
(and hence Nth linear complexity) as well. For surveys on linear complexity
and related measures of pseudorandomness, see [9, 15, 16, 1) 22| 25].

The problem with these bounds is that they seem to be far from tight.
Even if the correlation measure is close to the expected value for a random
binary sequence, the bounds above are far from expected.

Due to the constraints on the Nth correlation measure given by Gyarmati
and Mauduit [I0], which implies that the correlation measure is bigger than
V/N for many orders, the lower bound in Equation (@) is 2v/N. For M (S, N),
the lower bound can not be greater than (log V)/2, see e.g. [I1]. Notice that
the expected Nth linear complexity of a random binary sequence is N/2 [20].
For the Nth maximum-order complexity, the expected value is 2log N [13].

In this work, we discuss the higher order correlation of binary sequences,
improving the lower bounds shown in Equations (@) and (B]). Then, we re-
view the literature and improve the lower bounds on linear complexity and
maximum-order complexity of several known sequences.

Our results are based on the Hamming bound on error-correcting codes
(see e.g. [I8 Theorem 3.4.6]). Additionally, we use the following definition for
the periodic correlation measure of order k of a T-periodic binary sequence S,

T-1
0:(S) = mpxc| 37 (— 1) Fonvas et |

n=0

where D = (dy,...,dg), with 0 <dj <dp < ... <dp <T.

A binary sequence S is said to have a full peak in the aperiodic corre-
lation measure of order k if Ci(S,N) = N — k + 1. It has a half peak if
Cr(S,N) > N/2. The same definitions apply also for 6;(S), the periodic
correlation measure of order k.

We suppress “of order k7 when referring to the correlation measure when
the order k is clear from the context.

2 Higher-order correlation measure

We prove below a link between the linear complexity of a sequence and its

correlation measure. Before, we state a direct consequence of the Hamming
bound [18, Theorem 3.4.6].



Lemma 1. Let p be a prime number and C C IFZ a linear subspace of dimen-
sion d (i.e. a linear code over I, ). If, for some integer t > 0,

L(t—1)/2]
T )
>, (i)(p— 1> pte,
i=0
there exists a nonzero vector v € C' with at most t nonzero components.

The strong relation between cyclic codes and periodic sequences allows
using the previous lemma to relate the linear complexity of a sequence with
the existence of full peaks in the periodic correlation measure.

Theorem 2. Let S = (s;)2, be a T-periodic binary sequence with linear com-
plexity L. If, for some integert > 0,

[(t—1)/2]
- 1
=0

the sequence has a full peak in the periodic correlation measure 0y(S) for some
k with1 <k <t, ie, 0,(S)=T.

Proof. Let C' C F% be the linear subspace generated by
(50,81,--+,87-1), (51,82, ---,80), - -, (87-1, 50 - ., 57_2),

i.e. a sequence’s period and all its shifted versions. We denote by C* the
orthogonal subspace of C, i.e.

=0

T-1
ot — {(co,...,cT_l) EIF;F : Zci3"+i:()> Vnz()}.

It is trivial to check that dim(C) = L, and hence dim(C*) = T — L. By
Lemma [T (with p = 2), there exists a vector in C* with exactly k& < ¢ nonzero
components. Let dq,...,d; be their indices, so

k
anerj =0, Vn=>0.
j=1

This implies that there is a full peak in periodic correlation measure of order
k. O



For the aperiodic correlation, we have the following result.

Theorem 3. Let S = ()2, be a T-periodic binary sequence with Nth linear
complexity L(S, N). If, for some integert > 0,

(/20 5 o

the sequence has a half peak in the aperiodic correlation measure Cy(S, N) for
some k with 1 < k < 2t, i.e., Cx(S,N) > N/2.

Proof. Suppose that the sequence satisfies Equation (II), which means that
the first L(S, N) elements and the recurrence generates the next N — L(S, N).
There are at most 2X(5N) different sequences of length N that can be generated
by the same linear recursion.

One the other hand, any sequence (y,)5, defined as

t
Yo=Y Snva,, With0<dy<...<d < [N/2], (4)

i=1

can also be generated by that linear recursion. There are at least (LN t/ 2J) ways
of choosing that shift set {d,}.

Therefore, by hypothesis, there exist two different ordered list of shifts:
{di,...,d;} and {eq,..., e} such that

t k t
Z Sntd; = Z Snie; — Z(Sn—l—dj - Sn+ej> = 07 (5)
=1 =1 =1

for 0 <n < [N/2] < N —max{d;, e;}. Then, there is a half peak in the Nth
correlation measure of order at most 2¢. O

The following result, which we state for its applications, is a direct conse-
quence of Theorem

Corollary 4. Given any positive integers K and N with K* < N. If a binary
sequence S satisfies Ci(S, N) < N/2 for every k < K, we have

1 1
L(S,N) > §K(logN+1—logK) - §logK—i—5,

where § 1s an absolute constant.



Proof. Because the result of Theorem [B] does not hold, it must be the case

that: N/
2L(S,N) > <|.K§2J)’ (6)

where substitute the combinatorial number by the Stirling approximation

|N/2] Ne\ ™ s

~ | — oK)~V
where ¢ is some positive constant. Taking logarithms at both sides of Equa-
tion ([0)), we get the result. O

We compare Equation (2)) and this new bound. First, whenever we can
apply the former, Corollary M applies as well and the lower bound is improved
by a factor of log N. Also, it is enough to obtain a non-trivial bound for
Cx(S, N), a strong bound being no longer necessary.

These results have immediate application to the families of binary sequences
summarized in Table [Il For those sequences’ definition, as well as parameters
and properties, see the book of Golomb and Gong [8].

Family Period Linear Bound on k
complexity | for the existence
of a peak

m-sequences | 20 — 1 l 3
Small Kasami | 2¢ — 1 30/2 5
Gold codes | 26 —1 20 7
Large Kasami | 2¢ — 1 5¢/2 9
3-term trace | 2¢—1 30 9
5-term trace | 2¢—1 50 11

Welch-Gong | 2/ —1 | 2341 (23 +1)/¢

Table 1: Different families of binary sequences, together with the upper bound
on k such that there exists a peak in the periodic correlation measure of order
k according to Theorem

Results on Small Kasami and m-sequences have already been discovered
by Warner [24] 23]. In the case of the Gold codes, Adams [I] presented some
results regarding partial peaks and conjectured on full peaks for order 9. Boztas
and Parampalli [3] studied the third-order correlation in order to assure the
probability of intercept of Gold codes.



We now enunciate a simple theorem of the same flavour for the Nth max-
imum order complexity, improving the bound in Equation ().

Theorem 5. If a binary sequence S satisfies M(S, N) < log N — 2, it has a
half peak in the aperiodic correlation measure of order 2, i.e. Co(S, N) > N/2.

Proof. In order to simplify the notation, M = M(S, N) < log N — 2. Under
the hypothesis and since the first N elements of the sequence can be generated
by a polynomial with M variables, i.e.

Sivar = f(Sis Siv1, -+, Sigm—1), for 0 <i <N — M.

By [I3, Propostion 2], the period of the sequence (s;)2, is less than 2¥ see
the explanation in the footnotel.

This means that there exists 0 < d; < dy < 2™ such that s;,.4, = Si1q, for
0<i< N—M—d,. The final stepis N—M —dy > N—log N+2—N/4 > N/2
and this finishes the proof.

U

3 Some applications

Hall’s sextic residue sequence. The recent work of Aly and Winterhof [2]
studied Hall’s sextic sequence, which is a binary sequence with prime period
T =1 mod 6. For such a period and a primitive root modulo 7', say g, Hall’s
sextic residue sequence H = (hy)%, is defined as follows: let

Co=1{¢""|0<i<(T-1)/6}, ¢=0,1,...,5, (7)
be the cyclotomic cosets modulo 1" of order 6. Then, for n > 0,

1, if?”LHIOdTGC()UClUCg;
hy, = .
0, otherwise.

(8)

Hall’s sextic sequence has several desirable features of pseudorandomness,
one of them being low correlation measure:

k
C.(H,N) =0 ((13—4) kﬁlogT> : (9)

'The idea is that the different possibilities for the tuples (SisSit1y--sSitm—1) 1s, at
most, 2. The tuple defines the next element, so this bounds the period of the sequence.
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Using this bound and the lower bound proved by Brandstatter and Winter-
hof [4], it is shown in the reference article [2] that the Nth linear complexity
is Q(log T'). This is improved in the following result.

Corollary 6. For any € > 0, a sufficiently large T and N > 2T"/**(log T)?,
the Nth linear complexity of Hall’s sextic sequence H satisfies

L(H,N) > (logN)?,
where the implied constant depends on €.

Proof. The correlation measure of order k£ of Hall’s sextic sequence is less than
N/2 for k < elogT/8, if N > T'?*¢. This is simple to see substituting in
Equation (@),

14 k logT/8
(?) VT logT < (?) log TVT log T < TY**/%(1og T')? < N/2.

By Theorem Bl we have
L(H,N) > elogT/16(log N —log e —loglog N —3) —loglog N +§ > (log N)2.
This finishes the proof. O

Fermat quotient threshold sequence. For prime p and an integer u
with ged(u, p) = 1, the Fermat quotient g,(u) modulo p is defined as the unique
integer with

uP™t —1
gp(u) = T (mod p), 0 < gp(u) < p.
We also define

q,(kp) =0, for k € Z.

Note that (g,(u)) is a p*periodic sequence modulo p, so T = p?. Then the
binary threshold sequence € = (e,)2, is defined by

0, if 0<gy(u)/p<i;
=911 ifl< 1
9 1 2 — QP(U)/p < L

Note that for which applications a discrepancy bound with arbitrary shifts is
needed. Most discrepancy bounds on nonlinear pseudorandom numbers found
in the literature consider only equidistant shifts.
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Using the same techniques, Chen et al. [7] proved a bound on the correlation
measure. In Theorem 3 of that paper, they showed that

C(&, N) < p(logp)®. (10)
The following corollary gives a new lower bound on the Nth linear complexity.

Corollary 7. For any € > 0, a sufficiently large p and N > 2p'™=(log p)3, the
Nth linear complexity of the binary threshold sequence & satisfies

L(E,N)>logN,
where the implied constant depends on €.

Proof. Again, it is easy to see that if N > 2p'*(logp)3, then the correlation
of the sequence of order 2 is less than N/2. By Corollary [ taking K = 3
and using the bound in Equation (), we get the result. O

This improves the bound of order (log N — logp)/loglogp, given by Chen
et al. [T, Theorem 4]. As shown by this result, even weak bounds lead to im-
provements on the correlation measure provides information about the linear
complexity.

Error linear complexity profile of sequences. Another application is
to lower bound the K-error linear complexity profile, i.e. the minimum linear
complexity profile among sequences differing from the studied one in at most
K entries. In particular, let us bound the K-linear complexity of £ and H.

Corollary 8. For N < T(= p?), the Nth linear complexity of the binary
threshold sequence &, allowing at most N/6 entry switches, is greater than

log N.

Proof. Notice that a change in N/6 or fewer sequence elements increases the
value of the correlation measure of order 2 in N/3. This is trivial to see from
the definition, because it modifies at most N/3 terms, so the correlation goes
up by N/3.

Together with the bound in Equation (I0), we obtain the result. O

The proof of the next result follows the same path as the previous one.

Corollary 9. For N < T, the Nth linear complexity of Hall’s sextic sequence
H, changing at most N/6, is greater than (log N)?.

In Table 2 we compare with previous results the obtained bounds for the
Nth linear complexity of several sequences. The resulting bound by Theorem
on the Nth maximum order complexity for all of the sequences listed in the
table is log N — 2.



Sequence Previous lower bound | Corollary @
Logarithm
threshold
sequence

A

Two-prime

generator N/ JT JN log N
sequence

4]

Modified inverse
threshold
sequence

[6]

Binary cyclotomic
sequence log N/ loglog T (log N) loglog T’
[5]
Inversive
threshold sequence | log N/ loglog T (log N)loglog T

7]

Table 2: Bound comparison. The previous results are stated using simplified
notation, where 71" stands for the period.

log N/ loglog T log N

log N/ loglog T (log N) loglog T’
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4 Conclusions and Acknowledgments

This paper presents generalizations of the results appearing in the articles [4]
and [II]. Thanks to these results, it is possible to use these results mount
correlation attacks in systems using standard families of binary sequences like
Gold codes and Kasami families (see Table [[l). The results regarding the
aperiodic form of the correlation measure of order k& improve the lower bound
on the Nth linear complexity given several papers, as stated in Table 2 For
those sequences, we provide new non-trivial lower bounds on the maximum
order complexity.
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