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Abstract

The neural network with 1-Lipschitz property
based on {..-dist neuron has a theoretical guar-
antee in certified /., robustness. However, due
to the inherent difficulties in the training of the
network, the certified accuracy of previous work
is limited. In this paper, we propose two ap-
proaches to deal with these difficuties. Aiming at
the characteristics of the training process based on
{--norm neural network, we introduce the EMA
method to improve the training process. Consid-
ering the randomness of the training algorithm,
we propose an ensemble method based on trained
base models that have the 1-Lipschitz property
and gain significant improvement in the small
parameter network. Moreover, we give the the-
oretical analysis of the ensemble method based
on the 1-Lipschitz property on the certified ro-
bustness, which ensures the effectiveness and sta-
bility of the algorithm. Our code is available
at https://github.com/Theia-4869/
EMA-and-Ensemble-Lip-Networks.

1. Introduction

‘Certified robustness is a strong guarantee of the robustness
of neural networks. Previous studies have used techniques
like adversarial training, interval bound relaxation and ran-
domized smoothing. The work (Zhang et al., 2021) by
Zhang et al., however, proposed a simple yet effective way
to deal with certified robustness by using /,-dist neurons,
which provides an efficient framework to solve /,,-norm
restricted perturbation and gives the robust generalization
bound based on the 1-Lipschitz property of the network. The
1-Lipschitz property implies that achieving good robustness
accuracy on the training dataset is the key to achieving good
practical results for this framework. The proposed network
structure has a theoretical guarantee and reached the state of
the art on standard test sets, but its performance is still lim-
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ited and the structures are rather simple. We believe this is
due to the sparsity of its gradient which makes the network
hard to train. In this report, we focused on improving the
expressing ability of networks built upon ¢ -dist neurons
while preserving its robustness. We present our results on
improving the certified robustness of neural networks along
with a few unimplemented ideas. In addition, we provide
formal formulations for these methods.

First, we try to construct advanced network structures using
{-dist neurons. As the accuracy rate is an upper bound
of the robust/certified accuracy rate, we believe that if a
more complex network structure could improve the stan-
dard accuracy rate, the robust accuracy and certified accu-
racy are likely to be improved. However, the results have
shown that the realization of the complex network structure
(LeNet/AlexNet/VGGNet) based on /,-dist neurons did
not meet our expectations. We analyze the possible reasons.
Then we try to train the network through non-gradient-based
optimization algorithms. After analyzing the key points of
the training process in detail, we use the improved optimiza-
tion algorithm (EMA) to train the network. Finally, inspired
by ensemble learning (Xu et al., 2021), we implement the
LeNet-based ensemble model and compare it with the pure
LeNet structure. The result has shown a significant improve-
ment, with a certified robustness accuracy rate close to the
state-of-the-art level.

Our contributions are summarized as follows:

* We prove that the training of /.-dist networks through
first-order optimization methods is intrinsically hard,
which coincides with the results from our attempt at
building advanced network structures.

* We use exponential moving average (EMA) to train
the network and get better performance.

* We propose ensemble methods and tested them on
multiple network structures. The ensemble methods
improve small networks significantly.

* We provide a theoretical analysis of ensemble meth-
ods, which gives a guarantee for the effectiveness and
stability of the method.
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2. Methods

2.1. Advanced Network Structures

As the network structures presented in the original paper
are simple and the standard test accuracy is pretty low, we
try to improve its expressive power by constructing several
advanced network structures using ¢.-dist neurons includ-
ing LeNet (LeCun et al., 1998), AlexNet (Krizhevsky et al.,
2012), and VGGNet (Simonyan & Zisserman, 2015). The
original form of these networks has reached the state of the
art on clean test sets.

2.2. Training via Non-gradient Based Optimizer

Training via gradient descent incurs well-known problems
like vanishing and exploding gradients, where the former
is an inherent weakness of /,.-dist nets as it has a sparse
gradient. The MAdam optimizer (Bernstein et al., 2020)
attempts to alleviate this problem by using multiplicative
weight update to train the network, which proved to be
efficient on deep neural networks. We use MAdam to train
some of the networks we built.

2.3. Exponential Moving Average

Exponential Moving Average is an effective technique in
training that performs an exponential average of the weights
traversed by a stochastic optimizer with a modified learning
rate schedule. We implement this technique on our models.

Formally, an exponential moving average ¢’ of the model
parameters @ with a decay rate 7 (i.e., 8’ < 7-0'+(1—7)-0
at each training step). During evaluation, the weighted
parameters 8’ are used instead of the trained parameters 6.

2.4. Model Ensemble

Recall the nature of adversarial robustness, when the train-
ing is completed, samples in the instance space are divided
into different categories by the classifier curve (the image of
the neural network function in the high-dimensional space).
Although the theoretical analysis of the dataset shows there
is a sufficiently large gap between data points of different
categories (188 for MNIST, 81 for Fashion-MNIST, 54 for
CIFAR-10), for the classifier model based on deep neural
networks, this gap is fragile. In other words, we can per-
turb the boundary of the classification curve with a small
{oo-norm-limited perturbation to make it misclassify.

Thus, we propose a theoretically guaranteed model based on
the ensemble. Intuitively, if we use multiple training models
to implement the ensemble model, we could maintain the
overall prediction accuracy at a certain level (In fact, better
results are usually achieved, but it is out of our concern),
and the 1-Lipschitz property of the overall model function
will also be guaranteed.

What’s more, because our pre-trained model is heteroge-
neous in a certain sense, under the constraint of ¢/, norm,
small disturbances will no longer cause the instance to be
misclassified easily. Formally, for an example x, for each
model M; (1 < 7 < m) participating in the ensemble, there
is an optimal /., restricted disturbance ¢; to make x + J;
misclassified as much as possible, but due to the heterogene-
ity of the model, the classification curve of each model is
at the boundary with different refinement structures, these
optimal disturbance vectors will also be different. Thus, it
would be hard for a universal perturbation § to make most
models participating in ensemble misclassify x + §, which
leads to better robustness.

3. Theoretical Analysis

3.1. Defects in the Training Process of Neural Network
Based on /. -dist Neurons and Advantages of
EMA Method

Theorem 3.1. If f,,(x) = ||x||, we have
Vin(x) = Vxle (1)

The proof of this theorem is straightforward.

This simple theorem shows that no matter what kind of
function family we use to approximate /., function (¢, used
in (Zhang et al., 2021)), when the approximation sequence
is very close to /., the first-order optimization method will
face the dilemma of sparse gradient. In fact, the training
algorithm is reduced to the coordinate descent method.

This result inspires us to use a training algorithm with
early advantages. Here we use the EMA algorithm. EMA
smoothes the training process and could greatly improve the
performance and robustness of the model in the early stage
of training, but may lead to training stagnation in the later
stage due to slow updating. Fortunately, this characteristic
is in line with our training strategy.

3.2. Bounding Certified Test Error of the Ensemble
Model

Now, we analyze the generalization of ensemble-based clas-
sifiers with 1-Lipschitz guarantee from a theoretical per-
spective. We will give a generalization bound for the ro-
bust test error of ¢.-dist nets. Let (x,y) be an instance-
label pair where x € K and y € {1,—1} and denote D
as the distribution of (x,y). We define ensemble classifi-

m
cation function G(x) = > w;g;(x), where w; is weight,
i=1

gi(x) : Rémw — R is the base function, we use sign(G(x))
to denote the ensemble classifier.
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Definition 3.1. The r-robust test error , of a classifier G
is defined as

Tr = IE(x,y)wD [ sSup I [yG (X/) < 0]] (2

[/ =%l oo <7
Theorem 3.2. Let F denote the set of all g represented by
an /.. -dist net with width at most W and depth at most
L. Let H denote the set of all G combined by base model
g € F. For every t > 0, with probability at least 1 — 2e—2t"
over the random drawing of n samples, for all » > 0 and
G € H we have that

< inf 1zn:}1[ G x)<d+r]+0 (L
rXx 1N — i X;) < r R
L 5€(0.1] | n = Y dv/n

3)

1
log log, (%) 2 t
+ <n + ﬁ

On the right side of the generalization boundary inequality
of the above theorem, the first term is training robust error,
and the second term reflects the size of the base network
used. It can be interpreted that the use of multiple base
classification models does not increase the generalization
bound on the network size item, but the ensemble method
makes the model have lower training robust error, so our
model has a better theoretical guarantee.

3.3. Bounding Certified Training Error of the
Ensemble Model

Now, we turn our attention to the robust training error anal-
ysis of the ensemble model. Firstly, we formally define the
certified training error of the ensemble model, and analyze
its relationship with the number of base models m.

Definition 3.2. The r-certified test error , of a classifier
G is defined as

VTZ%Z sup

i—1 |lIxi’ =il <r

Iy:G (xi") < 0] “4)

Given dataset S = {(x1,y1), (X2,92), -, (Xn, Yn )}, due to
the randomness of the training algorithm, we can assume
that the trained model g satisfies a distribution D(.S), which
all make y;(g,(x;)) > 0. And we draw ¢1, g2, - . ., g, from
D(S) to construct the ensemble model G. Then we assume
the sample margin p; ; = y;(g;(x:)) ~ pi, Epi = 1.
Because the model is homogeneous, we can consider that
pi € [07 1]

Theorem 3.3. With probability at least 1 — ¢ over the ran-
dom drawing of g1, g2, - . . , g, Samples, we have

1 4 log(n/t)
wgn;ﬂlrwz— m] (5)

The above theorem shows that when we increase the num-
ber of base classifiers m participating in the ensemble, the
certified training error will have a better theoretical upper
bound, which is consistent with our experimental results.
Combined with Theorem 3.2, we give a theoretical upper
bound of m-related certified test error based on the ensemble
model, which is obtained by us first.

4. Experiments & Results

We evaluate our methods by measuring classification accu-
racy (standard, robust, and certified) on a number of com-
mon image classification benchmarks including MNIST,
Fashion-MNIST, CIFAR-10, and CIFAR-100. For the net-
work, we experiment with five commonly used architec-
tures constructed by /..-dist neurons: MLP, Conv, LeNet,
AlexNet, and VGGNet. We use model ensemble to improve
performance and robustness. We also use the training trick
exponential moving average to improve robustness.

4.1. Classification Accuracy

‘We use “Standard”, “Robust” and “Certified” as abbrevia-
tions of standard (clean) test accuracy, robust test accuracy
under PGD attack, and certified test accuracy. All the num-
bers are reported in percentage. We use “PARAMSs” to
denote the total number of parameters in model. Our train-
ing configurations are the same as configurations in (Zhang
et al., 2021). Classification accuracy results are listed in
TABLE 1. Note that our methods outperform £,,-dist Net
on both MNIST and CIFAR-10 datasets, and the results
are also comparable to that ¢,-dist Net on Fashion-MNIST
dataset.

4.2. Advanced Network Structures

We implement 1-Lipschitz versions of three commonly used
CNN architectures with /., -dist neurons: LeNet, AlexNet,
and VGGNet. We compare them to ¢.-dist Net and Con-
vNet on CIFAR-10. The expressing ability of advanced
network structure is improved, but because the gradient is
difficult to propagate under ¢.,-norm, the parameters of the
deep network are difficult to be updated, which leads to the
decline of certified and robust accuracy of the network. But
using /,-dist neurons to build advanced CNN is a good
attempt, and the lightweight network /..-dist LeNet with
very few parameters still achieves a good result, which is
even comparable to that of /,-dist Net and ConvNet whose
parameters are 2-3 orders of magnitude higher. Results are
listed in TABLE 2.

4.3. Non-gradient Based Optimizer

We use non-gradient based optimizer MAdam to train two
f.-dist CNN architectures: LeNet and LeNet+MLP on
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Dataset Method PARAMs Test  Robust Certified
{o-dist Net 82708490 | 98.54  93.10 92.61
MNIST Ko.o—dist Net+MLP 83970826 | 98.60  93.62 92.92
(€=0.3) {oo-dist Net+ MLP+EMA 83970826 | 98.64  93.88 93.14
ensemble /,-dist Net*5S+EMA 413542450 | 98.92 94.14 92.42
ensemble /. -dist Net+MLP*S+EMA 419854130 | 98.64  94.99 92.77
{o-dist Net 82708490 | 8791  79.62 77.48
. {oo-dist Net+ MLP 85284362 | 87.91 80.89 79.23
FaShz‘zzg)l.vlﬂ)\HST {oc-dist Net+MLP+EMA 85284362 | 88.42 8047  79.01
ensemble /. -dist Net*5S+EMA 413542450 | 88.86  80.14 77.16
ensemble /.-dist Net+MLP*5S+EMA 426421810 | 88.76  80.86 78.47
CIFAR-10 éof,-dist Net 120637450 | 56.77  39.58 32.72
(=8/255) Eolo-dlst Net+MLP 123213322 | 51.04  38.22 35.17
{oo-dist Net+ MLP+EMA 123213322 | 52.10 40.43 35.42
Table 1. Comparison of our results with ¢ -dist Net.
Dataset Method PARAMs Test Robust Certified
{o-dist Net 120637450 | 56.77  39.58 32.72
{oo-dist Net+MLP 123213322 | 51.04 38.22 35.17
{-dist ConvNet 51256874 | 54.12  33.98 29.47
{oo-dist ConvNet+MLP 51776554 | 48.90 36.13 33.72
CIFAR-10 {~-dist LeNet 117420 46.71  30.92 25.21
(e=8/255) {oo-dist LeNet+MLP 703660 40.83 31.64 29.54
{oo-dist AlexNet 6613802 | 47.36  28.65 23.42
{oo-dist AlexNet+MLP 7662890 | 40.40 31.51 29.50
{oo-dist VGGNet 26172106 | 54.46  34.90 24.46
loo-dist VGGNet+MLP 26827978 | 40.02  30.86 28.56
Table 2. Comparison of our ¢s.-dist CNN with £, -dist MLP and Conv.
CIFAR-10 and compare them with the same architectures using the Log-Sum-Exp function:
trained with AdamW optimizer, which is also used in (Zhang
et al., 2021). In practice, AdamW optimizer outperforms log ™, exp(plzs — wi)
MAdam in both models. We list the results in TABLE 3. u(z,0,p) = J 2 4b (p>0) (6)

4.4. Model Ensemble

We use model ensemble to train 10 /.-dist LeNet mod-
els on dataset MNIST, Fashion-MNIST, CIFAR-10, and
CIFAR-100, and compare them with the performance of
single model with same architecture on the same dataset.
Note that ensemble models are superior to single models in
almost all accuracy tests and show significant improvement
in certified accuracy. We list the results in TABLE 4.

5. Unimplemented Ideas
5.1. Another Convergence Sequence to /.,-norm

In the original paper (Zhang et al., 2021), authors used £,,-
dist neuron as a surrogate to the /,-dist neuron to get a non-
sparse approximation of the original gradient, which boosted
the performance. Here we propose another approach by

p

where 6 = {w, b} is the parameter set and p is an adjustable
parameter, the larger p is, the closer the result is to the £,
distance. Numerical experiments show this gives smoother
gradient than £,-norm which is better for training. Check
Fig. 1 for details.

5.2. Residual Connection

Residual connections offer a way to pass gradients directly,
which alleviates the vanishing gradients problem and leads
to good performance on very deep networks (He et al., 2016).
As {.-dist nets experience similar problems, we think resid-
ual connections may bring better performance. The test
could be performed on /., version of ResNet (He et al.,
2016) and WideResNet (Zagoruyko & Komodakis, 2016).

w(z,0)=cz+ (1—c)||z—w|o +b,ce[0,1) (7)
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Dataset Method PARAMs Test Robust  Certified
{-dist LeNet(AdamW) 117420 | 44.31 28.65 24.21
CIFAR-10 { o -dist LeNet(MAdam) 117420 37.11 23.89 17.61
(€=8/255) | {4 -dist LeNet+MLP(AdamW) 703660 33.15 27.54 25.36
{ o -dist LeNet+MLP(MAdam) 703660 30.82  25.07 23.67
Table 3. Comparison of AdamW and MAdam optimizer.
Dataset Method PARAMs Test Robust  Certified
{5 -dist LeNet+MLP 703360 88.08 75.33 75.82
MNIST(e=0.3) ensemble /. -dist LeNet+MLP*10 7033600 | 92.04 80.21 78.75
. {-dist LeNet+MLP 703360 76.86 69.47 67.39
Fashion-MNIST(e=0.1) | o mble £ -dist LeNet-MLP*10 7033600 | 82.84 75.46  73.43
_ { o -dist LeNet+MLP 703660 40.83 31.64 29.54
CIFAR-10(e=8/255) ensemble /. -dist LeNet+MLP*10 7036600 | 40.89 31.38 33.42
{5 -dist LeNet+MLP 749830 13.89 9.90 7.85
CIFAR-100(e=8/255) ensemble /. -dist LeNet+MLP*10 7498300 | 19.38 13.09 10.77

Table 4. Comparison of ensemble model and single model.
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Figure 1. Gradients of /,-norm and Log-Sum-Exp function

6. Conclusion

In this paper, we analyze the intrinsic difficulties in the train-
ing process of neural networks based on ¢,,-norm neurons
and propose two effective methods to enhance certified ro-
bustness. First, we use the EMA method to achieve the
state of the art results. Then, based on the randomness of
the training algorithm, we propose an ensemble method
with a theoretical guarantee, which significantly improves
the performance of a neural network that is much smaller
than the one used in (Zhang et al., 2021). In the future, we
believe the combination of a better ensemble method and
models with more parameters and larger diversity could lead
to better results.
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A. Proof of Theorem 3.2

Now we will prove Theorem 3.2 by three lemmas. The
first lemma shows the connection between the Rademacher
complexity of the base hypothesis class and the ensem-
ble (convex combination) model class. The second lemma
shows that the ensemble model also has the 1-Lipschitz
property. Then we improve the third lemma by first and
second lemmas to get the main theorem.

Definition A.1 (Rademacher Complexity).

Given a sample X,, = {x1,...,%x,} € K", and a real-
valued function class F on K, the Rademacher complexity
of IF is defined as

1
n(F) = Ex —Egs
Ru(F) (n

SUPE:cnf(X01> ®)
1

FeF £z

where o; are drawn from the Rademacher distribution inde-
pendently, i.e. P(0; = 1) = P(0; = —1) = 1. It’s worth
noting that for any constant function r, R, (F) = R, (F&r)

where F @ r={f+r| f €F}.

Lemma A.1. Let H be a set of functions mapping from X
to R. Then, for any sample S, we have

~ ~

Rs(conv(H)) = Rs(H) )

where SA%S() denote the empirical Rademacher complex-
ity. We can get the lemma directly using the linearity of
expectation.

Lemma A.2. Assume function g € F is 1-Lipschitz (with
respect to ¢.-norm), let H denote the set of all G convex
combined by base model g € F.Then function G € H is
also 1-Lipschitz (with respect to £,,-norm).

The lemma can be proved by the triangle inequality of /-
norm and the 1-Lipschitz property of the neural network
based on £,-norm.

Lemma A.3 (Theorem 4.2 in (Zhang et al., 2021) by Zhang
et al.). Let IF denote the set of all g represented by an /-
dist net with width at most W and depth at most L. For
every ¢ > 0, with probability at least 1 — 2e~2t" over the
random drawing of n samples, forall » > 0 and g € F we
have that

1 n N L”72
< . - . N < -
v, < inf lng H[yzg(xz)\5+7‘]+0< )

5€(0,1] = dv/n
(10)
1
N loglog, (%) \° +L
n Vn

Finally, Theorem 3.2 is a direct consequence by combing
Lemmas A.1, A.2 and A.3.

B. Proof of Theorem 3.3

In this section, we will prove Theorem 3.3 using concentra-
tion inequality and union bound.

Firstly, we define the minimum /¢,-norm perturbation r;
w.r.t. (X;,¥;) as

sup  IyG(x')<0=1
llxi" =il o <7
1D

Since G has 1-Lipschitz property, with the assumption in
Theorem 3.3, we have

ri:inf{r>0

1 m
iz P (12)
j=1
As p; € [0, 1], we could apply Chernoff Bound to get
P u'—iip’ e <em?me (13)
) m < i,j = X
Jj=1
By applying union bound, we have
. 1 - —2me?
P Hze[n],ui—az;pi7j>e < ne (14)
]:

Thus, with probability at least 1 — ¢, we have

1 & 1 o
EZPW‘ 2[%‘_\/@,VZ€[TL] (15)

Jj=1
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Finally, from the definition of ,., we have

1 n
= l sup 1[G (x) < 011 (16)
i=1 Hxl"*xl'\lm@
1 n
= =31l >l (17
nia

1 1 &
<3|z 3 (18)
i=1 j=1
1 & log(n/t)
<= I|r>p—\———— 19
n; [r 2m (19

With probability at least 1 — ¢.

C. Ablation Study

In this section, we conduct ablation experiments to view
the effects of different types of ensemble methods, different
EMA factors and different data augmentations.

C.1. Ensemble Method

We try two different ensemble methods: Fusion and Voting.
In Fusion, the output from all base estimators is aggregated
as an average output; in Voting, the softmax normalization
is conducted before taking the average of predictions from
all base estimators. For both methods, we train 10 ¢, -dist
LeNet+MLP on CIFAR-10 dataset to see the performance.
The results of comparison are presented in the TABLE 6.
We use Fusion ensemble in all previous experiments.

Method | Test | Robust | Certified
Fusion | 40.89 | 31.38 33.42
Voting | 40.53 | 30.60 33.48

Table 5. Comparison of two different ensemble methods.

C.2. EMA Factor

Exponential Moving Average is an effective technique to
improve performance, but the factor used for weight updat-
ing can have a big impact on the result. Here we try two
different factors used in EMA: 0.99 and 0.999, both experi-
ments are conducted on CIFAR-10 using ¢.-dist MLP. The
results of comparison are presented in the TABLE 6. We
finally choose the factor of 0.99 in all previous experiments.

EMA Factor | Test | Robust | Certified
0.99 52.10 | 40.43 35.42
0.999 51.70 | 38.80 35.20

Table 6. Comparison of EMA factor 0.99 and 0.999.

C.3. Data Augmentation

Data augmentation is critical for extracting high-
dimensional features. In general, strong data augmenta-
tion can improve model robustness. Here we try three dif-
ferent data augmentations: WAUG (RandomCrop + Ran-
domHorizontalFlip), MAUG (RandomCrop + RandomHori-
zontalFlip + RandomColorJitter + RandomGrayscale) and
SAUG (RandomResizedCrop + RandomHorizontalFlip +
RandomColorJitter + RandomGrayscale). All three experi-
ments are conducted on CIFAR-10 using ¢,-dist MLP and
Conv, and the performances of all data augmentations are
listed in TABLE 7. We choose to use WAUG in all previous
experiments.

Method Data Aug | Test | Robust | Certified
WAUG | 51.04 | 38.22 35.17
{o-dist Net+MLP MAUG | 45.59 | 36.13 33.41
SAUG 41.94 | 3529 32.11
WAUG | 48.90 | 36.13 33.72
lso-dist ConvNet+MLP | MAUG | 46.80 | 35.61 33.15
SAUG 40.88 | 33.20 30.62

Table 7. Comparison of different data augmentations.



