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Abstract—A major drawback of many PIR schemes is the high
computational cost at the servers. We present a scheme that uses
only operations in the prime field during response generation.
For binary extension fields this leads to schemes that only need
XOR operations at the servers to calculate the responses. This is
achieved by restricting the queries to a subfield subcode or trace
code. We investigate possible parameter ranges and focus on the
example of GRS codes and subfield subcodes of these.

Index Terms—Private Information Retrieval, Subfield Sub-
codes, Trace Codes, Alternant Codes.

I. INTRODUCTION

lot of work on PIR considers only two parameters of

interest, the download cost, or rate, and storage overhead.
The effort at the server side, which can be significant is
usually ignored. Two exceptions are [1], where a PIR scheme
that requires no computation on the server side is presented.
And [2], which introduces a new parameter called access
complexity, that measures how many files a server has to
access to calculate its response.

In this paper we will present the use of subfield subcodes
to a private information retrieval (PIR) scheme. In particular,
we consider an alteration of the PIR scheme presented in [3]]
which uses generalised Reed-Solomon (GRS) codes to achieve
a PIR rate of (n—(k+t—1))/n for n servers using a dimension
k storage code. This scheme offers protection against 0 < ¢ <
n — k colluding servers. By choosing the retrieval code as
a subfield subcode of a GRS code (such subfield subcodes
are at times called alternant codes) instead of a GRS code
a significant computational cost is saved during file retrieval.
We compare the complexity of this subfield subcode scheme
to the scheme in [3|] using both GRS codes over any field of
characteristic 2 as well as GRS codes over Fy» where ¢ > 2.

II. PRIVATE INFORMATION RETRIEVAL

We use the setup in [3]. Let n denote the number of
servers in the DSS, let p denote the number of files, and
let b denote the number of rows in each file. The files
zt,. . at € (Fym)P@F are encoded row-wise using a linear
[n, k,dc]gm code C, the storage code, as
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where G¢ is a generator matrix for C. Superscripts will refer
to files, subscripts to servers, and parenthesis to vector entries.
E.g. y" = 2'G¢ denotes the i™ encoded file, 3’ the part of
this encoded file on the j® server, and y;-(a) the a entry of
this vector.

Now, the PIR scheme is described. We will denote this
scheme by .. Let D be a linear length n code over Fgym.
We call this code the retrieval code. The star product of the
storage code and the retrieval code is defined as

C x D = span {(codo, .. .,¢n—1dn—1) | c€ C,d € D} (2)

Let ¢ := dcyp — 1. The set J := {1,...,max{k,c}} will
be the index set of servers (after perhaps a rearrangement of
servers) from which symbols are downloaded. To make sure
that exactly one file is downloaded after s iterations of the al-
gorithm we enforce that b = lem(c, k) /k and s = lem(c, k) /c.

A query is constructed by choosing pb codewords dh® of
D uniformly at random where | € [u] and a € [b]. For each
Jj € [n] we define a vector d; by

dj = (d"1(): - d"" () s dj = (dj-.. df) € (Em)""
3

A subset J; = [do«p — 1] C J is defined and is partitioned
according to the rows of the files:

It =[e/b], J? = [2¢/b]\[e/b],..., J7 = []\[(b— 1)e/b].
“)
Suppose that we wish to fetch the i file. Then the ;" query
g is defined by

. {dﬁeb(“)ﬂ ifj € J,

_ 5
L= 4 ifj ¢ Ji. ©)

The j™ entry of the response vector is then determined as
i = (a5, y;). ©)
This is iterated by applying a length ¢/b cyclic shift to the
partition (@) within J. That is, if the a®™ index set for the
u — 1" jteration is J2_; = {j1,... s Je/v) then
Ji = {j1+¢/b (mod | J]),....jess +c/b (mod |T])}. (7)

Then the queries are defined as in (3) now using the partition
J and J, as the union of the J7. The data can now be
reconstructed as follows: Choose a parity check matrix H for
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C % D. Suppose that 7' is the response vector of the first
iteration. Then

yi(1)
Hri=He+ H 5 ®)

ve(b)
O(n—c)xla

where ¢ € C' x D. Hence, yi(1),...,y%(b) can be recovered
from (8) since any choice of ¢ columns of H is a linearly
independent set. This is done similarly for the other s — 1
iterations until an entire file can be reconstructed.

We present here two theorems of [3]:

Theorem IL.1. Let C be an [n, k, dc|-code and let D be some
length n retrieval code. If the minimum distance of C * D
denoted by dcyp satisfies dowp < k or there exists J C [n]
such that every size k subset of J is an information set of C
then . retrieves the correct file with rate (dc,p — 1)/n.

Theorem IL.2. . protects against dp. — 1 colluding servers.

III. Low-COMPLEXITY VARIANT

We will now modify the scheme .# to reduce the complexity
of calculating the responses 1";

The main idea is to replace the retrieval code D with its
subfield subcode D|r,. We have the immediate inclusion C' x
D D CxD|r, hence we can retrieve at least as many symbols
as before. The protection against collusion relies on the min.
distance of a trace code.

Theorem III.1 (Delsarte [4]]). For a code D over Fym,
(Dlg,)* = Tr(D").

In general min. distances of trace codes are not easy to
determine and even good lower bounds are not known. But
they are easy enough to determine for the examples of interest
in the present application.

We collect these observations in the following theorem.

Theorem IIL.2. Let C' and D be a storage and a retrieval
code respectively for the scheme .. Then we can define a
low complexity variant . |r, by replacing D with D|g,. The
scheme . g, has at least the same rate as the scheme ./ and
protects against t'-collusion, where t' = dry(p1y — 1.

We will keep our focus on the variant of the scheme .
using GRS codes as storage and retrieval codes as well as
its corresponding subfield subcode scheme .7 |]Fq. Hence, by
GRS (a, v) we denote the GRS code

GRSk (a,v) =
{(vof(0)s---,vn_1flan=1)) | f € Fem[X],deg f < k},
9)

for v € (F}.)" and support a € (IFgm )™ satisfying o; # a
for i # j. The GRS codes are closed under taking duals. In
particular,

(GRS (v, v))t = GRS,,_(a, D), (10)

where

- 1 1
V= -
<UO Hi;,go (aO - Oéi) Un—1 Hi;én—l (anfl - Oéi)
(11)

The star product as defined in for GRS codes C' and D
satisfies

GRSy (o, u) * GRS (e, v) =

GRS min{n,k+1-1} (e, (uovo, . .

12
'7un—lvn—1))- ( )

Assume now that we have D = GRS;(a,v) for some
o € (Fgm)™ and v € (F}..)". Theorem [LIl (I0), and (LI)
combines to yield the diagram in Fig.

D = GRS(ax, v) —Dual GRS, _¢(a, v) = D+

lﬂ]Fg Tr l

Dl = GRSi(a,v) Dual Tr(GRS,,_¢(cx, ) = Tr(D%)
Fig. 1. Relation between duals of GRS codes and their subfield subcodes.

Taking the storage code as C = GRSi(o,u) and the
retrieval code as D|]Fq yields a PIR rate of at least

n—k—t+1
n

13)

and a protection against dp;(p1)—1 colluding servers assuming
that t < n — k.

In case a lower bound on the collusion protection is required
we can assign Tr(D) = Tr(GRS:(ex, v)) as the retrieval code.
This yields a collusion protection ' = dp. o, 1 > t,
however in general we have

CxTr(D) L CxD. (14)

Hence, this approach will yield no immediate lower bound on
the rate of the new scheme. We collect these observations in
the following corollary

Corollary IIL3. Let C and D be a storage and a retrieval
code respectively for the scheme .. Then we can define a
low complexity variant Tr(7) by replacing D with Tr(D).
The scheme Tr(.7") has rate (dc.te(py — 1)/n and protects
against t'-collusion, where t' = dDHFq —1.

IV. COMPLEXITY

This scheme has the evident disadvantage to the GRS
scheme in [3] that we have no immediate lower bound on
the collusion protection. However, a considerable reduction
in time complexity can be achieved by choosing the retrieval
code as a subfield subcode. We consider the case ¢ = 2™.
In the scheme .¥ the response r' has n entries, hence, in
each iteration n inner products (6) are calculated. Each of
these consists of ub — 1 additions and pb multiplications in
Fam. An addition in Fam has time complexity O(m) and a



multiplication in Fa has time complexity O(m?) using naive
multiplication. Therefore, determining r* has complexity

n(ub — 1)O(m) + nubO(m?) = nubO(m?), (15)

which is iterated s times.

Let us turn to the case where D|]F2 is the retrieval code.
Then q§ € (Fg)“b, thus, we have only additions in (&) and
determining r* has complexity

n(ub —1)O(m). (16)

We again consider the scheme . now for ¢ > 2. De-
termining 7 consists of n(ub — 1) additions in F,» each
of complexity O(mlog,(¢)) and nub multiplications each
of complexity O(m?(log,(q))?). Hence, each iteration of the
response computation has complexity

npbO(m?(logy())?).

In the subfield subcode case the inner product (6) yields b —
1 additions in F,m each with complexity O(mlog,(q)) and
(b multiplications of an element of F;m and an element of
F, each with complexity O(m log,(q)?). Hence, we get time
complexity for computing r* as

npbO(m(log,(q)?).

Faster multiplication algorithms than naive multiplication exist
for large integers (see for example [5]) however the naive case
suffices for our analysis since the fields of consideration are
relatively small.

a7

(18)

V. EXAMPLES

As a proof of concept as well as for clarification we will
look at a few small examples.

Example V.1. For the storage code C; we choose the [4, 1, 4]
repetition code C; = GRS;(1, av1) for oy as all of Fy in any
order. The retrieval code is chosen as the Reed-Solomon code
D; = GRS3(1, 1) which has the [4, 1, 4] repetition code as
its dual. Hence, D1 |, has parity check matrix H = [1 11 1],
and D1|]F2 has minimum distance 2 and dimension 3 just as
Dy. This yields a scheme 71|y, with rate Ry = 1/4 and
collusion protection 3. Thus, in this case, we can pass to the
subfield subcode scheme for free.

As a slightly more interesting example where proper storage
coding can be done is as follows.

Example V.2. Choose for £ < 3 the storage code as the length
8 code Cy = GRSy (v2, a2) where vy is any element of (F§)®
and a is all of Fg. The retrieval code is Dy = GRS5(1, a2),
and D2|F2 has generator matrix

1000110 1
0100101 1
G2|F2_00100111 (19)
00011110

We see that Dsg, is the self-dual [8,4,4] extended binary
Hamming code. Hence, the scheme Y2|]F2 protects against

t' = 3 collusion, since (D2|]F2)L = D2|]F2, compared to t = 5
for the scheme .. Computations show that the rate for both
schemes is given by Re = (4 — k)/8.

At last, let us consider a trinary example.

Example V.3. Thus, we take the storage code C3 =
GRS (v3, a3) for some v3 € (F§)?, as € (F9)?, and k < 5.
The retrieval code is chosen as D3 = GRS4(1, a3). We then
get D3|, as a [9,3,6]-code with generator matrix

100 21 2 2 01

Gslp. =0 1. 0 0 2 1 2 2 1
3

0 01 2110 2 2

Its dual is a [9,6,3] code and hence we have a collusion
protection of ¢ = 2, down from ¢t = 4 for the scheme .7.
Calculating the star product codes shows that both schemes
have identical rates R3 = (6 — k) /9.

VI. CONCLUSION & FUTURE WORK

We have presented an alteration of the PIR scheme of
[3] using subfield subcodes as the retrieval code of the PIR
scheme. This scheme achieves a considerable improvement
in computational complexity of the server side response cal-
culations while maintaining the same rate. As the exampled
show this gain is usually accompanied by a reduction in the
collusion resistance.

Future work will explore further examples. For the examples
presented it holds that C'x D = C « D|Fq, hence the rates
are equal. Trivial examples for which this equality does not
hold are given by codes D of dimension > 1 for which
Dlg, is the repetition code. These lead to schemes . |,
with an increased rate, but at the cost of a complete loss
of collusion protection. We will explore the possibility of an
example for which the rate increases without the collusion
protection completely disappearing. Furthermore, a non-trivial
example of a scheme using corollary [I[.3] would be of interest.

Apart from more examples, the possibility of a class of GRS
codes for which the subfield subcodes and their parameters are
predictable should be considered. In [6] the authors present
some classes of GRS codes with high dimensional subfield
subcodes and algorithms to search them.
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