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Abstract

In an adversarial environment, a hostile player performing a task may behave like a non-hostile one in order not to reveal its
identity to an opponent. To model such a scenario, we define identity concealment games: zero-sum stochastic reachability
games with a zero-sum objective of identity concealment. To measure the identity concealment of the player, we introduce the
notion of an average player. The average player’s policy represents the expected behavior of a non-hostile player. We show that
there exists an equilibrium policy pair for every identity concealment game and give the optimality equations to synthesize
an equilibrium policy pair. If the player’s opponent follows a non-equilibrium policy, the player can hide its identity better.
For this reason, we study how the hostile player may learn the opponent’s policy. Since learning via exploration policies would
quickly reveal the hostile player’s identity to the opponent, we consider the problem of learning a near-optimal policy for the
hostile player using the game runs collected under the average player’s policy. Consequently, we propose an algorithm that

provably learns a near-optimal policy and give an upper bound on the number of sample runs to be collected.
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1 Introduction

In an adversarial environment, an agent interacts with a
non-cooperative opponent. For a hostile agent, it may be
important not to expose its identity since the opponent
might attempt to hinder the agent’s operation knowing
that the agent is hostile. For instance, intelligence ser-
vices often instruct the agents who are under surveillance
to dry-clean, that is, to evade surveillance in a way that
looks accidental, not intentional, since intentional eva-
sions cause suspicion [16]. This behavior motivated video
games such as Spy Party [9] and Garry’s Mod Guess
Who [17] where the goal is to complete tasks behaving
like a non-playable character, i.e., a bot. While identity
concealment is a significant behavior in reality, it has not
been studied in the literature of zero-sum games, which
is a common formalism of adversarial settings [12].
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We formalize the above notion of identity concealment
in two-player zero-sum reachability games. We consider
a graph as the state space of the game. The goal of a
hostile player is to reach a set of target states, but in
a way that its behavior looks similar to the behavior of
non-hostile players, i.e., the hostile player aims to make
its win look coincidental. The goal of the opponent is to
distinguish between hostile and non-hostile players. As
a reference point, we introduce an abstract notion of an
average player to measure the identity concealment of
a hostile player. The average player’s policy represents
the expected behavior of non-hostile players. For exam-
ple, in a cyber interaction scenario, hostile players are
attackers who perform a denial-of-service attack against
a server, and average players are real clients interacting
with the server. The attackers’ goal is to overwhelm the
server and make it fail to provide service to real clients
while not being identified. The server is the opponent
that aims to distinguish the attackers from real clients.
We measure the identity concealment by the Kullback-
Leibler (KL) divergence between the distribution of runs
in a game played by a hostile player and the distribution
of runs in a game played by an average player. As the
KL objective function increases, the opponent can dis-
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tinguish a hostile player from a non-hostile player more
easily. For example, in the cyber interaction scenario,
a game run can represent the history of the client’s re-
quests and the server’s responses. Particular, possibly
complex or time-varying, behavior (such as repeated re-
quests for unrelated computationally heavy resources)
may indicate that the client is hostile.

We define the identity concealment game as the two-
player zero-sum reachability game with the KL diver-
gence objective function. We first identify the conditions
for which the value of the KL objective function is fi-
nite, i.e., the opponent is never sure the player is hostile.
Then, we show that there exists an equilibrium policy
pair for a hostile player and the opponent such, which
can be synthesized using value iteration.

The hostile player can achieve a lower value than
the equilibrium value if the opponent follows a non-
equilibrium policy. In this case, an equilibrium policy is
not necessarily optimal for the hostile player against an
imperfect opponent. The hostile player needs to learn
and respond to the opponent’s suboptimal policy to
achieve the optimal value. However, the player’s ability
to learn in the described setting is limited in that an
active learner would quickly reveal its identity during
exploration. We consider the question of whether it
is possible to passively learn a near-optimal policy by
solely using the game runs collected under the average
player’s policy. The output policy needs to be near-
optimal in that the KL objective function is e-optimal,
and the probability of winning is at least 1 — A where ¢
and A are the input parameters of the algorithm.

We provide an algorithm that solely uses a finite num-
ber of runs collected under the average player’s policy to
learn a near-optimal policy. To show the near-optimality
in the KL objective, we utilize and improve some of the
probably approximately correct Markov decision pro-
cesses (PAC-MDP) learning results [6,13,22]. To show
the near-optimality in the probability of winning, we
show that under the output policy, the hostile player can
lose the game only if an unknown state, i.e., a state with
a low number of samples, is visited. Then, we show that
the unknown states cannot be visited with a high prob-
ability if the number of sample runs is high enough.

We give the proofs of some technical results in Appendix
B.

2 Related Work

The KL objective function is used for different purposes
including deception in supervisory control [11], game bal-
ancing [8], inverse reinforcement learning [2], and rein-
forcement learning [7,19]. The paper [11] utilized Sanov’s
theorem [4] and the KL divergence of the path distribu-
tions in MDPs for deception in supervisory control. In

that paper, the supervisor designs a reference policy to
an agent, which is supposed to follow this policy, but it
deviates from the reference policy to achieve a malicious
task. The goal of the supervisor is to design a reference
policy that minimizes deviations. While we use the ob-
jective function for the same purpose, this paper differs
from [11] in that the opponent (analogue of the super-
visor) does not design the average player’s policy (ana-
logue of the reference policy). Instead, the opponent de-
signs a policy that determines the observability of the
player (analogue of the agent). The paper [8] used the KL
divergence objective for game balancing in two-player
stochastic games. Aside from the contextual differences,
the objective function in [8] has a discount factor. We,
on the other hand, do not have a discount factor that
significantly differs the proof for the existence of an equi-
librium. Goal and plan obfuscation [15,14] are similar to
the concept of identity concealment. We consider a mea-
sure based on statistical hypothesis testing, whereas the
cited papers consider measures based on the distance of
the observation sequences generated by a game run.

The learning algorithm provided in this paper is related
to PAC-MDP algorithms [13,22]. While these algorithms
guarantee near-optimality after a finite number of sub-
optimal actions, there are no guarantees on the subop-
timality of the transient learning period due to explo-
ration. In the adversarial setting described in this pa-
per, the use of PAC-MDP algorithms would reveal the
identity of the player during the learning period. The al-
gorithm provided in this paper differs from PAC-MDP
algorithms in that it uses a fixed policy, the average
player’s policy, to learn, whereas PAC-MDP algorithms
learn in an exploratory manner. The algorithm we pro-
vide is similar to off-policy evaluation [5,20] as we collect
samples using a policy that is not the target policy.

3 Preliminaries

A zero-sum two-player stochastic reachability game is a
tuple G = (S, A', A%, P, 50, ST) where S is a finite set
of states, A! is a finite set of actions for Player 1, .42
is a finite set of actions for Player 2, P : S x A! x
A% x & — [0,1] is the transition probability function,
so € S is the initial state, and S® C S is the set of
winning states for Player 1. For a state s € S, A'(s) and
A?(s) denote the set of available actions for Players 1
and 2, respectively, where ZqGS’P(S,al,a2,q) =1 for
all (a',a?) € A'(s) x A?(s). We use S to denote the
cardinality of S, and A to denote the maximum of the
cardinalities of A! and A2. The successor states of state
s is denoted by Succ(s) where state ¢ is in Suce(s) if and
only if there exist actions (a', a?) € A(s) x A?(s) such
that P(s,a’,a?,q) > 0. We assume that every winning
state s € ST is absorbing, i.e., Succ(s) = {s}.

The game has infinite steps. At every time step ¢,

Players 1 and 2 choose their actions, a; and a2,



simultaneously and transition to state s;y1 from
s; with probability P(s;,a},a?,si+1). The history
hy = soagai...si—1ai_ja?_;s; at time t is the se-
quence of all previous states and actions. The set of
all possible histories at time ¢ is denoted by H;. A
policy for Player i is a sequence 7' = pdu} ... where
each ué : Hy x A® — [0,1] is a function such that
ZaieAi(s) pi(he,at) = 1 for all hy € Hy. A stationary
policy for Player i is a sequence 7° = p'u’. .. such that
pt S x A = [0,1] and 3 i i(q) (s, a') = 1 for all
s € S. The set of all policies for Player 4 is denoted
by II*. The set of all stationary policies Player i is de-
noted by II%5t. For state s, we use 7'(s) to denote the
action distribution under Player ¢’s stationary policy
7. A run v = spajadsiata? ... is an infinite sequence
states and actions under policies 7! and 72 such that
P(se,al,a?, se01) pi(heyat) pi(he,a?) > 0 for all t > 0,
i.e., all transitions are feasible. The probability distri-
bution of runs under 7! and 72 is denoted by o

The event of eventually reaching set C'is denoted by OC.
Under policies 7' and 72, the probability of reaching
set C from state s is denoted by P (0Cls). The
probability of reaching set C' from state s in L time steps
is denoted by P (0<1C|s). Player 1 wins if and only
if the game run v = spajadsiala? ... satisfies s; € ST
for some t, i.e., v satisfies OST . A policy 7! for Player
1 is winning if Pr™ ™ (0SE|sg) = 1 for all 72 € I12. We
denote the set of winning policies for Player 1 by IThwin,

A Markov decision process (MDP) is a tuple M =
(S,,Al,P,,sé) where S’ is a finite set of states, A is
a finite set of functions, P’ : §" x A" x §" — [0,1] is
the transition probability function, and 5;3 is the initial
state. An MDP is a two-player stochastic game where
one of the players use a known, fixed policy.

The support of a discrete probability distribution @
is denoted by Supp(Q). For discrete probability dis-
tributions @1 and Q2 where Supp(Q1) = X, the
Kullback-Leibler (KL) divergence between ()1 and Q3 is
KL(Q1]|Q2) = > ex Q1(z)log (Q1(x)/Q2(x)) where
log denotes the natural logarithm. Data processing in-
equality [4] states that any transformation T : X — )
satisfies KL(Q1]|Q2) > KL(T(Q1)||T(Q2)). For the
simplicity of notation, we will use KL (7T1, 72| |TAY, 7T2)

to denote K L (F’Tl*ﬁz | |F7’AV7’T2).
4 Problem Statement

We consider a zero-sum two-player stochastic reachabil-
ity game G = (S, AL, A% P, 59, ST). In this game, Player
1 may be hostile, i.e., it may aim to win the game for ma-
licious purposes. For example, in the cyber interaction
scenario, Player 1 may be a client performing a denial-
of-service attack. Player 2 is not aware of the identity of

Player 1. In the cyber interaction scenario, Player 2 rep-
resents the server and does not know whether the client
is an attacker. When Player 1 is hostile, its goal is not
to expose its identity while winning the game. Player 2,
on the other hand, aims to detect the identity of Player
1, i.e., determine whether Player 1 is hostile, in addition
to making Player 1 lose the game. In the cyber interac-
tion scenario, the goal of Player 1, i.e., a hostile client,
is to perform an attack while not being detected by the
server, and the goal of Player 2, i.e., the server, is to
provide service to well-meaning clients while identifying
hostile clients. In this setting, we assume that both play-
ers have full information on the current state and full
information on each other’s previous actions.

We consider an average player as the reference point
to measure identity concealment. The average player’s
policy encodes the expected behavior of a non-hostile
player interacting with Player 2, and can be used to mea-
sure how much Player 1’s policy 7! exposes its identity
and how well Player 2’s policy 72 distinguishes hostile
agents. The average player’s policy 72 is not necessar-
ily designed to win the game against Player 2., but the
average player can accidentally win the game due to the
stochasticity of the environment or its policy. For ex-
ample, in the cyber interaction scenario, 7 may rep-
resent the average behavior of non-hostile clients, i.e.,
real users, interacting with the server. These clients may
cause a denial-of-service, but their goal is not necessar-
ily to cause a breakdown. We assume that the average
player’s policy 74 is common knowledge.

Because an average player can win the game with a posi-
tive probability, a win in the game does not immediately
identify Player 1 as hostile. Therefore, Player 1 aims to
make its win look accidental and indistinguishable from
an average player’s win. On the flip side, Player 2 aims
to design its policy in a way that the identity conceal-
ment of Player 1 is minimized, i.e., an average player and
a hostile Player 1 produce different game runs.

We measure the identity concealment with the KL di-
vergence K L (m!, n2||m*, 7?) of the distribution of runs
under Player 1’s policy 7! and Player 2’s policy 72, and
the distribution of runs under the average player’s pol-
icy 72 and Player 2’s policy 72. By Sanov’s theorem [4],
exp (—nKL (7', n2||7A,7%)) measures the probability
that n random game runs with a hostile Player 1 occur
under the average player’s policy. Consequently, as the
number n of game runs or KL (7!, 7%||7A, 72) increases
Player 2 is more likely to identify a hostile player. More
formally, as nK L (7%, 7%||7*, 7?) increases, the accu-
racy of likelihood-ratio test [10] increases. The goal of
Player 1 is thus to minimize KL (7T1, 72| |TAY, 7T2), while
the goal of Player 2 is to maximize this value.

We define an identity concealment game IC =
(S, A, A% P, 50, ST, mAY) as a two-player stochastic



game with objective functions 1 — P (0ST|sg) and
KL (7t 72|, n?), where Player 1 is the minimizer
and Player 2 is the maximizer for both functions. We
remark that the game is not well-defined due to multiple
objective functions. We thus pose the following prob-
lem that constrains the value of the objective function

1-Prm ™ (0S%|s0) to 0.

Problem 1. For a given identity concealment game IC,
compute the equilibrium value of KL (!, n?||7*, 72)
subject to the constraint that Player 1 wins the game
with probability 1.

Remark. We state that Player 1 aims to win with prob-
ability 1 and assume that there exists such a winning pol-
icy. If there is not such a policy, one can use the weighted
zero-sum objective function KL (7!, 72|72, 7%) + (1 —

Pr”l’”2(08R|so)) where a € [0, 00) is the weight of the
winning objective. As a — oo, the weighted zero-sum
objective function recovers Problem 1.

Player 1 can achieve a lower value than the equilibrium
value of the game if Player 2 uses a suboptimal non-
equilibrium policy. In this case, the optimal policy of
Player 1 is not necessarily the equilibrium policy, and
the hostile Player 1 may need to learn Player 2’s policy
to synthesize the optimal policy. While it is possible to
learn Player 2’s policy with a high amount of exploration,
learning in this way is undesirable in the described ad-
versarial setting since naive exploration would quickly
reveal the identity of the hostile Player 1. Furthermore,
Player 1 may not be able to collect game runs by directly
interacting with Player 2 and may only observe Player
2’s interactions with average players. Hence, the hostile
Player 1’s goal is to learn Player 2’s policy from runs
collected under the average player’s policy and compute
the optimal policy. We propose the following problem.

Problem 2. For an identity concealment game IC,
let 72* be Player 2’s policy that is unknown a priori
to Player 1. Given ¢ > 0, A € [0,1], and § € [0,1],
find an algorithm that uses a finite number of runs
that are collected only using the average player’s policy

so that the output policy 7! of the algorithm satisfies
1 2,%

Pr™ ™ (08%sg) = 1 — X and KL (!, 72| |7, m%*)

< min KL (7T1’*,7T2’*||7TAV,7T2’*) + &, with proba-

wloxell} 2in

bility at least 1 — §.

5 Equilibrium Policies for Identity Conceal-
ment Games

In this section, we prove the existence of an equilibrium
for the identity concealment game and provide the op-
timality equations to compute it. We have the following
assumption which ensures the computational tractabil-
ity of the proposed problems.

Assumption 1. The average player’s policy 7 is sta-
tionary on the state space S.

Action a' is permissible for Player 1 at state s if

7A(s,at) > 0. Note that if Player 1 takes an im-
permissible action with a positive probability, then
KL (7t 7%||7*, n?) is infinite, i.e., with a positive prob-
ability Player 2 is certain that Player 1 is not an average
player, since an event happens with a positive probabil-
ity under Player 1’s policy and zero probability under
the average player’s policy. Without loss of generality,
we assume that all actions are permissible for Player 1.

We also assume that there exists a winning policy 7! €
I such that maxy2epz KL (!, 72|72, 7%) < oo.
To find such policies, we first identify the states at which
Player 2 can win the game with a positive probability.
These states can be found with a procedure similar to
solving reachability games on graphs [3].

State s is a trap state for Player 1 if there exists a policy

72 € II? that satisfies Pr™ " (0ST|s) = 0. The set of
trap states are defined by S, It is easy to prove that
if Player 1 visits a trap state with positive probability,
then either it loses the game with positive probability or
the objective function is infinite since an average player
never leaves the set of trap states. The set of trap states
is easy to find: Since 7AY is stationary, it induces an
MDP for Player 2 given the game. On this MDP, to
find 72 we solve a reach-avoid problem where the
objective is to avoid the winning states S* for Player
1. There exists a stationary policy 72" ¢ 1125 that
minimizes Pr™ ™ (0S%|s) for every s € S [1]. Since the
trapping policy minimizes the winning probability of an
average player for every state, we have s € S if and
" (OSE|s) = 0.

2
U o

only if Pr g

We find the set ST of states for which there exists a pol-
icy 7! for Player 1 that reaches S with probability 1 for
all 72 € 112 and avoids S, The set St of potentially
winning states can be found by iteratively expanding S
as in the attractor computation for two-player reachabil-
ity games [3]. If a pair of equilibrium policies exist, then
only the states in ST are visited with a positive proba-
bility since from all states in S\ ST there exists a policy
for Player 2 such that S is reached with a probability
strictly less than 1. We define that at state s action a'
is safe for Player 1 if and only if P(s,a',a?, q) = 0 for
all a? € A%(s) and g € S\ S™.

The following proposition shows that if the ob-
jective function is finite, then the expected total
time at all states, but the states in ST must be
finite. Formally, a pair (7!, 72) of policies is pro-
longing if %, Pr”l’”2(st = s|sp) = oo for some
s € St \ S All prolonging pairs (7', 72) of policies
satisfy KL (w!, w2[|m™, ) = oo.



Proposition 1. For an identity concealment game
IC, if so € ST, then there exists a policy m'/™ € II!
that satisfies KL (x1/" 72|72, 7?) < oo, and
fin

>do Pr™ " (s = s]sg) < oo for all s € ST\ SE
and 72 € II?. Furthermore, if > 2/ pr " (s =
s|so) = oo for some s € ST\ SF and 71"/ € 1!, then
KL (rbnf 72|[nh, 72) = oo.

We use Lemma 2 to prove Proposition 1. The proof of
Lemma 2 follows from that Y, ., D'(n)n = co where

n € C' if and only if D!(n) > ¢; exp(—nc2/2).

Lemma 2. Let D! and D? be discrete probability
distributions such that Supp(D?'), Supp(D?) C N. If
> o D(n)n = oo and there exist ¢, ¢ € (0,00) such
that D?(n) < c¢; exp(—con), then KL(D||D?) = .

Proof of Proposition 1 We prove the first part of the
proposition by constructing a policy using safe actions
and the definition of potentially winning states. For the
second part, we lower bound the KL objective using the
data processing inequality, and the time distributions at
the states in ST\ S¥. We show that the lower bound and,
consequently, the objective function are infinite if the
Player 1’s policy has infinite expected time at ST\ S¥.

The objective function KL (!, 7?|[7A, 72) can be rep-
resented as the sum of costs for each time step where the
cost for each time step ¢ is a convex function of Player
1’s (possibly history dependent) action distribution p; .
KL (mt, 72|, 7?) is equal to

P 71'1 71'2( )

P ) T’ Y

> Pr™ ™ (v)log <7ﬂm — )
Pr™

yESupp(I~*.7?) ()

=E > > ui(h,a' )i (b, a®)P(si,at 0%, s011)

t=0 5,41 €S
ht]

ateAl
ht] .

a26A2
If 7! is stationary, KL (7r1 , w2 || A, 7T2) is equal to

lo M%(htval)/‘%(h’tva2)P(St7a17a27St+l)
A (s¢,at)pi (he, a?)P (s, at, a2, s141)

o[ g (2

t=0aglec Al

ol 1l 1 ml(s' a')
SGZS ;Pr ’ (St = S)?T (S ,a )log (m) .
ateA!

Having showed that the objective function can be rep-
resented as the sum of costs for each time step, we now
show the existence of a stationary 7!/ by construction.

At states in ST, 717" takes all permissible, safe actions
uniformly randomly. Note that max Y~ 1 o1 7/ (s, a’)

1,fin 1 ..
log (ZTS(ZF))) = Chez < 00 since 74/ takes only

permissible actions. By definition of ST, there must

. 1,fin 2
exist a state s; € ST and such that Pr”™ T (8441 €
1,fin

ST|s;) > 0for all 2. Similarly, Pr”™ '”2(0§|S|8R|ht) >
0 for all hy € H;. Since the game ends in ev-
ery S steps with a positive probability, we have

ZSGS\S+Z§OPrWI’ﬁn’F2(St = s) < oo. There-
fore we have KL (w1, 72[x, 1) < 3,06 500

prm (st = 8)Chmaz < 00.

We now prove that if >, Pr’rl’iw’l’r2 (st = s) = o0
for some s € ST\ SE, then KL(x%"f 72||7AY, 7?) is
infinite. We first claim that for all 72 € II%, t > 0,

and h; € H; such that s, € ST\ S% we have

max;ep Pr”Av’ﬁz(O{stHht) < 1. Note that stationary
policies for Player 2 suffice to maximize the reacha-
bility probability to a state in the MDP induced by

TACTIE PY T (Ofsi}he) = 1 for some 7?2 € %St

then we have Pr”AV’”2(<>SR|st) = 0 and s; must
be a trap state. This yields a contradiction since
s € 8t and St N S = (. Thus, for all 72 € II?,
t > 0, and hy € H; such that s, € ST\ S, we
have max;en Proa -2(0{s}|s; = s) < 1. Let N2
be a random variable denoting the number of times
that s € St \ S appears in a random run under
A and 72. Similarly, let N2 be a random vari-
able denoting the number of times that s € S+ \ S¥
appears in a random run under 7! and 72. Since
maxgen P (O{s}lss = s) < 1, there exists a
c € [0,1) such that Pr(NA2 = k) < 1 forall k > 1
and Pr(NA2 =0) < 1L.If Y2 py (st =5) =00
for some s € St \ S, then by Lemma 2, we have
KL(NM2||INA2) = oo for some s € ST\ S%. By
the data processing inequality, for all s € S we have
KL(NSl’2|]JNSA"’2) < KL(rb™mf 72||pAvinf 72). Thus,

|

KL(rb) m2||7AY, 72) = oo.

We note three facts: 1) All prolonging pairs (7"/:! 72)

of policies for which >°,°, Pr”lnf’l’”2(st = s) = oo for
some s € ST\ S, satisfy KL (n!™f 72||7Av, 7%) = oo,
2) There exists a winning policy for Player 1 that induces
a finite KL objective function value, and 3) The KL
objective function can be represented as the sum of costs
for each time step where the cost for each time step is a
convex function of Player 1’s action distribution and a
concave function of Player 2’s action distribution. Due to
these facts it is sufficient to consider only the stationary
policies to find an equilibrium policy pair [18].



Proposition 3. For an identity concealment game IC,
if there exists a winning policy 7! for Player 1 for which

P (0S%|sg) = 1forall m* € II2, then there exists an
equilibrium which can be achieved by stationary policies
7t € IIH5t and 72 € I1%5¢ for Player 1 and Player 2.

Proof of Proposition 3 Without loss of generality as-
sume that Player 1 only takes actions that are permis-
sible and safe. Let Player 1’s actions .A!(s) be enumer-
ated from 1 to |A!(s)| and Player 2’s actions A?(s) be
enumerated from 1 to |A%(s)| for all s € S,. Denote the
n-dimensional probability simplex by A™.

Define a zero-sum two-player stochastic game G =
(S, A, A% P, s59,ST) with compact action spaces
where A! and A? are metric set of actions for Play-
ers 1 and 2, respectively. Player 1 and 2’s poli-
cies are 7' and 72, respectively. At time ¢, Player
I’s one-step policy is af : H; — A G and
PAlayeir 2’s one-step policy is f? 7—{,5 — ARG
A A2 and P satisfy the following: P(s,at, a2, q) =
l
S S)IZ‘A a1 (@)a2(5)P(s,i, j, q) for all s € S,

al e Al(s) = A\Al(s)l 62 A2(s) = AAGI
g € S. Define cost function c(s at,a®) = Y, LeAl(s)
a'(i) log(a'(i)/m™(s,a')) for all s € ST\ S%,
é(s,at,a?) = 0 for all s € ST, and é(s,a',a%) = oo
for all s € S\ ST. We consider Q with the objective

function E* % > (s a;,a?)] where Player 1 is the
minimizer and Player 2 is the maxumzer Note that the
cost function is a convex function of a a' and a concave
function of a2. We note that E* +# [Zt o €(s,af,a?)] is
equal to the value of K L(r!, 72||mAY, n2) if for all s € S,
£ > 0, we have il = [uL(5, 1), ub(s, | A} ()] and
i = ki (s, 1), i (s, [A%(9)])]-

Due to Proposition 1 and the above equivalence between
the objective functions of IC and G, all prolonging pol-
icy pairs (71" #2) has an infinite objective value for
Player 1. Sumlarly, due to Proposition 1, there exists
a policy 717 that incurs a finite obJectlve value for
Player 1 for all policies of Player 2.

Since all prolonging policy pairs incur an infinite objec-
tive value for Player 1 and there exists a policy 717/
that incurs a finite objective value for Player 1, by Propo-
sition 4.6 of [18], there exists an equilibrium policy pair
for g Furthermore, there exist stationary policies #1,5¢
and 725 which ach1eve the equlhbrlum We also note
that the convexity of E* %~ [S°0° é(s, a}, a?)] ina' and
the concavity in @? implies that the deterministic poli-
cies suffice for Player 1 and Player 2 in G. Since there is a
one-to-one mapping between the stationary determinis-
tic policies of G and stationary policies of IC, there also
exists an equilibrium stationary policy pair for IC. W

Knowing that the stationary policies suffice to find an
equilibrium policy pair, we can represent the cost of
each step as a function of Player 1’s policy and find a
set of equilibrium policies via value iteration. Let 7' (s)
and 72Y(s) denote the vector of Player 1’s and average
player’s policies at state s, respectively. Also, let v(s) de-
note the cost-to-go at state s such that v(s) = 0 for all
s € SF and v(s) = oo for all s € Strar Yy §eliff |y Gewile,
For all s € S\ ST, we have the optimality equation

mi(s)

maxz Z P(s,a',a?, q)m (s,

m2(s)
9€S ale Al (s)
a?c A% (s)

v(s) = min (KL (7' (s)||7™(s)) +

a')m? (s, a2)v(Q)>

where the arguments of the minimum are the equilibrium
policies for Player 1. Similarly, by the first-order opti-
mality conditions, we can show that for all s € S\ ST,
the equilibrium policies for Player 2 satisfy

wz(s)—argmax Z ™V (s,al)
) (s
-1
wp< ) P@ﬂ%ﬁqw%afwwo .
qeS
a?€A?(s)

6 Passive Learning of Player 2’s Policy

In this section, we give a passive learning algorithm to
learn Player 2’s policy and synthesize a near-optimal pol-
icy for Player 1. We define some notation before formally
introducing the algortihm. The equilibrium value of the
game is denoted by v*. Player 2’s true policy is 72*. For a
state s, the number of collected sample transitions is M,
and the empirical action frequencies for Player 2 using
only the first m samples independently drawn from 72*
is 2. Player 1’s optimal winning policy against 72* is
b e, 7b* = argming e win K L(m, 72%||7AY, 72%).
For the potentlally winning states ST, Cy,qz denotes the
maximum KL divergence between the safe action distri-
butions for Player 1 and the action distribution for 74

We have the following assumption on Player 2’s policy.
Assumption 2 ensures tractability of estimation for the
transition probabilities.

Assumption 2. 72* is stationary on S.

Algorithm 1 takes the game model IC and a finite num-
ber of sample runs collected under the average player’s
policy (Line 4), and estimates the policy of Player 2 (Line

7). A state is known if there is a certain number m of sam-
ples for estimation (Line 8), and is unknown otherwise.



Algorithm 1 Passive learning of Player 2’s policy

Input: An identity concealment game IC.

Output: A policy 7! for Player 1.

SK =0.

Collect n sample runs under 7

for s € ST do
if m, > m then

Set 7% (s) as the empirical distribution of first
m actions of Player 2 at state s.
SK . =SKu{s}.
9: SU .= 8§+ \ 8K, send .= SU U SE.

10: Construct a modified identity concealment game IC’
that is the same with IC except that all states in
S are absorbing, and S¢? is the set of winning
states. For IC’, synthesize the optimal stationary
policy 7 for Player 1 using the estimated policy
72(s) for all s € SK.

11: For IC, define 7! := pjul ... such that p}(hy,-) ==

' (sh, s2,) if sp € SK for all 0 < k < ¢, and

wi(hg, ) == 7™(s,-) otherwise.

Av

%

The output policy 7' of the algorithm uses the optimal
policy against Player 2’s estimated policy until reaching
an unknown state and uses the average player’s policy
after reaching an unknown state (Lines 10 and 11).

If the number of sample runs is large enough, unknown
states are reached with low probability under 7*v and
will be Visited with a low probability under the output
policy 7!. Since the value of the objective function is
close to the optimal value for the known states, the al-
gorithm satisfies the requirements given in Problem 2.
We define that a stationary policy pair (7!, 72) has an
(L, B')-contraction, if minge s+ Pr (O< ST USY[so = s)
> 1— . To show the near optimality of the output
policy, we make the following assumption, which ensures
the finiteness of the expected length of a game run.

Assumption 3. The policy pair (7!,72) has an

(L 8 — 1 £(1-p)” ) contraction where [ is a constant

strictly lower than 1.

The validity of Assumption 3 can be checked after ter-
mination of the algorithm since both 7! and 72 are
known. If the assumption is not satisfied, one can in-
crease 8 and rerun the algorithm. We remark that 5 —
(e(1 = B)?)/(Cmaz L) is an increasing function of 3, and
the policy pair (7!, 72) has to have a (S,8 — (¢(1 —
8)2)/(CrmaxS))-contraction for some 3 < 1 since other-
wise ! has to incur infinite cost. Therefore, there always
exists 8 < 1 that satisfies the assumption.

The following proposition shows that Algorithm 1 indeed
results in a near-optimal policy using only the game runs
collected under the average player’s policy.

Proposition 4. Let w = (v* + log(2) 4+ ¢)/A. Under
Assumptions 1-3, if m > 40,2,1&55L4(2(1103(82))4,2jlog(25/5))
and n > e?%log (4/68) /2 + 2Se¥m in Algorithm 1, then
the output policy 7! satisfies KL (7T w2 w2 *) —
KL (zb*, 72| |7™, 72*) < ¢ and P (OSR|SO) >
1 — X\ with probability at least 1 — 4.

We use a series of lemmas to prove Proposition 4. Lemma
5 shows that with high probability, the estimated action
distribution 72 and the actual action distribution 72 for
Player 2 are close for all known states. The proof follows
from the Chernoff-Hoeffding inequality and union bound
since the action samples for Player 2 are independent.

Lemma 5. For any 5;€ € (0, 1], with probability at least

1—0p, HW2’* H \/ (log( 2)A+1°g(5/6")) for all
se SK,

Lemma 6 shows that if the estimated and actual tran-
sition probability distributions are close, and the policy
pair (!, 7%*) has an L-step contraction, then the val-
ues of the objective function are close for (w!,7%*)
and (7!, w2). The paper [22] showed this property for
(1, B)-contractions. We extend this result to (L, 3)-
contractions. Since (7',7?) has L-step contraction
lower than or equal to 8 — &(1 —f3)?/(CmazL) and
[72*(s) =72 (s)|l1 < e(l — B)?/(Crnaz L) for all s € SK|
then (7!,7%*) has (L,eB/Cpmaz)-contraction. Since
(7!, %*) has a contraction, and the estimated and true
transition probabilities are close, by representing the KL
objective as a sum of costs per time step, we can show

that difference between the value functions is bounded.

Lemma 6. If |[72*(s) — 72(s)||1 < 8(1 B) for all s €
SK, |KL (7T1,7T2||7TAV,7T2) — KL (7‘( ,7T2 *||7TAV, 2*) | <
£/2

The following lemmas show that the probability of los-
ing is low if the number of sample trajectories is high.
Lemma 7 shows that if a state is unknown then the prob-
ability of reaching that state is low with high high prob-
ability. Lemma 8 shows that if a state is reached with
high probability under 7! and with low probability un-
der 7V, then the value of the objective function is high.

Lemma 7. Let m¢ denote the number of transitions
from set C' of states using n runs independently sam-
pled under policies (7Y, 7%*). For m’ > ¢ and for
any 1/2 > o > m//n, with probability at least 1 —

2 exp(—2n(c —m'/n)?) we have pr™" 7’2'*(<>O|30) <o.

The proof of Lemma 8 is an application of the Chernoff-
Hoeffding inequality using the fact that number of col-
lected action samples from a state is higher than the
number of sample runs that visit the state. The proof of
Lemma 7 follows from that the KL divergence between



the distributions of game runs is lower bounded by the
KL divergence between the reachability probability to
set C by the data processing inequality.

al w2 —(v*+log(2)+e)
Lemma 8. If Pr (0Clso) > g (P17 (0C 53]

then K L(m!, n2*||7AY, 72%) > v* +¢.

The proof of Proposition 4 consists of two parts. We
first show that the learned policy m' is near optimal.
At the unknown states, 7! is the same with the average
player’s policy 72 and incurs 0 cost. Consider a modified
identity concealment game where the unknown states are
included in the winning states. The equilibrium value of
the modified game is less compared to the original game.
For the known states, Player 2’s estimated policy will
be close to the true policy due to Lemma 5. Since the
estimated policy is accurate, 7! is near optimal for the
modified game. Thus, 7! is near optimal due to Lemma
6. To show that the probability of losing is small, we use
Lemmas 7 and 8. Since the ratio between the numbers
of sample paths and sample transitions is high enough,
Lemma 7 implies that the probability of reaching an
unknown state is bounded under 7. Since 7! is near
optimal, the probability of reaching an unknown state is
also bounded under the learned policy due to Lemma 8.

Proof of Proposition 3 At time ¢ define 7L such

that 7' (s) := 7'*(s) if s, € SX for all 0 < k < t,
and 7b'(s) := 7AY(s) otherwise. For notational
convenience define w2y = KL(rt, 72||nAv, 72),
vy e = KL a7t m0), v 0. =

KL(?TL/, 7T21*||7TAva 7T27*)a V(1,,(2) ‘= KL(?TL/, 7T2||7TAV7 7T2)7

and v(1 4),(2,4) = KL(wh*, 72 ||7?, 72). Also define
w = (v* + log(2) + &)/ A.

2 1(310 2|1 loe( 2
By Lemma 5, if m > 2Cmasl (2(11%;2)152 [+los(3)) in Algo-

rithm 1, then with probability at least 1 — /2, we have
|72 (s) = w2(s)||, < e(1 = B)?/(CrmaaL?) for all s €
SK. Then by Lemma 6, we have |’U(1)/)7(2)*) — v(17/))(2)| <
€/2 and |’U(1))(2) — v(1)7(2)*)| < ¢/2 with probability at
least 1—4§/2. Since v(1),(2) < v(1,7),(2) due to the optimal-
ity of ! against 72, we have [V(1,),(2,6) = V(1),(2,0)] < €

with probability at least 1 — §/2. We also have that
1,%

V(1,),(2,%) S U(1,4),(2,%) Since m0* and 71" induce the
same cost until reaching an unknown state, and 71* in-
duces a non-negative cost after reaching an unknown
state whereas 7" induces 0 cost after reaching an un-
known state. With probability at least 1 — §/2, we have
V(L,),(2,) S U(1,%),(2,%) TE, 1€ KL(TFl, 7'1'2’*||7TAV7 7T2’*) <

KL(rn%*, 72*||7AY, 72%) + ¢ .

We now show that if n/m > 2% log (4/68) /2m + 2Se¥

and m is as above, Pr”l’”2(08R|so) > 1 — X\ with
probability at least 1 — §/2. Let SU be the set of un-

known states. Define y := e“log(4/6)/(2mS) and
¢ = y+ 2. We have n/m > Sce¥. Also define
d = (y+ vy +4+2) /2. Note that y > 0 and
¢ > ¢ > 1. The number of sample transitions from SY
is lower than m.S by the definition. By Lemma 6, with
probability at least 1 — 2exp (—2n(1 —1/c)%e™2*), we
have Pr™ ™" (0SY]s0) <e~™.Sincec > ¢’ > 1, wehave
2exp (—2n( <1)%e ) < 2exp (—2mSd( C,Cfl )2e V)
= §/2. Thus, we have Pr”AV’”Q’*(OSUBQ) < e with
probability at least 1 — /2.

If KL(?Tl, 7T2,*||71_Av, 71_2,*) < L(?Tl’*, 7.‘_27*||7TAV7 Fz,*) 4
e, we have KL(m! n2*||7AV,712*) < v* + ¢ since
KL(r%* 72*||7Av, 72*) < v*. By Lemma 7, the prob-
ability Pr™ ™ (0SV[so) < A with probability at least
1 — ¢ since Pr’TAV’”ZV*(OSU|SO) < e~" with probability
at least 1 — 0/2. Since Player 1 can lose the game only
by reaching an unknown state, the probability of losing
is at most A with probability at least 1 — /2.

Combining the near-optimality result for the objec-
tive function and the result for the probability of los-
ing, we conclude that 7' satisfies KL (7!, w2||7*, 72)

—KL (7', 7?||7?,7?) < ¢ and Pr”l’”2(<>SR|so) >
1 — X\ with probability at least 1 — §. |

Remark. The bound given in Proposition 4 has expo-
nential dependencies on some parameters whereas PAC-
MDP [13,22] methods have polynomial dependencies in
the relevant parameters. This difference is because PAC-
MDP methods are active learning methods while we use
a passive learning method for Problem 2.

7 Numerical Examples

In this section, we give numerical examples on the equi-
librium policies for identity concealment games and pas-
sive learning of Player 2’s policy.

7.1 Detection of Hostile Clients in Cyber Interaction

We demonstrate the effect of identity concealment on
the detection of hostile clients in the cyber interaction
scenario. The game is played between a client (Player
1) and the server (Player 2), and the states of the game
represent the remaining times for the client’s processed
requests if there are any. At every time, the client can
disconnect, make a request or wait. The server can ac-
cept or reject the client’s potential request. However, the
server cannot reject the request again if the client has
been rejected previously for that request. If the request
is accepted, it takes a certain number steps to process
the request. The attacker’s goal is to cause a denial of
service by overwhelming the server, and it wins the game
if and only if the server concurrently processes multiple
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Figure 1. Receiver operating characteristic curve of the like-
lihood ratio classifier that identifies hostile clients. True pos-
itive rate is the ratio of detected attackers to all attackers.
False positive rate is the ratio of real clients identified as an
attacker to all clients.

requests of the client. At every state, the real clients’ pol-
icy, i.e, the average player’s policy, is randomized, and is
more likely to make a request if there are no requests be-
ing processed or there is a rejected request. The details
of the setting are given in Appendix A.

In Figure 1, we observe that when the server uses its
equilibrium policy 72*, hostile clients are identified with
high accuracy compared to policy 72V that accepts or
rejects the requests with equal probabilities. This is be-
cause, unlike 72Y, the equilibrium policy 72* is state-
dependent, and using 72* the server can drive the game
into a state where the hostile client’s behavior is differ-
ent from the real clients’ behaviors. Similarly, a hostile
client is less likely to be detected when it uses its equi-
librium policy 7!* compared to the greedy policy 7!
that makes a request at every time step. We also observe
that an additional interaction, i.e., a game run, improves
the accuracy of classification as explained in Section 4.

7.2 Equilibrium Policies for a Pursuit-Evasion Game

We show the behavior for hostile Player 1 in a pursuit-
evasion game. Player 1 is an evader and Player 2 is a pur-
suer. The environment is a two-dimensional grid where
each node represents an intersection. At each time step,
every intersection is occupied with probability 0.5. If the
pursuer’s intersection is clear, it can move in +z, —,
4y, —y directions by 1 or stay at its current intersec-
tion. If the intersection is occupied, the pursuer stays.
Regardless of the state of its intersection, the evader can
move in all directions by 1 or 2 blocks, or stay at the
current intersection. We encode the states of the game
using the relative distances on x and y coordinates be-
tween the players, the states of the evader’s intersection,
and the state of the pursuer’s intersection. If the block
distance between the players is 6 or more the evader wins
the game, and if the block distance is 0, the pursuer wins
the game, i.e., traps the average evader.

The average player’s policy only depends on whether its
intersection is occupied and is given in Table 1. If the
intersection is occupied, with high probability the aver-
age player waits the intersection to be cleared and with
low probability the average player “illegally” crosses the

Table 1

The policies of the average and hostile evaders. O denotes
an occupied intersection and C denotes a clear intersection.
Probability of Action

Evader
State Stay X 2x y 2y -y 2y -x -2x
Type
Intersection
0.80 0.10 0 0.05 0 0.05 0 0 1]
Occupied
Average | Intersection
0 0.40 0.10 0.20 0.05 020 0.05 0 0
Clear
(2,0,C,C) 0 041 023 0.12 0.06 012 0.06 0 0
. (1,0,C,C) 0 0.31 033 0.09 0.09 009 009 0 0
Hostile
(1,0,0,C) 0 0.62 0 0.19 0 0.19 0 0 0
(1,0,0,0) 0.74 0.16 0 0.05 0 0.05 0 0 0

intersection. If its intersection is clear, with high prob-
ability the average player moves with a normal speed,
otherwise it “overspeeds”, i.e., moves by 2 blocks.

The equilibrium policy of the hostile evader is given in
Table 1 for some states. If the evader is close to the pur-
suer, for instance at state (1,0, C, C), the evader tends
behave more suspiciously by “overspeeding”. When the
distance is higher, for instance at state (2,0,C, C), the
evader does not flee and behaves more closely to the aver-
age player. Similarly, the hostile evader chooses to move
at state (1,0,0, C) since otherwise the evader may get
caught. On the other hand, the hostile evader chooses to
stay at state (1,0, 0, O) with high probability since the
pursuer has to wait. Overall, the hostile evader behaves
dissimilar to the average player only if it is in a danger-
ous position, which matches the intuition of concealing
the identity by behaving in an unsuspicious way.

7.8  Passive Learning of the Pursuer’s Policy

In this example, we show the empirical performance
of the proposed passive learning algorithm for differ-
ent number of sample runs n and number of estimation
samples m per state. Note that we do not give opti-
mality guarantees for the demonstrated values of m and
n. We use the same environment with the previous ex-
ample where the initial state sg is (1,0,0,0.). At each
time step the pursuer stops tracking the evader, and the
evader wins with probability 0.2. If the pursuer does not
stop, it takes allowed actions with uniform probabilities.

In Figure 2a, we observe that the evader is able to learn
the pursuer’s suboptimal policy and lower the objective
function compared to the equilibrium value of the game.
For lower values of n/m, the value of the objective func-
tion is lower than the value of the objective function un-
der the optimal safe policy. If n/m is lower, then fewer
states becomes known and the hostile evader reaches un-
known states with higher probabilities. Consequently,
the evader follows the average player’s policy and incurs
0 cost, which lowers the value. When m = 3 x 10° and
n = 10°, all states are unknown, and the output policy
is equal to the average player’s policy. In Figure 2b, if
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Figure 2. The value of the objective function and the prob-
ability of losing for different values of m and n. The dashed
line in (a) marks the value of the objective function for the
optimal winning policy. The dashed line in (b) marks the
probability of losing under the average player’s policy.

n/m is low, then the probability of losing is high for the
hostile evader since it follows the average player’s policy
with high probability. In fact, for some values of n/m the
probability of losing is higher than the probability that
the average player loses the game. This result matches
the intuition behind Lemma 8 and the n/m ratio given
in Proposition 4: The learned policy may reach unknown
states with a higher probability compared to the average
evader’s policy, and to ensure the that the probability of
losing is low, the n/m ratio should be sufficiently high.

8 Conclusion

We formalized the notion of identity concealment zero-
sum games and defined identity concealment games. We
showed that there exists a stationary equilibrium policy
pair for identity concealment games. We then showed
that a hostile player can learn a near optimal policy if
the opponent is not following an equilibrium policy. In
detail, we presented an algorithm that solely uses a finite
number of game runs collected under the average player’s
policy. The output of the algorithm is a policy for the
player that guarantees near optimality in the identity
concealment objective and the probability of winning.
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A The Details of the Numerical Example in Section 7.1

The game consists of 11 states, which are given in Table A.1.

Table A.1

The states of the game for the cyber-interaction example.

State Number

Server & Client Status

Request Status

© 00 N O Ot e W N

— =
= o

No work in progress

No work in progress, Client is rejected for a new request

A work is in progress with 3 steps until completion

A work is in progress with 2 steps until completion

A work is in progress with 1 steps until completion

A work is in progress with 3 steps until completion

A work is in progress with 2 steps until completion

A work is in progress with 1 steps until completion

Two works are in progress

Client is disconnected

Client is not rejected for a new task
Client is rejected for a new task
Client is not rejected for a new task
Client is not rejected for a new task
Client is not rejected for a new task
Client is rejected for a new task
Client is rejected for a new task
Client is rejected for a new task

Client is rejected twice for a new task

The initial state of the game is State 1, and the set S® of winning states of Player 1 is {10}.

The average player’s policy, i.e., real clients’ policy, is given in Table A.2.

Table A.2

The average player’s policy for the cyber-interaction example.

Probabilities
State | Wait | Request | Leave
1 0.4 0.5 0.1
2 0.25 0.7 0.05
3 0.85 0.1 0.05
4 0.65 0.3 0.05
5 0.45 0.5 0.05
6 0.65 0.3 0.05
7 0.45 0.5 0.05
8 0.25 0.7 0.05
9 1 0 0
10 1 0 0
11 1 0

11




The transition probability function is given in Table A.3. Note that states 9, 10, and 11 are absorbing. State 6 is
unreachable by construction. State 9 is unreachable since the server cannot reject the client twice for the same new
request.

Table A.3
The transition probability function of the game for the cyber-interaction example. All transitions are deterministic.

State | Server’s Action | Client’s Action | New State
1 - Wait 1
1 Accept Request 3
1 Reject Request 2
2 - Wait 2
2 Accept Request 3
2 Reject Request 9
3 - Wait 4
3 Accept Request 10
3 Reject Request 7
4 - Wait 5
4 Accept Request 10
4 Reject Request 8
5 - Wait 1
5 Accept Request 3
5 Reject Request 2
6 - Wait 7
6 Accept Request 10
6 Reject Request 9
7 - Wait 8
7 Accept Request 10
7 Reject Request 9
8 - Wait 2
8 Accept Request 3
8 Reject Request 9
9 - - 9
10 - - 10
11 - - 11

12



B The Proofs for Technical Results

We use Lemmas 9 and 10 to prove Lemma 2.

Lemma 9. Let D be a discrete probability distribution such that D(n) > 0 if n € N and D(n) = 0 otherwise,
and let ¢1,ce € (0,00) be arbitrary constants. Define set C' such that n € C if and only if D(n) > ¢1 exp(—nca). If

Yoo o D(n)n = oo, we have )

Proof of Lemma 9 Fix arbitrary constants c1, ca € (0, 00). We partition N into three disjoint subsets Cy, Ca, and Cs
such that n € C if and only if D(n) < ¢; exp(—nec2), n € Cy if and only if ¢; exp(—nes) < D(n) < ¢ exp(—ncz/2),
and n € C3 otherwise. Also define C := Cy U C3.

We have

= c1 exp(ca/2)
D < — 2n < — 2m= ———-——
GCE . (n)n < E c1 exp(—nez/2)n < Eﬁ c1 exp(—nca/2)n (oxp(ca/2) — 17 < 00
neCi1UC2 neC1UC> n=0

since ¢, ¢z € (0, 00).

Since D(n)n > 0 for all n € N, we have

ZD(n)n = Z D(n)n + Z D(n)n.
n=0

neC1UC, neCs

Since > °  D(n)n diverges and ) D(n)n converges, we must have D(n)n = co.

neC1UC> neCs

We have

S D(n) log (%) = 3 D(n)log (%> (B.1a)

c1 exp(—nca) c1 exp(—nce)

necC neCaUCs
> zcj D(n) log (01 e)g((??mz)) (B.1b)
> Z D(n)log (%) (B.1c)
neCs
_ n; D(n)% (B.1d)
=00 (B.1le)

where (B.1b) is due to D(n) > c¢1 exp(—nes) for all n € Cy, (B.1c) is due to > ¢ exp(—ncg/2) for all n € Cs, and
(B.le) is due to }, ., D(n)n = oo and ¢z > 0. [ |
Lemma 10. For all n > 0, the optimal value of

in KL
nin KL(zly)

subject to 0 < z; <y, foralli € [n] and Y., y; < ¢, is —cexp(—1).

Proof of Lemma 10 By the convexity of KL divergence and symmetry, it is easy to see that at an optimal solution
(z*,y*) all elements of z* are the same and all elements of y* are the same, i.e., x} = a*, yJ = b* for some a*,b* > 0.

13



The optimal value is na* log ( ) Since na log ( ) is a monotonically decreasing function of b, at the optimal solution

we have b* = ¢/n by the constraint Y . | y; = nb < ¢. Therefore, the optimal value is na* log (%)

Now assume that 0 < a* < ¢/n, i.e., y* is in the interior of the feasible region. We must have

0 na*
{%nalog (na)} T nlog ( 2 ) +n=0.

Hence, a* = cexp(—1)/n. Note that it satisfies the assumption 0 < a* < ¢/n. Thus, the optimal value is na* log(na*) =
—cexp(—1). [ |

Proof of Lemma 2 We partition N into three disjoint sets Cy, Oz, and C3 where n € C if D}(n) < D?(n) <
c1exp(—can), n € Cq if D?(n) < D(n) < ¢y exp(—can), and n € Cs if D?(n) < ¢1 exp(—can) < Di(n).

We first lower bound the KL divergence on subsets C; and C5. For subset C; we have

Z D*(n) < Z D?(n) < Z c1exp(—cen) = 071_1

necC n=0 n=0 exp(cz2)

By Lemma 10, we have

Z D 10g (Dl(n)) > C1 eXp(—l) (B2)

Py D2(n) ) 2 " eplen) 1
since D'(n) < D?*(n) for alln € Cy and Y, ., D*(n) < sy~ For subset Cy we have
D'(n)
1
> D'(n)log <D2—(n)) >0 (B.3)
neCs

since D?(n) < D!(n) and consequently D!(n)log (g;gzg) > 0 for all n € Cs.

Therefore we have

KL(DY||D?) = Z D'(n)log (Dl(")> (B.4a)

=Y D'(n) 10g( EZ ) > D'(n 10g( Z ) > D'(n)log (D1EZ§> (B.4b)

neCy neCs neCs
c1 exp(—1) L) o D*(n) .
76Xp( 2)_1"1‘”;31) ( )1 g(DQ(n)> (B.4 )
c1 exp(—1) 1 D'(n)

o =1 + ) D'(n)log <7CI po (_Czn)> (B.4d)

where (B.4c) is due to (B.2) and (B.3), and (B.4d) is due to D?(n) < ¢1 exp(—can).

We note that n € Cj if and only if D'(n) > ¢ exp(—can), and Y oo D'(n)n = oco. By Lemma 9, we have
> onec, D'(n)log (%) = oo. Therefore, K L(D!||D?) = . [ |
Proof of Lemma 5 By Lemma 14 of [21], with probability at least 1 — §;/S, we have |72(s) — 7#2*(s)|1 <
\/ 2(log(24 ~2) +1og(5/0x))

m
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Combining this result with the union bound over S¥, with probability at least 1 — |S¥|6;/S, we have |72(s) —
72, %(s)|1 < \/2(log(2A727)7;|»log(S/§k)) forall s € SX. Hence, with probability at least 1—4y, we have ||72(s)—72, x(s)||1 <

\/210g(2)A+log(S/6’“)) for all s € 8K [ ]

m

Proof of Lemma 6 We first establish that if the policy pair (7!, 72) has (L 8 — 8(1

25 (s)llh <

)-contraction, and ||m2(s) —

> for all s € S¥, then (m!, 7%*) has (L, 8)-contraction.

L and

With an abuse of notation let 735(71(1)’(2) denote the transition probability from state s to state ¢ under policies 7
%%, and let ’Ps(,lq)’@’*) denote the transition probability from state s to state ¢ under policies 7 and 72*. Also, let

735(1)’(2) denote the vector of transition probabilities at state s under policies 7! and 72, and let 735(1)’(2’*) denote the
vector of transition probabilities at state s under policies 7' and 72*

We first note that if ||[72(s) — 72*(s)|1 8(1 BL)Q, then ||7l(s) ®@ 7%(s) — m(s) @ ©2*(s)]11 < é(l_ﬂL)Q, where
|Blli1 = Zle Zi.:l for a (k x )-matrlx B. 735 and P{" ") are linear transformations of 7l(s) @ 72(s) and

7l(s) @ m2*(s), respectively, with a stochastic matrix that represents the transition probability function. Hence, we

also have HPS(D’(Q) — 735(1)’(2’*)H1 E(:me)

Let 727 be a Markovian policy for Player 2 that is equal to 72 for t = 0,...,7 — 1 and 7%* for t=1T,...,L —1.
2

Note that 729 is equal to 72*, and 7 is equal to m2. Define Se"? := SR U SU Also, let Pr © (0=rC|s) denote

the probability of reaching set C' for the first time from state s in exactly k steps, and P (<>>k&<zC'| ) denote
the probability of reaching set C' for the first time from state s in more than or equal to k£ and less than or equal to [
steps. For L — 1 > T > 0, we have

PIJTI w2 (<><LSend|SO _ S)

— pro (<> 7850 = s) +prm (<> TSend|so =s)+ G (<>>T+1&<LS 459 = =s)
—pr (<><T8md|so = S + Z pr sT,l =q& s0,...,57 1 € S sg = s)
qeSs\Send
12 12 12«
( Z Pr™ ™ (s1 =wlso =q) + Z Pr™ " (s1 =wlsg = q)Pr" " (OSL_TSe"d|SO = w))
weSend weS\Send

—pr (<><T88nd|so = S) + Z pr (ST,l =q& sg,...,87_1 ¢ Send|so = S)
geS\Send

1_2 1 _2,% - ﬂ_z
( > (w T (s1=wlso=q) —PrT T (51 = wlso = q) + Pr <S1=w|50=q>)+
Send

(Pr” (51 = wlso = g) — Pr™ ™" (51 = w]so = q) + Pr™ ™" (s1 = wlso = q) )P (O<r 78|59 = w) )

wES\SC"d
—pr (<><T88”d|30 = s) + Z pPr (ST_1 =q& s9,...,87_1 ¢ Se”d|50 = s)
qes\send
ol g2 ol a2 ol 2 end

< Z Pr" ™ (s1=wlso =q) + Z Pr™ ™ (sy =wl|so = q) P (O<—1S|so = w))

weSend weS\Send
+ Z pr (ST,l =q& s0,...,57_1 & Ssg = s)

qu\Send

71'1 7_(2 T(l 7_(2,*
Z Pr™ (81 = 'LU|SO = q) - Pr™ (81 == w|80 = q) +
wesend
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weS\Send

> Pl”ﬂ—l’ﬂ'2 (<><TSend|80 = S) + Z Pl"ﬂ'l’ﬂ—2 (ST—I =q & S0y -,

qes\send

12 1 2% 71'1 7[,2,* en
Z (Pr7T T (s1=wlso =¢) —Pr" T (51 = wl|sg = q))Pr T (O<r—rSMsg = w) )

ST-1 Q/ Send|80 = S)

1 2,% 71'1 71_2,* 71'1 71' en
< Z Pr" ™ (s1 =w|sp =¢q) + Z Pr" ™ (s1 =w|sp =¢)Pr (<><L 7S d|sow))

weSend weS\Send

— Z pr™ (ST_l =q& sg,...,57_1 ¢ Se"d|50 = s)

qes\send
Z P 71'1,71'2 . . 71'1,71'2’* o -
77 (51 = wlso = q) — Pr™ " (51 = wlso = o) | +
wesend
Z P (s1 = w|sp = q) — Pr"™ o " (51 = w|so = q)
wes\send

> Pr” Kis (<><TSend|80 = S) + Z Pl"ﬂ'l’ﬂ—2 (ST—I =q & S0y«

qeS\Send

Pr7'r17ﬂ—2,* (OSL—TSend|SO _ w) )

ST-1 Q/ Send|80 = S)

1 2,% 71'1 71_2,* 71'1 71' en
< Z Pr™ ™ (s1=wlso=q)+ Z Pr™ ™ (s1 =wlsg =¢q)Pr (<><L TS d|so—w))

weSend
12
CY e
qeES\Send
12
>Pr" " (OcrSsg = s) +

weS\Send

s ST—1 Q Send|80 = S) Z
weS
Z Pr™

qes\Send

sr—1=q & sq, ...

2(sTflzq&:so,...

(EIPW““@zwm=w+ > P (s =wlso = ) P

Pr7717772

(51 =wlso =¢q) —

Prwlm2’* (51 — w|50 = q) ‘

, ST —1 Q Send|80 = S)

w2* (OSL—T‘Send|SO _ w) )

weSend weS\Send
- Z P (s1 =w|so =¢q) — P (s1 = w|so =q)
weS
>pymom (0«78 5o = 5) Py (O=r8“|so = s) + P1™ R (Osr41<1.8™ 350 = 3)
- Z Pr™ ™ (s = wl|sg = q) — Pr™ " (s1 = wlse = q)
weS
P 7l 71-2 T—1 (OSLSBnd|SO — S) _ Z Prﬂl_’ﬂz (51 _ w|30 _ q) _ Prﬂl_’ﬂz,* (Sl _ w|80 _ q)
weS
1 _2,7-1 5(1 — ﬁ)2
ZPFW’W <> Sends —g) -7
( =k | 0 ) CmaacL2
Finally we have
PI,TI'1771—2 (OSLSendlso _ S) _ Prﬂl,fﬂ,* (OgLSendl‘SO _ S Z Prr g2 <><L86nd|80 _ S) . Prwl,ﬂ'z,T+1 (OSLSend|SO _ S)

_Hen-pp Ui

<G
opp
Crasl
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and consequently

Prﬂ117|-2,* (OSLSend|SO — S) 2 Pr;r17ﬂ-2 (OSLSBndlsO — S) _
i.e., the policy pair (7!, 72*) has (L, 3)-contraction.

Note that once Player 1 reaches S¢¢, policy 7! incurs zero cost. Without loss of generality, we assume that the states
in §°"? are absorbing and incurs 0 cost. For notational simplicity, let K L(s) denote KL (7*(s)|[7*"(s)). We have

KL(x', ?||7™, )

1 2 1 2
=KL(so)+ »  Pr" " (si=qlso) (KL(@+ Y  Pr" 7" (s2=wls1 = )(KL (w) +)
qES\Send wes\send

1 2,% 7'r1‘rr2
—KLG+ Y P e =) [KL@ X P =l = o) (KL @)+ )
gesS\send weS\Send

1 2 1 %2 b 2
s (P =) P =) [KL@ P s =l = o) (KL )+ )

geS\Send weS\Send

< KL (so) + Z P (s1 = qlso0) (KL () + Z P (s2 = w|so) (KL (w) + .. ))

qes\send wes\send

1 2 1 *,2 ,n_l ,n_2
+ > max (Pr” T (s1=glso) —Pr" " (s1= QISO)J)) KL(g)+ Y Pr" " (sa=wlsi =q) (KL (w) + .. >
ges\send wes\§end

1 2,% 7'r1‘rr2
SKLGo)+ 3 P s (KL@+ 3 P = ul = (KL )+ )
gesS\send weS\Send

1 2 ol o2 b 2
+ E max (Pr ™ (s1 =q|so) — Pr" (s1= q|so)70) Caz + E Pr"™ " (s2 =wls1 = ¢)| Crmac + - -
geS\Send wes\Send

= KL (s0) + Z P (s1 = qlso0) (KL () + Z P (s2 =wls1 =¢q) (KL (w)+... ))

qes\send wes\send

+ Z max (Perrl’Tr2 (s1 =ql|so) — Pr”l’“*’z(sl = q|so),0) Z Z pr (O:ts|q)C’mM)

geS\send t=0 scS\Send

< KL (so) + Z prm " (s1 =ql|so) | KL (q) + Z pr (s2 = wls1 =¢q) (KL (w) + .. >

gesS\send weS\Send
12 1 _%,2 e ’
+ ) max (Pr” T (s1 = q|so) —Pr™ T (s1 = q|so),0) (Z L' cmax))
geS\Send t'=0
1 _2,% ol .2
SKLGo)+ 3 P s [KL@+ 3 P = ul = (KL )+ )
qes\send wes\send
+ >0 max (P77 (st = glso) = PrT T (51 = gls0), 0) Lfﬁ

qes\send

1 2,% 7'r1‘rr2
SKLG)+ 3 PO e i) [KL@+ X P s — s = (KL )+ )
gesS\send weS\Send
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c1-5)

+ 2L

where the last inequalities are because the policy pair (7!, 72) has (L, 3)-contraction.
By repeating the above steps for the inner parentheses, we get

KL(x", 7?|[n™, 72)

1 2,% 71'1 71'2’*
< KL(s)+ E Pr™ ™ (s1=¢qso) | KL (q) + E Pr™ ™ (s2 = w|sy = q) (KL (w)+)
qGS\Se"d wes\send

o 1—
+Z Z P (O 1St&80,---,8t§Zt5'e"d|=90)u

2L
t=15,e5\5°n

= KL(n', 72||7™, 7*2) +Z ST P (015 & 0,50 € S s0)
t= 1St€$\56"d

e(1-5)
2L

00 L e(1 —
< KL(F T ’2||7TAV 7T*’2) + Z L3t 76( 5T 2)

< KL(F T ’2||7TAV,7T*’2) + %

where the last inequalities are because the policy pair (7%, 7%*) has (L, 3)-contraction. ]

Proof of Lemma 7 Let 7Y denote the number of sample runs that contains a transition from a state s € C. By
Chernoft’s inequality we have

Pr ([P (0CIs0) — i | > 7 — g n) < 2exp (=n (o — i /n)? /2)

where the outer probability is over the randomness of sample paths.

Note that 75" < e < m’. Therefore, we have
Pr (Pr”AV’”ZY* (0Clso) > 0’) <Pr (‘Pr”AV’”z’*(OCBO) 7 ""q/n’ >o0—1 ""q/n)
< 2exp (—n (o = /n)? /2)
< 2exp (—n (0 —m'/n) /2)
which yields the desired result. |
Proof of Lemma 7 We first note that

KL (', 7w *2(|mhY, ™?) > KL (Ber (Pr o8 (<>C|so)) ||Be7"( o (<>C|so)))

due to the data processing inequality. Therefore, it suffices to show that if Pr” h? T (0C]s0) > prm (0Clsp) and

v* +log(2) + ¢
“log (Pr”AV”T2’* (<>0|50))

Pr™ ™ (OC]s0) <

then
KL (Ber (Pr o8 (()C|so)) ||Ber( o (()C|so)>> >v* +e.
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We have

KL (Ber (P " (0C]s0) ) || Ber (Pr ’”2’*(<>O|so))) (B.13a)

Pr™ ™ (0C|s0) ln? 1—Pr™ ™ (0C|s0)
=Pr" Clso) 1 -P c 1 B.13b
"(0C]s0) log (P (0 C|SO)> + (1= P (0C)s0) ) log ( o C|SO)> (B.13b)

Prﬂ- il (<>O|SO) wlm? wl n?

> P (0] o) log (P (o C|SO)> (1= P (0Cs0)) tog (1 - P (0C]s0) ) (B.13¢)
=-prm " (0C]s0) log (Pr (()C|so)) F P " (0C]s0) log (P o (<>C|so)) (B.13d)
(1 —pr (<>C|so)) log (1 —Pr” 1’772’*(<>C|30)) (B.13e)
> -pr" ((}C|so)10g( o (()C|so)> —log(2) (B.13f)

where (B.13f) is because of that min zlog(z) + (1 — z)log(1 — ) subject to = € [0, 1] is — log(2).

We get the desired result by rearranging the terms in (B.13f). |
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