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Abstract: In this study, the authors consider the problem of exchanging secrete messages in cyber-physical systems (CPSs)
without resorting to cryptographic solutions. In particular, they consider a CPS where the networked controller wants to send a
secrete message to the plant. They show that such a problem can be solved by exploiting a Wyner wiretap-like encoding
scheme taking advantage of the closed-loop operations typical of feedback control systems. Specifically, by resorting to the
control concept of one-step reachable sets, they first show that a wiretap-like encoding scheme exists whenever there is an
asymmetry in the plant model knowledge available to control system (the defender) and to the eavesdropper. The effectiveness
of the proposed scheme is confirmed by means of a numerical example. Finally, they conclude the study by presenting open
design challenges that can be addressed by the research community to improve, in different directions, the secrete message

exchange problem in CPSs.

1 Introduction

Cyber-physical systems (CPSs) refer to ‘smart’ co-engineered
interacting networks of physical and computational components
[1]. Examples of CPSs include smart grids, aviation systems,
nuclear power plants, water supply systems, and industrial control
systems. While CPSs provide richer functionality, efficiency,
autonomy, and reliability compared to manually controlled and
loosely coupled systems, they may also create inherent security
vulnerabilities [2—4]. Ensuring the security of current and emerging
CPSs must take into consideration the unique challenges present in
their environment [5].

Over the past decade, different control schemes have been
proposed for the detection of false data injection attacks in CPSs
[6-12]. Of particular interest are the classes of solutions against
stealthy attacks [13] whose implementations require the exchange
of a secret message between the plant and the control centre, see
e.g. the moving target solutions and sensor coding schemes
developed in [14-18]. Traditionally, this key agreement step is
achieved through the use of cryptographic protocols, which can be
classified as symmetric key protocols or public key protocols [19].
Such cryptographic approaches might not always be suited for
CPSs. For example, symmetric key-based solutions assume the
existence of a pre-shared key. However, the compromise of such
long-term keys usually leads to compromising the security of the
whole system. On the other hand, public key protocols might be
computationally prohibitive in some CPSs’ environments and also
require the establishment of a public key infrastructure [19],
including the support of a key revocation mechanism (e.g. see
[20]), which might be hard to deploy in many CPSs’ applications.

Another approach to secure communications without relying on
classical cryptographic approaches was introduced by Wyner [21],
who presented the wiretap channel model. This model utilises the
role of noise, which is a natural characteristic in any
communications system, to achieve secure communications.

In Wyner's model, we assume that the eavesdropper observes a
noisy version of the signal available at the receiver. The defender's
objective is then to design an encoding scheme such that, for
sufficiently large codeword length, the equivocation rate [22] of the
transmitted message given the signal received by the adversary is
arbitrarily close to the entropy rate of the message [23].

In this paper, we consider a networked control system, where
the (networked) controller wants to send a secrete message to the
plant without resorting to cryptographic solutions. Our control
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theoretic solution utilises the asymmetry in the plant model
knowledge available to control system designer/operator (the
defender) and to the eavesdropper. This asymmetry can be
exploited to play a role similar to the one performed by the noise in
Wyner's wiretap channel, and hence allows us to design a wiretap-
like encoding scheme for CPSs.

The rest of the paper is organised as follows. In Section 2, we
briefly review related works. The preliminaries and our problem
formulation are presented in Section 3. The proposed control
theoretic encoding scheme, which allows us to transfer secret
messages in CPSs without relying on classical cryptographic
solutions, is developed in Section 4 and its effectiveness is verified
through simulation in Section 5. Finally, we conclude the paper in
Section 6 where we also present some open research directions.

2 Related work

Random noise is an intrinsic element of almost all physical
communication channels. In an effort to understand the role of
noise in the context of secure communications, in a landing
marking paper [21], Wyner introduced the wiretap channel.
Wyner's wiretap channel models a legitimate transmitter (Alice)
and a receiver (Bob) communicating over a discrete memoryless
channel, referred to as the main channel, in the presence of a
passive wiretapper who only listens to the transmitted signal
through a second channel, referred to as the wiretapper channel.
The goal is to design a coding scheme that makes it possible for
Alice to communicate both reliably and securely. Reliability is
measured in terms of Bob's probability of error in recovering the
message, while security is measured in terms of the mutual
information [22] between the message and Eve's observations.
Wyner showed that the situation is characterised by a single
constant Cj, called the secrecy capacity, which has the following
meaning: for all e¢> 0, there exist coding schemes of rate
R > C; — ¢ which asymptotically achieve both the reliability and
the security objectives.

The fundamental role of noise has also been utilised in the
design of secret-key agreement schemes, without relying on
cryptographic methods (e.g. see Chapter 4 in [23]). In this
approach, we assume that the legitimate parties and the
eavesdropper observe the realisations of correlated random
variables and that the legitimate parties attempt to agree on a secret
key unknown to the eavesdropper. To isolate the role played by
noise, the legitimate parties are assumed to be able to distil their
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key by communicating over a two-way, public, noiseless, and
authenticated channel. The relevant metric, referred to as the key
secrecy capacity, is the number of secret-key bits that can be
distilled per observation of the correlated random variables.

The concept of wiretap channel [21] and secrecy capacity (also
see [24]) has prompted significant research in physical layer
security of wireless communication systems [23] over the past
years. Such approaches have been extended to secure
communications in CPSs. Burg et al. [25] provides a summary of
communication principles from the perspective of the connectivity
needs of CPSs. The gap between the security features in the
communication standards used in CPSs and IoT and their actual
vulnerabilities are pointed out. The authors concluded their paper
by emphasising the need for a more in-depth study of the security
issues across all the protocol layers, including both logical layer
security and physical layer security. Atat ef al. [26] discussed the
main challenges that cellular providers will face as the massive
number of CPS devices attempt to access the cellular spectrum.
They also study how to protect the device-to-device links from
eavesdropping through the use of an aggressive sensing technique.

Rawat et al. [27] analysed outage probability for secrecy rate in
multiple-input multiple-output wireless systems in the presence of
eavesdroppers and jammers for CPS devices. However, similar to
other existing literature, the authors followed a purely information
theoretic approach that does not utilise the dynamics of the
underlying CPSs.

Recently, some works have utilised control-theoretic
approaches to show the existence of covert channels [28, 29] in
CPSs. Such channels can be abused by attackers to exfiltrate
sensitive information, such as the proprietary gains or the
thresholds used in the controller or to coordinate for CPS attacks.
For example, Krishnamurthy ez al. [30] proposed using the
analogue emissions of physical instrumentation such as actuators,
and sensors in CPS to send or leak information without impacting
the CPS process characteristics. As a proof of concept, they
demonstrated that a malware can use the acoustic emissions of a
motor controlling a valve in a feedback control loop as a covert
channel without affecting the stability, performance, and signal
characteristics of the closed-loop process. Garcia et al. [31]
presented a covert channel that leverages physical substrates, such
as line loads within a power system, to transmit information
between compromised controllers. Such channel can be used, by
the compromised controllers, in a coordinated attack scenarios by
manipulating relays to modify the power network's topology
without the use of any explicit communication channels (e.g.
power line communications) in order to evade intrusion detection.
In [32], Herzberg and Kfir showed how a corrupt actuator in one
CPS zone can send covert information to a sensor in a different
zone, breaking the isolation. This may allow an attack where the
actuator is intentionally malfunctioning, and the sensor is
intentionally masking the malfunction. In [33], the same authors
presented another covert channel from a covertly-transmitting
sensor to an actuator, interacting only indirectly, via a benign
threshold-based controller. The covert traffic is encoded within the
output noise of the covertly-transmitting sensor, whose distribution
is indistinguishable from that of a benign sensor. Finally, in [34],
Ying et al. utilised covert channels to build an effective defensive
technique that facilitates transmitter authentication via a trusted
monitor node for automotive applications. In particular, the authors
presented transmitter authentication for controller area network
(TACAN), which provides secure authentication of electronic
control units (ECUs) by exploiting the covert channels without
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introducing CAN protocol modifications or traffic overheads.
TACAN exploits different covert channels for ECU authentication
including inter-arrival time of CAN messages, and the clock offsets
of CAN messages. It also conceals authentication messages into
the least significant bits of normal CAN data.

3 Preliminaries and problem formulation

For basic definitions related to information theory (e.g. entropy,
mutual information, and equivocation), we refer the reader to [22].
A good introduction to the principles of physical layer security can
be found in [23].

In what follows, we denote with R, R™, and Z, = {0, 1, ...},
the sets of real numbers, real-values column vectors of dimension
n, > 0, and non-negative integer numbers, respectively. Moreover,
given a variable v, v(k) denotes the value of v at the discrete
sampling time instant k € Z,.

Definition 1: : Given two sets & CR" and @ C R", the set-
difference #~Q and the Minkowski sum R @ Q are defined as
follows [35]:

R Q:={reR"re R, r¢ @} (D)
RDOQ:={r+qeR":re R qec @} 2

Definition 2: Consider the discrete-time system
x(k+1) = f(x(k), uk), d(k)) 3

where x(k) € R" and u(k) € R™ are the state and input vectors,
respectively, d(k) € R’ e @ is a bounded exogenous disturbance
with 9, a compact set with 0, € 9, and f(-, -, -) is a function
describing the system dynamics.

Let x € R" be the current state of the system, then the set of

states one-step reachable using the control input u € R™ is defined
as follows [36]:

Reach(x,u) = {x* € R":3d € Ds.t.x*" = f(x,u,d)} (4)

3.1 Wyner wiretap channel

Consider the situation depicted in Fig. 1, where Alice (sender)
wants to exchange a secrete message with Bob (receiver) using a
legitimate memoryless communication channel and Eve
(eavesdropper) wants to intercept the secret by establishing another
memoryless channel known as the wiretap channel [21]. Moreover,
assume that the sender and receiver can transmit messages using
any encoding/decoding scheme but that these operations are also
known to the eavesdropper.

Proposition 1: If the equivocation of the encoded data seen by
the eavesdropper is greater or equal to uncertainty of the data
source, then there exists an encoding scheme allowing Alice to
send a secrete message to Bob with approximately perfect secrecy
[21].

3.2 Networked control system

Consider the networked CPSs shown in Fig. 2, where the plant
dynamics are described by (3).

Assumption 1: We assume that the exact dynamical model (3) is
unknown and that, for control purposes, an appropriate system
identification procedure [37] has been offline used to approximate
the system dynamics. Therefore, without loss of generality, we
assume that the following uncertain model is used by the
controller:

x(k+1) = fo(x(k), u(k)) + d(k), d.(k) € D &)

IET Cyber-Phys. Syst., Theory Appl.

This is an open access article published by the IET under the Creative Commons Attribution License

(http://creativecommons.org/licenses/by/3.0/)



where 9. C R? is a compact subset with 04 € &.. Moreover,
fo(x(k),u(k)) + d(k) is a function satisfying the inclusion condition

Vk € Z,3d, € D.: f(x(k), u(k),dk)) = f(x(k),uk)) +d. (6)

which guarantees that the system dynamics (3) are contained into
the identified uncertain model (5).

Moreover, given (6), we assume that the controller logic is
generically described by the following state-feedback control law:

u(k) = ¢p(x(k)) ™)

3.3 Attacker model

Assumption 2: We assume that the communication channels
between the controller and the plant can be subject to
eavesdropping attacks capable of reading all the transmitted data.
Moreover, the attacker, exploiting the available resources, is
capable of obtaining the following plant uncertain model:

x(k +1) = fe(x(k), u(k), de(k)), de(k) € Dy, (®)

with D, C R%a compact subset and f.(x(k), u(k), d.(k)) a function
such that

Vk € Z,3d, € D f(x(k),u(k) = fo(x(k),uk),d)  (9)

Hereafter, for the sake of clarity, we describe (8) by means of
the following model:

x(k+1) = fo(x(k), u(k)) + de(k), de(k) € D (10)
with @, C RYa compact subset with 03 € 9., and such that
D. C D, (11)

Remark 1: Note that (11) assures that the model used by the
controller (5) is more accurate than the model available to the
attacker (10). The latter finds justification by the fact that the
defender can actually design the system identification process by
adequately selecting sufficiently exciting input signals [38]. On the
other hand, the attacker cannot design the input signals and can
perform system identification only using the data collected during
the online closed-loop operations.

3.4 Problem formulation

The objectives of the paper can be formally stated as follows: given
the networked control system in Fig. 2, the plant dynamics (3), and
Assumptions 1 and 2:

- Demonstrate the existence of a Wyner wiretap-like encoding
scheme for the secrete exchange of messages between the
controller (sender) and the plant (receiver).

- Design a proof-of-concept encoding scheme for transferring
secret messages from the controller to the plant.

4 Wyner wiretap-like channel in CPS and the
proposed encoding scheme

In this section, we first show the existence of the Wyner wiretap-
like channel in CPSs. Then, as a proof-of-concept, an encoding
scheme is designed, and the resulting algorithm is presented.

4.1 Wyner wiretap-like channel in CPS

Consider a scenario where the controller and the plant want to
share secret messages by using the closed-loop control system
operations. Specifically, the controller encodes a message in the
control signal u(k) while the receiver decodes the message from the
measured state-space vector x(k 4+ 1). The following proposition
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proves that for the networked control system in Fig. 2, the
eavesdropper channel is a Wyner wiretap-like channel that allows
the exchange of secret messages.

Proposition 2: Consider the networked control system shown in
Fig. 2 and the controller and eavesdropper plant models (5) and
(10), respectively. Under the condition (11), there exists an
encoding scheme allowing the secret exchange of messages
between the plant and the controller.

Proof: In order to prove the existence of an encoding scheme
allowing perfect secrecy, it is sufficient to show that the condition
stated in Proposition 1 holds true.

Let x = x(k) € R" and u = u(k) = ¢(x(k)) be the current plant
state vector and command input, respectively, then the following
one-step reachable sets (see Definition 2) can be defined

Reach®(x,u) = {(x* € R":3d. € D.:x" = f.(x,u) +d.}

12
= folx,u) © L. (2

Reach®(x,u) = {(x* € R":3d, € D.:x" = f.(x,u) +d.}

(13)
= fo(x,u) ® D,
where Reach®(x, u) and Reach®(x, u) are the one-step reachable sets
that can be computed by the controller and eavesdropper,
respectively. Given the condition (11), by construction, the
following condition holds true:

x(k + 1) € Reach®(x, u) C Reach®(x,u),V(x,u) € R" x R (14)

This implies that the eavesdropper has a level of uncertainty
(equivocation) about the system one-step evolution x(k + 1) which
is always greater than the uncertainty of the closed-loop control

system, i.e. Reach®(x,u) C Reach®(x,u). From Proposition 1, the
latter is then sufficient to claim that the eavesdropper channel is a
Wyner wiretap-like channel. o

4.2 Proof-of-concept encoding scheme

In what follows, we show how the available Wyner wiretap-like
channel can be leveraged to design an encoding scheme that allows
to securely transfer secret messages from the plant to the controller
(see Fig. 3). For the sake of clarity, here, we focus our attention on
the design of a binary encoding scheme. Nevertheless, the
proposed solution can be extended to support a more generic
alphabet. Given the uncertain plant model (5), two robustly
stabilising state-feedback control policies, namely u(k) = ¢ (x(k))
and u(k) = ¢,(x(k)), are designed to minimise two different cost
indices, namely J, and J,. Then, the following switching control
policy can be defined:

wl) = x (k) if  bk) =0
) =) = g e else b(k) = 1 (15)

where b(k) is an arbitrary binary variable (‘0 or ‘1’) that selects
which command input (u,(k) or u,(k)) is used at time k. For further
details, see the SMTP-CPS algorithm described at the end of this

This is an open access article published by the IET under the Creative Commons Attribution License

(http://creativecommons.org/licenses/by/3.0/)



»|{ Eavesdropper |«

communication channel
communication channel

— Controller Logic -
{a(h). &1(a(0)} hqﬁm«;e;;;;e;
)

Controller (sender) '

1

[ ﬂ Reach®(z,u;)

i=0

1
[ | m Reach®(z, u;)
i=0

I:l Reach®(z, ug)

E : : E Reach®(z, uy)

[ Reach®(z, u)

: E Reach®(z,u1)

Fig. 4 One-step reachable set under the binary encoding scheme:
controller versus eavesdropper

section where b(k) corresponds to the variable b,(k) used by the
plant (decoder) in the lines 1-2 of the Plant + Decoder (receiver)
algorithm.

Remark 2: Note that the control law u(k) = ¢y(x(k)) and
u(k) = ¢,(x(k)) must be properly designed to preserve robust
stability under the switching policy (15) (see [39]). For instance, a
possible way to achieve this requirement is to design the switching
control laws so that a common robust Lyapunov function exists,
see e.g. the seminal papers [40, 41] or by resorting to the robust
set-theoretic model predictive solution in [42].

By following the Kerckhoffs's principle, we assume that the
attacker is aware of the control policy (15).

At each time step k, the one-step reachable sets that can be
predicted by the controller and attacker are as follows (see Fig. 4):

. Reach®(x(k),uy(k)) if bk)=0
Reach™(x(k), u(k)) := (16)
Reach®(x(k),u,(k)) else bk) =1
Reach®Ce(k), u(k)) = Reach™(x(k),u,(k)) if bk)=0 (17)
Reach®(x(k), u,(k)) else bk) =1

and the following implications hold true:
1 1
It e ﬂ Reach®(x, u;) such that x* ¢ ﬂ Reach®(x,u;) (18)
i=0 i=0

1 1
If x* € [ Reach(x, u;) then x* € 7| Reach(x,u)  (19)
i=0 i=0

Therefore, by leveraging the conditions (18) and (19), and by
defining as in (20), the one-step reachable set-difference Diff(x, u)

1
Diff(x, u) := [ Reach‘(x.u)|  (20)
i=0

1
ﬂ Reach®(x, u,—))\
i=0

the following protocol can be defined for the secret exchange of
binary vector messages m between the plant and the controller.

In particular, the protocol follows this two phases-procedure,
repeated for each secret bit of m:

- First phase: The controller and the plant agree on a random bit
(hereafter denoted as the ‘key’) that cannot be intercepted by the
eavesdropper;

- Second phase: The controller uses the previously agreed one-time
‘key’ to encrypt a single bit of the secrete message.

In the first phase, to agree on a secret bit, the following arguments
are exploited. Assume that at the time & the controller computes
both ¢,(x(k)) and ¢,(x(k)) and leaves to the plant the decision to
apply one of the two actions according to a randomly generated bit,
namely b,(k) € {0,1}. In this scenario, if x(k+ 1) € Diff(x(k),
u(k)), then the following implication (arising from (18) and (19))
holds true:

1
xtk+1)€e ﬂ Reach®(x, u;)
x(k + 1) € Diff(x(k), u(k)) — Y @D
xk+1) ¢ ﬂ Reach®(x, u;)
i=0

which guarantees that, given x(k + 1), only the controller (but not
the eavesdropper) is able to unequivocally determine the value of
b, (k) chosen by the plant. As a consequence, a key is secretly
agreed (key = b,(k)), when the condition x(k + 1) € Diff(x(k),
u(k)) is satisfied.

In the second phase, given the agreed upon one-time key, the
controller can encrypt the pth bit of m, namely m[pl,p > 1,,
following the information theoretic secure one time pad encryption
scheme [19]. In particular, the controller transmits, along with
¢o(x(k)) and ¢,(x(k)), also b.(k) = m[p] V key, where V denotes the
xor operator. In this scenario, the eavesdropper, reading b.(k)
cannot decode m[p] because he/she is not aware of the secret key
while the plant can simply recover m[p] as m[p] = key V b.(k) .

Finally, it should be noted that both the plant and controller can
determine which phase of the protocol they are executing without
any explicit communication channel. The eavesdropper, on the
other hand, does not have this knowledge because of the
asymmetry in the plant model knowledge available to control
system designer and to the eavesdropper.

The algorithm (see Fig. 5) explains the proposed secret message
transfer protocol between the plant and the controller.

Proposition 3: Consider the networked control system shown in
Fig. 3, the controller and eavesdropper plant models (5) and (10),
respectively. Under the condition (11), the SMTP-CPS algorithm
allows the transfer of secret messages between the controller and
the plant (Fig. 6).

Proof: To prove the proposition, it is sufficient to collect all the
above developments and show that the proposed message exchange
protocol satisfies the following properties:

(a) (Correctness): The key between the plant and the controller is
agreed (see step 4 of the plant and step 1 of the controller) if and
only if the controller is certain about the random bit selected by the
plant, i.e.

x(k + 1) € Reach®(x(k), ¢,(x(k))) V Reach®(x(k), ¢,(x(k))) (22)

Therefore, if a secret key bit is correctly agreed, then also the
encoding/decoding xor operations involving the message bit m[k]
and the key are correct (see step 11 of the controller and step 8 of
the plant) (see [19]).

(b) (Secrecy): In this part, we show that the eavesdropper cannot
understand the following: when a key is agreed, the secret bit
message ml[k], and the state s of both sender and receiver
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Secret Message Transfer Protocol for CPSs (SMTP-CPS)

Controller + Encoder (sender)V k

Initialization: The binary secrete message m, the message index
p =1, the random bit generator randBit(), the initial state of
the sender automaton s = 1 (Fig. 6a), the set-difference at k = 0
Diff(x(—1),u(-1)) = 0.

l: if s ==1& x(k) € Diff(x(k — 1),u(k — 1)) then
2% s=2;

3 if x(k) € Reach®(x(k — 1), ¢o(x(k — 1))) then key = 0
4 else key = 1;

St end if

6: else s = 1;

7: end if

8: if s == 1 then

9: be(k) = randBit();
10: else
11: be(k) = mlp] Y key,p=p+1;
12: end if

13: Send [¢o(x(k)), ¢1(x(k)), be(k)] to the plant;

—— Plant + Decoder (receiver)V k

Initialization: The binary secrete message m = [|, the message
index p = 1, the random bit generator randBit(), the initial state
of the receiver automaton s = 1 (Fig. 6b).

1: br(k) = randBit().

2: Apply u(k) = p,,, (x(k));

3: if s == 1 then

4: if x(k + 1) € Diff(x(k),u(k)) then

5 key = br(k), s = 2;

6: end if

7: else

8: mlp| = keyVbe(k),p=p+1,s=1;
9: end if

Fig. 5 Algorithm: secret message transfer protocol for CPSs (SMTP-CPS)

(transfer test failed)
(k) ¢ Diff(z(k — 1), u(k — 1))
(random bit agreed)
z(k) € Diff(z(k — 1), u(k — 1))

(first phase) )

s=1

(second phase
s=2

be(k)=m[p]v key,

p=1

random bit
agreeement state

secret message
transfer state

(transfer test failed)
z(k + 1) ¢ Diff(z(k), u(k))

(random bit agreed)
z(k + 1) € Diff(z(k), u(k))

key=br(k)

(first phase)

(

second phase)

s=2

br(k)=randBit()

Initialization
p=1

mfp] = bit vkey
random bit p=p+I1

agreeement state

secret message
transfer state

b

Fig. 6 Secrete message transfer automata for
(a) Sender, (b) Receiver
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automaton. In particular, given the attacker resources, the
eavesdropper can compute the attacker reachable sets (17) but the
eavesdropper cannot calculate the controller reachable set (16). As
a consequence, the attacker cannot determine the set difference
(20) and understand when the key agreement -condition
x(k + 1) € Diff(x(k), ui(k)) is satisfied. The latter is sufficient to
conclude that the eavesdropper is not aware of the key of the secret
bit messages m[k] and the state s of the automaton, concluding the
proof.o

Remark 3: The computational overhead associated with the
proposed secret message transfer protocol is dominated by the
computation of:

- The reachable sets Reach®(x(k), u;) and Reach®(x(k),u;), i = 1,2.
- The set membership tests x(k) € Diff(x(k — 1),u(k — 1)) and
x(k) € Reach®(x(k — 1), u,)

According to (12) and (13), the computations of the reachable
sets are obtained by performing Minkowski sums between the
vector f.(x,u;) and the disturbance sets 9. and 9., respectively.
By assuming a polytopic convex representation of the disturbance
sets, such operations have a computational complexity O(n\"*) that
depends on the dimension n of the state-space vector x(k) and the
number of vertices n, needed to describe & and D, (see [43—46]
and references therein).

As for the computational complexity of the set membership
tests, it should be noted that the set-difference
Diff(x(k — 1),u(k — 1)) does not need to be explicitly computed.
Indeed, as shown in (21), the set membership test
x(k) € Diff(x(k — 1), u(k — 1)) is equivalent to simple logic
condition on the result of the following set-membership tests:

x(k) € Reach(x(k), u;), x(k) € Reach®(x(k),u;), i =1,2

Also, if the reachable convex sets are presented as polytopes, then
each test is equivalent to solving a simple linear programming (LP)
problem whose computational complexity is polynomial in time
[47]. Moreover, if the number of optimisation variables is small
(the size of the state vector x(k) in the specific case), then the
complexity of solving the LP problem becomes linear in time w.r.t.
to the number of constraints (inequalities) [48].

Finally, it should be noted that for systems with a large number
of state variables, the complexity of the encoding/decoding scheme
can be reduced by simply implementing the proposed algorithm on
a small subset of the state-space variables.

5 Simulation results

In this section, the effectiveness of the proposed Wyner wiretap-
like encoding scheme is validated by means of a numerical
simulation example. The simulation has been implemented in
Matlab where the MPT3 toolbox [49] has been used to design the
proposed controller and compute the one-step reachable sets (16)
and (17) required to implement the SMTP-CPS algorithm.

The plant dynamics (3) are defined by a discrete linear time-
invariant system subject to additive exogenous bounded
disturbances x(k + 1) = Ax(k) + Bu(k) + d(k), whose sampling
time is 7 = 0.1 s, the system matrices are

_[10.0975 _ [0.0246
10 09512) " 10.4877

and the disturbance d(k) is described by the following component-
wise bounds:

—0.1<djtk)<0.1, j=1,2 (23)

Moreover, the input saturation constraint

u(k) € % = {u € R’: |u| < 6} is imposed.
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Fig. 7 Secrete average message transfer rate versus (D, = a X D)

We assume that the identified plant model (5) is described by
the same uncertain dynamical model
x(k + 1) = Ax(k) + Bu(k) + d.(k), with a disturbance 9. defined
by the following increased component-wise bounds:

~0.12<d. (k) <012, j=1.2 (24)

Given the uncertain identified plant model, the set-theoretic model
predictive control scheme proposed in [42] has been used to
implement the switching control law (15). For the sake of clarity
and completeness, first, the controller design steps are summarised,
then the switching control laws ¢,(k) and ¢,(k) are presented. The
reader is referred to [42] for further details.

5.1 Controller design steps

(1) A linear quadratic state-feedback controller u(k) = Kx(k) has
been computed using the capabilities of the MPT3 toolbox, and the
smallest terminal robust positively invariant region J,, associated
to the controller, has been determined [50]. The computed
controller gain vector K is

K=[-13.27 -2.26] (25)
(i1) The terminal region I, is then enlarged to compute the set of
states that can be steered into I, in a finite number, N > 0, of
steps. The latter has been obtained by recursively applying the
following definition of robust one-step controllable set (see [36]):

Ti={xeR"Vd, € D,IuecU:Ax+Bu+d.€ T,_,} (26)

where T i1 =9i_,~2D, and ~ denotes the Minkowski set
difference operator [35]. For our simulations, we set N = 250.

5.2 Control action computation

Given the offline computed family of one-step controllable sets
(T 372, and a feasible initial condition x(0) € |J;*, T, at each
sampling time instant k, the control action u(k) is computed as
follows:

e Leti(k):= min {i:x(k) € T;}
e Ifi(f) == 0 then

u(t) = Kx(o),
Else solve the following quadratic optimisation problem:
u(k) = arg min J(k) s.t.
u

- (27)
Ax(k) +Bu € T i u €U

where J(k) is any the convex cost function of interest.

In [42], it is shown that the cost function J(k) can be arbitrary
chosen at each sampling time without compromising the system
stability or convergence to the terminal set 7.

Throughout our simulations, we have associated the switching
control laws ¢,(x(k)) and ¢,(x(k)) to the following convex cost
functions:

Jok) = || Ax(k) + Bu(k) |I;, k) = | w(k) |I3

which minimise the time to reach the terminal region and the
control effort, respectively. We have evaluated the performance of
the proposed SMTP-CPS encoding scheme (in terms of bits/s) for
different attacker's disturbance sets P, O 9D.. In particular, we
have considered eight different attacker's disturbance sets &, such
that 9. =ax D,,, where a € {1.5,2,...,7.5,8}. Moreover, we
have considered three different plant's initial conditions, and each
simulation has been run for 50 time steps (5 s) and repeated 20
times to take into account different disturbance d(k) realisations.

The simulation results are reported in Fig. 7 where a is depicted
on the x-axis and the average obtained transmission rates (bits/s)
are shown on the y-axis. It is clear that increasing the ratio between
the eavesdropper and controller disturbance set, then the
transmission rate increases. The latter finds justification in the fact
that o quantifies the model asymmetry between the controller
(defender) and the eavesdropper.

6 Conclusions and open research problems

By exploiting asymmetry in the plant model knowledge available
to control system (the defender) and to the eavesdropper, we
showed the existence of Wyner wiretap-like encoding scheme for
CPSs. This asymmetry plays a role similar to the one performed by
the noise in the original Wyner's wiretap communication channel.
Such scheme allows us to solve the problem of exchanging secrete
messages/’keys in CPSs without resorting to traditional
cryptographic solutions. Up to the authors’ knowledge, no prior
work has considered the utilisation of the underlying dynamics of
CPSs to create such a secure channel between the networked
controller and the plant. One of the main advantages of our scheme
is that its security does not rely on any assumptions about the
computational power of the adversary. In other words, unlike
symmetric key and most public-key cryptographic solutions, our
proposed scheme achieves its claimed security properties even if
the adversary has unlimited computational power.

For future works, open research problems include: (i)
quantifying the theoretical secrecy capacity of the investigated CPS
wiretap channels in terms of 9. and D, (ii) extending the results
to different classes of robust or stochastic control models. For
example, throughout our analysis, we assumed that the uncertainty
sets D, and P, are bounded and uniformly distributed. However,
in general, other distributions (e.g. Gaussian, truncated Gaussian)
might better suit the underlying CPS system, (iii) determining the
optimal source alphabet size for a given CPS setup, (iv) designing
of a CPS encoding techniques that can approach the fundamental
secrecy capacity limits in practice.

7 References

[1] Greer, C., Burns, M., Wollman, D., et al.: ‘Cyber-physical systems and
internet of things’, NIST Spec. Publ., 1900, 202, (2019), p. 52

[2] Lyu, X., Ding, Y., Yang, S.H.: ‘Safety and security risk assessment in
cyberphysical systems’, IET Cyber-Phys. Syst., Theory Appl., 2019, 4, (3), pp.
221-232

3] He, H., Yan, J.: ‘Cyber-physical attacks and defences in the smart grid: a
survey’, IET Cyber-Phys. Syst., Theory Appl., 2016, 1, (1), pp. 13-27

[4] Qi, J., Hahn, A., Lu, X, et al.: ‘Cybersecurity for distributed energy resources
and smart inverters’, /ET Cyber-Phys. Syst., Theory Appl., 2016, 1, (1), pp.
28-39

[5] Cardenas, A., Amin, S., Sinopoli, B., e al.: ‘Challenges for securing cyber
physical systems’. Workshop on Future Directions in Cyber-Physical Systems
Security, vol. 5, 2009

[6] Sandberg, H., Amin, S., Johansson, K.H.: ‘Cyberphysical security in
networked control systems: an introduction to the issue’, /EEE Control Syst.
Mag., 2015, 35, (1), pp. 20-23

IET Cyber-Phys. Syst., Theory Appl.

This is an open access article published by the IET under the Creative Commons Attribution License

(http://creativecommons.org/licenses/by/3.0/)



[7]

[8]

[9]

[10]

[11]

[12]

[13]
[14]

[15]

[16]

[17]

[18]

[19]
[20]

[21]
[22]
[23]
[24]

[25]

[26]

[27]

[28]

Liu, Y., Ning, P., Reiter, M.K.: ‘False data injection attacks against state
estimation in electric power grids’, ACM Trans. Inf. Syst. Security (TISSEC),
2011, 14, (1), pp. 1-33

Wang, Q., Tai, W., Tang, Y., et al.: ‘Review of the false data injection attack
against the cyber-physical power system’, IET Cyber-Phys. Syst., Theory
Appl., 2019, 4, (2), pp. 101-107

Ayad, A., Farag, H., Youssef, A., et al.: ‘Cyber-physical attacks on power
distribution systems’, IET Cyber-Phys. Syst., Theory Appl., 2020, 5, (2), pp.
218-225

Nikmehr, N., Moghadam, S.M.: ‘Game-theoretic cybersecurity analysis for
false data injection attack on networked microgrids’, IET Cyber-Phys. Syst.,
Theory Appl., 2019, 4, (4), pp. 365-373

Li, Y., Huo, W., Qiu, R., et al.: ‘Efficient detection of false data injection
attack with invertible automatic encoder and long-short-term memory’, IET
Cyber-Phys. Syst., Theory Appl., 2020, 5, (1), pp. 110-118

Wang, J., Constante, G., Moya, C., et al.: ‘Semantic analysis framework for
protecting the power grid against monitoring-control attacks’, IET Cyber-
Phys. Syst., Theory Appl., 2020, 5, (1), pp. 119-126

Smith, R.S.: ‘Covert misappropriation of networked control systems:
presenting a feedback structure’, IEEE Control Syst., 2015, 35, (1), pp. 82-92
Weerakkody, S., Sinopoli, B.: ‘Detecting integrity attacks on control systems
using a moving target approach’. IEEE Conf on Decision and Control (CDC),
Osaka, Japan, 2015, pp. 5820-5826

Schellenberger, C., Zhang, P.: ‘Detection of covert attacks on cyberphysical
systems by extending the system dynamics with an auxiliary system’. IEEE
Conf on Decision and Control (CDC), Melbourne, VIC, Australia, 2017, pp.
1374-1379

Miao, F., Zhu, Q., Pajic, M. et al: ‘Coding schemes for securing
cyberphysical systems against stealthy data injection attacks’, JEEE Trans.
Control Netw. Syst., 2016, 4, (1), pp. 106-117

Ghaderi, M., Gheitasi, K., Lucia, W.: ‘A novel control architecture for the
detection of false data injection attacks in networked control systems’.
American Control Conf. (ACC), Philadelphia, PA, USA, 2019, pp. 139-144
Griffioen, P., Weerakkody, S., Sinopoli, B.: ‘An optimal design of a moving
target defense for attack detection in control systems’. American Control
Conf. (ACC), Philadelphia, PA, USA, 2019, pp. 4527-4534

Van Oorschot, P.C., Menezes, A.J., Vanstone, S.A.: ‘Handbook of applied
cryptography’ (CRC Press, Florida, USA, 1996)

Mahmoud, M.M., Misi¢, J., Akkaya, K., et al: ‘Investigating public-key
certificate revocation in smart grid’, IEEE Internet Things J., 2015, 2, (6), pp.
490-503

Wyner, A.D.: ‘“The wire-tap channel’, Bell Syst. Tech. J., 1975, 54, (8), pp.
1355-1387

Cover, T.M., Thomas, J.A.: ‘Elements of information theory’ (JohnWiley &
Sons, New York, USA, 1991)

Bloch, M., Barros, J.: ‘Physical-layer security: from information theory to
security engineering’ (Cambridge University Press, 2011)

Csiszar, 1., Korner, J.: ‘Broadcast channels with confidential messages’, IEEE
Trans. Inf. Theory, 1978, 24, (3), pp. 339-348

Burg, A., Chattopadhyay, A., Lam, K.Y.: “Wireless communication and
security issues for cyber—physical systems and the internet-of-things’, Proc.
IEEE, 2017, 106, (1), pp. 38—60

Atat, R., Liu, L., Chen, H., et al.: ‘Enabling cyber-physical communication in
5 g cellular networks: challenges, spatial spectrum sensing, and cyber-
security’, IET Cyber-Phys. Syst., Theory Appl., 2017, 2, (1), pp. 49-54

Rawat, D.B., White, T., Parwez, M.S., ef al.: ‘Evaluating secrecy outage of
physical layer security in large-scale mimo wireless communications for
cyber-physical systems’, IEEE Internet Things J., 2017, 4, (6), pp. 1987-1993
Millen, J.K.: ‘Covert channel capacity’. 1987 IEEE Symp. on Security and
Privacy, Oakland, CA, USA, 1987, pp. 60-60

IET Cyber-Phys. Syst., Theory Appl.
This is an open access article published by the IET under the Creative Commons Attribution License
(http://creativecommons.org/licenses/by/3.0/)

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]
[39]

[40]

[41]

[42]

[43]
[44]

[45]

[46]

[47]

(48]

[49]

[50]

Zander, S., Armitage, G., Branch, P.: ‘Covert channels and countermeasures
in computer network protocols [reprinted from ieee communications surveys
and tutorials]’, I[EEE Commun. Mag., 2007, 45, (12), pp. 136-142
Krishnamurthy, P., Khorrami, F., Karri, R., et al.: ‘Process-aware covert
channels using physical instrumentation in cyber-physical systems’, /EEE
Trans. Inf. Forensics Sec., 2018, 13, (11), pp. 2761-2771

Garcia, L., Senyondo, H., McLaughlin, S. et al.: ‘Covert channel
communication through physical interdependencies in cyber-physical
infrastructures’. 2014 IEEE Int. Conf. on Smart Grid Communications
(SmartGrid-Comm), Venice, Italy, 2014, pp. 952-957

Herzberg, A., Kfir, Y.: ‘The leaky actuator: a provably-covert channel in
cyber physical systems’. Proc. of the ACM Workshop on Cyber-Physical
Systems Security & Privacy, 2019, pp. 87-98

Herzberg, A., Kfir, Y.: ‘The chatty-sensor: a provably-covert channel in cyber
physical systems’. Proc. of the 35th Annual Computer Security Applications
Conf., 2019, pp. 638-649

Ying, X., Bernieri, G., Conti, M., et al.: ‘Tacan: transmitter authentication
through covert channels in controller area networks’. Proc. of the 10th ACM
IEEE Int. Conf. on Cyber-Physical Systems. ICCPS 4AZ19, New York, NY,
USA: Association for Computing Machinery, 2019, pp. 23-34

Borrelli, F., Bemporad, A., Morari, M.: ‘Predictive control for linear and
hybrid systems’ (Cambridge University Press, Cambridge, UK, 2017)
Blanchini, F., Miani, S.: ‘Set-theoretic methods in control’ (Springer,
Switzerland, 2008)

Nelles, O.: ‘Nonlinear system identification: from classical approaches to
neural networks and fuzzy models’ (Springer Science & Business Media,
Berlin, Germany, 2013)

Ljung, L.: ‘System identification’, ‘Wiley Encyclopedia of Electrical and
Electronics Engineering’ (Prentice Hall, New Jersey, USA, 1999), pp. 1-19
Liberzon, D., Morse, A.S.: ‘Basic problems in stability and design of
switched systems’, IEEE Control Syst. Mag., 1999, 19, (5), pp. 59-70
Branicky, M.S.: ‘Multiple lyapunov functions and other analysis tools for
switched and hybrid systems’, JEEE Trans. Autom. Control, 1998, 43, (4), pp.
475-482

Lin, H., Antsaklis, P.J.: ‘Stability and stabilizability of switched linear
systems: a survey of recent results’, IEEE Trans. Autom. Control, 2009, 54,
(2), pp. 308-322

Angeli, D., Casavola, A., Franzé, G., ef al.: ‘An ellipsoidal off-line mpc
scheme for uncertain polytopic discrete-time systems’, Automatica, 2008, 44,
(12), pp. 3113-3119

Agarwal, PK., Flato, E., Halperin, D.: ‘Polygon decomposition for efficient
construction of minkowski sums’, Comput. Geom., 2002, 21, (1-2), pp. 39-61
Fukuda, K.: ‘From the zonotope construction to the minkowski addition of
convex polytopes’, J. Symb. Comput., 2004, 38, (4), pp. 1261-1272
Gritzmann, P., Sturmfels, B.: ‘Minkowski addition of polytopes:
computational complexity and applications to grobner bases’, SIAM J.
Discrete Math., 1993, 6, (2), pp. 246269

Fogel, E., Halperin, D.: ‘Exact and efficient construction of minkowski sums
of convex polyhedra with applications’, Comput.-Aided Des., 2007, 39, (11),
pp- 929-940

Boyd, S., Boyd, S.P., Vandenberghe, L.: ‘Convex optimization’ (Cambridge
University Press, UK, 2004)

Adler, I., Shamir, R.: ‘A randomized scheme for speeding up algorithms for
linear and convex programming problems with high constraints-to-variables
ratio’, Math. Program., 1993, 61, (1-3), pp. 39-52

Herceg, M., Kvasnica, M., Jones, C.N., ef al.: ‘Multi-parametric toolbox 3.0’.
2013 European control Conf. (ECC), Zurich, Switzerland, 2013, pp. 502-510
Rakovic, S.V., Kerrigan, E.C., Kouramas, K.I., et al: ‘Invariant
approximations of the minimal robust positively invariant set’, IEEE Trans.
Autom. Control, 2005, 50, (3), pp. 406410



