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Abstract—Graph neural network (GNN) is an efficient neural network model for graph data and is widely used in different fields, including
wireless communications. Different from other neural network models, GNN can be implemented in a decentralized manner during the
inference stage with information exchanges among neighbors, making it a potentially powerful tool for decentralized control in wireless
communication systems. The main bottleneck, however, is wireless channel impairments that deteriorate the prediction robustness of
GNN. To overcome this obstacle, we analyze and enhance the robustness of the decentralized GNN during the inference stage in
different wireless communication systems in this paper. Specifically, using a GNN binary classifier as an example, we first develop a
methodology to verify whether the predictions are robust. Then, we analyze the performance of the decentralized GNN binary classifier
in both uncoded and coded wireless communication systems. To remedy imperfect wireless transmission and enhance the prediction
robustness, we further propose novel retransmission mechanisms for the above two communication systems, respectively. Through
simulations on the synthetic graph data, we validate our analysis, verify the effectiveness of the proposed retransmission mechanisms,

and provide some insights for practical implementation.
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1 INTRODUCTION

ITH the explosion of data traffic and the enhanced
W capability of big data processing, the machine learn-
ing (ML) technique has been regarded as a potential enabler
for the sixth-generation (6G) wireless communications [1].
Recently, a large number of works turn to various ML
techniques to facilitate different applications in wireless
communication systems, such as physical layer design [2],
31, [4], [5l, resource allocation [6], [7], [8], [9], [10], [11],
and networking [12], [13]. In these works, ML is generally
utilized for two purposes. On the one hand, it has been
employed as fast approximations of heavy computations
in existing algorithms. For example, the authors in [7],
[8] have made use of the imitation learning technique to
replace the pruning strategy in the branch-and-bound algo-
rithm, a widely-used algorithm for mixed-integer wireless
resource allocation problems with exponential complexity
in the worst case. On the other hand, ML has also been
used to develop novel low-complexity heuristic algorithms.
For example, the authors in [9] and [10] have proposed
ML-based link scheduling algorithms for device-to-device
networks by using deep neural networks (DNNs) and the

o The work of Guanding Yu was supported by the National Key Research
and Development Program of China under Grant 2018YFB1802302. The
work of Huaiyu Dai was supported in part by the US National Science
Foundation under grant CNS-1824518.

e M. Lee is with the College of Information Science and Electronic Engineer-
ing, Zhejiang University, Hangzhou 310027, China, and also with the De-
partment of Electrical and Computer Engineering, North Carolina State
University, Raleigh, NC 27695, USA. e-mail: mengyuan_lee@zju.edu.cn.

o G. Yu is with the College of Information Science and Electronic Engineer-
ing, Zhejiang University, Hangzhou 310027, China. e-mail: yuguand-
ing@zju.edu.cn. (Corresponding author: Guanding Yu)

e H. Dai is with the Department of Electrical and Computer Engineering,
North Carolina State University, Raleigh, NC 27695, USA. e-mail:
hdai@ncsu.edu

graph embedding technique, respectively.

Amongst other ML techniques, the graph neural net-
work (GNN) recently attracts much attention from both the
academia and the industry. As the name implies, GNN is a
kind of neural network model especially proposed for graph
data [14], [15]. It can learn the representation of an input
graph in the node/graph level via message passing between
nodes. Because of its satisfactory performance and good
interpretability, GNN has become a widely applied graph
analytical tool in various fields, such as computer vision
[16], traffic engineering [17], and chemical industry [18]. By
observations, GNN has several properties that highly match
with the characteristics/requirements of the applications in
wireless communication systems. First, GNN can efficiently
exploit the graph data for different learning tasks while
wireless networks can be naturally modeled as graphs,
where nodes and edges correspond to wireless devices and
links, respectively. Secondly, GNN can process input graphs
of different sizes. This generalization ability is in accord with
the dynamic nature of wireless communication systems.
Finally, after a well-trained GNN model is obtainedﬁ it can
be used in a decentralized manner for inference to achieve
decentralized management/control. Meanwhile, decentral-
ized control and resource management often serves as an
appealing alternative especially for large-scale wireless com-
munication systems [47], [48], [49], which does not depend
on the centralized controller, and thus avoiding concurrent
communication, possibly severe traffic jam, the computa-
tion limitation, low scalability and flexibility, and single

1. The training process of the GNN can be conducted in either cen-
tralized or decentralized manner by using different training techniques.
Since using a well-trained GNN model, i.e., the inference stage of the
GNN, is the focus of this paper, we assume that a well-trained GNN
model is available throughout this paper.



point of failure. Note that most standard neural networks
widely used in existing works, such as convolutional neural
networks (CNNs) and recurrent neural networks (RNNSs),
requires central processing during the inference stage.

To employ the inference stage of a well-trained GNN
model decentrally in wireless communication systems, in-
formation exchanges among neighboring nodes through
wireless channels are inevitable. However, wireless trans-
mission over noisy and fading channels is generally imper-
fect, which leads to stochastic errors in received signals, and
eventually decreases the prediction accuracy and deterio-
rates the robustness of the GNN model. This is the main
bottleneck concerning decentralized inference with GNN
in wireless systems. Therefore, the goal of this paper is to
analyze and enhance the robustness of the decentralized
GNN during the inference stage in different wireless com-
munication systems, making the prediction results not only
accurate but also robust to transmission errors.

1.1 Related Work
1.1.1 Related Work in Machine Learning Field

GNNSs, as the generalization of traditional DNNs to the
graph data, inherit both advantages and disadvantages of
DNNs. Specifically, GNNs have powerful representation
ability, but are vulnerable to adversarial attacks during the
inference stagqﬂ Note that adversarial attacks refer to the
manually designed perturbations on the node/edge features
or the topology of the graph data, which aim at fooling
GNNs to get incorrect predictions. Therefore, there exist
a surge of works in the ML field about enhancing the
robustness of GNNs against adversarial attacks during the
inference stage [19], [20], [21], [22], [23], [24], [25]. Existing
adversarial defense methods can be categorized into three
types [19]: (i) adversarial training that injects adversarial
samples into the training set such that the GNN model can
correctly predict the label of testing samples with adversar-
ial attacks [20], [21], (ii) adversary detection that explores
the intrinsic differences of adversarial edges/nodes and
then cleans edges/nodes to get correct predictions [22], [23],
and (iii) model improvement that focuses on improving the
GNN model itself to make it robust against the adversarial
attacks [24], [25]. There also exist some works that theo-
retically analyze the robustness of GNNs under adversarial
attacks [26], [27]. However, existing adversarial attacks in
literature are manually designed based on certain criteria,
which are quite different from the random and stochastic
errors caused by imperfect wireless transmission. Therefore,
all aforementioned works about defending adversarial at-
tacks may not be directly applied to the decentralized GNN
in wireless communication systems. This motivates us to
study and enhance the robustness of the decentralized GNN
in wireless communication systems.

1.1.2 Related Work in Wireless Communication Field

In the wireless communication field, related works can be
divided into two categories. The first category of works
focus on using GNNs for different problems in wireless

2. Adversarial attacks can also happen during the training stage of
GNNs, which is out of the scope of this paper.
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communication systems, such as link scheduling [10]], power
allocation [28]], [29] and user association [30]. In these
works, GNNs are generally used in the centralized manner.
Recently, some works have used GNNs for decentralized
control [31], [32]], [33]. However, they generally assume
perfect information exchanges between nodes. In contrast,
the second category of works examine how wireless trans-
mission affects ML performances [34], [35], [36], [37], [38],
[39]. To be more specific, they focus on the training process
of ML models and analyze the convergence performance of
training algorithms, such as the stochastic gradient descent
(SGD) algorithm, over noisy wireless channels. Based on
the analysis, resource management algorithms [35], [36],
learning parameter setting methods [37], [38], as well as
scheduling mechanisms [39] are proposed to achieve dif-
ferent goals, such as trade-off between communication and
computation resources, faster convergence, or better ML
performance. These existing methods are also applicable to
the decentralized training of the GNN in wireless communi-
cation systems. However, the characteristics of the training
and inference stages of ML are very different. Specifically,
training an ML model using algorithms, such as SGD, is
a stochastic process, which is inherently tolerant of noisy
data. On the contrary, using an ML model for prediction is a
definite process and is more vulnerable to noise. Therefore,
these aforementioned works are not applicable in our con-
sidered problem, which motivates the study in this paper.

1.2 Contributions and Outline

As far as we know, we are among the first to study robust
decentralized inference with GNNs in wireless communica-
tion systems. To summarize, our main contributions are as
follows.

o We formulate and solve a robustness verification problem
to check whether the predictions of the decentralized
GNN binary classifier in wireless communication systems
are robust.

o We analyze the performance of the decentralized GNN
binary classifier in both uncoded and coded communi-
cation systems by examining the robustness verification
problem.

o We develop two novel retransmission mechanisms based
on the combining technique to deal with the impairments
of wireless transmission and enhance the robustness of
the decentralized GNN binary classifier in uncoded and
coded communication systems, respectively.

o We conduct extensive simulations through which we
reveal the effectiveness of our proposed retransmission
mechanisms and shed lights on practical implementation.

The rest of this paper is organized as follows. In Sec-
tion 2} we give a brief overview of GNNs. In Section
we introduce the binary classification problem in wireless
communication systems and discuss a corresponding GNN
binary classifier as well as its decentralized implementation.
In Section ] we formulate and solve the robustness veri-
fication problem. Based on this, we analyze and enhance
the robustness of the decentralized GNN binary classifier in
uncoded and coded communication systems in Sections [§]
and [6] respectively. Extensive testing results are presented



in Section [7] Finally, we conclude the paper and provide
directions for future work in Section

1.3 Notations

Throughout this paper, vectors are denoted in bold lower-
case letters, such as a, while matrices are denoted in bold
upper-case letters, such as A. Moreover, we use ali] to
denote the i-th entry in vector a and A[i,j] to denote
the entry in the i-th row and j-th column of matrix A.
We also use Ali,:] and A[:, j] to denote the i-th row and
the j-th column in A, respectively. Given two sets, S; and
Sa, A(s,,s,) corresponds to a sliced matrix from A, which
contains the rows corresponding to the indices in S; and the
columns corresponding to the indices in Ss. Furthermore,
given two matrices A and B, if they have the same number
of rows, we can stack them in column and the column-
stacking result is denoted as [A, B]. Similarly, if they have
the same number of columns, we can stack them in row and
the row-stacking result is denoted as [A; B]. For example,
assuming that the dimensions of A and B are both 2 x 2,
then we have

A[1,1], A[1,2], B[1,1], BIL,2
[A,B] = A%Q,l%, A%Q,Q%, B{z,li 3{2,2} :
A[lvl}v A[LQ}
Al 1), A[2.2
4B = | B Bl
B2.1]. B[2.2]

2 OVERVIEW OF GRAPH NEURAL NETWORKS

GNN, to some extent, are inspired by the success of CNNs
that reduce the number of parameters in fully-connected
DNNs with convolution filters. However, the convolution
operation in CNNs only works for grid-like image data
over the Euclidean space. Therefore, GNNs are proposed by
redefining the convolution operation for graphs [14], [15].
To discuss the typical architecture of GNNs, we consider
a graph G(V, &) with the node set V and the edge set €.
The goal of GNNs is to learn a state embedding vector
h, € RP for each node v € V by taking the graph adjacency
matrix, node features, and edge features (if available) as
inputs. Note that D is a hyperparameter called hidden state
dimension whose value is manually set. Then the state
embedding vector h, is used to generate the output of
node v, ie., 0,. Generally, a GNN is constructed with a
sequence of K layers. In the k-th layer, the hidden state
of node v, denoted as hgk), is first updated by collecting the
neighborhood information as follows

hg)k) = t(k) (w’ua Leofv]s Lnelv] hflke[;})a ng))v 1)
where ft(k) is called the local transition function in the k-
th layer. Note that ft(k) is the same for all nodes in V and
generally realized through a multi-layer perception (MLP),
whose learning parameters are denoted as Htk . Meanwhile,

Ty, Tcofv], Tnefv] are the features of node v, its edges, and
its neighbors, respectively. Also, hsim) denotes the hidden
states of the neighbors of node v in the (k — 1)-th layer.
After the update in (I), the output of node v in the k-th

layer, denoted as ovk , is computed as

o) = f{0) (z,, hM; 9(k)), 2)
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where fék) is called the local output function in the k-
th layer, which defines how the output of each node is
produced. Similar to ft(k), f,gk) is again the same for all
nodes in V and generally realized through an MLP with
learning parameters, ng)

As mentioned above, GNN has many special properties
that match the characteristics and requirements of wireless
communication systems. One important property is that the
inference stage of the GNN can be naturally implemented
in a decentralized manner. Specifically, the operations in
and (2) only need the information of node v (., Z [, and

hg)k)) and its one-hop neighbors (z,,.[,] and hﬁlke[:j)), where
the one-hop neighbors’ information can be obtained by local
information exchanges. In other words, operations in each
layer of the GNN are entirely local. However, in wireless
communication systems, the information exchanges among
neighbors are achieved through noisy and fading chan-
nels, whose impairments lead to imperfect transmission
and deteriorate the robustness of decentralized predicted
results. This is the main bottleneck for the decentralized
inference with the GNN. Analyzing the performance of
the decentralized GNN in different wireless communication
systems and overcoming the above obstacles to achieve
robust predictions are the focus of this paper.

3 SYSTEM MoDEL AND GNN BINARY CLASSIFIER

For simplicity, we focus on a decentralized GNN binary
classifier in the subsequent discussion of this pape In this
section, we first introduce the binary classification problem
in wireless communication systems. Then, we discuss the
architecture of a GNN binary classifier for this problem as
well as its decentralized implementation in wireless com-
munication systems.

3.1 Binary Classification Problem

As shown in Fig. [I} we consider a binary classification
problem in the wireless communication system that can be
widely found in literature [6]], [9], [10], [49] and modeled
as a graph G(V,€), with the node set V and the edge
set £. Specifically, this system has N nodes. These nodes
can be base stations, access points, edge servers, or mobile
devices according to specific applications. To enable local
computation, we assume that each device is equipped with
sufficient storage and computing capability. Meanwhile, two
nodes are neighbors and connected by an edge if they can
communicate with each other through the wireless chan-
nel. In this paper, we assume that each node knows its
neighbors in the system, which can be achieved by neighbor
discovery algorithms such as [50]. Moreover, each node in
V can be classified into two classes and correspondingly
labeled as 1 or -1. The label refers to binary indicators

3. Eq. and are general formulas of the local transition and
output functions. The specific design of these two functions can be
different in various GNN models by omitting some input components,
adding extra components, choosing different techniques to combine
input components, or selecting different MLP structures.

4. The proposed analysis and retransmission mechanism can be
generalized to more complicated problems by modifying the GNN
structure and the formulation of the robustness verification problem
accordingly.
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Fig. 1. A general wireless communication system with N = 6 nodes and
its corresponding graph model.

in wireless communication systems, such as the power
allocation indicator in the power control problem [6], the
link activation indicator in the wireless link scheduling
problem [9], and the subcarrier assignment indicator for
the subcarrier assignment problem [49]. Furthermore, each
node v € V keeps a vector that includes the needed internal
characteristics for the classification task, such as the transmit
power limit or the QoS requirement for the power control
problem [6]]. For the sake of storage and digital communi-
cation, this vector is quantized into a binary node feature
vector, , € {0,1}?, where p is called the node feature
dimension and is manually set based on the requirements of
the quantization precision. In this paper, we do not take the
detailed quantization process into consideration and assume
that x, is already available at each node.

3.2 Wireless Communication Model

Assume that node v and node u are neighbors. Then, when
node u transmits a p-bit signal x,, to node v, the transmis-
sion takes p time slots that is defined as a symbol block.
Furthermore, we assume that the transmission of x,, is not
only contaminated by the additive white Gaussian noise
(AWGN) that is independent and identically distributed
(ii.d.) over different time slots, but also impaired by the
pathloss, the shadowing, and the block-Rayleigh fading,
which indicates that the channel gain remains static within
a symbol block but is i.i.d over different blocks. According
to [39], we further assume that the receiver v can estimate
the signal-to-interference-plus-noise ratio (SINR) +,,, of the
received signal from each neighbor u € N(v).

Two kinds of communication systems, uncoded and
coded communication systems, are considered in this paper.
If the transmitted signal from node u, i.e., ,, is uncoded,
node v can use 7,,, to estimate the bit error rate (BER), €,,,,, of
the received signal. On the other hand, if «,, is coded before
transmission, we assume that it can be correctly decoded by
node v if log(1+ 74y ) > Ry, where R, is the preset transmit
data rate of node u. Otherwise, the received signal is said to
be in outage and the whole packet will be discarded.

3.3 Architecture of GNN Binary Classifier

The aforementioned binary classification problem can be
solved by a GNN binary classifier. The operations of the
GNN binary classifier are as follows. First, the hidden states
of all nodes are updated as

H=0"(AX0)2 F(A X;0), ©)

where X € {0,1}V*? is the node feature matrix, which is
obtained by row-stacking node features of all nodes in V.
Also, @ € RP*P is the matrix of learning parameters, (") (-)
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is the ReLU function, and H € RV *? is the embedding out-
put matrix that is obtained by row-stacking the embedding
output vectors of all nodes, i.e., {h,, Vv € V}. Furthermore,
A ¢ RV*N is called graph filter, which defines how to
integrate neighborhood information. It is generally a variant
of the graph adjacency matrix A € {0,1}*N. There are
three popular graph filters for GNNs as follows

o Unnormalized graph filters [40]: A = A+ Iy, where
I is the identity matrix.

« Normalized graph filters [41]: A = D™Y/2AD~ /2 4
I, where D is the degree matrix.

« Random walk graph filters [42]: A = D' A + I'y.
As mentioned in Section the neighborhood information
is available for each node. Therefore, the needed graph filter
information can be assumed to be available for each node as
well.

After the operation in , the hidden states of all nodes
are input into a fully-connected layer for binary classifica-
tion. The specific operation is given by

y =0 (Hw+b) £ G(H;w,b), 4)

where y € [0,1]" is the predicted output vector of all
nodes, with each entry indicating the probability that the
corresponding node is labeled as 1. Also, o(*)(-) is the
sigmoid function, w € R? is the vector of learning weights,
and b is the bias. We use W = {6, w, b} to denote the set of
all learning parameters in the GNN binary classifier.

Based on the predicted output y, we can get the pre-
dicted binary label vector of all nodes that is denoted as
ce{-1,1}Vas

c = sgn(y —0.5). )

By integrating the operations in (3), @), and (5), operations
of the GNN binary classifier can be overall denoted as

c=J(A X;W). (6)

3.4 Decentralized Implementation of GNN Binary Clas-
sifier

As mentioned above, decentralized management/control is
preferred in wireless communication systems. Therefore, in
this part, we discuss the decentralized implementation of
the above GNN binary classifier in the wireless commu-
nication system. As a premise, we assume that the GNN
binary classifier is already well-trained and each node v € V
keeps a copy of it, i.e. J(-,-; W), which indicates that the
operations and parameters of the GNN model are available
at each node. In the remaining part of this subsection, we
introduce how each node uses J(:,-; W) to predict its label
in a decentralized manner.

Note that the operations (3)-(5) of the GNN binary
classifier introduced in the previous subsection are given
in the centralized manner, where the graph filter A and
the node feature matrix X of all the nodes are needed.
To better illustrate the decentralized implementation of this
GNN binary classifier, we need to manifest the operations in
(B)-() for each single node v € V. First, we denote the set of
one-hop neighbors of node v as N (v). We further define the
sliced graph filter, a, € RYXINWI a5 @, = A[U, (N @)},
which keeps the graph filter entries needed by node v



to integrate information from its neighbors. Similarly, we
define the sliced node feature matrix, X, € {0, 1}|N WIxp,
as X, = X (N(@),:}s which contains the node features of
nodes in N(v), ie., {x,,Vu € N(v)}. With these newly
defined notations, the operations in @- can be rewritten
for node v as

hy = F(lay, a,], [ X ;)5 0)
=0 ([ay, ][ X 2,]0) (7)

= o (a,2,0 + @, X ,0),
Yo = G(hy;w,b) = 0 (h,w + ), 8)
¢y = sgn(y, — 0.5), 9)

where a, = Afv,v], h, € R™*P is the embedding output
vector of node v, y, € [0,1] is the predicted output value
of node v, and ¢, € {—1, 1} is the binary predicted label of
node v. Thus, the overall operations at node v is given by

Cv:J([avvde[Xv;wv];W)- (10

From (10), the graph filter information, the node feature
x,, and the neighbors’ node features X, = {z,,Vu €
N (v)} are needed for node v to get its predicted label. As
mentioned above, the graph filter information and x, are
already available at node v. Given that {x,,, Vu € N(v)} can
be obtained by information exchanges with its neighbors,
the central unit is not needed and node v can obtain its
predicted label in a decentralized manner.

The specific process of the decentralized prediction for
each node v € V is as follows. First, node v sends transmis-
sion requests to each node u in N(v). After receiving the
request from node v, each node v in N (v) transmits its node
feature x,, to node v through wireless channels as shown
in Fig. [1] Given that «, is binary and has a length of p,
we utilize the binary phase shift keying (BPSK) modulation
and the transmission of x, takes p time slots or a symbol
block. We denote the signal received by node v from node u
as &,,, whose SINR is denoted as y,,. Due to imperfect
wireless transmission, &,, is generally not equal to x,.
By row stacking &,, for all nodes in N(v), node v gets
an estimated sliced node feature matrix, X v "IZhen node
v inputs the graph filter information, «,, and X, into its
local GNN copy J(-,-;W). By the operations in (10), the
decentrally predicted label of node v is finally obtained as
Cy = J([dva &v}a [XM xv]? W)

4 ROBUSTNESS VERIFICATION PROBLEM

As mgntioned above, the received sliced node feature ma-
trix, X, is generally not equal to the true node feature ma-
trix, X, due to imperfect wireless transmission. It indicates
a possibility that the predicted label of node v, é,, is not
robust. Therefore, we need to develop a methodology to
verify whether a predicted label is robust before studying
the performance of the decentralized GNN binary classifier
in wireless communication systems. To this end, we investi-
gate the robustness verification problem in this section.

4.1 Problem Formulation

Given that X, and ¢, are not available during the inference
stage, we cannot directly compare ¢, with ¢, for robustness
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verification. However, for each received signal &,,,, its SINR
is available at node v, based on which the possible number
of errors in &, can be estimated. Therefore, we introduce a
new vector, q,, = [qyu, Vu € N (v)], as the local error bound
vector of node v, where each entry ¢, represents the maxi-
mum number of tolerable errors in &,,,. Obviously, the value
of g, is highly related to the specific communication model.
In the remaining part of this section, we assume that the
value of g, is available and more details about estimating
the value of g, will be discussed in Section [5| Under this
assumption, it is obvious that the true sliced node feature
matrix, X ,, must satisfy the following constraints

1X o[, 2] = Xo[u, |0 < Gous Yu € N(v),
Xolu,j] €{0,1},Vu € N(v),j € {1,2,...p},

where || - ||o means the LO norm of the input vector.
Therefore, we can search all possible matrices satisfying
constraints in (1I), and then pass them through the GNN
model. If the predicted labels with all possible matrices are
always the same as ¢, then the true predicted label c, must
be equal to ¢,. In this sense, ¢, is considered robust.

Accordingly, the robustness verification problenﬂ can be
formulated as follows

(11)

2(qy, X o) 2 min ¢ J ([, a0, [Xo; 2} W),  (12)
subject to “

X o [u, 2] — Xo[u, )]0 < Gou, Yu € N(v), (12a)

X, [u,j] € {0,1},Vu € N(v),j € {1,2,..,p}, (12b)

where X, is the optimization variable. If z(g,, X,) > 0, the
predicted label ¢, is robust. _

Remark 1: 1f 2(q,, X)) > 0, J([@y, dy], [Xo; @,]; W) always
has the same sign as ¢, and is also equal to ¢, due to the
fact that the predicted label can only be 1 or -1.

4.2 Problem Transformation

Obviously, Problem is intractable for two main reasons.
On the one hand, it is a combinatorial optimization problem
due to the constraint (I2b). On the other hand, even if we
relax the binary variables into continuous ones in [0, 1], the
optimization problem is still non-convex due to non-linear
activation functions in the GNN binary classifier, i.e., the
ReLU function and the sigmoid function. In this subsection,
we transform Problem into a more tractable form with
different approximation and relaxation techniques.

4.2.1 Transformation on Sigmoid Function

According to the definition of the sigmoid function and
the binary label transformation rule, the predicted label ¢,
always has the same sign as (h,w + b). Therefore, Problem
can be simplified as

2(q,, X,) & min  é,(h,w +b), (13)
{X.,h.}
subject to (12a), (12b), and
hy = 0" (G,x,0 + 6,X,0), (13a)

5. The proposed “robustness verification problem” does not belong
to the robust optimization field, where the objective and constraints are
uncertain [43].



where the non-linear sigmoid function is removed. Obvi-
ously, 2(q,, X,) always has the same sign as z(q,, X,).
Therefore, by solving problem (13), we can also verify that
the predicted label ¢, is robust if 2(q,,, X,) > 0.

4.2.2 Approximation on ReLU Function

To deal with the non-linearity brought by the ReLU func-
tion, we adopt the linear approximation of the ReLU func-
tion proposed in [44].

First, we denote _the input to the ReLU function in (13al)

as h, and rewrite 1i into
Ry = Gozo0 + @y X 0, (14)
hy = 07 (hy). (15)
Then we try to bound the value of each entry h, ] in vector

h.,. Specifically, for h,[i], we can find its upper bound, i),
according to [26] as

Gou

wy[i] = (G, 0)[i]+(a, X ,0)[i]+ Z Z ay [u)ty, u, 1, k|,
uEN (v) k=1

) (16)

Uy lu, i, k] = k-th_largest{(1 — X ,[u,:]) © [0[:,]]+ a7

+X[u, ] © [0, 4] -3,

where k-th_largest(-) is a function that can find the k-th
largest entry in the input vector, ©® denotes element-wise
product, [z]; = max{x,0}, and [x]- = —min{x,0}. The
first two terms in (16) correspond to the Value of hyli] if

X = X Meanwhile, the last term in denotes the
maximal increase on the Value of h|i] for any feasible X,

constrained by (12a) and (I2b), which can be explained as
follows. First, the Value of hv [¢] depends on the aggregation
over all neighbors, which accounts for the summation over
u € N(v). Moreover, for each neighbor u and each bit
X, [u,j] in Xo[u,:], if @) X,[u,j] = 0 and 6]j,i] > 0, or
(i) Xo[u,j] =1 and 8[j,i] < 0, flipping X, [u, j] brings an
increase on A, [i]. These two conditions can be overall writ-
tenas (1 — X ,[u,:]) © [0, 1]+ + X, [ ] ©10[:,]]—, which
appears as the input of k-th_largest(-) in (17). Accordmg to
the constraint , we can at most flip ¢y, bits in X, [u, .
Therefore, we pick the top-gy., possible increase to get the
upper bound, which accounts for the summation over k.
Based on the analysis in [26], the upper bound wu,[i] defined
in and is the tightest under constraints and
(I2b). Similarly, we can also find the tightest lower bound,
1[i], for h,|i] as

quu

L,[i] = (apx,0)[i]) + (6, X ,0)[i Z Zav o[u, 1, K],
u€N (v) k=1
) (18)
Iy[u,i, k] = k-th_largest{(1 — X ,[u,:]) ® [0]:,]] - (19)
+Xo[u, 1] © [0, 1]]4.}-

After bounding h,[i] as I,[i] < hy[i] < u,[i], we can
rewrite or approximate the ReLU function in based on
the signs of 1,,[¢] and w,[4]. Specifically, if u, [i] and I, [i] have
the same signs, say 0 < I,,[i] < u,[i] or {,[i] < u,[i] <0, the
ReLU function is reduced into the following linear functions

holi]=0i€Z,, (20

h,[i] = hy[i],i € Z,,

hy,[i] byl Convex
/&velope
I/K P Asse

h,li] h,[i]

L [i] u, [i] L[i] u, [i]
(a) ReLU function.

Fig. 2. lllustration of the ReLU function’s convex envelope.

where ZF and Z, are the index sets of the entries in R
whose upper and lower bounds are both larger or smaller
than 0, respectively. On the other hand, if I,,[i] < 0 < u,[i],
the ReLU function cannot be directly simplified. To avoid
the non-linearity, we can replace it with its convex envelope
proposed in [44] and the operation h,[i] = ¢(")(h,]i]) can
be approximated as

{mMzmm
=

(b) Convex envelope.

0, i € Ly,
= L[i]),
A (21)
where 7, is the index set of the entries in h,, whose upper

and lower bounds differ in signs. A graphical illustration of
the ReLU function’s convex envelope can be found in Fig.

hoi] (o [i] = Loli]) < wo[i](Feo 1]

Based on the linear approximations in and for
the ReLU function, Problem can be transformed into
g, X,) 2 _min_ & (hyw +D), (22)

{X.,.h, h,}

subject to (12a), (12b),(14), (20), and 21).

By observation, the feasible region of Problem is
a subset of that of Problem (22), which indicates that the
minimum of the objective function in Problem (22) is a lower
bound of that in Problem (13), i.e., 2(g,, X,) < z(qU,X ).
If 2(q,, X,) > 0, then 2(q,, X ,) > 0. Therefore, by solving
problem (22), we can also verify that the predicted label ¢,
is robust if (g, X,) > 0.

4.2.3 Relaxation on Binary Variables

Up to this point, Problem is still intractable because
X, is binary (see Eq. (12b)). Therefore, we relax it into the
continuous variable between 0 and 1. Then Problem is
further relaxed as

2(q,, X,) & _min_ é(how +D), (23)
{X ., .h, h,}
subject to (T4), 20), (1),
||X'v[u,:]—Xv[u,:]||1 < Gyu, Vu € N(v), (23a)
X,[u,j] € [0,1],Yu € N(v),j € {1,2,..,p}, (23b)

where || - ||; means the L1 norm of the input vector. It is
obvious that Problem is a linear programming problem,
and the minimum of whose objective function is a lower
bound of that of Problem (22), i.e., Z(q,, X,) < 2(q,, X ).
Therefore, the predicted label ¢, is robust if Z(q,, X,) > 0.
Note that the solution to Problem is not equivalent to
the original problem (12). However, we only focus on the
sign instead of the value of the objective function. Therefore,
the above series of approximation and relaxation meet our
needs. By solving Problem (23), we will be able to rule
out any non-robust predicted labels and thus guarantee ro-



bust predictions of the decentralized GNN binary classifier,
which accords with the goal of this paper. In the following,
we will solve Problem (23).

4.3 Dual Problem and Feasible Solution

As mentioned above, Problem is a linear programming
problem. Therefore, we can use duality theory to solve it.
Specifically, the dual problem of Problem is given by

o[i] Gy, tr[ X7 .07
- ;a GOl X @)
—192 |1 — Z qoulB3,[u] + const,
u€N (v)
bject t
PR ¢, €[0,1P,8, e RNWI 3 =0, (24a)
Qu[u, j] = max{ey[u, j] — B,[ul, 0},
Yu e N(v),j €{1,2,..,p}, (24b)
eolu, j] = [u, D)@y 0w, 1]+

(1-X,
Xﬂ[uh]][(&gaUOT)[uv‘]]]*vvu € N(’U),] S {172a "7p}7

(240)

il =0,Vi €, auli] = (—é,w")[i],Vi € ], (24d)
1= — %l wil — ey lifcswlil), Vi
O‘“[Z]_uv[z’]—lv[z’][’” [l - — ¢, [i][¢owli]l4, Vi € T,
(24e)
const = ¢,b + Z M[c wli]] (24f)
’ L[

zGI,, [ }

where tr(-) indicates the trace of the input matrix. The proof
is available in Appendix A.

Note that the above dual problem has the similar form
to the problems in [26] and [44]. Following these two works,
we can easily find a good suboptimal solution for Problem
. As mentioned above, since we only focus on whether
the objective function in Problem is positive, it is not
necessary to get its actual value. Therefore, instead of opti-
mizing over all possible values of ¢,, we can set ¢, as

U, [1] .
b, li] = { wp-L €T (25)

0, otherwise.

According to the simulation results in [26], the choice in
25) is a good suboptimal solution of the original problem
and can efficiently help us verify the robustness of the
predicted labels. After the value of ¢, is fixed, o, €,, and
tr[ X (a” «,0")] all become constant. Then, Problem is
rewritten as

- Qv - ’uuﬁy + tv (26)
g 19212 ugv:(v)q [u] + cons
subject to
vlu, j] = max{e, [u, j] = B, [u], 0},
Vu € N(v),j € {1,2,..,p}, (26a)
const = ¢,b + Z M[ yw(i]] -
2w fi] = 1,
- Z o [i](apz,0)[i] — tr[ X T (6T o, 07)].  (26b)
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Again, by using the duality theory, the optimal solution for
B, is given by

B, U] = guy-th_largest(e, [u

whose detailed proof can be found in Appendix B. With the
closed-form solutions given in (25) and (27), the value of
the objective function in Problem 1! denoted as #(q,, X ,)
can be obtained with low complexity. If #(q,, X,) > 0, the
predicted label ¢, is robust.

), Vue N(v),  (27)

5 ROBUSTNESS VERIFICATION IN WIRELESS

COMMUNICATION SYSTEMS

In the sections above, we have introduced the decentral-
ized GNN binary classifier and formulated a robustness
verification problem to verify whether its predicted label is
robust. Note that the premise of employing the robustness
verification problem is that the local error bound vector, q,,
is available, which can be estimated from received SINRs
and depends on specific communication systems. Therefore,
in this section, we study how to obtain g, and justify the
robustness of the decentralized GNN binary classifier in
uncoded and coded communication systems, respectively.

5.1 Robustness Verification in Uncoded Communica-
tion Systems

In uncoded communication systems, node v is able to esti-
mate the BER, {€,,,u € N(v)}, of each received signal from
its corresponding SINR according to Section 3.2} Given that
the BPSK modulation is adopted, the BER of the received
signal &,,, is given by [45]

€y = Q( V 27vu>7 (28)
where Q(-) is the Q-function defined as Q(z) =
fmoo ﬁe_ﬁ/ Qdiﬂ By ii.d. assumption for the channel
impairment, ¢, follows the Binomial distribution, g, ~
B(p, €yu)- On the other hand, the error-tolerance of the de-
centralized GNN binary classifier is monotonic. Specifically,
if it is robust to a received signal with more errors (large
gvu), it is also robust to a received signal with fewer errors
(small g,,). Based on the statistical characteristics of g,
and the error-tolerance monotonicity, we propose a new
metric, robustness probability, to measure the robustness of
the decentralized GNN binary classifier in uncoded com-
munication systems.

As the name implies, the robustness probability of node
v, denoted as p,(f), indicates the probability that ¢, is robust
with the received signals X, = {&,u, Vu € N(v)}. To give
the formula of p,(f), we further introduce a new variable ¢¥,
which is the solution of the following optimization problem

¢y £ maxgq, (29)
q

subject to .
é(q2)7 XU) > 07 vt];u S q7u E N(/U),

where %(-, -) is defined at the end of Section[4.3] Based on the
error-tolerance monotonicity, Problem can be solved by

(29a)

6. Our analysis can be generalized to other modulation modes by
changing accordingly.



the bisection algorithm. From the definition of qg ,if @y <
qff holds for all neighbors of node v, ¢, is robust. Therefore,
we define pSf) as P(quu < q¢Y,Yu € N(v)). Combined with
the fact that gy, ~ B(p, €yy), the robustness probability of
node v is given by

a
PV = I @)t —aw ™. 60
u€N (v) =0

In practice, a specific robustness requirement is generally
imposed on node v. In other words, the robustness proba-
bility of node v is supposed to be no smaller than a given
target robustness probability, pg,t). If pE,T) > pg,t), the robust-
ness requirement is satisfied. Otherwise, retransmission is
needed to enhance the prediction robustness, which will be
further discussed in Section [6.1]

5.2 Robustness Verification in Coded Communication
Systems

As mentioned in Section in coded communication sys-
tems, a transmitted signal can be correctly decoded by the
receiver if it is not in outage. Therefore, £,, = x, and
Guvu = 0iflog(14+7,,) > R,. Otherwise, the whole transmis-
sion packet corresponding to x, is discarded. In this case,
we estimate &,, as a zero vector for the computation of
évE] and the corresponding maximum number of tolerable
errors is p, i.e., ¢,y = p. Overall, the value of ¢, in coded
communication systems is given by

Gou :{ g:

After getting g, based on (3I), we solve the robustness
verification problem and check whether %(q,, X ,) > 0.
If it is, ¢, is robust and the robustness indicator of node v
is set as 1, where the robustness indicator is a binary metric
to measure the robustness of the decentralized GNN binary
classifier in coded communication systems. Otherwise, the
robustness indicator of node v is set as 0 and retransmission
is needed, which will be discussed in Section [6.2

if log(1 4 Yyu) < Ru,
otherwise.

G

6 RETRANSMISSION MECHANISM FOR ROBUST-
NESS ENHANCEMENT

When the given robustness requirement is not satisfied,
retransmission is needed to enhance the prediction robust-
ness. As mentioned in Section the channel gain remains
static within a symbol block but is i.i.d over different blocks.
The channel diversity over different blocks can be exploited
by utilizing the maximal-ratio combining (MRC) technique.
Specifically, if x, is transmitted for 7' rounds (one initial
transmission and T — 1 retransmissions) from node u to
node v, all T received copies of x,, can be combined by the
MRC technique at node v and a received signal denoted as
&, (T') is obtained. The effective received SINR of &,,,(T)

1S T
t=1

7. If outages happen, the corresponding signal needs to be estimated,
even with random guess, to facilitate the robustness verification pro-
cess.
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where 7,,,(t) is the SINR of the signal received by node v
from node u for the ¢-th transmission and is assumed known
atnode v according to Section Obviously, retransmission
can contribute to decreasing the BER and the outage proba-
bility for both uncoded and coded communication systems.
This further enhances the robustness of the decentralized
GNN binary classifier.

However, traditional retransmission mechanisms aim at
reliable transmission and will come to an end only when the
target BER is met and no neighbor is in outage for uncoded
and coded communication systems, respectively. This will
inevitably induce high communication overhead especially
for dense networks. To alleviate communication burden of
achieving robust predictions, in the following, we adopt
the MRC technique to re-design retransmission mechanisms
with novel retransmission criteria and stopping rules for the
decentralized GNN binary classifier in uncoded and coded
communication systems, respectively.

6.1 Retransmission in Uncoded Communication Sys-
tems

In this part, we develop the retransmission mechanism

when the predicted label of node v does not satisfy the

robustness requirement, i.e., pE,’") < pg,t), in uncoded com-

munication systems. First, we need to develop a criterion to
check whether a neighbor of node v needs to do retransmis-
sion. According to , node v can estimate the BER ¢, of
each received signal based on the received SINR. Generally,
when ¢,,, is large, the probability of g,, < qff will be small,
which further leads to a small robustness probability of node
v. Obviously, we need to find out those received signals
with large BER and ask the corresponding neighbors to do
retransmission. To achieve this goal, we first introduce a
new variable, eff , which is called BER bound and is the

solution to the following equation
U

[
Y = 3 @)y
i=0
Based on the above definition, €V can be interpreted as the
maximum BER of each received signal to guarantee that
the robustness probability of ¢, is no smaller than pg,t). In
this way, we can use €/ as a threshold to check whether
retransmission is needed. Specifically, if €,, > €7, node u
needs to retransmit x,, to node v.

(33)

With the above retransmission criterion and the MRC
technique, the retransmission mechanism for the decen-
tralized GNN binary classifier in uncoded communication
systems is summarized as Algorithm 1 and described as
follows. After the initial transmission and prediction, if
pSJ’) < pg,t), node v requests each neighbor u with €, > €/
to retransmit their node features. By using the MRC tech-
nique, node v coherently combines the received copies for
each retransmitted signal, computes their corresponding
effective SINR as (32), and updates the received sliced
feature matrix X ». Then, node v re-predicts its label ¢,

and re-computes the robustness probability pEf). The whole

transmission process ends when pq(f)
()

smaller than py, .

finally becomes no
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Algorithm 1 Decentralized GNN Binary Classifier in Un-
coded Communication Systems

Algorithm 2 Decentralized GNN Binary Classifier in Coded
Communication Systems

1: fornode vinV do
2:  Initial transmission:
3:  Send transmission request to each neighbor in N (v).
4. Receive signals from neighbors: {&v.,u € N(v)} (or say
X0).
5 Compute BERs for all received signals using (28):
{€U’U,7 u e N(’U)}
6:  Use local GNN copy and get the predicted label é,.
7: Compute p{” using .
8:  Retransmission:
9:  while pq(f) < pg,t) do
10: Get ¢J by solving Problem

11: Get retransmission threshold ¢, using .

12: Send retransmission request to each neighbor u with
v > €5,

13: for neighbor u with ¢,, > ¢ do

14: Retransmit «., to node v.

15: end for

16: Use the MRC technique to combine all received copies
for each neighbor with €y, > €J .

17: Re-compute BERs and update X,

18: Re-compute é, and i,

19:  end while

20: end for

6.2 Retransmission in Coded Communication Systems

In this part, we develop the retransmission mechanism
when the predicted label of node v is not robust, ie.,
#(q,, X,) < 0, in coded communication systems. Obvi-
ously, not all received signals but only those in outage need
to be retransmitted. In other words, if log(1l + 7,) < R,
node u needs to retransmit x,, to node v. By using the MRC
technique, all received copies of x,, are coherently combined
and the effective SINR is given by , which is used to
check whether the effective received signal is in outage.
Specifically, after T' transmissions, if log(1 + v, (7)) > R.,
it indicates that &, (T) = x, and ¢,,(T) = 0. Otherwise,
Zyu(T) = 0 and ¢, (T) = p. In this way, X, and q,
are updated, which enables node v to re-predict its label
and re-solve Problem to check the robustness of the
newly-obtained predicted label. If it is robust, the whole
transmission process ends. The retransmission mechanism
for the decentralized GNN binary classifier in coded com-
munication systems is summarized as Algorithm 2.

7 SIMULATION RESULTS

In this section, we use simulation results to show the perfor-
mance of the decentralized GNN binary classifier in wireless
communication systems and validate the effectiveness of the
proposed retransmission mechanisms. We also pay attention
to the impact of some key parameters about the network
design and retransmission mechanisms to shed lights on
practical implementation.

7.1 Simulation Setup

We conduct the simulation on the synthetic random geo-
metric graph data. To be more specific, we consider a 2,000
m by 2,000 m two-dimensional square area with N nodes,
which are uniformly distributed in the area. Moreover, we
set the communication radius as 500 m, which indicates that

1: fornode vinV do
2:  Initial transmission:
3:  Send transmission request to each neighbor in N (v).
Receive signals from neighbors: {&v.,u € N(v)} (or say
Xo).
5:  Check whether an outage occurs for each received signal

and get q,, using (31).

Use local GNN y and get the predicted label é,.

1

=

6

7:  Solve Problem (12) and get 2(q,, X ).
8:  Retransmission:

9:  while 2(q,, X,) < 0do

0

Send retransmission request to each neighbor u in
outage.

11: for neighbor u in outage do

12: Retransmit «,, to node v.

13: end for

14: Use the MRC technique to combine all received copies
for each neighbor in outage.

15: Re-check whether an outage occurs for each newly
received signal.

16: Update X, and g,

17: Re-compute &, and #(q,, X ).

18:  end while

19: end for

two nodes are connected if their distance is smaller than 500
m. Furthermore, each graph corresponds to a binary classi-
fication problem in a wireless communication system and a
specific GNN binary classifier J(-; V) is generated to solve
it. Following [46], each entry of the parameters in set W
is independently generated from the Gaussian distribution
N(0,10%). In a similar way, for all nodes in the graph, each
entry of their node features {®,},cn(v) is independently
generated by following the Bernoulli distribution whose
successful probability is 0.3. After that, the true labels of all
nodes {c,},en(v) are obtained by using the GNN binary
classifier in @, which suggests that the misclassification
rate will be 0 if the wireless transmission is perfect. For
simplicity, we assume that all nodes have the same target
robustness probability, and transmit at the same data rate
and power, i.e., p = p® R, = R,P, = P,Yv € V. And
we do not consider interference among neighbors in the
following simulation. Unless otherwise stated, the values
of these three parameters are preset as 80%, 1 bit/s/Hz,
and 0.1 w, respectively. Throughout this section, presented
results are the average performance over all nodes in 200
testing graphs. Our simulation parameters are summarized
in Table

TABLE 1
Simulation Parameters
[ Parameter [ Value
Square Area 2,000 m x 2,000 m
Communication Radius 500 m
Bandwidth 10 MHz
Noise Spectral Density -174 dBm/Hz
Path Loss Model 128.1+37.6log(d[km])
Shadowing Standard Deviation, std 8 dB
Target Robustness Probability, p(” 80%
Transmit Data Rate, R 1 bit/s/Hz
Transmit Power, P 01w
Node Feature Dimension, p 32
Hidden State Dimension, D 32
Graph Filter, A Unngriah:i:l %jjpizof]ﬂter’




TABLE 2
#Transmission Ratio between the Traditional and the Proposed
Retransmission Mechanism for Scenarios with N = 200

Ratior Transmit Power
(W)
0.1 0.5 1.0 1.5 2.0
Communication
Mode
Uncoded 152 | 147 | 142 | 142 | 142
Coded 202 | 200 | 194 | 199 | 1.59

7.2 Simulation Results in Uncoded Communication
Systems

7.2.1

First, we test the performance of the decentralized GNN bi-
nary classifier in uncoded communication systems without
retransmission. Specifically, we pay attention to the misclas-
sification rate and the percentage of robust nodes without
retransmission. The results are summarized in Figs.[(a)]and
where “w/0” is the abbreviation for “without”. From
the figures, it can be seen that when the transmit power
is small, the imperfect transmission would lead to about
11%-13% incorrect predictions. With the increase of the
transmit power, the received SINR increases, which further
decreases the BER of the received signal. Therefore, the
misclassification rate decreases and the percentage of robust
nodes increases. Moreover, both metrics change at a decreas-
ing speed when the transmit power increases, indicating
that increasing power only leads to a limited performance
enhancement for the decentralized GNN binary classifier.
Without other mechanisms, it takes extremely high power
consumption to achieve the robustness requirement, which
suggests the necessity of the retransmission mechanism
especially for power-limited systems.

The Performance without Retransmission

7.2.2 The Performance with Retransmission

To show the performance of the decentralized GNN in un-
coded communication systems with retransmission, we fo-
cus on the misclassification rate with retransmission and the
number of average needed transmission rounds to achieve
the robustness requirement. The results are summarized
in Figs. and where “w/” is the abbreviation for
“with”. From Fig. after each node achieving the preset
robustness requirement p(¥) = 80%, the misclassification
rate is around 0, which suggests that the retransmission
mechanism proposed in Section [6.1| can efficiently decrease
incorrect predictions and enhance the prediction robustness.
Furthermore, Fig. suggests that the number of average
needed transmission rounds to achieve the robustness re-
quirement decreases with the transmit power. The reason
has been discussed in Section[7.2.1] Larger transmit powers
bring about fewer errors, and therefore fewer transmission
rounds are needed to achieve the preset p(*). Undoubtedly,
both metrics are closely related to the value of p(t), which
will be further discussed later.

To further validate the advantage of the proposed re-
transmission mechanism, we compare it with the traditional
retransmission mechanism where the retransmission will
stop until the BER of the received signals from all neighbors
are smaller than a given threshold, which is manually set
in advance. To achieve a fair comparison, the BER threshold
of the traditional retransmission mechanism should be set
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Fig. 3. Simulation results for the decentralized GNN binary classifier in
uncoded communication systems.

to be comparable with the proposed retransmission mech-
anism, i.e., /. However the value of ¢! changes for each
transmission. We notice that its value varies from 3 x 1074
to 9 x 1075 during the above simulation. Therefore, to be
conservative about our performance gain, we set the BER
threshold of the traditional retransmission mechanism as
3 x 107* in the following simulation. Specifically, we pay
attention to the gain in terms of the number of average
needed transmission rounds, #Transmission, and the results
are summarized in Table IZL where Ratior refers to the
ratio between the #Iransmission of the traditional and the
proposed retransmission mechanisms. The results suggest
that our proposed retransmission mechanism is superior to
the traditional retransmission mechanism especially when
the transmit power is small.

7.2.3 The Impact of Target Robustness Probability

In uncoded communication systems, the performance
highly depends on the value of the target robustness proba-



bility as mentioned above. Therefore, in this part, we study
the impact of p(¥) with fixed transmit power P = 0.1
w and the simulation results are summarized in Fig. [
Obviously, with the increase of p(t), the misclassification rate
with retransmission decreases and finally converges to 0 (for
p® > 80%) as suggested in Fig. Also, fewer nodes can
achieve the robustness requirement without retransmission
as indicated by Fig. [A(b)| and eventually more transmission
rounds are needed as shown in Fig. Furthermore,
it is observed that all three metrics change very sharply
when increasing p*) from 0 to 10%, which indicates that
a low robustness requirement already helps a lot to enhance
the prediction accuracy. Another important observation is
that the number of average needed transmission rounds
increases very quickly when p® > 90%. Given that the
misclassification rate conver%es to 0 when p(*) reaches 80%,
there is no need to set p(*) larger than 80% for robust
predictions, which does not enhance the prediction accuracy
but leads to extra communication overhead. Obviously,
the threshold value (80% in this test setting) varies with
different applications, but the key insight concerning the
trade-off between prediction accuracy and communication
overhead when selecting the value of p(*) always holds.
Indeed, it should be reasonably chosen according to the
specific accuracy requirement in practice.

7.3 Simulation Results in Coded Communication Sys-
tems

7.3.1 The Performance without Retransmission

Similar to Section we use the misclassification rate and
the percentage of robust nodes without retransmission as
two metrics to show the performance of the decentralized
GNN binary classifier in coded communication systems
without retransmission. The results are summarized in Figs.
B(a)land 5(b)} From the figures, it can be seen that the impact
of the transmit power is similar to that in uncoded systems.
However, by comparing the simulation results in Figs.[3|and
with the same transmit power, the decentralized GNN in
coded communication systems has a smaller misclassifica-
tion rate and a larger percentage of robust nodes, which
indicates the benefits of coding before transmission.

7.3.2 The Performance with Retransmission

In this part, we study the performance of the decentral-
ized GNN binary classifier in coded systems with retrans-
mission. Different from uncoded communication systems
where retransmission can only guarantee that the predicted
label is robust with a probability p*), the predicted label
in coded communication systems with retransmission is
definitely robust, i.e., equals the true label. This indicates
that the misclassification rate with retransmission is always
0 in coded communication systems. Therefore, we only
use the number of average needed transmission rounds to
achieve robustness as a metric in this part and the results
are summarized in Fig. Meanwhile, the comparison
with the traditional retransmission mechanism where the
retransmission will stop until no neighbor is in outage is
presented in Table

Similar to the analysis in Section the number of
average needed transmission rounds decreases with the
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Fig. 4. Simulation results in uncoded communication systems with dif-
ferent target robustness probability.

transmit power and is only 50% of that with the tradi-
tional retransmission mechanism. Moreover, with the same
transmit power, coded communication systems need fewer
transmission rounds to achieve robustness requirements
than uncoded communication systems. This again validates
the superiority of coded systems in terms of prediction
robustness.

7.3.3 The Impact of Transmit Data Rate

Transmit data rate is an important parameter in coded
communication systems, which directly influences the out-
age probability and the time consumption. Therefore, we
study the impact of transmit data rate on the robustness
of coded systems. The results are summarized in Fig. [
where the effective data rate per transmission round in Fig.
is defined as the ratio between the transmit data rate
and the number of needed transmission rounds to achieve
robustness. Obviously, it is negatively related to the time
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Fig. 5. Simulation results for decentralized GNN binary classifier in
coded communication systems.

consumption of the decentralized GNN binary classifier to
achieve robustness (Algorithm 2).

From Figs. [6(a)]and [6(D)} larger transmit data rate would
deteriorate the prediction robustness (larger misclassifica-
tion rates and smaller percentages of robust nodes without
retransmission). With the same preset transmit power (0.1
w), larger transmit data rate would lead to higher outage
probability of received signals. Accordingly, more transmis-
sion rounds are needed to achieve robustness with larger
transmit data rate as shown in Fig. Furthermore, the
effective transmit data rate per transmission round first
increases and then decreases with the transmit data rate as
can be seen in Fig. [p(d)] From this figure, a suitable value
of R (that maximizes the effective data rate) should be 3.5
bit/s/Hz for this test setting, which is variant in different
applications. The results indicate that the selection of the
transmit data rate also involves various trade-offs (similar
to the conclusion in Section about p®), which should
be reasonably chosen for practical implementation.
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TABLE 3
Average Node Degree for Graphs with Different Node Densities

[ Number of Nodes, N | 50 | 100 [ 150 [ 200
| Average Node Degree | 7.61 | 1556 [ 2333 | 31.15 |

7.4 The Impact of Network Parameters

To get more insights about the wireless network design
and practical implementation, we study the impact of two
important network parameters, i.e., the node density and
the node feature dimension, in this section.

7.4.1  The Impact of Node Density

First, we study the impact of the node density on the
decentralized GNN binary classifier in wireless commu-
nication systems. To this end, we conduct simulation on
graphs with different numbers of nodes located in a fixed
area size (2,000m x 2,000m). The results are summarized
in Figs. B} @ P} and [f] From these figures, increasing the
node density would deteriorate the performance of the
decentralized GNN binary classifier. Specifically, in both
uncoded and coded communication systems, larger node
densities lead to larger misclassification rates and smaller
percentages of robust nodes without retransmission. When
retransmission mechanism is used, the predicted results
must satisfy the target robustness probability. Therefore, the
misclassification rate with retransmission are always around
0 regardless of the node density and the corresponding
curves are close to each other. However the correspond-
ing communication overhead is different. Specifically, more
transmission rounds are needed for networks with larger
node densities to achieve a given robustness requirement.
This can be explained as follows. The node density directly
influences the number of neighbors of each node in the
graph, i.e., node degree |N(v)|. As shown in Table 3 larger
node densities correspond to larger node degrees. For un-
coded communication systems, larger node degrees lead
to smaller robustness probability for given SINR or BER
of the received signal based on (30). On the other hand,
for coded communication systems, larger node degrees
may increase the number of neighbors in outage, which
deteriorates the prediction robustness. Overall, networks
with small node densities are preferred in terms of predic-
tion robustness. Nowadays, however, ultra-dense networks
(UDNSs) are prevalent, where neighborhood sampling tech-
nique can be utilized to enhance the prediction robustness
of the decentralized GNN.

7.4.2 The Impact of Node Feature Dimension

Besides the node density mentioned above, the node feature
dimension is also a key parameter for the practical network
design, which directly corresponds to the length of the
packet to be transmitted. In the following, we study the
impact of the node feature dimension on the decentralized
GNN binary classifier in wireless communication systems
with N = 50. The simulation results are summarized in
Figs.[/land

As can be seen, the impact of the node feature dimension
for uncoded and coded communication systems are differ-
ent. From Fig. [/} larger node feature dimensions deteriorate
the robustness of the decentralized GNN binary classifier
in uncoded communication systems (larger misclassification
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Fig. 7. Simulation results in uncoded communication systems with dif-
ferent node feature dimensions.

rates and smaller percentages of robust nodes without re-
transmission). Again, this can be explained based on the
definition of robustness probability in . From , when
SINR or BER of the received signal is fixed, increasing p
leads to smaller robustness probability. Accordingly, more
transmission rounds are needed for networks with larger
node feature dimensions to achieve a given robustness
requirement, as depicted in Fig.

However, the robustness of the decentralized GNN bi-
nary classifier in coded communication systems does not
change with p. The reason is that packet-level errors are
considered in coded communication systems and the length
of each packet does not matter (so long as its transmission
can be completed within the coherence time). Based on
the above simulation results, for uncoded communication
systems, we need to constraint the node feature dimension.
As mentioned in Section the node feature dimension
is related to the quantization precision. Higher-precision
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Fig. 8. Simulation results in coded communication systems with different
node feature dimensions.

quantization on the internal characteristics leads to larger
node feature dimension but alleviates the difficulty of learn-
ing a good GNN model. Therefore, there exists a trade-off
between the training difficulty and the prediction robustness
for the decentralized GNN binary classifier in uncoded
communication systems.

7.5 Comparison between Uncoded and Coded Commu-
nication Systems

Up to this point, we have analyzed and tested the per-
formance of the decentralized GNN binary classifier and
the corresponding retransmission mechanisms in both un-
coded and coded communication systems. As a summary
of the discussion in this section, we highlight some major
differences between the two communication systems in Ta-
ble @ Overall speaking, coded communication systems are
superior to uncoded communication systems for the robust
implementation of the GNN binary classifier. Undoubtedly,
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TABLE 4
Comparison between Uncoded and Coded Communication Systems
System Model Unoded Coded
Error Bit-level (BER) Packet-level (Outage)
Robustness Metric Robustness Probability | Robustness Indicator
Misclassification Rate Larger Smaller
Percentage of
Robust Nodes Larger Smaller
Average Needed
Retransmission Rounds More Fewer
Scalability on Node .
Feature Dimension Limited Strong

transmission with coded signals induces overhead in other
aspects, such as the decoding delay. Choosing specific trans-
mission mode is important for specific wireless applications.

8 CONCLUSION

GNN is a potentially powerful tool for a wide range of
applications in wireless communication systems. Differ-
ent from other widely used neural network models, the
inference stage of the GNN can be naturally used in a
decentralized manner with information exchanges among
neighbors over wireless channels. However, wireless trans-
mission is generally imperfect due to the noise and fading
impairments, which is the main bottleneck of the decentral-
ized GNN. Therefore, by using the GNN binary classifier
as an example, this paper analyzes the performance the
decentralized GNN during the inference stage in wire-
less communication systems and develops retransmission
mechanisms to enhance the prediction robustness. We first
develop a methodology to check whether the predicted
labels are robust. Then we analyze the performance of the
decentralized GNN binary classifier in both uncoded and
coded communication systems. Furthermore, we develop
novel retransmission mechanisms to enhance the prediction
robustness in the above two communication systems. To
verify our analysis and the effectiveness of the proposed
retransmission mechanisms, we conduct simulations on
synthetic graph data. The results suggest that our pro-
posed retransmission mechanisms efficiently enhance the
robustness of the decentralized GNN. We also provide some
insights into related wireless networks design and practi-
cal implementation. The proposed analysis, retransmission
mechanisms, and corresponding insights are applicable to
any GNN based decentralized binary control/management
in wireless communication systems.

As far as we know, we are among the first to study
the robust decentralized inference with GNNs over noisy
wireless channels. The current work represents a first step
towards this goal and some open problems still need further
investigation. First, this paper focuses on a single-layer
GNN binary classifier, where nodes only need to exchange
node features with each other. For multi-layer GNNs, how-
ever, hidden states at different layers also need to be shared
among neighbors through wireless channels, for which
the synchronization among neighbors cannot be neglected.
Therefore, designing effective synchronization protocol is
an important future direction to extend the analysis in this
paper. Furthermore, we assume the existence of a well-
trained GNN model and the accuracy of the decentralized



GNN with perfect transmission is 100% to simplify the anal-
ysis. However, this assumption may not hold in practice.
Besides imperfect transmission, incorrect predictions may
be caused by the limited generalizability of the GNN model
on unseen samples as well. How to analyze the robustness
of the decentralized GNN with limited generalizability to
testing samples is worth future investigation. Moreover,
all unqualified neighbors are asked to re-transmit in our
proposed retransmission mechanism and the robustness is
re-checked after all retransmission is done. In practice, the
retransmission is generally done in serial. It is possible that
after retransmission from some (but not all) unqualified
neighbors, the robustness can be achieved and the order of
retransmission may matter. Investigating reasonable order
of retransmission to reduce the communication overhead is
an interesting topic. Finally, we only consider uncoded and
simplified coded communication systems in this paper for
theoretical analysis. However, error correction codes, cyclic
redundancy check or other more complicated coding mech-
anisms which can help detect and correct errors are usually
adopted in practical systems. These mechanisms definitely
influence the robustness of the decentralized GNN. One
can also consider other techniques, such as the joint source-
channel coding and the error correction mechanism, instead
of the retransmission mechanism to further enhance the
robustness of the decentralized GNN in wireless commu-
nication systems.
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APPENDIX A
DUAL PROBLEM FOR PROBLEM (23)

We reformulate Problem (23) as follows

_ min Gy X Gy, (34)
(X by By, AL}
subject to
Cy =h,w+b=p, €R (34a)
hy = Gy2,0 + @, X ,0,= a, € RV P (34b)
0< X,[u,j] <1,Vue N@w),je{l,2,.,p}
=W, ¥ cRNWIXP  (34¢)
1 X o [u, j] = Xofu, ]l| < Ay, 5, Yu € N(v),
je{,2,.,p},= YH Y, eRNWIP  (344)
p
> A, 5] < qou,Vu € N(v),= B, e RVWI (34e)
j=1
hyli] = holi],Vi € T,7, hy[i] =0,Vi € I, (34f)
h,[i] >0,Vi € Z,,= T, € R**P (34g)
hyli] > hy[i],Yi € T,, = p, € R™*P (34h)
holi](w,[i] = Lu[i]) < uy [Z](i"v [i] = 1,[d]), Vi € T,
= X, € RV (34i)

Note that constraint (34f) can be simply eliminated from
the optimization. Then the dual problem of Problem is
given by

max

{Puaau:lI,+ ‘I’_ :ijrg 7ﬂv7T'vvlJ/va'u}

_Zav Z Z‘I’j[uaj]

w€EN (v) j=1
+ ¥ va[u,j]('r;[u,j]—Ti[mj])

uw€EN (v) j=1
- Z GouBylu] + Z Ao ]y [i]L,[1],
1€Ly,

uweN (v)

—pub

avwv

(35)
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subject to

Bulu] > Y [u, j] + X, [u, 5], Yu € N(v),j € {1,2,..,p},
(35a)
ala,0’ =or -0, + YT -7, (35b)
po = —Co, (35¢)
o li] = Ay [iuy[i] — i), Vi € T, (35d)

(pow™)[i] = No[i] (wo[i] = L[i]) = 70 i] — p,[i], Vi € Z,
(35e)
il =0,Vi € Z;, auli] = (pow?)[i],Vi € I, (35f)
OO Y Y, By Ty s A = 0. (35g)

We know that either A, or 7, + p,, must be zero, which
correspond to upper and lower bound of h,, respectively.
According to (85¢), if A,[i] = 0, then we have

(pow)i] = =7o[i] = p, il = To[i] + p, [i] = [(porw ™[]
Similarly, if 7,[i] + w,[i] =0,

Aoli] (o [i] = L [i]) = [(porw ™[]+
Therefore, we have A\,[i] = [(p,wT)[i]]s/(w,]i] — L,[i]).

Combined (35d), the following term in the objective func-
tion of Problem (35) can be rewritten as A, [i]u,[i]l,[i] =
%[ w[z]],, which is constant.

To further simplify the objective function of Problem
(35), we introduce a new vector, ¢,, € [0, 1]P, which satisfies
w,[i] = ¢, [i][(powT)[i]]-. Therefore, constraint (35d) can be
rewritten as

Oév[l] = v[ ]UU[Z} [ ]
_ o wll o Ty 6 il o™
= i e il = @il
(36)
Similarly, we introduce a new matrix, ®, € [O, 1]|N (u)|><p,

which satisfies the following equations

= 0,[u,jl(a, avOT)[u I+
O, [u, j][(a) 0,07 )[u, 5],

eﬂ[u ]])[(a aveT)[uij%*v

O, [u, j)(a) a8")u, 5]

In this way, constraint (35a) can be rewritten as 3,,[u] > (1—
0,[u, j))|(ar c,07)[u, j]|. Based on the above transforma-
tion, we know that ©,[u, j] > 1 — 8, [u]/|(a@l a,07)[u, j]|,
and the following term in the objective function of Problem
(35) can be rewritten as

X [u, (0, [u, 4] — X [u, j]) — ®F [u, j] =
T } (37)

— X [u, j)(ay 0,0 )[u, ] — O u, jleu[u, ],

where

eolu, j] = (1= Xo[u, j])[(@) 0@ )[u, 4]+

T ) (38)
+X [, j][(@) 0,07 [u, 5] -

In fact, @ can be transformed into a more tractable form.

When (@’ a,0")[u,j] > 0, if X,[u,j] = 1, e,[u,j] = 0
holds. Similarly, if X ,[u,j] = 0, e,[u, j] = (&l a,0")[u, j].
Under this condition, to maximize the objective function,
©®,[u, j] should be set as its lower bound and



eolu, 10 [u, j] = (@F a,07)[u, j]{1 — Wffg%
= Ev[u7j] - /Bv[u]‘ (39)

Similar analysis can be conducted when (& 0" )[u, j] <
0 Overall we have e,[u,j]O,[u,j] = max{e,[u,j] —
B,[u],0} £ Q,[u, j]. Therefore, (37) can be rewritten as

~

X’U[uh]](‘r;[u?]] - Tj[u7j]) - \Ilj;[u’j]
— — X, [u, j)(@T 0,07 [u, j] — max{e,[u, j] — B,[u], 0},
— —u[X, (@7, 07)] — |||,

where tr(-) indicates the trace of the input matrix. Based
on the above transformations, Problem finally can be
transformed into Problem (24) in Section 4.3.

APPENDIX B
SOLUTION FOR PROBLEM (26)
Problem (26) can be reformulated as

min Z ZQ u, j| + Z GvuB,[u] — const,

{ﬁ >OQ =0} ueN(v) j=1 u€EN (v)
(40)
subject to
0, [u, j] > eufu, ] = Bylul, Yu € N(v),j € {1,2,...p},
wo il ]i] (40a)
const =c,b + Z “7[%10[2-]]_
2wl - L]
- Zav (ao2,0)[i] — tr[ X T (4l c,087)]. (40D)

The dual problem of Problem is given by
max Z st u, j) By [u, j] — const, (41)

B, ueN (v) j=1

subject to (#0Db)),
0< By[u,j] <1,Vu € N(v),j € {1,2,..,p}, (41a)
P

Z B, [u,j] < gyu,Vu € N(v). (41b)
j=1

The optimal solution of the above problem is very obvious.
Specifically, for B,[u, :], its optimal solution is obtained by
setting B, [u, j] corresponding to the top-¢,,, largest entries
in g,[u,:] as 1 and others as 0.

Because B, is the dual variable corresponding to con-
straint (40a), the following equation holds

B, [u, j](€v[u, j] — B,lu] — Qv[u,j]) =0,

. (42)
Yu e N(v),j €{1,2,..,p}.

If B,[u,j] =1, flv[u,j] = &, [u, j]—B,[u] holds, which indi-
cates that g, [u, j] — B,[u] > 0. Meanwhile, B, [u, j] = 1 also
means that €,[u, j| is among the top-g,, largest entries in
€y[u, :]. Therefore, B, [u] is no larger than all top-g,, largest
entries in €, [u, :]. Similarly, if €, [u, 1] — B, [u] — Qu[u, j] # 0,
it must be the case that Q,[u, j] = 0 and &, [u, j]—B,[u] < 0.
According to (42), B, [u, j] must equal to 0, which suggests
that e,[u, j] is not among the top-g,, largest entries in
€y[u,:] under this condition. Therefore, 3,[u] should be

larger than all the e,[u,

largest entries in g, [u,
quu-largest entry in €,

)

)

Jl
Ov
).
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that is not among the top-q.
erall, the solution of 3, [u] is the
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