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Abstract In this paper, the 2-adic complexity of a class of balanced Whiteman gen-
eralized cyclotomic sequences of period pq is considered. Through calculating the
determinant of the circulant matrix constructed by one of these sequences, we de-
rive a lower bound on the 2-adic complexity of the corresponding sequence, which
further expands our previous work (Zhao C, Sun Y and Yan T. Study on 2-adic com-
plexity of a class of balanced generalized cyclotomic sequences. Journal of Crypto-
logic Research,6(4):455-462, 2019). The result shows that the 2-adic complexity of
this class of sequences is large enough to resist the attack of the rational approxima-
tion algorithm(RAA) for feedback with carry shift registers(FCSRs), i.e., it is in fact
lower bounded by pg — p — g — 1, which is far larger than one half of the period of
the sequences. Particularly, the 2-adic complexity is maximal if suitable parameters
are chosen.

Keywords 2-adic complexity - generalized cyclotomic sequences - circulant matrix

1 Introduction

The concept of the 2-adic complexity of a binary sequence was originally considered
by Klapper and Goresky , meanwhile, the rational approximation algorithm (RAA)
to attack a given key stream sequence with low 2-adic complexity was also presented
by them [2]. Therefore, the 2-adic complexity of a key stream sequence has become
an important security criterion and it should be no less than one half of the period of
the sequence according to RAA.
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In the past few decades, many generalized cyclotomic sequences with high lin-
ear complexity have been constructed and have been widely used in communication
systems. However, the 2-adic complexity of only a small part of these sequences has
been completely determined. For example, the 2-adic complexity of twin-prime se-
quences is maximal which has been proved as a class of sequences with ideal 2-level
autocorrelation by Xiong et al. [4]. And the 2-adic complexity of modified Jacobi se-
quences of period pg was originally showed to satisfy a lower bound pg—p —g—1
by Sun et al. [8]] and then was proved to be maximal in the case of %1 <p<d4qg-—1
by Hofer and Winterhof [[10]. Moreover, the 2-adic complexity of another two classes
of Whiteman generalized cyclotomic sequences of period pg has also been proved to
have large 2-adic complexity by Zeng et al. [[/] and Sun et al. [9]. It should be pointed
out that all the above sequences are unbalanced.

In this paper, we aim to analyze the 2-adic complexity of a class of balanced
Whiteman generalized cyclotomic sequences whose linear complexity has been proved
to be large enough to resist B-M algorithm by Bai et al. [[12]. Our result shows that
the 2-adic complexity of these sequences is also large enough and it is even optimal
when the parameters are suitable chosen.

The rest of the paper is organized as follows. We give the relevant definitions
of Whiteman generalized cyclotomic sequences and some known results Whiteman
generalized cyclotomic classes in Section 2. In Section 3, by means of a new property
of Gaussian periods and the method of Xiong et al. [4]], we study the 2-adic complex-
ity of a class of balanced Whiteman generalized cyclotomic sequences and give a
nontrivial lower bound on the 2-adic complexity. Finally, we summarize our results
in Section 4.

2 The relevant definitions of a class of balanced Whiteman generalized
cyclotomic sequences and some known results of Gaussian periods

Firstly, we give some definitions and symbols which will be always used in the whole
paper unless otherwise specified.

Let p,q be two different primes satisfying ged(p — 1,4 — 1) =2 and g be a com-
mon primitive root of p and g. Denote N = pg. By China Remainder Theorem, the
system of the congruence equations

#

has only one solution x in the ring Zy of residue classes modulo N. Denote e =
(p—1)(g—1)/2. Then the Whiteman generalized cyclotomic classes D; of order 2
with resect to p and g are defined as

g (mod p),
1 (mod q)

D;={g'x' (modN):s=0,1,---,e—1}, i=0,1.
Let Zy, be the multiplicative group of integers modulo N. Whiteman has showed that

Z;C/:D()UDl,D()ﬂDl =0,



Autocorrelation distribution and 2-adic complexity 3

where 0 is the empty set. The cyclotomic numbers associated with the Whiteman
generalized cyclotomic classes of order 2 with respect to p and g are defined by

(i,j) = |(Di+1)NDj,

where D;+1={x+1jxe D;},i=0,1, j=0,1. Let

—1
Dép) ={g* (mod p):t:0,1,~~~,—p2 -1},
—1
D(lp):{g2t+] (mOdp):t:O7]7"'7p2 _l}a

—1
DSQ) —{g* (mod q):t:O,l,---qT—l},

—1
D(IQ) ={g”*!  (mod q):t:O,],---,qT—l}.

Then
P={p2p,-,(g—1)p} =D puD\¥p,

Q: {%2%'” ,(p—])q}:Dép)qUDgp)q,

where Dl(p)q = {xqlx € Dl(p)}, Dl(q)p = {xplx e Dl(q)}, i=0,1.

Let
Co = {0} UDUDY quDY p, €, =D, LD qUDW p.

Then
Zy = CyUC.
Define the sequence s = {s; f’: 6' of period N as
o 0,i (mod N) € Cy, o
"7 11,i (modN)EeC,

which was originally given by Ding and Helleseth[11] and has been proved by Bai et
al. to have high linear complexity [12].

N-1
For an arbitrary binary sequence s = {s;}}- Bl of period N, let S(x) = ¥ six' €
i=0
Z[x]. If
Nil "
5
52) _ o l _
2N —1 2N —1
then the 2-adic complexity ¢, (s) of s is defined by |log,(n+ 1)], where ged(m,n) is
the greatest common divisor of the integers m,n and |log,n | is the maximal integer

no more than log,n.
From Eq. ), we know that @, (s) can be calculated by

ﬂ,Ogmgn, ged(m,n) =1, 2)
n

92(s) = [logz(gcd(zilv—ll,s(z)) +1)]. ®
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2ni o . 2mi
Let @, = e 7 be a complex pth primitive root of unity and @y = e™ beacom-
plex Nth primitive root of unity, then 67 = Y w,’; and ; = ) a)llf, are called
keDy” kebi
0
(p)

Gauss periods based on classical cyclotomic classes D;
classes D; respectively, where i = 0, 1.
In order to give our main result, we need the following results of Gaussian peri-

ods.

and generalized cyclotomic

Lemma 1 [8]] Let p,q be two distinct primes with ged(p — 1, — 1) = 2. Then
(1) no+m = 1,mom = 74

(2) for an odd prime p=1 (mod 4), 8 + &6/ = —1,8]8/ = 1%4”;

(3) for an odd prime p =3 (mod 4), 8 + 8 = —1,8]8/ = ]TTP.

3 A lower bound on the 2-adic complexity of the balanced Whiteman
generalized cyclotomic sequences

In this section, using the method of Xiong et al.[4], a lower bound on the 2-adic
complexity of the balanced Whiteman generalized cyclotomic sequences defined in
(@ for the case of |g — p| < /pq — 1. To this end, we list the following lemmas in
turn.

Lemma2 Let p=1 (mod 4), g =3 (mod 4), then

1 —
m (878 + 878) +mi (87 85 + 8¢ 51 = —H = 2L,

Proof By lemmalll(2)-(3), we have

o TLEVP s —1F VP
1*#7 0 *#7

59— —1+./q 59— —1F./qi
T
Then, by direct calculation, we get

5780+ 5080 = L YP ;/”_qi, 5780 + 8051 = LTVPE! ;/”_qi.

Again, by Lemmal[ll (1) and direct calculation, we can further obtain
N6 (8781 + 8§ 87) +ni (8785 + 8§ 87)

2 1+;/p_qi+1712>< 1—./pqi

=To

2
1 Pqi

=53 +ni)+ g(néfnﬁ

_l-pgq

rq
+—.
4 2
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Lemma 3 [I|],[4] Let s = {si}ﬁvgol be a binary sequence of period N and denote
N—1

S(x)= Y six' € Z[x]. Suppose A = (a; j)nxn is the matrix defined by a; j = s;_j (mod N)-
i=0

Viewing A as a matrix over the rational field Q. Then

(1) det(A) =TTo=o S(@f);
(2) If the determinant of A satisfies det(A) # 0, then

ged(8(2),2Y — 1) | ged(det(4),2V —1). 4)

From Lemma 3] to get a lower bound of the 2-adic complexity of a binary se-
quence we need to determine the value of det(A) and the value of det(A) can be
obtained by Hg;ol S(@g). The following three lemmas provide the desired results.

Lemma 4 [[[3] For any a € Zy and B C Zy, denote aB = {ab (mod N)|b € B}, then
there are following properties .

(1) Forevery fixeda € D;, aP = P,aQ = Q and aDj = D j) (mod 2), Where i, j =0, 1.

(2) For every fixed a € P, if b runs through D;, then ab runs though P every elements
prl times, and aP = P,aQ = R.

(3) For every fixed a € Q, if b through D;, then ab runs through Q every elements %1
times. and aQ = Q,aP = R.

(4) For every fixed a (mod p) € DE”), then QDEP) _ Dfﬁ)f a2 ] = 0.1,
(5) For every fived a (mod p) € i, then aDE'q) = Dfi)j (mod 2):1:J = 0, 1.
In convenience, we denote
Doo ={g” (modN):t:O,l,...vgfl}7
Do; ={g**" (mod N):r=0,1,--- Ef 1,
Dip={g¥x (mod N):t=0,1,--- ,g_l},
Dy ={g*'x (mod N):t=0,1,--- 7%_1}7

i.e., Dy = Doy UDgy; and D; = DjgUDy;.
Lemma 5 Let {5;}} 61 be the sequence defined in Eq.(), then

pel acRh

87 ac D(()q)p

8y a GD(IQ)p

o ae D(()p)q
S(wy) = & ac Dgp)q

n]+8g+80p a € Dy
771+6]q+6]p a € Dy
n0+6g+6lp a e D
770+6]q+6(§’ a€c€ Dy
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Proof We need only apply the results of Lemmad]to the definition of S(wy,) accord-
ing to the set to which a belongs. For the sake of brevity, here we omit the details.

Lemma 6 Let s = (sg,s1,- - ,Sy—1) be the binary sequence defined in Eq.(I) and
A = (ai j)Nxn be the matrix defined by a; j = S(i_j) (moa n)- Then

CORY

p—1

det(4) = (H)(10)

where A = [_(1+1,;q)2 + (il D pg+ d* + 3d+ %] and d = qfifz.

e

Proof By Lemmas[3land[5] we have det(A) = H S(of) = (H— 1)(5q5q) T (8780 T A%,

here we temporarily denote A = (1, + 8 + 5p)(n1 + 688 +80)(no+ 5q + 87)(no+
8+ 6Y). By Lemmas 4 and 5, we know that 6/ 8] = qu and 88} = 152. Next, we
focus on A.

A=y + 87+ 8" (1 + &+ 80) (o + 87+ 87) (o + 87 + 87)
=7+ (8 + 8 + 87+ 80 )1 + (87 + 8) (87 + 856 + (87 + 85 + 87 + 8 )mo
+ (85 +)(8] + &)

2 — 2 _
— (7~ 2y + =L (576 + 75| nd — 2m0-+ ———L + (878 + 5{8])

:(Al +B])(A0 JrB())
=A Ao +AoB| +A By + BBy,

where A; =17 —21m;+ 222 and B; = 8087+ 8787, ,.042(i =0,1). Following, we
analyze A1A,AoB1 +A1Bg and BBy, respectively.
—p+2 —p+2
A4y :[T[lz =2 + %][T[& —2no+ %] (by Lemma 3)
q—p+2 qg—p+2
= — 1+ L — 1+ L
g—p—2 g—p—2 g—p—2
=g +——1ni + ——] (denote=——= by d)
4 4 4
(14 pg)? 1+pg, o
=~ +d[l - ——=]+d".
16 +d| 2 J+
AoB1+A 1By

— 2 — 2
=8 — 2m0+ L2805 + 878+ [nF — 2 + L2 (676 + 88 (by Lemma 3)

=[ni +d][8) 8] + 6/ 8] + [ng +d][5] & + 5/ 5]

=ni[8) 8] + 8 801+ n§ (8, 8L + 8 81+ d[8) 8] + 8 8 + 8 8 + 8/ 8] (by Lemma 6)
! 4’” + % +d[(80 +8) (8¢ + 8%)] (by Lemmas 4 and 5)

_1=rq, rq

+—+d.
4 2jL
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B1B =(87 & + &7 &1(85 67 + 67"}
=5/87(80)* + 8187 (87)* + 808 (80) + 8 87(8F)? (by Lemmas 4and 5)
=[(87)% + (87188 + [(85)* + (81187 &
=(1-2808)5{ 8]+ (1—25{50)8/ &8}

1— 1 1 1—
p)xﬂ ﬂ)x_p
4 4 4 4

=(1-2x +(1-2x

_1+pg
4

Then A = [(202 4 (21d) g 4 g2 4 304 1),

. . . N_
Lemma 7 [8]] Let p and q be different primes with N = pq, then gcd(2P — 1, %) =
N
gcd(2” — 1,q) and ged(29 — 1,%=L) = gcd(29 — 1, p). Especially, if p < q, then

" » 24—1
ged(29—1,5) = 1.

Theorem 1 Let p and q be two primes satisfying p =1 mod4,q =3 mod4 with
lg—p| < /Pg— 1. Let {s;}Y-! be the Whiteman generalized cyclotomic sequence
defined in Eq.(). Then the lower bound of the 2-adic complexity ¢(s) is pg—p —
qg—1.

Proof Let r be a prime factor of 2" — 1 and Ord,(2) be the multiplicative order of 2
modulo r. Since 2V — 1 =0 mod r,0rd,(2)|N. So we get Ord,(2) € {pq,p,q}. By
Fermat’s little theorem, we know that 2’~! =1 mod r. Then Ord,(2)|r—1, therefore
r = kOrd,(2) + 1 where £ is a positive integer. From Lemma 7, we first calculate the
value of ged(det(A)),2N — 1) for different cases.

(1) Ord,(2) = pgq.
In this case, we have pg|r—1,i.e., 7 > pg. Among the factors in det(A), #5—, —=£,
are less than pg. So we only need to analyze A.

2
() IfA = [% + 54 pg+d?+ 3d + 1], then there exist two integers  and k

suchthat r =kpg+1and A = [% + 54 pg+d®+3d+ 3] =t(kpg+1).ie.

(14 pq)*+ 8pq +16d>+24d + 8 = 16t(kpq + 1) which is equivalent to

S
S

|

|
iS]
s[5
Y

pq(pq+10—8d) + (4d+3)* = pq(16tk) + 16t. )

By the fact that |¢ — p| < /pg — 1, we have that (4d +3)* = (¢— p+1)* < pq.
If 16t < pq, then 16t = (4d + 3)? which is impossible for any integers ¢ and d.
So 16t > pq. By the eq.(3), 167 > pg and 16kt < pqg+ 10 — 8d, again by the
fact that |g — p| < \/pg — 1, then 84 = 2(q — p —2) and 16kt < pg+ 10 —8d <
pq+2,/pg+16 <2pgq.So k=1 and then r = pg + 1 which contradicts with that
ris a prime. So ged(r,A) = 1.

2
(i) IfA = [% + %pqudz +3d + 1], using the same method as that in the

case (i), we also have ged(r,A) = 1.
So, for the case of Ord,(2) = pq, we have ged(r,det(A)) = 1.
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(2) Ord,(2) =p.
By Lemma 7, ged (2P — 1, %,, 1) =ged(2P —1,¢).2" ' =1 mod r, So p|r—1 and
then r > p. If g < p, then g is not a prime factor of 27 — 1. So ged(2? — 1,9) =1
which implies that r is a factor of 27 — 1. If g > p, suppose gcd(r,q) # 1 then
gcd(r,q) = g, so there exists a positive integer k such that

kp+1=gq (6)
which is equivalent to g — 1 = kp. Because 2 = ged(p— 1,g— 1) = ged(p —
1,kp)=ged(p—1,k),s0k=3 mod4.InEq.(@).k=3 mod4,p=1 mod4and

g =3 mod 4 which is impossible. So ged(r,¢) = 1. Then ged(2? — 1, %1,’11) =1
(3) Ord,(2) =

Using the same method as that in the case (2), we also have ged(29 — 1, %,,’11)
ged(27—1,p)=1.

Combining the above discussion, we get

B . kS

ged(s(2),2N — 1)1 = T2t ged(det(A), 2N — 1)
>10g2LLJ>N—p7c]—1.
= (2r —1)(29—1)" =

Theorem 2 Let p and q be two primes satisfying p =1 mod4,qg =3 mod4 with
q—p=2. Let {s,}N o be the Whiteman generalized cyclotomic sequence defined in
Eq.(). Then the 2-adic complexity of{s, 0 is maximal, i.e.,
¢ (s) =N.

Proof Let r be a prime factor of 2¥ — 1 and Ord,(2) be the multiplicative order of 2
modulo r. Since 2V =1 mod r, so Ord,(2)|N. Then we get Ord,(2) € {pq, p,q}. By
Fermat’s little theorem, we know that 2"~! =1 mod r. Then Ord,(2)|r— 1, therefore
r =kOrd,(2) + 1 where k is a positive integer. From Lemma 7, we first calculate the
value of ged(det(A)),2V — 1) for different cases. For the case of ord,(2) = pq, we
have ged(r,det(A)) = 1 by Theorem 1. Following, we only analyze gcd(r,det(A)) for
the r’s satisfying Ord,(2) € {p,q}. For the reason that such r’s satisty r > min{p,q}.
Among the factors in det(A), 5 el ]+q are less than r. So we only need to analyze
gcd(r, 2 ) and ged(r,A) for the case of Ord,(2) € {p,q}-

ey Ordr( )=r

(Hged(r,A) =1

IfA = [(ng) + 1224] suppose r = kp + 1 is the factor of A. Then there exists

an integer ¢ such that (HW) + 124 — f(kp41), i (pfél) + @ =t(kp+1)
which is equivalent to (p+ 14 +8(p+ D2=16t(kp+1)ie(p+1)>(p+1)>+
8] = 16t(kp +1). By the fact that r = kp+ 1 is prime so k > 1 and then kp+ 11

p+1.Sokp+1](p+1)?+8. Suppose
(p+1)2+8=n(kp+1) (7)
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ie.p(p+2)+9=nkp+n.1Ifnp < p,thent; =9 and 9% = p +2 = ¢q which con-
tradicts with ¢ is prime. So#; > p and then t1k < p+2. So k = 1 which contradicts
with r = kp + 1 is prime. So ged(r,A) = 1.

2 2
If A = [H5625 + 154), suppose (L 4 1P = i(kp+-1) Le.(p+ 1)+ 8[1 -
p*—2p] =16t(kp+1). Thatis [(p+1)*> —4)> = 16t(kp+1). Then kp + 1|p+3
or p+ 1|p— 1 which is impossible. So we also have ged(r,A) = 1.

.. 1

(ii) ged(r, 24=) = 1.

Suppose %71 =t(kp+1)ie. pg—1=2t(kp+1), that s to say,
p(p+1)+(p—1)=2tkp+2t. (8)

If 2t < p, in Eq. B),then 2t = p— 1 and then (p — 1)kp=p(p+1) sok(p—1) =
p+ 1 which is impossible. So 2¢ > p and 2tk < p+ 1 which is impossible, too.
So ged(r, —(pq;])) =1.

(2) Ord,(2) =gq.

By the same method as that used in (1), we also get gcd(r,A) = 1 and ged(r, %71) =
1. Furthermore, gcd(r,det(A)) = 1.

By the above analysis, we have gcd(2V — 1,det(A)) = 1. Then

) B +1] >log,| 21
ged(s(2),28 — 1) 1 = %82 Locd(det(a), 2V — 1)

N—12>log,| +1]=N.
Remark 1 For the results obtained in this paper, we make the following two expla-
nations:

(1) For the result of Lemmal@l we have verified its correctness by Matlab and Math-
ematica programs through several examples.

(2) Through direct calculation using Mathematica programs, we get and list the ex-
act values of 2-adic complexity and the lower bounds of the 2-adic complexity
obtained in this paper for different cases of (p,q) in the following table. From the
table, we found that the exact values of the 2-adic complexity in all the following
examples attain the maximal. So we conjecture that the 2-adic complexity of the
sequences discussed in this paper may be really maximal for all possible param-
eters but we are not able to prove it in our ability. We also sincerely invite those
readers who are interested in it to take part in this work.

(p,q) 2—adic Lowerbound (p,q) 2—adic Lowerbound
(5,3) 15 6 (17,11) 187 158
(5,7) 35 22 (17,19) 323 286
(5,11) 55 38 (17,23) 391 350
(13,11) 143 118 (17,31) 527 478
(13,23) 299 262 (17,43) 731 670
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4 Summary

In this paper, we study the 2-adic complexity of a class of balanced generalized cy-
clotomic sequences, which has been proved to have high linear complexity to resist
linear attacks. The results of this paper show that it has also have large 2-adic com-
plexity, i.e., it is larger than half of the period and is large enough to resist the attack
of the RAA.
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