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Abstract

As quantum computing and networking nodes scale up, important open questions arise on the causal influence of
various sub-systems on the total system performance. A direct generalization of the existing causal inference techniques
to the quantum domain is not possible due to super-position and entanglement. We put forth a new theoretical
framework for merging quantum information science and causal inference by exploiting entropic principles. First, we
build the fundamental connection between the celebrated quantum marginal problem and entropic causal inference.
Second, inspired by the definition of geometric quantum discord, we fill the gap between classical conditional
probabilities and quantum conditional density matrices. These fundamental theoretical advances are exploited to
develop a scalable algorithmic approach for quantum entropic causal inference. We apply our proposed framework to
an experimentally relevant scenario of identifying message senders on quantum noisy links. This successful inference
on a synthetic quantum dataset can lay the foundations of identifying originators of malicious activity on future
multi-node quantum networks. We unify classical and quantum causal inference in a principled way paving the way

for future applications in quantum computing and networking.

I. INTRODUCTION

The problem of determining causal relations in quantum systems has been gaining attention (Gill, [2014; |Pienaar
and Brukner, 2015} |Allen et al. |2017), and new algorithms for quantum causal discovery have been designed
(Fitzsimons et al., [2015; [Ried et al., 2015} \Giarmatzi, 2019} |Chiribella and Ebler, 2019). However, none of these
methods can be used without interventions from an experimentalist. In other words, they infer a causal model
based on both observational and interventional data. Inferring causal relationships from observational data alone
is a challenging task, and (Chaves et al., [2014alb, |2015) made initial attempts for this problem using information
theoretical generalization of Bell’s inequalities and causal directed acyclic graphs (DAGs) in the quantum domain.
Unfortunately, their approach does not differentiate between statistically equivalent DAGs, and in particular, cannot
determine causal direction between two quantum systems since the two DAGs X — Y and X <« Y are statistically

equivalent where X and Y are two quantum systems. In this paper, we address the fundamental causal inference
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Fig. 1. We develop a theoretical framework for quantum causality. We derive the conditions for various sub-systems of a large quantum system
to causaly influence each other.

problem that involves only two quantum systems X and Y, and is the first work to consider such a problem without
any interventional data (Figure [I)).

Classical statistics are not adequate for identification of cause—effect relations in quantum systems due to
accessibility of a richer spectrum of causal relations in quantum scenarios. This problem is of both fundamental and
practical interest since the characterization and benchmarking of quantum systems is intractable as they scale up. We
emphasize that time series data is unavailable for quantum systems since the measurement process fundamentally
alters the time evolution of quantum distributions. Thus quantum causal inference approaches can usher in a
new generation of algorithms for tomographic reconstruction of the macroscopic wavefunction and optimizing
connectivity of large engineered qubit systems, the reliable broadcasting of information across quantum networks,
and speed-up of classical causal inference algorithms on quantum computers.

In this paper, we introduce a theoretical framework to merge quantum information science with causal inference
using entropic principles. Classically, it has been proposed and tested that minimization of the information entropy
of exogenous variables identifies the causal direction (Kocaoglu et al.l [2017alb). We will provide the first gener-
alization of this result to the quantum domain. We emphasize that causal inference using entanglement entropy is
a fundamentally new approach that also reduces to the classical causal inference method as expected. Our main
contributions are as follows:

1. We show the connection between the celebrated quantum marginal problem and entropic causal inference. One
of the fundamental problems in quantum information theory is characterizing the set of possible density matrices
given the marginals, known as the quantum marginal problem (Zeng et al., 2019) which is also known as the
N-representability problem in quantum chemistry (Klyachko| 2006} [Liu et al., 2007). The general problem is of
interest in many-body quantum simulation but is computationally intractable, even on a quantum computer (Liul

2000). The simplest form of the quantum marginal problem can be stated as following: given density matrices



pa and pp, the goal is to find the set of all density matrices p4p such that p4 and pp are reduced densities of
pap- In this paper, we consider a natural question for the least entropy element of this set, which is the counter
part of the minimum-entropy coupling problem in the classical information theory. Although this problem is NP-
hard in general, we adopt heuristic classical algorithms in the literature to the quantum domain for solving this
problem. We formulate and numerically solve the minimum-entropy quantum marginal problem as an optimization
problem (Section [[II-A)), and we propose a scalable greedy minimization algorithm, as a counterpart of its classical
version, to solve this problem in Section We believe this new methodology can help lower the barrier for
information and quantum theory research community to solve the problem of dimension-reduction of stochastic
processes, IN-representability problem, among others.

2. We exploit a geometric measure of quantum discord to build our framework of entropic causal inference. In
quantum information theory, quantum discord is a measure of nonclassical correlations between two subsystems
of a quantum system. However, the quantum discord between two quantum systems is not trivial to calculate, and
except for some special classes of states there is no closed form solution for quantum discord. To overcome this
difficulty, (Dakic et al.| [2010) introduced geometric quantum discord that is based on the Hilbert-Schmidt distance
between the density matrix p4p and its closest classical state. For this purpose, conditional density matrices for
single qubits have been used to estimate geometric discord in the literature. We define the instance conditional
density matrices as the extension of the conditional density matrices for a given joint density matrix pxy, as the
reduced density matrix px given the measurement Y = |y) of the quantum system Y, denoting by px|y—|,) in
Section We show the crucial role of instance conditional density matrices in solving the quantum entropic
causal inference.

3. Inferring causality from observational data alone is one of the most important and challenging problems in
statistical inference. We propose a greedy algorithm, called QECI, for quantum entropic causal inference in Section
Our method unifies classical and quantum causal inference in a principled way. We discuss computational
analysis and rotational invariance property of QECTI in Section

4. We put forth an experimental scheme that can be used to confront our theoretical framework. We consider
a minimalistic model of an unknown message (possibly encrypted) with unknown origin in a two-node quantum
network. The two nodes are connected by a noisy channel (e.g., optical fiber) with unknown model of quantum
disturbance. We prove that only using the joint density matrix, we can identify the originator of the message.
To verify the validation of QECI, we use realistic quantum noisy links such as quantum symmetric channel and
depolarizing channel (valid for quantum networking and quantum communications) (Section [VI). Moreover, we
show that entropic causal inference technique cannot be mapped directly from quantum to classical framework
in general, and it may result in erroneous outcomes, as shown in Section [VIl This specific approach can lay the

foundations of identifying originators of malicious activity on multi-node quantum networks.



II. CLASSICAL ENTOPIC CAUSAL INFERENCE

Consider that the joint distribution P(X,Y") between two observed variables is given. The aim of the entropic
causal inference is to determine the causality relation between X and Y. The authors of (Kocaoglu et al.| 2017a))
proposed an approach to determine the causal direction by assuming that minimization of the information entropy
of exogenous variable (i.e. one that is not caused by any others in the model) identifies the causal direction. The

key assumption used for determining the causal direction in (Kocaoglu et al. 2017a)) is given as follows.

Assumption 1. Entropy of the exogenous variable E is small in the true causal direction. In other words, the

exogenous variable has lower entropy in the true causal direction than the entropy in the wrong direction.

However, in the causal graph X — Y, where Y = f(X, E), finding the exogenous variable F 1l X (ie., F

is marginally independent of X) with minimum entropy is an NP hard problem due to the following argument.
Assume that Y = f(X,FE) and £ Il X. Define the function f, as . Using this definition
and the fact that £/ 1l X, we have:

p(Y =ylX =x)
=p(fo(E) = y|X =) by the definition of f,
=p(fa(E) =v) because F 1l X

This means that the conditional distributions p(Y|X = x) can be considered and treated as distributions p(f,(E))
by applying the function f, on an exogenous (unobserved) variable E. In other words, the problem of finding the
exogenous variable £ with minimum entropy given the joint distribution p(X,Y") is equivalent to the problem
of finding the minimum entropy joint distribution of the random variables U; = (Y|X = x;), given the marginal
distributions p(Y'| X = x;) (Kocaoglu et al., 2017a). However, the problem of minimizing entropy subject to marginal
constraints is non-convex and NP hard (Kovacevic et al., 2015), and therefore it probably requires exponential time
in the worst case. Importantly, however, the minimum entropy coupling problem can be tackled effectively using a
heuristic search, as shown in (Kocaoglu et al., 2017bj |Cicalese et al., 2017} Rossi, [2019).

The detailed algorithm for determining causal direction in (Kocaoglu et al.| [2017a) is given in Algorithm [4] that
uses Algorithm [3] for joint entropy minimization. The key steps in the algorithm include:

1) Computing marginal and conditional probability distributions from p(X,Y"): In this step, we compute p(X|Y")

and p(Y]X).
2) Compute minimum entropy of the exogenous variables from X to Y and from Y to X: This is where the
problem of minimizing entropy subject to marginal constraints is used, and a greedy algorithm is provided for

this problem. The greedy algorithm is provided in Algorithm 5] This algorithm has been shown to always finds



a local minimum, which is within an additive guaranteed gap from the unknown global optimum (Kocaoglu
et al.l [2017b).
3) Compare the minimum entropy from X to Y and from Y to X, and return the causal model with smaller
entropy.
The second step finds the minimimum joint entropy subject to marginal constraints, which we refer to as the
minimum entropy couplings problem. This problem has a pivotal role in entropic causal inference, we take a look

at this problem from quantum computing point of view in Section

III. MINIMUM ENTROPY QUANTUM MARGINAL

In this section we formulate the problem of minimum-entropy quantum couplings (also known as quantum
marginal problem) as an optimization problem. Then, we propose a greedy algorithm for solving this problem and
show that for two quantum systems, it always finds a local optimum. Our proposed algorithm connects the problem
of minimum-entropy couplings in classic context to the quantum marginal problem. In the next section we show

the fundamental role of this connection in solving the problem of causal inference via an entropic approach.

A. Problem Formulation

Consider two quantum systems A and B. Assume that density matrices p4 and pp are defined on Hilbert spaces
Ha and Hp, respectively. Let C(pa, pp) denotes the set of all density matrices pap on H4 ® Hp such that the
states of the subsystems A and B can be characterized by the corresponding marginal density operators, that is,
pa = Trp(pap) and pg = Tra(pap), respectively, where Trp and Try are the partial traces over the Hilbert
spaces of subsystems B and A, respectively. C(pa, pp) is the set of quantum couplings of p4 and pp. Since the
von Neumann entropy of a quantum state p, defined as S(p) = —Tr(plogp), is non-negative and concave, the
minimum-entropy element of the convex set C(p4, pp) will be attained at an extreme point. The extremal states in
this set have been characterized in (Parthasarathy, 2005; Rudolph, |2004). Now, we formulate the minimum-entropy

quantum marginal problem as a minimization of a concave function subject to convex constraints as follows.

Problem 1 (Minimum Entropy Coupling Problem). Given m x m density matrix A and n X n density matrix B,
find a mn x mn positive semidefinite matrix X = (X;;) of trace one with block matrices X;; € R™*", 1 <i,j <m

such that the von Neumann entropy of X, S(X), is minimum and
X1+ Xoo+ -+ Xy = B (1)

A= (AU)’ where A” = TI'(X,‘J‘), 1 < Z,] <m (2)



The set of positive semidefinite matrices is a closed convex set in the space of symmetric matrices (Lange, [2013)).
Also, the solution set of a system of linear equations is an affine spaceﬂ and as a result a convex set (Boyd and
Vandenberghe, 2004). Thus, the three constraints Tr(X) = 1, Eq. , and Eq. define convex constraints for
Problem [T} This means that the minimum entropy quantum marginal problem is a concave minimization problem,
minxey ,on; S(X), subject to convex constraints.

A large number of algorithms have been developed for solving concave minimization problems. A survey and
comparison of methods can be found in (Heising-goodman, [1981; [Pardalos and Rosen, [1986). Details concerning
solution approaches to solve concave minimization problems can be found in (Pardalos and Rosen, 1987} |Locatelli
and Schoen, 2013} Horst and Tuy, 2013} [Tuy], 2016). However, there are some important practical issues to use
these approach for solving the minimum entropy quantum marginal: (1) scalability: This optimization problem is
difficult to perform numerically because the boundary of the space of positive semidefinite matrices is hard to
compute. (2) Most of optimization techniques do not guarantee global optimality, and it is quite possible to return
a local optimum. In general, finding the global minimum for the minimum entropy quantum marginal is difficult
(NP hard): analytical methods are not applicable, and the use of a numerical solution strategies often does not lead
to optimal solutions in polynomial time. To overcome these difficulties we propose an alternative approach in the

following subsection.

B. A Greedy Entropy Minimization Algorithm for Quantum Marginal Problem

To succeed in dealing with the problems in solving the minimum-entropy quantum marginals, we propose a
heuristic greedy algorithm that connects this problem to the classical minimum-entropy quantum couplings. In the
next section, we show how to use this strategy for solving the problem of quantum causal inference. However,
applicability of our proposed method goes beyond causal inference and can be used by the active community (Zeng
et al., 2019} |Schilling [Fritz and Chaves| [2012) that are working on quantum marginals. Given two density matrices
pa and pp of two quantum systems A and B respectively, the minimum entropy quantum coupling problem is to
find the minimum-entropy joint density matrix p4p among all possible joint density matrices having p4 and pp
as partial traces. This problem is known to be NP-hard, even in the classical context (Kovacevi¢ et al., [2015). In
this section, we propose an algorithm that provides a feasible solution to the quantum marginal problem.

Any density operator defines a classical probability distribution: its eigenvalues are a probability distribution on

the set of its eigenvectors (Rieffel and Polak) 2011) ([Section10.1.2]), formally we have:

pA*szh)z Uz|a pi > 0, TT’ PA sz*l 3)

[

o= Sl 020 Gm) = o= o
J

'An affine space is like a vector space, except that no special choice of origin is assumed.



Here |v;) denotes the normalized orthogonal eigenvectors of pa, with |v;)(v;| the corresponding orthogonal
projector, and p; its eigenvalues, such that (v;|pa|v;) = p;d;;, where d;; is the Kronecker symbol (;; = 1 for
i = j and O otherwise). The eigenvalue p; represents the probability of finding the system in the pure quantum
state |v;). Similar statement holds for |w;) and pp.

Our proposed algorithm (pseudo-code in Algorithm [I) is composed of two steps. In the first step, we compute
the eigenvalue decomposition of the given density matrices p4 and pp. This helps give the eigenvectors |v;), |w;)
as well as the probabilities p; and g;. In the second step, we apply the greedy algorithm provided in (Kocaoglu
et al, 2017b) on these probabilities p; and g; of the two random variables to determine the joint probabilities
of the joint random variable. Let the joint probabilities returned by the algorithm be r; ; corresponding to the
first variable having probability p; and the second variable having probability ¢;. We note that the von Neumann
entropy of A (resp., B) is H(p1,...,pm) (esp., H(q1,...,¢n) ). The joint entropy returned by the algorithm is
H(r11,...,"m,n), where H(.) is the Shannon entropy. We further note that the joint density matrix which has the

entropy as above is

X =37 v gloa) ) (o) ;) )

(2%
Since the above X can be easily shown to be a valid density matrix, with von Neumann entropy H (71,1, ..., "m.n)s
this X is a feasible solution for the joint coupling problem. We further note that the classical coupling problem is a
special case of the quantum marginal problem where the pure states |v;), |w;) are the possibilities of the classical
variables. In this case, the quantum marginal problem results in the same joint entropy as in the classical coupling
problem in (Kocaoglu et al., |2017b)). Thus, the proposed approach results in a feasible joint density matrix with the

constraints in (I)) and @) satisfied.

Remark 1. In the step 2 of Algorithm[I|there are alternative greedy algorithms (Cicalese et al.| 2017 [Rossi| [ 2019)
that can be used in this step. These algorithms provide different guarantees, i.e., solutions that are local minimum
(Kocaoglu et al., |2017a) and 1-bit approximation (Cicalese et al.l 2017). In (Rossi, 2019), the authors proved that
the algorithm proposed in (Kocaoglu et al.| |2017a) provides, in addition, a 1-bit approximation guarantee in the

case of two variables.

IV. PROPOSED APPROACH FOR QUANTUM ENTROPIC CAUSAL INFERENCE

In this section, we propose a quantum entropic causal inference approach, which is a generalization of the classical
entropic causal inference, to the quantum domain by exploiting entanglement entropy of exogenous variables under
the same assumption (Assumption [I). First, we introduce and develop the formalism of quantum conditional

density matrix, which provides a solid framework for adapting the greedy entropy-based causal inference algorithm



Algorithm 1: Greedy Entropy Minimization Algorithm for Quantum Marginal

Input: Density matrices of quantum systems X and Y i.e., px and py of the size m-by-m and n-by-n,
respectively.
Output: Minimum entropy H (e) of the joint density matrix.
/* Step l:Compute eigenvalues of px and py */
1 px = eig(px);
2 qy = eig(py);
/* Step 2: Apply Joint Entropy Minimization Algorithm (Kocaoglu et al.| |2017b) on px and qy . */
se=[ |
4 Initialize the matrix M;; =0,i=1,...,m,j=1,...,n;
5 Initialize r = 1;
6 while » > 0 do
7 e=[e,r];
8 ({px,qv},r) = UpdateRoutine({px, qv },7)
9 end
10 UpdateRoutine({px, gy },7){
1 i = argmax, {py};
12 j = argmax, {qx };
13 Mij = min{p;,qj};
14 p; =p; — My,
15 q; = q; — My,
16 7 =1 — M,;j;

18 H(e) ==Y, exlog(ex);
19 return H(e).

(Algorithm {4) to the quantum domain. Then, the proposed algorithm to determine the causal direction is described

which uses the quantum conditional density matrix and the quantum marginal problem.

A. Conditional Density Matrix

Quantum theory can be understood as a non-commutative generalization of classical probability theory wherein
probability measures are replaced by density operators (Leifer and Spekkens, 2013). Analogies between the classical

theory of Bayesian inference and the conditional states formalism for quantum theory are listed in Table

TABLE 1
ANALOGIES BETWEEN CLASSICAL AND QUANTUM FORMALISM

Classical Probability Quantum Theory

probability distribution p(X) density operator (matrix) px

joint distribution p(X,Y) joint density pxy

marginal distribution p(X) =), p(X,Y) partial trace px = Try (pxy)

conditional probability p(X|Y) = p(X,Y)/p(Y) conditional density pxy = (py' @ 1) % pyx
instance conditional probability instance conditional density matrix

PXIY =y) = FO5 PXIY—ly) = Traetor T

Quantum conditional densities are a generalization of classical conditional probability distributions. However, to

generalize conditional probabilities to the quantum case, several approaches have been proposed in the literature. The



three following generalizations are the best known in the literature of quantum information: (1) quantum conditional
expectation (Umegakil |1962), (2) quantum conditional amplitude operator (Cerf and Adami, [1997, [1999)), and (3)
quantum conditional states (Leifer, 2007} [Leifer and Spekkens, [2013)). Arguably, quantum conditional states are the
most useful generalization of conditional probability from the point of view of practical applications.

Despite the elegance of the idea and decades of efforts, the analogy between quantum conditional densities and
classical conditional probability as it has been developed so far is not complete. For example, consistent with the
definition of conditional probability of events when A is the event X = x and B is the event Y = y, the conditional
probability distribution of X given Y = y is defined as

pxXlY =) = PO

We will see that the quantum counterpart of this concept plays a significant role in the design of our entropic
quantum causal inference algorithm. However, none of well-known generalizations of conditional probabilities in
the literature of quantum computing has defined this notion where Y is in a given quantum state. For a given joint
density matrix pxy, the reduced density matrix px given the measurement Y = |y) of the quantum system Y,
denoting by px|y—|y) . This quantity was used in (Dakic et al., [2010) for defining an alternative version of the

mutual information as follows:

Qx(pxy) = S(py) — min > peS(oy i),
e

where py |, = Tr(Ex ® ly pxy)/Tr(Er ® lypxy) is the state of Y conditioned on outcome % in X, and {E}}
represents the set of positive operator valued measure elements (Daki¢ et al., |2010). Inspired by this work, we

formally define the instance conditional density matrices for an arbitrary quantum system Y as follows.

Definition 1 (Instance Conditional Density Matrix). For a given joint density matrix pxy, the reduced density

matrix px given the measurement Y = |y) of the quantum system Y, i.e., PX|Y=|y) IS given as

Try{pyx * |y){yl}
trace{py x * |y)(y|}}

(6)

PX|y=ly) =

where the -product is defined by M x N := (N*/2 @ I)M(N'/2 @ I). Thus, pyx * [y){y| = ((|y)(y|)*/? @ I) *

pyx * ((ly) )2 @ 1).

Theorem 1. The instance conditional density matrix px|y—|

y)» defined in Definition E] is a valid density matrix.

Proof. pyx * |y){y| is a semidefinite positive operator because it is of the form AAT, where A = ((|y)(y])*/? ®
I )p;/ )2( Note that the partial trace of a positive semidefinite matrix is a positive semidefinite matrix (Filipiak
et al., 2018). However, the numerator of px|y—,) is not a density operator because it does not have trace one.

Normalization guarantees that px |y, is a valid density matrix. O
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B. QECI: Proposed Algorithm for Quantum Entropic Causal Inference

In this section, we propose an algorithm to generalize the classical entropic causal inference theory to quantum
entropic causal inference using a density matrix approach. An overview of our Quantum Entropic Causal Inference
(QECT) algorithm is shown in Figure [2] and Algorithm [2] summarizes the entire procedure of QECI.

QECTI Description. For a given joint density matrix pxy, QECI is able to discover the true causal direction
between quantum systems X and Y in three phases:

Phase 1. In this phase we trace out Y and X to obtain px and py, respectively (line 1-2). Then, we compute py x
by reordering the entries of pxy, appropriately (line 3).

Phase 2. Computing Eigenvectors and Conditional Densities: In this phase, we first find the eigenvectors of px
and py to determine the eigenstates. These eigenstates are |z;) and |y;), respectively. These eigenstates provide a
representation of the mixed states px and py into superposition of pure states. Using these eigenstates, Definition
|I| is used to find the instance conditional density matrices (line 4-11 and 14-21).

Phase 3. Solve Quantum Marginal Problem for the Conditional Densities: In this step, we use the quantum marginal
problem to determine the minimum-entropy quantum coupling between the different py|x—|,) (line 12). Similarly,
the quantum coupling between the different px|y—|,,) is obtained (line 22).

Phase 4. Based on the minimum entropy coupling, we estimate minimum entropy H(X — Y) and H(X + Y).
Taking into account Assumption |1} if H(X — Y) < H(X « Y), QECI returns that the causal model is of the

form X — Y, and X < Y otherwise (line 24-28).

Compute Eigenvectors Minimum-Entropy
m & Conditional Densities Quantum Coupling OUtpUt
If

Joint density matrix: || Compute eigenstates |x;) of H(E) =
Dxy Py, to obtain: min H(py|jx,) - Py|jxy)) HX -Y)
= S(px) + H(E)
Candidate causal | , — _ Trxlpxy*lxatxil} <HX<Y)
models: Y10 ™ erace(Try(lxixil*p xv}) H(E) = = S(py) + H(E)
) - Then
min H(pxijy,y: - Pxiiym) The causal model is of
Compute eigenstates |y;) of the form X —» Y
Py, to obtain: Else
3 Using a greedy The causal model is of
Y=fX.E) Pxlly = thT;(YT{:"’{’I‘f;{i)_iii'} 5 algorithm, called Joint theformX < Y
yUyayi=pyx Entropy Minimization
@ Algorithm. In both cases, S(.) is the
von Neumann entropy

i.e.,
0 0 Main Assumption: Entropy of the exogenous variable E is S(p) = —trace(plogp)
X=g(Y,E") smallin the true causal direction.

Fig. 2. An overview of QECI: an algorithm for Quantum Entropic Causal Inference.
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Algorithm 2: QECT: Quantum Entropic Causal Inference

Input: The joint density matrix pxy for a pair of quantum systems X and Y.

Output: The cause-effect relationship between X and Y.

/* Phase 1: Compute reduced density matrices px and py as well as density matrix pyx from
XY - */

px =Try(pxy);

py =Trx(pxv);

Compute py x by reordering the entries of pxy-, appropriately.;

/* Estimation of minimum entropy H(X —Y) for the causal model Y = f(X, E). */

/* Phase 2a: Compute eigenvalues and eigenvectors of px. */

[V, D] = eig(px):

/* Computes diagonal matrix D of eigenvalues and matrix V whose columns are the

[FESE

S

corresponding eigenvectors, so that px *V =V xD. */
s for (d; € D) do

/* Compute instance conditional density matrices. %/
6 |z} (s | = e; * eT';

/* e; is the i'th column of V, and eiT is the transpose of e;. */
7 pi = Trx(pxy * |©:)(z;]);

/+ I is the identity matrix. x/
8 PY||z;)x = Piftrace(p;);

/* Compute marginal distributions. x/
9 B; = eig(py||a;) x )3
10 Add B; to the i’th row of the matrix M
11 end

/* Phase 3a: Apply Algorithm to estimate joint entropy minimization. */

12 H(FE)=JointEntropyMinimization(}\/);
1B HX —Y)=8(X)+ H(E);
/* Estimation of minimum entropy H(X < Y) for the causal model X = g(Y,E’). */
/* Phase 2b: Compute eigenvalues and eigenvectors of py. */
1 [V, D] = eig(py);
15 for (d; € D) do

/* Compute instance conditional density matrices. x/
16 lyi)(yi| = ei x e ;
17 pi = Try (pyx * |yi) (yil);
18 PxX|lys)y = Pi/trace(p;);
/+ Compute marginal distributions. */
19 Bi = eig(px||y;)y )i
20 Add B; to the i’th row of the matrix M
21 end
/* Phase 3b: Apply Algorithm to estimate joint entropy minimization. x/

22 H(E')=JointEntropyMinimization()/);
23 HX+Y)=SY)+ H(E),
/* Phase 4: Compare the minimum entropy from X to Y and from Y to X. x/
u if (H(X - Y) < H(X + Y)) then
25 \ return The causal model is of the form X — Y.
26 else
27 \ return The causal model is of the form X <+ Y.
28 end

V. DISCUSSIONS
A. Complexity Analysis of QECI.

First, we discuss the time complexity of QECI. Assume that px and py of the size m-by-m and n-by-n,
respectively. The most expensive parts of QECI are the computation of eigenvalues and eigenvectors as well as

joint entropy minimization algorithm. So, we have:

« To compute eigenvalues and eigenvectors of px, i.e., [V, D] = eig(px) (line 4), in the worst case scenario the

time complexity is O(m?) (Press et al., |1988).

e To compute B; = eig(py|js;)x) (m times, line 5-11) the time complexity is O(m?log(m)) because for



symmetric tridiagonal eigenvalue problems all eigenvalues (without eigenvectors) can be computed numerically
in time O(mlog(m)), using bisection on the characteristic polynomial (Coakley and Rokhlin, 2013).

« To apply joint entropy minimization algorithm (Algorithm in line 12, the time complexity is O(m*log(m)),

it can easily be reduced to O(m?log(m)) by dropping the sorting step (Kocaoglu et al., 2017a).

« To compute eigenvalues and eigenvectors of py i.e., [V, D] = eig(py) (line 14), in the worst case scenario

the time complexity is O(n?) (Press et al., [1988).
o To compute B; = €ig(py||z;)x) (m times, line 15-21) the time complexity is O(n?log(n)).
« To apply joint entropy minimization algorithm (Algorithm [5) in line 22, the time complexity is O(n*log(n)),
it can easily be reduced to O(n?log(n)) by dropping the sorting step (Kocaoglu et al., [2017a).
As a result the time complexity of QECT is O(max(m?,n3)). It is not difficult to see that the space complexity of
QECT is O(m?n?) due to the size of pxy and pyx, i.e., mn-by-mn.

From the viewpoint of computational complexity, a concave minimization problem (e.g., Problem |1)) is NP-hard
(Horst and Tuyl 2013). Assume that px and py are of the size m-by-m and m-by-m, respectively. So, pxy is of the
size mn-by-mn, and all of m instance conditional density matrices py||q,;),% = 1,--- ,m are of the size m-by-m.
This indicates that the solution of the minimum-entropy quantum marginal problem: min S(py||z,), -, Py |z,.)) 18
a matrix of the size m™-by-m™. Similarly, for the minimum-entropy quantum marginal problem: min S(px|jy, ;" » £x||yn))
is a matrix of the size n"-by-n". So, the total space complexity of the optimization approach is O(max(m™,n")).

As a result this approach is impractical.

B. Rotational Invariance of QECI

Let us assume that px is rotated using a unitary matrix U. Let us say pz = UpxUT. Then, the causal direction
between X and Y is the same as that between Z and Y. In order to see this, we note that the second phase of the
QECT will result in |2;) = Ulz;). Further, we note that from the definition of conditional densities, pz|y—|,,) =
Upx|y=ly,) UT and PY|X=|z;) = Py |Z=U|z,;)- Further, up to a rotation of the eigenstates in pz|y -\, ), the eigenvalues
required for quantum marginal problem remain the same. Since these eigenvalues remain the same, the entropy
of the quantum coupling remains the same. Since the entropy of the quantum density matrix is independent of
rotations, the overall H(X — Y') and H(Y — X) are the same as H(Z — Y) and H(Y — Z), respectively. By

symmetry, the result also holds if Y is rotated by a unitary matrix.

C. Classical vs Quantum Approach

We emphasize that causal inference using entanglement entropy of hidden variables is a fundamentally new
approach that also reduces to the classical causal inference method as expected. In other words, QECTI is a unified

framework for classical and quantum causal inference. In fact, quantum entropic causal inference approach is a



generalization of the classical entropic causal inference because any classical probability distribution p : X — [0, 1]
can be written as a density matrix px by writing down a matrix with the probabilities along its diagonal. In fact, it
does so in more than one way. However, for our purpose the diagonal approach is enough. For example, consider

the following joint probability distribution p(X,Y):

1 3
1 E‘Tﬁ

5 7
L2 E‘Tﬁ

Using the diagonal approach, we obtain the corresponding joint density matrix pxy.

1
% 0 0 0
0 & 0 0
PXy = .
0 0 & 0
7
| 0 0 %5 |

This means that QECTI captures both the classical and quantum entropic causal inference in a unified framework.
The parallels between classical and quantum entropic causal inference are illustrated in Figure [3] We now highlight
similarities and differences between classical and quantum entropic causal inference.

Key differences. (1) Quantum entropic causal inference uses density matrices while the classical entropic causal
inference uses probability distributions. (2) Quantum entropic causal inference uses partial traces while the classical
entropic causal inference uses marginal probability distributions. (3) Quantum entropic causal inference uses instance
conditional density matrices while the classical entropic causal inference uses conditional probability distributions.
(4) Quantum entropic causal inference uses von Neumann entropy while the classical entropic causal inference uses
Shannon entropy.

Classical and quantum analogies. (1) Both methods are built upon the assumption that the exogenous variable is
simple (smaller) in the true causal direction (Assumption [I). (2) Both methods are built upon entropy as a measure
of simplicity for the causal discovery task. (3) Both methods are built upon a greedy algorithm for searching

minimum entropy of exogenous variables.

VI. EVALUATION ON QUANTUM CAUSE-EFFECT SYNTHETIC DATA

Since there is no quantum cause-effect repository to verify the validity of our proposed algorithm, we put forward
an experimental scheme that can be used to confront our theoretical framework. We consider a minimalistic model
of an unknown message (possibly encrypted) with unknown origin in a two-node quantum network. The two nodes

are connected by a noisy channel (e.g., an optical fiber) with unknown model of quantum disturbance, as depicted
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Input: joint density
matrix pxy

|

Compute partial traces
px = Try(pxy)

Input: joint probability py = Trx(pxy)
distribution p(X,Y") / \
l - Compute eigenvalues Compute eigenvalues
COI(‘;_P“F% margmal and eigenvectors and eigenvectors
istributions [V, D] = eig(py) [V, D] = eig(px)
p(X) = 3y P(X,Y)
p(Y) = 3 xp(X,Y)
C i ‘al/ \CA Titional Compute instance conditional Compute instance conditional
Omgfg,ﬁogoﬁlon omg}lstter.ﬁogolr:wn density matrices, Vd; € D : density matrices, Vd; € D :
p(XD;) X, Y) :D(Yl);) ) pi = Try (lys)(yil * pyx) pi = Trx (lzi)(zi| x pxv)
»(Y) »(X) PX|luy)y = Pi/trace(pi) PY||z;)x = Pi/trace(p;)
Apply Algorithm [5]on Apply Algorithm [5]on
M = p(Y|X) to M = p(Y|X) to - —————

. &9 . L Compute marginal distributions: R R
estimate joint entropy estimate joint entropy [ — ) Compute marginal distributions:
minimization H (E) minimization H (E") IAch g-gtop:;le‘xiézhx B; = eig(px||y;)y ) Add B;

row of the matrix M to the ¢’th row of the matrix M
HX —Y) = HX «Y) =
’
H(X) + H(E) H(Y) + H(E") Apply Algorithmﬂon M Apply Algorithmon M
to estimate joint entropy to estimate joint entropy
minimization H (E) minimization H (E’)
HX — Y) = HX «+ Y) =
S(px) + H(E) S(py) + H(E")
yes no
Output: The causal model Output: The causal model
is of the form X — Y. is of the form X <« Y.
yes no

Output: The causal model

is of the form X <« Y.

Output: The causal model
is of the form X — Y.

Fig. 3. Entropic Causal Inference: Classical vs Quantum

in Figure [ Consider a perfectly entangled system
pxy = > pil Xo) | Xa) (|1 X:) | X)),

for some p; such that ), p; = 1 and p; > 0. Then, quantum system Y is communicated and encounters errors as a
result of it. In this case, for any qauntum noise model, we expect that X will be the cause of Y. We note that noise
can arise in any quantum computation (Aggarwal et al., 2010)), and is not just limited to communications. We prove
that only using the joint density matrix, we can identify the originator of the message. To verify the validation of

QECI, we use realistic quantum noisy links such as quantum symmetric channel and depolarizing channel (valid for
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quantum networking and quantum communications). Our work can lay the foundations of identifying originators

of malicious activity on multi-node quantum networks.

Fig. 4. Alice and Bob are connected by a noisy channel (e.g., an optical fiber) with unknown model of quantum disturbance.

In Appendix, we describe the Quantum Symmetric Channel (QSC), which is a quantum version of Binary
Symmetric Channel. The proposed algorithm is run step-by-step to show that the output of the channel is the effect
while the source is the cause, as expected. We consider a generalization of QSC in the example below. In this

example, the phase of the qubit is reversed with certain probability.

Model 1 (Generalized Quantum Symmetric Channel). Assume that there are real numbers o and [ such that
a?+ B2 =1,and X1 =Y; = a|0) + B|1), and X2 = Yo = a|0) — B|1). Let X be in state Xy with probability
q and Xo with probability 1 — q. Further, when input state is X;, output is Y; with probability 1 — p and Y5_;
with probability p (indicating p as the probability of error). Thus, the joint density matrix of X and Y is the

superposition of the following pure density matrices:

pxy = (1 —p)* (|X1)[Y1)) (| X1) [Y1))!

+ap * (1X1)]Y2)) (1 X1) [¥2))T

+ (1= g)p* (|1 X2)|Y1))(| X2) Y1)

+ (1= q)(1 = p) = (|X2)[Y2))(| X2)[¥2))".
We already know that X is the cause of Y in this scenario. To verify this using our proposed method QECI, assume
that the joint density matrix pxy is given with a = 3 = 1/\&, 0<p<l1, and g=04.

Results are shown in Figure 5| Note that when p = 0.5, H(X —Y) = H(X + Y) ~ 1.97, which indicates that

X and Y are uncorrelated in this case, as we expected. Further, for p=0and p =1, X and Y are the symmetric

and thus neither X causes Y or Y causes X in which case, the two are also the same. Thus, we see that other

than p = 0,0.5,1, H(X —Y) < H(X < Y) indicating the desired causal direction.
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*H(X—Y)  eH(X<-Y)
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Fig. 5. H(X —Y) vs H(X «+ Y) for quantum symmetric channels in Modelwith ¢g=04,0<p<l,anda=p=1/V2

Model 2 (Depolarizing Channel). A quantum depolarizing channel (Nielsen and Chuang, 2002) is a model for
quantum noise in quantum systems. In this channel, a quantum bit remains the same with probability 1 — p,
undergoes a bit-flip with probability p/3, a phase-flip with probability p/3, and a combination of bit-flip and
phase-flip with probability p/3. Assume that there are real numbers o and 3 such that o + 3% = 1. Let the input
X be in state «|0) + B|1). For 0 < p < 1, the joint density operator pg(gg, can be written as superposition of the

following pure states:

a?]00) + af|01) + aB[10) + £%[11) 1-p
a?|00) — a3|01) + af[10) — B?[11) p/3
af|00) + o|01) + 5%[10) + a]11) p/3
—af|00) + a?|01) — A%[10) + aB|11)  p/3

Figure[6| shows the A(H) = H(X + Y)— H(X —Y) for different probability errors 0 < p < 1, using QECT.

Fig. 6. A(H)=H(X + Y))— H(X — Y for depolarization channels in Modelwith joint density matrix pxy = 0.4 * p?&?}o'g + 0.6 *

pi{/;//i,l/\/ﬁ is given for 0 < p < 1.

Why Should We Not Map Quantum to Classical Directly? Here, we show why classical entropic causal

inference do not directly apply to the quantum case. We emphasize that although a joint density operator (matrix)



can be converted to a joint probability distribution (as explained in Example[I)), we lose some quantum information
due to the loss of entanglement. The following example shows that converting a joint density matrix pxy directly
to a joint probability distribution p(X,Y"), and then applying classical entropic causal inference on p(X,Y") will

not lead to the correct results.

Example 1 (Counter Example). Assume the depolarizing channel as described in Model 2| We already know that
X causes Y in this model. To convert the joint density matrix pxy, we use a rotational procedure explained as
follows: Assume that pxy is rotated using a unitary matrix U. Let us say pxy = Up'XYUT. So, the joint density
matrix p'yy is computed as p'y, = UfpxyU. To compute the unitary matrix U for a given pxy we use the
eigenspaces of px and py, where px = Try (pxy) and py = Trx(pxy) are computed by tracing out Y and X,
respectively. This simple observation enables us to design a procedure that converts a joint density matrix pxy to
a joint probability distribution p(X,Y) in a way that it takes into account the rotation. This procedure is formally

described in Algorithm

Algorithm 3: Rotational procedure for computing the joint probability distribution of a joint density matrix

Input: Joint density matrix of quantum systems X and Y i.e., pxy.
Output: Joint probability distribution p(X,Y") corresponding to the joint density matrix pxy .

/* Compute eigenvalues and eigenvectors of px */
1 [V, D1] = eig(px);

/* Compute eigenvalues and eigenvectors of py */
2 [Va, Dy = eig(py);

/* Rotational procedure */
3U=V1Q Vs

4 pley =UlpxyU;
s return p(X,Y) as the entries on the main diagonal of oy .

By converting the joint density matrix pxy directly to a joint probability distribution p(X,Y"), using Algorithm
and then applying classical entropic causal inference, i.e., Algorithm on p(X,Y') we obtain the results represented

in Figure [/l which is opposite to the expected causal direction in all cases.

VII. DETAILED RELATED WORK

The contributions of this paper regarding a principled and unified entropic causal inference technique for classical
and quantum cases intersect with various works in the literature as follows.

a) Entropic Causal Inference: Classical Version.: Classical entropic causal inference is a framework for
inferring the causal direction between two ordinal or categorical variables from observational data was introduced in
(Kocaoglu et al., 2017al). This approach is based on two main assumptions: (1) Every exogenous variable is a direct
parent of at most one variable in the model (endogenous variable). This assumption is called causal sufficiency

(Pearl, |2009). (2) In the true causal direction, the entropy of the exogenous variable is small. This assumption
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(conjecture) was empirically validated in (Kocaoglu et al.l [2017a). Recently, (Compton et al.l [2020) prove a variant
of this conjecture. In fact, they show that for almost all causal models where the exogenous variable has entropy
that does not scale with the number of states of the observed variables, the causal direction is identifiable from
observational data. The first assumption i.e., causal sufficiency was relaxed recently in (Kocaoglu et al. 2020).
Our proposed framework is the quantum generalization of classical entropic causal inference that considers both
assumptions (1) and (2).

b) Minimum-Entropy Coupling Problem: Classical Version.: The classical minimum-entropy coupling problem
can be stated as follows. Given marginal distributions p(X) and p(Y’), what is the minimum entropy over all
couplings p(X,Y) of p(X) and p(Y)? This problem has been shown to be NP hard (Kovacevié et al. [2015).
Different greedy algorithms have been proposed in (Kocaoglu et al., 2017alb; |Cicalese et al.l 2017} Rossi, [2019)
to find the minimum-entropy joint distribution, given the marginals.

¢) Minimum-Entropy Coupling Problem: Quantum Version.: The quantum marginal problem, in its simplest
form, is the following: Given density matrices px and py, on Hilbert spaces H; and Ho respectively. The set of
quantum couplings C(px, py) is the set of all density matrices pxy on H = H; ® Ho such that Try (pxy) = px
and Trx(pxy) = py. Characterizations of the extreme points of C(px,py) have been given in (Parthasarathyl
2005; |Rudolph, [2004). In this paper we formulate the problem of minimum-entropy quantum marginal as an
optimization problem, and we propose a greedy algorithm for solving this problem that for two quantum systems,
it always finds a local optimum.

d) Quantum Theory as a Theory of Bayesian Inference.: The abstract formalism of quantum theory looks
like a noncommutative generalization of classical probability. This view is discussed in many quantum mechanics
references, particularly those concerned with the deeper mathematical aspects of the theory e.g., in (Kitaev et al.|
2002; [Rédei and Summers, [2007) among others. However, the generalization as it has been developed so far is

not complete. One of the most challenging elements in this generalization is the notion of conditional density



matrices that can be considered as a counterpart for conditional probability distributions in classical probability
(Umegakil 1962} |Cerf and Adami, [1997, 1999; Leifer, 2007 Leifer and Spekkens| |2013)). In this paper we introduce
and develop the formalism of quantum conditional density matrix, which provides a principled way for adapting

classical greedy entropy-based causal inference algorithm to the quantum domain.

VIII. CONCLUSIONS

This paper provides a novel approach for quantum entropic causal inference. As a part of the approach, an
algorithmic greedy solution is provided for the minimum-entropy quantum marginal problem and a notion of
instance conditional density matrices is developed. The approach is validated on quantum noisy link, where the
approach detects the expected causal relation.

We note that the joint density matrix required in our analysis can be estimated from measurements using quantum
tomography (D’Ariano et al., 2003)), and is beyond the scope of this paper. The extension of the problem to general

quantum causality graph relations between multiple variables is an open problem for the future.
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Algorithm 4: Classical Entropic Causal Inference (Kocaoglu et al., [2017al)

10
11
12
13

Input: The joint probability distribution p(X,Y") for a pair of random variables X and Y.

Output: The cause-effect relationship between X and Y.

/* Step 1: Compute marginal and conditional probability distributions from
p(X,Y). *x/

Compute p(X) and p(Y);

Compute p(X|Y) and p(Y|X);

/* Step 2: Compute minimum entropy of the exogenous variables from X to Y
and from Y to X. */

/+ Estimation of minimum entropy H(FE) for the causal model Y = f(X,FE). */

M = the columns of the conditional probability distribution p(Y|X);

H (E)=JointEntropyMinimization(}/);

HX—>Y)=H(X)+ H(E),

/+ H(.) is the Shannon entropy i.e., H(X)=-Y1, p(X;)log(p(X;)) */

/* Estimation of minimum entropy H(FE’') for the causal model X =g(Y,F’). */

M = the columns of the conditional probability distribution p(X|Y");

H(E')=JointEntropyMinimization()/);

/+ Use Algorithm : Joint Entropy Minimization Algorithm */

HX<«+Y)=HY)+H(E,

/x Step 3: Compare the minimum entropy from X to Y and from Y to X, and
return the causal model with smaller entropy. */

if (HX —>Y)< H(X +<Y)) then

‘ return The causal model is of the form X — Y.
else
‘ return The causal model is of the form X <+ Y.
end

Algorithm 5: Joint Entropy Minimization Algorithm (Kocaoglu et al., [2017a))

L -IEN-LIEEN BEEC N L

-
>

Input: Marginal distributions of m variables each with n states, in matrix form M = [p{;--- ;pL].

Output: Minimum entropy e of the joint distributions.
e=[ ]
Sort each row of M in decreasing order;
Find minimum of maximum of each row: 7 < min;(p} (1));
while » > 0 do
e+ [e,r];
Update maximum of each row: p! (1) < pI'(1) — r, Vi;
Sort each row of M in decreasing order;
7 < min;(p? (1))
end
return e.

DETAIL WORKOUT FOR QUANTUM SYMMETRIC CHANNEL

Example 2 (Quantum Symmetric Channel). Consider the quantum qubit symmetric channel in Figure [8 Let the

input qubit be in states either |0) or |1). A quantum qubit symmetric channel with crossover probability p, denoted
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by QSC,, is a channel with qubit input X and qubit output Y and probability of error p. That is, if X is the
transmitted qubit and Y the received qubit, then the channel is characterized by the conditional probabilities:

PrY =|0)|X =[0)) =1-p
Pr(Y =[0)[X =[1)) =p
Priy =[1)|X =10)) =p

Priy =X =) =1-p

Fig. 8. Quantum symmetric channel

So, the joint density operator pxy can be written as the superposition of the following density matrices, where

q is the probability that X is in quantum state |0) and 1 — q is the probability that X is in quantum state |1).

pxy = q(1 = p) * (|00){00])(|00)(00)"
+qp = ([01)(01])(J01){01])"
+ (1= q)p = (10)(10])(|10){10])"
+ (1= q)(1 = p) * (1) AL)(|11)(1L])".
In this case we already know that X is the cause of Y. To verify this using our proposed method QECI, assume

that the joint density matrix pxy is given with p = 0.05 and q = 0.4. So, we have:

0.38 0 0 0
0 0.02 0 0
PXYy =
0 0 0.03 0
0 0 0 0.57

Using QECI (Algorithm [2) we have (here we trace the algorithm line by line as follows):
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1) Compute partial trace px = Try (pxy):

04 0
px =
0 06
2) Compute partial trace py = Trx(pxy):
0.41 0
Py =
0 0.59

3) Compute py x by reordering the entries of pxy, as follows:

4) Compute diagonal matrix D of eigenvalues and matrix V' whose columns are the corresponding eigenvectors

for px, so that px *V =V x D: V =

5) For dy = 0.4,d; = 0.6 do:

6) Compute pure states of eigenvectors ey = [1 0} and e

0.4,d; = 0.6, respectively, using the equation x; = e; * el, for i = 0,1, where €l is the transpose of e;:

o =

|-
|6 -

xr1 =

10
0 0
0 0
01

038 0 0 0
0 003 0 0
PYx =
0 0 002 O
0 0 0 057

0 1

,and D

7) Compute instance conditionals as defined in_Definition [I}

0.4
0

0

0.6

{0 1] corresponding to the eigenvalues dg =

038 0 0.03 0
po = , and p; =
0 0.02 0 0.57
8) Compute instance” conditional densities (normalizing by the trace of Py llziyx Jor © = 0,1): py|jzoyx =
095 0
0 0.05
0.05 0
PY||x1) x
0 0.95

9) Compute marginal distributions B; = eig(py ||z, for i =0, 1:

By = [0.05 0.95}, and By = [0.05 0.95}
10) Add B;’s to the i’th row of the matrix M :
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0.05 0.95

0.05 0.95
11) End of for loop.

12) Apply Algorithm |5|to estimate joint entropy minimization: H(E) = 0.2864
13) Compute H(X —Y) = S(X)+ H(FE) =0.2864 + 0.9710 = 1.2573

14) Computes diagonal matrix D of eigenvalues and matrix V' whose columns are the corresponding eigenvectors

for py:

0.41 0
V = ,and D =

0 1 0 0.59
15) For dy = 041, d;, = 0.59 do:

16) Compute pure states of eigenvectors ey = [1 0} and e; = {0 1] corresponding to the eigenvalues dg =

0.41,d; = 0.59, respectively: _

1 T 1 0
Yo = * {1 0| =
0 — 0 0
0 ] 0 0
Y1 = *10 1| =
1 - 0 1
17) Compute instance conditionals as defined in_Definition [I}
038 0 0.02 0
po = , and p; =
0 0.03 0 0.57
18) Compute instance conditional density matrices (normalizing by the trace of p X||yi)yr Jor i =0,1):
0.9268 0
PX|lyo)y
0 0.0732
0.0339 0
PX|ly1)y
0 0.9661

19) Compute marginal distributions B; = eig(px|y:)y» for i =0, 1:

By = 10.0732 0.9268| B1 = {0.0339 0.9661}

20) Add B:’s to the i’th row of the matrix M:

0.0732  0.9268
M =
0.0339 0.9661

21) End of for loop.

22) Apply Algorithm 5| to estimate joint entropy minimization: H(E') = 0.4505
23) Compute H(X < Y)=S(Y)+ H(E') = 0.4505 4+ 0.9765 = 1.4270
24) Compare H(X - Y)and HX +Y): HX - Y)< HX «Y)

25) return: The causal model is of the form X — Y.
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