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Quantitative Resilience of Linear Driftless Systems

Jean-Baptiste Bouvier, Kathleen Xu and Melkior Ornik*

Abstract

This paper introduces the notion of quantitative resilience of a control system. Following
prior work, we study systems enduring a loss of control authority over some of their actuators.
Such a malfunction results in actuators producing possibly undesirable inputs over which the
controller has real-time readings but no control. By definition, a system is resilient if it can still
reach a target after a partial loss of control authority. However, after a malfunction, a resilient
system might be significantly slower to reach a target compared to its initial capabilities. We
quantify this loss of performance through the new concept of quantitative resilience. We define
such a metric as the maximal ratio of the minimal times required to reach any target for the
initial and malfunctioning systems. Naive computation of quantitative resilience directly from the
definition is a complex task as it requires solving four nested, possibly nonlinear, optimization
problems. The main technical contribution of this work is to provide an efficient method to
compute quantitative resilience. Relying on control theory and on two novel geometric results
we reduce the computation of quantitative resilience to a single linear optimization problem. We
illustrate our method on two numerical examples: an opinion dynamics scenario and a trajectory
controller for low-thrust spacecrafts.

1 Introduction

When failure is not an option, critical systems are built with enough redundancy to endure actuator
failure [24]. The study of this type of malfunction typically considers either actuators locking in place
[26] or actuators losing effectiveness but remaining controllable [27] 28]. However, when actuators
can be subject to damage or hostile takeover, the malfunction may result in the actuators producing
undesirable inputs over which the controller has real-time readings but no control. This type of
malfunction has been discussed in [5] under the name of loss of control authority over actuators and
encompasses scenarios where actuators and sensors are under attack [§].

In the setting of loss of control authority, undesirable inputs are observable and can have a
magnitude similar to the controlled inputs, while in classical robust control the undesirable inputs
are not observable and have a small magnitude compared to the actuators’ inputs |4, [16]. The results
of [6] showed that a controller having access to the undesirable inputs is considerably more effective
than a robust controller.

After a partial loss of control authority over actuators, a target is said to be resiliently reachable
if for any undesirable inputs produced by the malfunctioning actuators there exists a control driving
the state to the target [5]. However, after the loss of control the malfunctioning system might need
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considerably more time to reach its target compared to the initial system. In this work we thus
introduce the concept of quantitative resilience for control systems in order to measure the delays
caused by the loss of control authority over actuators. While concepts of quantitative resilience have
been previously developed for water infrastructure systems [2I] or for nuclear power plants [14], such
concepts only work for their specific application.

In this work we formulate quantitative resilience as the maximal ratio of the minimal times
required to reach any target for the initial and malfunctioning systems. This formulation leads to a
nonlinear minimax optimization problem with an infinite number of equality constraints. Because
of the complexity of this problem, a straightforward attempt at a solution is not feasible. While
for linear minimax problems with a finite number of constraints the optimum is reached on the
boundary of the constraint set [20], such a general result does not hold in the setting of semi-infinite
programming [I1] where our problem belongs. However, the fruitful application of the theorems of
[18, 19] stating the existence of time-optimal controls combined with the specific geometry of our
problem, allow us to derive two bang-bang results concerning some nonlinear optimization problems.
Then, the quantitative resilience of a driftless system is reduced to single linear optimization problem.

As a first step toward the study of quantitative resilience for linear systems we restrict this work
to driftless systems. Indeed, we will see that even with these simple dynamics the theory is already
sufficiently rich. Furthermore, one can find an abundance of driftless systems in robotics [22].

The contributions of this paper are fourfold. First, we introduce the concept of quantitative
resilience for systems enduring a loss of control authority over some of their actuators. Secondly,
in the course of solving our central problem, we determine a simple analytical solution to a related
nonlinear optimization problem with applications not restricted only to control theory. Thirdly, we
provide an efficient method to compute the quantitative resilience of driftless systems by simplifying
a nonlinear problem of four nested optimizations into a single linear optimization problem. Finally,
based on quantitative resilience and controllability we establish a necessary and sufficient condition
to verify if a system is resilient.

The remainder of the paper is organized as follows. Section [2] introduces preliminary results
concerning resilient systems and defines quantitative resilience. Section [3] establishes three opti-
mization results that will prove crucial for the computation of quantitative resilience. To evaluate
this metric we need the minimal time for the system to reach a target before and after the loss of
control authority. We calculate this minimal time for the initial system in Section [4] and for the
malfunctioning system in Section [5} Section [6]is the pinnacle of this work as we design an efficient
method to compute quantitative resilience and assess whether a system is resilient or not. In Sec-
tion [7] our theory is applied to an opinion dynamics scenario and on a linear trajectory controller for
a low-thrust spacecraft. Appendices [A] and [B] gather all the lemmas required to prove our central
nonlinear optimization result. The continuity of the minimal malfunctioning reach time is proved in
Appendix [C] Finally, we compute the dynamics of the low-thrust spacecraft in Appendix [D]

Notation: We use 0X to denote the boundary of a set X and its interior is denoted X° := X\0X.
Set X is symmetric if for all x € X, we have —x € X. The convex hull of a set X is denoted with
co(X). The set of integers from 1 to N is [N]:={1,...,N}. We denote the set of nonnegative real
numbers with R := [0,00) and we use the subscript . to exclude zero, for instance R} := (0, 00).
In the real n-dimensional space R™ we denote the Euclidean norm with || -|| and the unit sphere with
S :={z € R™: ||z|| = 1}. The ball of radius € centered on z with B.(z) := {y e R" : ||y — z|| < e}.
The scalar product of vectors is denoted by (-,-). For x € R? and y € R? we denote as T,y the
signed angle from z to y in the 2D plane containing both of them. We take the convention that
the angles are positive when going in the clockwise orientation. We say that = € [z1,22] C R"
if there exists A € [0,1] such that z = Az; + (1 — X\)zg. The infinity-norm of a vector z € R"



is ||z||co := max{|z;| : ¢ € [n]}. The image of a matrix A € R"*™ is denoted Im(A) C R", its
| Az|
&l

rank is rank(A) = dim Im(A) < n and its norm is || A|| := sup . Unless otherwise stated, the
z#0

element at row ¢ and column j of a matrix A is denoted by A; ;. For square integrable functions

f R — R", the Ly-norm is defined as || f[|Z, := [,cg [f(t)]|* dt, and the Lo-norm is defined as

Ifllce := sup || f(t)]|co- A set-valued function ¢ from X to Y is denoted as ¢ : X — Y following
teR

[1]. The sequence xq, x1, ... is denoted with {zy}.

2 Preliminaries and Problem Statement

As a first step toward linear systems, we begin with driftless systems governed by the differential
equation
x(t) = Bu(t), with  z(0) = g € R", ueU, (1)

where B € R™(m+D) ig a constant matrix. Let Umaz > 0 be the bound on the input magnitude so
that the set of allowable controls is

U := {’17, :RT — R™TP . HUHﬁOO < umax}~ (2)

After a malfunction, the system loses control authority over p of its m 4+ p initial actuators. Because
of the malfunction the initial control input w is split into the remaining controlled inputs » and the
undesirable inputs w. Without loss of generality we always consider the columns C representing the
malfunctioning actuators to be at the end of B. We split the control matrix accordingly: B = [B C} .
Then, the dynamics become

&(t) = Bu(t) + Cw(t), z(0)=290€R", welU, wewWw, (3)
with
U:={u:R" > R": |ullz. < tnas} and Wi={w:Rt* >R [w|z. <tnas}. (4)
We will use the concept of controllability of [18].

Definition. A system following the dynamics is controllable if for all target xgoq € R™ there
exists a control u € U and a time T such that x(T) = 2 goai-

We recall here the definition of the resilience of a system introduced in [6].

Definition. A system following the dynamics 1s resilient to the loss of p of its actuators cor-
responding to the matriz C as above, if for all undesirable inputs w € W and all target x40 € R"
there exists a control u € U and a time T such that the state of the system reaches the target at
time T, i.e., x(T) = Tgoal-

Notice that in previous work [5], [6] the Lo-norm of the inputs was constrained. In this work we
consider instead L, bounds because they are more widely used in applications. Therefore, most of
the resiliency conditions of [5, [6] do not directly apply here. We will establish a simple necessary
condition for this new setting using only basic linear algebra.

Proposition 1. If the system is resilient to the loss of p actuators, then the system &(t) = Bu(t)
1s controllable.



Proof. Let y € R", 400 =y + 20 € R" and w € W such that w(t) = 0 for all t > 0. Since the
system is resilient, there exist w € U and T > 0 such that

T T T
Tgoal = (T) = /a:(t) dt +x9 = /Bu(t) dt +x9 = Bz + x9 with z = /u(t) dt e R™.
0 0 0

Then, T40a — 0 = Bz =y € Im(B), so rank(B) = n and ©(t) = Bu(t) is controllable. W

By definition, a resilient system is still capable of reaching any target after losing control authority
over p of its actuators. However, the time for this malfunctioning system to reach a target might
be considerably larger than the time needed for the initial system to reach the same target. We
introduce these two times for the target x4, € R™ and the target distance d := 24,4 — 20 € R".

Definition. The nominal reach time T7y; is the shortest time required to reach the target for the
wnitial system following :

T

T3 (d) = inf_{T >0 /Bu(t) dt = d}. (5)

uelU 0
Definition. The malfunctioning reach time TY; is the shortest time required to reach the target for
the malfunctioning system following when the undesirable input is chosen to make that time the

longest:

T

Thr(d) := sup ¢ inf {T >0: /Bu(t) + Cw(t)dt = d} . (6)
weWw |veU 0

By definition, if the system is controllable, then T3, (d) is finite for all d € R", and if it is resilient,

then T3,(d) is finite. We only write the argument d of T%; and T}, when their dependency on d
needs to be highlighted.

Definition. The ratio of reach times in the direction d € R™ is

Hd) = ?;((3)) . (7

After the loss of control, the malfunctioning system can take up to t(d) times longer than the
initial system to reach the target d+zq. Since the performance is degraded by the undesirable inputs,
one can easily show that t(d) > 1. We take the convention that ¢(d) = +oo whenever T},(d) = +oo,
regardless of the value of T (d).

Remark 1. The case T (d) = Tx;(d) = 0 can only happen when d = 0, because x(0) = o = Tgpal-

To make this case coherent with @ and we choose ;’*V((g)) =1.
M

We now define the quantitative resilience of a system.

Definition. The quantitative resilience r, of a system following 1s the inverse of the mazximal
ratio of reach times, i.e.,

(8)



Quantitative resilience can be defined in exactly the same way for general control systems, but
we focus on linear driftless systems in this work. For a resilient system, r4 € (0,1]. The closer 74 is
to 1, the smaller is the loss of performance caused by the malfunction.

Quantitative resilience r4 depends on matrices B and C, i.e., on the actuators that are producing
undesirable inputs. One could also define the quantitative resilience of a system to the loss of any
p actuators by taking the minimal r; over all configurations of malfunctions.

Computing 7, requires solving four nested optimization problems over continuous constraint
sets, with three of them being infinite-dimensional function spaces. A brute force approach to this
problem is doomed to fail. Thus, we focus on the following problem.

Problem. FEstablish an efficient method to compute 7.

3 Optimization on Polytopes

In this section, we introduce three novel optimization results on polytopes that will be needed to
compute quantitative resilience. The proofs rely heavily on geometric arguments.

Definition. A polytope in R™ is a compact intersection of finitely many half-spaces.

With this definition polytopes are considered to be convex. They are an n-dimensional general-
ization of planar polygons.

Definition. A vertex of a set X C R" is a point x € X such that if there are 1 € X and xo € X
with x € [x1,x2], then © = x1 = x2.

With this definition, a vertex of a polytope corresponds to the usual understanding of a vertex
of a polytope. We can now state our first optimization result on polytopes.

Theorem 1. Letd € S, X and Y two polytopes of R™ with X CY. Then, there exists a vertex v of
X such that ||y*(v) —v|| = migl( lly*(x) — x|, with
x e

y*(x) = argmea}}/({Hy—xH ry—z €RYd}, forzeX. 9)
y

Proof. First, we will show that the mazimum in @ exists and has a unique argument. For xz € X,
the set S(zx) := {y eEY :y—x¢€ R*d} is compact since it is a closed subset of the compact set
Y. Since X CY, we have x € S(z) and so S(x) # &. The map : y — ||y — x| is continuous,
so it reaches a mazimum over S(x). This mazimum is reached at the point of Y the furthest of
x n direction d, i.e., at a unique y*(x) € Y. Then the map y* : X — Y introduced in @ 18
well-defined.

Note that y*(z) is the linear projection of x along +d onto 0Y, so y* is continuous. Thus, the
function : x — ||y*(x) — x|| is continuous and reaches a minimum over the compact and nonempty
set X. This minimum is not necessarily achieved uniquely over X.

Let x* € X such that ||y*(z*) — z*| = xHélgl( ly*(z) — x||. Since z* must minimize the distance

between itself and y*(z*) € Y, with X CY obviously x* € 0X. For contradiction purposes assume
now that x* is not on a vertex of 0X. Let S, be the surface of lowest dimension in 0X such that
z* €S, and dim S, > 1.

Let v be a vertex of Sy, a :=v —z* and z(a) := z* + aa for a € R. Notice that x(0) = z* and
x(1) = v. Due to the choice of v, the convexity of Sy and x* not being a vertez, there exists ¢ > 0
such that x(a) € Sy for all o € [—¢,1]. We also define the lengths L(a) = |ly* (z()) — z(a)| and
L* := L(0). All these definitions are illustrated on Figure|[]]



0% x(—¢) ¥ x(ag) v 9X

Figure 1: The convexity of Y compels 2* to be on a vertex.

Since ||d|| =1 and y*(z(a)) — z(a) € RYd, we have L(a) = (y*(z(a)) — (), d). By definition
of x*, we know that L* < L(«) for all o € [—¢,1]. Assume that there exists ap € (0, 1] such that

L* < L(a). We introduce the convezity coefficient B := agj’rs and then

L* = BL* + (1 - B)L* < BL(~¢) + (1 — B)L(an)
< Bly* (a(—¢)) — x(~e).d) + (1 = B){y* (2(an)) — 2(a0),d) = (= — a*,d),

with z = By*(x(—¢)) + (1 — B)y*(z(w)). Indeed, note that fz(—c) + (1 — B)z(ag) = z*, and
z—a* € RTd. By convezity of Y, z € Y, which contradicts the optimality of x*. Thus, there is no
ap € (0,1] such that L* < L(ag). Therefore, for all o € [0,1], L(a) = L*. By taking o = 1, we have
z(a) = v, so the minimum L* is also reached on a vertexv of X. N

Theorem (1| will help us calculate the malfunctioning reach time T}, of resilient systems. The
following optimization result concerns a ratio of two optimization problems and will simplify the
calculation of ry.

Proposition 2. Ford € S, a compact set’ Y C R™ of dimension n with x € Y° and —x € Y°, the
ratio

max{ |y + z|| : y + = € R"d}
yey

TY(da:E) =

(10)
max — ry —x € RTd
yan{Hy ||y —x }

exists and is finite.

Proof. The sets S*(z):={y €Y :y+ta € RTd} are both closed subsets of Y, so they are compact.
They are nonempty because * € S~ (x) and —v € ST (x). Functions f* : S* — R defined as
[T (y) := |ly £ x| are both continuous, so they each reach a mazimum over respectively S*. Let y~
be the argument of the mazimum at the denominator of ry (d,z). Because of its optimality y~— € Y.
Since x € Y°, we have ||y~ —z|| > 0 for any d € S. Then, ry(d,z) ezists and is finite. N

Theorem 2. If Y is a convez polytope in R™ with dimY =n, x € Y° and —x € Y°, then

max ry(d,z) = max{ry(z,z), ry(—z,x)}.

€

Proof. Set Y is compact because it is a polytope. Then, all the assumptions of Proposition [ are
satisfied and thus the ratio ry (d, x) exists and is finite. Vector x is fized, so we write r(d) := ry(d, x)
to alleviate the motation. The proof of this theorem relies on numerous geometric arguments and s
quite long. To help the reader, we divided the proof into several lemmas all gathered in Appendiz[4]



Let dg € S. Since dy and x are two vectors of R™, there exists a two-dimensional plane P passing
through the origin that contains both of dy and x. Let d € SN'P and y™, y~ be the arguments of the

two maxima in , so that r(d) = Hzitil\l\ Because of their optimality, y* € Y and y~ € 9Y.
Additionally, +x € P and d € P, so y* € P.

We will study how r(d) varies when d takes values in S NP. To introduce all the necessary
definitions we first consider the case where the rays directed by d, y~ and y™ all intersect the same

face of Y as illustrated on Figure |

Figure 2: Illustration of y™ leading and outside with y~ trailing and inside.

We introduce the signed angles o := IB\Y, 8= ;,\d, Bt = ;y\JF and B~ := afy\— These angles
are represented on Figure @ and they all take value in [0,27). Let ag be the value of o when 5 =0,
i.e., when d is positively collinear with x.

Definition. We say that y© is leading and y~ is trailing when 8~ < B < ST, and conversely when
BT < B < B, we say that y~ is leading and y™ is trailing.

If BT = B, then y* is collinear with d. So x is also collinear with d because y*™+x € R*d. Then,
d and y~ are collinear with x, so 3~ = B+ = 3 € {0,7}. The same conclusion is reached when
B~ = B. Thus, only when 3 € {0, 7}, neither y* nor y~ are leading or trailing. For each d € SNP
we define D := glea%({HyH :y € RYd}, whose existence is justified by the compactness of Y .

Definition. We say that y* is outside when ||y* & z|| > D. Otherwise y* is inside.

We parametrize all directions d € SN P by the angle B. Then, we will study how r(d) varies
when B € [0,2m). We first establish in Lemmall] of Appendiz[A] that the ratio r(d) is constant on the
faces of Y. Then, r(d) can only change when d crosses a vertex. Prior to studying vertex crossings
we need to find the range of B for which y* is leading or trailing and outside or inside. Lemma @
establishes the following statements.

e If3€(0,7), then y* is leading. If B € (m,27), then y~ is leading.
o Ifa+pB¢€(0,m), then y™ is outside. If « + 3 € (,27), then y~ is outside.

Based on Lemma[3 we can rewrite the above bullet list using only the angle o + f3.

o Ifa+ € (a,m), then y* is leading and outside.

o Ifa+ B € (m,ap+7), then y* is leading and inside.

o Ifa+p € (apg+m,2m), then y~ is leading and outside.
o Ifa+ € (2w a9+ 2n), then y~ is leading and inside.



VUr ;.

a+ B e (o, ) a+ B e (mayg+m)

a+ B € (2m ap + 2m) a+p € (a+m,2m)

SV2r

Figure 3: Vector 4% is leading or trailing and inside or outside depending solely on o + .

The polygon Y NP can then be divided into four regions as illustrated by Figure[3

According to Lemma |4 and Lemma @ in Appendiz r(d) decreases during the crossing of a
vertex when the leading vector y* is outside. This situation occurs for a+ 3 € (ag, m)U (cg + 1, 27).
Following Lemma @ r(d) increases during the crossing of a vertex when the leading vector y* is
inside. This situation occurs for a+ f € (7,0 +m)U (2w, g+ 2m). The specific case of the vertices
v and vor is tackled by Lemmal[l To summarize we have proved the following:

o ifa+ € (ap,m), then y* is leading and outside, so r(d) is decreasing,
o ifa+ B € (may+m), then yt is leading and inside, so r(d) is increasing,
o ifa+ € (a+m,27), then y~ is leading and outside, so r(d) is decreasing,

o ifa+ [ € (2m a0+ 27), then y~ is leading and inside, so r(d) is increasing.
Then, the mazimum of r(d) over § € [0,27) happens when a+ f € {ao, ag + 77}. This situation
corresponds to 3 € {0,7}, i.e., d collinear with z. Then max r(d) = max {r(z),r(—z)}. Recall
ePn

that we have worked with d in the plane P generated by the vectors x and dy € S. Therefore,
max r(d) = max max r(d)} =max r(z),r(—z);. N
des (d) doES{deSmP(do) (@)} {r@),r(-2)}

The ratio of optimization problems describing r, is actually more complex than the one solved
in Theorem [2] where the vector x € R™ is fixed. Building on Theorem [2] we will now introduce our
optimization problems of interest.

Proposition 3. Let X, Y be two nonempty symmetric polytopes in R™ with X C Y° and d € S.
Then, (i) ma x4yl :x+y e RYdY exists, (i) \*(x,d) := max{||lz +y| : 2 +y € RTd
(i) s Aoyl o+ y € REd} esists, (i) A(v,d) = max{lle -+l 5 0 +y € RV}

exists for all x € X, (iii) migl{{)\*(:n,d)} exists, and (w) if dimY = n, then mi&{/\*(a:,d)} > 0.
S x €

Proof. (i) Let S:={(z,y) € X xY :2+y € RTd}. Set S is a closed subset of the compact set
X xY, s0S is compact. Since X and Y are nonempty, symmetric and convex, 0 € X NY.
Then, (0,0) € S, so S is nonempty. Function f : S — R defined as f(x,y) = ||z + y|| is
continuous, so it reaches a mazrimum over S.



(it) Forxz € X define S(z) :={y €Y :x+y € RTd}. Since S(x) is a closed subset of the compact
set' Y, S(x) is compact. Since —X C Y, we have —x € S(z) and so S(x) # &. Function
fz: S(z) = R defined as fz(y) = ||x + y|| is continuous, so it reaches a mazximum over S(x).

(i1i) Let y*(x,d) := arg ma)}/({Hx +yll : @ +y € RYd}, uniquely defined as y*(x,d) = \*(z,d)d — x
ye

since ||d|| = 1. Lemma [1]] in Appendiz [(] shows that X\* is continuous in x and d, so y* is
also continuous in x and d. Then, function f : X — R defined as f(x) = || + y*(z,d)|| is
continuous, so it reaches a minimum over the compact and nonempty set X.

(iv) Note that y*(x,d) € OY for all x € X. Indeed, assume for contradiction purposes that there
exists € > 0 such that Be (y*(m,d)) e Y. We required dimY = n to make this ball of full
dimension, so that z = y*(z,d) + ed € Y. Then, x4+ z = (A\*(z,d) + ¢)d € Rd and
|z 4+ z|| = N*(z,d) + & > N(x,d) contradicting the optimality of \*. Thus, y*(x,d) € JY.
Since —X C Y°, we have ||z +y*(z,d)|| >0 forallz e X. N

Let X and Y be two nonempty symmetric polytopes in R" with X C Y°, and let d € S. We

define N
: R™d
Jcmax {le+yll:z+yeRrd}

;rggl{{znea))/({]]x +y| iz +yeRtd}}

(11)

rxy(d) =

Theorem 3. If X and Y are two symmetric polytopes in R™ with X C Y°, dimX =1, X =
{z,—z} and dimY = n, then max rx,y(d) =rxy(x).
€

Proof. Following Proposition@ rx,y 1s well-defined. Reusing y* from the above proof, we introduce

zh;(d) = arg n&lgl({”m + y*(z,d)||} and z3(d) = arg m€a§{Hx + y*(z,d)|| : = + y*(z,d) € RTd}.
x x

For some d € S the argmin and argmax in the above definitions might not be unique; if so we

take x3, and x7 to be any such argument. According to Theorem zh;(d) € 0X. We also define

yn(d) ==y (z3(d),d) and y},(d) == y*(z},(d),d). Then,

max + iy (d)]| : y + i (d) € RTd * A
maxc{ [ly + @} (] : y + 2 (d) } ey (@) + i (@)

Iyneag{lly +ay (D) sy + i, (d) e R¥d}  lag,(d) +yh, (d)]

7’X7y(d) =

Since sets X and Y are symmetric, functions yy, yy;, T and o3, are odd. Then, rxy is an
even function, i.e., rxy(—d) =rxy(d) for all d € S.

Since dim X = 1, we can take P to be a two-dimensional plane containing X. Then, we work
with d € PNS. In Lemmas[§, [9 and[11] of Appendiz[B we prove that 2’3 (d) and x3,(d) are constant
and x5 (d) = —a3,(d) € 0X for the directions d not involved in the crossing of vertices v, and
vor. These vertices were introduced in Lemma [3 and vertex crossing is defined in Lemmal[g With
o (d) = —x},(d) we have rxy(d) = ry(d,z}(d)). Then, we can apply the proof of Theorem@
showing that the mazimum of rx y(d) for d not involved in the crossing of vz or v, is achieved at
either x or —x. Lemma @ states that rxy reaches a local minimum during the crossing of vertices
vr and vor. Thus, the mazimum of rxy over d € PNS is achieved at either x or —x.

Then, %163%( rxy(d) = mgx{dglg)égrxy(d)} = max {er(x),rX’y(—x)}. Since rxy 15 even

these two values are equal, leading to max rxy(d)=rxy(x). W
€

We will keep these optimization results under our belt for now and go back to the discussion of
resilient systems.



4 Dynamics of the Initial System

We start with the initial system of dynamics and aim to calculate the nominal reach time T'.
We introduce the set of constant inputs U, := {ﬂ €ER™P : ||| oo < uma:r:}-

Proposition 4. For a controllable system and d = T40q — o € R”, the infimum Ty (d) of
1s achieved with a constant control input u* € U,.

Proof. Dynamics are linear in = and u. Set U defined in is convex and compact. The
system is controllable, s0 Tgoq is reachable. The assumptions of Theorem 4.3 of [18] are satisfied,
leading to the existence of a time optimal control & € U. Thus, the infimum in 1S @ minimum

and fOTI*V Ba(t)dt = d. If d = 0, then according to Remark Ty = 0 and we take u* = 0 so that

Bu*T% = d. Otherwise, Tx > 0, so we can define the constant vector u* := - fOTN a(t) dt € R™P,
N

Note that

. 1 (N . .
N J0 N
since 4 € U. Additionally, fOTN Bu*dt = Bu*Ty =d. N
Following Proposition simplifies to

Tx(d) = min {T >0: Bu.T =d}. (12)
uc €U,

The multiplication of the variables 7. and T prevents the use of linear solvers. Instead, we will
consider .

T (d) = <|max {\:Bu= Ad}) : (13)

U|loo = Umazx

after using the transformation A = % in . Problem is linear in u so the optimal control
input @* belongs to the boundary of the constraint set [20] for d # 0. The uninteresting case d = 0
has been treated in Remark [1} so we consider d # 0. Then @* # 0, leading to [|@*|lsc = wmaz. The
optimization variable is then (@, \) and the constraints are the following

—Umazx 31 Umazx
<| " |<
—Umax Um+p Umax
0 A -
= U
B —d [ A] —o.

We now introduce an interesting property of T’y that will be needed later.

Proposition 5. The nominal reach time Ty is an absolutely homogeneous function of d, i.e.,
TX(Ad) = |A| TX(d) for d € R*, A € R.

Proof. Let d € R", A € R. The case A\ = 0 is trivial since Ty, (0) = 0, so consider A # 0.
The nominal reach time for d is Tx(d), so there exists uq € U. such that BugTy(d) = d. Then,

B (sign(AN)aq) [MNTx(d) = Ad. The optimality of T (Ad) to reach Ad leads to Tx (Ad) < |ATR(d).

There exists tuyg € U. such that Bﬂ)\dT;\}()\d) = M. Then B (sign(\)ixq) TX"g\Td) =d. The

optimality of Tfy(d) to reach d leads to Tfy(d) < T50% . Thus, |\Tf (d) < Ty(Ad). M

We have established that the nominal reach time is absolutely homogenous and can be achieved
with a constant control input. We can now tackle the dynamics of the malfunctioning system after
a loss of control authority over some of its actuators.




5 Dynamics of the Malfunctioning System

We study the system of dynamics , with the aim of computing the malfunctioning reach time
Ty;- We define the constant input sets

U, := {u ER™ : |u)loo < umam}, W, = {w ERP: |Jw|leo < umaz}, (14)
and V. as the set of vertices of W..

Proposition 6. For a resilient system, d € R} and w € W, the infimum Ty (w,d) of @ defined
as

Tos(w, d) = uigg{:r >0 /OTBu(t) + Cw(t)dt = d}, (15)

is achieved with a constant control input uj(w) € U..

Proof. First, we show that the infimum of @ 1s @ minimum. Let d € R, d # 0 and w € W.

Then,
T
Tyr(w,d) = inf {T>0: /Bu(t) dt = 2). (16)
uelU 0
with z := d — fOT Cw(t)dt € R™ a constant vector once w is fixed. Since the system is resilient,

any z € R™ is reachable. Additionaly, U is convex and compact, and is linear in w. Then,
according to Theorem 4.3 of [18] a time-optimal control exists. Following the proof of Proposition
we conclude that the infimum of is a minimum, the optimum wj(w) is independent of time and
belongs to U.. N

We can now work on the supremum of @

Proposition 7. For a resilient system and d € R}, the supremum Ty, (d) of @ s achieved with a
constant undesirable input w* € W,.

Proof. We will show first that we can restrict the constraint space to W, and then that the supremum
of @ is @ maximum. For d € RY, following Proposition@ @ simplifies to

T

T (d) = sup {T  Buy(w)T + /Cw(t) it = d} , (17)
weWw 0

with Bu}; from Proposition @ Let w € W and consider

/TM(w,d) w(t) ; - | 1 /TM(wd) e d
We i = — dt. en, Welloo < ———— W Lo At < Umaz-
0 T (w,d) lree Ty(w,d) Jo e

So, w. € We. Then, Buly(w)Ty(w,d) + fOTM(w’d) Cw(t)dt = d = (Buj(w) + Cwe)Tv(w,d). Con-
versely, note that for all w, € W, and T > 0, we can define w(t) := fw. for t € [0,T] such that
fOT Cw(t)dt = Cw. and w € W. Therefore, the constraint space of can be restricted to W.

We define the function ¢ : W, — R" as
o(we) := Bug(we) + Cw, for w. € W.. (18)

When applying w. and w}(w.) the dynamics become & = p(w.). We now use the work from Neustadt
[19] concerning the existence of optimal control inputs. Neustadt defines in [19] the attainable set
from xy and using inputs in W, as

T
Aw, = {(xl,T) : forw, € WC,/ o(we) dt = 1 —xo}.
0



Following Lemma in Appendix@ (Bujy(we) +Cwe) Tar (we, d) = d, then (w.) = md, wﬂich
is continuous in we. Set W, is compact, to = 0 and z¢o € R™ are fired. Then, Theorem 1 of [19]
states that Ay, is compact.

Note that Ty (d) = sup {T : (zgoa,T) € Aw,}, then Ti;(d) is the supremum of a continuous
function over the compact set Aw,, so the supremum of 1s a maximum achieved on W,. 1

Following Propositions [6] and [7} the malfunctioning reach time can now be calculated with

Ti(d) = max {uxcnei%c{T >0: (Buc+ Cwe)T = d}} . (19)
The simplifications achieved so far were based on existence theorems from [18, [I9] upon which the
bang-bang principle relies. The logical next step is to show that the maximum of is achieved by
the extreme undesirable inputs, i.e., at the set of vertices of W, which we denote by V.. However,
most of the work on the bang-bang principle considers systems with a linear dependency on the
input [17, 18|, 25], while ¢ introduced in is not linear in the input w..

The work from Neustadt [19] considers a nonlinear ¢, yet his discussion on bang-bang inputs
would require us to show that co(p(W,)) = co(¢(V2)). Since ¢ is not linear, such a task is not trivial
and in fact it amounts to proving that inputs in V. can do as much as inputs in W, i.e., we would
need to prove the bang-bang principle.

Two more works [2, 9] consider bang-bang properties for systems with nonlinear dependency
on the input. However, both of them require conditions that are not satisfied in our case. Work
contained in [2] needs the subsystem & = Cw to be controllable, while [9] requires Ty, defined
in Lemma in Appendix [C] to be concave in w.. Thus, even if bang-bang theory seems like a
natural approach to restrict the constraint space from W, to V. in , we had to establish our own
optimization result, namely Theorem |1l We can now prove that the maximum of is achieved
on V..

Proposition 8. For a resilient system and d € RY, the maximum of 1s achieved with a constant
input w* € Vg, i.e., its components are w} 1= Fupmqz for all i € [p].

Proof. We introduce sets X := { —Cw, : w, € Wc} andY = {BuC DU € UC}. Then, using A = %
mn we have

1 3 . _ —
5 () :xnélgl( {inea}:;({)\ >0:y scf)\d}}.

Since A > 0, we can write A = |[\| = % = ”?TIQWH' Then, our problem of interest becomes
1 min {maX{Hy—fBH :y—x€R+d}}. (20)
||dH zeX LyeY

Sets U. and W, as defined in are hypercubes in R™ and RP respectively, and thus they are
polytopes. Sets X and Y are defined as images of W, and U, under a linear transformation, so they
are polytopes of R™ [1.

To apply Theorem[1], we need to show that X C Y. Since the system is resilient, for all w. € W,
and all dy € R™ there exists u. € U, and T > 0 such that (Bu, + Cw.)T = dy. Then, for
x=—Cw. € X, x# 0 and dy = x there exists y € Y and T > 0 such that (y — )T = x. Then,
y=Ax with \:=1+1/T > 1. Since Y is convex, 0 €Y and \x €Y thenx €Y. Thus, X CY.

We can now apply Theorem and conclude that the minimum x* of must be realized on a
vertex of X. Now, we want to show that * belongs to the image of V. by C.



Let w. € W, such that z* = —Cw,.. If w. € V. we are done. Otherwise, two possibilities remain.
In the first case w. is on the boundary of the hypercube W, and then we take F to be the surface of
lowest dimension of OW, such that w. € F and dim F' > 1. The other possibility is that w. € W2 ;
we then define F' := W,. Thus, in both cases V.NF # & and F is convex. Then, we take v € V.NF
and a:=v—w, € F. Sincedim F > 1 and w. € F, there exists some o > 0 such that w, = aa € F.
Then

1 1 1
¥ =—-Cw, = —C’( (we + aa) + 2(wc - aa)) = 5%+ + 2%
with x4 = —C(w, = aa). Since z* is a vertex of X and x4 € X, according to our definition of

vertices x* = x4 = x_. Then, x* — x4 = aCa = 0, which yields Ca = 0 because o > 0. Thus,
—Cv = —-C(we+ a) = x* and v € V.. Therefore, the maximum of is achieved on V.. N

We have reduced the constraint set of @ from an infinite-dimensional set W to a finite set V.
of cardinality 2P, with p being the number of malfunctioning actuators. Following Propositions [6] [7]
and [§ the malfunctioning reach time can now be calculated with

T&M%zﬁ@a{£%&{T20:ﬂMC+CwJT:d}}. (21)
It is logic to wonder if the minimum of could be restricted to the vertices of U,, just like
we did for the maximum over W,.. However, that is not possible. Indeed, w, is chosen freely in W,
in order to make 7T}, as large as possible. On the other hand, u. is chosen to counteract w,. and
make Bu, 4+ Cw, collinear with d. This constraint could not be fulfilled for all d € R™ if u, was only
chosen among the vertices of Uk.
Similarly to the nominal reach time, T}, is also linear in the target distance.

Proposition 9. The malfunctioning reach time Ty, is an absolutely homogeneous function of d, i.e.,

Y (Ad) = |\ Th(d) ford e R™, A € R.

Proof. Because of the minimazx structure of , scaling like in the proof of Propositz’on@ s not
sufficient to prove the homogeneity of Ty, (d).

According to Remark for d =0 we have Ty, (d) = 0, so T}, is absolutely homogeneous at d = 0.
Let d € R?, Y = {Buc DU € UC}, we € We and x = Cw.. Consider the function y*(x,d) :=
arg min{T >0: (y+z)T = d}. Note that Bu}j(w.) +Cw, = y*(z,d) +x, with u}; defined in Proposi-

twnl Then, with Tyy defined in Lemma. of Appendw@ we have (Bud(wc)—i—C'wC)TM(wc, d) =d,
i.e., y*(zr,d) = md —x. For X > 0, we define a(\) = such that
(x, )\d) —y*(x,d) = a(N)d.

The polytope Y of R™ has a finite number of faces, so we can choose d € R not collinear with
any face of Y. Since Y is convex, the ray {y*(x, d)+ad:a€e R} intersects with OY at most twice.
Since y*(x,d) € 9Y, one intersection happens at o = 0. If there exists another intersection, it occurs
for some ag # 0. Since y*(z, Ad) € 9Y, we have y*(x,d) + a(\)d € Y. Then, a(\) € {0,a0} for
all A > 0.

According to Lemma Ty is continuous in d, so o is continuous i X but its codomain 1s
finite. Therefore, v is constant and we know that a(1) = 0. So « is null for all X > 0, leading to
Thr(we, Ad) = ATy (we, d) for A > 0 and d not collinear with any face of JY . Since the dimension
of the faces of Y is at most n — 1 in R™ and Ty is continuous in d, the homogeneity of Tyr holds
on the whole of R™. Note that Ty;(d) = Jnax Tri(we,d). Thus, XTy,(d) = Ty (Ad) for X > 0 and

d e R" ‘

Tot (we,)\d) Tot (}U )’



We now extend this result to negative \. For d € R} and w, € W,

—d
*(— — T ————red = 1 > : — = —
Bu(—we, —d) Tor(—we.—d) + Cw, arg;nEl%{T_O (y —x)T d}
d
= 1 T > = T = == _B * c - — - c )
arg;rél%{ >0:(-y+x) d} Uy (we, d) <TM(wc,d) Cw>

because Y is symmetric. Therefore, Tar(—we, —d) = Tyr(we,d). Using the symmetry of W, we
obtain max Ty (—we, —d) = max Ty (we, —d) = Ty, (—d). Thus, Ty (—d) = Ty,(d). Then for
We €

We €

A <0, Ty (M) = Ty (= |Ald) = T3 (IAld) = ATy, (d). &

We can now combine the initial and malfunctioning dynamics in order to evaluate the quantitative
resilience of the system.

6 Quantitative Resilience

Quantitative resilience is defined in as the infimum of T (d)/T3,(d) over d € R"™. Using Propo-
sition [5] and Proposition [9] we reduce this constraint to d € S. Focusing on the loss of control over a
single actuator we will simplify tremendously the computation of r,. In this setting, we can deter-
mine the optimal d € S by noting that the effects of the undesirable inputs are the strongest along
the direction described by the malfunctioning actuator. This intuition is formalized below.

Theorem 4. For a resilient system following with C' a single column matriz, the direction d
mazimizing the ratio of reach times t(d) is collinear with the direction C, i.e., max t(d) =t(C).
€

Proof. We fix d € S and we will evaluate the ratio of reach times t(d) in the direction d. Since C
has a single column, W, = [—Umaz, Umaz|- Then, according to Proposition@ the worst undesirable
input is w*(d) = £Umae for the direction d. Using the same transformation as in , we rewrite
the malfunctioning reach time as

1
Ti(d) = min {T: (B “(d)T =d} = :
i) = iy {1 (Bue + CuT )T =} = e Gwr@ = ad)

Let Y := {Buc : uc € Uc} and x;(d) := Cw*(d) = £CUmqq. Since X > 0 and ||d|| = 1 we have
A= ||Md| = |ly + z},(d)||. These simplifications lead to

1
Znéa})/({”l/ a5, (d)] sy + 23, (d) € R¥d)

Ty (d) = (22)

We focus on the nominal reach time and proceed to the separation of B = [B C] in .'

= max{\: Bu= A} = max {\: Buc+Cw, = Ad} = max{||y+z| : y+z € R"d}, (23
To@ ~ wd A A 1 (23)

with X := {C’wc Twe € Wc}. We can now gather and mnto

. max z+y||:r+yeRNd
Hd) = Ty(d) _ xeX,yey{H yl Yy t R
TR (d) ;neag{\\x*M(d) +yll 23,(d) +y € RYd} ST




with rxy defined in (11]).

In the proof of Proposition[§ we showed that sets X and Y are polytopes verifying X C'Y and
the resilience of the system states that for all d € R™ and x € X there exists y € Y such that
x+y e RId. Then, dimY =n. To apply Theorem @ we need to prove that X C Y°.

Assume for contradiction purposes that there exists x1 € X N QY. Take d = —x1, then the best
input is y = —xy € Y because Y is symmetric. Then, v1 +y = 0 ¢ RS d, which contradicts the
resilience of the system. Therefore, X NOY = &, i.e., X C Y°. Since U, and W, are symmetric, so
are X and Y. Because C is a single column dim X =1 and z},(d) € 0X = { + C’umm}.

We can then apply Theorem |5 and conclude that max t(d) = t(Cumaz) = t(C), sincet is invariant

by scaling according to Propositions[d and[d W

Then, to calculate the quantitative resilience r, we only need to evaluate 7% (C) and T};(C).
The computation load can be even further reduced with the following result.

Theorem 5. For a resilient system losing control over a single nonzero column C, 4 = Tymaz, where

*
A — Umag

Tmaz ‘=
A+ Umaz

and A= magz{)\ : Bu = XC}. (24)
vEUe

Proof. Let u € U,, u € U, and w € W, be the arguments of the optimization problems and

ford=C #0. We split u = [up uc]' such that up € U. and uc € We. Then,

BaTy(C) = Bug T5(C) + Cuc T5H(C) =C  and  BuTi(C)+CwTi(C)=C.  (25)

We consider the loss of a single actuator, thus W, = [—Umaz, Umaz) C R which makes CwTy;(C) and
CucTy(C) collinear with C. From Proposition @ we know that w = FUpmqr. Since w mazimizes
T3(C) in ([25), we obviously have w = —upqq. On the contrary, uc is chosen to minimize Ty (C)
in (29), so uc = +Umaz-

According to , Bup and Bu are then also collinear with C. The control inputs ug and u are
chosen to minimize respectively T, (C) and Ty, (C) in (25). Therefore, they are both solutions of the
same optimization problem:

* :vnelj(r}c{T:BUT:C} with U:UBZal“gvHeli[I]lc{TiBUTZC}-

We transform this problem into a linear one using the transformation \ = %

)\*:Urréa[}i{)\:Bv:)\C} with u:uB:arggréa[}i{)\:Bv:)\C}.

By combining all the results, (25) simplifies into:
C(X" + Umaz)TN(C) =C  and  C(N* — tUmaz) T3 (C) = C.

Following Theorem Tq = T:(0) = Ntumes — 'maz: |

We introduced quantitative resilience as the solution of four nonlinear nested optimization prob-
lems and with Theorem [5| we reduced 7, to the solution of a single linear optimization problem. We
can then quickly calculate the maximal delay caused by the loss of control of a given actuator.

So far, all our results need the system to be resilient. However, based on the work [6] verifying
the resilience of a system is not an easy task. Besides, as explained in Section [2, the resilience
criteria established in [6] cannot be applied to this paper because of a difference of setting in the set
of allowable control inputs. Proposition [I] establishes only a necessary condition for resilience. The
following proposition produces a necessary and sufficient condition.



Proposition 10. A system following 1s resilient to the loss of control over a column C if and
only if it is controllable and T;(C) is finite.

Proof. First, assume that the system 1s resilient. Then, according to Propositionl, the system
&(t) = Bul(t) is controllable. Since Im(B) C Im(B), the system (1)) is controllable a fortiori. If
C # 0, then following Proposmonlj T3,(C) is finite. If C =0, then TM(C) is also finite according
to Remark [1.

Now, assume that the system (1) is controllable and Ty, (C) is finite. If C =0, then rank(B) =

rank:(B) =n. For any w € W, and any d € R}, there exists u € R]" such that Bu = d. Define
Up 1= IIUH Umaz and T = ”u||°° , then (Bu. + Cw)T = Bu.T = d and u. € U., so the system is
resilient.

For C # 0, because T3;(C) is finite, Tr(w, C) is positive and finite for w € W, = [—Umaz, Umaz),

with Ty (+,-) of Lemma. 19 in Appendiz[C There exists u,, € U. such that (Buw—l-Cw)TM(w C)=2C.
Then, Buy, = C (TM(w o w). Thus, C € Im(B) and we define uc = (TM(w ol w) Uy, then
Bug = C. For all w € W,, we have u,, € U. and more specifically if w = —Upqz, then

1
max 0o = wlloo < Umaz- 2
(7 e ) Tl = il < 26)
We will now prove that B is full rank. Indeed, rank(B) = dim (Im([B C])) = dim (Im(B))

since C € Im(B) and B = [B C]. Thus, rank(B) = rank(B) = n.
Then, for any d € R}, there exists ug € R7* such that Bug = d. For any w € W, and for
luclloo o > 0 we have B(—wuc + Aug) + Cw = Ad. The norm of uy := —wuc + Aug

. - ”udHOOTM( Umax,
18

[uc|lo
||ud||OOTM(_umax7 C)

according to . To sum up, we have found that for all d € R} and all w € W, there exist A > 0
and uy € U, such that Buy + Cw = Ad, i.e., the system is resilient to the loss of column C. 1

[urlloo < |wllluclloo + Aludllco = |wl|luclloc + [udlloo < Umaz,

The intuition behind Proposition [10]is that a resilient system must fulfill two conditions: being
able to reach any state, this is controllability, and doing so in finite time despite the worst undesirable
inputs, which corresponds to Ty;(C') being finite.

Our goal is to relate resilience and quantitative resilience through the value of 7,,4,. To breach

the gap between this desired result and Proposition [I0} we evaluate the requirements on the ratio
;i\’ (( )) for a system to be resilient.
Corollary 1. A system following is resilient to the loss of control over a column C if and only

o T3 (C)
if it is controllable and T5,(0) € (0,1].

Proof. First, assume that the system 1s resilient. Then, according to Proposition 1t 15 con-
trollable. For d € R, following Propositions[{ and [, T (d) and Ty, (d) are both finite and positive.
Using the separation B = [B C] and u = [up uc], we have

Txn(d) = un;llI]lC{T >0:Bul =d} = uéxlEiI‘}VC{uglelllUc{T >0: (Bug + Cuc)T = d}
< max { min {T'>0: (Buc + Cw,)T = d} = Ty;(d).

we € We “ue € Ue

Ty(C)

If C' e R?, we then have 0 < T2 (C)

<1. IfC =0, following Remark we have ;}g((g)) =1.



Now, assume that the system is controllable and ;&}’igg € (0,1]. If C =0, then T{;(C) =0

according to Remark[l, We conclude with Proposition[1(] that the system is resilient.
Now for the case where C' # 0, let d € RY. Since the system following is controllable, T (C)

is finite. Since C # 0, we have Tx(C) > 0. If Ty;(C) = +o0, then 77:’3((?) = 0, which contradicts the
M
assumption. By definition, Ty (C) > 0, thus T5;(C) is finite. Then, according to Proposition

the system is resilient. W

Theorem |§| allows us to compute r, for resilient systems with a single linear optimization. We
now want to extend that result to non-resilient systems, by showing that r,,., also indicates whether
the system is resilient.

Corollary 2. A system following 1s resilient to the loss of control over a nonzero column C if
and only if it is controllable and rpmqy € (0,1].

Proof. For a resilient system with C # 0, following Theorem@ we have rq = % = Tmaz- Lhen,
M

according to C’omllary the resilient system is controllable and rq € (0,1].

Now assume that the system is controllable and rpq, € (0,1]. We will study \* introduced in
(24). If X* + wmaz < 0, then by the definition of rpmaes in , A — Umaz = A+ Umaz, leading
to the impossible conclusion that —tumaez = Umaz- If X'+ Umaz = 0, then rye. = % = 00,
contradicting Tmaez € (0,1]. Therefore, \* + wmaz > 0. Let u* € U, such that Bu* = \*C. For
w € We, we define T, := ﬁ, so that (Bu* + Cw)T,, = C. Note that T,, is positive and finite

because \* +w > N — Upmae > 0. Notice that Ty, (C) < max T, = /\*%, so Ty (C) is finite.
we c max

U

Then, Proposition [1( states that the system is resilient. W

We now have all the tools to assess the resilience and quantitative resilience of a driftless system.
If B is not full rank, the system following is not controllable and there is no need to go further.
Otherwise, we compute the ratio ry,4; and using Corollary [2] we assess whether the system is resilient.
If it is, Theorem [5| states that 7,4, = 74, so we have already computed the quantitative resilience
of the system. If it is not resilient, then r, = 0. We will now apply this method to two numerical
examples.

7 Numerical Examples

Our first example considers a linearized model of a low-thrust spacecraft performing orbital ma-
neuvers. We study the resilience of the spacecraft with respect to the loss of control over some
thrust frequencies. Our second example features an opinion dynamics scenario where two agents are
influenced by five different sources. We study how the loss of control over one of the sources affects
the opinion shaping of the agents.

7.1 Linear Quadratic Trajectory Dynamics

We consider a low-thrust spacecraft in orbit around a celestial body. Because of the complexity of
nonlinear low-thrust dynamics Kolosa [15] established a linear model for the spacecraft dynamics
using Fourier thrust acceleration components. Given an initial state and a target state, the model
simulates the trajectory of the spacecraft in different orbit maneuvers, such as an orbit raising or a



plane change. The states of this linear model are the orbital elements:

semi-major axis,

eccentricity,

inclination,

longitude of the ascending node,
argument of perigee,

mean anomaly.

=€ D~ o0 2

Because of the periodic motion of the spacecraft, the thrust acceleration vector F' can be expressed
in terms of its Fourier coefficients o and S:

F = Fpi + Fyy + Fs(w x 7)
o0
Frws = Z (af’w’s coskE + ﬁf’w’s sin k:E),
k=0

where Fr is the radial thrust acceleration, Fyy is the circumferential thrust acceleration, Fyg is the
normal thrust acceleration and F is the eccentric anomaly. The work [12] determined that only 14
Fourier coefficients affect the average trajectory, and we use those coeflicients as the input u:
= _ [ A~B R AR BR oS oS S BS pBS W W W gW sWw T
u=[aof off off B of of of B7 B o o o /Y /Y] .
The Fourier coefficients considered in [12] have a magnitude of order 1077, so we can safely assume
that for our case the Fourier coefficients are bounded by 4, = 1. Following [15], the state-space
form of the system dynamics is & = B(z)u. We calculate B(z) in Appendix @ using the averaged
variational equations for the orbital elements given in [12]. We implement the orbit raising scenario
presented in [I5], with the orbital elements of the initial and target orbits listed in Table

Table 1: Inital and Target States for Raising Maneuver

Parameters | initial | target
a |km] 6678 | 7345
e [-] | 067 | 0.737
i |degrees] 20 22
Q  |degrees] 20 22
w |degrees] 20 22

M [degrees| | 20 20

We approximate B(x) as a constant matrix B taken at the initial state. The resulting matrix is:
B =10"5x

[0 0 0 18314 40583 0 0 0 0 0 0 0 0 0
0 0 0 1.1 -34 23 —-04 O 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 -52 38 —-09 —-07 02
0 0 0 0 0 0 0 0 0 =55 4 =09 56 -19
3 =27 0 0 0 0 0 4.7 -1 52 =38 13 -56 19

| —12.3 7.2 —-09 0 0 0 0 -35 08 0 0 0 0 0 |

We immediately notice that the two coefficients on the first row of B are significantly larger than
all the other coefficients of B. This difference of magnitude in B reflects the difference of magnitude



in the state x, where the semi-major axis a is significantly larger than any other element as can be
seen in Table [I1

Losing control over one of the 14 Fourier coefficients means that a certain frequency of the thrust
vector cannot be controlled. Since the coefficients By 5 and Bg 1 have a magnitude significantly larger
than coefficients of respectively the first and last row of B, we have the intuition that the system is
not resilient to the loss of the 1%¢ or the 5** Fourier coefficient.

We will now assess the resilience of the system using the method described at the end of Section [f]
The matrix B is full rank, so & = B is controllable. We denote with 7,4, and rq the vectors whose
components are respectively rpmqq(j) and r¢(j) for the loss of the frequency j € {1,...,14}

rmazz[—O.Q 0.34 0.9 —-0.004 —-0.38 0.15 0.83 —0.32 0.71 —-0.06 0.24 0.2 —0.5 0.5].

Since the 1%, 4th 5th 8t 10" and 13" values of 74, are negative, according to Corollary [2] the
system is not resilient to the loss of control over any one of these six corresponding frequencies.
Their associated ry is zero. This result validates our intuition about the 1% and 5t frequencies.
Corollary [2 also states the resilience of the spacecraft to the loss over any one of the 27¢, 37 gth,
7th 9th 11th 12th and 14" frequency because their e, belongs to (0,1]. Then, using Theorem
we deduce that

rq:[() 034 09 0 0 015 083 0 071 0 024 02 O 0.5].

Since r¢(3), 74(7) and r4(9) are close to 1, the loss of one of these three frequency would not delay
significantly the system. The lowest positive value of r4 occurs for the 6" frequency, r¢(6) = 0.15.
Its inverse, T%G) = 6.8 means that the malfunctioning system can take up to 6.8 times longer than
the initial system to reach a target.

The specific maneuver described in Table leads tod = wgoq1 —x0 = (6677 0.067, 2, 2, 2, 2). We
compute the associated time ratios ¢(d) using and for the loss over each column of B:

t(d):[l.l 1.2 11 1 oo 1 151.1 oo 151.1 oo 151.1 151.1 oo 151.1]. (27)

Then, losing control over one of the first four frequencies will barely increase the time required for
the malfunctioning system to reach the target compared with the initial system. However, after the
loss over the 7t 9" 11th 12" or the 14" frequency of the thrust vector, the undesirable input
can multiply the maneuver time by a factor of up to 151.1. If one of the 5%, 8" 10, or the 13"
frequency is lost, then some undesirable inputs can render the maneuver impossible to perform.

When computing r,, we have seen that the system is not resilient to the loss of the 1°¢ or the 4th
frequency. Yet, the specific target described in Table [I| happens to be reachable for the same loss
since the 1% and 4" components of (d) in are finite. Indeed, r, speaks only about a target for
which the undesirable inputs cause maximal possible delay.

7.2 Opinion Dynamics

Opinion dynamics study how a group of agents shapes their opinions [I0]. We are interested in
scenarios where agents are affected by outside opinion drivers. The influence of an outside opinion
source u can be studied with z(t + 1) = x(t) + pe(u(t) — z(t)), a modified Deffuant model [23)]
where p is a convergence parameter and e encodes the strength of the opinion source u. For our
purpose, we will consider u as an input to the system and switch to a continuous time model:
i(t) = pe(u(t) — z(t)). We assume that agents have no interactions with each other, and the
influence of an opinion driver is independent of the agent’s opinion. Then, &(t) = pe u(t).



We refer to the outside sources as channels. An example is a consumer of multiple media sources
with different levels of trust towards different media. The agents opinions are solely determined by
the controller of the channels. The dynamic model is then a driftless system: @(t) = B(t).

The controller is using its channels to steer the opinion of each agent towards a target set.

For instance, the controller could be a political party financing advertisments to sway the opinion
of voters in swing states during election campaigns [I3]. Or the controller could be a worldwide
media conglomerate such as the News Corporation [3]. The COVID-19 pandemic has minimized
direct interactions, hence making our setting more realistic. An extreme variant of this scenario is
illustrated by the episode "Fifteen Million Merits" of the Black Mirror series [7].

A perturbing event, e.g., loss of influence, foreign acquisition of a news channel, or a new board
of directors, causes one of the channels to become uncontrollable and to produce undesirable inputs.
The controller has still access to this channel and is informed in real time of its content, while being
unable to modify it.

We consider n = 2 agents both having initially a neutral opinion: zg = (0, 0). Then, the target
is d = xg0q € R% For instance, d = (1, 1) is a consensus target, while d = (=1, 1) is a polarization
target. The components of B, denoted by B; ; € [—1,1] reflect the influence of channel j over agent
i. Using as a guideline the resilience criterion from [6], we pick m+p = 2n+1 = 5 different channels.

For instance, consider
B 0.8 -09 05 =05 0
- 109 —-0.8 —04 04 0.1}]°

In this setting, both agents trust channel 1 but not channel 2, they have diverging opinion on
channels 3 and 4, while they are not strongly influenced by channel 5.
We compute 7,4, for the loss of control over each single channel:

Pmaz = [0.02 0.04 0.14 0.14 0.91].

Since rank(B) = 2 and all the values of 7,4, belong to (0, 1], according to Corollary [2| the system
is resilient to the loss of control over any channel. Using Theorem |§| we have 7y = rpq.. Because
neither agent is significantly influenced by channel 5, the resilience to its loss is greater than the
resilience to the loss of channel 1, which is trusted by both agents.

The inverse of ry tells us how much extra time the malfunctioning system needs to reach some
opinion state compared to the initial system:

1
—=1[395 263 7.2 7.2 11]. (28)
Tq

From Theorem {4 we know that % = t(B;), which is the ratio of reach times in the direction Bj,

the j** column of B. Thus, if Tgoal = B1 = (0.8, 0.9), then the loss of control over channel 1 can
increase the time to reach this target by a factor up to 39.5. On the other hand, the loss of control
over channel 5 has a negligible impact on the time to reach any target.

We now choose the target to be 400 = (1, 1) and compare how the loss of each channel affects
the delay to reach this target. Intuitively, since this is a consensus target, losing control over the
channel 1 or 2 will have a considerable impact, while the loss of the other channels should not be
significant. Indeed, when calculating ¢(d) for the loss of each channel we obtain

t(d)=1[39.5 263 1.0 1.0 1.1],

which confirms our intuition.



If the controller has polarization objectives, for instance d = (—1, 1), then losing control of
channel 3 or 4 should be problematic, while the others should have a smaller impact. Indeed,

t(d)=1[26 17 71 71 11],

so the loss of channel 3 or 4 causes the most delay for a polarization target.

To illustrate Theorem [2) we compute the ratio ¢(d) for all directions d € S parametrized by an
angle 8 € [0,27]. The red spike shows when d is collinear with the direction C'. As can be seen on
Figure [4al for the loss of the first channel, the spike coincides with the maximum of ¢(d), located at
39.5 as announced in .

401 — 8
30/ i i \ 61 +—}
» L
10+ 2 i i
i i
0 : 0 '
0 T 2w 0 w 2r
(a) Loss of control over channel 1. (b) Loss of control over channel 3.

Figure 4: Ratio of reach times ¢(d) for different loss of control.

The two red spikes correspond to the directions C and —C' and note that ¢ takes the same value
for these two directions t(C) = t(—C). Indeed, we showed in the proof of Theorem [3| that rx y is
an even function and in Theorem {4| we proved that rx y (d) = t(d).

Similarly, on Figure {4b| for the loss of channel 3 the maximal ratio ¢(d) is 7.1 as calculated in
and is reached when d is collinear with C' = +Bs.

8 Conclusion and Future Work

To quantify the drop in performance caused by the loss of control authority over actuators, this paper
introduced the notion of quantitative resilience for control systems. Relying on bang-bang control
theory and on three novel optimization results, we transformed a nonlinear problem consisting of
four nested optimizations into a single linear problem. This simplification leads to a computationally
efficient algorithm to verify resilience and calculate the quantitative resilience of driftless systems.

There are three promising avenues of future work. Previous work on resilient systems only
considered Lo input bounds, while we worked here with L., bounds. Then, the first direction of
work is to build a proper resilience theory concerning these inputs. Secondly, we have only considered
driftless systems because of the complexity of the subject. However, future work should be able to
extend the concept of quantitative resilience to non-driftless linear systems. Finally, noting that
Theorems [4] and [5] only concern the loss of a single actuator, our third direction of work is to extend
these results to the simultaneous loss of multiple actuators.
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A Proof of Theorem [2

Lemma 1. When d, y* and y~ all intersect the same face of Y, the ratio r(d) is constant.

Proof. We define the lengths
6t = |ly" +z|-D and 6" =Dy —z. (29)

Then, r(d) = g%gt. The sign of 6% depends on whether y* is inside or outside, as illustrated on
Figure [3

Because y*, y~ and D all intersect the same face of OY as illustrated on Figure @ the two
triangles bounded by 0Y, 6 and £x are congruent. Using the law of sines in these triangles, we
have 12l — 0% _ 67 " ppen st =5 =15 >0 and v =7 —«a — 3. Thus, %: llzllsintat8) — 4 ¢

sin « siny ~ sin«y’ Dsina
we have seen before, the representation of v on Figure@ is only accurate when o+ B € [0, 7).




Figure 5: Evaluating r(d) on a face of 0Y

When o + 8 € [m,2m), we instead refer to Figure @ In this setting 6T = 6 =: § < 0 and
X =21 —a — 3. We similarly use the sine law in the triangles of sides OY, +x and 6*:
ol _ =0 _ -6 5

sina  siny sin(2r—a—p3) sin(a+3)’
The sine law uses lengths that must be positive, which explains the minus sign in front of 6. Therefore,

. s
the expression % = % holds for all values of o+ (. Noticing that r(d) = 14__];;’ we can now
7]

evaluate 7(d).

We will prove that the ratio /D 1is the same for two directions di € S and do € S when their
respective D, y* and y~ all intersect the same face of OY, as illustrated on Figure @ We also define
61 := |lyf +z|| — D1 and 82 := ||y5 + | — Ds.

Figure 6: Ratio r(d) is constant on a face of 9Y

The sum of the angles of the triangle in Figure[f] is
(B2 —P1) +as+ (m—ai)=m so  Pat+ay= P14+ . (30)

Therefore, a + (3 is constant on faces of Y. We also use the sine law in the triangle in Figure [§

and obtain
D1 Do Do

sinag  sin(m — 1) sinag

Then,
8 _ |lallsin(as + B1) _ [lallsin(as +82) _ %

Dy D sin oy Dy sin g Dy’




Hence, r(di) = r(ds), the ratio r(d) is constant when d, y* and y~ are on the same face of Y .
Thus, the variations of r(d) only occur when d is crossing a verter. M

Lemma 2. The following statements are true:
e If 3 (0,7), then y* is leading. If B € (m,2m), then y~ is leading.
o Ifa+pB¢€(0,m), then y* is outside. If a + 3 € (w,27), then y~ is outside.

Proof. We assume that D, y™ and y~ all intersect the same face of Y. The objective of this part
is to learn the values of the angle  for which y* is leading or trailing and outside or inside.

Figurelj represents the situation where the vector y™ is leading and outside, while y~ is trailing
and inside. We want to determine for which values of B this situation arises.

Figure 7: Illustration of y* leading and outside with y~ trailing and inside.

We apply the sine law in the two triangles of Figure @ bounded by y*, +x and D:

_ - - +
==l _ el el vl

sin(f— B~) sin(r—f) sinf " sin(BT —f3)  sing’

Then, we have ||z||sin 8 = ||y~ || sin(8 — 87) = ||y ||sin(8T — B). Since the three norms are
positive, the three sine functions have the same sign. Since we assumed that y© is leading, we have
0< B <pB<BT<2r. Then, B— B~ >0 and T — 3> 0.

For contradiction purposes, assume that 3—[3~ > m, then sin(8—[£7) < 0 and so sin(fT—3) <0,
which leads to B+ —B > w. Then, Bt —B~ > 2n, but that is impossible since f+ € [0,27). Therefore,
B — B~ €(0,m). Thus, sin(f — B~) > 0, which leads to sin f > 0 and then B € (0,).

To sum up, when y* is leading we have B € (0,7). Now we study the other case, when y~ is
leading as represented on Figure[§ and we want to find the range of B where this situation occurs.

We apply the sine law in the triangles delimited by y*, D and +x:

==l _ Wl _ -l R i B |
sin(8— — )  sin(B — ) sin 3 sin(f — %) sin(r— (8 —m)) sinf8
Then, we have ||z|sin 8 = —|ly~||sin(8~ — B8) = —|ly™||sin(8 — BT). Since y~ is leading we have

0< BT < B < B <2r. Therefore 3~ — >0 and 8 — BT > 0.

Assume for contradiction purposes that S~ — B > w. Then, “Z+H sin(f~ — B) < 0, and so,
sin(8 — 1) < 0. Thus, 8 — BT > m, which leads to the impossible conclusion that 3~ — 81 > 27.
Therefore, B~ — 3 € (0,7), so — vl sin(f~ — ) <0, i.e., B € (m2m).

[l




Figure 8: Illustration of 4~ leading and outside, while y* is trailing and inside.

To sum up, when y~ is leading we have B € (m,2m). We also know that y* leading implies
B € (0,m), and for all B € (0,7) U (m,2m) either y* or y~ must be leading. We deduce that the
converse of the two implications proved above are true: if B € (0,7), then y* is leading, and if
B € (m,2m), then y~ is leading.

Now, we want to determine the range of values of the angle a+ B for which y* is outside. Based
on Figure E where y* is outside, we have a+ 3 € (0,7). Then, based on Figure @ where y* is inside
and y~ is outside, we have a + 3 € (m,2m).

The only situation where neither y* nor y~ is outside occurs when ||y™ + z|| = D = ||y~ — ||,
i.e., at the vertices vy and vor, i.e., when o+ B € {m,2mw}. For all other values of o + (3, either y™*
or y~ is outside. We deduce that if o+ B € (0,7), then y* is outside, and if o + 3 € (m,27), then
y~ is outside. W

Lemma 3. The following statements are true:
o if a+ € (apg,m), then yT is leading and outside,
o ifa+ € (map+m), then y* is leading and inside,
o ifa+ € (ay+m,2m), then y~ is leading and outside,
o ifa+ € (2m ap+2n), then y~ is leading and inside.

Proof. We have taken the convention that the angles are positively oriented in the clockwise orien-
tation. According to , the angle o + B is constant on a face of OY . When d crosses a vertex of
external angle € as represented on Figure the value of a has a discontinuity of +<. Let q be the
number of vertices of OY and ; the external angle of the ith vertex v;. Since Y NP is a polygon,
Sl i ei=2m. We can then represent the evolution of a+ 8 as a function of B with Figure @

Recall that og is the value of a when B = 0. After a whole revolution a + 8 = ag + 2w. So
there are two vertices vy and vor where o + B first crosses m and then 2w. In the eventuality that
a+ B =7 or 2w on a face, we define vy or var as the vertex preceding the face. This face is parallel
with the span of x. Thus |lyT + z|| = |ly~ — x| = D, so y* and y~ are neither outside nor inside.
The ratio is r(d) = 1 on this face.

Because of the monotonic evolution of o+ 8 as a function of B, we can use o + 8 instead of 3
to parametrize the directions d. The interval B € (0,7) is the same as o+ 8 € (ap, a9 + ) and the
interval B € (m,2m) is the same as o+ f € (ag + 7, a0 + 2w). Then, the bullet list established in
Lemma[2 can be rewritten as claimed in this lemma. W



a+
g + 27t 4’—,—’7
Qg+ €1 +<€2+83:
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Figure 9: Evolution of o + 8 with /8 increasing clockwise in [0, 27).

Lemma 4. The ratio r(d) decreases when the leading vector y™* is outside for a vertex crossing.

Proof. The leading vector y* is outside and crosses a vertex while 3 increases. We separate the
vertex crossing into two parts: when only y* has crossed, and when both d and y* have crossed the
vertex. Since we do not yet consider the vertices v, and var, the leading vector is outside before and
after the vertex. Let € be the external angle of the vertex between the faces Fy and Fa of Y as shown
on Figure [10

Figure 10: Part I of the crossing of a vertex by y™ leading and outside as 3 increases.

Because y* does not intersect Iy anymore, 6T is shorter than §—. We definel := 6~ —3§T. Notice
that the two green segments of length [ in Figure are parallel. We parametrize the position of y+
on Fy with the length m as defined on Figure . When y™ is at the vertex m = 0, and m increases
with B. Using the sine law we can link the loss | with the distance m

m l l
p— = . 1
sinff sin(mr —a— ) sin(a+ f) (31)
We calculate the ratio r(d) as a function of rg,, which is the value of r(d) on the face F}:
D+é6" D+6 —1 l msin(a + )
=5~ "D—5 "R D5 P (D=5 )sm(d (32)

By definition the length m is positive. Since x ¢ Y but y~ € dY, we have D —§~ = ||ly~ —z| > 0.

We have seen previously that for y* to be leading and outside we need o + 8 € (o, ). In
that case sin(a + ) > 0 and sin(B) > 0. Therefore, the term subtracted from rp, is positive, i.e.,
r(d) <rp.

We can now tackle the second part of the crossing, when y* and d both have crossed the vertex
as illustrated on Figure|11]



Figure 11: Part II of the crossing of a vertex by y* leading and outside as 3 increases.

Because y~ does not intersect Iy, 6~ is longer than 1. As before, let | := 5~ — 6. Using the
sine law, we can relate | to m and express the ratio r(d):

_ D+6t D46t m z l

D—-6- D-6t-1 o sinf  sin(r—f—a+¢e) sinfa+p—¢) (33)

r(d)

Since y* is leading and outside on Fy we have a+ 3 € (ap, ), so sin(B) > 0. If a was still measured
between d and Fy, then its value would be ap, = o — €. Since we are not considering the crossing of
Vr 07 Vor, YT is also leading and outside on Fy. Then, ap, + 8 € (g +7), i.e., a+—¢ € (ag, ).
This yields sin(a + 5 — €) > 0, which makes | > 0, because the length m is positive by definition.
Note that rp, = %, which leads to r(d) > rg,. Thus, the ratio r(d) decreases during the crossing
of a vertex when y* is leading and outside. W

Lemma 5. The ratio r(d) decreases when the leading vector y~ is outside for a vertex crossing.

Proof. The leading vector y~ is outside and crosses a vertex while B increases. We separate the
vertexr crossing into two parts: when only y~ has crossed, and when both d and y~ have crossed the
vertex. Since we do not yet consider the vertices vy and var, the leading vector is outside before and
after the vertex. Let € be the external angle of the vertex between the faces Fy and Fy of 9Y as shown

on Figure [13

Figure 12: Part I of the crossing of a vertex by y~ leading and outside as 3 increases.



Since y~ is outside and y™T is inside, by definition , 0T <0andé <0. Wekeepl =6 —6+
like in the previous case. The distance m also increases monotonically with 8 as y~ goes further
away from the vertex. We apply the sine law in the same triangle as before:

m l l -m -1

sin(f8 — ) ~ sin (r—a—(8—m)) B sin(2r —a— )  sinf - sin(a + )

Thus, the relation linking m and | is the same whether y* or y~ is leading: | = %O‘;m Besides,

d% and 6~ are also related through the same equation with |. Therefore, the ratio r(d) as a function
of rr, is the same as previously:

D+t D+ -1 l msin(a + )

==~ "D R D "h T Do )sn(s)

For the same reasons as above m > 0 and D — 6~ > 0. We have established previously that to have
y~ leading and outside we need a+ 3 € (g + m,2m). In this situation sin(a+ ) < 0 and sin 8 < 0.
Therefore, the term subtracted from rp, is positive, so r(d) < g .

Now we consider the second part of the crossing, when both y~ and d are on Fy, as illustrated

on Figure[13

Figure 13: Part II of the crossing of a vertex by y~ leading and outside as [ increases.

Since yT is inside and y~ outside, we have T < 0 and 6~ < 0 according to . Their length
on Figure is then given by —&6* and —0~ respectively. Because y* does nmot yet intersects Fh,

—07" is longer than —6—. We also reuse | :== §— — 6. Using the sine law, we can relate | to m
m l —-m -1 l msin(a + f —¢)
= = = SO -
sin(8—n)  sin(r—(a—e)—(B—m) sinf sin(a+p—e¢) sin 8

As previously m > 0. Since y~ is leading and outside on Fy and on Fy, we have a+f—¢ € (ap+, 27)
and o+ f € (ag + m,2m). Therefore, sin(a+ 3 —¢) < 0 and sin 8 < 0. Thus !> 0. Then, we can
express the ratio r(d):

d_D+6+_ D+d* D+t
=y ~"D-or—1 Do '




with rg, the value of r(d) on the face Fy. Therefore, r(d) decreases during the crossing of a vertex
when y~ is leading and outside. M

Lemma 6. The ratio r(d) increases when the leading vector is inside for a vertex crossing.

Proof. We base this reasoning on the proof of Lemma |Z| where yT was leading and outside, but
it could be done similarly based on Lemma [5 We now assume that the angles are positive when
ortented counterclockwise. With this change of orientation, Figure represents y~ leading and
inside after crossing a vertex from face Fy to Fy, while d and the trailing vector y* are still on Fy.
The figure is the same, so still holds. Since y~ is leading and inside on Fy and Fs, we have
at+pf—e€ (2m ap+27m) and a+ B € (2w, a9+ 27). Then, sin(a+  —¢) < 0 and sin(f) < 0 which
leads to r(d) > rg,, i.e., r(d) is increasing during the first part of that crossing.

The second part of the crossing is illustrated by Figure . It represents d and y~ leading and
inside having both crossed the vertex from Fy to Fy and y™ is trailing and still on Fy. Similarly, (31)
and still holds. The difference is again in the range of angles, a + 8 € (2w, a9 + 2m). Then,
sin(a+ ) < 0 and sin(B) < 0, which leads to r(d) < rp,. Therefore, r(d) is also increasing during
the second part of this crossing.

The same method can be applied to the proof of Lemma @ to show that when y™ is leading and
inside, r(d) increases at the vertices crossings. W

Lemma 7. The ratio r(d) decreases when crossing the vertices vz and vor.

Proof. As can be seen on Figure [3, before the vertices vz and vor the leading vector is outside,
but comes inside after crossing the vertex. Because of this feature Lemma [J does not apply to the
crossing of the vertices vy and vor.

Figure 14: Part I of the crossing of v, as [ increases.

The first part of the crossing of vy is illustrated on Figure[I] Notice that the situation is very
similar to the one described by Figure . Indeed, equations (31) and also hold for this case.
Thus, r(d) decreases when y* crosses vy.

The second part of the crossing of vz as illustrated on Figure [13 is also similar to Figure [11]
The difference is that y© is inside and thus 6 < 0. Since y~ is inside, 6~ > 0. If y~ was already
intersecting Fy it would be of same length as 6. We have as usual | :== 6~ — 5.

We parametrize how far y~ s from vy using the length m defined on Figure . The sine law
gives

m l l

sin 3 - sin (m — (a—¢) — B) ~sin(a+8-—¢)




Figure 15: Part II of the crossing of v, as 3 increases.

Since m >0, and o+ —e < m and B € (0,7) we have that | > 0. We calculate the ratio r(d):

D+t D+t D+6t

rd)=p 5 =Dp_s—1° D_o*

=Tk,

because | > 0. Therefore, the ratio r(d) decreases when crossing vy. The crossing of var is identical
except that y~ is leading instead of y©. M

B Proof of Theorem [3

In the following four lemmas we reuse the notation introduced in Theorem [2] and Appendix [A]

Lemma 8. Ifd, yy and yy, all intersect the same face of OY, then x5 (d) and x%},(d) are constant
and opposite: x5 (d) = —x3,(d) € 0X and rx y(d) is constant.

Proof. We reuse the length D and the angles o, B as illustrated on Figure . Similarly to , we
also introduce dpr(d) == D(d) — ||z},(d) + y3, ()| and dn(d) = ||z (d) + yn(d)|| — D(d).

Figure 16: Illustration of z},(d) and z7},(d), when d intersects the interior of a face of Y.

We know from Theorem that x},(d) € {x, —$} foralld € S. In the case illustrated on Figure
x;(d) = —x because it mazimizes oy, while in general we only know that ||z}, (d)| = ||z||.

If a+ B € {m,2n}, then X is parallel with a face of OY making x73 and x%; not uniquely defined.
Regardless, we can still take x3(d) = —x3,(d) € 0X. Otherwise, 3 and x; are uniquely defined.

Since x3(d) € X, z3,(d) € X for alld € S and dim X = 1, vectors z}(d) and x3,(d) are always
collinear. We then use Thales’s theorem and obtain dn(d) = (51\/[(al)|‘||;2:1‘;%))‘|‘| = 0pm(d) ”xi;‘\’x(ﬁ)”. Since
xy(d) is chosen to mazimize 6y and is independent from 0y it must have the greatest mnorm, so




zy(d) € 0X. Due to o+ ¢ {m, 2}, || + y| is not constant. Because x’3(d) is chosen to
mazimize ||x + y|| while x},(d) is minimizing it, we have x’3(d) # x3,(d). Since they both belong in
0X = { —z,z}, we have 2 (d) = —z7%,(d).

According to Lemma the coupled functions (x7y,y%)(d) = arg max Y{Hw +yll:x+ye€
reEX,YyE

R*d} are continuous. Since x3(d) € {x,—x}, x§(d) is constant on the faces of Y and so is
z3,(d). Then, rxy(d) =r(d) is constant on the faces of Y according to Lemma[l] W

Lemma 9. During the crossing vertices before vz as [ increases, x'y(d) and x3,(d) are constant
and opposite: x3(d) = —x3,(d) € 0X.

Proof. We study the crossing of a vertex v of angle € between the faces Fy and Fy of 0Y. In
Theorem [3 x was fived, while here the vectors x(d) and ¥ (d) depend on d, so we need a new
definition for vertex crossings. For each vertex v we introduce x, the vector collinear with x, going
from v to the ray directed by d, as illustrated on Figure and we say that the crossing of v is
ongoing as long as ||z,|| < ||z||. We also define 6, := ||v + x| — D.

Figure 17: Illustration of z, during the crossing of a vertex v, with y3, leading.

Before starting the crossing of vy we have o+ 8 € (ag, ). Then, as can be seen on Figure
yy 1s leading and outside, so it reaches the vertex before yy, and d. The length of 7 (d) can vary
to mazimize dn, so yy could still intersect Iy, even if the crossing is ongoing. We have seen in
Lemma@ that if yy s still on Fy, then it must be the furthest possible to mazimize dn, in that case
yny = v. Otherwise, yy intersects Fo. We want to establish a criterion to distinguish these two
possible scenarios.

We first consider the scenario where yy = v and 23 (d) = x,. We take y € F>\{v} such that
y+ 2 € RYd as represented on F@'gure and we define § := ||z +y|| — D.

Iy

Figure 18: Illustration of the crossing scenario where y3 = v.

Since 6y must be mazimized by the choice of yy and y # yy, we have 6 < dn = 6,. But
llz|| > ||zv]|, so the line segment corresponding to x crosses the interior of Y. Focusing on this part

of Figure [18 we obtain Figure [19



Figure 19: Illustration of the line segment corresponding to x crossing the interior of Y in Figure

Two of the angles of the triangle delimited by Fy, Fy and x are m —a — B and m — . Therefore,
their sum is in (0,7) and thus o+ 8+ & > w. Since we assumed that o+ 8 € (ap, ™), the vertex v
must in fact be vy for this scenario to happen.

Thus, the crossing of a vertex preceding vy follows the second scenario as depicted on Figure [17

with yy € Fa. We study Figure [20 which is a more detailed view of Figure with 8y depending
solely on d and €.

Figure 20: Illustration of z, and z; in Figure

Since x, and x3(d) are collinear, we can apply Thales’s theorem in Figure and obtain that
on — o = (6, — (50)||||?;’((5))||||. Then, én is mazimized when ||z} (d)| is mazimal, so 3 (d) € 0X.
Since xy and x; play opposite roles and are both in 0X = {z, —x}, then a3 (d) = —a%,(d). As in
Lemma@ these vectors are constant since xy is continuous in d. W

Lemma 10. During the crossing of vr and v, the ratio 7“X7y(d) reaches a local minimum.

Proof. During the crossing of vr, i.e., when ||z, || < ||z|, we have a + B < 7 but o+ B+ ¢ > 7.
The situation is illustrated on Figure[21 We showed in Lemmal[] that yy = vx and z3(d) = @y, .

Fy

Ynm
Figure 21: Crossing of v, with y3, = vy.

Once d has crossed vy, we still have yy = vy to mazimize n. Then, the equality x5 (d) = x,

holds during the entire crossing of vy, i.e., until 3 (d) = —x. This second part of the crossing is
illustrated on Figure[23.
Assume that during the entire crossing of v, x3;(d) = —x. Then, at the end of the crossing

we will have yy, = vy and x3,(d) = x,, = x3(d), which contradicts the definitions of x3,(d) and



Figure 22: Illustration of the endpoint of y3, switching from Fy to Fb.

' (d). Thus, x},(d) does not remain equal to —z during the entire crossing. Since xy; € {af, —x},
at some point xy, switches to x as yy, switches from Fy to Fy. This switching point is illustrated on
Figure and Yy, becomes the leading vector.

By definition, ||z, | < ||z| during the crossing. We have showed that x5 (d) = x,,, s0 6N = 0, .

Jzugl]
Bl

Now using Thales’s theorem in Figure |21, we have 6,, = Since ||z || = ||z|| we conclude

that 6, < dpr during the crossing.

Also, yN € vr during the entire crossing, so rxy(d) = g%?}’;. During the first part of the

crossing, Yy, intersects Fi, as represented on Figure . If y§ was further on the dashed line of
Figure the ratio would be rp, = gfg%, which is the value of rxy on Fi. However, since

Oy, < Opr, we have rxy(d) < rp.

During the second part of the crossing, yi; € Fo and x3,(d) = x. If yy was on the dashed
prolongation of Fy in Figure we would have rp, = gfigj\‘j, value of rxy on Fy. However, since
du, < Onr, we have rxy(d) <rp,. Thus, rxy reaches a local minimum during the crossing of vy.

During the crossing of var we also have yy(d) = var and rx )y reaching a local minimum because
functions yy, Yy, T and xy, are odd. W

Lemma 11. During the crossing of a vertex other than vy and vor, x5 (d) and x3,(d) are constant
and opposite: x3(d) = —x3,(d) € 0X.

Proof. After the crossing of vy, o+ 8 € (m, 0 + ) and y}, is leading and inside as established in
Lemma|10l Thus, yy, is the first to reach vertex v, but since ||x3},]| = ||z| we cannot have y3; = v
during the entire crossing. In Lemma@ we showed that x is continuous in d. Thus, x7(d) cannot
switch like x3;(d) to take the lead. Instead, x3(d) is trailing during the crossing as illustrated on

Figure [23

Figure 23: Crossing of a vertex v after v,.

Since yy € F1 during the crossing, we can apply Thales’s theorem on Figure and obtain
that for a fized d, on is proportional to ||z (d)||. Thus, x3(d) € 0X and, since yy is trailing,



we have x3(d) = —x during the entire crossing. By the definitions of x5 (d) and z,(d), we have
a2 (d) # z3,(d). Also, both x3(d) and x%,(d) belong to X = {z,—z}, then a%,(d) = = during
the entire crossing. Following Lemma [q we have showed that 2y (d) and ,(d) are constant and
opposite for the crossing of all vertices encountered when 8 € (0,7), except for v,.

Since functions xy and x}; are odd, 3 (d) and x3,(d) are also constant and opposite for all the
vertices encountered when 3 € (mw,2w) except for va,. N

C Continuity of Extrema

Lemma 12. For a resilient system following (3)), T (we, d) = mirllj {T >0: (Buc+ Cw.)T =d}
uc € Ue

1s continuous in we. € W, and d € R.

Proof. We define set Y := {BuC DU € UC}. Then, Ty (we,d) = miI}}{T >0: (y+ Cw.)T = d}.
ye

We define a set-valued function ¢ for w. € W, and d € R?

pwe,d) :={ycY:3T>0:(y+Cw,)T =d} ={y €Y :y+ Cw. € R"d}
=Y N (R"d - {Cw.}), (34)

where RTd — {Cw.} = {\ — Cw.: A\ > 0}. We call graph of ¢ the set
Gro = {(we,d,y) € We x R} x Y : y € p(we,d) }.
We can now define the function f: Gro — R} as
flwe,d,y) =T such that (y + Cw.)T = d.

Since d # 0, for (we,d,y) € Gro we have y+ Cw,. # 0. For all the non-zero components of y+ Cw,
indezed by i € [n] we have f(we, d,y) = yi‘f‘%iwc’ with C; the row i of C. Therefore, f is continuous
in the components of we, d and y, and Ty (we, d) = m(in o f(we,d,y).

Yy € p(we,

The resilience of the system implies that for all w, € W, and all d € R™, the set p(we, d) is
nonempty. SinceY is compact and RTd—{Cw.} is closed, their intersection o(we,d) is compact for
all w, € W, and all d € R™. Additionally, based on Lemma p satisfies the continuity definition
17.2 of [1]. Thus, the conditions of the Berge Mazimum Theorem [1] are satisfied, leading to the

continuity of Ty in w. and d. M

Lemma 13. The set-valued function ¢ defined in satisfies the continuity definition 17.2 of [1).

Proof. We define X := W, x R"™, and Y := {Buc DU € Uc} so that the set-valued function is
0 : X Y. On the space X we introduce the norm || - || x as ||(w,d)||x = ||w]| + ||d||. Since || - || is
the Euclidean norm, || - ||x is a norm on X. By the definition 17.2 of [1l], we need to prove that ¢
1s both upper and lower hemicontinuous at all points of X.

First, using Lemma 17.5 of [1] we will prove that ¢ is lower hemicontinuous by showing that for
an open subset A of Y, ¢'(A) is open. The lower inverse image of A is defined in [1] as

o (A) = {reX:pl@)nA#£o}={(w,d e W.xR": Y N(R"d— {Cw})NA+02}
={(w,d) € We xR" : {Ad — Cw: A >0} N A # &},



because A C Y. Let x = (w,d) € ¢'(A). Then, there exists X > 0 such that \d — Cw € A. Since
A is open, there exists € > 0 such that the ball B:(Ad — Cw) C A. Now let z1 = (w1,d) € X and
denote g = |Jw; — w|| and eq4 := ||d1 — d||. Then,

IAd1 — Cwr — (A — Cw)|| = [\(di — d) — C(wr — w)|| < Aeq + [|Clew.

Since A >0 and ||C|| > 0 are both fized, we can choose €4 and €,, positive and small enough so that
Xeg + ||Cllew < €.

Then, we have showed that for all x1 = (w1,d;) € X such that ||z — x1||x < min(eq,ey), €.,
such that |wi —w|| < &y and ||dy—d|| < eq, we have Ad; —Cwy € B.(Ad—Cw) C A, i.e., x1 € ¢'(A).
Therefore, ©'(A) is open, and so ¢ is lower hemicontinuous.

To prove the upper hemicontinuity of ¢, we will use Lemma 17.4 of [1l] and prove that for a closed
subset A of Y, the lower inverse image of A is closed. Let {x}} be a sequence in ©'(A) converging
to x = (w,d) € X. We want to prove that x € ¢'(A).

For each k > 0, we have (wy,dy) = x and we define Ay := {Ak >0: A\pdp — Cwy, € A} %+ Q.
Since A is a closed subset of the compact set Y, then A is compact. Thus Ay has a minimum and a
mazimum; we denote them by )\Z‘m and A\ respectively.

Since sequences {dy} and {wy} converge, they are bounded. The set A is also bounded, thus

sequence {\]'*} is bounded. Let N™%* := sup A\J"* > 0.
k>0

We define segments Sy := {Ady — Cwi : A € [0,A™]}, and S := {Ad — Cw : X € [0, \™"]}.
These segments are all compact sets. We also introduce the sequences aj = )\medk —Cw € ANS,
and by, 1= )\?md —CweS.

Take e > 0. Since {di} and {wy} converge toward d and w respectively, there exists N > 0 such
that for k > N, we have ||dy — d|| < symaz and ||wy — wl| < ﬁ Then, for any A € [0, \"*%]
2l

Since X" € [0, \™9%), we have ||ay, — by PR 0. We define the distance between the sets A and S
—00

g
[ Aedr, — Cwy, — (Apd — Cw)|| = [[Ap(dp — d) — Clwy, — w)|| < )"“W + 1]

dist(A,S) :=min{|la — sy :a € A, s\ € S}.

The minimum exists because A and S are both compact and the norm is continuous. Since ay, € A
and by, € S, we have dist(A,S) < ||ax —bi|| for all k > 0. Therefore, dist(A,S) =0. So, ANS # @,
leading to x € ©'(A). Then, ¢'(A) is closed and so ¢ is upper hemicontinuous. M

Lemma 14. Let X and Y be two nonempty symmetric polytopes in R™ with X C Y°. Then,
N (z,d) == mag;{“a? +y| 1z +y € R d} is continuous in z € X and d € S.
ye

Proof. According to Proposition@ (ii), whose proof does not rely on the current lemma, \* is well-
defined. We introduce the set-valued function ¢ : X xS — Y defined by ¢(x,d) := {y ceY:z+ye
RTd} =Y N (RTd—{z}), where Rtd — {z} = {A\d— 2z : X > 0}. If we take x = Cw,, then ¢ is the
same as in .

We define the graph of ¢ as Gry := {(a:,d, y) e X xSxY:ye cp(x,d)}, and the continuous
function f: Gro — RT as f(z,d,y) = ||z + y|. Set X xS is compact and nonempty. Since Y is
compact and RTd — {z} is closed, their intersection p(x,d) is compact. The symmetry of X and Y
leads to —x € p(z,d), so p(z,d) # @. According to Lemma[13, ¢ satisfies the continuity definition
17.2 of [1]. Then, we can apply the Berge Maximum Theorem [ and conclude that \* is continuous
max andd. N



Lemma 15. Let X andY be two nonempty polytopes in R™. Then, the coupled functions (:U*N, y}‘v) (d) =
arg r)r{lax {llz+yll : +y € RTd} are continuous in d € S.
T e
Proof. Let Z .= X+Y = {:E—l-y rxe X,y € Y}. Then Z is a nonempty compact set. According to
Propositz’onﬁ (i), whose proof does not rely on the current lemma, r;{lax Y{|]:B+yH 1Tty € R+d}
reEX,ye

exists and thus maﬁ{HzH :z € RYd} is also well-defined.
AS

We introduce the set-valued function ¢ : S — Z as p(d) = ZNR"d for d € S. The proof of
Lemma [13 can be easily adapted to show that ¢ is continuous as it it is defined very similarly to
(34). The graph of ¢ is Gry = {(z,d) €ZxS:z¢e cp(d)}. The function f : Gro — RY defined

as f(z,d) = ||z]| is obviously continuous. Then, m(d) := maié){f(z, d)} is continuous by the Berge
S

Mazximum Theorem [1].
We define z(d) := m(d)d € Z for d € S. This function is continuous since m is continous, and
z(d) = arg ma%({HzH :z € RTd}. Since 2(d) = (w3, yk)(d), these functions are continuous. M
EAS

D Equation of Motion for the Low-Thrust Spacecraft

The control matrix B can be written as

B 023 Bi(xz) 022 02,5
B(x) = 0273 0274 0272 BQ(I) S R6X14,
Bg(m) 0274 B4(l‘) B5(5L‘)
with 0;; denoting the null matrix with ¢ rows and j columns. We calculate the submatrices using
the averaged variational equations for the orbital elements given in [12]:

1/£6 21/£ 1—e2 0 0
Bi(z) = |, . 2 3 gy 1
5\/%(1—6 ) —56\/%\/1—62 \/%m —16\/%\/@

— 1 2 -1 _1 1 _Llg logi
() = \/E 5€COSW s 5(1+e )cosw@ 4ecosw\/1f 5 sin w jesinw
B - 13 csci 1 PAP csci 1 csci 1 -1 ;
p | —gesinw 2 S(1 4+ e”) sinw 2 —gesinw—EL 5 COSWESCT  —4€C0SW CsC

\fﬁ \/ﬁ 0

i f Frd by
a (2 - 62)1 1
B4(x):\/;[ ( 4 2
1 : csci 1

)\/1—(32 Wl-e
3, csct 1 csct 1 1 <1 .
B5(x):cosz'\/6 gesinw e 2(1+e )smwm fesinw =5 5 CSCi  zecsci
I

[\3 D=

0 0 0 0 0

with g = 3.986 x 104 m3s~2 being the standard gravitational parameter of the Earth.
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