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KEYWORDS Abstract The extensive networking of devices and the large amount of data generated from the
Cryptographic Hash Func- Internet of Things (IoT) has brought security issues to the attention of the researcher. Java is the
tion (CHF); most common platform for embedded applications such as loT, Wireless Sensors Networks
Internet of Things (IoT); (WSN), Near Field Communications (NFC) and Radio Frequency Identification (RFID). The
Learning Tasks Behavior object programming languages such as Java, SWIFT, PHP and C+ + use garbage collection after
(LTB); any object run which creates security loophole for attacks such as Next Memory Address Occupa-
Next Memory Address tion (NMAO), memory replay, Learning Tasks Behaviors (LTB). The security risk increases in [oT
Occupation (NMAO); when attacks exceeds the target device to the surrounding connected devices. Inappropriate or

One Time Key (OTK) wrong operations causes energy loss and increased costs. In this paper, a security method to protect

10T system operation from memory heap penetration and address modification attack is proposed.
The proposed method prevents directed attack by encrypting the object Garbage Collection at run
time. To form a unique signature mechanism, the Cryptographic Hash Function (CHF) which
employs a specific one-way hash algorithm. The proposed framework uses L-function based
ECC and one-time Key (OTK) to secure the memory heap. Our method is used with open system
where the effect on the operating system is not considered. The proposed method proved to be pow-
erful and efficient which can help in achieving higher levels of security across several IoT applica-

tions, by enabling better detection of malicious attacks.
© 2020 THE AUTHORS. Published by Elsevier BV on behalf of Faculty of Engineering, Alexandria
University. This is an open access article under the CC BY-NC-ND license (http://creativecommons.org/
licenses/by-nc-nd/4.0/).

1. Introduction

Internet of Things (IoT) devices perform the operations and

* Corresponding author. commands that the user selects remotely. Often IoT hardware
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Accessing IoT devices remotely is achieved through manual
operations that assumed to be predefined in the system. After
login to the IoT application interface, the user selects a partic-
ular device from the network and selects one of the installed
tasks to activate or deactivate the device based on the desired
service. The problem lies in the failure to choose the device or
special task while accessing the [oT devices’ functions. The aim
of this paper is to discuss the complicated challenge of object
location changes in physical address and the garbage collection
method that erase any object after the binding in run time, and
physical addresses changes that can be learned or achieved by
a third party after session attack. Every programming lan-
guage has its way to manage objects in memory heap as well
as how to develop their tools to overcome bugs and vulnerabil-
ities. Although software analytical techniques can detect sev-
eral such flaws, a differential test uses similar programs to
identify semantic bugs that do not exhibit specifically incorrect
behaviors, such as statements or crashes. [1]. Previous attempts
by scholars have addressed these issues by proposing NEZHA
that is an effective framework for evaluation [1]. Another
study addressed memory encryption problems for the architec-
ture of the operating system to include code and data confiden-
tiality with several vulnerabilities through the software stack
[2]. Their solution uses complex hardware improvements that
make it possible to carry out both encryption and decryption
according to a trusted process. In the context of three general
problem corrective methods, the existing memory encryption
literature can also be reviewed. In addition, special kind of
IoT attack has been discussed for on/off attacks of a malicious
device which perform normal and abnormal services randomly
to avoid being rated as a low trust node [3]. A Smart Middle-
ware study was presented to assess the automatic trust of IoT
resources and the attributes of service providers to avoid on—
off attack.Table 1.

The security threats increase in cases when third party
attempt to compromise session key utilizing brute force or
guessing attack to violate corresponding heap address which
point to the task name or object thread. Consequently, the
content retrieved from memory location is relevant to the cur-
rent task address, which will be then ready for next step of exe-
cution. In case of executing any unwanted task or stopping any
other working ones, will also cause the waste of resource
attack. Both time waste attack or service denial attack can

Table 1
Attack Type

Attack type and methods.

Used method
TPM LWC-ECC

Integrity

Denial of Service (Dos)
Replay attack

Parallel Session

Platform Impression attack
Device Impersonate

Man in the middle

Run time attack

NMAO

LTB

I
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L L

>

cause negative impacts to services (i.e. forcing them to be
repeated or break).

The risk of such threats can drastically increase when the
executed tasks cause burning or damaging to the relevant
devices. Any failure to effectively control the impacted equip-
ment or services may lead to an extended disaster affecting the
neighboring devices. Thus, in response to such threats, our
contributions in this paper are: a proposal to solve the problem
of how to overcome the Next Memory Address Occupation
Attack (NMAPA) which normally enables intrusion to hack
the running session and compromise NMAO. The compro-
mised NMAO normally result in exploiting Garbage in the
memory heap through Learning Tasks Behavior (LTB). The
built model describes the way the system penetrated, where
the hacker exploits the run time between the selection of the
devices and the time of choosing a specific function. In addi-
tion, we propose a security model to the operation of the appli-
cation from penetration or modification by using a simple
garbage encryption method to be in the bottom of any object
code and executed before the end of run time. This security
model can enable better detection of malicious attacks target-
ing IoT enabled environments. Because of continuous IoT
monitoring requirement, our proposal considered a reliable
IoT attack prevention. It ensures that no heap address is sent
to the enemy thread that is using guessing, brute force, or
(NAOM) attack. It uses encryption for garbage collection at
the end of any object run time. In the proposed method there
is no way to find a message that produces a given hash even to
attempt a brute force search attack of possible inputs to see if
they produce a match or use a rainbow table of matched
hashes. The one-time key (OTK) and cryptographic hash func-
tion (CHF) are not vulnerable to replay attacks. A brie classi-
fication of lightweight cryptography (LWC) is presented in
Fig. 1.

The contribution of the work can be summarized as below:

1) Our work includes investigation of a broad spectrum of
lightweight cryptography algorithms such as symmetric,
asymmetric and one-time key (OTK) algorithms along

Lightweight
Block Chiper

Lightweight
Stream Chiper

LWC Primitives

Lightweight Hash
> Function

> ECC-Hash

Fig. 1 LWC Primitive for Internet of Things.
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with lightweight hash functions. Research gaps are iden-
tified on the resource constraints of an IoT system and
solution has been proposed

2) A framework for OTK and L-function based ECC have
been proposed to secure the garage collection. A simula-
tion and performance analysis of the proposed algo-
rithm with other ciphers has been carried out in terms
of computational speed.

The paper is organized as follows: Section 2 presents related
work while the proposal of secure framework has been pre-
sented in Section 3. The simulation results and performance
analysis have been discussed in Section 4. Finally, Section 5
concludes the paper along with future direction.

2. Related work

Recent research has shown that library language structure and
module feature are susceptible to cyber-attack [4], where the
form of confusion, sometimes combined with free-to-use, is
the key attack vector that compromises modern C+ + appli-
cations such as browsers or virtual machines. To specifically
check all kind of controls, the authors propose to replace static
controls with complete runtime. Further analysis analyzed the
methodology for comparing a wide variety of uniform nomen-
clature control flow integrity mechanisms: first, qualitative dis-
cussion of conceptual protection guarantee, second, an
assessment of quantitative safety of, third, an empirical assess-
ment of its efficiency in the same test environment [5].

Other scholars have different evaluation mechanisms that
employed the generation of equivalence classes and runtime
performance of many machine learning techniques, which have
been then evaluated to predict threats on the IoT [6]. The pri-
mary aim of this system is to build an IoT based infrastructure
which is intelligent, stable and reliable, detects its vulnerabili-
ties, secures a firewall against cyber-attacks and automatically
recovers.

2.1. Attestation model

A number of remote software-based attestation processes,
depending on strict time limits and other unfit to use in IoT
systems, have been put in place. A dual attestation model,
incorporating two phases, was proposed: static and dynamic
[7]. The static attestation process tests the memory of the cer-
tified unit. The dynamic attestation technique checks the exe-
cution of the application code and can detect attacks during
runtime. More recent attention has focused on proposing the
configuration for coprocessor called Trusted Platform Module
(TPM) which is extensively available in many hardware [8].
The module is owned by Trusted Computing Group (TCG).
It helps in examining a certain system from a separated hard-
ware and then enables the tamperproof memory locations to
store system’s sensitive information. However, this method
was found to be incapable of measuring applications’ behavior
during runtime. This is extremely important in order to dis-
cover runtime malicious attacks including return-oriented pro-
gramming (ROP), stack buffer overflow, and other relevant
attacks.

A Multiple Tier Remote Attestation (MTRA) protocol has
been designed [9] by the utilization of different types of net-

worked IoT devices in terms of resources and computational
capacity. More powerful TPM devices will be authenticated
via trustworthy hardware and other devices will be checked
using a software attestation. In addition, a randomized mem-
ory region for attestation is used with MTRA in order to
increase the entropy of attestation responses. The attestation
protocol could be viewed as a versatile way of verifying the
integrity of a heterogenous IoT settings.

2.2. Authentication model

Recent research on authentication has employed two phases of
security stage to encrypt password saved in external device, in
order to enable it to be plugged and played at real program run
time, with the aim of avoiding transmitting plain text pass-
words over the network [10]. This mode of operation main-
tains secure connection between user and device. Improved
authentication model of users’ identity based on Kerberos
environment was used. Moreover, external memory was used
to ensure external connection attack prevention and the
TPM to interact safely with the internal components.

2.3. Memory model and attacks

Java Virtual Machines (JVMs) utilizes just-in-time (JIT) com-
pilers to generate Java bytecode to machine code. However, it
is also vulnerable to security threats with growing use of vir-
tual machines. Heap spray attack discussed in [11] reveals
the attacker is replicating malicious code in the heap and
exploits the vulnerability to leap to the malicious code in the
heap, allowing the execution of arbitrary code. The scholars
proposed a mechanism that enables better detection and pre-
vention of several heap spray attacks using Rand Heap. In
addition, the researchers have argued that malicious attackers
can gain a path to interrupt the whole organization network
due to a specific failure in the relevant network at a centralized
point [12]. In order to discover weaknesses in a hardware
switch, two experiments were performed to find out whether
basic generation of fake and suspicious software switches
within the network is sufficient to exaggerate the JVM heap
to its maximum capacity and result in crashing the relevant
controller. These experiments performed utilizing a special
Software Defined Network (SDN) supported switches and ser-
vers that can handle huge amount of data. It aimed at testing
the likelihood of exaggerating the JVM heap to its maximum
volume and determined a complete failure for such an
approach. However, the researchers have identified that
through affecting the garbage collector to pause performance
of young generation garbage collections and activate the per-
formance of full garbage collections, the denial of service
was accomplished. This shift to full garbage collections, was
due to the malicious attack exaggerating the heap memory
assigned to the relevant flood light controller. By executing
the performance of full garbage collections, the garbage collec-
tor can prevent the heap from being exhausted in due courses.
This will result in an increased in both duration and frequency
of the full garbage collections while it has been entirely exe-
cuted [13]. For each full garbage collection, the time devoted
started to exceed a single second, while it takes thousands of
seconds at regular procedure. The control flow integrity is
another method to evaluate programmer’s behavior, in pro-
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grammer dynamic analysis [14]. By detecting control flow
integrity, the programmer’s runtime data, information and
execution status can be obtained accurately. The combination
of control flow integrity and dynamic trusted computation will
allow the reliable verifier to be presented as a dynamic TPM-
based measurement tool for control flow integrity. Compared
to conventional measurement methods, they operate with
greater precision and reliability, where programmers can be
completely implemented in predefined control flows, while
software solutions remain exposed to several different attacks
[15]. The system parts either been protected nor monitored.
The researchers proposed a solution to examine the targeted
system from a remote hardware and safe the sensitive informa-
tion of the system in its specific memory locations to overcome
the problem. One of the widely known static techniques is
Integrity Measurement Architecture (IMA). It aims at generat-
ing attestation from the kernel towards the application layer.
Nevertheless, this technique is not capable of evaluating the
applications’ runtime behaviors, which is essential to identify
runtime malicious attacks, for instance stack buffer overflow
and ROP. In addition, there was an extended effort made to
enable attestation protocol to cover both the verification pro-
cess and the dynamic behavior collection. Normally the
dynamic behavior is authenticated through the employment
of different machine learning algorithms. The results have jus-
tified the success employment of such a technique and demon-
strated higher detection rate for data sets weaknesses in web
browsers such as Firefox.

Notwithstanding what has been implemented, including
technologies used for attack and prevention, such as program
analysis, memory management and machinery learning, our
paper aims to establish an efficient method for better protect-
ing waste collection and preventing attacks in IoT
environments.

2.4. Threats in Internet of Things

The most outstanding and most critical of today’s cyber-
attacks is the distributed denial of service. It was considered
a powerful attack on the existing Internet community. A sur-
vey was presented on distributed denial of service attack, pre-
vention and mitigation techniques. [16]. Secure on-demand
access that uses near-field communication, where a new mech-
anism is presented to secure element-based shared authentica-
tion and IoT attestation with a user computer, such as a
mobile device. A newly proposed mutual locality authentica-
tion and attestation protocol will end anonymous mutual
authentication between secure elements and the associated
remote confidence attestation [17].

Microcontrollers are commonly used in many devices and
will only become more common as the deployment of IoT
grows [18], whereas IoT devices will increasingly perform func-
tions that generate contemporary security and safety risks with
more useful devices. Modern security protection mechanisms,
aimed at preventing the execution of injected shell code, have
emerged as a more secure solution to malicious code after such
attacks. The technique used to take over program execution by
modifying a function’s return address via an exploit vector.
This is accompanied by returning to small segments of code
placed one by one in an executable memory to execute the
plans of the attacker called return-oriented programming

(ROP). It shows that this technique could fully regulate the
Tiva TM4C123GH6PM microcontroller using a Cortex M4F
processor. Normally, an appropriate code is loaded on Tiva
microcontrollers to erase and rewrite the flash memory where
the intended program resides. Then an arbitrary execution
would be enabled by searching the ROM for a complete gadget
package. This could allow an intruder to re-use the microcon-
troller by modifying the original functionality into his planned
malignant behavior [18].

The complex connectivity and heterogeneity of the cyber
physical systems components together with the exposed nature
and error prone of the involved devices and tough operational
settings is the gate of escalating vulnerability to malicious secu-
rity attacks. Various reliability threats appeared as tempera-
ture induced dark silicon problem, soft errors, and process
variation that caused many challenges that led to the advance-
ment of many reduction techniques on various layers of the
cyber physical systems/IoT stack. Likewise, malicious threats
such as the manipulation of hardware elements, communica-
tion mediums and relevant software can cause the establish-
ment of many detection and protection procedures on
various layers of the cyber physical systems/IoT components
[19]. The employment of Machine Learning in CPSs and IoT
systems are due to the increases of the complexity and func-
tional requirements. Similarly, wireless sensor networks
(WSNs) are subject to many malicious attacks, such as node
capture attacks, where an attacker physically captures, repro-
grams and redeploys a node in the network in hostile environ-
ments for applications such as battlefield surveillance [20]. A
different approach was proposed to verify program integrity
protocol to detect if a node is captured. The cluster head is
tested by comparing the sensor node program memory con-
tents before and after capture. The TPM-enabled program
integrity verification protocol wuses the hash key and
pseudorandom-based dynamically computed function for net-
work sensing node. The security review in the program integ-
rity check protocol shows that there is a marginal possibility
of a catching node that eludes the program integrity check
and leaks the confidentiality of every uncaptured node. The
proposed program can discover the captured node even in
the presence of a strong opponent able to escape additional
memory in order to verify the program integrity, it shows
improvements in program integrity testing performance. The
protocol is also enhanced in terms of low communication,
computation and overhead storage compared with the related
protocols for WSN program integrity checks.

3. Proposed framework for security memory heap

The problem discussed in this work is how to overcome the
Next Memory Address Occupation Attack (NMAPA), that
is normally able to beat the running session and exploit Gar-
bage in heap attack through the process of Learning Tasks
Behavior (LTB). There are two steps to solve the problem.
First, hardware authentication step where using TPM to per-
form a protection process from the designated user address
and prevent hacking operations of impersonating outside
party. Second step is to make access violation harder by using
a light weight cryptographic hash function (CHF) for garbage
collection in the running object as shown in Fig. 2. A brute
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Fig. 2 LWC Framework to secure memory.

force attack or guessing by learning, are used to violate corre-
sponding heap address.

The content retrieved from memory location is the task
content or the object thread address. Firing any unwanted task
or stopping any working thread, at least causes resource waste
of time. Waste of time attack or service denial attack will cause
services to be repeatedly on/off which cause system broke. The
Worst-case if the executed task cause burning or damaging the
IoT devices.

3.1. Garbage encryption

A stream-cipher algorithm based on one-time keys and robust
chaotic maps was used to obtain high security and improve
dynamic degradation [21]. Where the linear chaotic map is
used as a pseudo-random keystream generator, where a color
image encoding scheme has been introduced and the light-
weight Hash encryption function is used as a one-way hash
operation.

In this paper, we have presented the garbage collection
encryption based on CHF that apply OTK to secure the mem-
ory. The proposed cryptographic method has higher security
due to an extremely large key space generated from CHF.

3.2. ECC-Based hashing technique

Elliptic curve is one the popular and efficient lightweight tech-
nique that is based on the equation of points on elliptic curve
as shown in Fig. 3. In this work we proposed CHF based on
the L-function [22]. We can define has function as H that takes
variable length input and produces fixed length output to
ensure the integrity as shown in equation(1).

H(.):{(x,y) € E,(a,b) — z (1)
The coordinates on elliptic curve is E,(a, b) and produce the

integer value Z. The equation for elliptic curve can defined as
follows [22] in equation (2) and (3):

~ Y

y =x"4+ax+b
s
5 -4 4 6
Fig. 3  Elliptic curve.
E.:y*=x"4+ax+b,(a,b) €K (2)
A(E,) = —4d® — 27b° (3)

Now, we can apply Mordell-Weil theorem as follows show
in equation (4):

E(K)={(x,y) e Kx K]y’ =x+ax+b}UO “

O is a pint at infinite as an identity element which is repre-
sented as abelian group with finite set of K= [F,, ¢ is a prime
number such that (a,b) € z. If we take prime number p, there-
fore, a, = p + 1 — #E.(F,). The F, is has p elements with fol-
lowing order as shown in equation (5).

E.(F,) =0U{(x,y) € F,xF,|y* =x* + ax + b} (5)
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Now, apply the Hasse theorm which is will shall satisfy p, a,
for }a,,! < 2,/p. After attaching L-function to E., we get fol-
lowing equation(6)[22].

LsE) [ —— 11 1 (6)

_ —s _ —s 1-2s
piaE) LT AP pinigy L @GP app

The p divided A(E,), the a, = 0 £ 1.The singularity can be
found using E.modp. Finally, the Euler product can be repre-
sented by the equation(7).

L(s,E,) = i an”’ (7

The set of alll elliptic curvers E. over @ with very large
number(T) is represented by #7. The o,  be assumed as fixed
postive numbers then 7' < A(E,) < 2T should also hold such
as k and m should satisfy below equation(8).

log T* < k,m < (log T)" (8)

Finaly, the CHF can be represented by equation(9) as
follows:

H: 2" — Q" 9)

Now, we can apply One-Time Key(OTK) algorithm to
encrypt the garbage collection memmory. The OTK is an algo-
rithm which uses a new key everytime a new encryption is per-
formed. The generalized mathematical equation for OTK can
be expressed as equation(10).

Ci = E(M;, H%m),i=1,2,3,--n (10)

Where C; is the cipher or encrypted text generated by the
encryption operation. E is the encryption operation, M; is
the i character of the plaintext, H; is the it key genereated
from the garbage collection. The H, is generated from equa-
tion(9). The m is a modulo fixed number. In a similar way,
we can also mathematically represent the decryption operation

in equation(11).
Mi:D(Ci>Hi%m)7i:172737"'7n (11)

Where D is the decryption operation, M; is the i'" character
of the plaintext, H; is the i key genereated from the garbage
collection.

4. Simulation and performance analysis

Encryption methods, such as AES, RSA and Elliptic Curve,
run on distributed systems but require reasonable processing
and capable memory capacities. However, these methods are
not suitable for embedded systems and sensor networks [23].
One of its advantages is that it can use shorter keys for oper-
ation [24]. The cipher block used in [25] has been described as
lightweight where the spectrum of lightweight ciphers and chip
design space for low-resource devices has been accurately
defined. This work explores the simulation of the LWC tech-
nique and contrasts it with selecting top-performance algo-
rithms in different metrics, indicating that the LWC based
technique is a good guide for software and hardware imple-
mentations to make the garbage memory more secure. The
proposed framework uses the OTK and ECC for generating
keys in IoT. The Fig. 4 shows the process how the physical

address appears while the user selects [oT device and choose
its task using a prototype model of home automation.

4.1. Security analysis

It is increasingly crucial that IoT is realistically secure from
widely known vulnerabilities. Unless there are continuous
improvements of the security posture for IoT devices, attackers
will find ways to exploit vulnerabilities for their own desires. In
case of a slipped virus in IoT system, everything done will
caught by the hacker. The active session’s data and its RAM
heap location addresses will be sent out for learning how
IoT devices works. Fig. 4. represents how users first select its
device in their network then chooses the corresponding task.
When the device memory heap session attacked, the address
of the connected device in the relevant memory or the corre-
sponding tasks changes. In addition, when a user moves to
the device functions to choose a task, the services does not
determine the address, or its tasks has been changed. A false
selection causes a false selection of its function. Fig. 4. demon-
strates the scenario of how IoT proposed system works. The
new address will be either processed or delayed until the func-
tional service has been selected by the attacker before the
request is terminated and device does not show up or raise con-
flict error. In order to calculate the applications’ behavior dur-
ing runtime, which is required to detect several malicious
attacks including ROP and stack buffer overflow in the pro-
posed dual attestation mechanism of IoT systems software,
to identify vulnerabilities during runtime. The authors have
also developed attestation protocol with high-level-based attri-
butes to cover both the verification process and dynamic
behavior collection. Different machine learning algorithms
are specifically employed to verify the dynamic behavior.

In this paper, we suppose that an attacker always tries to
access the physical address of the running job. If session was
created the attacker tries to read the session to compromise
key using brute force or guessing attack. Attacker violate cor-
responding heap address which point to the task name or
object thread. Content retrieved from memory location is the
task, while being ready for execution step. Firing any
unwanted task or stopping any other working one, at least
causes waste resource attack. Time waste attack or service
denial attack cause services to repeat or break. The Worst case
when an executed task causes burning after damaging devices.

4.2. Prototype for the framework

IoT devices faces unique security challenges due to its con-
strained resources. Shortage of storage, manual processing
handling dependence, limited memory and power of IoT
objects do not support the deployment of advanced security
protocols, which are often resource intensive, the use of Public
Key technologies to ensure secure end to end communications
between devices and services over the Internet [26]. We used
OTKs to improve the efficiency of hash encryption protocols
employed in IoT devices.

4.3. Security benchmark

It should not be possible for an adversary to detect two
encrypted hash garbage collection with significantly similar
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Application phase Physical phase
G‘h Address Task Task
Device | ko | hame _code
Task-0-2 0000 On 1001
i Task-0-3 0100 off 1012
User
1000 High 1033
Task-0-n
Device-1 Task-1-1 1100 Low 1404
ifaskeisd Address Device Device
name code
Task-1-n 0011 Car 1001
Device-n Task-n-1 0110 o 1012
1100 Water 1033
1101 Gate 1404
Fig. 4 The procedure how the physical address appears while the user selects IoT device and choose its task.
numbers or to extract useful information on the data, given its Dy = Dena(ry — Dstars(r) (13)

hash only. We used Java NetBeans platform for the IoT pro-
totyping and implementation of LWC.

Fig. 5. Illustrates the IoT environment and its devices that
being selected and executed on/off where security was applied
to prevent garbage collection attack. In the table we have pre-
sented a comparative analysis of features of TMP and LWC-
ECC methods.

Hash and OTK computation Time: This indicate the time
utilized by the ECC-based hash algorithm to create a hash
from a garbage memory collection text and applying OTK.
It is the difference between the end and start times of encryp-
tion and decryption as expressed in equation (12) and (13).

E(t) = Eend([) - Estart(l) (12)

AirCondition - OFF

Message X

@

Selected item: OFF

Fig. 5 10T devices selected and executed on/off.

Table 2 Computational time different algorithms.

where:

E(;) — Total hash time and OTK encryption time

H,,q) — Hash and OTK encryption end time

H,4ys) — Hash and OTK encryption start time

D;y — Total OTK decryption start time

Denay — The OTK decryption end time

Dyiari(ry — The OTK decryption starting time

Table 2 present comparative analysis of encryption and
decryption time for different size of algorithm. We have ana-
lyzed computational time for AES with SHA-1 algorithm,
RSA with SHA-1 and finally the proposed ECC-based-Hash
and OTK.

From the Fig. 6, we can observe that average computa-
tional time for encryption process which are 1.0508 ps,
1.926 ps, and 2.187 ps respectively. The proposed ECC-based
hash and OTK has minimum encryption time as 1.0508 ps.
Similarly, we can observe that average computational time
for decryption process which are 1.398 ps, 1.713 ps and
2.102 ps respectively. The proposed ECC-based hash and
OTK has minimum decryption time as 1.398 ps as compared
to other method.

5. Conclusion and future work

Any memory heap running application specified and con-
trolled by the operating systems. Although there is embedded
protection, there are still vulnerabilities. In this paper, we have

Heap Memory Size (KB) Proposed ECC-Hash + OTK (us)

AES + SHA-1(us) RSA-SHA-1(ps)

E, D, E, D, E, D,

128 0.512 0.423 0.923 0.823 1.235 1.122
512 0.591 0.491 1.213 1.113 1.413 1.343
1024 0.912 0.812 1.321 1.211 1.523 1.435
2048 1.512 1.401 1.823 1.712 1.993 1.862
4096 1.921 1.812 2.512 2.356 2.701 2.623
8192 2.153 2.014 2.563 2.423 2.934 2.878
16,384 2.952 2.832 3.125 2.935 3.512 3.453
Average Time 1.508 1.398 1.926 1.713 2.187 2.102
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presented a comprehensive and systematic method of how to
overcome garbage collection vulnerabilities, where object run-
time malicious attacks normally take place. We employed well
known prevention techniques based on garbage collection vul-
nerability on how physical address in memory heap can be
remotely read or learned. Our method was accomplished in
two stages. In the first stage, we used TPM unit device to
ensure internal authentication with processor from any unau-
thorized party. In the second stage, we developed and evalu-
ated a cryptographic hash function (CHF) that encrypt any
garbage collection object. The CHF utilizes OTK algorithm
that effectively encrypts garbage collection, to prevent
NMAPA, which is one of today’s cyber world’s most risky
attacks. It poses an overwhelming challenge to the existing
Internet culture with basic but extremely powerful attack tech-
nique. We have defined the main characteristics of memory
heap attacks as well as the garbage collection encryption
model, which enhanced security and stopped external and
malicious attacks.

Future research could focus on developing similar models
to detect and prevent emerging malicious attacks, considering
the increasing demand of deep and integral solution between
the operating system and the relevant applications.

Declaration of Competing Interest

The authors declare that they have no known competing
financial interests or personal relationships that could have
appeared to influence the work reported in this paper.

References

[1] T. Petsios, A. Tang, S. Stolfo, A. D. Keromytis and S. Jana,
NEZHA: Efficient Domain-Independent Differential Testing,
in: 2017 IEEE Symposium on Security and Privacy (SP), San
Jose, CA, 2017, pp. 615-632, doi: 10.1109/SP.2017.27.

[2] Henson, Michael, Taylor, Stephen,Memory Encryption: A
Survey of Existing Techniques, ACM Computing Surveys, 46
(4) Article Number: 53, doi: 10.1145/2566673, Published: MAR
2014.

[3] Jean Caminha, Angelo Perkusich, Mirko Perkusich, A Smart
Middleware to Detect On-Off Trust Attacks in the Internet of
Things, IEEE International Conference on Consumer
Electronics (ICCE) (2018).

3.51

3.01

2.5 A

2.0 A

1:5%

Decryption Time

—e— Proposed ECC-Hash-OTK
AES-SHA-1
0.5 —A— RSA-SHA-1

0 2000 4000 6000 8000 10000 12000 14000 16000
Memory Heap Size

1.04

(b) Decryption Time

Comparative Analysis of computational time of different algorithms.

[4] Yuseok Jeon, Priyam Carr Biswas, Lee Scott, Payer
Byoungyoung, HexType Mathias, Efficient Detection of Type
Confusion Errors for C plus, in: Proceedings of the 2017 ACM
SIGSAC Conference on Computer and Communications
Security, 2018, https://doi.org/10.1145/3133956.3134062.

[5] Burow, Nathan, Carr, Scott A, Nash, Joseph,Larsen, Per,
Franz, Michael Brunthaler, Stefan Payer, Mathias., Control
Flow Integrity: Precision, Security, and Performance, ACM
Computing Surveys, 50(1) Article Number: 16, doi: 10.1145/
30549242017

[6] Mahmudul Hasan et al, Attack and anomaly detection in IoT
sensors in [oT sites using machine learning approaches, Internet
of Things 7 (2019), https://doi.org/10.1016/j.10t.2019.100059.

[7] Nafisa Ahmed, Manar Abu Talib, Qassim Nasir, Program-Flow
Attestation of IoT Systems Software, Learning and Technology
Conference (L&T) 2018 15th.

[8] Ali, Togeer, Ismail, Roslan, Musa, Shahrulniza, Nauman,
Mohammad, Khan, Sohail, Design and implementation of an
attestation protocol for measured dynamic behavior, Journal of
Supercomputing, 74(11), 5746-5773, Special Issue: SI, doi:
10.1007/s11227-017-2054-2, Published: NOV 2018.

[9] Hailun Tan, Gene Tsudik, Sanjay Jha, MTRA: Multi-Tier
randomized remote attestation in IoT networks, Computers &
Security 81 (2019) 78-93, https://doi.org/10.1016/
j.c0se.2018.10.008.

[10] Mahmoud Khalifa, Enhanced Kerberos Authentication For
Distributed Environment Using Two Phases Security-, An
international journal of advanced computer technology, 6 (4),
April-2017 (Volume-VI, Issue-1V).

[11] Jangda, Abhinav, Mishra, Mohit , RandHeap: Heap
Randomization for mitigating Heap Spray Attacks in Virtual
Machines, 15th Annual Conference on Privacy, Security And
Trust (PST), doi: 10.1109/PST.2017.00028, IEEE 2017.

[12] Portante, Anthony, Mullins, Barry, Analysis of Denial-of-
Service Attack Vectors in Software Defined Networks, in:
International Conference on Cyber Warfare and Security, pp.
479-488, Published: 2017.

[13] Tang, Bowen,Ying, Huan, Wang, Wei, Tang, Huabin, Eternal
War in Software Security: A Survey of Control Flow Protection,
(EMCM 2016) 59 (2017) 716-725

[14] Yang, Penglin, Tao, Limin, Wang, Haitao, RTTV: a dynamic
CFI measurement tool based on TPM IET Information
Security, 12(5), 438-444, DOI: 10.1049/ietifs. 2017.0459,
Published: SEP 2018.

[15] Agrawal, Sarita, Das, Manik Lal, Lopez, Javier, Detection of
Node Capture Attack in Wireless Sensor Networks, IEEE
Systems Journal, Volume: 13(1) (2019) 238-247, doi: 10.1109/
JSYST.2018.2863229.

(2020), https://doi.org/10.1016/j.a¢}.2020.11.003

Please cite this article in press as: M. Khalifa et al., A lightweight cryptography (LWC) framework to secure memory heap in Internet of Things, Alexandria Eng. J.



http://refhub.elsevier.com/S1110-0168(20)30585-8/h0015
http://refhub.elsevier.com/S1110-0168(20)30585-8/h0015
http://refhub.elsevier.com/S1110-0168(20)30585-8/h0015
http://refhub.elsevier.com/S1110-0168(20)30585-8/h0015
https://doi.org/10.1145/3133956.3134062
https://doi.org/10.1016/j.iot.2019.100059
https://doi.org/10.1016/j.cose.2018.10.008
https://doi.org/10.1016/j.cose.2018.10.008
https://doi.org/10.1016/j.aej.2020.11.003

A lightweight cryptography (LWC) framework to secure memory heap in Internet of Things 9

[16] Mahjabin, Tasnuva, Xiao, Yang, Sun, Guang, Jiang,
Wangdong, A survey of distributed denial-of-service attack,
prevention, and mitigation techniques, International Journal of
Distributed  Sensor  Networks, 13(12). doi: 10.1177/
1550147717741463, Published: DEC 13 2017.

[17] Sethia, Divyashikha, Gupta, Daya, Saran, Huzur, NFC Secure
Element-Based Mutual Authentication and Attestation for IoT
Access, IEEE Transactions on Consumer Electronics, 64(4) 470-
479. doi: 10.1109/TCE.2018.2873181, Published: NOV 2018

[18] N. R. Weidler et al., Return-Oriented Programming on a
Cortex-M Processor, 2017 IEEE Trustcom/BigDataSE/ICESS,
Sydney, NSW, 2017, pp. 823-832, doi: 10.1109/Trustcom/
BigDataSE/ICESS.2017.318.

[19] F. Kriebel, S. Rehman, M. A. Hanif, F. Khalid and M.
Shafique, Robustness for Smart Cyber Physical Systems and
Internet-of-Things: From Adaptive Robustness Methods to
Reliability and Security for Machine Learning, 2018 IEEE
Computer Society Annual Symposium on VLSI (ISVLSI),
Hong Kong, 2018, pp. 581-586, doi: 10.1109/
ISVLSI.2018.00111.

[20] Agrawal, Sarita, Das, Manik Lal, Lopez, Javier, Detection of
Node Capture Attack in Wireless Sensor Networks, IEEE
Systems Journal, 13(1) 238-247, DOI: 10.1109/JSYST.
2018.2863229, Published: MAR 2019

[21] Liu Hongjuna, b, Wang Xingyuana, Color image encryption
based on one-time keys and robust chaotic maps, Comput.
Math. Appl. 59 (2010) 33203327.

[22] Omar S., Ouni R., Bouanani S. (2012) Hashing with Elliptic
Curve L-Functions. In: Ozbudak F., Rodriguez-Henriquez F.
(eds) Arithmetic of Finite Fields. WAIFI 2012. Lecture Notes in
Computer Science, vol 7369. Springer, Berlin, Heidelberg.
https://doi.org/10.1007/978-3-642-31662-3_14

[23] N. Ahmed, M. A. Talib and Q. Nasir, Program-flow attestation of
IoT systems software, in: 2018 15th Learning and Technology
Conference (L&T), Jeddah, 2018, pp. 67-73, doi: 10.1109/
LT.2018.8368487.

[24] William J. Buchanan, Shancang Li, Rameez Asif, Lightweight
cryptography methods, Journal of Cyber Security Technology 1
(3-4) (2017) 187201, https://doi.org/10.1080/
23742917.2017.1384917.

[25] C.A. Lara-Nino, A. Diaz-Perez, M. Morales-Sandoval, Elliptic
Curve Lightweight Cryptography: A Survey, IEEE Access 6 (2018)
72514-72550, https://doi.org/10.1109/ACCESS.2018.2881444.

[26] Bassam J Mohd, Thaier Hayajneh, Athanasios V Vasilakos, A
survey on lightweight block ciphers for low-resource devices:
Comparative study and open issues, Journal of Network and
Computer Applications 58 (2015) 73-93, https://doi.org/
10.1016/j.jnca.2015.09.001.

(2020), https://doi.org/10.1016/j.a¢}.2020.11.003

Please cite this article in press as: M. Khalifa et al., A lightweight cryptography (LWC) framework to secure memory heap in Internet of Things, Alexandria Eng. J.



http://refhub.elsevier.com/S1110-0168(20)30585-8/h0105
http://refhub.elsevier.com/S1110-0168(20)30585-8/h0105
http://refhub.elsevier.com/S1110-0168(20)30585-8/h0105
https://doi.org/10.1080/23742917.2017.1384917
https://doi.org/10.1080/23742917.2017.1384917
https://doi.org/10.1109/ACCESS.2018.2881444
https://doi.org/10.1016/j.jnca.2015.09.001
https://doi.org/10.1016/j.jnca.2015.09.001
https://doi.org/10.1016/j.aej.2020.11.003

	A lightweight cryptography (LWC) framework to secure memory heap in Internet of Things
	1 Introduction
	2 Related work
	2.1 Attestation model
	2.2 Authentication model
	2.3 Memory model and attacks
	2.4 Threats in Internet of Things

	3 Proposed framework for security memory heap
	3.1 Garbage encryption
	3.2 ECC-Based hashing technique

	4 Simulation and performance analysis
	4.1 Security analysis
	4.2 Prototype for the framework
	4.3 Security benchmark

	5 Conclusion and future work
	Declaration of Competing Interest
	References


